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RESOURCE MANAGEMENT METHOD, HOST, AND 

ENDPOINT 

 

TECHNICAL FIELD 

The present invention relates to the computer field, and in particular, to a resource 5 

management technology. 

BACKGROUND 

A data center is a set of complex facilities, including a computer system and other 

auxiliary devices. To facilitate maintenance, these devices may be placed in a same 

architecture. The data center can provide functions such as storage, calculation, and 10 

networking. 

When processing data in a virtual local area network (Virtual LAN, VLAN), the data 

center may perform priority control at different levels on traffic in the VLAN, and 

may also perform priority control on data in different protocols in a same VLAN, so 

as to preferentially allocate a resource to data with a high priority for use. For 15 

example, a priority of data in the Internet Small Computer Systems Interface (iSCSI) 

protocol is set to be higher than that of data in the Fibre Channel (Fibre Channel, FC) 

protocol. 

A process is a data running operation unit. In the data center, different processes may 

be corresponding to different services. However, in the prior art, it is difficult to 20 

ensure quality of service of each process, and a case in which some processes do not 

obtain sufficient resources or resources used by the processes do not reach 

requirements may occur. 
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SUMMARY

A first possible implementation manner of the present invention provides a resource

management method applied to a host, where the host includes a CPU in which a

process is configured and an endpoint connected to the CPU, the endpoint is

connected to an I/O device, and the method includes: allocating, by the CPU, a target5

endpoint to a target process, where a virtual device is disposed on the target endpoint;

obtaining, by the target endpoint, a performance specification of the target process,

and adjusting a performance parameter of the virtual device according to the

performance specification, where the adjusted virtual device satisfies a total

requirement of performance specifications of all processes that use the target10

endpoint; when the target process needs to access a resource, sending, by the CPU, a

resource access request, of the target process, for the virtual device to the target

endpoint; and after receiving the resource access request, obtaining, by the target

endpoint from the I/O device, a resource that satisfies the performance specification

of the target process, and providing the obtained resource to the target process for use.15

By using this solution, it may be ensured that resource performance of the target

process and another process allocated to the endpoint reaches a preset standard, which

achieves a QoS effect.

In a first aspect of the first possible implementation manner of the present invention, a

specific manner of the obtaining, by the target endpoint, a performance specification20

of the target process may be: obtaining, by the target endpoint, the performance

specification from the CPU; or may be: collecting, by the target endpoint, statistics

about performance of a resource occupied when the target process runs in history, and

generating the performance specification according to a statistical result. The former

manner is faster, and the latter manner can better satisfy an actual requirement of the25

process.

In a second aspect of the first possible implementation manner of the present

invention, the target process is a process that runs in a virtual machine, or a

multi-threaded process that runs in a physical machine, or a virtual machine. The

three all comply with a concept of "process".30

In a third aspect of the first possible implementation manner of the present invention,

the first possible implementation manner of the present invention an I/O resource may

be from a single I/O device, or from an I/O resource pool. If the I/O resource is from
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the I/O resource pool, resources of multiple I/O devices from multiple endpoints may

form the I/O resource pool together, or resources of multiple I/O devices from a same

endpoint form the I/O resource pool together. By means of resource pooling, the I/O

resource may be better scheduled between endpoints or in an endpoint, and a

utilization rate of the I/O device may be higher.5

In a fourth aspect of the first possible implementation manner of the present

invention, that the adjusted virtual device satisfies a total requirement of performance

specifications of all processes that use the target endpoint specifically includes: for

performance that can be shared by multiple processes, satisfying a maximum

requirement for this performance parameter in all performance specifications; and for10

performance that cannot be shared by the multiple processes, satisfying a total

requirement for performance parameters in all performance specifications. In this

way, resource performance required by the target process may be guaranteed.

In a fifth aspect of the first possible implementation manner of the present invention,

a method for migrating the process from a host to another host is provided, where the15

another host includes another CPU, another endpoint, and another I/O resource pool,

and specific steps of the migrating include: sending, by the CPU, the performance

specification of the process to the another CPU; sending, by the another CPU, the

performance specification to the another endpoint; generating, by the another

endpoint, another virtual device, where the another virtual device satisfies the20

performance specification; sending, by the CPU, description information of the

process to the another CPU, and generating, by the another CPU, a new process

according to the description information; and sending, by the another CPU, another

resource access request of the new process for the another virtual device to the

another endpoint when the new process needs to access a resource; and after receiving25

the another resource access request, obtaining, by the another endpoint, a resource

from the another I/O resource pool according to the performance specification, and

providing the resource to the target process for use. A new endpoint can also provide,

for a new process (a process obtained after migration) by using this migration

solution, a resource that satisfies a performance requirement.30

A second possible implementation manner of the present invention provides a host,

including a CPU and an endpoint, and configured to manage an I/O resource, where:

the CPU is configured to run a process, and allocate a target endpoint to the process,

where the target endpoint communicates with the CPU, and when a target process
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needs to access a resource, the CPU sends a resource access request, of the target

process, for the virtual device to the target endpoint; and the target endpoint is

configured to generate the virtual device; is configured to obtain a performance

specification of the target process, and adjust a performance parameter of the virtual

device according to the performance specification, where the adjusted virtual device5

satisfies a total requirement of performance specifications of all processes that use the

target endpoint; and is further configured to: be connected to an I/O device, obtain,

after receiving the resource access request, an I/O resource from the I/O device

according to the performance specification of the target process, and provide the

resource to the target process for use. The host in the second possible implementation10

manner of the present invention may use the implementation methods of the first

possible implementation manner of the present invention and each aspect of the first

possible implementation manner, which has a corresponding beneficial effect.

A third possible implementation manner of the present invention provides a resource

management method that is applied to an endpoint, where the endpoint is connected to15

a CPU by using a CPU interface, the endpoint is connected to an I/O device by using

an input/output I/O interface, and a virtual device is disposed on the endpoint; and the

method includes: obtaining a performance specification of a target process, and

adjusting a performance parameter of the virtual device according to the performance

specification, where the adjusted virtual device satisfies a total requirement of20

performance specifications of all processes that use the endpoint; and receiving a

resource access request, of the target process, for the virtual device by using the CPU

interface, obtaining, from the I/O device, a resource that satisfies the performance

specification of the target process, and providing the obtained resource to the target

process by using the CPU interface. The endpoint in the third possible implementation25

manner of the present invention is consistent with the endpoint in the first possible

implementation manner and in the solution in each aspect of the first possible

implementation manner, and therefore may execute the foregoing operation steps,

which has a corresponding beneficial effect.

A fourth possible implementation manner of the present invention provides a resource30

management method that is applied to an endpoint, where the endpoint is connected to

a CPU by using a CPU interface, the endpoint is connected to an I/O device by using

an input/output I/O interface, and a virtual device is disposed on the endpoint; and the

method includes: obtaining a performance specification of a target process, and
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adjusting a performance parameter of the virtual device according to the performance 

specification, where the adjusted virtual device satisfies a total requirement of 

performance specifications of all processes that use the endpoint; and receiving a 

resource access request, of the target process, for the virtual device by using the CPU 

interface, obtaining, from the I/O device, a resource that satisfies the performance 5 

specification of the target process, and providing the obtained resource to the target 

process by using the CPU interface. The endpoint in the fourth possible 

implementation manner of the present invention is consistent with the endpoint in the 

first possible implementation manner and in the solution in each aspect of the first 

possible implementation manner, and therefore may execute the foregoing operation 10 

steps, which has a corresponding beneficial effect. 

A fifth possible implementation manner of the present invention provides a resource 

management apparatus in which a virtual device is disposed, where the resource 

management apparatus may be hardware or may be software, and is a structural 

description of an endpoint or software in an endpoint. The resource management 15 

apparatus includes: a receiving module, configured to receive a performance 

specification of a target process and a resource access request; a virtual device 

adjustment module, configured to adjust a performance parameter of the virtual 

device according to the performance specification, where the adjusted virtual device 

satisfies a total requirement of performance specifications of all processes that use the 20 

resource management device; and a resource acquiring module, configured to: after 

the receiving module receives the resource access request, of the target process, for 

the virtual device, obtain, from an I/O device, a resource that satisfies the performance 

specification of the target process, and provide the resource to the target process. The 

endpoint in the fifth possible implementation manner of the present invention has a 25 

function of the endpoint in the first possible implementation manner and in the 

solution in each aspect of the first possible implementation manner, which has a 

corresponding beneficial effect. 

In a sixth possible implementation manner of the present invention, an internal 

structural endpoint of an endpoint is described, where the endpoint is connected to a 30 

CPU, and the endpoint includes: a CPU interface, configured to be connected to the 

CPU; an input/output I/O interface, configured to be connected to an I/O device; and a 

processing unit in which a virtual device is disposed, where the processing unit is 

connected to the CPU interface and the I/O interface, and is further configured to: 
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obtain a performance specification of a target process, and adjust a performance 

parameter of the virtual device according to the performance specification, where the 

adjusted virtual device satisfies a total requirement of performance specifications of 

all processes that use the endpoint; and receive a resource access request, of the target 

process, for the virtual device by using the CPU interface, obtain, from the I/O device, 5 

a resource that satisfies the performance specification of the target process, and 

provide the obtained resource to the target process by using the CPU interface. The 

endpoint in the sixth possible implementation manner of the present invention is 

consistent with the endpoint in the first possible implementation manner and in the 

solution in each aspect of the first possible implementation manner, and therefore may 10 

execute the foregoing operation steps, which has a corresponding beneficial effect. 

BRIEF DESCRIPTION OF DRAWINGS 

To describe the solutions in the embodiments of the present invention more clearly, 

the following briefly describes the accompanying drawings required for describing the 

embodiments. The accompanying drawings in the following description show merely 15 

some embodiments of the present invention, and other drawings mat still be derived 

from these accompanying drawings. 

FIG. 1 is an internal topology diagram of a computer according to an embodiment of 

the present invention; 

FIG. 2 is a topology diagram of a case in which two computers are interconnected 20 

according to an embodiment of the present invention; 

FIG. 3 is a flowchart of a resource management method according to an embodiment 

of the present invention; 

FIG. 4 is a flowchart of a process migration method according to an embodiment of 

the present invention; 25 

FIG. 5 is a structural diagram of a resource management device according to an 

embodiment of the present invention; and 

FIG. 6 is a structural diagram of an endpoint according to an embodiment of the 

present invention. 
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DESCRIPTION OF EMBODIMENTS

The following clearly and completely describes the technical solutions in the present

invention with reference to the accompanying drawings in embodiments of the

present invention. Apparently, the described embodiments are merely some but not all

of the embodiments. All other embodiments obtained based on the embodiments of5

the present invention shall fall within the protection scope of the present invention.

PCIe is a system bus standard widely used in a data center, and a large quantity of

data center computer peripherals belong to a PCIe endpoint (Endpoint) scope.

A method of the present invention may be used in a Peripheral Component

Interconnect Express (PCI Express, PCIe) endpoint (Endpoint). The PCIe endpoint10

may be, for example, a network adapter (Network Adapter) or a host bus adapter

(Host Bus Adapter, HBA) card. Referring to FIG. 1, FIG. 1 is an internal structural

diagram of a computer. An endpoint 12 is an initiator or a completer of a PCIe

transaction. A CPU 11 is connected to the endpoint 12. The endpoint 12 is connected

to an I/O device 13, and provides an I/O resource of the I/O device to a CPU for use.15

The I/O device is, for example, a memory, an accelerator card, or a network adapter,

where the memory can provide a storage resource, the accelerator card can provide a

computing resource, and the network adapter can provide a bandwidth resource.

When a host includes multiple CPUs, the CPU 11 is a set of all the CPUs on a same

host. It should be noted that the I/O device 13 may be located inside the computer, or20

may be a peripheral device of the computer. The following describes a case in which

the I/O device is located inside the computer.

The PCIe endpoint may also be referred to as an endpoint. The endpoint is a PCIe

function device that serves as a requester or a completer of a PCIe transaction on

behalf of itself or a non-PCIe device. For example, the endpoint is a graphic controller25

mounted on a PCIe bus or a PCIe USB host controller. The endpoint falls into the

following types: a Legacy endpoint, a PCI Express endpoint, and a root complex

integrated endpoint.

The endpoint 12 includes a processor, and therefore has a computation capability. The

endpoint further includes interfaces and is separately connected to the I/O device and30

the CPU. The endpoint can manage, in a resource pool manner, the I/O device 13 that

is connected to the endpoint, and provide a resource in a resource pool to the CPU 11

for use. The endpoint 12 may run a virtual device, where the virtual device is
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configured to execute a service that runs on the CPU 11. When there are multiple

endpoints 12, the endpoints 12 may be interconnected, may be directly connected in a

wired or wireless manner, or may be connected by using a switch.

The multiple endpoints 12 may communicate with each other by using a switch 14, so

as to manage all I/O devices 13 together. For example, a resource provided by the I/O5

device 13 of each endpoint 12 may be shared by the endpoints 12. When the I/O

device 13 that directly belongs to an endpoint cannot provide sufficient resources for

the virtual device (vDev), resources may be obtained from the I/O device 13 that

directly belongs to another endpoint 12.

Optionally, when there are multiple endpoints 12, a switch (not shown in the figure)10

may be added between the CPU 11 and the endpoints 12. The switch performs data

exchange between the CPU 11 and the endpoints 12. On one hand, an external port of

the endpoints 12 may be extended, that is, the CPU 11 may be connected to more

endpoints 12; on the other hand, data of the CPU 11 may be sent to a correct endpoint

12 more accurately and quickly.15

FIG. 2 is another topology diagram, and a difference from FIG. 1 is that two

computers are included. Endpoints of the computers are interconnected by using a

switch 14, so that endpoints 12 may manage all I/O devices 13 together by means of

negotiation. A system constituted by three or more computers is also applicable to the

present invention, provided that endpoints of these computers are connected by using20

a switch. The computer is also referred to as a host or a node, and different computers

operate their respective operating systems. If a process runs in a virtual machine, the

virtual machine runs in a hypervisor (hypervisor), and different hosts have their own

hypervisors.

The following describes an embodiment of the present invention by using an example25

in which a memory is used as an I/O device. A memory, for example, a medium such

as a magnetic disk or a solid state disk, may be an independent storage medium, or

may be an array constituted by multiple storage media. A storage device can provide

service capabilities including multiple parameters, such as a throughput, a latency

time, bandwidth, a packet loss rate, and jitter. Quality of service (QoS) required by30

different processes (Process) is generally different. For example, high bandwidth is

generally required to satisfy a process of a high-definition video, and a shorter latency

time and a lower packet loss rate are generally expected in a process of a banking

service.
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A service level agreement (Service Level Agreement, SLA) is an agreement or a

contract that is determined by means of negotiation between a service provider and a

user on a quality of a service level, and the agreement or the contract specifies

agreements on service content, a priority, responsibilities, and the like, that are

reached by the service provider and the user. The SLA mainly includes two parts: (1)5

a commercial part, for example, two contracting parties, rights and responsibilities,

and a charging rule; (2) a technical part, for example, a source node address, a

destination node address, and reserved bandwidth, a latency time, jitter, and packet

loss that are required for satisfying quality of service; and some other technical

parameters related to a network. It should be noted that in this embodiment of the10

present invention, only a part related to quality of service in an SLA service object is

discussed. Specifically, only a performance specification described in the technical

part of the SLA is discussed, where the performance specification may be quantized,

for example, a bandwidth value, a latency time value, a jitter value, or a packet loss

rate value may be a performance specification. The remaining part (for example, the15

commercial part and a source address or a destination address) of the SLA is not

discussed in this embodiment of the present invention. For example, if a latency time

performance specification of a process 1 is required to be less than or equal to 0.5 ms,

an SLA generated for this service is as follows: "Process 1: The latency time is less

than or equal to 0.5 ms".20

For a better description of an embodiment of a resource management method, refer to

FIG. 3. A CPU may run multiple processes, and the following describes how to

perform resource management by using a running process of one of the processes as

an example. For convenience of description, this process is referred to as a target

process.25

Step 21. An endpoint generates a virtual device (Virtual Device, vDev). Each endpoint

may generate its own virtual device; or one endpoint may generate multiple virtual

devices, and allocate the multiple virtual devices to each endpoint. A quantity of

vDevs is the same as a quantity of endpoints, and each endpoint runs one virtual

device.30

The virtual device is a virtual I/O device. When the endpoint is connected to one I/O

device, the CPU may access the I/O device. If the endpoint is connected to multiple

I/O devices, it is difficult for the CPU to directly access these I/O devices. Therefore,

the virtual I/O device is used to change a quantity of I/O devices into one. That is, by
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means of I/O device virtualization, for the CPU, it seems that the endpoint is always

connected to only one I/O device.

In this embodiment of the present invention, a resource of the virtual device vDev

comes from a resource pool, and if resources of the resource pool come from multiple

endpoints, the resource of the vDev may be not limited by the endpoint. That is, a5

resource of a vDev corresponding to an endpoint may come from an I/O device of the

endpoint, may come from an I/O device of another endpoint in a host, or may come

from an I/O device of an endpoint in another host.

The vDev may be presented to the CPU in a form of physical function (Physical

Function, PF), multifunction (Multi Function, MF), or virtual function (Virtual10

Function, VF). That is, the vDev may be a virtualized PF, MF or VF.

When multiple endpoints share one resource pool, resources in the resource pool may

be equally allocated to all vDevs according to a quantity of endpoints. For example,

there are totally three endpoints and six memories, a storage space of each memory is

100 GB, and then a storage space of 200 GB is allocated to each vDev. Resources15

allocated to different vDevs may be different. For example, a storage space of 100 GB

is allocated to a first vDev, a storage space of 200 GB is allocated to a second vDev,

and a storage space of 300 GB is allocated to a third vDev. For some types of I/O

resources, for example, for an I/O resource provided by an accelerator card, in this

step, a vDev may be only generated but no resource is allocated to the vDev.20

Resources provided by all I/O devices become a part of the resource pool, and can be

managed by the endpoint. The resource provided by the I/O device is referred to as an

I/O resource.

It should be noted that, in this step, one vDev is created for each endpoint, so that the

vDev can be invoked subsequently. An allocation of a resource to each vDev may be a25

thin allocation, that is, although resources are allocated, a resource allocated to the

vDev is not actually occupied by the vDev, and when a process uses the resource, a

corresponding resource is actually occupied according to a requirement of the process.

The thin allocation may improve resource utilization. Certainly, in another

implementation manner, the thin allocation may be not used, and the vDev actually30

occupies the resource. Regardless of an allocation mode, a quantity of resources for a

vDev may be adjusted, for example, a resource that is allocated to and possessed by

one vDev may be diverted to another vDev for use.

In this embodiment of the present invention, if resources of I/O devices of multiple
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endpoints form an I/O resource pool together, a resource in the resource pool may be

invoked by any endpoint in the endpoints, and therefore, resource utilization can be

improved. Even if in a resource management system constituted by multiple hosts,

one endpoint may invoke an I/O device of another endpoint because I/O resources of

the hosts form a resource pool together. The invoking endpoint and the invoked5

endpoint may be on a same host or on different hosts.

A specific invoking method is as follows: A target process sends a resource use

request to an endpoint at which a vDev is located, the endpoint at which the vDev is

located (a target endpoint) invokes a resource of an I/O device of the endpoint for use

by the target process; the target endpoint may also send a resource invoking request to10

another endpoint by using a switch between endpoints, and after receiving the request,

the another endpoint allocates a requested resource to the target process for use.

In this step, each endpoint has one vDev, and a quantity of endpoints may be 1 or at

least 2. When the quantity of endpoints is 1, this unique endpoint has one vDev. When

the quantity of endpoints of a host is at least 2, each endpoint has one vDev. When the15

quantity of endpoints is at least 2, resources of all vDevs may be determined together

by means of mutual negotiation between the endpoints, and the vDevs are generated

according to the determined resources; or all vDevs may be generated by one

endpoint, a specific quantity of resources are allocated to each vDev, and then the

generated vDevs are allocated to the endpoints.20

After the vDev is generated, the CPU may further establish a correspondence between

the process and the vDev. Because the vDev runs on the endpoint, a correspondence

exists between the vDev and the endpoint at which the vDev is located. That is, a

correspondence also exists between the process and the endpoint. In this way, the

process may obtain the I/O resource from a corresponding endpoint. The25

correspondence that is between the process and the vDev and that is established by the

CPU represents that the process has a permission to invoke a resource from the

endpoint at which the vDev is located.

Step 22. A CPU sends an SLA of a target process to a target endpoint according to a

correspondence between a process and an endpoint. The process runs in the CPU, and30

the CPU may obtain the SLA of the process. In addition, an identifier of the process

may further be sent to the endpoint. The identifier of the process may be a process

address space identifier (Process Address Space Identifier, PAS ID), where PAS IDs

of different processes are different; or may be an ID of another type that can identify a
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process.

That the CPU sends each performance specification to the endpoint by using the SLA

is only an optional manner in which the endpoint obtains the performance

specification. Another optional manner is that the endpoint obtains a performance

specification from a configuration file recorded in advance, where the configuration5

file may be stored on a network server or in a local hard disk. The SLA may be further

recorded in a database, where the database may also be stored on a network server or

in a local hard disk, or be stored in a distributed storage system.

For example, a process is a process of writing data, and performance specifications

carried in an SLA of the process include three items : IOPS (Input/Output Per Second,10

input/output per second) ≥ 500, a latency time (Latency Time) ≤ 1 ms, and bandwidth 

≥ 500 Mbps. A storage device is connected to the endpoint, and provides, by using the 

endpoint, I/O resources that satisfy all the performance specifications to the writing

process for use. A resource that satisfies a performance specification of the target

process refers to a resource whose performance specification is greater than or equal15

to the performance specification of the target process.

A possible case is that the process runs in a virtual machine, and the virtual machine

runs in the CPU. Another possible case is that there is no virtual machine, and the

process directly runs in the CPU. In the past, a process is also referred to as an

operation or a job (job). The process is constituted by one or more threads (Thread). It20

should be noted that in a virtual machine scenario, the process mentioned in the

embodiments of the present invention may be an internal process of the foregoing

virtual machine, or may refer to the virtual machine itself, because for an operating

system, the virtual machine is also a process. Therefore, the process in this

embodiment of the present invention includes at least three possibilities: a process that25

directly runs in the CPU, a virtual machine that runs in the CPU, and a process that

runs in a virtual machine.

Step 23. After receiving the SLA of the target process, the target endpoint adjusts all

performance parameters of the vDev, so that the adjusted performance parameters of

the vDev satisfy all received valid SLAs. In addition, the target endpoint stores the30

received SLA, and when more than one SLA of the process is received, in addition to

storing the SLA, further combines each performance specification to generate a

combined performance specification, and stores the combined performance

specification.
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The adjusted performance parameters of the vDev satisfy all the received valid SLAs.

The valid SLAs include a currently received SLA and a previously received SLA, but

do not include an SLA of a process whose resource has been released. That is, a total

request of all processes for resources received by this endpoint may be satisfied by

invoking the resources of the vDev. All the processes described herein are processes5

that still have a permission to invoke resources from the target endpoint, do not

include a terminated process, and do not include the process whose resource has been

released.

If one endpoint is corresponding to multiple processes, the endpoint may receive

SLAs of the multiple processes in a same period of time or in different periods of10

time, and the endpoint needs to satisfy all the received SLAs. A specific operation

method is as follows: combining performance specifications, and adjusting

performance parameters of the vDev to satisfy a combined performance specification.

A combination policy is as follows: for a type of performance that can be shared by

the multiple processes, for each type of performance, a performance specification15

with a maximum performance requirement is used as the combined performance

specification. For a type of performance that cannot be shared by the multiple

processes (that is, cannot be occupied by another process after being occupied by a

process), for each type of performance, a sum of performance parameters is used as

the combined performance specification. For example, IOPS or bandwidth cannot be20

shared by the multiple processes, and a part of the IOPS occupied by a process or

bandwidth occupied by a process cannot be used by another process. However, the

performance latency time can be shared by the multiple processes, and a process does

not occupy latency time performance of another process. Therefore, as long as a

process that has a maximum requirement for a latency time is satisfied, latency time25

performance of the remaining processes is satisfied. If a process has a performance

parameter that another process does not have, a performance specification of this

unique performance parameter is used as the combined performance specification. A

performance specification is a requirement of a process for a type of performance of a

resource, and is a standard for a value of a type of performance parameter.30

For example, there are totally three processes, and PAS IDs of the three processes are

respectively a process 1, a process 2, and a process 3. The three processes each have

two or three performance specifications : the process 1: IOPS ≥ 500, and a latency 

time ≤ 2 ms; the process 2: IOPS ≥ 400, and a latency time ≤ 1 ms; and the process 3: 



14

IOPS ≥ 300, a latency time ≤ 3 ms, and bandwidth ≥ 500 Mbps. In this case, 

combined performance specifications have totally three items : IOPS ≥ 500 + 400 + 

300, a latency time ≤ 1 ms, and bandwidth ≥ 500 Mbps. The performance 

specification is a requirement for a type of performance. The performance parameter

includes a parameter value and is used to describe a type of performance of a5

resource.

In step 21, the resource is allocated to the vDev, but performance of the resource is

not involved. In this step, the vDev is enabled to satisfy a QoS requirement.

Specifically, resources that the vDev can provide are enabled to satisfy the

performance specifications described in the SLA.10

The endpoint stores the received SLA, and identifies a PAS ID corresponding to each

SLA. The foregoing three processes are used as an example. A performance

specification of each process in the endpoint and a combined performance

specification include the following content.

Performance specifications of the process 1: IOPS ≥ 500, and a latency time ≤ 2 ms; 15

Performance specifications of the process 2: IOPS ≥ 400, and a latency time ≤ 1 ms; 

Performance specifications of the process 3: IOPS ≥ 300, a latency time ≤ 3 ms, and 

bandwidth ≥ 500 Mbps; and 

Total combined performance specifications: IOPS ≥ 1200, a latency time ≤ 1 ms, and 

bandwidth ≥ 500 Mbps. 20

Step 24. When running, the target process sends a resource access request to a target

endpoint at which the vDev is located, the target endpoint receives the resource access

request, and after receiving the resource access request, the target endpoint obtains a

PAS ID of the target process from the resource access request. Then the target

endpoint uses the PAS ID of the process to search for an SLA of the target process,25

obtains, from an I/O device resource pool, a resource that satisfies an SLA

requirement corresponding to the target process, and provides the resource to the

target process for use.

For example, the PAS ID of the target process is the process 1. A current operation of

the target process is storing data, and then a required resource is a storage space. The30

resource access request carries to-be-stored data, and after receiving a resource access

request of the process 1, the endpoint searches for an SLA of the process 1, then

obtains a storage space that satisfies the SLA requirement, and stores the to-be-stored

data into the obtained storage space. It should be noted that sending a resource access
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request to a vDev of an endpoint corresponding to the process may also be understood 

as: sending the resource access request to the endpoint to request the vDev of the 

endpoint to provide a resource. 

The target process sends the resource access request. Specifically, the CPU sends the 

resource access request to the target endpoint, and the access request carries the PAS 5 

ID of the process, and may further carry an ID of the vDev. 

In this embodiment of the present invention, an endpoint that receives the resource 

access request the first time is the target endpoint. The target endpoint may invoke a 

resource of an I/O device of the target endpoint for use by the target process. The 

target endpoint may further invoke an I/O device of another endpoint by using a 10 

switch between endpoints, which logically cancels a characteristic that an I/O device 

singly belongs to one endpoint. Specifically, resource utilization is improved by using 

a resource pool. 

An optional manner is that a resource is directly obtained from the resource pool 

without considering an endpoint to which the I/O device belongs, and the resource 15 

may come from any I/O device. Another optional manner is that the endpoint 

preferentially invokes a resource provided by an I/O device of the endpoint, and when 

the resource of the I/O device of the endpoint is insufficient to satisfy a requirement, a 

remaining resource that is required is obtained from an I/O device of another 

endpoint. Compared with the former manner, in the latter manner, workload of the 20 

switch may be reduced, and a speed of invoking resource is improved. A homing 

relationship exists between the I/O device and the endpoint, and an I/O device 

possessed by an endpoint is an I/O device endpoint device that is directly connected to 

the endpoint. 

It should be noted that, in this step, that the target process invokes the resource is used 25 

as an example. Actually, another process may also invoke the resource by using the 

target endpoint. The adjusted virtual device satisfies all the received valid SLAs. 

Therefore, in addition to the target process, if another process also has a permission to 

invoke the resource from the target endpoint, when running, the another process sends 

a resource access request to the target endpoint at which the vDev is located, the 30 

target endpoint may also obtain, from the I/O device resource pool, a resource that 

satisfies an SLA requirement corresponding to the another process, and provide the 

resource to the another process for use. After this embodiment is used, the endpoint 

can satisfy demands for resource of all processes that use the endpoint. 
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Step 25. After the target process uses the resource, the CPU sends a resource release

command to the target endpoint, so as to release the resource occupied by the target

process.

In addition, after the target process ends, the target endpoint may update the stored

performance specification, cancel, from the endpoint, the performance specification of5

the process that ends, and update a combined performance specification according to

a process that does not end.

When the vDev is created, I/O devices of different types may be different. In the

foregoing embodiments, because a physical I/O device provided to the endpoint for

use is a memory, a resource provided by the memory is a storage capacity; the vDev is10

virtualization of the physical I/O device, the vDev may also be referred to as a virtual

memory. If the I/O device is a network adapter, the vDev is a virtual network adapter,

a resource provided by the network adapter is network bandwidth, and a performance

parameter is, for example, a latency time. If the I/O device is an encryption

accelerator card, the vDev is a virtual encryption accelerator card. A resource of the15

accelerator card is encryption algorithm operations per second, but generally, the

encryption algorithm operations per second may also be regarded as a performance

parameter of QoS, and therefore the resource is not allocated to the vDev when the

vDev is created, but the encryption algorithm operations per second is used as a

performance parameter of the resource. Therefore, the resource may be not allocated20

when the vDev is created (step 21), but the resource is used as a type of the

performance parameter. For example, in addition to carrying an IOPS requirement, a

latency time requirement, and a bandwidth requirement, the SLA further carries a

storage space requirement, for example, a storage space ≥ 200 GB. 

In addition, if the performance specification of the process changes, the CPU may25

send a new performance specification to a corresponding endpoint. The endpoint

updates the stored performance specification according to the new performance

specification, and updates the combined performance specification. When the process

is running, a resource is obtained according to the new performance specification.

A computer or a device having a main function of a computer may also be generally30

referred to as a node. In this embodiment of the present invention, based on a

cross-node scenario in FIG. 2, crossover I/O resource sharing may be implemented by

means of interconnection between endpoints. When an I/O resource of a process of a

node is insufficient, an I/O resource may be obtained from another node.
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In the foregoing embodiment, in step 22, the performance specification is carried in

the SLA, and the SLA is sent to the endpoint by using the CPU. That is, the endpoint

obtains the performance specification of the process by using the SLA sent by the

CPU. The performance specification may be sent to the endpoint by using the CPU,

and may not be carried in the SLA.5

In addition to the foregoing two manners, the present invention further provides an

embodiment of another resource management method. A difference from the

foregoing embodiments lies in that a performance specification is not obtained by

using a CPU, which is equivalent to that step 22 is modified. For another step,

reference may be made to the foregoing embodiments. In this embodiment of the10

another resource management method, the performance specification is pre-stored by

an endpoint, and does not need to be obtained from the CPU.

An optional solution is that the endpoint collects statistics about performance of a

resource occupied by the process, and sets the performance specification for the

process according to a statistical result. It is assumed that after a period of time of15

collecting statistics, in a process in which a process uses a stored resource, occupied

bandwidth ranges between 10 MB and 20 MB. The bandwidth performance

specification of the process may be set to be not less than 20 MB. Performance

specifications of the remaining performance parameters of the process may also be

obtained by collecting statistics. In this solution, the process may run better and20

resource utilization is improved when the process does not have a mandatory

performance requirement (for example, the SLA does not include a performance

requirement).

Another optional solution is that a system administrator sets the performance

specification for the process according to experience.25

In this embodiment of the present invention, a corresponding resource is allocated,

from a resource pool according to the performance specification of the process, to the

process to satisfy a QoS requirement of the process. However, for a source of the

resource in the resource pool, the present invention may further perform extension. A

resource pool implementation method is that resources of I/O devices that belong to30

different endpoints and that are in a host constitute the resource pool. A second

implementation method is that multiple hosts are interconnected to constitute a

system, resources of I/O devices that belong to different endpoints constitute the

resource pool, and not all these endpoints come from a same host. The first
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implementation method and the second implementation method may be concluded as

that resources of I/O devices of multiple endpoints constitute the resource pool, and a

difference lies in that these endpoints come from a same host or different hosts. A

third implementation method is that a resource of an I/O device of a single endpoint

constitutes the resource pool. A fourth implementation method is that resources of I/O5

devices of multiple endpoints constitute a large resource pool, then the large resource

pool is divided into multiple small resource pools, and one or more endpoints share

one small resource pool. When the small resource pools are obtained by means of

division, a home endpoint of the resources is not considered.

Based on the foregoing embodiments, the present invention further provides an10

embodiment of process migration. Specifically, according to this embodiment of the

present invention, a process is migrated from a host to another host, and specifically,

is migrated from a CPU to another CPU. Refer to FIG. 4. In this method, after the

process is migrated from a host to another host, a performance specification of the

process remains unchanged. A solution of the process migration includes: when a host15

runs an original process, generating a new process on another host by using

description information of the or iginal process, so that the new process is the same as

the original process. After the new process is generated, the original process may be

terminated. How to generate the new process by using the description information is

not included in this embodiment. A main focus of the embodiment lies in: how to20

ensure that a resource configuration of the new process is consistent with that of the

original process after and before the process is migrated. The following is specific

steps of the process migration.

Step 31. A CPU of a migration source host sends an SLA of an original process to a

CPU of a migration target host.25

The CPU of the migration source host is currently running the original process. The

CPU from which the process is migrated sends the SLA to a network adapter of the

migration target host by using a network adapter of the migration-out host, and the

network adapter of the migration target host sends the SLA of the original process to

the CPU to which the process is migrated.30

Step 32. The CPU of the migration target host selects an endpoint as a migration-in

endpoint, and sends the SLA to the migration-in endpoint.

The CPU may select the migration-in endpoint by using multiple algorithms, for

example, a feasible method is randomly designating an endpoint as a migration-in
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endpoint.

Step 33. After receiving the SLA, the migration-in endpoint generates a vDev

according to a performance specification carried in the SLA.

If the endpoint that receives the SLA already has a vDev, an existing vDev is updated.

For an update process, refer to step 23. The updated vDev satisfies performance5

specifications (including performance specifications of a to-be-migrated-in process,

and performance specifications carried in valid SLAs received by the migration-in

endpoint before the original process is migrated) of all valid SLAs corresponding to

the migration-in endpoint. For how to satisfy the performance specifications, refer to

the specific operation method of step 23.10

If the endpoint that receives the SLA does not have a vDev, a vDev is generated

according to the performance specification of the original process.

Step 34. The CPU of the migration source host sends description information of the

original process to the CPU of the migration target host. The CPU of the migration

target host generates a new process according to the description information of the15

original process, which implements the process migration.

A sequence of sending the description information and the SLA is not limited. The

description information may be first sent, and then the SLA is sent.

After generating the new process, the CPU of the migration target host sends a

response message to the migration-out host, and the original process that runs in the20

CPU of the migration source host may be terminated. Alternatively, after the

migration source host sends the description information, the original process is

terminated and does not need to wait for a response message from the migration target

host.

The description information of the process is information that is enough to enable the25

new process to be the same as the original process. The description information

includes context information of the process, such as corresponding memory data when

the process runs and a value of the process in a register when the process runs in the

CPU. A possible method is that memory pages of the process are transmitted from the

migration source host to the migration target host page by page. In this process, it is30

possible that the running process modifies a transmitted memory page, and in this

case, to enable a memory page transmitted to a node to remain in a latest state, the

CPU of the migration source host attempts to retransmit this modified memory page.

When transmission of the memory pages of the process is completed, the CPU of the
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migration source host suspends execution of the process, and at the same time, stores

a value of the process in a register when the process runs in the CPU at a pause

moment and transmits the value to the CPU of the migration target host. The CPU of

the migration target host starts to execute the process after restoring the value of the

process in the register when the process runs in the CPU.5

Step 35. A new process sends a resource access request to a corresponding endpoint,

and the endpoint that receives the resource request obtains a resource according to the

SLA of the process to provide the resource to the process for use.

In addition, after step 34, there may further be step 36: The CPU of the migration

target host sends a resource release instruction to the endpoint of the migration-out10

host, and after receiving the resource release instruction, the migration source host

releases the resource occupied when the original process runs. This step is optional.

Another feasible method is as follows: After sending the description information and

the SLA, the migration-out host directly releases the resource occupied by the original

process without waiting for the resource release instruction.15

In the foregoing migration methods, after a resource is allocated to a process, if the

process is migrated, the migrated process may easily have a resource with same

performance again.

Referring to FIG. 5, the present invention further provides an embodiment of a

resource management apparatus, and the foregoing methods may be used to20

correspond. For specific details, reference may be made to the foregoing method

embodiments, and therefore only a brief description is provided below. A resource

management apparatus 5 includes a receiving module 51, a virtual device adjustment

module 52 connected to the receiving module 51, and a resource acquiring module 53

connected to the virtual device adjustment module. The resource management25

apparatus may run a virtual device. The resource management apparatus may be

hardware, or may be software or firmware that runs in hardware.

The receiving module 51 is configured to receive a performance specification of a

target process and a resource access request, where the receiving a performance

specification of a target process is specifically: receiving, by the receiving module, the30

performance specification from the CPU; or collecting, by the resource management

apparatus, statistics about performance of a resource occupied when the target process

runs in history, and generating the performance specification according to a statistical

result.
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The virtual device adjustment module 52 is configured to adjust a performance

parameter of the virtual device according to the performance specification, where the

adjusted virtual device satisfies a total requirement of performance specifications of

all processes that use the resource management device.

The resource acquiring module 53 is configured to: after the receiving module5

receives the resource access request, of the target process, for the virtual device,

obtain, from an I/O device, a resource that satisfies the performance specification of

the target process, and provide the resource to the target process. The resource

provided by the I/O device may be provided by a single I/O device, or may be

provided by multiple I/O devices in a resource pool manner.10

For example, resources of multiple I/O devices form an I/O resource pool together, an

I/O device managed by the resource management apparatus 5 and an I/O device

managed by another resource management apparatus form the I/O resource pool

together, and the obtaining, from an I/O device, a resource that satisfies the

performance specification of the target process specifically includes: obtaining, by the15

resource acquiring module and from the I/O resource pool, the resource that satisfies

the performance specification of the target process.

The resource pool may also be the I/O resource pool formed together by resources of

multiple I/O devices managed by the resource management apparatus, and the

obtaining, from an I/O device, a resource that satisfies the performance specification20

of the target process specifically includes: obtaining, by the resource acquiring

module and from the I/O resource pool, the resource that satisfies the performance

specification of the target process.

In the method embodiments of the present invention in FIG. 1 and FIG. 2, the endpoint

is mentioned, but an end-to-end internal structure is not described. Referring to FIG.25

6, the following briefly describes the structure of the endpoint. Because a specific

function of the endpoint is described in detail in the method embodiments, details are

not described in this embodiment. An endpoint 6 is connected to a CPU by using a

CPU interface 61, where the endpoint includes: the CPU interface 61, configured to

be connected to the CPU; an input/output I/O interface 63, configured to be connected30

to an I/O device; and a processing unit 62, connected to the CPU interface and the I/O

interface. The endpoint 6 may be independent from a host, or may constitute a host

together with the CPU.

The processing unit 62 in which a virtual device is disposed is further configured to:
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obtain a performance specification of a target process, and adjust a performance

parameter of the virtual device according to the performance specification, where the

adjusted virtual device satisfies a total requirement of performance specifications of

all processes that use the endpoint; and receive a resource access request, of the target

process, for the virtual device by using the CPU interface; obtain, from the I/O device,5

a resource that satisfies the performance specification of the target process, and send

the obtained resource by using the CPU interface.

Based on the foregoing descriptions of the implementation manners, persons skilled in

the art may clearly understand that the present invention may be implemented by

software in addition to necessary universal hardware or by hardware only. In most10

circumstances, the former is a preferred implementation manner. Based on such an

understanding, the technical solutions of the present invention essentially or the part

contributing to the prior art may be implemented in a form of a software product. The

computer software product is stored in a readable storage medium, such as a floppy

disk, a hard disk or an optical disc of a computer, and includes several instructions for15

instructing a computer device (which may be a personal computer, a server, a network

device, or the like) to perform the methods described in the embodiments of the

present invention.

The foregoing descriptions are merely specific implementation manners of the present

invention, but are not intended to limit the protection scope of the present invention.20

Any variation or replacement readily figured out by persons skilled in the art within

the technical scope disclosed in the present invention shall fall within the protection

scope of the present invention. Therefore, the protection scope of the present

invention shall be subject to the protection scope of the claims.
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