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Date & Time:  20/01/2015 10:23:42 —~—_—-110
Event Class:  File System

Operation:  FASTIO_QUERY_INFORMATION ——106
Result:  SUCCESS

Path:  C:\Users\Jamie\Desktop\test.txt ~————108
PID; 50064

TID: 50160 :
Duration: 0.0000163 7

Type:  QueryBasiclnformationFile Hg . 4A
CreationTime: 19/01/2015 16:50:54
LastAccessTime:  19/01/2015 16:50:55
LastWriteTime: 20/01/2015 09:35:31
ChangeTime:  20/01/2015 09:35:31
FileAttributes: A

= Event Properties - alx]
[Event ||Process | Stack |
Date: 20/01/2015 10:23:42
Thread: 50160
(lass: File System
Operation: FASTIO_QUERY_INFORMATION
Result: SUCCESS
Path: C\Users\Uamie\Desktop\test.bt
Duration: 0.0000373
Type: QueryBasidnformationFile [~
CreationTime: 19/01/2015 16:50:54
LastAccessTime: 19/01/2015 16:50:55
LastWriteTime: 20/01/2015 09:35:31
ChangeTime: 20/01/2015 09:35:31

FleAttributes: A FI 'g i 4 B

(V]
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e Event Properties i
| Event |[Process]{ Stack |
~ Image
@ Notepad
Miarosoft Corporation
Name: notepad.exe
Version:  6.3.9600.16384 (winblue_rtm.130821-1623)
Path:
{ c\windows\system32\notepad.exe” J
CommandUine;
{ “C:\windows\system32\notepad.exe” |
PID: 50064 1 02 Architect.re: 64-bit
ParentPD: 3908 —/ Virtualized: False v
session: 1 ———— 104 integry: Medium Flg 4 C
User: ZFLAPTOP-1\amie .
Auth|D: 00000000:000901f0 1 1 1 2
Started: 20/01/2015 10:23:30 Ended: 20/01/2015 10:23:49
Modules:
Module Address Size Path 2
Msvar90.dl 0x53020000 0xa3000 C\VWndom\WinS)G\anD
Msvcp90.dll 0x530d0000 0xd3000 C\Windows\WinSxS\ar{ .,
< ] >
[#] (3] 7 nexthighlighted | CopyAl | Close |

Date & Time:  20/01/2015 10:23:42 ——~———130
Event Class:  File System

Operation:  IRP_MJ_CREATE ———— 126

Result:  SUCCESS

Path:  C:\Users\Jamie\Desktop\test.txt ——128
PID: 50064

TID; 50160

Duration: 0.0001684 7

Desired Access:  Read Attributes Flg' 5A
Disposition: ~ Open

Options: Open Reparse Point
Atributes:  nla

ShareMode:  Read, Write, Delete
AllocationSize: n/a

OpenResult:  Opened
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z Event Properties - ol x|
Event {Process| Stack |
Date: 20/01/2015 10:23:42
Thread: 50160
Class: Fite System
Operation: IRP_MJ_CREATE
Result: SUCCESS
Path: C\Users\Jamie\Desktop\test.txt
Duration: 0.0001684
Desired Access: Read Attributes [A]
Disposition: Open
Options: OpenReparse Point
Attributes: nfa
ShareMode: Read, Write, Delete
AllocationSize: nfa
OpenResult: Opened
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Event Properties

[Event] ProcesslStacd

- Image

Q

Name;
Version:
Path:

Notepad

Microsoft Corporation

notepad.exe

6.3.9600.16384 (winblue_rtm.130821-1623)

| Cwindows\system32\notepad exe”

CommandLine;

| "C\windows\system32\notepad.exe”

Parent PID:
SessionD:
User:
AuthiD:
Started:
Modules:

PID: 50064
3908
1 124 gy
ZFLAPTOR-W\amie —___ 139
00000000:000301fb
20/01/2015 10:2330

64-bit

Architecture:
2 False

N 1 2 Virtualized:

Ended:

Medium

20/01/2015 10:23:49

Module
Msva90.dl
Msvcp90.dll

Address Size Path
0x53020000 0xa3000

0x530d0000  Oxd3000

C\Windows\WinSxS\arf
C\Windows\WinSxS\a

[a)

[]

v

<]
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b4

El EI O Next Highlighted

|CopyAll|| Close |
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