
SUMMARY 

The present disclosure provides a description of systems and methods 

for the double anonymization of data. The systems and methods discussed herein use 

a plurality of different computing systems that are separate and distinct from one 

	

5 	another that each perform anonymization processes, to ensure that the data is 

sufficiently anonymized, while also ensuring that neither computing system retains, or 

in some cases is ever in contact with, personally identifiable information. In some 

cases, the double anonymized data may even be stored and hosted by a third 

computing system, further increasing the privacy and security provided by the 

	

10 	systems and methods discussed herein. 

According to an aspect of the present disclosure, there is provided a 

method for double anonymization of data comprising: receiving, by a receiving device 

of a first computing system, a plurality of first data sets, each first data set including at 

least a set identifier and including personally identifiable information; anonymizing, 

	

15 	by the first computing system, each of the first data sets, wherein anonymizing 

includes at least replacing the set identifier included in each first data set with a 

hashed identifier and deidentifying the personally identifiable information, where the 

hashed identifier is generated via the application of one or more hashing algorithms to 

at least the corresponding set identifier; electronically transmitting, by a transmitting 

	

20 	device of the first computing system, the plurality of anonymized first data sets to a 

receiving device of a second computing system, wherein the second computing 

system is distinct and separate from the first computing; anonymizing, by the second 

computing system, each of the anonymized first data sets, wherein anonymizing 

includes at least replacing the hashed identifier with a double-hashed identifier, the 

	

25 	double-hashed identifier being generated via application of one or more hashing 

algorithms to at least the corresponding hashed identifier; and storing in the second 

computing system or a third separate and distinct computing system, the plurality of 

double anonymized first data sets. 

According to an aspect of the present disclosure, there is provided a 

	

30 	system for double anonymization of data, comprising: a first computing system; and a 

second computing system, wherein first computing system is configured to receive, 

by a receiving device of the first computing system, a plurality of first data sets, each 

first data set including at least a set identifier and including personally identifiable 

information, anonymize each of the first data sets, wherein 
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anonymizing includes at least replacing the set identifier included in each first data set 

with a hashed identifier and deidentifying the personally identifiable information, 
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where the hashed identifier is generated via the application of one or more hashing 

algorithms to at least the corresponding set identifier, and electronically transmit, by a 

transmitting device of the first computing system, the plurality of anonymized first 

data sets to a receiving device of a second computing system, wherein the second 

	

5 	computing system is distinct and separate from the first computing system, and the 

second computing system is configured to anonymize each of the anonymized first 

data sets, wherein anonymizing includes at least replacing the hashed identifier with a 

double-hashed identifier, the double-hashed identifier being generated via application 

of one or more hashing algorithms to at least the corresponding hashed identifier, 

	

10 	wherein the plurality of double anonymized first data sets is stored in the second 

computing system or in a distinct and separate third computing system. 

BRIEF DESCRIPTION OF THE DRAWING FIGURES 

The scope of the present disclosure is best understood from the 

following detailed description of exemplary embodiments when read in conjunction 

	

15 	with the accompanying drawings. Included in the drawings are the following figures: 

FIG. 1 is a block diagram illustrating a high level system architecture 

for the double anonymization of data in accordance with exemplary embodiments. 

FIG. 2 is a block diagram illustrating a processing server configured to 

perform functions of the first and second anonymization systems of the system of 

	

20 	FIG. 1 in accordance with exemplary embodiments. 

FIG. 3 is a flow diagram illustrating a process for the double 

anonymization of data and hosting thereof in the system of FIG. 1 in accordance with 

exemplary embodiments. 

FIG. 4 is a flow diagram illustrating a process for the usage of double 

	

25 	anonymized data using the system of FIG. 1 in accordance with exemplary 

embodiments. 

FIG. 5 is a flow chart illustrating an exemplary method for the double 

anonymization of data in accordance with exemplary embodiments. 

FIG. 6 is a block diagram illustrating a computer system architecture in 

	

30 	accordance with exemplary embodiments. 
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Further areas of applicability of the present disclosure will become 

apparent from the detailed description provided hereinafter. It should be understood 

that the detailed description of exemplary embodiments are intended for illustration 
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