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INITIATE, FROM AN AGENT EXECUTING ON A& COMPUTER BEHIND A FIREWALL 801
ON AN ENTERPRISE RETWORK, A HYPERTEXT TRANSPORT PROTOCOL (HTTP) [~
CONNECTION WITH & CLOUD-BASED GATEWAY OUTSIDE OF THE FIREWALL
N
UPGRADE THE HTTP CONNECTION TO A WEBSBCKET PROTOCOL DONNECTION
503

RECENE, AT THE AGENT OVER THE WEBSOCKET PROTGCOL CONKECTION, [~
A REQUEST FOR DATA FROM THE GATENAY

804
REFORMAT, AT THE AGENT, THE REQUEST INTO AN HTTP REQUEST i
SEND, FROM THE AGENT, THE HTTP REGUEST TO A SERVER ON THE . 508
ENTERPRISE NETWORK
_ 506
RECENE, AT THE AGENT, & RESPONSE TO THEHTTP REQUESTFROMTHE |~/
SERVER
CREATE, AT THE AGENT, A WEBSOCKET RESPONSE BASED ON THE RESPONSE |7
FROMTHE SERVER

SEND, FROM THE AGENT (WER THE WESSOCKET PROTOCOL DONNECTION TD
THE GATEWAY, THE WEBSOCKET RESPONSE

FIG. 5
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initiaRing unit 901

upgrading unit 902

first receiving unit 903

_ eformatting unit S04

first sending unit 905

second receiving unit 506 |

creating unit 907

second sending unit 508
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| determining unit 913§
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| back-roling unit 914
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1000 —

receive, at a doud-based gateway, a request from a mobile

reformat, at the gateway, the request from the mobile device
into a request for data over a WebSocket protocol

send, from the gateway, the request for data to an agent
over a WebSocket protocol connection

receive, at the gateway, a WebSocket response from the
agent

create, at the gateway, a cloud-emabled response from the
WebSocket response from the agent

send the doud-enabied response to the mobile device

FiG.10
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E fiirst receiving unit 1101 I E reformatting unit 1102 I

l first sending unit 1108 _] E seoond receiving unit 1104
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| cloutd-based gateway 1100
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