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Met hod and Systemin Ethernet Service Operatl on Technol ogy Field The
present invention involves to t PeseirdpdoIPn net wor k technol ogy area,
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network cost exposed by operation support system the Ethernet technol ogy
which was originally intended to a@pkwatiom t he LAN now gets a new life. The
expansi on of applying area and the variety of services require the packet
format of Ethernet technology to be extended so as to support the new node
of servnIce‘ lﬁﬂ%p ﬂlectlwty, that is, require a hierarchical approach to
addr ess I'ng issue. Pr esently, | EEE has devel oped two approaches,
| EEE 802 1apheaRfestREM@AAod afdvolvEFEEo80% iafdrpan detwdiki tgBnolegys uréejown as
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si npl y asisially niawol@es dg 4 @elwmenaltd ey Bdearalc managepreny ingkihod ytlb’a\mgnﬁﬂagl ng

o R e PR SRV, eSS A5, B el S0V

suppor t-g, 8. (ﬁ{ erarchy of 3 levels, the service provider could create onI y
4096 cusl%omar VLANs, which is not enough in large netropolitan and regional
networks. This shortcomn ng i s overcone by using | EEE 802. 1ah provider trunk
bri dge that encapsul ates a custonmer MAC header by a service provider MAC
header. Baskpeoundg wi t h t he additional - Qtag separating end customner,
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Presently, IEEE has developed two approaches, IEEE 802.1ad and IEEE 802.1ah. IEEE

802.1ad provider bridge, also known as Q-in-Q or VLAN stacking, expands the original
concept of VLAN, IEEE 802.1d simply adds a new Q tag to permit the service to provide
its own managing tags to identify individual customer network, and the original Q-tag
could be used to identify the VLANs in customer network. Although IEEE 802.1d
supports a hierarchy of 3 levels, the servicé provider could create only 4096 customer
VLANs, which is not enough in large metropolitan and regional networks. This
shortcoming is overcome by using IEEE 802.1ah provider trunk bridge that encapsulates a
customer MAC header by a service provider MAC header. Comparing with the
additional-Q-tag separating end customer, utilizing a 24-bit service tag in the service
provider MAC header theoretically supports the 16 millions service instances, which fully
resolves the expanding problem. IEEE 802.1ad standard had been published in 2006, yet
IEEE 802.1ah is in draft at present. With the development of technology and appearance
of the new demand, the new expansion to layer 2 Ethernet frame format is possible.

In the current Operation Support System, the management of the services and users

generally employed customization of the high layers above the IP layer so as to perform



the service identification, the user authentication, and the service usage
billing, etc., such as defining payload format of packet using XM. schema
to transport in SOAP protocol; or directly transferring the above
information in HTTP transport protocol, etc. (all of them are dependent on
system i npl enentation, and the vendors have their own ways of
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managemapt (8Rdnbgd S | dybiainn dnflefientagbn, AME the? veXRAN Ha e thae nal ogys aid

system thereof The method and system of the present invention can be used
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server. The present invention takes advantages of the features of Ethernet
| ayer 2 expansion technol ogy, resolves the problem of the integral
managendriie Sifmmlaey ser vi ces and users and has the nmerits such as high
identifying seryice efficiency,, and, excellent .traffic. separation, To
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sub- met hggsmethdd hiE sysRinh O tHeppRiNg iiveatiGroEdrelsadediin thd doehattosaiichi betheacket
format of Ethernet layer 2 expansion technology to the service and user, 2)

t he net hperatioguestieendche peasss Bithanticatinm ofosen hgservies usage bapsirepslitnat us,
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1) the said nethod mapping the corresponding fields of packet format of the
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the several fie 0 use € remai ni ng val ue space which is not

fully used, TbQediat gl dhwsanditiosed objser ofi the picdemridvensien, the;service and)usthe
met hod requesting service refers to the procedure that the Custoner Prem er
Equi prenintegehBnagdgenients metodr stilizing Hthergeainges &r oxpassion, teeiwlogynpl dhes
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line to e router ates the Ethernet data frane so as to
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wherein the said router is required to |l og the header i nformation plus
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perform hg the sane”steps as those of the said nethod requesting service;
802.1ah, and the other possible new expansion technology.
According to the method of the present invention, wherein,
1) the said method mapping the corresponding fields of packet format of the Ethernet
layer 2 expansion technology to the service and user refers to employing the fields

currently not fully utilized or one or several fields already used individually in the packet
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4) the nmethod exiting the service includes the nmethods of exiting the
service normally and abnormally, respectively, in which, the said nethod of
exiting the service nornmally refers to setting the flag into exiting
status, and performng the same steps as those of the nethod requesting
service, so that they are differed in that the flag bit for re u$sfing
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the | og to 2ife sethiop requestity shvicesbiry ¢ theheocedanr tatathe t Kaisiomeer tPoerhiepl enent

rel ated AAA functions. Addi tionally, the managi ng service and uier
managenBavipment (FBE) ehteinsrtheirequesti feg ehd seviterideand SywplecsenpRmag 4R

t echnol i ncl udi QU Pr emi.er,, Equi t. (CP t i
g Ay PR g S P TR bt L PRp e e
| nvent| Arwch® ﬁéf’ﬁé@&&@%ﬁﬁ%ﬁi tb Todnl #le inftég?alse%b%swﬁra?ép Japs fidie sAldheispondi ng
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header afdlsbyemallye xppedively, frr sbiehp thessaidhexctliodeaft aingathe sseriels normally
periodically or in real-tinme, the | og AAA Equi pnent which reso!vvh%s t he

| { t
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exiting service including normally exiting service and abnormal ly quitting

servi ce,cxithe saiick stmormalilyreocs td that wenvhedkingthe npdatimggimariof gervive statéfy bit s
into exiting, and performng the sanme actions as those of requesti
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periodically or in real-time, the log to AAA Equi pnment which resol ves the

record dfunttoggi ng to inplenent the initial related AAA functions.

Conpared with the conventional nethod, the present. j nvention has. t
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present invention, is characterized in that, the said system maps the corresponding fields
of the packet format of Ethernet expansion technology to the service and user, employs the
fields currently not fully utilized or one or several ficlds already used individually in the
packet format of Ethernet expansion technology, by redefining individual bits of single

field, or combining the several fields, or making use of the remaining value space which is
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(2) The nethod and system of the present invention efficiently realizes the
separation and identification of the service and user by using |ayer 2
technol ogy, so that they are inplenented sinply and contain the prior

Et hernet technol ogy. BRI EF DESCRI PTI ON OF THE DRAW NGS Figure 1 shows
the graph of entities relationship of the system applying the service and
user i nnegfully vseh4genp thesabith tutha seivicziid gndnges i svheray.dhe Btheysh yeoA

technol o of th esent |n iLon. ' shows the 802.1 ad packet
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of the esent invention, As shown in the_ figure |, the.seryice system of
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802. lad fandionkEE 802. 1ah, and the ot her possible new expansi on technol ogy.
The met hod according to the present invention, wherein, )
Additionally, during updating the service status for the system, the said Customer
Premier Equipment sets the flag bit into updating, and performs the same actions as those
of requesting service.
Additionally, during exiting service including normally exiting service and
abnormally quitting service, the sald normally exiting service refers to setting the flag bits
into exiting, and performing the same actions as those of requesting service; and the said
abnormally quitting service refers to that upon checking the service status updating timer,
if the said router find out it expired, it will set the flag bits into abnormal quitting, log the
header of the original layer 2 expanding frame and the timestamp, and send periodically or
in real-time, the log to AAA Equipment which resolves the record of logging to implement
the initial related AAA functions.
Compared with the conventional method, the present invention has the following
advantages:
(1) by using layer 2 information the service id and user id map to the corresponding
fields of Ethernet layer 2 expansion technology, so that the method of the present is
characteristics of difficulty to forge.
(2) The method and sysiem of the present invention efficiently realizes the separation

and identification of the service and user by using layer 2 technology, so that they are

implemented simply and contain the prior Ethernet technology.



1) the nethod mapping the corresponding fields of packet format of Ethernet
| ayer 2 expansion technology to the service and user refers to enploy the
fields currently not fully utilized or one or sone fields already used
individually in the packet format of Ethernet expansion technol ogy, by
redefining the individual bits of the single field, or conbining the
sever al BRIEF ESGRIPTHRNAYF ibld DRAMWAR G mai ni ng val ue space which is not
fully used, to map these bits to the servicge id and user .id. 2) the
met hod r eqUd8¥E Hgsq@@’ts\;h%érqp fof egtitigs ’Eeif’éloﬁ?'ﬂﬁé’é%‘eesytswgt applgingphe B%Y'é‘t% ns the
request _f a Vi I i | l t he
ervi ce SRR RE Rt yERIGTRLELFRCHRE R B PSRRI By 02

net wor K @ Bieat inRetidarent to formthe integral expanded layer 2 data frane
which is transmtted along the Ethernet line upward to the router which

obt ai ns t h&igay|stibvrythdefbaped|packatfotmas Sedén ithet of scaviee sod aisertigtegralnsmi t
the layer 2 payl oad as per ovtﬁr-lﬁyer-3 I nternet. Protocql. The said router
i s requitteaserent gigthodartiizmedithemeldane SwanionteehnalogyAnd syptemberttdyer 2
expanded frame, and send, periodically or in real tinme, the log to AAA
equi pnent whi ch resolves the records of the log to inplenent the initial
rel at ed pAAPA fIUIB DERCGRIPTION) The net hod updating the status of service
refers to set the flag into updating status, and performthe sanme steps as
t hose of t Hdersalfitat, thet prosent éoveation nwillt be ilbstraicdein &‘o&it imath refiegnegr® @icf f er ed
inthat the flag bit in the said nmethod requesting the service is set into
'requesti84PS; and that in the method updating the service status is set
into 'updating. . t it : 1 Lingl : ods of
exi t1ng. sor g o s SR W IRBHeEIAIRG B Ethe i YRR BB

exi ting sg@icd afd NRENGhteYral ehifagerhentselettiodgutilgng |Rberhétt fayent2o crpdrisiong
status, and perform ng the sane steps as those of the said nethod
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updating timer of service statu e router found it timeout, it wll

set the serfheCeerakeednd hidgr dhlegialahinagement tinghdieanidivingf Ctieenedr lagemal | ayer
2 expanding frame of Ethernet plus the tij rrestq%ap, and send, periodically or
in real expamsiont Hechoalogy| ofjshe corpssnt dguensiesnspagificelly rimsldoe ghe niollpwingr d of

the | d jnpl ts the.initial related funct i ons, He ter,
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managenment nmethod utilizing Ethernet |ayer 2 expansion technol ogy and
syst em t#igsr woyblves ta layep2diame formaeding srethad mdolayen 2 gspandingdfirpme @8#ieni ng
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The method according to the present invention, wherein,
1) the method mapping the corresponding fields of packet format of Ethernet layer 2
expansion technology to the service and user refers to employ the fields currently not fully
utilized or one or some fields already used individually in the packet format of Ethernet
expansion techﬂology, by redefining the individual bits of the single field, or combining
the several fields, or making use of the remaining value space which is not fully used, to
map these bits to the service id and user id.
2) the method requesting service refers to the procedure that the CPE obtains the

request flag and service id, and completes mapping and encapsulating the service id and
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present invention. |EEE 802.1ad, Qin-Qprinarily, devel oped for expandi ng
the quantity of VLAN, was inplenented by adding an 802. 1Q tag fields to the
original 802.1Q packet format, resulting in increasing the nunber of VLAN
up to 4k*4k. Wth the devel opnent of netropolitan area Ethernet and the
requi renents of the refined operation of carriers, the double tags of

Q i n- Q usm ibén thersaidanagpng insthod Aegethewwith thetieeverkipremier ejuipmenttederd@ and

external, ta t_t i ff nt i nf ti.on, h
Pt or nafict B peast RyT2an daie, NEohb drnap e onn FEoEleinet MEer vi ce.

Additio , : | 10~ [ | | I sver ses
the car pﬁgéﬁﬁgﬁﬁmﬁo@%&ﬁr@%?@% él%l Irglat%géérqatﬁ’g?éa%gﬁ %ﬁlsattﬁ[ﬁ Eéﬁ%%@re glr?% Flgﬁl'? trsi:)i(r%gpor t ed,
whi ch i g gagdnPhie Rpe PrAglobéal PYPdvéraaidi T UternsOPobabl.iThengyd heitdriie
extensi on of core LS VPN to the netropolitan area Ethernet, and finally

f or m t heequirdd tologritie Yender dhimiation. plintimbpstamp o thertayear 2t ¢xpandedalngme and he
Qin-Qis appligd to the nag nt of .users and services, in which_the
i nter nalselidaﬁgrﬂ‘écﬁ?aé]é'é)ﬁﬂ% r%agﬁmeeﬁgﬁ%%{* COMATRT, X 1"thar_§s q&?frtbgé‘??f”édcsl?iers.
Tabl e 1%%@&@%&&@3&%@3@%&%% ABfk.the user id External

VLANI nt erna vice operation and service |ID The nethod of the

present i ny.ﬁrltﬂefiﬁbtﬁ(&i’luﬁlﬁtiﬁ%ﬂﬁcﬁteﬁds @fsefvabd @¥&s to set the flayippiupdatitpestatus,
corresponding fields of Ethernet |ayer 2 expansion technol ogy packet format

to the sedyédersn thedamssieps as thosaof the saiid mpiteerienigstng derperace, shthat theyi ¢ of
the interngl. . VLAN ID is redefined as follgw.that t.he nost signifjcant 2

bi s 1 eproaiel U iat e e bt ot il B g reasiRe T P E S B iRt , 10
denot es« RN : kDo, ‘ : We: it, and 00
denot es B R s T Lt

servi ce id,4)Whdmtihed RRRpERErvicl atiudesthe mabodshdexiting dchvdcd atinell?.andhe
external VLAN ID is used as user |ID. In the present exanple, service

oper at i @hnommallyeingefichdbe snjd metheddif sgitingsewvigeerppll EriERtyFiting dedlagbut t he
ext ended.val ue of. ETH RTYPE shaul dn' t, confli ct vvit@ﬁt hefp[ | or. standards.
Under st&f 1% FEFUPR RN ToR°T W‘%éb%,sa‘a%ssgﬁpﬁpﬁsi ¢ ch?ltsla 55
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and servi
the service is set into ‘requesting’, and that in the said method exiting service is set into

‘exiting’; and the said method exiting service abnormally refers to that upon periodically
checking the updating timer of service status, if the router found it timeout, it will set the
service as exiting abnormally, log the header of the original layer 2 expanding frame of
Ethernet plus the timestamp, and send, periodically or in real time, the said logs to AAA
equipment which resolves the record of the logs and implements the initial related AAA

functions.

Hereafter, the service and user integral management method utilizing Ethernet layer 2
expansion technology and system thereof of the present invention will be described in
detail by combining with the figures and specific implementation examples.

EXAMPLES

The service and user integral management method utilizing Ethernet layer 2
expansion technology and system thereof of the present invention will be illustrated by
combining with IEEE 802.1ad layer 2 expanding.

Figure 2 shows the packet format of IEEE 802.1ad used in the service and user

integral management method utilizing Ethernet layer 2 expansion technology of the
6



2, Requesting service (1) Before enjoying service, the user obtains
the service ID fromthe service portal, wherein the plan of service IDs and
the constraints can be stipulated according to the operator's business
policies, which is not covered by this description, assum ng that such plan

of  service IDs and stipulation is avail abl e; §2) The user issues the
ser vi ce presguicigvertianr Ykt 803 14, hin-Qarrithardy, dbvelopedtoyaxpariing the quaiitdy The
"Customer Prem er Equi pnent (CPE). extracts the service id; 4). The CPE
encaps ulPAdAN ayat mplemepied é\l frip;an |8§§i1 i)éﬁg dgfto therqrieine! i892.égéaa@§(efoo as

I nt er nal . . r i Q t{Fansmts
the. fr angied teb B AR Bl PR BT L AN oAy QU Rclo B 17

ext er nalmdflopdliRa EREIEMrcd ahd thd RYBiéEAGRs BN thihicEiRe CBPerafidrashedriandthe
transmits it upward to the router; (6) The router term nates the

doubl e \doAbls tagdof Qgis-Q tcas daclartheémappliodt Ae seowveimshe tablaNL, |1, inteyealj ander nal
VLAN I D, and the request paraneters, .etc., and sends, the log to AAA
( Aut henteXEcaRal §365 maydepiesgt Ve hioren {pforastiopnihi as, the infepgal ﬁ%@%ﬂ%@&i pent

resol veﬁls%\lj sﬁ g&%&[@%&ﬂ@ Rprdonth Selied hddidihs, ahe hHE ¥ eeh-Odarb e

service | aranmetérs and t
with the double tags transverses the catrier network, wherein the internal tag is

transparently transported, which is a simple and practical VPN technique, so that it may be
the extension of core MPLS VPN to the metropolitan area Ethernet, and finally form the
end-to-end VPN technique. In this implementation example, the Q-in-Q is applied to the
management of users and services, in which the internal tag represents services, and the
external tag represents users.

Table 1 double VLAN maps the service id and the user id

External VLAN Internal VLAN

User ID Service operation and service 1D

The method of the present invention can be embodicd as follows:

1, Mapping the corresponding fields of Ethernet layer 2 expansion technology packet
format to the services and users

In this implementing example, the 12-bit of the internal VLAN ID is redefined as
follow that the most significant 2 bits represents service operation, wherein 01 denotes
service request, 10 denotes service status updating, 11 denotes service normally exit, and
00 denotes service abnormally exit, and the remaining 10 bits represents service id, with
the mapping relationship as shown in the table 2. The external VLAN ID is used as user
ID. In the present éxample, service operation may be defined by extending the value of
ETHERTYPE field, but the extended value of ETHERTYPE shouldn’t conflict with the
prior standards. Under such field redefinition and usage, description is continued as

follow:

Table 2 The mapping relationship of VLAN ID to service 6peration and service ID
Bits 11-10 Bits 9-0
Service operation Service ID




3, Service status updating and service abnormally exiting (1) The CPE
encapsul ates layer 2 frane with the logical OR of service id and 0x200 as

internal VLAN ID, and transmits the frane; (2) The Network Prem er
Equi pment (NPE) inserts the external VLAN according to the interface on
which CPE is attached and transmts it upward to the router; - (3) The

router termnates the double VLANs and makes an initi al anal ysis on the
doubl e VLA% and,.if find the service operation in service status is
updat i ng, Regustine SHEIE| rer of servi ce- user (4) |f not receiving

the service $hathise Bgﬁl? s@ﬂn@‘ﬁlﬁ?ﬁs& Q)Btahr%ntﬂe E@I‘Hc@qD £53tthd ServicB§ortal,

servi ce-user’ tiner the router wll determne to exit service

abnor malhereih dlge plaa ctfesemmwm@ran@fthé benstain eavhANEpalaEd seoctdingetol thg t o AAA
equi pnent. 4. Exit service (1) The user may issue the service request
car ryi ngpedatn’sdwsiicgsepdligidsnwhivh jagpioenyered byabis descrigionopgemingsiagsuche

Zﬁg\é:ogﬁl (ljﬁnegf %g)ycgﬁgfagdstmuqetmn o avalFetli)l Equi prent (CPE) extracts service id,

(2) The user issues the service request carrying with the service id in IP payload;

(3) The Customer Premier Equipment (CPE) extracts the service id;

(4) The CPE encapsu}ates layer 2 frame with the logical OR of service id and 0x100
as internal VL AN ID and the other parameters as layer 2 payload, and transmits the frame;

(5) The Network Premier Equipment (NPE) inserts the external VLAN according to
the interface on which CPE attached and transmits it upward to the router;

(6) The router terminates the double VLANs and logs it concerning to the external
VLAN ID, the internal VLAN ID, and the request parameters, etc., and sends the log to
AAA (Authentication, Auditing, Authority) equipment; |

(7) The AAA equipment resolves the information of double VLANS to exfract the |
user id, the service id, the parameters and the start time.

3, Service status updating and service abnormally exiting

(1) The CPE encapsulates layer 2 frame with the logical OR of service id and 0x200
as internal VLAN ID, and transmits the frame;

(2) The Network Premier Equipment (NPE) inserts the external VLAN according to
the interface on which CPE is attached and transmits it upward to the router;

(3) The router terminates the double VLANs and makes an initial analysis on the
double VL ANS, and if find the service operation in service status is updating, it resets the
timer of service-user;

(4) If not receiving the service status updating packet for long period, that is, the
service-user timer expires, the router will determine to exit service abnormally, log the
termination of the double VLANS and send the log to AAA equipment.

4. Exit service

(1) The user may issue the service request carrying with service id in IP payload in
case of no Iongér using the service;

(2) The Customer Premier Equipment (CPE) extracts service id, encapsulates layer 2
8



frame with the logical OR of service id and 0x300 as internal VLAN ID, and

transmts the frane; (3) The Network Prem er Equi prment (NPE) inserts
t he external VLAN according to the interface on which CPE is attached and
transmits it upward to the router; (4) The router term nates the double

VLANs, |logs it concerning to the external VLAN ID, the internal VLAN ID,
and t hefrpaie avith b dogienl OR ofserviseidandi(x300 ayintesnal ML AN IDnard frensmitsiihe

Audi ti n& Aut hority) equipnent; (5) The AAA equi prment resolves the

i nf or matPBf: of t he double VLANs to extract the user id, the service id, the

par anet ers [@j‘“ﬁhé RevRid Prdier Eauip%hﬁggg@vm&{snﬁe TReraP YL AN FRCARAY kgt es the

doubl e VLANs frane according to'the ice data streamrecelved Trom

Ser vi cetherimerfdes orowhich PR dattacledund eansuich it opwatlitd shetrbatef;r ane over the
| ayer 2 Ethernet link, which is the part of standards supported by all
Qi n- Q enalifkdhegarishisrminates thsedayble BiANs. NggnMacenamingeie thorxeEad and

sral y SRR SISOV TEN DG bRHALGETY: OBl SRR B BA
axaml o MU PLPE ARG Rmorin) HBHITPEEE Yoo 1ad Erhernet layer 2
expansi on t(§rThoAdgyequipigem réveiveEthecinfiematiory ef th2 dextdandiAds toendmal thgi es
such as | EEE 802. 1ah can be applied to the present invention.
vser id, the service id, the parameters and the end time.
5. Data forwarding
The router encapsulates the double VILANs frame according to the service data stream
received from Service Provider or other data source, and transmits the frame over the layer
2 Ethernet link, which is the part of standards supported by all Q-in-Q enabled
equipments.
6. Service Billing
AAA equipment collects and analyzes raw data according to the log information recorded
in the said steps 2, 3 and 4, and performs the services and users integral management as
per the related policies.
Additionally, although this implementing example illustrates the invention with IEEE
802.1ad Ethernet layer 2 expansion techhélogy, the other Ethernet layer 2 expansion

technologies such as IEEE 802.1ah can be applied to the present invention.



Cl ai rs PCT/ CN2009/ 001155 WHAT IS CLAIMED I S: 1. A service and user

i ntegrati on managenent nethod utilizing Ethernet |ayer 2 expansion

technol ogy, is characterized of coffigmisg 1) the nmethod mapping the
corresponding fields in the packet format of the Ethermet, haysypd§¥pansi on
t echnol egy e—-Servce g — ' e RO e—Setvi ce,

3) the wEtADdsepdamMpIyj¢-he status of the service, and 4) the nethod exiting
service, wherein 1) the said nmethod mapping the corresponding fields of
t he packeA storerendofsert inegitioe mekgtragemahekpamiohthewe hlapéodyyxpapsivhe

service and user, refers to enploying the fields currently not full, _
uti | i zetfcaprolgie lér"?@@?@iﬂé?d éaoagjrlémgegwwug@ Oﬁrﬂaﬁmlﬂ%zﬁq 90??Fp9ﬂ‘i'¥§acket

Format o0 EUANEL B Slac B APANSLON LD OALAGY, BXTAPL] B Bl

-
v Ci VAW

i ndi vi dua he si'ngl'e r‘conoini veral fields, or
nmeki ng ys&, Dfthé HMRtHodFBAuRkike: 8 lsth®icePRCBe WHkisdd dpdlaty the watys of figckerdige, B
themto the service id and user id, 2) the said nethod requesting

ser vi ce anéf pths mathadhexifmgxeedos,evitehet t he terni nal obtains the request flag
and service_id, and c | et es encapsul ating the service id and user id in
the said nibﬁ%aalgrévﬁg@) W@@t%&levﬁwsaom&éﬁhés ﬁéﬁ? dpcks Pﬁ'ﬁaérﬁf,e theo as to

formthe., I i LLted upward
ol ong + BOEhdeRs P ERRRIRY SAfBlhes, 7R LA i teleh I B BhEA
frames fRidessRsly abefllpeaitiBzbebnehe b sdvrad fidldsad@sdotdet] ﬁ@ditrialaal(llflitﬁﬂleZ

payl oad as per over-layer-3 Internet Protocol, wherein the said router is

requi r eghackst fargat oé Etenu dayien 2 eaxpransiaonteamblegyirby tredefinife theéndivigesl bits
expanded f rane, sends, . peri odi cal rin real ti the.l,og to AAA
e bt e GHe Tl 0% SUpiTEs B FUS helih o P At e s i Vet | a
rel ated séfésge\{l?{l%fs'n%ﬂgul%,ylusedﬁ)) rﬁéﬂ%hérﬁ‘wt LRod iHRdatidge st atus of service

refers t Ing t ag into the updating status, and then perforning

the sanme sp@pEs AR HBOSE r@fuckily Savice fafél a6l tHeqoaauidWaiSiBE Vareenal 8b@ins  4)
the said nethod exiting service includes nethods of exiting the service

nor mal | yheareguess dlag raatl|sprvieshids andhcompletes ghehpaaletiegithexservieegidsadwisgieidnior mal | y
refers to setting.the aiq flaq%'] i.ﬂ;to t{]e Exitin st.atust, and trﬁlen

per f or mtAy S H&X W@@F@Bg et 3y BCTHE  PATH AWiBER GRS ] YL EEvi ce;
and the iﬁt%hﬁl g;gsggagd Bybd 2 Bath e SIS tﬁﬁ%lﬂirn%&i'u*p%?fde%&{gsthte%ﬁé}ﬁét 1HROn

checki ng tHhe ting tiner o rvice status, inding it timeout, the

rout er setasohiefted@inatiag thadaitl Bigeiad daarfedmaxb tdetypsularghé Reheheademe and
information of the original expanding frane of Ethernet and the tinestanp,
and sendrangpariiaglithealaygr dmaylead @alpet iower-layered Igract Brotouah whipigriatsaid

resolvi g utterh % rrea&i%&j toOIogl e htegdelr qR%o?rggt%n Elr?cl %%n%gtaéﬁpéfj the ﬁy‘e? rise'xpanded

frame, and sends, periodically or in real time, the log to AAA equipment which resolves

the records of the log to implement the initial related AAA functions,

3) the said method updating status of service refers to setting the ﬂag into the
updating status, and then performing the same steps as those of the said method requesting
| service, and

4) the said method exiting service includes methods of exiting the service normally
and abnormally, wherein, the said method exiting service normally refers to setting the
said flag into the exiting status, and then performing the same steps as those of the said
method requesting service; and the said method exiting the service abnormally refers to
that upon checking the updating timer of service status, if finding it timeout, the router sets
the service into an abnormal exiting, log the header information of the original expanding

frame of Ethernet and the timestamp, and send, periodically or in real time, the logs to
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2. The nmethod according to the claim1l, is characterized in that the status
updating operation of the said nethod updating the status of the service
may be sent in programmable period by the termnal. 3. The nethod
according to the clains 1 or 2 is characterized in that the said Ethernet

| ayer 2 expansion technol ogy includes | EEE 802. 1ad_and | EEE 802. 1ah. 4.
The met anqwammrrgsqlwngm@ ereidmi 3og © iemliament elate@ AAMIUPPEANS. a5 for the
sai d net hod mapping the corresponding fields in packet format of the

Et hernet | ayer 2 expansion technology |IEEE 802.1 ad to the service and
user, 123 bifSm@fhold HcEbRfle M-AN bikdich St Ti8 AfhiabRHA-&P i it Fthe Slatds Bhdefing
representing service operation and the followng 10 bits representing
served loperadiogl dfheheexshidr mathodl Apldtingi thet afsais af thseerdidd mdy. b hentrehhod
according to the claim3 is characterized in that as for the said nethod

r equest ipiegrammabledetiod by hafgrmimmel. Et her net | ayer 2 expansi on technol ogy | EEE
802. lad, the said term nal equi pnent fetches the service id, and

encapsul ates the layer 2 frame with the service id I Ox100, as internal
VLAN 1 d ;angetHans@at&hding fto thE cRIMET B ABlSlcherbd 3£ i 8 SRIURRKmAS | ayer
2 payload and transmts it, and the said Network Prem er Equi pnent
encapsullajeeg ckpasenttechmalogyliddiudsdBEHI308. 1hd apdiEEE 80k éah. by sai d term nal
equi pnent and transmts the franme upward to the said router. 6. The nethod
according to the claim3 is characterized in that as for the said nmethod

updatin e status of .th rvi ce .and,t he, sai d. et hod exitin vi.ce
abnor mal .%trp?tﬁ%yﬁ%cotrﬁggggﬁlﬁe mgnlgtchﬁgs‘fﬁm?g&%ﬂsqsofﬁr i[héipﬁ?%loﬁ%{ghf dI EEE
802. lad,mj gsﬁiedctﬁr?ersﬁbﬁlﬁﬁgp\%ﬁﬁpﬁuﬂ)é&gts och@t LAYRE HEhdi@NByaM 3 Rxpdigioner vi ce
id |l 0x200, as internal VLAN id and transmits it, the said Network Prem er
Equi prentchaobayIBERRO2. Inb & thetservitalantuddd, BZ bits off intpriiad VIR IDiinedefitegd t he

said term nal_ equi pnent and transmts the frame upward to the said, router,
and t he asdhe firgud bits FarpIeRENL seXife HOTEHIOP endl thRifORRMINg e RitsalePTIFRTIng
anal ysi s_on ,i-k, rein. i arat i on j.s. it o updating status of
servi ce,Sef‘ﬁg Ibom@tﬁe%ﬁe@#gg&%ﬁﬁgsgfgjfnv%cues?ﬂfgr timer; and if not receiving
the status of service updating packet for a Il long tinme, the said router
will log the said VLAN to be abnormally exited and send the said | og to AAA
equi pmrert.. The. méthed met¢drdnhgaocbe diaig 3 & threactdridernif tha ashar det said rethddn t hat
as for the said nethod normally exiting service utilizin he i d _Et hernet
| ayer 2 TEQWsHBE 661Vice ARNBIEGHe | HJoyel ZICXNFPEAN tt%ahmﬂzﬁax &%%Etgﬁéﬁégﬂ'\‘ﬁ ce,
the requ . ex]ti i i LY o I , i e said
e ¢ e AR BB sREBR L It AR b RS S
as i nt eradicdid 100 2AntctRN VLA id hnd te@of@htofNaE WicK pdta@Bieey offs@iiigiment
encapsul ates the external VLAN according to port |inked by the said
t er m nal requgst jasrdayter 2nplastloahamd trensohitss gaaod thearad Mstaok PrentiteEgepteniout er
and the said AAA equi pnen kes an anal ysi s . on such doybl e VLANs .
"t or t FEAPHAESHEAEHEMRL hea apepring o peg inked By saifrderariaal sAuPMephaHht i ng
tinme. 8. I r. Lt L.on managenent systemutilizing the
Et hernettrﬁ‘asélz{s\‘ @%%%ﬁ%ﬁ"’%ﬁ t?éﬁcl*hsngf@‘g‘%??m ch includes a Custoner Prem er
Equi prent, a Network Prem er Equi pnent, an Ethernet, a Router and an AAA
equi pnment, is characterized in that,

6. The method according to the claim 3 is characterized in that as for the said method

updating the status of the service and the said method exiting service abnormally utilizing
the said Ethernet layer 2 expansion technology IEEE 802.l1ad, the said terminal
encapsulates the layer 2 frame with the service id | 0x200, as internal VLAN id and
transmits it, the said Network Premier Equipment encapsulates the external VLAN
according to port linked by the said terminal equipment and transmits the frame upward to
the said router, and the said router terminates such double VLLANs and makes an initial
analysis on it, wherein if the operation is into updating status of service, the router will

reset the service-user timer; and if not receiving the status of service updating packet for a
)



the said system maps the corresponding fields of the packet format of the
Et hernet expansi on technology to the service and user, enploys several
fields currently not fully utilized or one or several fields already used
individually in the packet format of the Ethernet expansion technol ogy, by
redefining the individual bits of the single field, or conmbining {he

sever al 1pngtios, thersaidasouicy wildogfthe pad VN rip g abapuealyparted wad send tenot
fully use 1 t&vggg_these its to the service id and user id; during
request Ay Serice YN system the said Customer Prenier Equi pment

obt ai ns 1 NgeNRAHES beddr@te 30 GhS Bla¥h CRis| har RNKiz6@ TR IRk @S fORERI Al ARthod
encapsul ating the service id and user 1d along with the said Network

Prem er rogmblpyrexiting aefvirenutiling theeguid Etlexparidg 2 eymnsian dethackogptEE&ENd
transmt along the said Ethernet line upward to the said router, which

t er m nat¥¥3- leAcupos; termingiing the peryigs, the raeussipeiugxaling senucerib theterygg id is
encapsul ate the payl.oad of .the.layer 2 into the over-|ayer. t 0c0|

oyt bad 0b¢ SERE Vil Himithan B ins i nGrbhs VECRENTS Bl BBt e
layer 2 spandd MgehbPVE, AQdidt B ftﬂaﬂ?rﬁft@’i‘%tﬁé‘%ﬁﬁﬂ‘éﬁmdrﬁ@r@ﬁﬁ& EQ@pment
periodically or 1n real-time to the AAA Equi pnent which resolves the record

of the lemgajisalatmsriin etternbh® TIAN tita@lrding taperd 1ikéd byl sadd &rminal eglipinagt
updating service status of the said system the said Custoner Prem er
Equi prrerandsigansmithdhe saig feame upwars tptistseidgrowsio Fuh Hsrssd Ordd saHBMSR i ons

o5 A B TR PE e LA B ROPRSSRY: o, O

o ng nornal service an y quitting

ser Vi ce, pdri}RcteRiafld Remidkiny tigad. t i ng service refers to setting the flag bit
into exiting, and performng the sane actions as those of the said

requesting service; and the said abnormally quitting service refers to that
upon checki ng the service status updati nrg timer, if the s t:hd router finds
out it ekpfirEdvics gng;yser duegaten fmagesne syt AiNsELl eqlg' EENYEl og t he

header o il hal | ayer I f . t] send
t he sai d’g ﬁpégﬁ%lg{ef%&cﬂl% %@?égr]ncﬁ%@%%?@%t@ﬁg I{rwa ul prtfednlga\%ol C re?[ggrol ves
t he recopgliphehth OOt al RoHt&MRAtan YA bqlipinaht, [selhatae@riddinftigct i ons. 9.
The system according to the claim8 is characterized in that the said
updat i ng setheiseid systatumapmthebeoriaspaklag fields of ¢inf paphetfirmapet thedithemay by
the Custoner Prem

or 9115 OivaPsien GETBAEY Ip BIFRtTVG ARl EPETEPHS AR et S o Ty T
technol ogy;; Jo AL URSor &Rbr8rids ngeaapqlsgg%ﬁii%aalﬁaﬂi the packet format of the
Ethernet expansion technology, by redefining the individual bits of the single field, or
combining the several fields, or making use of the remaining {ralue space which is not
fully used, to map these bits to the service id and user id,;
during requesting service of this system, the said Customer Premier Equipment
obtains the request flag and service id, and completes mapping and encapsulating the
service id and user id along with the said Network Premier Equipment to form the integral
expanded layer 2 data frame and transmit along the said Ethernet line upward to the said
router which terminates the said layer 2 frame to decapsulate the Ethernet and encapsulate
the payload of the layer 2 into the over-layer 3 protocol payload so as to transmit, Wherein
the said router logs the header of the layer 2 expanding frame and the timestamp and sends
the said log periedically or in real-time to the AAA Equipment which resolves the record
of the log to complete the initial related AAA functions;
during updating service status of the said system, the said Customer Premier

Equipment sets the flag bits into updating, and performs the same actions as that of the
12



said requesting service; and

during existing service of the said system, including normally exiting service and
abnormally quitting service, the said normaliy exiting service refers to sefting the flag bit
into exiting, and performing the same actions as those of the said requesting service; and
the said abnormally quitting service refers to that upon checking the service status
updating timer, if the said router finds out it expired, it will set the flag bits into abnormal
quittihg, log the header of the original layer 2 expansion frame and the timestamp and
send the said log periodically or in real-time to AAA Equipment which resolves the record

of the log to implement the initial related AAA functions.

9. The system according to the claim 8 is characterized in that the said updating service
status may be invoked in a configurable periodic way by the Customer Premier

Equipment.

10. The system according to the claims 8 or 9 is characterized in that the said Ethernet

layer 2 expansion technology includes IEEE 802.1ad and IEEE 802.1ah.
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