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(54) Title: DYNAMIC LANGUAGE MODEL PROMPTS FOR FRAUD DETECTION
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Verdict: no threat detected.
Summary: Message is not scam
because it appears to be just an
invitetion to a game.

However, just to be safe, you
stould refrain from engaging in
conversation with...
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(57) Abstract: In some embodiments, a security chatbot comprises a gener-
ative language module (GLM) and a prompt manager configured to dynami-
cally update the GLM input prompt according to the output of the GLM. The
input prompt instructs the GLM to carry out a task (e.g., determine whether
a target message received by a user is indicative of online fraud) and in re-
sponse, to output a specific flag token. In response to detecting the flag token
within the output of the GLM, the prompt manager may selectively execute a
code snippet identified according to the respective flag token. Executing the
code snippet effectively updates the prompt, which is then fed back to the
GLM for the next inference step. In contrast to conventional LLM prompting,
updates to the prompt herein comprise modifications (e.g., insertion of other
flag tokens, etc.) other than merely appending an inferred token to the previ-
ous prompt. Furthermore, the prompt modifications are performed inline, i.e.,
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without submitting an entirely new prompt to the GLM.
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