THE METHOD FOR MANAG NG THE DATA I N A REMOVABLE MEMORY
Technical field The present invention relates to data
storage, and nore particularly, to a data nanaging
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In consideration of the drawbacks of the removable storage device in the prior art
and for the purpose of data storage security, example embodiments may provide a
method for data managing in a removable storage device in order to have the
removable storage device work properly after the chips are replaced, and to
improve data security as well. '
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The types of the file management system may include but are not limited to
FAT12, VFAT, FAT16, FAT32, CDFS, NTFS or other file management system and
their updated versions used in Windows OS; and EXT2, EXT3, JFFS, NFS,
.RAMFS, HPFS, CRAMFS or other file management system and their updated

versions used in UNIX or LINUX. '

With the method for managing data in a removable storage device in example
 embodiments, the capacity of the removable storage device can be
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With reference to FIG. 1, the invention is applicable to a removable storage

- device with detachable and replaceable storage medium. The removable

storage device comprises a host interface 1, a controller (not shown) and a
storage medium encapsulated in a memory chip 2, and also comprises an
attachment apparatus. The memory chip is attached in the attachment apparatus
in a detachable manner. The attachment apparatus includes a base 3 and an
upper cover 4, the base 3 provided with an elastic member 31 for providing

electrical connection. The elastic electrically connecting member 31 is
~ electrically connected to the memory chip 2 provided in the base 3, the host
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In the removable storage device of the present invention, a plurality of memory
chips may be loaded into the removable storage device at one time, or the chips
may be piled on the existing chips. Alternatively, the attachment apparatus for
memory chip may be provided in addition to the existing removable storage
device so as to add andfor replace memory chips through the attachment
apparatus for memory chip. The so-called existing removable storage device
refers to the removable storage device with part of memory chips are fixed and

" are not detachable.
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regard them in turn as the first chip of physical address, the second chip of
physical address...the Nth chip of physical address. The logical “0” block is the
starting block when compiling the logical addresses for the memory chip, namely
the first block of the logical address. The FAT table and the comparison table
should be written into this block according to the present operation system and
disk management standard
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ﬂh%é?%b@ﬁd@ﬁewﬁ degisiasthy thersorting resultof reemaprechips, the method
arst pancipleg of eohibinatisi greathemhegling matHed oF FATHIG Byétaf).

Iog|cal addr esses corresponding to the designhated
gi cal addresses are found, and the physica

I zﬂidﬁ &s dbat isorthe hupsiingjalies iméhe sgmoxabledsiosags dlexice are all
urft.@éﬂcbht;ish laﬁdtthé cot@slienat tﬁ@ r§h‘ibﬁlﬁﬂ% Qb%die Mév:be @Bes not have

to, RGP e oS S8R 5¢ 15oring 13 paahed we B cidaniae the

memory spacsfsaanchwiitenit ditodhe iFgiiaable dickttlgsses descri bed
above. In the present enbodi nent, the nenory space of
e device is conposed of the first

t
EQH?F@“Q%SH%@% Baes & paraonririof remeneble: Ypeage device, for

- exaanHei thg. chipbt are tdiltledi repRicedabr eBmidvedcdde econthdller should

co?lldhétt tl*?é‘ |Httglﬁét?ﬁﬁsg@§ﬁap%%e BE%%%?@SQV% dlfnefegsstp%gzﬁttgeall the

_m%mobhy@p%mstalkagm&ﬁwowennmhlmat@rqgasgawee and t he

physi cal addresses of the nmenory space
In the following, the procedure of manipulating the memory chips by the

- removable storage device would be described with reference to the removable
-storage device provided with two memory chips.

In the current embodiment, the removable storage device is provided with two

‘memory chips, wherein the first chip uses flash memory chip with 64M capacity,

and the second chip uses flash memory chip with 128M capacity. The first chip
and the second chip are attached in the attachment apparatus in turn. The host
' 6



of the chips are continuous. The physical address of
the first chip set 0 as the starting address, and 63
as the ending address; while the second chip set 64 as
the starting address, and 191 as the endi ng address.
= . . 1 ¢ o
f"'@h 6;%99 a’gfbgﬁéﬁ%é’ Wi hi dfecdti st E R o nterface
al esiiae MR standard rand isi gannestestiodhadinsé and transfers data

thieught the atendzag UIB ynteffae@ch chip. The process of
instruction addressing and chip selecting is as

follows: The de_sic?n_at ed address in the data
The maunelyi sacenstdivided dnta 8 pleeadity ehstorage blaoksaenording Each

stovagenblysh eabividisth @88, a ?iri}ﬂtah@e& bﬁﬁes‘?hbmbﬁ%iclehéghttéﬁérea that

S5 o BRER AL et s bReeF SeGEBGRc Iy Boce blck
CoNEespapdingtly dre irfermhatian of faddresdes indtrei goatpadison table. The
SRS MIS6T100 Y bkl (b8 b Won toga
e Bz mavebe Bsapraled by Fanging, iiecaddropsies according to
theystesignatest atitieestsi insthec Hata, mdnmda@orghﬁt&ﬁtiphy?‘ heatomparison

" .
ARG R INAL I RSB i) W g oot
a &?ﬁ?éFog‘ﬁép@ﬁae it9 {heydesigaated H@@lcalrﬁdgﬁaﬁ%e& are fowndnand the
phisipal addiesded b@;r@tp@jdiﬁd; to alskslicefical ﬁgaessébcﬁgrezfﬁmf thus the
0 | n S . |

AEREnERRETEIIC oo il B Yol ol fhe SBrR0R 2ReailL e curren
addeesge dpiapation t methate mayonbe olutiized eiinur tiee eoperation  of

tranéformation 6f dédighRdittre s dektiiBeg #Heee. not exceed
the sumof the capacity of the first chip and the

second chip, then the designated physical address is
Innthenpiesenkeembodivdentitiie nemenyt spaoecof espovatile gtarage atpvice is

f\ﬁhEgﬁeeiﬁgﬁ‘*tf“‘é*’%#’%’“?O‘Pb%iiﬁjﬁ%?@.ﬁ%ﬁQﬁﬁ%{?@#ﬁr% bacity
fib the, aiazatioay Pragadkee ikl ehipt beepraeacehiee) efhphysical
addhgse 6 thegnertdrp dpace ghaiseaond th%c@hﬁ&ﬁth@qﬁgtf ¢HIB @f physical
. LEess. 1S
adtheeS of ednelriory sPBce 1 HOIERG 4Bpfdtsed i Brarjory space
ofrihgrehipRare FeRtinyays. (Theokfyrsicat @ckiresscof theufinst chipheet 0 as the
staif‘tir@ Addrésd, Qﬁlld% 6] fll?i% %ﬁdifr@rblclﬁirtééé; vﬂﬂ%r $eSs éol%nfj%ﬂt;'ﬁh set 64 as
i of “al. chips is less than
| th%" hséém'i%%?ﬂgﬁ%eaﬁﬁmi %%Fhea%fbd@%?agf%' desi gnat ed
physi cal address exceed the range and the controller
Aécﬁr@ih@sto%oépér‘?aftieh”?mktrﬁgtio&{ghﬁohefﬁé" ﬁﬁgt? tﬁégreﬂ%able storage
ddtlsw Cﬁ %f tBe Present e orEerent may have rdentity )
Vs ehihecamparinaentsrlectianchaddrpsses the shipsdnacsesdance with
the wtorage ¢3Hadtheo1h@a¢d h ahip. Eﬁcpﬁﬁze@t@&{friﬂbﬂ?ﬁﬁorﬁ bﬂd:t'e_ssing and
; : evi ce. e identity authentication
Cr?@gg%g@oiﬁﬁﬁ?ﬁ’g' above two types of access control.
User may set the identity
The designated address in the data manipulation instruction is read, and is
transform into physical address, and then the obtained physical address is

compared with the storage capacity of the first chip.

If the physical address does not exceed the capacity of the first chip, the -

designated physical address is within the first chip, thus the corrésponding

storage block should be found in the first chip. If the physical address exceeds

the capacity of the first chip, the designated physical address may be within the

second chip. Here, the obtained physical address should be compared with the
7



aut hentication, in which the setting itens may include
enabl e/ di sable identity authentication schene, user

nanme and password, access authority, setting
authority of identity authentication schene etc. The

' . t.r ol :
SRR SpLPar 6 BRSPS PEGE? SrERIFE oy
arkses T aiRRas hesuBt afbeqapasty ohtheirshehin @nd thrisegrig ship, the
deisignase physisal audress exeeedihe ahh@d of Mk Mdmenuseice, thus the
i rOM.eAC . r,..na

Sl SRR L S5t Aol o e
sy ofiihe rapasily ofiheclirstrehimanditiriescend spin then dhe designated
phyeical ac%tlhésé Rewitishune stéf:o;ﬁ@ ehipi hért;baﬂhe déf;@éb}zsnémg%r@@é block

: | - iSel S nma real jzed usrn .

SHAM BE Rl i JHBCSoRAH B etoring 36 ke HediBnatba physica
addees® que of the flash disk encryption. In general,

the controller splits the continuous nenory capacity

e a3, oV 8 el niadheBe 1o e terdovahia nipiasengotRe. the
adiifessingntmetbers iss simiat doathencsieps adeseribeg dboke,withdt is, the
CESEIEIT, RPN SHcIRRE Rotfied Ol ESAniaBiRe L of n
BRI Sha it SpiacBroyfasy {Nech iR Ut cRi Bk 46 designated
physisaladiiress & foandhifise ]Eolverepr capeddity of ol the whgsi isd8s@fithn the
n . i
ab S SRR P dldhess 1Rl SR FITTERL e PaEd e range
aegéhﬁ)e@ntﬁ@mr.retumgwar iforaationg, 2, in step 1, the
first chip and the second chip are sequentially
' t h f.th ble , ..

ThE e o ORATE o AR oS B2 i centy
agibanticatiamsehameewhichemaiyaicaljze tiesliacoess)dontrel fovthe host and
aGEREEIrtfol f6OtNe @nh&fabl@‘slforaﬁé deVied. qgﬁévilﬂghﬁtysé%éﬂﬁcation is

deyvice. Then, the renovable “storage vice I's . .

e B s Bbote Bt YRR 06 AcgSs oBIPhdJSest meNesatde identity

all:ther)tiltgz‘rtimrl(;]I lie wiush thersedtingritetst epay2includfecenaible/disable identity
t e t . .

ﬁgé“ﬁ@%‘&@ qoed! Ueelfrfle S, PESlord Bl dlforiy setting

aBorilyceleldentivnantheniication: sefterae tecThe remoypbleTsionage device

pérfrnizoibe eeds controll dithd bads bnée idehtigrautRetft@tion scheme.

renovabl e storage device to inquire the descriptor of
-~ the renovabl e storage device. The renovabl e storage
Thee veswveble i steragee dewicec in dbec prggemt émbodinhent also supports

maBinige?loperatist Mulife dserd R Jii@ﬂh’%ﬁiéﬁ%frbﬁ?éééfﬁ&fh‘é‘? using user
The \o/laj\tﬂce descr tob i nc u,%es tegﬁ show ng_t hat, t he
narae, Al g5cl LSELpavibaYe.@ WRiiBlWEeRay cet § her vVigigkmemory
sﬁeqnap_tlme diddere or epenatd etteironswye, afddvtheevslamer of théairtual
n . s .
RS SpABSHPAGTAESRINRIRE shloh FdPBt oAl Bhing curent
tegiiniaeas fop exarple. dhtaugh thesteshaigwie of the flash disk encryption. In
general, the controller splits the continuous memory capacity of the memory chip
- into a plurality of storage blocks with certain capacity according to the
requirement of different users so as to allocate a memory disk with certain
capacity to each user. For these users, the operable space is the allocated
virtual space and the common storage space provided with certain access

password.

FIG. 2 shows the procedure of connection and the data manipulation of said the
above-mentioned removable storage device with the host in the present
8



device (step 5). After that, the host sends out
inquiring instruction again to inquire configuration,
termnal, and interface descriptors, the renovabl e
storage device obtain the descriptors according to
driodi ring instruction, and return themto the host
step 6 The descriptors include the information of
maxi mum supported logic wunit (LUN), which is a synbol
Aajwwimg th GNGIB iy sthppk, thesirst ﬂﬁlpreﬁ\d&h@ldeéoh@ ch[p are sequentially

kit 17 the ARSI PREFITs TS apbiifb ShatpbE fgvice, and thus

inddhe elesdecal sonneetion hetwesn the sintagehmetiivin and the host
cbhﬂéctblrtcfon'tl’@;ﬁer e of el Adrhevable'stdrige %ch%eThEHethe removable
t&gﬂhrd%vgﬁe RS TS St Ieags of i Redl through
st rannectascitare@)i Where thehconespameling iinterfdoa’ af the host

t e
d@%’ts the @ddrfe%féooﬂevfcﬁ thé%k?:fty%/gt‘ %,té r;ﬁfnat\&gpﬁ? fth§h%nnected

r%rgggedlsl sgq@g%é%vlc%ré $Fer|on the host sends out

|nstruct|on all owi ng the conflguratlon for the device

Th@n}f e Hc%i‘éeﬁ@é Suﬁhahﬁ‘ﬁ’@ |H§Yu&%n(t5ttﬁ8 rg%ovﬁblﬁesgbr%ﬁeocjewce to
conti ti er at or age
inguire f@%ﬁ?&e&f&ﬁt erﬁ%mé'eblesﬁﬁ@g%@@wcﬁsﬁneé@meﬁable storage

déevige labwmt;t theldevice dasariptoadreh thefc@hﬂ‘fﬁtlelfdbcbﬁdmg to $he inquiring
ur er
PG e VT oSy h AL T0Y A gt U romovaoe
S@(%QQ iqeegtlmmaqg usality pofeeliskddesasipforso Téel earoovable storage
déviter fehads ther deviak ih@trﬁéﬁon tdbs@ﬁb&fr”’ﬂon?né rh‘%)st (step 4). Upon

relo AT BBeOF s Bk ates, e deRe Attio bioyablg storage
dQ\H@eéﬁ@Dé) 9 information (step 10). The host allocates

one or nore di sk descrlptors for the renovable
cor to the requirenent thereof

e devi
13 ’ﬂ‘? f e heut ing Nt ipskuctiomagpindn ingereyeapfiguration,
termcrtajnanés;nwnfaceo@ésrgmntm tthe repiovabld etoragerddce obtain the

déﬁ:\‘i‘{)ﬁcﬁ's'éccfo'r&\hﬁ rtSdth?Tngﬁlerg gg&.&rﬁ‘ éﬂﬂd f#lg&bﬁ?cé%ptpofh% host
(Stemlém Tl desaripferse insy de ¢he wafoan@mn obmadmainy suphppied logic
urlip doen), IthheEsraiﬁéﬁs %hlégwﬁegi?ugmgﬁté ulrslg“ol%%cnbi?ﬁs should be
odifefHeh. T Bheafi wBstie S Rkt Hestiihbis maet the.crterion
(st@psi). lidbe rdq@cnpt@r&fdoeaenmtemehtbfh@ csitericay dhe ehdst eprohibits the
coffidatation fo"r‘ﬁth@lﬂmﬁfg OIthei IR uuﬂgg{]tdsrtl‘u‘&ﬂﬁn id '%%Ptt to'ﬁf Y3H before
fe@tﬂ&%éﬁe Iié%? "a%ﬂ"n%H&S%ré?tegs E?ﬁ@p .%It i eseribtot taceived in the
thire timeastiled art’bmegttheesriteriof stheind@)y wilf iestophed, and the device
co?ﬂg&feﬁﬂob%m%fe tEH‘ﬁl(\EaféH?V‘abl e storage devi ce receives

ructions ep 13), the instructions are
expl ai ned and executed (step 14). The instruction
If iheededdriptorsiagst the, criteAbe nth@lﬁ@ét'@dd@%thﬁ@t?@étioWalIOW|ng the

coﬂﬂb@ratﬁh‘tor reedeg\fia’cde %at‘ﬁlé rte(r)néva (s)tséragse de\El ice (step 8). A series of
- configuration operations of removable storage device will be conducted.

The host sends out instruction to inquire the device associated information (step

9), which may include the equipment manufacturer, the product name, the

storage capacity, and so on, to start corresponding equipment driver, to select

interface, termina! (pipe), to determine the transmission mode. The removable

storage device responds to the inquiring instruction and feeds back the above
9



15). The above operation is repeated to execute user's
instructions until the user sends out instruction to

renove the renovabl e storage device (step 16). After
receiving the instruction to renove the renovabl e

lﬁﬁ)ﬁ’hQ% ‘é@l*ébc trpg tal[o%%i{a%soﬁ@ or Lh?ﬁrre éh?f( Q{]e@?:ﬁgﬁ)?s for the

é E ’17% | etes Beratl on t
blegPpradte, P)é‘ﬁ%v%%oéd'ﬁ drate waviremens tagreoBysterotd). Till
noke thermoadsseins whichgthe Hesti reogaizas sdrah besfieies toarehvable

siqiabe Q%W:et |§€f ARdHeld! ‘?‘h@rrﬂﬁﬁt?ér 6f5thfe' &%Fﬁgggcrﬁcé}gb&ethg%movab!e

roces asli c 1 nstruc

régﬁé%"!fé’v'i” © pragenideventian ﬁ@n @st%qual &athengmeant of memory
chnus lopdedtin dine oémbualiistdtonge ddacPRBS! tH'meory chips can be

dm%(ﬁmt@ g ﬂ'ﬁ%! W@ﬁé&%ﬂ%@rﬁﬂgﬁ'& g%s (,;5 %&% %t@%mber of the disk

degriRiam é’ sther sgyaoualiiecstorage péevice requal flor 8re number of the
pantitiontsj on processes. FIG 3 shows the detail ed

execution process of data operation, which is
described as follow. Wth respect to the identity
Tagp e hoshtaceivestthe uses's instouations toltee usmovalleistprage device,

ah@%enaﬁttﬁt@rﬁsitﬁ@;hbﬁé‘ to ﬂfé’FéFﬁB{/é’cﬂe s%}%gb ﬁ (tsfercﬁﬁﬁ) After the

renovabl e  stor aﬂ, I.Ce

codr P48 rbmeyabian SR SikispoecrNes dis Hesruapnsdistep 13),
theninsiruetiansranei explaihed and esetutat (step 11411)‘ Jhesihstadction execution

ré%ﬁﬁssgfgtﬁrﬂ |hfbrﬁﬁﬁoﬁt 8?@1%?1 n”@ﬁhu Cy Iare gc?f%ﬁlgﬁtt& &1kt (step

ation
‘@e éleQD&r%Iw Iaéep%%tepléo @e(e@wm Uﬁ@(ﬂ s ingfenatipes until the user

sendscassnstrudiontto ¢einoos thé RéMbIable Aloragedeivide8tbp 961, he
host. If they don't match each other, ‘then failure

information is sent to the host. The process goes back
Altey kegeiving thetipstrigtion o rearmve m@ererrmabbaostemmdagee the host

sl he Mrﬁrﬁofrﬁétléﬁ‘@stéﬁﬂt'l)' 8srhplétdd an o@% RQ%? the user,

th t t
‘@éfﬁ e f@aﬁeha%"a%?%é ofeas Spuee FEnpiSe Néﬁwathe &em\r?é)fe Storage
de\&tﬁfnlsl dlgvkcmnelo;h?.d fromtthe hoshrandythetdrdire provessliefisishedge

InCegi ét?ove' ?g‘%%@r &@Bﬁéietlhgguét%shfﬁsfhe Fﬁ'ﬂé’vaeolé fEE‘?Ol‘éﬁ;%rdewce

'”‘Sﬁgﬁ ﬁ%ﬁﬁ!ﬂg é'E%VIBIacPRﬁfatf@’@ & formatting. fthe opesation of
swﬂu:hmgm‘seroand ”d@ﬂtlt?WWtwaﬁbﬁgetBODepéhemg on the types of the

09%*‘5‘3??2@?2%@%&% ' SrebRo akgicB BISP erBE, et xEBution
pragesseger fa 3 ﬁ@\f&%&@rdﬁtﬁ@ed executioni processekdataioperation, which

is Hesaribgh adlle@s r espondi ng i nterface of the host, and
the host interface connector then sends the data to

the controller of the renovable storage device after
Witle tesipsichty theddeiatity autitentication thkdrost requesesthehsser to input the

auﬂ’\érﬁl@;ﬂflbﬁ %fd?ﬁa‘tlaﬁordﬁ&‘ 'tr%'?xsm:{sh thd! Qnﬁ%ﬁﬁaﬁ ! t‘f)agilué) Yemovable

i nforpation

Stqrage feVies- Tﬁé;e}eﬁ%\/@% eeémasfehéewce [oreRATes dheeAUthentication
infdehation neith tthe aethenticaisy dhiormationVi |p¢@-§tdr§dt e thésétorage
méb(i&?rt; e n@\eg (rﬁeﬁ@q ;/ge?c?{e 'af)aﬁ%r thgjnste:r’%?h'a%r%t@gt ppwéége to the
removable storage device is determined, and the success authentication
information is returned to the host. If they don't match each other, then failure
information is sent to the host. The process goes back to the [ in the FIG. 2, and

the removable storage device waits for the next instruction from the host.

For example, according to the setting of the identity authentication, the user has
to be subject to the identity authentication through the removable storage device
10



privilege of identity authentication etc.), and nakes
tag and returns success information. If they don't

mat ch each other, the fail.ure infornmation is sent back
to the host. The failure information is sent back to

ttéferecopéleﬁﬁg nhé host. BefbicagR @er ddﬁal*é%sthet 5P Lfﬁ@ l'{g])té? requests

h t
i TR e e
ROPER Slinleg sbloér dbe aldhenticaliantisfonmatiohds paekiged and sent to the

intesfats @bhABctor 8fMHd Ko 9% the Wrﬁ@vdétﬁé Rfdrh é %W&S a%%??dmg to the

henti C

user has t ass
e RS, R b e el oo ookt i host
Hptea‘a@@scqrmes:ion tl'mn sendshéhe adats etorthe icongdilemet thd@emovable

stieagei Rfovie Lhdedbodifi ﬁmtbée%@@?ri@m&ﬁtﬁ {??Sggﬁ\&)a?@s the

t t
aHB’é%HnSESr ugé{‘ltforr']‘% i rfe‘ie'éfa tha savthenticatione dnformatiernprerset or
peeristored hia tfmwtstm‘agermeﬁlmﬂnelfrﬂmvﬁﬁt@ é?e{cﬁf @ﬂ%rdﬁhé Q,%ntroller

e e
Sbxabingd kot BRI BBl E8ESL MG RR o e ety
aHﬁ]e\ﬂ Ic8 @?—:ﬂ %h?%(fpﬁ@xﬁﬁlﬁ!ﬁ yregstiooly read tdevrites éormide setting
privitedeave idéreitp pRitidntiation i etk |)e%ﬁdt|ﬂak§§4za gl F&UtY Success
i A ol 200t RE5p vl o Bl iy sont back o
they B@%tg Thediluee W&meﬁtlbﬁrlStSmt ek torthe raocteispondingrintenace of
tHeolsdst t!hifou@hethéﬁﬁfst Bé‘ﬁnécﬁ@r éﬁ 's@ﬂt R)r fh\’a‘ ds%ﬁ Syltfle host. After

fied
S e hioR T ipGes indflher! @mﬁ la sofaae dadse waitsfor the

n@étlmtﬂgﬁlomftomstheihbeirm ned whet her the data is
encrypted and needs to be decrypted. If the data needs

\A}t?\ be dec ted, the controller of the renpvabl e

S o@é&@%@ﬂ&%%% tRatrthe wsar brs tg pess thetidentiy autientication
befors pperating that semavable fmer@@ldévgggﬁ@ ée%st age%lg\?gl? to the
albdvel MenfiGhéh BAE B HesBififlon ifbraft S SHILRY Freihng, o) &

'S sen
no encryption strategy in the renovabl e storage

Wdih\resmctttg Qher: ggg::w:ﬁé? EU‘@ér%%i 88 Ycﬂ'té)%ﬁ‘nﬂéoﬁﬁsﬁsér%eré% to read
Sd& ?S%ﬁ %%‘4; ﬁo'fno vﬁq ! ﬁla'fné?m‘?%rc@R’aFHﬂ Sgnﬁr%'@rd%feﬁhen@ﬂ@ab’e
St@l’@gﬁr dewcet first ohecks ithel afaratiomtwrivilege spkthd ivedr, determining
witStRERER @@&IH@Q Pk dgBati &{Tﬁﬁﬁ%g% ' RaaY%fhe rﬁﬁmpﬁﬁpeﬁﬂ@n If the

|nstrct |SS|mIar

usggﬁaﬁﬁ ﬁ'oﬁié PRE 3“0'1 Pprivilege fasreads @%Eﬁilur%lnf@rmaifon is sent
backdo teeboab ITdnespmcew re:tamscte therti’rtof tﬁ@% 2, ham the removabie

Sf‘ﬂﬁééusﬁ% it BRE Pkt bR ot i Rogf 1F1e fsgmbas the
agnto re:acf Hie gpaciftase dateowilh beercalefromethet specified
stcmagwm@@iant QL\Cd@i'(ﬂlh 1o tthé lfS@i"lngthlﬁ Wétﬁﬂnin%ds\ﬁﬁéther the
cess ns
dapf ey Jiehosls  dSG5 it df nevata e do s dagnpted,
therettroliestof the resnovatdenstarage kesice daflls fitvethesRycrystiont dteategy to
de@%t tHd Qﬁta?}gn 'théﬂ %eh&sé m:ér HS a fg thbshc%g.cl'f ﬂ?({jg%\{%h%&esr not need
to é%pfepﬂ@ieqyf {aﬁf@ta $e3antdg the Rost directly.
Of course, if there is no encryption strategy in the removable storage device, the
decryption or encryption process is not needed when reading the data.

With respect to the instruction to write data, for example, the user needs to write

the specified data into the specified storage medium of the removable storage

device, the process of the instruction is similar to that of the reading instruction,
11



aut henti cation schene. If the data needs to be

encrypted, the controller of the renovable storage
device calls for the decryption strategy to encrypt
the data, wites the data into the storage nmedi um
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48 DI e MU S in 15 s o wenty
apRgHicatipR schere. |lfstfmdatarnqeéi$ toobe @nenptedethst cordrdier of the
remadivableostoldge dednn \Gahs fosther A8GryBaYM GRratd t*oh@ndﬁﬁr the data,
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process is as follows: the host receives the exit
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re?rif\{ﬂﬁﬁé s{oggﬁe %%’v éfeﬁr}e ug%rdlstqu assigne e Igﬁg opgfq;pggtylwlege the
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reﬂfrﬁég?o'ﬁ‘?é(h gte i nproved. Al so, the application thereof
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the nunber of dISk descriptors for the renpvable

Tad OQ??@NIt(ﬂ’ﬁNQ @)Qeréti&fh sHeRAd be Cpe‘i‘fb‘iﬁfédﬂhﬁé ftt‘:’é r&AGaste Storage
AR Rithe and 8 ARSI wsres e Ealiodprapess is as follows:
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|n§ h%g ? SCrip realize
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devive, pftesthat theropetation prodessustirnery (Sl FIE @, and thdtsttovable
stéjrﬁbé device continues to wait for the host to send operation instruction. The
removable storage device can be accessed only after the next user finishes the
operation of identity authentication.

On the basis of the method described above, the removable storége device may

be improved. Also, the application thereof may be expanded, for example, the

user may designate the number of disk descriptors for the removable storage

de_vice,’ the specific descriptor for each disk descriptor, and the symbols of the
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area in each nenory chip or disk descriptor and
designate the size of the encrypted data area. The
user may further set an encryption policy for the
encrypted data area of the nenory chip or the disk

dieRaesQifors. TABIEHNFYMne EofresHShANLFEIBHIAE il berdthe data,
YA} of dbe gigkadescsipton and theeslorggn aaﬁcutamaas:m!i @l thetetting of
dislodestriptorshaay baesalizgd B scfavaredsfahe dﬂlhielnﬁteiihhlcg.gte 2

stored in the encryption data area should have

encrypt ed with the encryption policy. Also, such data
Ingccorianse widl tye peesant imvartienethe ysel maypsitity ensfypted data

drba GAnedh heaforyV\BRD bh@lékaﬂésd:ﬁbtbh%nﬁeﬂé’é@n%aﬂ% size of the
ST A0 B8 o SO0 G e P r o
enchmied datavasa of the maewoiry ehiphat therdisk descriptyptaspectively. The
o‘é@éﬂe\dpﬁieﬁﬁb@%ﬁll eedeseriRid aﬁ.‘@r R Ah@PRRIAY hIpS rovided with

di t t h t _
AL Gety g Thaeun agwe&diﬁq?%é%ga's?»?‘nuct Eorslorggy in the
udataryptedt datsealeat evhile adindaity ptfedddachy mrelyptiomedata area should
h’é@@W@éﬂ %n%@%@@evwﬂ?%&eeﬁ@thloﬂe@{)f?@nAIQS daLig data (has to be

accordi

d?ﬁ'é’ @f(maG?%?PSWPH@@@M"%BG%%\'IQE\Wl@ﬁ- repd-a that does
not need to be encrypt ed/decrypt ed, the data is

VRS Rt 00 S BRSSP B or sk
deserintees ﬁe@ﬁ@ﬂp%ﬂiﬁﬁst%@mf@”&ﬂmﬁﬁ the remowsible stefragéelevice will
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F{égﬂt area is specified by the controller
d%%gd %{rltg @% predeterm ned settings. |If user needs

to nodify the setting of the encrypted data area,
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mpffly 1hé Sidof i ERGPIO daed e ¥, &3 1oficwte: e enntentes sets a
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)Fs%r YR infdita El‘iltéegeﬁ’igt U%@d fr lﬁtﬁéﬁeoﬁﬁ%ﬂtérothérg is an

ta area nmenor

tion
eff%vmt&aé{%&a@e% in hemegpiy chithand is size: ’ér esfémtfqtlgrwwld know
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R o T S5 Yo P SHRIAEO a8 5 it by
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the setting of the encrypted data area, e.g., canceling the encryption data area,

modifying the size of the encryption data area, etc., an instruction may simply be
sent out, and the contents of the information bits can be modified by the
controller.

The detailed method for data operation to the encryption data area of the
memory chips is as follows;

Fig.4 is a comparison table for setting the encryption strategy for the memory
- chips in a removable storage device. This comparison table includes items such
13



encryption algorithm encryption key and ot her
information. In this table, each nenory chip or disk

descriptor that needs encryption/decryption
corresponds to an encryption strategy and the
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rg@@d‘lﬁél on. Setting encryption data area and its

encryption strategy for the disk descriptor is
actually setting encryption data area and its

Afncfigighingn tisé r abeay dparatioe, die rm:rrﬁron@enwmv réfirRSthe system

inERnafop ) Wellod Bebdf oS bl e

. strategy to a certain disk descriptor, the
Setting encryption data area and its encryption strategy for the disk descriptor is

actually setting encryption data area and its encryption strategy for one or more

memory chips corresponding to the disk descriptor. So when the user sets the

encryption data area and its encryption strategy to a certain disk descriptor, the

controller only needs to convert the encryption data area and its encryption

strategy for the disk d_escn‘ptor to the settings for the respective memory chip
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controller only needs to convert the encryption data
area and its encryption strategy for the disk

descriptor to the settings for the respective nenory
chip 14 according to the corresponding relationship
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with the host through standard USB interface. Fig. 6 shows its flowchart.

Referring to Fig. 2, after the user inserts the removable storage device into the

corresponding interface of the host, the comresponding interface of the host

detects the newly connected device, supplies the removable storage device with

electricity through the interface, and then performs the connection, recognition,

and configuration for the removable storage device. When the conﬁguraﬁon is
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Referring to Fig. 2, after the user inserts the
renovabl e storage device into the corresponding
interface of the host, the corresponding interface of
the host detects the newly connected device, supplies

the r vabl e storage device wt el ectrjcity through
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removable storage device. When the memory chip is being installed ,the

~ electrical power is turned off; when the installation is finished, the electrical
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realized that the instruction of reinstalling the removable storage device is sent
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a standby status for electricity supply. The user

sends the installation signal of the renovable

storage device through the switch on the renovable

storage device. The sinple way is that, the switch
directly controls the electrical power supply

supplied by the USB interface of the host that is
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depadingt fremrbstsnirdcefythiez presgntl inventiog uwlﬁzsbe inctuded in the scope
definay bbltise slapnaectiiepiceent mvBAtiogXcl usi ve -ei ther, and
may be nodified with the current techniques. Nhny
ki nds of current techniques may be used for
al l ocati ng physical addresses, setting nmultiple disk
descriptors for a plurality of nmenory chips, or
setting the encryption policy and identity
aut hentication for each nenory chip or disk
descriptor according to the user's requirenent.
Vari ous changes made to the enbodi nents of the present
invention without departing fromthe spirit of the
present invention wll be included in the scope
defined by the clains of the present invention. 17
CLAIMS 1. A data nmnagi ng nethod for a renovabl e
storage device having a replaceable nmenory chip,
characterized in that said nethod conprises: 1)
determ ning the use condition of said nenory chip, and
appl ying or organizing or establishing or
re-establishing a file managi ng systemfor the
storage nedi um of said renovabl e storage device; and
2) utilizing said file managi ng systemto perform
corresponding processing in said nenory chip
according to an operation instruction froma host
system connected to said renovabl e storage device. 2.
The data managi ng net hod according to claiml,
characterized in that the
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step for determ ning the use condition of said nenory
chip in step 1) conprises: a controller of the
renovabl e storage device reads the anount of the
menory chips installed in the renovabl e storage

Cﬁ? ing€, and obtains information of storage capacity
of each said nenory chip. 3. The data managi ng net hod
according to claim?2, characterized in that the said
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chi psiﬁpr unuseéi menmory chips, or include used and
unusSal Rashr SYLEmp gengratas: e8gesf More hdiskndeserintersrfpr the

rephoyablé starage idegicehacoondipg tantle iafuinmalibs f tbe trhémbiy ehips of
sd18h bUQb!%ysT&%'ﬁb d(_ﬂ,ié&he situation that there are only

used menory chrps, adopting the original file
4.rand §ertnta Panagindeetnid aegordingderaiaim dogharadterized dn that:
theheurhbéreof thendigk @t@sbmﬁtgrgraf 'tmd re?ﬁ@veﬂﬁé %!Pérh@@ic{lﬁ/i%tew equal to

i system. 7. ata nmanagi nmet ho .

fh%ﬁé@?%@%%ﬁfféﬁ% Pine nsfdlEedR B fEAvatld soraggatevice.
5.i nsTheldate managingemiethochaecdrdingablataimod, dhaeatteszed af that:

t hetrR¥inghi chfp%ﬂﬁé%ﬁlo%ﬁfea&ﬁraq%"%&ﬁc%%eﬁi%deahﬁtogﬁpﬂjra!ity
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o BRI e S e g oS e pchablaiorsps fevi
is eqedl toghe meinlwegiof she pattitbhecks of the memory chips,
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det%\emm@vt ¢hips tinglude nwsed ergrpery chips and/or unused memory
chips, the unused memory chips being original chips that have not been
initialized or partitioned, and the step 1) further includes:
, determining whether the memory chips are used memory chips or unused
memory chips, or include used and unused memory chips;
with respect fo the unused memory chip, formatting the chips and
establishing the file managing system;
in the situation that there are only used memory chips, adopting the
original file managing system thereof, or re-combining, modifying the file
managing information and establishing new file managing system.
7. The data managing method according to claim 2, characterized in that:
the installed memory chips are installed on the basis of the existing
removable storage device. '
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vgrgion wﬁaifh& butds nohlan&%ﬂedrm fﬁﬂhlzﬁmﬁﬁéi@m FATS, ;J[H:S NTFS:
cor rpsPMBdnAAagRECEStEH é)p?i?‘ﬁ’n X8y imoszsgqq h&lf updated
VS fibudas é%m&ﬂ%@ﬁpd % 65136 NES, RAMFS, HPFS,

CilMES. erized in that it - further includes: the
on
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P§ rﬁ@ﬁhﬁ%ﬁ%ﬁﬁpﬁ dingronsatien tsy gengirg ehips includersigps af:
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comcpallnaémgofthe Hehysioabadsress t witlgeapsmity cef ihenmemory chips,
deepiniing thé b@rr@ﬁf@{dﬂn h‘\é?ﬁowf Mi n%t%?%ﬁﬁc’?ﬂé%%n%sﬁ%ﬂ&iﬂﬁ%torage

acc

ata man
bﬂgxéﬁgqéétfr@me HH?E@(%P in that: setting data
1encryetdata maraging methodmmo;dm@ it SlaimntD, mhiakactetingd in that it

fubther YHludyy: or decryption to the stored dat a by the

con%roller oL the renovabl e storage device. 19
he removable storage device returns error information if the physical

address exceeds the storage capacity of all memory chips of the storage device.
12. The data managing method according to claim 1, characterized in that it
further includes:

the host system stops to supply power to the removable storage device or
the controller of the removable storage device when replacing the memory chips
for the removable storage device.
13.  The data managing method according to any of claims 1-8, characterized
in that;

setting data encryption area in the memory chips, and performing
encryption or decryption to the stored data by the controller of the removable
storage device.
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