[ 0001] METHOD AND APPARATUS TO | MPLEMENT SECURITY I N A LONG TERM EVOLUTI ON
W RELESS DEVI CE [ 0002] TECHNOLOGY FI ELD [ 0003] The net hod and apparatus are
related to wirel ess conmunications. Mre particularly, the nethod and
apparatus are related to secure conmunications in a Long Term Evol ution
conpliant wireless device. [0004] BACKGROUND [ 00051Current goals for the
Third Generation Partnership Project (3GPP) Long Term Evol ution (LTE)
program are to bring new technol ogy, new architecture and new net hods to
new LTE setti0fgd and MBTHOHUANDI ARPARATIS GO IMRLEMBNTRECURITWed spectr al
ef ficiency and reducedN ALONGYTEBM BEOLBTIONIWIRELEIS$DBVICEdI 0 resources
for faster user experiences and richer applications and services with | ess
cost. [0006] art of this evol Kt he 3GPP group will use
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with less cost.

[00086] As part of this evolution process, the 3GPP group will use different
security architectures in LTE than used in Universal Mobile Telephone System
(UMTS) and Global System for Mobile Communications (GSM) systems. For the
sake of comparison, let the UMTS Authentication and Key Agreement (AKA)
procedures, in packet switched (PS) domain, be the baseline for the proposed new
LTE procedures.

[0007] Figure 1 shows a UMTS access stratum protocol stack 100. The
UMTS AKA and ciphering procedures are spread over multiple protocol layers
and use both non-access stratum (NAS) and radio resource control (RRC)
signaling to accomplish their goals. Generally, identification and authentication
of the wireless transmit receive unit (WTRU) is accomplished via NAS signaling.
Once authentication at a NAS level is accomplished, ciphering and/or integrity
protection is activated by the network using the Security Mode Command which
is a RRC message. Once security is activated using the Security Mode Command
at the RRC layer, the WTRU passes the ciphering and integrity keys (CK and IK)
to the access stratum (AS) using the GMMAS-SECURITY-RES primitive over the

GMMAS-SAP (defined between GPRS Mobility Management (GMM) and the AS).
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After receiving these keys, the RRC 110 passes themto the radio |ink
controller (RLC) 120 and nedi um access control (MAC) 130 using the
CRLC-CONFI G primtive (over the C SAP between the RRC and RLC) and the
CVMAC-CONFI G primtive (over the C SAP between the RRC and MAC). The C- SAP
(not shown) is a Service Access Point for C plane signaling between the RRC
and | ower | ayers. The actual ciphering and integrity protection is usually
performed in the RLC 120, but is performed in the MAC 130 in case of
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[ 0013] KUPenc 245 is a key that is used for ciphering UP traffic with a
particul ar encryption algorithm This key is derived by WIRU and eNB 247
from KeNB 230, as well as an identifier for the encryption al gorithm using
a KDF. [0014]KRRCint 250 is a key that is used for integrity protection of
RRC traffic with a particular integrity algorithm &wit 250 is derived by
WRU and eNB 247 fromKeils 230, as well as an identifier for the integrity
al gorithmusing a KDF. [0015] Kaacene 255 is a key that is used for
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Is derived b KeN>:23%, 2 wel | ..a fier for

t he encryptl%ﬁi %ﬂ%teﬂqﬁ et’fsﬁ?? 22fo &%prf%@’l (ze télr? }%-51$ gﬁ%ﬁ eys nmay be
derived wit I"QZOhaee @nﬁ’l‘d’f ko Gt anUM’i}ﬁWher{e €314 C/HSS deesit esregp Aﬂtﬁé:&ti&da’ourl ty

ar chi t ectur ey, &, GGk, Lol GGALLAGE (61 RN 10 RRLLOLILERH! by yph@vection is
u n

done in the securlty failure Ng scenario
currently i rresﬂiwd&llm&ndsthe HSSIAdﬁbm'lfreatUIdrkefLH‘ﬂTS howiowe wberathe GK215epar at e

ciLpher |19 anchd ot 586 koRLALES! LEVAASEONR I WM Bind:dos LS. D
errn I‘OCE

desirable to ¢ ures in resp nse SCen Whi ch a NAS
nmessage i s rlemrm@mt/ecttmmn bﬂ‘iEntjxec@Krzaétalqd 52¢ Qa@raeduamlfoodenwettégrl ty

5;?}[ ?;t ?ﬂ ) t I‘%gl]asrll;{é] Eey’glAuﬁ theekey %1erarchy %ggir'?‘ﬁc‘ing tVVQ&lta ILJgsteXI ]pe% —Iﬂ’ig s<9£aﬂ¥5C’ to

Kasme key 225. The remaining keys are derived from the Kasme key using
different key derivation functions (KDF) and truncating.

[0010] Kenp 230is a key derived by WITRU and MME from Kasme 225 or by
WTRU and target eNB from KeNB* during eNB handover. The Keng 230 is used
for the derivation of keys for RRC traffic and the derivation of keys for UP traffic
or to derive a transition key Kenp* during an eNB handover.

[0011] Knasint 285°is a key that is used for the integrity protection of NAS
signaling with a particular integrity algorithm. This key is derived by WTRU and
MME 237 from Kasmr 225, as well as an identifier for the integrity algorithm
using a KDF.

[0012] Knasene 240 is a key that is used for ciphering NAS signaling with a
particular encryption algorithm. This key is derived by WTRU and MME 237
from Kasmz 225,as well as an identifier for the encryption algorithm using a KDF.
[0013] KuUPenc 245 is a key that is used for ciphering UP traffic with a
particular encryption algorithm. This key is derived by WTRU and eNB 247 from
Keng 230, as well as an identifier for the encryption algorithm using a KDF.
[0014] Krreint 250 is a key that is used for integrity protection of RRC
traffic with a particular integrity algorithm. Kgrrcint 250 is derived by WIRU and
eNB 247 from Keng 230, as well as an identifier for the integrity algorithm using
a KDF.

{0015] Kgrcenc 255 is a key that is used for ciphering RRC signaling with a
particular encryption algorithm. Krrcene 255 is derived by WITRU and eNB 247
from Keng 230 as well as an identifier for the encryption algorithm using a KDF.
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any Layer-3 (L3) nessages received have the correct security credentials,
that is, were ciphered and integrity protected properly. Since the new LTE
architecture which has NAS | ayer security independent from AS security and
the NAB verifies the security of L3 nmessages, this approach is inadequate
because the checking of NAS security is done as part of procedures defined
in NAS behavior. Thus it would be desirable for actions for the NAS to be
defined in case of failure. [0019] Since the NAS keys are independent of the
RRC/ U- pl ane Re14 ( herBieREG end UASaredieg) miay be denposisyibh thetGRNTI as an

st art/re-conlf i gure NAS ci phering independently of AS-ciphering/integrity
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NAS security is done as part of procedures defined in NAS behavior. Thus it
would be desirable for actions for the NAS to be defined in case of failure.
[0019] Since the NAS keys are independent of the RRC/U-plane keys
(hereinafter, AS keys) it is possible to start/re-configure NAS ciphering
independently of AS ciphering/integrity protection. It would be desirable to have
new messages and procedures for this process. Also, key expiration may be
linked to the NAS/RRC state of the WTRU. It would be desirable to have
procedures for WTRU key handling.
[0020] The RRC typically receives the new CK and IK from the NAS and
passes them to the MAC and RLC where ciphering/integrity protection is
performed. However, in LTE, AS ciphering and integrity protection will be
performed by the PDCP. Thus, it would be desirable to have new cross-layer

procedures and primitives for proper security functioning.

[0021] SUMMARY
[0022] A method and apparatus are related to a wireless communication

system that includes a wireless transmit receive unit (WTRU) configured to
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[0025] Figure 1 is an access stratum protocol stack in accordance with the
prior art; [0026]Figure 2 is a block diagramof key hierarchy in LTE in
accordance with the prior art; [0027]Figure 3 is a block diagram of an
enbodi ment where the agent nmay be the Mobility Managenent equival ent |ayer
in LTE NAS or a new sub-layer for security or sone other agent, and the
security paraneters defined for a given nessage are incorrect; [0028]Fi gure
4 is a block diagram of an inproved | ayer 3 protocol header including a NAS
sequence nunkedive ABBZRrEA GE Cighekrsd MelageX dhaGmaiphbledUsbdsaddsN@alkey
handl i ng procedyres 1n a WIRU upon {ransition from EMM Connect ed node to
EMM | dl e nodlél,cluﬁee%@il@r grauests, awheptication refussfeaiftorceesy siatwedNGS at um
protocol st agkufiy’ mbdd&condNsndsORALhAdkeY Sred dplatd rebsvakesdi I @phébda W rel ess

conmuni cati on system
messzges may come from the NAS and a Radio Resource Controller (RRC). The

messages preferably are ciphered using security keys.

[0023] BRIEF DESCRIPTION OF THE DRAWINGS
[0024] A more detailed understanding may be had from the following
description, given by way of example and to be understood in conjunction with

the accompanying drawings wherein:

[0025] Figure 11is an access stratum protocol stack in accordance with the
prior art;

[0026] Figure 2 is a block diagram of key hierarchy in LTE in accordance
with the prior art;

[0027] Figure 3 is a block diagram of an embodiment where the agent may

be the Mobility Management equivalent layer in LTE NAS or a new sub-layer for
security or some other agent, and the security parameters defined for a given

message are incorrect;

[0028] Figure 4 is a block diagram of an improved layer 3 protocol header
including a NAS sequence number;

[0029] Figure 5 is a block diagram illustrating key handling procedures in
a WTRU upon transition from EMM_Connected mode to EMM_Idle mode;
[0030] Figure 6 is a block diagram of an access stratum protocol stack for
LTE; and

[0031] Figure 7 is a block diagram of a wireless communication system

configured for ciphered and unciphered messaging in LTE.

[0032] DETAILED DESCRIPTION
{0033] When referred to hereafter, the terminology "wireless
transmit/receive unit (WTRU)" includes but is not limited to a user equipment

(UE), a mobile station, a fixed or mobile subscriber unit, a pager, a cellular
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configured for ciphered and unci phered nessaging in LTE. [0032] DETAI LED
DESCRI PTI ON [ 0033] When referred to hereafter, the term nol ogy "wrel ess
transmt/receive unit (WIRU)" includes but is not limted to a user

equi prent (TIE), a nobile station, a fixed or nobile subscriber unit, a
pager, a cellular telephone, a personal digital assistant (PDA), a
conputer, or any other type of user device capable of operating in a
wirel ess environment. \Wen referred to hereafter, the term nol ogy "base

station” inqbugﬁﬁlebutpemnapalgithlnastsﬁdadtQP@AINO@Iemﬁ;uteﬁ bﬁﬁﬁ?@ﬂMﬂd@pB (eNB), a
site controller an, acce

oi nt or any other type o rfaC|ng

devi ce capatfl é‘s%fie}?ﬁ%?aé’ﬁpﬁd??ﬁ?r%?% 1.3 vEERless T I Rt m[‘“’@@%f& ‘hrl ty
Fai ljurfe {‘lﬁnd{drélﬁtek Jthé twmmgg["%aﬂaﬁaﬁ" iﬂ&l@a@mﬁ@snddu&mawwfbeé By mayI be
used i ere are | th securi in sone ot or exanple in
the PDCP | ay@P Flfl\f?%ﬁﬁﬁ SHP pind lﬁbFPﬁf‘iS@Srl?"E gha X?fhert&% procedur e
for handli ng)f&ﬂ@i@fﬁdlﬁg’defvﬁ’ddcuf)ﬁ)lé ¢ dpBRutiNAIn b SvitddespleAVirdiEnéntgr oup of NAS
nessages th%h @Ey be recei by _a gt ci phering and/or integrity
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protection list only exists for UTRAN
NAS nmessagesposdni ch ame pehcéd@é@mcufséeamelomw UREHIS EeSare i3 dedWiyh be

TN RTR T oL TS RN A
protection I&pﬁehﬁgﬁﬁ%@@lﬁ&e&@dﬂ ‘Oife@@oc@@k&elfd}%hﬂdlﬁlg shetiritg FAluf@in the M t ed t o:
| dentity Recwgg is toAfJ%)\Dl Q Etlg%(%}pl (& fk{éﬁ glessages that may be received by a WTRU
without ciphering and/or integrity protection in the NAS being activated. Such a
list only exists for UTRAN NAS messages, which are different from LTE NAS
messages, and may be received without RLC/MAC ciphering being activated.
The group of NAS messages that may be received by a WI'RU without ciphering
and/or integrity protection in the NAS being activated can include, but are not
limited to:
Identity Request;
Authentication Request;
NAS Security Mode Command (this may only be received if at least
integrity-protection in NAS is activated); and
Tracking Area Update Response.
[0036] In the MME the following messages may be received without
ciphering and/or integrity protection:
Identity Response;
Authentication Response; and
‘Tracking Area Update Request.
[0037] In addition it may be mandated that while the above messages may
be received without ciphering and/or integrity protection being activated, if
ciphering and/or integrity protection has already been activated then these

messages must be ciphered and/or integrity protected.




NAS Security Mdde Command (this may only be received if at |east
integrity-protection in NAS is activated); and Tracking Area Update
Response. [0036]In the MVE the foll owi ng nmessages nmay be received w thout
ci phering and/or integrity protection: Identity Response; Authentication
Response; and Tracki ng Area Update Request. [0037]In addition it may be
mandat ed that while the above nessages nay be received w thout ciphering

and/or integrity protection being activated, if ciphering and/or integrity
prot ection %893% r eadRPISOERET AT as8ges Ranonly ke servhilhoth NASARGRIMe i pher ed

and/ or i nt eebhrityHa@best flivatedO G B IUEmatdABEs MAPLEEBST JOSAS ¥BN P! Y be sent
I f both NAS and RRC security has been activated. Sone NAS nessages may be

sent if NAS Rasbgep astivated (sdependent of iR sqenflRpendent of RRC security).
[0039] Figure 3 is a block diagram 300 of an embodiment where the agent

may be the Mobility Management equivalent layer in LTE NAS or a new sub-
layer for security or some other agent. Once a NAS message is received 305 the
agent responsible for checking the security status of the NAS message will check
to see if the security parameters for the message are appropriate 310. If the
security parameters defined for a given message are incorrect 315, that is,
integrity checks fails or the message is not ciphered or if a message (depending
on the protocol discriminator and message type fields in the header) should have
been received ciphered and/or integrity protected but was not, the NAS layer, its
sub-layer or the agent, may take any or all of the following actions in any
sequence. The actions taken may depend on the type of message whose security
parameters failed. The procedures defined below may also be used if there are
issues with security in some other layer (e.g. RRC security fails):
The agent’s actions may be defined by implementation 320;
The agent may disregard and/or drop the message 325;
The agent may report the failure to some other protocol layer (e.g.
RRC), entity in the WITRU (e.g. USIM/UICC) network 330. If the agent
checks the security and finds an error it may trigger, for example, a
message to the network informing the network of the error. The report
may include the reason for failure. If some other protocol layer/entity has
been informed of such a failure their response may be similar to those
described here;
The agent may initiate a re-authentication with the network 335;
The agent may move to Evolved Packet System (EPS) Mobility
Management (EMM_Idle) modeor EMM_Deregistered state 340;
The agent may keep a count of the number of failures and take some
actions upon repeated failures 345. These actions may be the same as

those defined here;




[0039] Figure 3 is a block diagram 300 of an enbodi nent where the agent may
be the Mbility Managenent equivalent layer in LTE NAS or a new sub-1|ayer
for security or sonme other agent. Once a NAS nessage is received 305 the
agent responsible for checking the security status of the NAS nmessage wil |
check to see if the security paraneters for the nessage are appropriate
310. If the security paraneters defined for a given nessage are incorrect
315, that is, integrity checks fails or the nmessage is not ciphered or if a
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t he network 350; e Jor all of the security

par anet er s (?%%7%582%368?{“8% aﬁﬁ%‘&@é&%&%@?‘%@%ﬁ% ?s(f)l ars) "thaf*af &% Stored or
may signal thenesetibh Jdennifier)én YWhikt hthert ¢aaey asth subeirbiocdrdiseriainator,andr nedi ary,
(na Stores ARRRGER: LIS S PRLATRT, S Rpi oty IR IRLY (e
defined for tolgMEpRen it anbeaisetad a alnd indietan &f the peot8&ld disdsimdnmmtexianpl e thi s
28§?|t a;rg%/ ]l? gﬁeg go:%lgﬁ:?x%é %tg:?/la% ?r:ggear%gﬁtT %gzlhs;/ aflfi lsfbr-]}grolco%Xle({iscirQnilﬁI or.l\ﬁ‘?fsor a new

used as a skip indicator it means that for GMM messages the first 4 bits have no

signiﬁcance and are ‘skipped’.

[0043] The protocol discriminator distinguishes between Mobility

Management (MM) GPRS Mobility Management (GMM), Session Management

(SM) messages and the like. While the message type indicates the kind of

message, for example, Attach Request or PDP context activation, the transaction

identifier allows the peer entities in the WTRU and in the network to distinguish

up to 16 different bi-directional messages flows for a given protocol discriminator

and a given Service Access Point (SAP). Such a message flow is called a

transaction. An extension mechanism for a Transaction Identifier (TI) is also

defined. This mechanism allows distinguishing up to 256 different bi-directional

- messages flows for a given protocol discriminator and a given SAP. For example

when the WTRU attempts to obtain an IP address, there is an SM entity in the
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10041] Layer 3 protocol inpacts [0042]The existing L3 protocol header does
not contain a sequence nunber. The header of a standard L3 nessage is
conposed of two octets. The header is structured in three nain parts, the
protocol discrimnator (1/2 octet), a nessage type octet, and a half octet.
The half octet is used in sone cases as a Transaction Identifier, in sonme
ot her cases as a sub-protocol discrimnator, and called skip indicator
ot herwi se. For exanple, if the Protocol D scrimnator is set to GW then it
tcﬁn b_et used \g@m aﬁ?iﬁﬂh@@%ﬁ@&ﬁr If fhle deﬁUnn@E a&eilnpﬁéi % GbtdTh Rabider 'n?f s_e: to S(I;/I
en it may be used as a T r.as a sub-protocol discrinnataqr. its use
as a skip ir?éideeéﬁ,o%nqﬂtwrn@%mﬁﬁ%tenhefés effFirated dge et\g{gf*ﬂ Pa¢ M thet s have no
si gni fi cancenedRétkamhe TS idepRAREL whitDB4adabtien, RleOl0€ QlpafticuldriOM ARkREe
di stingui shes, between Mobility Managenent ( GPRS Mobility Managenent
(GW), Sessﬂﬁﬂnﬂﬁﬁgd@hent (SM nessages and the like. Wile the nessage
type indicatjgssd) he KiFglrolt i8R 5RaKBiaghah oBxARYréued 3t pa6laciR@ead@s oOr PDP

context activation, the transaction identjfier allo t he er entities in
the WIRU andPeiHpRan AS srateres Rimater 4107 i}lfeabe efjeting o PRl header

hi - di recti onak iRBfY3d Bsader Q¥VBorhsed® oDt S, ArdCAtuctiiB g fih Bhriddhdiin and a

gi ven Service Access _Point (SAP). Sych a ssage flow s called a
transact i on.PagH- eeﬂ’g?eoﬂmﬁé%%?g%ﬁlf'wm@ﬁr% P?t8ﬁ4%2@é]r{$l"fﬁe§ra(Tl ) is

g! sg_ def i Dedn?s-gkléestyﬁc&aélf % afmaif hoMsctbt Sisbd Giiseik I’tiﬂsédspast e Bhfsdttibh er gnt
i-directio ssages ows, for a given protaoc iscrimnator and a
gi ven SAP. Q@?ntg*e%#gge%m&? Pher St flgﬁgl'[ogocfc’)]o‘ﬁﬁ%“c%]inﬁtoﬁna’f ai'ﬂ?ir ess,
there is an skly pididator dtReritice. E&gl%ua@m, ifthe h&oﬁaedl\mwft%mihﬁto'&' hesdERU t hen
attenpts to in _another | P address, ano r ir.of SMenti.ties are
created in t T Tt noricatomml e ofdledst fberitingfinis s
E rans ]act i on,toiSMethepat ﬂlhay lge g@d’dtds(élﬂ‘la?’r aSMsﬁ’B-%ﬁtﬁ@Q}j iiiSczﬁxﬁirﬁt’tﬂ'edfl'ifsﬂIseg
0044] Figure 4 is a hlock .diagra i pprove 3 protaqco eader 400
ot ud ng. arroaste Sedetie ifiats thet dor EMRE DRt ety e BRG LSS JPBE B0l header
t he i npr ovedifitfdake ind £erghasRd. The inifrooal Riader iAdlddStarsu@icntethmbert hr ee mai n
parts. The three in parts are the_protocol discrium r 420 (1/2 octet),
a message t B’éa’@)% f’leé?Pc?ea4lﬂafe"Fre ET TSR it?1a§8ﬁé€‘%§§i\g ™8y PP ansact i on
I dentifier 436ndédintheProbécoEicadasss NISS theSdilge pr 44 aCklforthasion iEdénnaitor , and
t.he Protocol Discrimnator

cal l ed skip indicator, o rwi se. For.ex le, |
"o set to CibPHRGR Phtdintibtratingis e8RSy s APHon A RaFE ocol
di scri m nat afunlser SEie NAS SNIrh&ySinvieta pr@yefiedus fekotiated indrerf¢éntig parisdib- pr ot ocol
discrimnatoy. If it se S a skifJdidicator, it .means, t for GW
Teasages | hekt 1 SEpetEEn g e R MRS S Blessnet) BRE" Thr NASIRS The
i nproved headey bé ableutd @@rfars AgpRete datsaiar bised oanthdNAsurrssagebetld,
hereinafter referred, to as an SN It be in i n, the.protocol
nonder of - n TR ABEOHS Brhe RARhPaiEoHeBEHE AT (). PRE &Rcont ont
The transactdupiicatd K3 PDEs remivedlasodikenidéd.on as a sequence nunmber. The NAS
SN may have e-def in eqgofiated incre ting,.period. As an exanpl e
it could be @%%er eﬁ%&ﬁ%ﬁ%gyh‘é?g gine lelgg.g Sngﬁgh’Rﬁ’§d11g§/E@Ferr’P§y be abl e
t o perform dieplSAPE rezaaldliescofl protobd skdriotinitoe of agueige eyprl itbmay atsobei Nng any
ot her nunber V\h%ch%‘i ncrenments using the NAS SN, where the duplicate NAS
PDUs recei ved*3r8 Ht B¢arded. [0045] The NAS SN nay be mai ntai ned per AS
signal i ng rddo4s]bear e COUNEvalibRnay beasedl msthedfAPilayenc bhcretistigy thiei nat or  or
ngza?ﬁ t%geq\%‘léi\ll'l‘g\?%l g lo'%g% Ppg*g-g?gﬁgg rlr,legggat%g rba—Qs; f(!rogx%glp'%‘e, quel\‘II-IG-BI'}/ i|3ue may be
message, can protect against replay or impersonation attacks. This is feasible

with NAS level ciphering. A single COUNT value may be defined for all SAPs. A
single COUNT-C may be defined for ciphering and a single COUNT-I for
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COUNT val ue on a pre-defined/ negotiated basis, for exanple, in every L3
nmessage, can protect against replay or inpersonation attacks. This is
feasible with NAS | evel ciphering. A single COUNT value may be defined for
all SAPs. A single COUNT-C may be defined for ciphering and a single
COUNT-1 for integrity protection, for all SAPs. A conbination of COUNT-C
and/ or COUNT-1 and/or single COUNT val ues may be defined for the SAPs. The
COUNT may consi st of two paraneters; a NAS Sequence Nunmber (SN) which

iPncierrelnt Ea ?ﬁte@ﬁp{ﬁnd@flbﬂe‘@kldlml\fA gtg%gﬁ@gmhafcoch ah@br eEQUNT-E, per NAB
rot oco a ni (0]

Hyper - Fr ane éi‘ngé‘?\ﬁ&ﬁ%\l)’g lugs, mag ke dﬁﬁwqéﬁ%%g‘gp% t@%ﬁ‘zﬂ‘aﬁ’ ncrement s
by ?ne per é:oﬁﬁ@ﬁmwl arHABtd éNaINIQSSé@@%%RNr\IHEﬁrWh@EM&M&ﬁSOﬂQ whol e or
parts, may be in 1 ze val ue

initial- accéggldﬁ‘!é’&edZ‘é“tg V%\?ES?E"?%F ngf EXATRIf WW#’%@%&W% ihnsi ti on.
The COUNT pacpmbﬁperrmy@mmcb gaf]ed E{(Mhn&?NAHIﬁe@ﬂ&ﬁxhé%ﬂﬁreﬁ(M&&rl ng
|ntegr|typ | checkKl n a orit to ensure sec rlty
[0047] The 5 e NATHER b s st T G ERE hy o8 RO HERS i of | NAB
security. Thea$ mtlhc&fnehfbe muoouﬁ'xp@a@m&@r ifi outhale D@ PR2tshinks, bor it coul d
RAS oS cngedmRIEET Raget | G gt FIART RaleNRTEE iy A e R TERP | toel {
coul ddbe rmd%ﬁﬂh@ﬂtnmtiohlllﬂldr-]ﬂaeicﬁw&hnémmfI‘BéYE()ngN'RIﬂarg:ﬁ?ﬂemnaﬁbé tiseflas NAS | evel
pr ocedur es rior t G ering nes . may be use appropriate
change shoul'BP¥e? ?Tg‘é‘@ ‘PB}E) ‘%“ﬂﬁ@%l“ ﬁeprf’J'CJ?c B‘?ﬁ%’&ét@ Q‘lgﬁal | er

val ue of couigorithais t6bAsige sécarival ue of the SN and 1-1FN field.

e e BEAEL . ot o By SRR 1 PRt B e BB 1
therefore nCNASd@lﬁﬁtﬁﬁlﬂeﬂ@gﬂbﬁ@h@doﬁhyCﬁﬁﬁa&ﬁ&afepulmzﬂdﬁﬁcﬁ‘ﬁ&uuﬂdlby may be
activated not .earlier t

B S t
pon. NAB GO ‘et PUARTGYELoA AGARE 6o GURKY K HOPERL FBrh ( ho- NAS
may be perf anesdgdssi Algo,tthe 1MkTh Gﬂﬂ‘d‘l’SN&ieuieanc{ HAFKNdikld itesifkoyddbanet ers in

pl ace of | engt e .or arer whi, inputs 1o the
ci phering erfg?‘ﬂge%tfgﬂ“ ‘i%gz%sﬁu %Clgér ?rnttg(?p 6?“176?(3@?’{ ﬁrg‘ﬁa}fw POEERIFRs woul d
need to be d&fiérieticipherenigtnes xiayde usédfosNABaARARIrepSatelakingeBROMAS | ayer
encrypts the nessa 050 Alter atlvel Qn t he \WR t ead of
havi ng 2 seg%frlﬁ?‘zetg’l ﬁé{p?‘ﬁ n%ﬁ’?ﬁ]ﬂee 8ﬁc§’%ﬂ§r u%lﬁcé’f% i%heri ng
engi ne can bﬁlaugeeﬂxWMe:dsfthaBNvumﬂlﬁENﬁbldboth RRC and NAS paraneters.

[0048] Alternatively, the NAS COUNT value can be the NAS SN given

that the NAS SN can be protected by the RRC encryption, so it is not open and

therefore no hidden HFN is absolutely necessary. The NAS security may be
activated not earlier than the RRC security and the NAS SN can be reset upon
NAS security activation. In addition, duplicate detection in the NAS may be
performed using the NAS COUNT value.

[0049] Additional parameters in place of length of the message or bearer ID
which are inputs to the ciphering engine would need to be defined or additional
procedures would need to be defined at NAS to extract these parameters when

the NAS layer encrypts the message.
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[ 0051] Furt her ciphering of nessages at the NM Il evel can be optional and
WRU can indicate in its capability information whether it supports NAS

| evel ciphering or not. [0052] Key Handling in WIRU upon transition from EMM
Connected node to EM I dl e node [0053] Typically, when a WIRU transitions
from EMM Connected node to EMM I dl e node the RRC connection is released. On
active to idle transitions, an eNB typically does not store state

i nformation about the corresponding WIRU. The eNB typically deletes the
current keys[oomm [ tsmaammély b&QﬁéWmutmeslr@maddﬂmng B Rphatateul ar, on
active to idle transitio a&};{gcan de| e at least one of Kora , KRRC
one and KRRCY% mﬁﬁﬁginﬁgﬁgR asipgle ¢ Pr%?ﬂg%’feo‘?a@bm‘?f]é" ith055] Fi gur e
5is a bl OCkcadivaﬂkt’WIi‘nHHdtMRRC&iﬂdﬂgA.ikpzyrabﬁm‘r'bI ng procedures 500 in a WIRU
upon transit] from ecte node t | e, node. WI'RU
procedur es h@@@]not Eg’g%e WeF%ﬁo%§EW§b? ieke ﬁﬁB?‘?’?azﬁn‘?

possi bl e pr oweRUr @nWeditate hem& E@bbmﬂvpmfdmﬁlﬁﬁhm@ﬂmet& sobvpbrtdNasSnade 510 an

i ndi cation of the transition could be provided by the WIRUto the entity

whi ch st or es“RIEDEQERPY-t v keys 520 in the WIRU, such as the U CC, USIM or
Mobi | e Equi ploess]. An@dyeHaniigi il WTRUOGEGUreénsibon drobeEMMICaaRedtedli cat i on

may be provi deE Ségg Qy lrghe &%IRU to the storage entity when the serving e-NB
changes whi | 0 e 530, such as during cell re-selection to
di fferent e-[DE3]The lMicam,manﬁmwhenMBuﬁomEMM ﬁoﬁﬁ@%xﬂdﬂelﬁy may
i ncl ude the t 0 tha | ane keys may
be der ved. BYITe Fde i ConRr o Releaio g Ay BATpRBUTHE By t he. NAS
and/ or AS. Fe(NB t}ipuc&llpﬂbmﬁ;e stop¢ gdetinformbiieh Poubthd daespdnditlgITRY. Nnessages,
| Es, |nterf coI | ayers of the indicating the
entity and/o a0 hcafﬁgbfhemﬁﬁ%flr Z‘ﬁﬁff‘ifné/\ Hd"ENB8Yst orage entity may be
defined. It fDG54]nder %edds éxhaﬁdlméﬂdﬁtpefti&lmmnmcmm tdidlesransitlonslee bot h new
and eX|st|ng whi ch used. on r IVI such, a
ranett;on UPERel Ppttrey R et oy e o B PP S PRt y wi l)
delete the aMMEbmayatoeeKm 540 for exarrpl e, at |east one of | CONS,
SKE(I:Qﬁln ? ;,Kk IgbggA dand uce kéir?%r %&s&a%mgﬁgyt haaln n(ljgr prg)geld%}'e% 5[)5| e NAS

in a WTRU upon transmon from EMM_Connected mode to EMM_Idle mode.

Thus far, WTRU procedures have not been defined in response to this transition.

One possible procedure would be that upon transition to EMM_Idle mode 510,
an indication of the transition could be provided by the WIRU to the entity
which stores the security keys 520 in the WTRU, such as the UICC, USIM, or
Mobile Equipment. Another possible procedure would be that an indication may
be provided 520 by the WTRU to the storage entity when the serving e-NB
changes while in EMM_Idle mode 530, such as during cell re-selection to
different e-NB. The indication from the WI'RU to the storage entity may include
the identity of the e-NB so that new e-NB, RRC and U-plane keys may be
derived. By way of example, the indications may be provided by the NAS and/or
AS. For this purpose, predetermined primitives, including messages, IEs,
interfaces and SAPs between protocol layers of the indicating the entity and/or
between the indicating entity and the storage entity may be defined. It is

understood that predetermined primitives includes both new and existing
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[ 0056] The storage entity may delete the KAM, the KRRC int and the KupeuO
upon receiving an indication of Active to Idle transition and delete the
&\B when an indication of a change in the serving e-NB is received, such as
during re-selection to a different e-NB. It may choose to retain or delete
t he NAS security keys and the ASME keys. Upon re-selection to a cel
belonging to a different e-NB, determ ned by reading the e-NB
identification on the broadcast channel, the WIRU nmay generate a new K*Enb

usi ng Ithte Keﬁimitﬂds ﬁhfcﬁ&ﬁ&%y H&%ed.dsﬁux# Ifeﬁcﬁﬁlr;l‘gtsﬁc@xw&ﬂglﬂg?ﬁﬁﬁfcaﬁ&lﬂﬂt%i ty _rrfly
not elete an eys.upQn transition rom Actlive to e or upon ransi ti on
to a new e- r\VéXIiaﬁe ity Wﬁ%ﬂ%twﬁTéUipfefMIYd@ﬁé@éW%epw,saﬁaﬁerkﬁh%wp on from

ldl e to Actifeexdd}158: Tt 5hObORIRs SRRk VKR Y. A KORL LTS ¥hbd@Y $o UPON
transition from Active éo bgle or. ypon transition to a newe-NB in Idle
mode. | nst ead§tapor dglgtedas B SFHB‘W%F@? 593 98- be generated, for _
exanpl e, whepos8) e- NE'he@eRhatastithmmRrlel&te BEtink Q1) tIRKIL Slan@theKigW C RNTI is
al l ocated. [0059] A, change .in .the servi | Y C: RNTI may be_indicated

! . cell |
560th the stYPHJeceling 31 indigpfien ‘?%d?lﬁ%ftoiqg‘ﬁ UraRsition 2pd aeletede Fhet NAS and/ or
AS. Al t er nat iy Rldicatibhof K@}snd®biy the seivaiLd NB &hreatiiveds @i @t ®dhidg #er val ue

N e T ST R TSN S I TN R
[ 0060] | npactiseyk andPEXPASMEStey sl Upoh e BEIORRREE aGel) BElohgigg 85 & Qiffepaiitur €.
S DR O W Ll ¥ TR T A R L
thi s enbodi NWIRU ike gkiecRe laayer Khasusinpetha Ad dnd 4 ‘@ekiclic identifivg”.

[0057] The storage entity may not delete any keys upon transition from

Active to Idle or upon transition to a new e-NB in Idle mode while it may delete

keys upon transition from Idle to Active.

[0058] The storage entity may not delete any keys upon transition from

Active to Idle or upon transition to a new e-NB in Idle mode. Instead, it may

delete them when new keys are to be generated, for example, when an e-NB

receives an RRC_Connection Request or a new C-RNT1I is allocated.

[0059] A change in the serving cell ID/C-RNTI may be indicated 560 to the

storage entity. This indication may be provided by the NAS and/or AS.

Alternatively, the keys may be stored with an associated timer value 570. When

a WTRU goes from Idle to Active or active to idle, the time may control how long

a key may remain valid before it is eventually deleted.

[0060] Impacts to PDCP layer due to proposed ciphering architecture.

[0061] Typically, ciphering for RRC and U-plane traffic may be done in the
PDCP layer. This imposes many architectural changes in the PDCP.

[0062] In this embodiment, the PDCP layer has the ability to receive the
RRC security keys and U-Plane security keys from upper layers. Primitives may
be defined as needed. Specifically the RRC or the NAS or the USIM may provide
the PDCP with the required ciphering keys and the required START or COUNT
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RRC security keys and U Pl ane security keys from upper |ayers. Primtives
may be defined as needed. Specifically the RRC or the NAB or the USIM may
provide the PDCP with the required ciphering keys and the required START or
COUNT or HFN or SN values. The PDCP | ayer may al so have the ability to
conpute these values on its own based on the RRC header information.

[ 0063] Referring to Figure 1, O-plane traffic does not pass through the
PDCP. Since different radio bearers may be secured using different COUNT
paraneters, JrtHFS opS8f €41aéy. The PAICH fagePhed alsa ke ke abiliey toocodipmité Nngui sh

bet ween different kinds of traffic, E hi.s the incom ng SDUs or the
primtives ctg?sreﬁaﬁtfsfﬂétsgmsbaﬁ'é{/)%@\?@%{& qader P??rﬁ’faﬁ’roﬁati on regarding the
d_es}1 i n/e_d radbm:#pearemferﬁhgtd?bcﬂgaré layerplmytrsjmhe]beg' ne pdsatthfoaghithsel f and

ci pher/integrity-protegt accor.din . [0Q64] Figure. 6 |.5 a i agr am of
an access s?f?@%ﬁﬁ%&g‘%’ﬁﬂ&%ﬁé& lbe%ﬁ%ls E’%’Eq’éc%‘furgfgflé?’lgi ddge%%?’?}ﬂg 6, the
Oh pl z;ne L r affair€mpRes B,]fis pRrabiglb thdieh&POBPl1apee be GBI6 to distingEIPhétaper 610
checks the sggurity. j,n ' P PDUs . he .PDCP ] ayer 610 sees that
the securi tﬁ%ﬁ?ﬁ%gﬁgtﬁm?%%ﬁﬁcw %b#&torf}ée Rrgn%’é%?rﬁaﬁﬁgﬂg either to
a Dat a Radi ahBSBURIMEY haveIxghdl indgni3aidh eedieding the Asstinicd eadio Bedrefd . €. i f for
exanpl e the jnt ity check of the P PDU fails). it . performat |east
one of the f’g?el gaﬁhgﬁﬁ?ﬁ P&ﬁs‘%ﬁﬁnﬁﬁ? t%ﬁ r’l@@ff aﬁ?eglgf&?r( lgﬁ"é“?%%ré’ﬁec y depend
on the type qtortigBage whose security paraneters failed. The procedures
defined bel y al be .used if .there are issues with, security in some
ot her Iayer,cwl)(gﬁ exaig?‘g? 6ilﬁag]r?8kf{b&§m§%8 ?Cﬁesfgﬁﬁgqu’ﬁoécoﬁs Cka%éfi ons nay
be defi ned HyrE spl.cRebirddg oIFigidecs, BROP-phemy tehiffc pamedtianaglothedIEP t he
nmessage; it r t th ilure to sqne.ot her | ayer, such
as the RRC éﬁ%’elrtGQH?ﬁh? ﬁ@%ﬁ@r %&{)}gl?eﬁg‘? &51’58?“5@3 PhpgaP g%ﬂ;&ggﬁpﬁf@r med of
such a fai | whePDCP laydrts10maes klestgh@secatityt padpfimetees afanireomihg PRUI(thaes and t ake
sonme actions n repeated failu .e0.. X nugber..of failures in Y
nmessages or ‘ﬁﬁ?pfe)%msﬁ%%ﬁﬁ‘)ﬂg%% aéaseﬁ?%’eBg%rgrso% 1ghaling Bpdio beatepare o o

acti ons; incdrtectrti)e. Hébraixampbnthe diitegtity dhkeckt sfehs ®DUIH PRUfailaieteys, such as

keys and seque ace n nbers, hq.t1 ar.e S(;[ or ed11 or. ensc!& éactt{clfis g t1i1t y in the
WIRU, di r ecti%/'°6F Fﬁeéftroél&ofé}‘,e PHPRYNE ACHORE ARy, SEHARSE " TReAiehy keD
par anet er s tmagldegemd @nche type of message whose security parameters failed. The
procedures defined below may also be used if there are issues with security in
some other layer, for example, if the NAS security fails:
the PDCP actions may be defined by implementation;
the PDCP may disregard and/or drop the message;
it may report the failure to some other protocol layer, such as the
RRC entity in the WTRU; another protocol layer may be informed of such
a failure;
it may keep a count of the number of failures and take some actions
upon repeated failures (e.g. X number of failures in Y messages or units of
time) such as the ones defined here or some other actions;
it may delete some or all of the security parameters, such as keys
and sequence numbers, that are stored or may signal the entity in the

WTRU, directly or indirectly, that stores or manages the security

parameters to do so; and
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a failure report to other protocol layers may include the reason for the
failure. [0065] The PDCP HFN may be used to constitute a COUNT val ue. This
COUNT val ue can be used in the ciphering and/or integrity protection

al gorithns of the PDCP 510 and may be initialized by a START val ue. There
may be nultiple COUNT val ues for each radi o bearer that the PDCP may
protect. The RRC 620 and PDCP | ayers 610 may be able to exchange
information related to the COUNT value or its constituents. [0066] The PDCP
| ayer 610 may check fafailuberepottégotheyprptaoldeydromagindudeshes ageon fbhis is in
line with the ast’fg{] Qn that integrity-protection is in the PDCP 610.
However, current e Message Aut hentication Code (MAC) word appended to a
message in dPER] to VikeiBBCE HFN miag deiussd to @ongimpus €OUNT vhlee RRGs 620

T i e SO i S R G e et

Al'so, the PDERh¢ MP 81® amhynaryolue nétiglied byoa SFABMWalee. WHbereemay bRRC nmessage

needs protect, r

i ndi ca?e to t Rﬁhe 9?1 %rl}grE\g/?)ﬁﬁg%ieﬂr)Bgﬁhfd%gﬁgwnka?}tregé&lhr es or does
not require RR\@ é@@ ami/PBCBtlemrs 610 wan be rbleitp kxeshiange infireraFidCRelateddpr 610 rrgy
use this in her or not to performciphering and/or
integrity p?g;é?g[mkglﬁg%}&%%ﬁ%g%ges to be sent as PDCP PDUs.

[ 0068] Thi s ilABE at i oTheBDGR layier 6P miayi ¢hekn firdhe iintegpiyopiotietiomypf ahe RRC t 0
bi t5. Al ter Aol i e ARANES s idhiomihdclfragbl bibutiin R LAY ] 1
exanpl e, ci gHieY A aHGW@\feri W@gﬂb’ttbre MemaseﬁmﬁmntnammC@lB@MA@)lworél ways be

I @%?qﬁ se by the
%ECUHAESZnI gﬁig&nﬁeg%%rmws% I cat grgrﬂg;lE % gslggg%gﬂteﬁ% %’i&gﬂyer 620 to
i ndi cat e an)ﬁzémmﬁﬂlteﬁh@m{@lrpmagm%;}ldalmﬁwdﬂcegr fotthe L6t 6 Mrdiwei ng
active. SucheisiahRime B, 6o 3hfte ¥ ggilaggaiﬁa%ﬁﬁgg?xgm@%v&@s ed to the

PDCP or may apply to all msssages an re as song RRC
messages nmytipfsredyAlse; tha BDEF layed/63P miaymotybe fth}e {rdsterotieaivhether a RRC
[0069] Al t er Ratds¥ & NeedOprotditigdldi tion, the RRC layer 620 may indicate to the

[0067] On the transmit side, the RRC layer 620 may indicate to the PDCP
layer 610 whether a given RRC message requires or does not require integrity
protectioﬁ and/or ciphering. The PDCP layer 610 may use this indication to
determine whether or not to perform ciphering and/or integrity protection on the
RRC messages to be sent as PDCP PDUs.

[0068] This indication may be an explicit indication provided by the RRC to
the PDCP layer in every RRC message sent by the RRC to the PDCP using new
bits. Alternatively or in addition, the indication may be implicit, for example,
ciphering and/or integrity protection in the PDCP will always be on unless
indicated or will always be off unless indicated otherwise by the RRC. As an
example, a 2-bit indicator could be used by the RRC layer 620 to indicate any
combination of ciphering and integrity protection being active. Such an
indication may be sent with each RRC message passed to the PDCP or may apply
to all RRC messages and is preferable as some RRC messages may not be

ciphered and/or integrity protected.
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PDCP | ayer 610 that all RRC nmessages beginning with a given RRC nessage
wll be integrity protected. [0070]Alternatively, or in addition, the RRC

| ayer 620 may indicate to the PDCP | ayer 610 that all RRC nessages
beginning with a given RRC nessage will be ciphered. [0071] Alternatively,

or in addition, the RRC layer 620 may indicate to the PDCP | ayer 610 t hat
all RRC nessages beginning with a given RRC nessage will be ciphered and
integrity protected. [0072]Alternatively, or in addition, the RRC | ayer 620
may provide [godd] st om@mmvb@,Bﬁﬁam&s@gﬁsm@m}twemayhxau@meﬁiﬂe and their

associ at ed curjt rame The list, ma cl ud es t t may be
recei ved wi tsfﬁ%(gé iaé’}grp‘ﬁ@rtﬁﬁtgatlm B’ressfaﬁf’%ttj’ﬂ“t“@/gmn gﬁgggn for

exanpl e, a RRGnfeprinesibteefedReest abl i shment. The i st nay i ncl ude nmessages

t hat may be Ived with cipherin nd/ tegri pr ot

[0073] Al ter r{é(?foiel y, Abernativatyyprip gAdi ’Qné?‘f)ﬁ il gh%?’ﬁqudﬁ?a&%ﬁp%‘if checki ng
flag may be mwtp n@dn 61@ﬁhhmmkR&nﬁ¥$atgb§beBBﬁuig6&iﬂ{a £26h RROIneksagk vilset , t he
PDCP | ayer glf(fl erqd ci pher and/or integrity check all RRC nessages. The

PDCP | ayer thus check this flag before ciphering and integrity
checki ng. ThHeo®R]may B@teseRdiebi, Erlh|aa@i$ioﬁﬁllem16§di|620 i3 ildichte tattRgri ty

i cati on M BLYEr e DR G mseried bR P S AL 1 TeR  basi o 1 . c.
the RRC | ayese cﬁﬂﬁrdmandl 1ﬁ€ﬂgﬁ1&j’! proteetddne PDCP | ayer 610 that the indication
o1 SNSRI Or LS Qg 98, AR S50) o B MRsepgss Topped by
transm tt ed,gehbric RRCPmesiigss lthenPCPilagdr 610 and their associated security

parameters. The list may include messages that may be received without

ciphering and/or integrity protection, such as, for example, a RRC Connection Re-

establishment. The list may include messages that may be received with

ciphering and/or integrity protection. v

[0073] Alternatively, or in addition, a ciphering and/or integrity checking

flag may be defined, optionally by the RRC layer 620, which, if set, the PDCP

layer 610 will cipher and/or integrity check all RRC messages. The PDCP layer

610 will thus check this flag before ciphering and integrity checking. There may

be separate flags set for ciphering and integrity protection.

[0074] For all the different indication mechanisms above the indication

may be provided on a per Signaling Radio Bearer (SRB) basis i.e. the RRC layer

620 may indicate to the PDCP layer 610 that the indication for ciphering and/or

integrity protection applies to RRC messages mapped by the PDCP layer 610to a

specific SRB.

[0075] For a message to be transmitted, the PDCP layer 610 may first

integrity protect and then cipher or it may first cipher and then integrity protect.

Prior to either operation it may pad the message so as to achieve optimal length

for ciphering and/or integrity protection. Prior to the security operation the PDCP

layer 610 may assign a SN. The SN may be a PDCP SN or may reuse a RRC SN

or may use another sequence number, such as, for example, a common sequence
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integrity protect and then cipher or it may first cipher and then integrity
protect. Prior to either operation it may pad the nessage so as to achieve
optimal length for ciphering and/or integrity protection. Prior to the
security operation the PDCP | ayer 610 nay assign a SN. The SN nay be a PDCP
SN or may reuse a RRC SN or may use anot her sequence nunber, such as, for
exanpl e, a commobn sequence nunber. Prior to the security operation, the
PDCP | ayer 610 may perform header conpression for U plane traffic.

[ 0076] The N%ﬂ&&d’ﬁ&l’tométs&gﬁdtﬂi R4 116 S FITUPRYer520 eRFRbBieeh Kuagér t he plain
text data, the C|phered dﬁ@@ or all or part of the PDCP header.

[0077]Cipheﬂ?ﬁ@“ﬁ§9n ﬁ§%3over the entire message, including a MAC
wor d, and/ orjp¢tsg pl almeu\mvdm&ame?mg/ﬁ&e&tk@hﬁapaé&oﬁapdt&%z%}@mpherI ng may

al so be performed over all or or. exanpl e,
excl udi ng t HEaigNext [deéaréﬁl%ﬁpwaﬁ? ot a&ﬂ’%ﬁﬁ\fmeﬂ%@fﬁiﬂﬂ’i%b?a&aa has been

ci phered andb@r7]i nt e@ﬁpﬁeym@rzﬂaﬁwet@dfo@ﬁed berithe bntdedheshe, R¥@dRlges t he PDCP
| ayer 610 Oﬁ@%he transmt_si i nclude an | E indicating the presence of

integrity cHéek WHREAHN t’&%pléﬁ’cf% messagAndiy tBeT R et i vated, This

i ndi cation mag7dhe Ci WiseRthg thhy Slso i Sedtok@Bd G AIDGH paiterithe PDET i on of
the MAGC-word wiithin the nessggg nﬁr khe PDCP | ayer to check. The PDCP | ayer
610 on the r é‘g"r’rv@rﬁ‘%fép]ﬁ’a‘%?‘c g tHe SN ndi cation to deci de whether to

de-ci pher andém i nt egr inditatibe 6K whetHas @hel PeylbaChad Batar ciftdedBfld/p¥ Ot 0Ocol may

i nclude a Nﬁgte\é%y pro%ected can be included. For example, the PDCP layer 610 on the
transmit side may include an IE indicating the presence of integrity check
information and/or ciphering being activated. This indication may be ciphered.
This indication may indicate the position of the MAC-word within the message
for the PDCP layer to check. The PDCP layer 610 on the receive side may use
this indication to decide whether to de-cipher and/or integrity check.
[0080] The PDCP layer 610 and protocol may include a MAC word for
integrity checking in a pre-defined position within the PDCP header/message for
the receiver. Alternatively, a MAC word position may be indicated to the receive
PDCP layer 610. Such an indication may be, as an example, an offset field in the
header.
[0081] Depending on the order of the security operation on the transmit
side, the receiving PDCP will either decipher an incoming message first and then
check its integrity or first check the integrity and then decipher the message.
The security operations in the receiving unit preferably is in the reverse order to
that of the transmit unit. The position of the MAC-word within the PDCP
header/message may be assisted by an indication field.
[0082] The PDCP layer 610 may decide if ciphering and/or integrity
protection is not satisfactory for a particular message. This means that the PDCP
will determine whether or not the message has been ciphered and/or integrity

protected correctly.
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integrity checking in a pre-defined position within the PDCP header/ nmessage
for the receiver. Alternatively, a MAC word position nay be indicated to
the receive PDCP | ayer 610. Such an indication nmay be, as an exanple, an
offset field in the header. [0081] Dependi ng on the order of the security
operation on the transmt side, the receiving PDCP wi || either decipher an
i ncom ng nessage first and then check its integrity or first check the
integrity and then deci pher the nessage. The security operations in the
recei viTRg unpbsypr ef e::mblgm@l\i giyer BBIEmﬁ?\iﬁiéﬁe o cFl)@rRR(o wozlzatt}/l@éechhey trans Bi t
unit. e position of the -word wt ader e may be
assi sted by SZ’htuF r?g?}b“a{nie%sﬁg’f ?te‘Fd’aST’Eﬁ)@Z{h?&éé(g&gﬁrDI%g@ggr 8&@%§g’g%l de if

ci phering andéssgd Btre@ivddywieh eipRelindand/er MIgrisAbidédioh 00y a§ @hothepar ti cul ar
message. This rreﬁeng tha% the PDCP wi || determ of, the message

whet h n
has been ci pHEPELF L H BreerH Bgfacign hasl S0 SEERPY G ppt The ERSToFho e
| ayer 610 magay Mlnqﬂiﬁzﬂ that ishﬂﬂﬁ%vida&@heﬂ fiersie at leirboy, f&@hm@leofftmdwe nessage

it is paSS|n e RRC r i s received
wl th ol pher (TAEERGPOISI PR it hedCh o 20 sy B elB aiie he
integrity pr@beetiémforChpakiciRe BessaRSiS fdibepibl®)0The RRC Ibalﬂzi\ﬁ(&{ whén may be
inplicit, tha onl rovi ded en there i error, mple, if
the integrith’ 1&%5’5 %rﬁgcﬁ“é‘éf ef%ﬁmgeéd]ne‘ilﬁgr &?—?C%P%e}n B2 Oﬁéﬂ decide if

t he prot ect i Alterhativedy,pai dddithon; tHERRLEG geri BayatigpthledyorkbethBRGube havi or

C e o B S PR BT e B RS BB 2t o o
of the fail weadofo thhactwviriegrhitly infdrackhbdyetaddk mhamllmé ormation EI ement (to
t he RRC ness it sndst t he .n ch i ormsthen rk of the
failure. Ogg%]n ca 8c%sle ’F%"rthewFlﬁ%ﬁfv‘\ﬁQ BT IR ?cgk% 1§'t

descri bed I Natltre Haatling eetxaivd|settorth absvar ifake BRC niegsdge 1ﬁm&end:ofded he RRC

The: PDCP | ayit! BEALAGY TbBRTHED Hithe NAE iy GPOCHA FET RYE LR wor . 11

may do so i flocbmeatf) Ithg RRUlayat and) chetkee iNYC pratelit nan dlo$o&éthe flag
[ 0085] Cross-.Laver ur| t)é#%% cedur%s [ 0086] The RRC/ PDCP | ayer may receive

t he e- NB/ RRCP "%‘i‘%ﬁ] on 1s se
[0085] Cross-Layer security procedures
[0086] The RRC/PDCP layer may receive the e-NB/RRC/U-plane keys from

the NAS layer or from the USIM. Alternatively, the RRC/PDCP may generate its
own keys. As an example the RRC layer may generate e-NB/RRC/U-plane keys
using parameters received from the network in RRC signaling and the Kasuz
received from the NAS and other parameters received from other protocol layers
(e.g. the physical cell identity of the cell on which the WTRU is currently camped
on or accessing may be obtained from the physical layer). These security keys
may be passed between the NAS and the RRC/PDCP or between the RRC and the
PDCP using predetermined primitives, including new or existing primitives, over
new or existing SAPs. Each layer may have the ability to indicate an error, that
is, a security failure, to the upper/lower layers.

[0087] Figure 7 is a block diagram of a wireless communication system 700
configured for ciphered and unciphered messaging in LTE. The system includes

a base station 705 and a wireless transmit receive unit (WTRU) 710. The base
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the NAS | ayer or fromthe USIM Alternatively, the RRC PDCP nmay generate
its own keys. As an exanple the RRC | ayer may generate e- NB/ RRUU- pl ane keys
usi ng paranmeters received fromthe network in RRC signaling and the KAsnt
received fromthe NAS and ot her paraneters received from other protocol

| ayers (e.g. the physical cell identity of the cell on which the WIRU is
currently canped on or accessing may be obtained fromthe physical |ayer).
These security keys may be passed between the NAS and t he RRC/ PDCP or

bet ween t he Jeit{onc08 ahtl ehdAIPCRUUADREnLRIEI@fad wigelelchfituhit@tonslinkl udi ng new

or existin tiv over ew r.e ch I er have t he
ability togllﬁéﬁg?ate g‘ﬁ Q?W’b’rn f}?)wiﬁgggg Cflgf‘ef a1 ‘?rcyz ’r%

upper/ | ower ﬂe&ayﬁi‘SﬂSO [@G&prdegwew T}Sa odek@e K40l isagtaahiedio atbusfer B5®SS

comruni cati on stem 7?68) ured gr CI hergg and u %:Fhered nmessagi ng
in LTE. The f’é‘;? BfRC (U eapr %?§%"'5{4 15 GRS ?18”&‘*% B4 PAnsmi t
recei ve uni tcohdATizhl chi;ﬁty ﬂ'atiemla&seumﬁg at lest 010 Pechnidut descbBUalicl/@. communi cat e

viaavvirel i ons nk 0 in Figure 7, the WIRU
710 i ncl udes (Zsaﬁr ans ?Ot l5‘2‘6 5‘“’?e7c1%q@‘éﬂ#@%a“%{h%awrﬁ}cgégégg‘?s %40. The
processor 74@ansmittbi A63)adrdcoivar D0, foRd o pfbcedask 280TEMRE WProdeskor TBE ipr ocessor

740 is confi d to B messag ontainin ecur .t rameters
using at | ea%tJ g @Wﬁﬂf%‘g ‘%@W@G .pm‘fe(%%%fglﬁ ?855%8\%%% n Figure
7 is the bas;&o&tsemm nld35agaki cohtalinifig tsdaﬁltgx paramsters ueing784Sleasdt baeei ver 770,
and a pr oces%%rgl 780 él’?) p%ocessor 780 is attached to a buffer 790 and a
menory 795 eSle@ 82586 i s configured to process NAS messages

cont ai ni ng SG@Qﬁ]I ty M’h&ﬂﬁi ehiesfeaalragaﬂd elemts areddsedied ueartiesler i bed
above. [00900]0Alb gature 0e de c\r,\j;?kﬁ Ln_particul ar
combi nati ons, eat eaet éea P C%laﬁl eutsjese a2 S Pt he ot her
features ancfeﬁ]ummnﬂslemantsmrmvam combﬂnatlats vaibis onvwitioud bthm' felamﬁes ot her
features and edl Shents. Thee%tdhodﬁ or flow oG &ts rolv cil r{a&/

i mpl ement ed 11 °CoNput €7 " progr am s R Frvar en{leélnglfﬂy enbodi ed
i n a conput evmpetdalrbgrast, aviagerered fivmwhor taeagéﬁyubmbndxb& i@ age@ngruddr- pur pose
conputer or a Processor. meE(icarrp esexeq;;1 ofo uter-errélaladuabose3 csoto e, medl uns
include a rea eI tuﬁdle/] Fan(lf’ m 8TEess? r’FBnDr ‘%} ) regi ster,
cache nmenor yproczeemcEmajnplbmfcnmpmey-rdﬂubleem;cagaigahtmenrctmliea rsatbdnl@as i nter naI

Stch as O FERPHTSRO s Ad a o et Srary oot S tsPinf e BB 5 1 abl o
processors i senimwdéuct&wnm«ytydbvmesamagmtlcanw:arch las puem]sbaxrlrdmke asdr, a
SPececsor | MR- AR UR e RN SE i Al ok

m cr opr oces Sbsks, aml agﬁmhweasatﬁmdmks(ﬂD\é)leSP core a cont roller,

ncrocont ossy Aeoboabian, Sl 1l WSRAK R BASH-AASRL 7oL
circuit (| C)gro@sshror specigl mtrposeachresser, a[c@ﬁ@eﬁx]txenplrmocmsm,ra digitalsgalati on with

sof tware may, pe U3eHshLa pE{Ha?{‘E%’}ITWEﬁQ&QOJS SRUE Woke WiBUBGELEGL hOF use 1N

a wirel ess transm t reéel ,
association with a DSP core, a controller, a microcontroller, Application Specific

Integrated Circuits (ASICs), Field Programmable Gate Arrays (FPGAs) circuits,

any other type of integrated circuit (IC), and/or a state machine.

[0092] A processor in association with software may be used to implement
a radio frequency transceiver for use in a wireless transmit receive unit (WTRU),
user equipment (UE), terminal, base station, radio network controller (RNC), or

any host computer. The WTRU may be used in conjunction with meodules,
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user equi pment (UE), termnal, base station, radio network controller
(RNC), or any host conmputer. The WIRU may be used in conjunction with
nodul es, inplenented in hardware and/or software, such as a canera, a

vi deo canera nodul e, a vi deophone, a speakerphone, a vibration device, a
speaker, a m crophone, a television transceiver, a hands free headset, a
keyboard, a Bluetooth(r) nodule, a frequency nodulated (FM radio unit, a
liquid crystal display (LCD) display unit, an organic light-emtting diode
(OLED) di spliaplenttinted th irgivhad arftlAsi oftpaiey §lich & ARENara) lhaN@do, catheyd deo gane
pl ayer nodul € dui! Int.geg% browselii, :illnd/ or a.g W r(gl ess | ocal area network
(WLAN) nodul B2 0033 evEANFReakerphone, (2 VADIRLon) device; &, SRagken, dcej ve unit
(WI'RIU) conf imidroptlonie) a Eﬂlé\ﬂﬂgﬁmtrdile&ﬁkfeir,t ¥ Handé @rg HeadsetFuateybbd, (4 TE)
wireless co i cation t he, WRU conpr.i si.ng. : . . a receiver

confi gur ed ﬁcﬁ%@%@@v@o;ﬂﬁo A-TRaueny ??‘f‘g?qﬁ%QM§?dlﬂé’§éta§éfq‘?% &y nessage
cont ai ni ng skl (LETD disphptuaitsin @panialightosesisns dic@OLED)AdkplGukigt er m ne

whet her the security.paraneters, are correct; an erfgrma security
procedur e bzfs‘gl %%$¥%Cgﬁ8%?e? Waﬁtﬁﬁﬁ'ﬁ'?’ az‘flgeﬂ?@n\#%ﬁﬁm’gﬁgoﬁ? A2ey " wher ei n
t he pr ocessdroe@npindée iny &vikilgshdichlngres ackiwodrk GFDANG emodalt r ol | er ( RRC)

engi ne; and a ci phering NAS engi ne.

[0093] EMBODIMENTS

1. A wireless transmit/receive unit (WTRU) configured to
implement security in Long Term Evolution (LTE) wireless communications,
the WTRU comprising:

a receiver configured to receive a non-access stratum (NAS)
message, the NAS message containing security parameters; and
a processor configured to:

determine whether the security parameters are correct;

and
perform a security procedure based on the determination.
2. The WTRU of embodiment 1, wherein the processor comprises:
a ciphering radio resource controller (RRC) engine; and
a ciphering NAS engine.
3. The WTRU of any of embodiments 1-2, wherein the processor
comprises:
a ciphering engine configured to operate with both RRC and NAS
parameters.

4. The WTRU of embodiment 1, wherein the security procedure
includes at least one of the following: disregarding the message, dropping the
-19-




3. The WIRU of any of enbodinents 1-2, wherein the processor conprises: a
ci phering engine configured to operate with both RRC and NAS paraneters. 4.
The WIRU of enbodi ment 1, wherein the security procedure includes at |east
one of the follow ng: disregarding the nessage, dropping the -19- nessage,
reporting a failure to another protocol layer, initiating a

re-aut hentication, noving to Evol ved Packet System (EPS) Mbility
Managenment (EVMM M e) node, noving to EMM Deregistered state, nmintaining

count of thendaRetepitidg faillueSto RoMHe® BEILHG] faQer, BnifihtiAg R r£-0 @ network, and
deleting the security paraneter hod for inplenenting

ters, 5. A net )
security i n 2thegtigatian moring tadivetyed Paeet Ry stemdEESHMobilisy  he met hod
conpri si Ng: Management (EMMER®) Yhdag, RoNRStAEMAE DebédidbréMstNAS) nessage, the
NAS nessage containing security pargm_st ers, determ ni n& whet her the
security par3HBtadpiag sountobihequmbes qhfatluresopioreeding te ge-attaeh tost ocedur e based

on the det erdetwicrki & deleting the 8eculif paintesgtsof enbodi nent 5, wherein the
security procedure includes at | east one of the follow ng: disregarding the

nmessage, dropping the nessage, reporting a failure to another protocol
I(?Ff)g, NLB! lt! ating a mnamblgnwl\;\iﬂini@&fn&e;mnggmamn; @LEﬂgvtéé%Eggﬁﬁ@; Systgm

ili nagenent 11dle) nobde, noving to | Der egi stere
state, mai nt(ia(%(ﬁ}\%ﬂggﬁ{?ﬁvmﬁft d‘i‘ﬁfg?d‘éﬁnﬂ"ﬁ’?l}%res, proceeding to re-attach to
a network, and del et ir@tgividia SQCHEs)stRALRATNNG) fressage, the NAS thBgaget hod of

any of enbodi ment.s 5-6,. wherein the NAB nessage contains a protocol header
i ncl udi ng a SRNGTURE SREHEE PRTABISISTS'S. The nethod of any of enbodi ments 5-7,

further conprising: determining whether the security parameters are correct; and

performing a security procedure based on the determination.

6. The method of embodiment 5, wherein the security procedure
includes at least one of the following: disregarding the message, dropping the
message, reporting a failure to another protocol layer, initiating a re-
authentication, moving to Evolved Packet System (EPS) Mobility
Management (EMM_Idle) mode, moving to EMM_Deregistered state,
maintaining count of number of failures, proceeding to re-attach to a network,

and deleting the security parameters.

7. The method of any of embodiments 5-6, wherein the NAS

message contains a protocol header including a NAS sequence number.
8. The method of any of embodiments 5-7, further comprising:
performing duplicate detection based on the NAS sequence

number.

9. The method of any of embodiments 5-8, wherein the NAS

sequence number functions as a transaction identifier.
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perform ng duplicate detection based on the NAS sequence nunber. 9. The

met hod of any of enbodi nents 5-8, wherein the NAS sequence nunber functions
as a transaction identifier. 10. The method of any of enbodi nents
5-8, wherein the NAB sequence nunber contains a pre-defined increnmenting
peri od. 11. The nmethod of any of enbodi nents 5-8, wherein the NAB
sequence nunber contains a negotiated increnenting period. 12. The
nmet hod of any of enbodi nments 541, wherein the NAB nessage is correl ated

with a COUNT val ue. Themethoa%faﬁﬁeferﬂmohﬁﬂexﬁé 58NaRekieffbe NAS wherein the
COUNT value is for ci erlng zgﬁgﬁC%5 14. %?e met hod of any of
enbodi ment s S§qUeRSE DK réPﬁta’Ff?ea ingemexting peri egrity protection
(COUNT-1) . 15. The method of any of enbodi nents 11-14, wherein the
COUNT value is a con&hnatlon 16. The

met hod of any oflke ?Hgé’ﬁ]i“‘él f%%%i‘%‘?“r’isgﬁew%w}\?ﬂ% conpri ses:

sequence number contains a negotiated incrementing period.

12. The method of any of embodiments 5-11, wherein the NAS

message is correlated with a COUNT value.

13. The method of embodiment 12, wherein the COUNT value is for
ciphering (COUNT-C).

14. The method of any of embodiments 11-12, wherein the COUNT
value is for integrity protection (COUNT-I).

15. The method of any of embodiments 11-14, wherein the COUNT
value is a combination of a COUNT-C and a COUNT-L.

16. The method of any of embodiments 11-15, wherein the COUNT
value comprises:
a NAS sequence number (SN); and
a NAS Hyper-Frame Number (HFN).

17. The method of any of embodiments 11-16, wherein the NAS HFN

is a counter.

18. The method of any of embodiments 12-17, wherein the COUNT

value is used as an input to a ciphering integrity protection algorithm.

19. The method of embodiment 12-18, wherein the COUNT value is

used as an input to a de-ciphering integrity protection algorithm.
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a NAB sequence nunber (SN); and a NAB Hyper-Frane Nunber (HFN). 17.
The nmet hod of any of enbodi nents 11-16, wherein the NAB HFN is a counter.
18. The method of any of enbodi nents 12-17, wherein the COUNT val ue is used
as an input to a ciphering integrity protection algorithm 19. The
met hod of enbodi ment 12-18, wherein the COUNT value is used as an input to
a de-ciphering integrity protection algorithm 20. The net hod of
any of enbodi nents 12-19, wherein the COUNT value is configured before NAS
security activation. 21. The nethod of any of enbodinents 12-20,

wherein the COUNJ valuye is. 3 its.or. less. 22. Th od of any of
enbodi ments 16- 21%- é‘?‘%h‘f‘ﬁ%tbagﬁog?fﬂb?dﬁlﬂe’ﬁﬁy'&%w%%ﬁ‘ﬁ %ﬁﬁéﬁﬁi{) ¥3.
The et hod ofalwniy caffigandiDiskifore NAS seduittd, actibigtioni. n t he COUNT val ue is the NAS
sequence nunber (SN) and duplicate detection is perfornmed using the COUNT
val ue. 24. The nethod of any of enbodi nents 5-23, wherein the NAS
nmessage i ndi cat es1.w IMilkeasahdd @asifriof émbakmes 12120, whdrBld)the HOAINT i t y

i nformation. . b%S' The met hod of enbodi mrent 24, wherein the WIRU
capabi | ity i HE8REEIPER °F I§§F cat es support for NAS Ievel ciphering.

22. The method of any of embodiments 16-21, wherein the SN and
the HFN are configurable.

23. The method of any of embodiments 12-22, wherein the COUNT
value is the NAS sequence number (SN) and duplicate detection is performed
using the COUNT value.

24. The method of any of embodiments 5-23, wherein the NAS
message indicates wireless transmit/receive unit (WTRU) capability

information.

25, The method of embodiment 24, wherein the WTRU capability

information indicates support for NAS level ciphering.

26. A method for implementing security in a Long Term Evolution
(LTE) wireless device, the method comprising:
receiving a Packet Data Convergence Protocol (PDCP) Protocol
Data Unit (PDU), the PDCP PDU including security parameters;
determining whether the security parameters are correct; and

performing a security procedure based on the determination.

27. The method of embodiment 26 further comprising:
sending an indication from a radio resource controller (RRC)

layer to a PDCP layer indicating whether an RRC message requires at least
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26. A nethod for inplenenting security in a Long Tenn Evol ution (LTE)

w rel ess device, the nethod conprising: receiving a Packet Data Convergence
Protocol (PDCP) Protocol Data Unit (PDU), the PDCP PDU including security
paraneters; determ ning whether the security paraneters are correct; and
performng a security procedure based on the determ nation. 27. The
net hod of enbodi nent 26 further conprising: sendi ng an
indication froma radio resource controller (RRC) |layer to a PDCP | ayer

i ndi cati ng winetchimtegaity RREectmasadeiphequg.res at | east one of integrity
protection and ci phering. 28. The nmethod of any of enbodi nents 26-27
further conprising: ' sending an indication fromthe RRC | ayer to
the PDCP | ayer i 88 cdthiempthéthef anhef @pidirnenta §6-2ff dutttkertcompzimingt ed does not
require at |east one ] i V. i i i 9. The net hod
of any of enbodi nent g%d}hggg%drl%a lggﬁg%en%%iﬂgbngy%t%éﬁé;gtbp%abf% a PDCP | ayer
that al |l RRGndistrgydwt HegRROinregsage thbeatrpnsndisted dpésmed rRR@ernddesstie wi | | be

ci phered or jnt i . . The nmet hod of any of enbodi nents
27-29 furthedrngé)ggrr%!r;%tr}s%ly ﬁ’é&‘ﬁﬁ’h?“g%ﬁpﬁ‘gn? a PDCP | ayer that all RRC nessages
begi nning with a predeterm ned RRC nessage will be ciphered and integrity
protected. 31. e ' 1 further conprising:
setting a ci pheri{ér}g (r)»f{r?1 %P%’thelg?f?l&ygﬁée%ﬁ({aﬁlgg#tgg%tzgtf%ﬁ%%&Q%htggl%bi pher or
integrity check RRC redicaiipgto a PDCP layer that all RRC messages beginning

with a predetermined RRC message will be ciphered or integrity protected.

30. The method of any of embodiments 27-29 further comprising:
indicating to a PDCP layer that all RRC messages beginning
with a predetermined RRC message will be ciphered and integrity protected.

31. The method of any of embodiments 27-30 further comprising:
setting a ciphering or integrity checking flag at the RRC to cipher
or integrity check RRC messages.

32. The method of embodiment 31 further comprising:
ciphering RRC messages at the PDCP layer before transmitting
them as PDCP PDUs and deciphering all PDCP PDUs received corresponding
to RRC messages if the ciphering flag is set and not performing ciphering and
deciphering if the ciphering flag is not set.

33. The method of any of embodiments 31-32 further comprising:
appending a Message Authentication Code in the PDCP PDUs
corresponding to transmitted RRC messages and performing an integrity
check on ali PDCP PDUs received which map to RRC messages if the integrity
check flag is set and not performing appending and integrity checking if the

flag is not set.

-93-




32. The nethod of enbodi ment 31 further conprising: ci phering
RRC nessages at the PDCP | ayer before transmtting themas PDCP PDUs and
deci phering all PDCP PDUs received corresponding to RRC nessages if the
ciphering flag is set and not perform ng ciphering and deci phering if the
ci phering flag is not set. 33. The nethod of any of enbodi nents 31-32
further conprising: appendi ng a Message Aut hentication Code in
the PDCP PDUs corresponding to transmtted RRC nessages and perform ng an
integrity check on all PDCP PDUs received which map to RRC nessages if the

integrity check flag,.is set and notf perform nding and integrity

checking if the $4agTherebodolany O‘%ﬁgboﬁ%e‘ﬁﬁgﬂ'ég?‘g&%ﬁ?%mlé‘%odi ment s

27-33 further conpri sébgg asfiteting add Gitphayichekapdldgnitebs RRE tehecking fl ag

at the RRC to cipher ;and |£tc§ Y check RRC nessages. 35. The nethod of
GingheEiRS the

embodi nent scﬂ’hﬁﬁ?’f“ﬁg}te% SSages. ci pheri ng ERG nessages before
transmtting them as PDCP PDUs, deci phering PDCP PDUs received

correspondi ng to_the RRC nessages, ..appending a Message Authentication Code
in the PDCP PDUs3%or Fggwﬁqugfn%mpy@ﬁgﬁﬂ TEREP 88 ages, and performing
_a][l Itﬂt egri Ly check oai_paltellinfmé_ f@b&g;ﬁb@ﬁﬁ/@ﬁins}ﬁhﬁﬁkﬁﬂi&mdﬁ?mE E]ICQG nessages
i e cip and in eckin ag is set,.a ot perform ng

ci phering, 3@%‘19%}48?‘? ; gi%?)(léélﬁp% r&?‘?&’egﬁ?lérﬁ%"{@lngﬁ%mﬁ%& es%)a}ggs’f lag is not
set. 36. Theppratingd MéssagyAathestitoidh tRA¢ & thé PICH BDUResrrespiopdingi Ng:

providing a list of i ¢ ERG nessages .and their, assqci at urity
par anet er s tt8tﬁaﬁémﬁf%g&% messaggs, an W@g?ﬁ?lﬂgangfqe & 8%%%13?9@%55 27- 36,
wher ei n t he FRGPrdeaiyad whiek snaptth the€RROmRBsadgek efthe ciphering and ptegritng or

integrity protection of E ssages _unl ess instructed to do so . by the RRC
58 The. et HOBGHE B 5pt BT PRATTS"S FPBoi1e, APHERE o PRI E 3! pher | ng
t he ERG nessaggritya¢hidcking 63heé flyg provt eett i ng t he ERG nessage.

36. The method of any of embodiments 27-35 further comprising:
providing a list of generic RRC messages and their associated

security parameters to the PDCP.

37. The method of any of embodiments 27-36, wherein the PDCP
layer does not perform at least one of ciphering or integrity protection of RRC

messages unless instructed to do so by the RRC.

38. The method of any of embodiments 27-37 further comprising:
ciphering the RRC message; and
integrity protecting the RRC message.

39. The method of any of embodiments 27-38, wherein the RRC
message is padded to achieve optimal length for ciphering or integrity

protection.

40. The method of any of embodiments 26-39 further comprising:
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39. The nethod of any of enbodi nents 27-38, wherein the RRC nessage is
padded to achieve optinmal length for ciphering or integrity protection.

40. The net hod of any of enbodi ments 26-39 further conprising:

conputing a nessage authentication code (MAC) word for integrity protection
over plaintext data, ciphered data, a partial PDCP header, or an entire
PDCP header. 41. The nethod of any of enbodi nents 26-40, wherein
ciphering is perforned over partial plaintext data. 42. The nethod of any

gf errb_odih manfj S 26- 41 chHphtnes a SRINAEE ﬁﬁﬂhgiétiéa{?ﬁhtéadé (hma@\)h«%rﬂ%r a loaxr/ﬁlD og_d has
een ci phered or integrity protected. : e nethod o of _enbodi nent s
26- 42 fur t heRtegHRppIotsCHeR OW@?"d’étfe?‘h‘g%@’ ciphezeddaja, %H?%LPﬁ%t}feaﬂercode ( MAC)
word in a pQgighicafirebbOPmehdne. PDCP PD'], the PDCP PDU i ncl uding a header.
44. The net hod of enbodi ment 43, wherein the pre-defined MAC word position
is in the PDCP PDU header. 45. The nethod of any of enbodi nents
26-44, wherein the sqheidNoddfRasdEéEbddiabrid@8-48] wherst ciph@ingfist he

foll owi ng: disregarding a, .nmessage, dropping the nessage, reporting
failure in émF%FPﬂ{@mFQﬁﬁFﬁﬁg%B@ﬂVﬁgacount of nunber of failures, and
del eting the security paraneters. 46. The net hod of enbodi nent 45,

wherein the failure report_ includes the, reas fQ he failure. 47. The
met hod of any of*4 nbg‘g‘ﬁm%@%@pﬂef?%gqqﬁ’&?&égﬁﬁlifﬁf%@? CoOSRY 8 PDCP
Hyper - Frame Nunber ( lifidilating vioHEdr 4 peiyoad HaPubth siphdted or integrity

protected.

43. The method of any of embodiments 26-42 further comprising:
pre-defining a message authentication code (MAC) word in a
position within the PDCP PDU, the PDCP PDU including a header.

44. The method of embodiment 43, wherein the pre-defined MAC
word position is in the PDCP PDU header.

45.  The method of any of embodiments 26-44, wherein the security
procedure includes at least one of the following: disregarding a RRC message,
dropping the message, reporting failure in a failure report, keeping count of

number of failures, and deleting the security parameters.

46. The method of embodiment 45, wherein the failure report

includes the reason for the failure.

47. The method of any of embodiments 26-46 further comprising:
using a PDCP Hyper-Frame Number (HFN) to constitute a
COUNT value.

48. A method for implementing security in a Long Term Evolution
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48. A nethod for inplenenting security in a Long Term Evolution (LTE)

W rel ess device, the nethod conpri sing: recei ving a nessage at
a Protocol Data Convergence Protocol (PDCP) |ayer; de-ciphering the
nmessage; and performng an integrity check of the received nessage.

49. The net hod of enbodi nent 48, wherein the integrity check of the

recei ved nessage is perfornmed prior to deciphering the nessage. 50. The
nmet hod of any of enbodi nent 48-49 further conprising: determning the
posi tion of (BTPESEaes Ruichbeht ntdbddoddnperiegt MAC) word within the received
message. 51. The nethod. of an of empodi ts 48-50 fur conprisin
det ermi ni ng whet her RIS Hpe ae Pht BEPE ngﬁf)‘iao(t"(ﬁ‘é(ﬁ"g(?ﬁceo]fgr° % nessage |gs
sati sfact or YPDCBRlaydhie net hod of any of enbodi ments 48-51 further
conprising: indicati Securi status of the received nessage to a radio
resource controller ?‘%ﬁ%@seﬂ"%@ [nessage; al%3  The nethod of any of

enbodi ments 48-52 f upéticrinifi® AP int8grig check of the receiveds@Bsiapg an i ndi cati on
fromthe PDCP | ayer to a radio resource controller (RRC) |layer indicating
if the integrity check failed on a received RRC nessage.

49. The method of embodiment 48, wherein the integrity check of the

received message is performed prior to deciphering the message.

50. The method of any of embodiment 48-49 further comprising:
determining the position of a message authentication code (MAC)

word within the received message.

51. The method of any of embodiments 48-50 further comprising:
determining whether ciphering and integrity protection of the

message is satisfactory.

52.  The method of any of embodiments 48-51 further comprising:
indicating security status of the received message to a radio

resource controller (RRC) layer.

53. The method of any of embodiments 48-52 further comprising:
sending an indication from the PDCP layer to a radio resource
controller (RRC) layer indicating if the integrity check failed on a received
RRC message.

54. The method of any of embodiments 48-53 further comprising:
sending an indication from the PDCP layer to a radio resource
controller (RRC) layer indicating if the integrity check succeeded on a received
RRC message.
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54. The nethod of any of enbodi nents 48-53 further conprising:

sending an indication fromthe PDCP | ayer to a radio resource controller
(RRC) layer indicating if the integrity check succeeded on a received RRC
nmessage. 55. The nethod of any of enbodi ments 48-54 further

conpri si ng: sending an indication fromthe PDCP | ayer to the
RRC | ayer that the integrity check failed only if a predeterm ned nunber of
failures occur in a predetermned interval of tinme or nunber of received
RRC messages. 5655. Th&@hewidtbal dffangof/erobodinigd fbd tferti-dhiptismgher

conpri si ng: eckl lﬁ%‘ﬁ nt.l MAC) word
in a radio resource condtm%f“fe %ﬁ%m %g‘r% ﬂ?ﬁ %JRV\EI%Q ﬁ}é&r ecei ved
nessage i s dhe kﬁbgﬂtyeheakcfededmﬂﬁ #gepredeterminedumiiéref fisturedocodr iamy of

erbod! et & R OELE0. FRLATE LG SERMIL haclads, al | east one of

the foll ow rPg I'ST egar He hessage, ropp| Sage, reporting a
failure in a failure report, naintaining count of nunber of failures, and

del eting securi tg pan{%nerﬁet%ﬂod ofan fem?c%lmlﬂg 4g%t5r}€ﬂhgco§1%9ggmnt 57,

wherein the failure repor I nelPUdesTa reason 59. A
met hod for key handl ichgking amessagé esthentictionicoder(dbdiwerdm & r{ddRU) upon

transition f B conpri si ng:
i ndi cating trrﬁgo ransgﬁp%ﬁﬁp%%a%{jgfrtggg enf‘%llﬁéf%gq %‘Ve@\%&ﬁ%ﬁﬁg&m eting a
first set ofARéysncoded message.

57.  The method of any of embodiments 48-56, wherein implementing
security includes at least one of the following: disregarding the message,
dropping the message, reporting a failure in a failure report, maintaining

count of number of failures, and deleting security parameters.

58. The method of embodiment 57, wherein the failure report

includes a reason for the failure.

59. A method for key handling in a wireless transmit/receive unit
(WTRU) upon transition from EMM_Connected mode to EMM_Idle mode, the
method comprising:

indicating the transition to a storage entity in the WTRU; and
deleting a first set of keys.

60. The method of embodiment 59 further comprising:
retaining NAS security keys and ASME keys.

61. The method of any of embodiments 59-60 further comprising;
deleting NAS security keys and ASME keys.

62. The method of any of embodiments 59-61, wherein the indicating
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60. The nmethod of enbodi ment 59 further conprising: retaining NAS security
keys and ASME keys. 61. The nethod of any of enbodi nents 59-60 further

conprising: deleting NAS security keys and ASME keys. 62. The net hod
of any of enbodi ments 59-61, wherein the indicating is provided by a
non- access stratum (NAS). 63. The nethod of any of enbodi nents

59-62, wherein the indicating is provided by an access stratum (AS).
64. The nmethod of any of enbodi nents 59-63, wherein the indicating is

provi ded usiiBgrdvideddyrivnrreksp sirauin MN4SS). 65. The nethod of any of
enbodi nents 59-65, wherein the indicating is provided when a serving e-NB
changes while in EMM I dl e node. 66. The nethod of any of enbodi nents

59-66, wherein tb® fi'IYhSdeiBGd &ffank @F emboitherte 982, Wkasin thaéndifatinge
foll owi ng: KeNB, (gﬁgg encé e nléﬁsand Kur enc. 67. The net hod of
any of enbod? REH AEPCRRE @Wﬁl % storage entity del etes Kane enc, Kane
int, and Kusenc upon receiving the |nd|cation 68. The met hod of any

oL SToOL e 5G5S0 el T Bl SHB AR AP Shgh e R, oo v o

COﬂpriSingZig@ﬁﬁ&ﬁﬂhﬁ@g@m&ﬁﬁ@ﬂﬁn&fﬁnmﬁnkﬁyS upon rece|V|ng the indication

65. The method of any of embodiments 59-65, wherein the indicating
is provided when a serving e-NB changes while in EMM_Idle mode.

66. The method of any of embodiments 59-66, wherein the first set of

keys includes at least one of the following: Kens, KrRC enc, KRRC int, and Kupenc.

67. The method of any of embodiments 59-67, wherein the storage

entity deletes Krrc enc, KrRCint, and Kupenc upon receiving the indication.

68. The method of any of embodiments 59-68, wherein the storage

entity deletes Keng upon receiving the indication.

69. The method of any of embodiments 59-69 further comprising:

generating a second set of keys upon receiving the indication.

70. The method of any of embodiments 59-70, wherein the indicating

indicates a change in the serving cell.

71. The method of any of embodiments 59-71, wherein the first set of

keys include a timer value.

72. The method of any of embodiments 5-72, further comprising:
receiving keys from a NAS layer or from a USIM.
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70. The nethod of any of enbodi nents 59-70, wherein the indicating

i ndi cates a change in the serving cell. 71. The nethod of any of
enbodi ments 59-71, wherein the first set of keys include a tiner value. 72.
The net hod of any of enbodi ments 5-72, further conprising: receiving keys

froma NAS |l ayer or froma USIM 73. The nethod of enbodi ment 72,
wherein the received keys are passed between the non-access stratum ( NAS)
| ayer to a RRC/ PDCP using predeterm ned primtives. 74. The net hod of

any of enbodi nents 73-75, wherein the received keys are passed between a
RRC and t he PDCP_usi rg[g’spr edeterm ned primtives. CLAl I\{E 1. A nethod
for performing a’$on-Recetiodelembydinrehgy, vEhexein the respiBetlRIS@™¢ n wi r el ess
comuni cat i sediHobw e the d ok 0EmEd statm (NAS) laybeal RROPDTINAngressage t hat

i ncl udes a S_sequence nunber (NAS SN), a protocol header and security

par amet er s; Predeternyaed BHRItNGSan integrity verification on the NAB message
wherein the NAB nessage is correlated with a COUNT val ue that includes a

NAB SN, and a NAB Hyper- Frang Nunbﬁr WS HFE%; ,irl11 response to the
recei ved NAB nes$kge ampathesl ofifay ichemabgdieents dp7P; whemehthengesfocessi ng t he
NAS nessage;ke3Bdre passed between a RRC and the PDCP using predetermined

primitives.
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in response to the received NAS nessage clearing the integrity
verification, processing the NAS nessage according to the protocol header.
2. The nethod of claim11, wherein the NAS nessage further includes a
nmessage header that conprises a protocol discrimnator, a nessage type
octet, a Transaction Identifier (TO and a sub-protocol discrimnator.

3. The nethod of claim1l1l, wherein the NAB SN is in the received protocol
header of the NAB nessage. 4. The method of claim1l, wherein the NAB
SN is received as content of an Information El ement (IE). 5. The

met hod of claim 2, wherein the Tl functions as the NAB SN 6. The
nmet hod of claim 1, wherein the NAS SN has a pre-defined increnenting period
or a negotiated increnenting period. 7. The nethod of claim1l
wherein the COUNT value increnments on a pre-defined basis or a negoti ated
basis, and the NAS 1-1FN increnentsCBV val ue per nunmber of NAS SN

i ncrenments. 8. The nmethod of claim 11, wherein not processing the NAS
nmessage i ncludes at | east one of: disregarding the NAS nessage, dropping
the NAS nessagel. repomidth@l forf pdrfadmeng @ woiideess giratume gNASgIsecyritiyni ti ating
a re-authentication, V|n% to Evol ved Packet .System EPS) Mobility
Managenent & ﬁﬁﬂ%ﬁpg% BRI %WNP%&W@ TPEFEY state, maintaining a
tally of nurrberre@éwhfgl 4 mﬁme%@seﬁ@h ﬁhglu'fd@s aema;s sa@lericd nanet \WAR, and

del eting the_securi par anet ers . Awreless transmt/receive
unit (WIRUP P@o%?ﬂﬁﬂﬁibeWBﬂﬁéﬁﬁSWHwaIH%%m&E%%ss stratum (NAS) security

procedure in w ﬁ&jf(ﬁ%ﬁnggmmg‘ﬂ%& hBABeatidRCo IRUNO® Rk S gﬂherem thed Ieceiver
configured to recelve nmessage that iIncludes a NA uence numnber

(NAS SN), aV47 message hemwlataﬁmﬁe@u?ﬂil}\ﬂbaﬂbwe&b@# gnchldes a Brdbessor
conflguredahg

ion on the NAS nessage wherein
the NAS nessaﬁggééq%g%?gTb€k§thﬁ%'X@%iﬁkﬁﬁValue that includes a NAS SN
and a NAS Hyper inFrrasponikmyerth¢ NéBeidéNNAS message failing the integrity
verification, not processing the NAS message; and
in response to the received NAS message clearing the integrity

verification, processing the NAS message according to the protocol header.

2. The method of claim 1, wherein the NAS message further
includes a message header that comprises a protocol discriminator, a
‘message type octet, a Transaction Identifier (TI) and a sub-protocol

discriminator.

3. The method of claim 1, wherein the NAS SN is in the received
protocol header of the NAS message.

4. The method of claim 1, wherein the NAS SN is received as

content of an Information Element (IE).

5. The method of claim 2, wherein the TI functions as the NAS SN.
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in response to the NAS nessage failing the integrity verification, the
processor further configured to not process the NAS nessage; and in
response to the NAS nessage clearing the integrity verification, the
processor further configured to process the NAS nmessage according to the
prot ocol header. 10. The WIRU of claim9, wherein the NAS nessage
further includes a nessage header that conprises a protocol discrimnator,
a nessage type octet, a Transaction Identifier (TT) and a sub-protocol

di scri m nator. 11. The WIRU of claim9, wherein the NAS SN is in the
recei ved protocol header of the NAS nessage. 12. The WIRU of claim
9, wherein the NAS SN is received as content of an Information El enent
(1E). 13. The WIRU of claim 10, wherein the Tl functions as the NAS
SN. 14. The WIRU of claim 11, wherein the NAS SN has a pre-defined
i ncrementing peg.i od Tk @ethedaf ichtimdl,iwigsreimetitei NgSpEN ihad.a pre-definel5. The
WRU of claim9, wherein the COUNT val ue increnent,s on a pre-defined basis
or a negot iBEReBARE Beriodher & ReSONALAENERMETUNEREICS by a val ue per number of
NAS SN i ncrements. 16. The WLRU of claim9, wherein not processing
t he NAS nessage includes at |east one of: disre a[réﬂ' ng .t he NAS nessage,
droppi ng the NAB neé[g’@g‘é?t}hoéptfr@ﬂalﬁ’glawbaﬁe%@e@ @t%‘ﬁe PREEFERYS | ayer,
initiating g .rgze hGabh O bdgadi h¥ edA EaaKe incRY8 bRIHHyBPS)
Mobility I\/t(a){rjllzi1 eﬁea&ﬁ%igg‘g’/ﬁiﬁg% %g%@g%g\}?nagl\ﬂ?gwENM_Der egi stered b'(sy{?)at e,

mai nt ai ni ng altapdrynughibay BN iherengntss, proceeding to re-attach to a
network, and deleting the security paraneters. '

8. The method of claim 1, wherein not processing the NAS message
includes at least one of: disregarding the NAS message, dropping the NAS
message, reporting a failure to another protocol layer, initiating a re-
authentication, moving to Evolved Packet System (EPS) Mobility
Management (EMM_Idle) mode, moving to EMM_Deregistered state,
maintaining a tally of number of failures, proceeding to re-attach to a

network, and deleting the security parameters.

9. A wireless transmit/receive unit (WTRU) configured to perform
a non-access stratum (NAS) security procedure in wireless communications,
the WTRU comprising: ‘

a receiver configured to receive a NAS message that includes a NAS
sequence number (NAS SN), a protoéol header and security parameters;

a processor configured to perform an integrity verification on the NAS
message wherein the NAS message is correlated with a COUNT value that
includes a NAS SN, and a NAS Hyper-Frame Number (NAS HFN);

in response to the NAS message failing the integrity verification, the
processor further configured to not process the NAS message; and

in response to the NAS message clearing the integrity verification, the
processor further configured to process the NAS message according to the

protocol header.
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10. The WTRU of claim 9, wherein the NAS message further
includes a message header that comprises a protocol. discriminator, a
message type octet, a- Transaction Identifier (TI) and a sub-protocol

discriminator.

11.  The WTRU of claim 9, wherein the NAS SN is in the received
protocol header of the NAS message.

12. The WTRU of claim 9, wherein the NAS SN is received as

content of an Information Element (IE).

13. The WTRU of elaim 10, wherein the TI functions as the NAS
SN.

14. The WTRU of claim 11, wherein the NAS-SN has a pre-defined

incrementing period or a negotiated incrementing period.

15. The WTRU of claim 9, wherein the COUNT value increments on:
a pre-defined basis or a negotiated basis, and the NAS HFN increments by a

value per number of NAS SN increments.

16. The WTRU of claim 9, wherein not processing the NAS message
includes at least one of: disregarding the NAS message, dropping the NAS
message, reporting a failure to another protocol layer, initiating a re-
authentication, moving to Evolved Packet System (EPS) Mobility
Management (EMM_Idle) mode, moving to EMM_Deregistered state,
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maintaining a tally of number of failures, proceeding to re-attach to a

network, and deleting the security parameters.
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