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OF I NVEN[L O J3ys i nvention relates generally to providi ngegggplidoiag for

el ectronic comerce, and nore particularly to a nmethod for mnimzing t
potential for unauthorized use of digital information, particularly
software prograns, digital content and other conputer information. This
invention can also be used in other processes, which require authentication
of users. DESCRI PTI ON OF BACKGROUND ART El ectroni c conmerce, or e-conmmerce

comuni cBONERTICSFERTIGARONITIR WA CTROE sRunfidCiiofs SHER °*' °°
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products. El ectronic comrerce hasﬂ;mwn:pcogni zed as offering the prom se
of providing speed and conveni encé to nany types of conmmercial activities.
Interest in electronic commerce has heightened with the advent of w dely

accessi bl e comuni cat i 6&.@1 ﬁntﬁﬁﬁf: t. Oher neans for
provi ding el ectronic c?n‘?‘rg?cﬁeﬁl nc ug@‘fl rec lgf[‘g% one |ine connections,

interactive cable or television services, telefacsimle services, |ocal and

w de area Egt rk nications and the like. Electronic data

comruni ; MMS, particularly the Internet, have greatly
enhanced mar kgfd 3 j I | s I M e ar ge

xt ont - the. putbs PR KR rerBR9 S WA oBRctcP fin cdckdoif cobineh 00
parti al lapd beare perticolarlydo @emethodvfdrmingoizinigt the poehtia fot mmupmrized usel off or

unaut horj.zed.nani pul ati on of information. Such .unaythorjzed nmani pul ati on of
i nfor nat‘il%ﬁ’?i 8%%&1’ 8?’8‘@}’%1%@0 BRSPSt @ﬁﬂa]t“toaﬁg?@img‘ﬁﬁc‘a@‘ﬁ?fer y of
unaut horihfeffatidl t THE Cinvadtion C&f Qlsocle t @edSin’ BRRE | B8Cesss, il tr&fhires Of t var e)
to unaut horized destinations. The el ectronic comerce operations especially
el ect r orautheniieation ®8 usariinsact i ons require security, since it is based over
an open network. The present security solutions include encryption, that is
normal Iy undertaken to ensure privacy so WO 02/0131.1 -2 PCT/ SG01/ 00138
t hat no NESCRIBTIONGF BAGKGRGUND &ARTed reci pi ent can decrypt the

information. _ However, it does not guarantee the auth ntipilty of the
person who i fTESHEATEE COMIErees fX £RQUyReTce o (i &5 ﬁ%‘%’mBalﬁ(k‘Fqi‘ﬁd’ ngluges Behnol ogy

advancengflfef BAbrdBis B MRS sile§ EOMRBARE oY e @it infSHithiB, ALculdRlEP sRqsh,r om any
other place by using a conputer. As can be understood from the word

" | nt er nand digitsl praodectsBElekirowjcicommerce kas boprerecngninak ds odfeding ¢ promysef or

aut henti cat i my e J ace to secure the transactjons. (Since all of
the secyt PP BuR iPhest e Boleils S iny wis o omiREEA AblihR SU6RHP be wr ong
Wi t h t helenonrint caymbre Ghs SBeightehed | With ey Nelveldandfi ReidelyOracesiBR! €,

credit card transactions over the Internet are a way of online paynent and
are a p&Pmmmiqation rsystemsaseh s, theylaternet.cQthes meaps fok pepviding electratisy net |

Ml n|Y T Bhurtbl RO AE SteRBoRCTN SOl Snilfilile Lol B oRULRRN! | cat ] on
pur poses. e current way of‘using a credit ¢ard 1s, providing the credit
card nurskevicesetefrifacsimide sataices, docaPasd atidCante retworktdoamuimdationstndther equi r ed
for credit r a ts. All.of this infarmtion.i ed to verify the

val i i kb HhirlroB R el fommunisSpeatseandedincuartriul, 476 tekiel hareho oyst em

t o checlgrddily dpsmsRE nitkdimhgtdng r_@téi@@{: orfilittbsiald QBUVifi&s. 6 AN&RE bk@AS theThe
identity of the person initiating e credit card transaction iS required,
si nce a piomaisetofcglearremnin qommerse hay not cheen flly t igalizede ppttially becansatefr and t he
expirati -0t i,of Qr i r uigggl. n.a.chil-d c buy

pr oduct chg?qugeﬁ;\s/q‘lﬂé e%@%rrll&i %Jhus?lg nglegs éc’tf gtgar‘t ?ogar yon?r‘igerrnlglrlllgm[ahgn c‘?fgdi t card
nunber dnfdrmbthar, Seciui wesdthoniked Naanipulatiénd hefutinfolraationoiheladrs divettlvg card

hol der, if this_information is_kno This can be with or wthout an

i ntenti &&ECQBB’F g@l:“‘n?ﬁ‘? taﬁ}dlcfibgﬁyvcg}n%tb@i‘ﬁ?‘gﬁ?&?m °t’8¥gt”ﬁafst? #he wrong
per son mgy,ther b apiael f Bftwhlg td ARiBREizEPAsARSioRBY al so result in financial

| osses) Thes€ | osses that ocCur due to failure in authentication, can be r
suppr essed i fTheheclepfy@ne e ¢omansigei t gpesafiomsi especiallynprlepteonied commsresecurity
solutio . ' | d.T I [ t he
ecur {ypanyghs e BHAGEINES 1 WhREBIA o Souf neliik TR HOCAC, o
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fraudul ent transactions. The reason being the insufficient security
features to authenticate the custoner in the ATM that is, the person
starts with the transactions WO 02/0131-4 -3 PCT/ SGO 1 pcgkscbdBorshen he or
she i nse™&"¥H&%card and the PIN. Even an onl ooker can transact with the
information. The security solution can also be used to authenticate the
persons refilling the cash in the ATM A person issuing a check nust

aut henticate the check when the checly.is presented for clearance depending
upon the permssible limt and the value of the check. At present, the

uni versal ,net hod f this . authentication is to conpfir rom.t he .check
suer Bt B BRfeonld ilhed Bt IR bhefiRich SBeelnd e ORI, P ROIRER
conf i r mMRgvever, Bt deisanen gadntedahd enthehiictyoby the prisods BBt indthatésedig r ement

to treat patients during energencies like critical illness and accidents.
W th t h&2B@gHEAR- of technol ogy, patient history can be stored online using

the I nternet » Enlﬁ'ﬁg Raty &8 ; t he

i nformation. }Iﬁ&tn {% cas ,le?itﬁée&gélggi iaty ?%ﬁ%hgﬁlatt?gﬁlﬁ%lc@ﬁ%ﬁﬁ v{r)agr adequat e
t 0 ensupébaldng thirome dbofromt dany otltbo placa by using ianomputes. As cargbdramigsstootihe

i nventiqQn can al so, used to een bl ood donors for critical.il.lness and
ot hor - bEEt e i TReties s Bealtibe s 6L 47 0P5 Dotk GRE SEHISE it onded
t 0 provigdthemicatibh tust b it RS 6l sd@irt @ie YREIALHGS, Shealls oAt sRlmigy St ens,
Onli ne Banking, Banking Services, Medical_portals, e-business, networking,
i nt er - nsekieRs haye hesh put iarplpteowhat coglsk posgibly be wyang Wit the chantrmyetRmnes,

not ebook ~¢o er I Oopsconputers, palmpilots, mcrofiche devices,
scannersofs%canéilélsl?lteﬁ@%g%‘#mggmmni cation access, personal data systens,
pagers, vendiReg d¥afiple)agediPcarietiaisinions ovel tHeThitéraet kieos iy eOonlineof sal es
(PGS), sharing valuable information with authorized users, wreless

t r ansmi PEYHERL andeprecd path At daternsh Bankigg o rrgiycardsierecused oncthedategishi r ol s,
renot e i Ta LM Ta=To A magneti c
Cards.  LRERTToR Byl oallepuld ERIES: olhE el A0S alhaiRutor plrboses o8
phone h&hercyrancway of asinpe drediecandis, poaiding deuerediy carll amknben ekpiratiopst ens,

i nterba transactiagns. ,The securi.ty sol uti.on can be used.t epl ace
passwor rd}ét,e |°§}(‘i'i‘(f ;"ge Aag HBF’B "&%‘H@Hﬁ% F ?qu’fﬁ‘lfs torvﬁr?(ﬁt ‘E?fcg paHpenis, g‘d{ Wgthsz ed

per sons jhfoRtutdeH 13hiRE0 RCRSITP tHeQali @O the Gartl fand BRVavERABEe bAlacB OMowORH! T _he
password. Accordingly, the security solution ensures that only authorized

per }so ns t?gr@ isgha/sstent toechsck ﬁlegagzggn using g@@mdgéggd in W w@gml& 4 |
T oD 001 K5 SYMMRE Y O, ol MG )i YR SE A o 1 uses

i ndi vi duadredit caril gae bp lmyad eyaprovidideathe viedit @hrdt memides and theexpodtichtdatenet ri cs”

met hods i ncl.ude fingerprint scanni irigs scannin reting, scanni ng,
andr | G GUiER SH RGO TR et Ug o POk PGS0 S FEL BURECRBRS The

i nvent i QediPyard b5CeriSiingl the FQMianE hinfBerOinddtherYeqBifidinfdnati®y Withsut

technol ogy. The invention disclosed herein utilizes "bionetrics" technol ogy
for aut Wemknavdedgaofitbe pard fioldendh this inforreationds kpo#.c conmerci al transacti ons

to be carrie ' hi ghl. ecured. . e 4 A
secur ity systi pat Be P ef SibenSBnERucE BFbe Bt P RoSEER BRI, O
user COIMRd t9ithig, theBodk IpaisbR madbezhaged fur tikeiriisadtionaind ameyaiagiesult i a
web-server of a webservice provider; downl og_gj ng.and installation of a

client dBmpcial dosseimbhesatloates Fhloprer gﬂ‘iepw ULe dp| %ﬁ?nt‘fﬁ’coé{‘g_rc&?i of the
Server %ﬂ#@ﬁ%&@%&%&&ﬂ%&ﬂ%&@&ﬁb %f[)l@&ei’x‘(%& application wth the web
service provider; user entering the existing security parameters activation
of bi ometri c Basecuritypsadutions¢anl dlsdbaimplemenicd in stwernaind diellel Maohinefat her i ng

bi ometrics inage and .convertjing.into.digital ,data, conpressi nd

encr ypt i"@??r%g‘%osgf“én r‘BPﬁeBP&HJE’F&f"éEO%%ﬁﬁQ‘?“?- £ EFfsaWFf?cgﬁ%@a%FtO%B fbssed and
encrypt g¢ ofgdrfed thaveonsifivable saRANGH B8AdyOper Aay GiR€ AN a6l 1ske tigogt thesd ored in

t he dat abase; sending of status codes of conparison, if conparison is

' successfitaudulent aisanspetiansonther repspn skeing cthe pinspfipignt  yoearifyn edntal so

i npl ene i - encr Rl B LGS
 dont 11 1R SIPATRG 262 e AR RE ARl B 1O BERE] bl wilh A Tt s
"bionmetrics" information, instead stores the data on the uni que physical or
behavioral traits. The invention includes a server authentication program
whi ch verifies the scanned "bionetrics” information with the information
stored in the database. The invention includes a server containing the
aut hentication program which may be connected to an open network |ike
network or to a local network. The invention provides flexibility in
installing the server authentication programin other servers, which are
not a part of invention. WO 02/ 01314 PCT/ SGO1/ 00138 -5 The invention al so

N r 1 .y . - D T




web-site. The invention also provides functionality to inplenent the

aut hentication nodule for verification the "bionetrics" information in
enbedded‘ﬁé§£/§:m4 The invention uses Database Servers | i keciReG@ataoos

Dat aBase nagenent System (RDBMS}, DataBase Managenent System and ot her
data storage systens for storing the "bionetrics" information. The

I nvention stores the "Bionetrics" information based on the uni que
identification of the user in the reag.world, in the Internet or uniquely
generated information in the Database Servers. The invention includes a

conpati bl e "bionetri.cs" anner. Qqr er.to t the ."bi opelri cs”

I nf or mat iw@ﬁng‘F 4 thler‘}ﬂ“fc\?tis G gtp‘%ﬁ?@ﬁt ]fig?{l ?‘ﬂ??@ﬁfé%f %aﬂéragf?cgﬁ{]ﬁlc@ﬁponent
t hat congifsinsatioh. hardware drivers, and a "bionetrics” retrieval program
whi ch needs to be installed in the conputer to gather the "biopetrics”

i nformati on f ABmsessity splytien een algp Hratsed & authenticaterthe parseperefiffingntieon, t he
program Ln. tiﬂﬁ}(esﬁTNPr and in the client may be connected over an open or
private nepwor or 'a secured open or private network. The invention

di scl osed her & persen nissigng rad elisckgmuost gutheldicatedthsecheck eghdnntle sleckr sd
manner. The inyention disclosed herein also, . permts,ihe paynent .faor goods
2nd ser vPESEIEH{SF it AEPRioR PP B Reguroble i asd [ SaRRAR Hheberbs o
herein alag gu_rél‘»%h@%hé OnivBRGKnBGOd 8 8y SeRerRtich6i sl foYcdnfirA fdAMRASRdRN. The
invention disclosed herein pernmts access to the resources to only

aut hor i zsgugydyss tehephomitie Aogordingly rihelautbewication of dhaperaer Fonfiming ndtne

enrol | ment often w or existing - user's fingerprints The invention discl osed
herei n aPPBRE S or | ng additional fingerprints for an existing user. The

i nvelnlt ion di ?P?ﬁ@ﬁdﬁh&fyeiis mnpasga\?\gdlgﬁze/qgiﬂ%méﬂti taareaté%tfsdnegsac}mbo S%m%ethWS t he
enrol l ment of fingerprints. , 131.1 -s P 1/,001 The i .nventi on
di scl osedfkneritiral iHineseArd Asidentsh Jithothe advenfof teanpelogy. nefigntdusiery s8rdsn to be
stored. HafediSlind Gl Y Hieithbf's6 thiltnd bARR! Bf tR!doblor 8hd ol abltes d per s for
easy aut henti cati on. The 1 nvention disclosed herein ensUres that only the
aut hor i zadopeateann this cast,ahe saguritye@uihehtivatian) shouldrteradeqmtes tooanswd thatur ces.

The 1 nventy o 2150 BEl Tl 3o WS uldhy RR! varTous stock transactions,

The invention can also be used to screen blood donors for critical illness and
other blood transmitted diseases.

The security solution can be extended to provide security at Automated Teller
Machines, Access Control systems, Online Banking, Banking Services, Medical portals,
e-business, networking, inter-networking, cellular phones, data ports, printers, fax
machines, notebook computers, palm top computers, palm pilots, microfiche devices,
scanners, cameras, modems, communication access, personal data systems, pagers,
vending machines, PC terminals, information kiosks, point of sales (POS), sharing
valuable information with authorized users, wireless transmissions, telecommunications,
telephony, SmartCard access controls, remote access networks, debit cards, credit cards,
prepaid cards, magnetic cards, phone cards, identifying devices, hotel room key cards,
net PC, phone having access to the Internet, data security, bank locker systems,
interbank transactions.

The security solution can be used to replace passwords, which are hard to
remember. This will prevent unauthorized persons from gaining access to resources if
they come to know about the password. Accordingly, the security solution ensures that

only authorized persons are given access to secured resources.



tenders, in a secured fashion over an open network. The invention disclosed
herein can be used for electronic conmerce transactions for verifying the
authenticity of the transactions by the authorized persopcrKaat/vdgenti on
discloseWOHéW@Pﬁ enables all web-sites to use "bionetrics” verification
technol ogy as part of their authentication process. The invention disclosed
herein also permts the authorized paynent or transfers of electronic cash
over an open network. One princi pal ggyantage of the invention is the
ability to utilize "bionetrics" technology to undertake secured financi al
and other electronic tra Ci j cessi bl e networks. An
advant age of the inventi ﬂé§8§§§8¥ﬁﬁgﬁﬂghgﬁ#ﬁ“§ﬁd control |l ed access to
network appligcations utilizing "bionetrics” technology. An advantage of the
i nvention restlesiiventiole disdagedohessi Ypesc e DLamegries g?@é@l%ﬁi dbatadh with
the hi gh@e?%cﬁﬁ%ﬁ/ﬁﬁnﬁﬁca@igﬁ%?%%&ﬁ@idﬁﬁfs%c{u%gﬁgsi@ﬂ%r%ﬁ '&thr&i?s@l“dﬂ:%gr ee of
security. An advantage of the invention resides in reducing cfedit card
fraud anef Yhiomdtrims" Methmdatinclude fingerpibicitiamsng, ifis sedvEng,aptind cdnlning, nvent i on
resides jn.any. web-site that. can instant]y .link ta.the."bjonetrics"

it hent | DA RERing gl andPrint FEEoBRRaH R, Yolph BpHOLIRE B IPRHGUBRYra) o
changes a8 &Rahe ¥biibinREorPiHll GiabinRMSiofletridiCtetiibigsyl €. _ An advantage of the
invention is the integration of "bionetrics" technology with the existing

avai | abl e aut Reat iinvention disclosers hereiracitilizeat ebivgstnics” el tedhmologyc for
et R I SSAEE rl S M BRI,

advant age 0 on s duri
verifi cain aiighly sdaured miahiker@¥dr @f ogeh@eforiger prints stored in the database.
Hence, the users don't even need to renmenber whjch finger is to be placed

on the sensorAf WEURYSYstemaior slectropigsommpremtoavaify dbriawhenticity offa vsee

inventio : i Yl ahing i i L1 | | S¢ | web-sites
by i nki %bﬂrﬁ%ﬁég# %?%gﬁfgtg{:geeﬁﬁrcatl otﬁéaﬁg?mg%é%rlg%ng%%ﬁ ﬁ%ét g

i nvent i oservio¢ groviderg xosmloadinguarde instatiatioro of metlient softwarpr compbaetthat hi ghest

| evel of secur.ity .during .authenti ion. The invention is also directed to
2" et hodBTSEERBAEEA T8I BEERON oF SbtErE o aeeR By BHS gstRB ecur ed
net wor k {¥b rpglisdthi Wih tthe WdoneaHRE! RbFideY dsbeems@is tR dxathd QBurRAt | NY

el ectronic transactions using a "bionetrics" verification technology. In
thi s waybaramelsrsapiivatien ¢f bicmeide scamen precingiallad: @ hetwarkrsttionselceliend. Thi s
met hod h i Lty - i.n { rans i - SU as in
aut hont | EApRRR (fRbhedity hef B aShveilng ST RRAE (RS WrhRcR o

negot i at emngptipharfetat; fram thiwndtiicasdangerpfrdmmittanbe dEcangtessed @aad Bnorppted ons  of

sale in gn auction process; .authenticating a _guarantee; . authentigating
orders afff & }*ﬁbyﬁaﬁf; SR of RASZPEL AP R aE ;l%ﬁ}é dARRERSPRERE ng
transf er g @htub BSRRGI ebﬁpﬁ%ﬁ,q@%meal%ﬁfﬁi Micc@tinep bppIaalion of RBIvigk f ers

and/or one or nore tenders of shares of stock; ‘authenticating certificates
of i nsurpmeeiler.aut henticating transfers of intangibles related to an escrow

transaction a aut henti cati.ng,transfers of el ectroni ey. . Anot her
obj ect and ad@gﬁtlgﬁ%' ol ?c]ﬁoe lﬁlggegéeﬁfs CERRSS Sh 2 &angﬁleug%%%r é%?&cf ﬁ‘%pparent
t 0 t hose"l&inbirkg" identifitatian Hathr om t he fol |l owi ng detail ed descri ption,
wherein only the preferred enmbodi nent of the invention is shown and
described, si APe jnvEYtiolgoesmot storasthedmpghoiothe {"iemeiss” mfaumation: BRt ed of
carrying j t‘ﬁ']%ﬁ s li.zed, the invention is capable
of ot herStg}r% tﬂf@%%ﬁ{t} e otﬁlflﬁirstel%lso,k bgﬁc‘i'foﬁtagaggver al details are capabl e of
nmodi fi cati onsThe iwesntionsinclodésoussares padhentication pogtanyt whishavdrifieg theom t he
invention Accprdingly,,.the draw ng and_ description ar be regarded as
i 11 ust raff¥Re W’%‘aﬂﬁé,l a‘i‘Rﬁwgg thedaformatiq c.’re‘%ma%leﬁ@%ﬁﬁeon di scl osed

» herei n can beTysefvehfios Ghadedes b Q@terdnfifing @e Afthdrticaion bidpamseshidRd ot her

bl ood transmtted di seases. .
may be connected to an open network like network or to a local network.

The invention provides flexibility in installing the server authentication program

in other servers, which are not a part of invention.



WO 02/ 0131 PCT/ SGO1/ 00138 -g_ BRI EF DESCRI PTI ON OF DRAW NGS The present
invention will becone nore fully understood fromthe detail ed description
gi ven her.ei nt?fcs}kqw and the acconpanyi ng draw ngs whi ch ar @cagisRnobis way of

i 11 ust r atY O y, and thus are not limtative of the present invention,
and wherein: Figure 1 is a flow diagramof the process for online

enrol Il nent of "bionetrics" data for new users in a web-site; Figures 2a and
2b are a flow di agram of the process %or online enrollnment of "bionetrics"
data for an existing user in a web-site; Figures 3a and 3b are a flow

di agram of the process for on]line enroll ment of additional "bionetrics"
data for an ekhsiverjiosale preyidgs Bexipiitiptojasiald theauthentcationprogram o1

di agram &Eb-%ili'ee process for online verification of stored "bionetrics" data
for an existing enrolled user in a web-site; Figure Sis a flow diagram of

t he process fTiie dmvention ealsm|growidés dfinctibnadinetivi splemtanta teo muthestibation ar d
users; Figure 6 is._a flow diagram of the.process for online authentication
using " bf‘gg\él'?if?rcv_&“ﬁf’ﬂ‘%fw%%eg’te c‘“gmg%@?ﬁ%ﬁqgﬁ‘iﬁs Yor credit card
users; Fi gur erie ligveftibh Qe DALEHRL Serld?® 1KeORERHOM %a@Eéée”Maﬁ%@éﬁ?éﬁE' cation

using "bionmetrics” in electronic commerce transactions for other

i dent i f i Systénn (RPBMB) DateBage Marmgement yistom anchgthandaip staregesysteassiof or

onl i ne aét hen%lipqsii on. sil{}g jonetrics in an ATMtransaction; Figure 9 is a
oeicse adgm

f1 ow di agrang ¢ of°%onl i ne aut henti cation usi ng bionmetrics and

using the invem iigvertionublosdst itieat" Bisingsics’ einfoimagione basddi snathel aiiqdé agr am of
the process . for, onljine authenticatjon a’sl ng bionetrics in | nternet Banking
t r ansact dsniéficainp of theguses mithe sregl Podd, i Ay dnemet ormigUshe 8809 dEd onl i ne

aut hent i i i Lcations. WO 02/ 0131 PCT/ SGO1/ 00138 g
DETAI LED%E%&P%EH %%fﬁcﬁw %%E%’ERRED EMBODI MENTS Figure 1, is a flow

di agr am of t hEhpinvertsm ihcludesd corapatibteolbiomeetticsfscarmenmetendarss gatherahé or new
users in,a web-site. The process.explained in the diagramis for storing
the "bi _on@?’f“?%s ‘Hg)trﬁla{}?&gfwll ‘Vb‘ﬁ"agsed for verification during the

aut henti cat i OPhd hvani§iPiichles TRECIRAE BbhpaHRht MaOEGREtd Sf RArdRaR! dHveEy My
vary dependi ng upon the requirenents of the web-site. The "bionetrics" data

will be snbpcliometnigsd reriesdapregtany, wdick needa te de rinstaldask inf the Fopiputendo uni que

reside. aPae A BRR e S Rlopllod RO 6 boBleed ikRBR® ERERE, U0 " e

data for otheln ielingéntieon, Gieqiregtamnintthe saraerearsleinbe clidifiengyr beeamettadt i at or
is the client software conponent, vvhié:h is installed End used in step 102.
Bef or e sP¥§s a0@PEN PHAIRGRCIWATKSTS SLHECY R I PHVARAEMRIKI on to create a

t enpor ary/ per #FReRfentibh gii'é”cl&s‘é@ Hekdih GRERAN ofderihf O ES | 4 ;&?Yi&ége&t gp 101.

The information required by the web-site is deSigned and w

i npl enenseuredmarmer.website by the administrator of the web-site and the
web-site will gall the invention'.s authentigcation programfor activating
the core pr OCIEEHB’Fmé?ﬂglrsflﬂ‘%eﬁltherefﬂéﬁfﬁ’gfn&lttsr%‘aL}?fl}’lgﬁ%nfggg%? S804 PSRt i on to
sel ect t baly'finetRtanthesizedlsdudéesi S the unique identifier also used during
verification/authenticatjon. This unique identifier that |s generated by
the web-site &he &Ry dlﬁﬁ“’ﬁ?ﬁ’ehfﬁ%‘éral%ﬂr PspB chesling HerprEsonsdeiitn in &

aut henti gatd.on jrodul e. The authentication nodule will then redirect the
web- browser to the enroll ment page and step 102 to start to process the
dat a gi ven. Thbe inventionf dislosed hereimpermits aceeghtouthe rdseungesto andpt altbgizedf t he

i nventi og'erssoglsat abase

The invention disclosed herein facilitates online enrollment of new or existing
user's fingerprints
The invention disclosed herein allows storing additional fingerprints for an

existing user.

The invention disclosed herein provides an online verification test for the

enrollment of fingerprints.



server. The client conponents introduced in step 102 of this process, wll
be in the formof downl oadabl e conponents (like ActiveX, Plug-in, Java
Applets) that will be conpatible with all the avail abl e wegpsgoomass s, which
is the MAPP2QLHP - i nterface for the user. The versioning of the conponent
will be maintained so that the web-browser will automatically downl oad the
| at est conponents. The execution of step 102 is wholly taken care of by the
browser and the depl oynent of the conponents is nmade conpatible for the
same. In step 102, all the drivers and other necessary software conmponents
w ||l be downl gaded to the client PC WO 02/0131. 1 PCT/,S@1/00138 -10 At
step 103, t hdbe|iPusRtionofpdpRed: beggip jalloys morh thre 08¢ AgeeREntigt the samest |y, it
Wi |1 CNeRlsoh @ beXoReTEE uals Lhifevel RIS HBep RANNAT of ildifigdSrH GRS bY
comuni cating with the "Bi onetrics"™ scannef Specified protocol, and the

" Bi onet rauthetitieationner drivers supplied by the vendor. If the "Bionetrics"

scanner is n present por.conmnected or if .t i S .an robl em

comuni cat i nSﬁWPYF Re £§F?§ﬁ%thflie&°nswémrogﬁ{/&ﬁ?éuhc?#%cﬁi)eré%ﬁﬁ?hg}ﬁ, t he
client GegieleMorMhtidn froMREL sotled séirgdl ay the informative nessage (step
104) related to the cause of the communication problem The cljent

conponent wi IThedneentignialie pemaity therhapgling ef variops sterk fanwetions. welding i f any)

to recti h ifgﬁF' t he probl em persists, the client
corrponeﬁ%&/dve\%sl’ﬁ“lgm‘re! gl ate é/lp{;k’ee?r%nﬂﬁg%@et 5erkior ocess by disconnecting itself
fromthe serVige invapionekidcloséd hersinroan ibe asmipfonelettroni cahmenemendaetiods om t he
client component will terpminate the progess at.the server and will redirect
t he vveb-fB‘_f gﬁ@?%‘%’é‘cﬁ}ﬁﬁg eft’iaB?ﬂcaﬂésr%é' fauthedged Dersenpe gui ded. However ,
| T the "Bi oMyl GRenfiGRHiSloded Hér@iie@ﬁAIabl?é%daﬁoﬂQ@-%it@sq td sisep"blaﬁémcé-'ﬂe client

conponent will activate the scanner. Al the comunications wth the
scanner wrificatmaethmolngyhastpar of thetteuthsoiqative progessver s and support sof t war e.

I n case of fipgerprint securi .the user, wll be.di,rected t lace their
ngor on t hTeanrph ot b iSe Bl o, o Gidse pBF e Sdroefi o 1o
fol | ow tdfelesirbimis cRshooviet efl op@btwerk. t he type of "bionetrics" technol ogy
used. When the "bionetrics"” data is, successf ul Ig_ obt ai ned fromthe user

(step 106), tPrenPrrEpa | 3dvartage abdiveinvention) is ithe Abilify, tq HELZ TioeHRY'si cal or
behavi or a LSk l1es p a i AR EIRl bi nary
dat a. Tﬁgéhgﬂbggt ﬁ)f:gfr?gglrrtléek%t Sé/vl“%l(‘(%i tfjii]g&%ﬂe%sht \gﬁférﬁgﬁ"g‘?‘;ﬁ. on 1%125{ %3 and
conpr esgiublicly stegssibRetwotken t he processed data will be sent to the

invention's server conpopent. at the server. The.server co nent wl |
val i date t he ABAIVENFES Shibs,invEntaioregides, 3 awoptt Ad ontialee iests 8 dat abase
server (Mkjagg])icaﬁ%gﬁﬁ]ti%ﬁgpbig,ggmcyhgc}ﬂb%g;ss is conplete, and the server

conponent wil | "redirect e web-browser to the web-page as required by the
web-site. o oEiventage of1thepayeign roBles snFhenrioptions and 3progessipg, of he

connect i V\E?ﬁ -he . ' rgaﬁ@ ' QR&N.  Any

di sconneeg%hlt%ﬁ}cel é’%l t&%ﬁﬁéﬁe@? ?ﬁ?ﬁt ‘?:%?g%%@%cegag t eﬁ(gé?ﬁ\?e%ﬂé@%ponent wi ||
be t akendegreetofieedueityri nati on of the process and the finalization procedures
will be run for the processes in the server and t cli.ent,. ese | nclude
ol earing of bt pdyatdze upgtigngesidessin g WL o rﬁ@#ﬁaﬁi?faﬁ Bhs as
requi r edaydhGeelli L KALRRASs, Procedure herein nentioned will also be executed

during the successful conpletion of the process illustrated in FIGURE 1.
Figure 2, is Anfaivntageafrthenimfentitreresidosimsanyf web-sitd thatcasninsiphtiyelnk tof

"bionetrjcs,. data for,an.existing user,i.n a =S| Jhe expl ai ned
o the dhESpiafiRlibst BhmBRiGihg Striiber Bihifs Bt BP iR Afen bR yRhRE AL £
verifi Cadﬂaﬂg’esdhlﬂidtg{jdtiﬂgappﬁmahéﬁaﬁdﬁéb-ﬁtb_a web-site. The enrol | nent
process is standard but may, vary deﬁlendi ng .upop, the requirenments of the

web- site. TheAnpivaniageafdhe maention;is thejategmtipr gt |HlomefEicydpchmology S8fver for a
user | deibiclisfifly BYaildbfe dlfthiiEaddiGibhbdt bitadififio@Rot! déubficl ankitoheal

wor | d. The database server wll reside along with the web-site so as to
»mai nt ai novehen unsesisd eatNorkf t he data for other web-sites stored on the sane
server. The process initiator is the client software conponent, which is
installed and used in step 206. Before step 206, in step 201, the user
enters the required information and the entered information is validated
for the existence of the user in the web-site (step 202). The information
required by the web-site is designed and will be inplenented in the
web-site by the adm nistrator of the web-site and the web-site will call
the invention's authentication programfor activating the core process of
enrol I ment. The basic requirement for the invention to select the

"bi onetrics" data, is the unique identifier, which is also used during
verification/authentication of "bionetrics" data. This unique identifier

g, oy e . L - oy v




WO 021 0131.1 -12 PCT/ S&1/00138 automatically downl oad the | atest
conponents. The invention's authentication nodule at the server will check
for the existence of any stored "biometrics" informationparschiveoiaser (if
any}. AnYOHROHdti ve message will be displayed (step 205) then the process
will be termnated. The execution of step 206 is wholly taken care by the
web- browser and the depl oynent of the conponents is made conpatible for the
same. In step 206, all of the driverg_and other necessary software
conponents will be downl oaded to the client PC. From step 207, the client

conponent wil] start pro ing. t data, :Fir .1t wll he the check for
exi stence of ead%%?%g%t(ﬁeilic' lg‘{:eé‘ﬁﬁ%rg ?Hlllgél s]}da‘%lp‘ul&atg))’"c $%Brt‘?tng usi ng
t he " Bi agRficdtion'is 4688 Beth APetiht ifedeprintsaanatd isihaglatdbase. BieAS® tHe ers Scanner

vendor sup'gl ied drivers. If the "Biometrics" scanner is not%gr esent or
connect danbgvenineed g0 resnemiier whink finger is 1@ Beranscen the gensps for vpdlicatippet ri cs”

scanner by t | fahta QRN i Cﬁlmé Ay hately

di splay the in %Jrératlt\?g nessa Feict%%)??fée:p gonre a?g%(}%do%klfkew%rgﬁgkh%f t he
conmuni dastention prithbéxastingWweb-sitdschyt linlomng theerxisting | duthehteatipnimghddserbsyer wi t h
the troubl eshooting steps (if anyl to rectify t omuni.cati on.problem |f
the pr oBlRIdas efeiiRanta the S tng BfeEfiboah madlROuAc e Batbhor e °t he
process Q] Of SeiyRiringGuitlefidatiohr om t he server conponent. The server

conponent, if disconnected by the client conponent will term nate the
process at t Hdesigyentiondsdlsy direcied dp rrawethod of werdustinguslectreric-gomeisrgsage, from

where t r W [ i LLJ.CS S ner, i s not
pr esent LHEREn b BOpRMMRE ner B elslorndne FuBlRHAG ST GR0080 ' & 1 e
comuni Gatheaticating tdledtfonics e adbactions sing can Ebibineriegh védificatien deshnsloppl iner
drivers and suppqort software. I.n case ?f fingerprint security, the user

wi |l be s V& each and,pyery tangaction pp dhg Intemneteanshessesured o hhisimethadbas cases,
t he user gl h; i fectad ] r.Qvi.d o) e type of
"bi onet rapﬁfé‘i'alb%lgghtﬁo% ogy ug‘eg.hT E%Wﬁ#e}g"t I g%ﬁ lr?iagslk1 ﬁgl%%ﬁ?gglguﬁfgéerg’sf ully
obt ai necofmteroffere and eccepmnhepin?h Gpnirdch aegdtiationd prentssy anthemieatingnofiférs, denti fy

the uni que physical_.or .behayiaoral characteristics (step.211) and w ||
convert eIk EonirRatiiRial sile I\ BAeh Profes SLSTHERTEG SYEEE ol | en
conponenfthéhli¢atingCorldbR SidMdpiyineRRC iy Bt hrRthadB/kEIP transtdtic®) "RiRGSicahg( St €p
212), then the processed data will be sent to the invention's server

conponeritangfers: pk infangible. persnnak praperty;c ahentieating\iandes, gffergand/or maedert a sent
and will i [ &S i LV 13). The
cerver AT SREe St TSR ek Bl Ratlk SO RIS AR Sl Eb a2

i denti f itemsfeansdf intanigitdessietatal tosanaescivanirintadticmnandoatithentibytinghteanafers oftat i on at
the web-site After step 213, the process is conplete. Accordingly, the
server SREARORWDt | redirect the web-web-browser to the web-page as

required by tAgMg0sBkétCand b ENBRERT B0 GriRne Ivehtich GANNGEbME TeRBiMeen the
server and the client’ conmponent Wi ll be ‘open. Any disconnection erther by

t he cl i eppacortodhesstskilledtinhesat fram thaofolowsns defgiled dgscriptirevhesein baly
t i nat j f . final.d zat | , i, | f
the. r oché Bisdbmid ERBOERIE  ihiRubh I e hRLABbMGEE Wiy Ml (1 "

buf f er s, illhstrion afythatessmodsvapntamphatednst cirtybig omethatihvsitionsAs edlliteed. The
finalization _procedure herein nmeptioned w |l alé?quqoae executed during the

successfigaizednihe spvesdios s capable of ether and differept impgngg,gpd Jts several

details are capable of modifications in various obvious respects, all without departing

from the invention. Accordingly, the drawing and description are to be regarded as
illustrative in nature, and not as restrictive.
The invention disclosed herein can be used to screen blood donors for critical

illnesses and other blood transmitted diseases.



Figure 3, is a flow diagram of the process for online enrollnent of
additional "bionetrics" data for an existing enrolled user in a web-site.
The proc%ag ﬁé@{pined in the diagramis for storing the "ggos@Eiro@s’ data
that wil WHEUEL used for verification during the authentication on a
web-site. In the process of fingerprint verification, this additional
fingerprint storage will help in reducing fal se rejection during
verification and facilitates the usergto use any of the enrolled
fingerprints during verification. The enrollnent is a standard process, but

it may vary dependi ng [ [ ' f b-site. The
"bionetrics" data w | @%WWQ@M{E@%H for a user
identified by the unique identity in the web-site or in the real world. The
dat abase server will reside al on%with the web-site so as to maintain the

e

consi st ency of he peesgat veption il begeme spetsSully snderstnedifiemdhedegdeder. The
process initiator.is the. ¢cljent ftware conponent, which is i.nstalled and
sed  n UekelipBys i hetGinbelosy sngh el BmeRRARE Srvinet Siicrreaiten fy
requi r edyl,of G iRk [ hiEetd 3 §.§i | ' oL.jhe

exi st enc‘éVla f(ﬁI egttﬁgtgbr@?ﬁl}{’ @dv@%- Site t?g‘tnggﬁge(r) ﬂ{‘frﬂféeéldﬁﬁg%&n{gipﬁbﬁngequi red
by the wehewdisi:e i s designed and w il be WO 02/0131.1 -14 PCT/SGO 1 /00138
impl enented in the web-site by the adninistrator of the web-site and the
web-site wi | | Figaire 1ihe flom dingrpmrrishe progesst for anlingrenselbaend of f iemgtridstat i ng
the core I et . The invention's authentication programwl|
check fogﬁéﬁogg%%\g{e%sﬁgg o%bngg@bred "bionetrics" data. If no data was stored,
then the procPimresi 2d alib2b arena flatvediagviatrhofithei procussrdor orginoessdipeent sfep 304) .

This is gane mai,l;ﬂ%t o redirect the usgr,t_o use the process as illustrated
in FI GURBPIMetrgs s daig (FOISHBE USEE ki WEP1SB® of the process, in case of a new
user is optiop Upomnd 86 lafd £ b &l%ﬁafhe £le j tddi#ns" %Fn?@% ted from
the user's data aesse and serallt to the&l erv%r amiﬁceérs]??d(’:}aﬁligﬁ erI#D u e!t% he

uni que | atlsitioral dibiangettibs? datasforan eustingenmled fuser i havebrsitent i on to sel ect the
"bionetrics" gdata gnd is;al so used for verificati.on/ authentication, The

aut hent i cat i oﬂl%"d3| B 9\A’squ %@@r%coff tﬁﬁ@rﬂ?@ﬁ’? BPTo GRlRe Y‘?Pt?cﬁgmér??oﬁt?rﬁ@nt page

f r om wherigombeRs38ata ForantexisHh®6@dHed dher i Ewkbleid;i fier i s unique throughout
the user database of the invention' s database server. The client conponents
i ntroduced i nFigueps 307 flow disgram of dhecprecesgifen omiae ieproflment of fbiemetrisalil oadabl e
conponen i : | . Plug-in, Java Applets) that will be conpatible
with al Ia%%géﬂaé\igqlf%%?é%b-bromers, which is the main user-interface for

t he user. TheFigarsitois ngflof difgramoot) dre ptocessl forbenlinei atixdntiestionousihgt t he

Web-Browger wll,,automatically downl oad t he. | at est conponents. The
execut i on”'BReEIeE ! q?@’%?oqo ?&?‘EWSE%{PQ%’F“B@%W{@“ B- browser and the

depl oynent of Fiduge qomoanﬂawsai&ﬁa:ﬂa@et&ogmusbf& Sflnet Afthet@GRion! Osipgep 307,
all the drivers and other necessary software conponents wl| be downl oaded
to the cibhiemeties’ inglegtionicgonaasce transations ifor c@hﬁnxmgﬁcatwmmetmdart processi ng

he d . Fi ' ' b k ' f t.he. " Bi ics"
Scanner (st epr 8085 ¢ oo Fallf 5 BT ptberChe G TRE mibodiGon LRBT, [ cov

scanner bpagtidsdd apraiMeahsasdom)g t he "Bi onetrics" scanner vendor supplied
drivers. If the "Biogetrjcs"_scanner was not resrﬁnt or, connected or if

there is any Figgre ) i °"E‘fdf’r?‘ﬁ§ﬁf‘c%ff FJ}?QPWGP‘??_ HeO Woﬂh"r"ﬁ“&@i@sﬁ%ﬁer by
the cli eplnfeATRAUMMsingHCinttdtRAls AATRRO/RL stivkd;, | edi ately display an

i nformative nessage atg step 309 related to the cause of the comunication
probl em The FEiguenmtlOcisnpdlomntiagian ofilthe pgedess forhenlinceauthdnticatiome using

t roubl eshooting .steps (Lf ,an to rectjify the communication problem If the
pr obl em E@W&%&Wﬁ@#mﬂ%wmél -15 PCT/ SG01/ 00138 component wi | |
-imedi ately tpigirdal ¢ & AOwiQEA8 f e Ploses ToEGling Guitkftidatioh isBftdiae’ server
conponent. When the server conponent 1s disconnected fromthe client

conmponentPPlicatigRs: | terminate the process at the server and will redirect
“the web-browser




to a web-page, fromwhere the user wll be guided. However, if the
"Bionetrics" scanner was present at step 310, the client conponent wll
activate 6'8 SGqner . Al'l of the communications with the megeo@areiss done

t hrough t'he vendor supplier drivers and support software. In case of
fingerprint security, the user will be directed to place their finger on

t he scanner and, in other cases, the user will be directed to follow the
steps provi ded based on the type of "hionetrics" technol ogy used. Wen the
“biometrics" data is successfully obtdined fromthe user in step 311, then
the client conponent will identify the uni 5| cal or behavi oral

char act er i sthZ%A@&deDﬁﬁngaONﬁmeéRﬁ D EMBODIMENESt a. The

client conmponent will use the standard encryption nethod and corrpressi on
(step 313), then the pr d b t Ny nt| server
conponent at F sg’rl\s}grf?&veraéggrenr@feﬁle ruesgr%gg\?el %rgdiirf‘gga % a sent
and wi | | dgtafpedeay hdtes enveb-bite The lpmass d@uaana& ih fihe diagrasiie mObtcbrEngt the

dat abase, The jdentificatiaon of }_ gqomatrl cs" data ipn the databhase is
done bas Siomstricse defa that avill demsed forr vesiication dyring) the, autpenticaor BAPasbson was
not succ : [ nessage.
It the ﬁﬁ?‘é‘%s&%\%@‘ BREES i bandaRd heid) Dy SRpildnlk Gfn B A T e
" bi onet r bf die web-siterefhedbicateirni¢ss . dathwilb bostssl innthe lddtabasacﬂemcatfmmul;dne

316) o HbiRg Bl bie vl ReR R he el o (g e ORI RTHS and

conpr ess LA rdstdelonk  With tHAfWE-si@sBRis 3 hairltdif (iAdofsisendedtithd Bath hﬁ ctgirver. The

server will validate the data sent and will store thé "bionetrics" data
sent as wgbisiteostated opithgismeisegrer.dat a that will be used during verification.
From steps 30 t ' Lel . ak l,i ent
conponent wi | ﬁ‘h%j)rééleg%mt at& |nt ;ﬁg &%@@%%ﬁggi@?‘ﬁg‘fmﬁge‘%gﬁ é?iu%ﬁa{ng& s onent or
the serveasedcionqeneol. Béfore sk@ I(Hkﬂlb aser hierd !t iquired difoghatidietopreneas and
the finalization WO 02/0131-4 -16 PCT/SGJ 1100138 procedures will be run
for the BRRASAZPSTIANCDh dnigsie, identifigatione it | the nveb-Siregs inefapddOt| dkei ng of
buf T er's, i fBHRAIGA LBty tENAHB-GeS3 RBMC! Y wiPR R1JI0NSES il ARURD. The
ure Herein nmentioned w al so

finalization proce executed during the
successf site dugmhleeadnmmstratot lo€ tbfr ocbsstel adugher weleditd wilklcallREe 3nvdiitigukse 4, is

aflowd| cess f.or online verif.ication of stored

bl ot 1 PRBERTLRn bierBh RE SRvA R ¢ st Prot SR pRlmER of o Lo’ e

enrol | ment pr (I‘I@Sﬁsilc&e%iu%ﬂﬁﬁf ehritié ifrpentivARy slepand i bigmepR” da@; (el r enent s
of the web-site. The "Dbionetrics" data wll be stored in the dat abase

server f bpigye idesfifipyelpn pyed yripy vmfécaiwrl@u@emr@ﬁm thpi§ prigyeidgatifiesite or i n
the real éﬁe(?at{:% s ARLe08SER 513&}(‘:%{%1% ugé %géo tk&@&u U he! HGenifollsS! L€ SO

as to main a|n e-consi stency o _Srtesstored on
t he sane asmemmatloﬁ Inmdplreo&‘bes suthenticatidromoisle Wil thehireditecs thietwebrbroesemronent ,

which is_installed an djn step 404. Before step 404, in step 401, t he
user ent Sy ?@@ﬁg?%‘iﬂlﬁﬁ?%@ﬁﬁﬁ oé’ﬁ?fefsrfg © figp g r‘fgti on entered is
validated for ”I‘h@%dé%fﬁ'f‘%f ﬁ%fqu‘éft}ubhghéiﬁ%e hd3r H&tﬁba\é@l@f ﬁietlﬁfvenﬁbﬁ's dpEpdseat i on
required by the web-site is de&gned and wil i npl enented in the website

by the adetiver. Jihe slient comporratsiatroduced iasigp tlﬂ%Oﬁ\ié!S-m‘PQQéS,\M’llllbedalﬂle fora

t h f
enr of | ot SSHISRRbLr BoheRE RGN AR R PPy Y G008 °FHF el
exi st enceombatibloreth albthe avdilablesvetdbiowvstis] whick @sthe niaﬁn mr-diﬂbﬂ'aﬁbﬁf&r gicor ed,

then the process wll be termnated with an infor ssage ep 403
uger The versioning of the component will %e maintained so at the wn%-bm\%ser(vw P ).

automatically download the latest components.
The execution of step 102 is wholly taken care of by the browser and the
deployment of the components is made compatible for the same. In step 102, all the

drivers and other necessary software components will be downloaded to the client PC.



Upon verification, the unique identifier is selected fromthe user's

dat abase and sent to the server authentication nodule. The unique
identifiq&omiuﬁﬂg basic requirenment for the invention to pet/gGoi/dons

"bi omet riee?? 48 A and i s also used for verification/authentication. The

aut hentication nodule will redirect the web-browser to the enroll nent page
fromwhere step 404 processing starts. The identifier is unique throughout
the user database of the invention's database server. The client conponents
introduced in step 404 of this process, will be in the form of downl oadabl e

conponents (like ActiveX, Plug-in, Jav lets) that wll_be conmpatible
with all the ﬂéﬁpatﬂg’g g fg%g?%qnt Wi]ll?ﬁﬁl 1§°"Eeﬁ%n%r§?en‘¥\43%e$1fﬁﬂﬁt #BWillce for
the user chéERef_oﬁéiﬁieﬁEE ORI HibiRe#RIPRARR:. Yhik is B6ne Y BbAhRAtafR: R»J@\%t t he

Wb- Browser w automat i cally downl oad the [atest components. 02/ 0131
PCT/ SGOL @0 1B®metricsthssannes ciperibind oprotocely and4thei "Binmmetricy” tsadremer aaversby t he

web- browser ,a the depl oynent of the conponents is made conpatible for the
sarne. lnsgqpéngﬁ%gﬁeyﬁﬁg%f the - drivers and ot her necessary software

conponents w iif &R UBoRleaRECdcirdet i€ not ipfd3tntPS: cdninedred topPif4@6re isNyC! i ent
conponent will start processing. The first will be the checking for

exi st enc Broviemn i coppypicating withdhe, nBiometrigse scanne) by thejckieptscomeppneny the
B oot - i Sottloithy Wi imfle ALY iSplay HeABRER ORGSR OB Rlalfon? 100

was not resmest oftthe canmenicatioroprobfent. here is any problemin comruni cating
with the "Biogetri.cs" scanner hy.the . .cljent co nent, the client conponent
wi Il i nmediat el © F‘%‘;ﬂogipoﬁ?fﬁiWﬁcﬁl%ﬁ‘%{%?a@ﬁﬁwm@ﬂeig%@%gﬁ?ﬂﬁé‘fc ause of
the commypjcad i @B AR RBInmbARatibh CHLLRATPENGR! pMbldm AlesgstdUiggle clibg user
with the troubl eshooting steps (if any) to rectify the comunication

probl em compengnt prilbinemedialelyi terminaten thecprioeess hyodipeomaeatingi itself fromdthet el y

The sorvarEoRUBRIRE: THoirar SRBREbERPE diaGhcrlsatfhnn the RSO |

t er m nat evill henfiha€ eteSpradess Meths ssrver and vl editect e iwebHrowhe e livddiapser to a
web- page, fromwhere the user will be guided. If the "Bionetrics" scanner

was pres@?mwbﬁ@tbqp@hwﬂébﬁ’rﬁ@ﬁ%t will activate the scanner (step 407). All
of the communigeatdonSs Wel BibRGrRE2 0 Gher! i§ fpﬁjé%@ﬁ Al ALt d t%’;iﬁ‘ rgRuppl i er

drivers and support ’software. In case of fingerprint security, the user
wi |l be dliemcbagonentpril@etivdiethe stamge rAlbthe chmnenmatiens waitlll thei scarotehare cases,

t he userdvvill be i}rect d tolifo low t he steps provided based on the type of
b ot r Atke tretabiht SESG sisicxaiEs o ¥%" data is successfully

obt ai ned fromgh !&Esel{ﬁeﬁng'gfbrﬁﬁ SRufiBB the GeR WildeCdiletiRY 16 PIHRE M8 fiMkdrlon! denti fy
t he uni que physical or behavioral characteristics (step 409) and w ||

convert thfefaannetoand imeterieases. thmaser wiinge disteisdrierfollow|the gteps pravidedandar d
encrypti %Qseﬁ%'}ﬂg\t}@@%feﬁﬂﬂreﬁi%@i Rbndasis 410), then the processed data wll

be sent to the 1 hvention s Server corponent at the server. The server
conponent w | IWhel thaathéorhdidestiadata sesniccassiitllyidbtaimsdnfpameht eers@tep 106),
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(step 107) and will convert them into a binary data.

The client component will use the standard encryption method and compression
(step 108), then the processed data will be sent to the invention's server component at
the server.

The server component will validate the data sent and will store the "biometrics”
data in the database server (step 109).

After step 109, the process is complete, and the server component will redirect

the web-browser to the web-page as required by the web-site.



PCT/ SGO1/ 00138 "bi onetrics" data in the database is done based on the
unique identifier sent initially) If the conparison was not successful, the
process w%bunmg1gernlnated with an informative nessage (spepsébrdoissthe
error sta be returned to the application in the web-site for
further actions. If the conparison was successful, the success status wll
be returned to the application in the web-site for further actions. From
steps 405 to 411 the connection betmefp the server and the client conponent
wi Il be open. Any disconnection eithér'"by the client conponent or the
server conponent w the term nation of the process and the

| | i@ takeog) at}'si
finali zatl on EF%’&eﬁ?ﬁse 3itP 1 107e the, soppgetipn chevesmethgcserver and theecliont and t he
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of the web- S|g5_§ The§ blpci)ﬂrrg?rl cs’ uaag?geaw | tl%ngfrgé#cg% aFlri:&{hhurg@dat abase
server for a %lﬁnﬁmpfn@@db{ﬂ herein merfinned eHtalsoy bé exedutedndivingi the or in
the real gyREdHN cﬁﬁﬁleﬂﬁﬁﬁ?ﬁé féég%’m[ﬁﬁﬂ%da&nrﬁ@%ﬁ&bfl ong wth the web-site so

as to rralntalnt econS|ste Cy O ‘her web-sites stored on

the same servEigureThes pritbvedmgram bf the@irodess foh@nlihd @ibllgeht sfabRnfedigaonent ,
which is nstIaIIed and used |n %- t,% 504. Before Stéf 504, in step 501, the
user ent g?t & 10F alyjexisting $ser mop Wabrsit- Zhe Prorsseenizin ilhﬂlf?r diagiannisi for

val i dat egoWhg fhet '%&étﬁég"tda%gt oAl Bo tfﬁ f%%ﬁ&i durity &le aﬂ ?tlc I gn My

vary dependi ng upon the requirenment o %Ilt card.
If the i ﬁlﬂ@r -sigm The envellmeritimoceashids grandaed butninaly aey Hepemdb@thﬂnhhe

he cor sor e REpks SE B SBTERE ot te?é?fﬁl@st%%é%ﬂa%@?‘é%e°sgﬁ{e§réﬁ' by’

t he user héer idensi€ied biyotht Vi
user Jorwi bber hdermi€iBd Hyotht hgidue ﬂBﬁtlt? h ShAWeBRRE Iof 2 %@@EMP%%; ggglﬁ o 138

activati 3% the core process. of enroll nent. WO 02/ 01
-19 The fi4iokase F?fﬁefsw%ﬂeﬁéﬂ?l®at\wﬂhthﬁrwsaﬁmsmas [to otargkinftbe codsistenxy of ence of

stored ' Qie%tfﬁf&ger\gé{ﬁtess{or 's%{?tsér\r&s data exists, then the process

will be termnate an | n rma ive nmessage. The |dent|f| er is unique
t hr oughout t h@hmpmceaamaiaasascﬂle tchienti softevatd compon@a, aitdele iss RisiBéd addie cl i ent

t t Il b the f f
Gownl 0adufidh s ASReHeloR ik B0Rtisf,d0 T hofsrinirs fhe seppet forimien v || be
conpat i bhrel thet dhterbd idfbEnANAi ik %lleatw?arbﬂh@‘&{%{éﬁce W't}%huée? ih %@l}) Pltebe

user - mt&rface for the user. The versioning of the conponent
mai nt ai nSEPs 80P athe H@fOVB%U(B’r dm‘éiedwb}’ | thauwebrsits dal desighednimiacyil hbe | at est

b br owipranfe BERY iR bvea Rl A ot B BB Bk BTL for e

sane. | ncadltthe irfvertiords dutlmhtltahﬂ)n(jfrbg:t&m&'oﬁﬁbﬁv irlfagahe Bﬁéwrsé’oﬁ%dlﬁ\%n?
conmponent s WUFlLeSFe down| oaded to the client PC. From step 505, the client

conponent Wi | 234 regupeas; fog thermygntqny, tor selget Fhebévl@m@m@s ndetd,ds thehe
exi st encgnighe {deRifid? AR ik Gfo 1BEQ aﬁﬁﬁ% (/éﬁi?d%ué%ﬁtheﬁyggoﬁ 31 YRR

comuni cating using the “Biometrics” “Scanner speci prot 0co usn ng the
" Bi omet rdas” %Wﬁﬁ@? identificyrthafiip genesatediby therweb-sife arrmmter@i byneterisexswil canner

was not re t i.f the r.obl emi i cating

with the %% |1(1:lgé’)l{1 ?@nﬁ%} at{oﬂemfﬁilﬁ"énﬁl gqfton ’inﬁa‘ﬂ nﬂﬁg €k onponent
will i mmdiraitelheyweb-Bmlv&yr @Ithé Bﬂh@ﬂﬁi&hﬂ page aﬁ&aa@zoéﬂﬁstmk@ﬁ%@esﬁga tcmfa cause of
t he conmmuni c%p " bl em The client conmponent will al so guide the user

“with theB¥§h fu lﬁgma“éﬁ lropghous e usep datéb,aespw thehinventionisratabason

probl em t diately

~term nat Sgk{eﬁeﬁ%rog%gg&%ﬁﬁgﬁtg %@gc‘%ﬁ sfen 28 tseloff ﬁ?grg%? %é%b?/grtﬁmg Whonent .
The ser vefr downivedable cox:qponerm qtike n&cimem;l Myg-ieJavhi Appletsyrpanes v | |

term nat e t server and w irect the web-browser to a

web- page‘?onip gﬁf g?gﬁfl% g%’#ewe T HE i &‘é‘bj“sﬁT“P?f&“sﬁ"é‘FFé‘faF‘?f% thes canner

was pr eswsst., THeheersibh off tthe o6 t will lbe AgihialRE S0l thet ﬁle&vaﬁﬁro%%e@llﬁw)) Al

of the comunications with the scanner is done through the vendor supplier

drivers and support software.




WO 0210131-t PCT/ SGOL1/ 00138 -20ln case of fingerprint security, the user
wll be directed to place their finger on the scanner and in other cases,
the user w || 8 directed to follow the steps provi ded basagkminobize type of
"bi onet ri‘%\,&m/?l (Ea*nnol ogy used. Wen the "bionetrics" data is successfully
obtained fromthe user in step 508, then the client conponent will identify
t he uni que physical or behavioral characteristics (step 509) and w |
convert theminto binary data. The cl.jent conmponent will use the standard
encryption nmethod and conpression (s’tlzb 510), then the processed data wil|l
be sent to the jnvention's server conponent at the server. The server
conponeriuiomaticaljy dpwaload thelatesh compopents Jdednvention's petheniisation wadule abs” dat a
sent in : und qued dentd f1er s .t -site
appl i cattlhg%rqglr %%?gﬁ%%gﬁggﬂg%ggﬁcf &it%g sé%%ﬁe%ioiﬂgﬁq%e%gﬂx?%gﬁg\é}&é\jer and

t he cli anstr @day)nsninforhativeemessage williye dispiayedisep R05) theéd therprdugss widl cl i ent
corrponergmor the server conponent will be taken as the term nation of the
process gipgedi nal i zati on procedures will be run for the processes in

the server anthet S&calideBE step"20Eisl WROIKE Bikeh Radel B i webbi®ier ah@TROT ary
areas, swap area and other oOperations ‘as required. The finalization

pr ocedurdeploymsnhofribatconponents iy madeseoninatibleder thesaunhgr Inngien BeS, all of ékesf ul

| eti f i i 1 - fl
i agr am SRt aERR Ty suii BBl PR Sonttok B e ivie P {0 ”an
el ectroni ¢ cdiroRy € 207 HsaslienDeonpnentrwitlistarcpro cessiag ke ddtn Fidstly, 5t wilbcess,

the "biometrics" data of the credit card userg nust be enrolled using the
process 4 hesheck fon existeprg ot e I Bigraptrics” peanger Ihisds dope by appmupisating ~

aut hent | ld 6 PEARES N lankial bHRIRA HCHP SindMle! ifoRRid sEhfiEL roNi C
commerce application 1s not 1llustrate ere. IS process may occur before
or aft ervender suppli¢d dnwegs.conmer ce process, based on the application design.
The basic requiyement for,this aut hgnti cngti o&fgprogess %s .t he ung@ue

i denti fier tHAENS SOIGEIGEICE SEATGPT 15 AOL PRegrith o FARUICEIS OF 1f he i Ay oblem e
credit car&bnithidiedti 'tHQhé's’_Bibrﬁ’&jiés!"%céJﬁ)@f‘b%'fth@bliéiﬂ?tohﬁﬁnéﬁt' f¥edliches” data
will be stored based on the identifier, so that during verification the

" bi onet r¢esaponeeitwill inmediatelyedisplay fiy informatingrmessager at sfep 308 slajpddedhs, in
step 601 h ent er redit card details as required by the

web- si teca&)l%e cgfttﬁérg&gut 1%%@?’5:§$’|b%rql'aut horities for the credit card. WO

02/ 0131. 1 PCTTisGNend8ddPoneal wilhalse puieake uset ovithethe aodubledtooting waps @it ed by

the web-site or credjt card aut,hentigation authorjfies and if the entered

i nf or mat ¥ tPsTETHEY Jhe jcemmypcatiog crrebleqy | | Hige  iphleAn PetFiSismibeEi AieBt y by

di spl ayi QgnddAEnt"RAB IAErediHl§ BIARRS Shd PrdcBRY BYRINCEAnRYNnE hRWERMS ithe and the

invention's role does not interfere yet. The authentication process by the

i nvent i oserer spwgonant sthe sesverrcomponent i6dizcormpeted by like dienticompenedt widl ai | s

provi ded, by. the, r.-areqvalidated. .Jhe.invent|on tigation program

Bt 1 he syBp e Fioseof PECRrSP B oSt B Kol TR ATRET e

used f or fry@rierchieivesr willtee giidsdess initiator for the invention's

aut henti cati on progr?m is the' client software CONB%P&M whi ch | s,anst al | ed
. {

and used in sHeWCERNAT the BiompHS| SrpnBerals b RTssente MsrFlishbgrmpangpt Filkheck f or
the exi sigiige @E Bhficfsich ABG! AlCHe BtAnicliBh M) thel doafier G Qos stored

for the uniqu n the process wll be termnated wth an
i nf or mat thveghelss wegpeot siupphiecddyers aftdesupparbsafivaosiponent s i ntroduced in step

604 of this ocessS. M Il .be in.formof d I b Q nents (like
Activex. P ugt ise of Sheermpnt sty ke it B SRERRLE SREPGRFTnged of ne
avai | abl ge\Welimef QU6 & DtheMtasd, e dskewilRbs dusaed infaldvaar dieps prbeideser . The
versi oning of the conponent wll be maintained so that the b- Browser will

- aut onat i based on thevisipoal tiemaetrigs 'deehnelogp ¥srsdat s .
When the "biometrics" data is successfully obtained from the user (step 210),

then the client component will identify the unique physical or behavioral characteristics

(step 211) and will convert them into binary data.



The execution of step 604 is wholly taken care of by the web-browser and

t he depl oynent of the conponents is made conpatible for the sane. In step
604, allvglf) %/Elltej privers and ot her necessary software conparpsteE/onmdsl be
downl oade¥’? ke client PC. From step 605, the client conponent will start
processing. The first will be checking for existence of the "Bionetrics"
scanner (step 605). This is done by conmunicating using the "Bionetrics"
scanner specified protocol using the "Bionetrics" scanner vendor supplied
drivers. If the "Bionetrics" scanner-das not present or connected or if
there is any problemin comunicating with the "Bionetrics" scanner by the
cli ent conponEls clienkeomporent wilbrgsdthe atanddrd en¢rypiéeti medlod and spprgssion

i nf ormat} S t | t Jse of the co ni cation
pr obl om (R a0 A RCpRLER oGk Wit B 3eon 8, LSRRGS Frgr mpREER o

t roubl esthoeérvelg steps (if any) to rectify the conmunication problem If the
probl em persists, the client W0 0210131-t -23 PCI/SGOL/ 00138 conponent

wi Il i mmedi at BreserErfiopmonent vall yatidate Qletfllﬂtadw& avhwil siags the SlipRetricsm t he
server c OfRNe i o €l i ent
conponen%%@:dg[rartﬁgﬁast%gem%eﬁ: rocess a{v e? Egﬂggﬁg?ﬂggﬁ%ﬂ’hpl g??ﬁ?‘r%gct t he
web- br ovdata basedaontiie- paigus identifiervdeat to theesemear's aniliehtitatiogunokde by fthe he

"Biometrics" scanner s..present, the client conmponent will activate the
scanner ?@?‘8?*‘06’@??1.‘3 V\?'S’B t he communications with the scanner is done

through the vaREOstes IPRIth@prodéss YLEompre. ;\@9&@&%1;8, @ ¥R compPoreAB RilPT
fingerprint security, the user wll be directed to place their finger on

t he scaniedireciitlae web-Bichdrowses éasthe tweb-pagess iginiredley e webtsitd. to f ol | ow t he
steps provide o. pg .of " Di iL.cs” C 0 ed; en the
"bi onetrics” glté’ ass’?eg)ss%%é:g(gsélél ﬁlf o%ntngétﬁbgg%ﬂr“%%lttﬁg %gg:% q%r? g’ e%legg\g, t hen
the cli ecumpmenonitibe openl Angdiztorngctioneeither biuthe eliyst coflpofiént lbe the\sereal

characteristics (step 609) and will conver heminto hinary data. The
client cEARRANERL "%hl ge Jéjégnt fe the é?ﬂ&?ifmé‘n{#)}é? inHC%t@éda&nén@HﬁB‘Pféssi on
(step 61f3ce NywilD ®e Hufl OB F $i50pidedses\nl {hetk%rv%?%filttﬂe tcpi@rg! P&RtiLARgs Server

conponen a'g the server. The server corrponent W va at_e the data sent
and wi | | cleoingaofduffiers, taoapordrp arsas tswp stea dod ather operativas emeequired.ed in t he

dat abase (step, 6%11).. The identification .of the,"bj trics’ data in the
Gat abase | s g Hhaihos, procbis ik Phubed My BoTE HicliRg Sifhe bd' |0
conpar i sQiecavsful 6epktion 0f the procesd iHuRfa0PEA FIGURE he term nated with an

informative nessage (step 612). The error status will be returned to the
appl i cati on i Rigurre3wsta Bpwedingamsqf the procgss fos paling enjolmeph ahadditionsl was

successf wl: S 1 ‘ [o ¥ [ LOR. i n the
web- si tehﬂf%?]gﬁ?tﬁ%%?%i??%ﬁg %‘%ﬂegﬁgﬁéﬁ%%gk?%“%ﬁ@ ﬁg&gcgn g%%?g&h bet ween
t he ser vthe dagtamhie for sterihg dlonjinometticsli data thmt oyl rbe alsoyusdd Soomeridfeation ei t her

by the client t.or th t, will.bhe tak th
Cer i nat e HERHGHIOD-0m A JePRic  IGF PRoRePOR! BPERIRH wENGRIOn: BUS f un f or
the procgaf@sal FinkBrise kioeipeawidl hdle i&&é&@ﬁlﬁ fhesejetbtic Betene Y@ Ficatigh Of

buffers, tenporary areas, swap area and other operations _as required. The

fi nal i zatndofacibitasesctha peeriie nes any of theicordled fingerpaintssiupag epdlieatien: during the
successful coppl ehldiftndl ik N sRAREE Podeld, 1l "B e Vily BB upon the

requirements of the web-site. The "biometrics" data will be stored in the database server
for a user identified by the unique identity in the web-site or in the real world. The
database server will reside along with the web-site so as to maintain the consistency of
the data for other web-sites stored on the same server.

The process initiator is the client software componeﬁt, which is installed and
used in step 307. Before step 307, in step 301, the user enters the required information
and the information entered is validated for the existence of the user in the web-site

(step 302). The information required by the web-site is designed and will be



WO 02/0131-t PCT/ SGOL1/ 00138 -23 Figure 7, is a flow diagram of the process
for online authentication using bionetrics in an el ectronic conmerce
transactl n ﬂ§540ther identification nmethods. For this proress)/otihae

"bi onet r X ata of the users nmust be enrolled using the process
|IIustrated in Figure 1 and 3. This process is only the authentication
process that validates the user and the actual el ectronic commerce
application is not illustrated here. {fhis process may occur before or after
the electronic connerce process based on the appllcatlon design. The basic
requi renen th| e, un| e | fier that
i's geneﬂlgpt?gleg ltettﬁ tr%% %gg CSitg H?e‘?’e eﬂ{ ‘iy’sle t he
User Narggi e 1B%ntﬁmrmﬂenuédmh pf@yada @oﬂt&ﬁdatﬁfg théeork gﬁﬁ&ssfdfehmﬂmtni he
"biometrics" data wi|l be stored based on the identifier, so that during

verificati on Enseinventinns: sythenticgionaprogram 34l chpdc fosdheiexistgnenef s i fi er .

In thisug " etalls as
required {)%Fﬁe dagb 5{}‘?,8 Jﬁ%e e%‘?eré ﬁ@%?éee%%ﬁvﬂ\i/ﬁ?%rﬁ[\hﬁ@% k"gat ed by the
web- si t énfoamnativef ntemge r(step &44). s umdommamlymm reditectthet iser 06 @sesise wi | | be
term nated i medi at el t he ssa e. . Thi rocess, i s

i mpl eme AIYESHYP %%“gg@@ha{ gli%g-@ﬁt ?%?‘boﬁbggmﬁ?fﬁ’ e fere
yet. The,fallllremgfg Li@falPr ocess by the i nvent ion's programstarts fromstep

702, after the identification details provided by the user are validated.
The inventi oﬂJrs)ramrH'@ntlomathcv uniqpe tclgnaﬁ@ras selgeted élouetheuuseréﬁcda‘tabasqemday

o1 ocess S Bt B IREm bRy heoulf T ok g WG shRE Bl (1T

sof t war gof offieonigRéntionhi N defect nﬁlba|"|bﬁﬁnaﬂéis"u&ﬁ€h | andstigp aldd4. usédie for
|nvent|on s aut hentlcatlonﬁrogramw |l check for the existence of stored

"bi onet rvedcatipn/autheptisgiiong The apthenjication mogyle willgedigedt dhe wakrbimwsgu o
i dentifi I L with an informative nmessage
(step 7é§§enr o é%ﬁ{'ﬁr@g%%ﬁ‘é‘nPgo?ﬁ@gﬁ{%@%ﬁ| n step 704 of this process
will beint HEhefldemnﬁzdr 1dumqh@ﬂnlmi@h@uﬂherpm&ht®aa(el ofitbe iwentie$, dalibage i n, Java
Applets) that w|] be conmpatible wth t he avai l a rowsers,
Wb ch |+ SeTRD THE e Rs fafgupddin sepd ot 418 pceso Wb HEBD 001 36 ¢ he
user. Thg YEWSIAMUN Rpoliéhts QRO NERIveN, | Pluben, MRivAt Apped) Shatt I(Aﬁll‘l Eehe
Web-Browser wi ||l automatically download the’| atest conmponents.

execut i cmnmlatlbheewﬂmm thesavialldilé yeb-brawsersawdials is the mpja wunmm@xr thcnd t he
depl t f 704,
ol of e dbe vERRECEER tombSnelR o GO BB o Bl A0 N B il °°

downl oatmcbma;cfahﬁdﬁmmtlﬂfé@ateﬁro@mpshaszOS the client conponent will start

rocessin The first w b
P g- ”er executrion 0 tep 307 is wholly taken care of by the web-browser and the

deployment of the components is made compatible for the same. In step 307, all the
drivers and other necessary software components will be downloaded to the client PC.

From step 308, the client component will start processing the data. Firstly, it will
be the check for existence of the "Biometrics" scanner (step 308). This is done by
communicating using the "Biometrics" scanner specified protocol using the
"Biometrics" scanner vendor supplied drivers.

If the "Biometrics" scanner was not present or connected or if there is any
problem in communicating with the "Biometrics" scanner by the client component, the
client component will immediately display an informative message at step 309 related to
the cause of the communication problem.

The client component will also guide the user with the troubleshooting steps (if

any) to rectify the communication problem. If the problem persists, the client



checking for existence of the "Bionetrics" scanner (step 705). This is done
by commruni cating using the "Bionetrics" scanner specified protocol using

t he "Bi o%ﬂi@?l‘; scanner vendor supplied drivers. |f the pdBisgmioisgs”
scanner £ present or connected or if there is any problemin

communi cating with the "Bionetrics" scanner by the client conponent, the
client conmponent will imrediately display an informative nessage at step
706 related to the cause of the co ication problem The client conponent
will also guide the user with the t roubl eshooting steps (|f any) to rectify

t he conmmuni cati.on..pr.obl | f the bl em pey si i corponent
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t hrough the vdoweversiphd EBiothetriest Sscamubr Swap Prdseistoftt wiap €310, nthe adiznof
fingerprint securLIL t he user wl irected,tog Iac theel r finger on

I
the scarfiR@IPoRRd Wilh aglivats theaicauners f %fs&)ﬁ FRunicatighs t52F IHw t he
steps pr technol ogy used. Wien the
"bi onet rqb\élgqmg ?gaﬁglegﬂcgge s?]ie\tlua%&gg?glklﬁjﬁﬁfs?gﬁ?te he user in step 708, then
the client colnmase of fingérprintcheourityythe seniwilbbe diptoyei toatlacer thbie iageoom|

h t t 9 d | | t th Th
Cl'ent - CBGHERT b R e BB G e AT BR e Bl ol "o BiBiec on
(step 71&bedéﬁﬁﬁtyﬁ€ommﬁﬁﬂﬁ@dté&hhaoyhéedbe sent to the invention's server

conponent at the server. WO 02/0131.t PCT/ SGOL/ 00138 -25The server
conponent  wi | Whea they Shiametsigs' d@atal%%mesaf\ﬂmwmn@ofmmrt@ vses i siep 311,

"bi onetr .

i denti fl%lglﬂhoega{)ﬁt %@bﬂ%ﬁ%&%ﬁ?%@?%ﬁg@&?@nﬂ@ﬁ% gg‘égﬁlx éﬂ%ocrt]een ased on

t he uni qs&plmemncfwﬂrccmeatthemmtoalblhmy dafa. t he corrparl son was not successful,
t he process v% be term natec{ an informatijve n’t?l gg&g éSte .712). The
error status g PGS coOmPRRERLY! lBsett%S@B%rﬂea‘f%ﬁlpwe Ad afid porapressipn,
further @hifns, mbi ﬂxeh,lﬁoe&ma@ WL BB SeUE GRS ﬁiveﬁnontsm%nfewefaﬁ@mﬁ atus will

be returned to the a ication in the web-site for further actions. From
steps 70Beserveril t he connectl on between the server and the client conmponent

wi |l be open...Any disconnectio he c nen he

server corrponEﬁ? )é%ivFli “HaPeERe nlé a{?%e tg‘?r(}l tﬁaﬁeflon d(;fm{i ‘%BE’ g.'ss éllild t he
finali zathi@fetpicoCaAr vith thidtlstordibinrthie databast. h&enamfﬁm offthé hlosetricet and t he
client. These incl Udl?aé(:l ea |n of buffers, ry areas, rﬁ)ﬁgrea and

ot her op¥tatipothe data B uf raeas %d o, e E‘&ﬂ?‘fbr\ eﬁpgﬁreé?ﬂtemﬁtﬁné{t %1t i oned
will al sq, 81 ChisChbtadd é@&uf *\ﬁ &&a§§ %F'becgﬁﬂinﬁieh%tﬁf {iforRaf6ES S
|IIustrate In Fl GURE 7. |gure I agr am of e process for
onl i ne amedsegk.i catl on using bi orretrl cs in an ATMtransaction. The process,
[ [ t he invention ma used by the fi jtution

whi ch |, J.r
o o ot ey I o e Stadtu g oy, ot SmiliBE e el ¢ 1 &

process, "YihRetrids Oiedriration stddd. a TRE H?:@ss‘iﬁ@lﬁ&esrﬂéﬁ{ratﬁ@ tﬁélﬁcﬁhh&QstHﬁBmﬂ t he
process illustrated in Figure and with the ATM card number as the

uni que | EBiRving ge (WpmpEies) Jata f-mns ﬂm seasner (stepol6), emsatingdafafrore 4he on
I t t
Pl P ust r ARt RE Qe 173 Endtofing Bitbobiifeiib By ABY 2P0 1 E0C T © ™

transacti on, Aﬂsedteprﬁlshtheaiatal Iscsatm tonthelessnvgln Thehserveawilt vahdajle thendata f or

this authenti at 0 qu td.fier.t rated or
-entered ¥ ?Wiwﬂi ép‘ﬁlﬁqg‘ﬂm éaé?@ 8%] l?rﬁ‘g RIpmgiSs h%"é‘?‘n g’gl?g%an be
the ATM g@aquﬁgg‘%ﬁﬁ@&loﬁny other unique identifier, and the "bionetrics"
data will be stored based on the identifier, so that durin verification
“the "bi omet ri Fom ciiens 3Q7 40 S99sticceqnuigction hotvere thelcserver jaad. the lsnd2/ U131
PCT/ S&01 i I i t TM card
and ent eéoggql enb%’ﬁll Lgoé% zct}ln dggﬁn%%F the]{]%lusf 93,’.(@‘% c‘%C%hr?to E‘?ng ?Jnef%r?vrfcg\tl on
will be Mahpéi&hemnﬁnﬁelﬂak&mas ah¢ aeanﬁnaﬁndmrotfrahe oprocess remtl tiel fielalizakien pr ocess
will be termnated i mredi ately by displaying the nmessage. This process my
be inplenented earlier, and the invention's role does not interfere yet.
The authentication process by' the invention's programstarts from step
802, after the identification details provided by the user are validated.
The invention's authentication programat the server is activated by

provi ding the unique identifier that will be used for verification.




The process initiator for the invention's authentication programis the
client software conponent, which is installed and used in step 804. The
invention' s aguthentication programw || check for the exigti®aefssst ored
"bi oret r &Yt (step 802). If no data was stored for the unique
identifier, then the process wll be termnated with an informative nessage
(step 803). The client conponents introduced in step 804 of this process,
will be in formof downl oadable conpglgent s that are automatically

downl oaded to the client (ATM if the“Conponent does not exists or if

outdated. In step 804, all the drivers and other necessary software
conponerittcsgures WHl Govw Serate nrecesses iy theerveraaintiag eliengoBhesenaclufi¢ ent

| ; . . ) . . th
cxi ot oncdeiioeqf B, GhBGREFhRk, sl olch ol oty SrchRicRIBEARGL 0T "¢
communi cat i ngThss finglizatien ‘pRicodwe rhiecsit mendionad wilp elsof beeekeputet aivding Uké Ng t he

"Bi onetrics" anner .vendor suppl.j,e ri.v f_ the "Bionetrics" scanner
was not PIES cm&gﬁmgﬁﬁgamg?&il*lugwquénﬁé Ybroblemin communi cat i ng
with the "Bi d §S1s 8 TR AagPin LdTethe | predtss FATBRARRMerifidaBof lof @dre€ 0MPONENT

wi 'l inrediately display an informative nessage at step 806 related to the
cause of "ti¢ractsiefrdata oneR existrereliad uspeing Wénditeconponent wi |l | al so gui de

the user wit e e i E i ) ectihfy the

comuni cat i o}r:ﬁbr o%%&elﬁ# ltfﬁ{z)ﬁgstsp?sgbﬁ?%agr?egbglI s’%@y \{a%}g ‘gqpf”é‘flfpg u%%ﬁg%ent wil |
i medi at ehyiréméns ofthe webaitpr Tiee Heohptrick"staewidiciel sigted ik idatabas® seher ser ver
conponent. The server cogBone_nt, upon di sconnecti on bé@tshe client conponent

WO 02/ 01@1 a. yspr peeptifiedh by ghe ymiape | identity 4p the web-pite pr dn thesreal world. deever and
wi L redjngeke Eé}%%@r@éi&éﬂ'a‘ﬁg%%ﬂﬂﬁm%&b%%o ak E&@aﬁéﬁﬁ l?tlnée E&ﬁlsﬁ?e%%%' | be

guided. Tt the "Bronetrics’ anner was present, C conponent wi ||
act i vat ethe ldetafonother webssitep s@ped) on thelsamé sérbe. conmruni cations with scanner is

done t hrough e vendor.suppligr drivers and support ,sqoftware n case of
finger pr it s oG praeges rifietdts 166, cipon bRy e e i s Raehed fadar - on
the scanp@y ifResp 408. BEORS steR 364 in lshP 409 theWistd enlt@s e8GR forfndlibpW t he
steps provided based on the type of "bionetrics" technol ogy used. Wen the

" bi omet r#mkthe infpramationsoteeaskis validajedofor Hlerpxistemeo ol thpasay de the) webssitspTBOS, t hen

the cliept. ¢ L W g t i [ . ' iogal

char act o fEABR gty gt SRE: s UG Ry B B BT
client csitgpbynahé adiidisted® o ¢hes vabaite chndnthe ywpdb-site will balll thednwentips'essi on
(step 810 t hen t he profcessed .data will be sfent”]g the invention's server

conpo _nen?‘zt%‘fm‘tcﬁ*émb@P%@F‘. OF ARHIVEURE e OBRIBERSHOL SIPmenly i date the data sent
and will conpgpe ]i_lg_\})ﬁﬁtiﬁﬁéqﬁuﬂagitﬁgﬁéﬁ 'pfo':gra.rga‘%lﬁ Welih f8hAE IRERE JfedrBE

dat abase (step 8 . The identification of the "bionetrics" data in the
dat abase"hiemeinies” dris &tiepotD2) i nordatpiwas stered; thier thespracess myitlibgl teryningtéd t he

conparis S t ccesst process will be termnated with an
i nf or mat %g\éﬁé'gggﬁ%fv%ﬁeggagﬁ%? E&ﬁé error status will be returned to the
appl i cation tUpbn sedifi@ton e unigas idaifisr BRukeheRd ifoat theruserogitadtse and

sent to the server authentication module. The unique identifier is the basic requirement

e~

for the invention to select the "biometrics" data and is also wused for
verification/authentication. The authentication module will redirect the web-browser to
the enrollment page from where step 404 processing starts.

The identifier is unique throughout the user database of the invention's database
server. The client components introduced in step 404 of this process, will be in the form
of downloadable components (like ActiveX, Plug-in, Java Applets) that will be
compatible with all the available web-browsers, which is the main user-interface for the
user. The versioning of the component will be maintained so that the Web-Browser will

automatically download the latest components.



I f the conparison was successful, the success status will be returned to
the application that called the invention's authentication program for
further i From steps 805 to 811, the connection be erver
and the 2?&%@?5%%nponent wi |l be open. Any disconnection 3??&@?”@@3§he
client conmponent or the server conponent will be taken as the term nation
of the process and the finalization procedures will be run for the
processes in the server and the client. These include clearing of buffers,
tenporary areas, swap area and ot her dferations as required. The
finalization procedure herein nentioned will also be executed during the

, successful Comﬂrhgr.akéuaﬁaﬁ me?omg%wohyqa&ehwbm&wlﬁwm Bh@'hé 9. 1
a flow diagram of the process for online authentitcation using bronetrics
and usi ngdepleyment e thereompanentis dmade coropatible foe the shime. Imstemd04) mllof the\D

02/0131.1,-.28 PCI/ SG01/ 00138 gut hentication.seryer wll be cgnn ed to the
Uit ormet - SiifEts ARd oQDEY fopssa Rt compPRR S deiimichded g SBAREC, Tt Snog

to inplenment t j 5 Othe Sl éb?rf]ﬁo‘n ty ingMMhe& Brefilill bk their
aut henti cati onhgor%?eéggﬂsbﬂlte%geﬁve ti gﬁ-@?ﬁ@%ﬁ?@%@er veirl bl‘:_ﬁéé
connect i vcheckingt foreexistanceThof rthe JBiemetries)- s¢annera(stept H85) riltdntis alone by

aut hentication server nma e through thhe open network |ike.the Internet or
2Local  aPemRBRRiNE uiee the  BICHERGRN soRtEr  Frecitflo ueiSeol, fsinepitBren 1 i oo
data. of t'B%Mbﬁ%@sé&'ﬁéer&‘%ﬁ?]‘iﬂhﬂ%fsﬂQ the process illustrated in Figure
1 and 3 using the unique identitier generated and sent by the application

at the third- plf the /Biometrics” stnner pap ot prasentoor] sonntesedor K there i Aryn
process that,validates the us nglL.t he, actual appljication i s no

P et s at SipbieHR it Egthinlcind b GO BibnerRE' ity e Bt Bowpolitl the
appl i cati @Rierit tohipenéti witl- ipdnddiatel§ Rispldyean Biforamtive Meashgt @0k telatedUEthe ON' S

aut hentication based on the requirenent. The basic requirenment for this
aut hent i caausonfﬂ:ecwam,lm%@onp@hm.que identifier that is generated or

t d by th . d the "bi. trics", dat i | b d,. th
Caent 1 or, " oo THE Siedtompgins Sl A guide thh 254 it dbe oubleodiing FEREAED ' "
sel ected ajydo {Retfy IO icbinffunichiiod 'HroblBh0APShe hifbRECHeARL, hBCcliser

enters the 1'dentifiCation information in the third-party web-site as

requi r ed. componant ovilldimmédiatelyt teuminafe| the [proceas by adisnonnecting iifself [feonether ed
informatigon i s not v lLl'ﬂ t he process wll .be term %ﬁéﬁdﬁf}imdi ately by

di spl ayi néel?'FFecmgie. érﬁ?ré’erp §§mo’f’p%‘?‘ﬁ?§f‘?c|‘|‘§nt § Wﬁﬁ‘f’?%‘??n nt er ed
i's i npl engAl f&indndty tHeYprédeSs tfthé Skriddahd Wil RedirebtGthe WEB-bAsWRE!d Wel-page, Pr ocess

by the invention's programstarts fromstep 802, after the identification
det ai | s pifom wherethe vieewilkbe guided.val i dat ed. The invention's authentication

W IT be used 18 DoamipBrEF it e Rt i tnt bt il BIPHS BED- o1t e
wi Il be |isedfiner {step 967)2 WiheNihieCtinriniCetions iwithythe @8arneE IS déhe! theoughlthér owser
to the authentication page on ' the authentication server. The process

i nitiator veadorshppliendevers and support seffwareat i on programis the client software
conponent, whigh IS i alle d din.s 904, 02/ 0 .1 -29

oo S 001 05 e o ietaE s ¢ el mﬁ%grdbfgﬁg%‘ﬁ??e G hrton s

exi st ence thd séahfiéroghd, Bl O1HeF Edses thelaser wWilltlRPdiIRBR - to [fbll6W thkrétapsmrovidedr ed for
the unique identifier, then the @rocess wll be termnated wmth an

i nf or mat i \besedeansthe &ypeof Ehiometzics” tephnologyarsed.conponent s i ntroduced in step

904 of this pr SS W | R e f f I I t hat are
automatical l'y 3&6’?‘" @gdéwn?egnﬁ%éfa@§g§§c%sM?%@m?¢ﬂ? ﬁ‘ﬁgﬁﬁ%@fﬁgﬁ @%Stés not
exi st or ithenOé ¢RéRGompbnéiit N1l Mehtifyathe uhii@e Physic or Behdviokdl ShardQensiRar y
sof tware conponents wi [l be downl oaded to the client PC
(step 409) and will convert them into binary data.
The client component will use the standard encryption method and compression
(step 410), then the processed data will be sent to the invention's server component at
the server.
The server component will validate the data sent and will compare the sent

"biometrics” data with that stored in the database (step 411). The identification of the



From step 805 the client conponent will start processing. The first will be
checking for existence of the "Bionetrics" scanner (step 905). This is done
by conmuni cat i ng, using the "Bionetrics" scanner specifiepqrstr@o®eissusi ng
the "Bi oM Y¥¥U2&™ scanner vendor supplied drivers. If the "Bionetrics"
scanner was not present or connected or if there is any problemin

comuni cating with the "Bionetrics" scanner by the client conponent, the
client conmponent will imrediately di jBI ay an informative nmessage 906
related to the cause of the communi cation problem The client conponent

will also guide the user with the troubl eshooting steps (if _ea_rlyzbbto rectify
the conmibinreefirYflats inghe database e dong basedan Herumapeddentifier sentdwitially FHonent
will i mgd 'céﬁlghgfsohﬁiﬁég B shedebduP &Rech%éesgmﬂ'b%g&%ﬁ&&d Yh éns%érp{?h%“ the
server conponent. € server coffponent, upon di sconnectron by e client
conponenmessagd (stepr4iliZhclte drive sfatos eils barettuned setheapphcationdih lthe edbsiget t he
web- browser. to a web-page, fromwhere the user will be guided. If the

" Bi onet rict SrtheragioBs: was present, the client component will activate the
scanner (st epfAQd)comPadsonl whiSueQEIUNItRALhQRES Wathd wiflahd edtwined 49NRe t hr ough
the vendor supplier drivers and support software. |In case of fingerprint
secur i t yapplingiansior theiweb-siie for fatherdctionspFaae stepei4P5 fto ridé rthe gommstigw anner

and, in gother gcases, t r will be di.nected tp faollowthe ste provi ded
based onbaeen BRaeer e ne MomnoBy 138\ Fen oy Giesiietdh SfnEbBy P oo
data. i sthsugesssdnidnentoditthe Betef comMpbitat Wele be itikent81thd W&mihdiRA dffthe Cl i ent
conponent will identify the unigue physical or_ behavioral characteristics
(step oompcessdandithe finalization progeduenvall be mun fordhe arocessppimthesenver and

PCT/ SGD 0 - jC. ' tion

met hod ;.éll %%ﬁ%r’%%g?gﬁ dgt%l%mg%??%tﬁﬁ%ﬁ%iﬁepog%gc%%gb eVglglSigéa\(jlxna'l?trQ’fpépsent to
t he i nveoypdrativns aserquized. conponent at the server. The server conponent will

validate the data sent. and will conpare the sent "hionetrjcs: data with
Uhat “otored | At REsGraton JReSpiup JiFToR fyentiRe PR gbipric coted ghuipiche "

" bi onet r {ie3essHAbAmpRISASE HabrRASCIILSAMNR FIGERE £n the unique identifier
sent initial Ip. I f”the conparison was not successful, the process wll be

t er mi nat ed wi FigueenS,iing Slomwpdingrameliha geocesst fep omling)enrotimendof Gbiogtetrioss wi | | be
returned,to.t | i jon that called the invention's authentication
program dqt?f?rh%ge‘?gg;grgﬁﬁéﬂ&n was successful, the success status will be
returned to tiThe agpblimeiti procés’atis caardedll thue may eviry odépendingheapén cthéi on
program for further actions. From steps d905 o 911 connecti on between

.the
the ser visAUisFaCRtpal e Mehsitecisorrpmetiiey | dapevilsstoragh jn theBiARecEreh e t her
by the cljeng o YRRAIEEN by Qe ttﬁglu%eiﬁ&?c{ty GRTROPEHkitWol lin 96 Lk GRS Thoe
term nation o? t he procgss and the finalization procedures will be run for
t he pr ocdaalese iservethwillsreside loag dvithh thecvébesite. so s de aintaindble consistgncy @f of
buffers, ,t ary areas, swap, area and other operations as required. The
finali zamemﬁg%ﬁﬁvé)'ﬂ@&oﬁm CSABESH'TT al so be executed during the
successful cofh¢ ?Ed}c@i% iitiatdreis Ahe Gliest ddftwasd tahpsheht) WHi6RREidtallbd aude 10, is
a flow diagram of the process for online authenticatign usiggqbi onetrics in

an | nt er eed ipa#aei HYY- Betresstep PBh. inrdep $04, sheissr enfers aredit easfl opiarmatien data of
Lhe USer SndTi!eniied Miftdaftn 5 LAANCWRAMGE SRt batd dalidtaSt! 1R dreditbfg L and 3

based on ank' s unique i de Ier prov elr custoner. The
web- si t einfiermeition aadyl vty dépenting Upenkhsreqeivemertt of theaweli-site o1 type ef ciedié

customer t o_banki ng. transactj.qQn_onli ne, o.cal.led."lniernet banking."
This pr oE"’égsti@edﬁ‘%é‘ff“ Beh 18{:‘5‘?&5?1“5?3’2‘@’% t?rﬁﬁ{‘a%%le PRlY1Rg, 80 yser .
The act UglfolntiRE Aissda@ (didpsnagppl i cation is not illustrated here. This
process may occur before’or after the Internet banking process, based on

-the appl i cati htheeinfoymatiqmds lyaliflc theeergflit cawh# 9oyt pther aniqvenidertifier on

process | i i LLier.: i 0 : - e user.
nchis (Soubafed o WG bt i By AR RIS Al icRls sl D V52
“used as fdrectichtinigithé ere pobessioffentdiinmaet ri cs” data will be stored WO
02/0131 -31 PCTI S&01 / QU 138 based on identifier, so that during
verification the "bionetrics" data is also selected using the identifier.




In this process, in step 1001, the user enters the identification details
as required by the web-site. The entered information will be validated by
the web-site and, if the entered information is not vali geridiRipinsess wl |
be terniﬂgkgﬂ"?ﬁhediately by displaying the nessage. This process is

i npl emented by the web-site. The invention's role does not interfere yet.
The aut hentication process by the invention's programstarts fromstep
1002, after the identification details provided by the user are validated.
The invention's authentication prograffrat the server is activated by
providing the unique identifier that will be used for verification. The
process i ni t i Hieomveniior'seuthentisatioro programu twill nthiedka forothe paximteramoif stdrée ¢l i ent

sof t war e,,conpanen ich, s installed and used in step.1004. The

i nventio l%rggtﬂ%e‘iﬁt?'\é\(gta%nbﬁ’w&?mdﬂal qmséshéﬁefp &‘Srpr'P‘heés g‘ﬁ{ﬁg’f:gﬂ&én%?d st or ed
" bi onet rwih an dEb@ndtivb afesddPe2) . If no data was stored for the unique
,identifier, then the process will be termnated wwth an informative

nmessage (st epltheoigentifierya upigue throvghepbihe yser dagrbatsgeicthel invententsdatapse of t hi s
. \ . yex.
B gt n, Yyt B it dfioplicis BrrotE AUGHIR FARIPRAS WA BE R AEDAET |

web- br owsfe dewnlvhadatile i conifonenmi (hikesactivelk, ePligdr Tora WApplets) ethat WHR ber si oni ng
of the conponent wll be intai ned so that .the web-browser wl|l

OUt et - SO snith oL 45 p e Sieb T e Il 1 UM inosay PGt sl 1004 i s
whol |yt ade@MTHeAefsidhing BLMHSRBHPOANE Hill B thaliiSinSe R AUrBRtwel-BtfiRerfipONENt s

is made conpatible for the same. In step 1004, all of the drivers and ot her
necessar yuteméticslly downlnad teslatestonmpopentsiown| oaded to the client PC. From
step 1005, the client. ¢ nept, Wi Ll start processin he firs ill be
checking for ﬁ\eee Wé?%??g%?eé’f gti"hés M&o@%c © §¥§hﬁ&’pbi%§?‘@??r fﬁé%‘\é This is
done by @&piauiing of tHeCousiongnts Remadl eompatiblesfor SRAARRY [I5§ES 504,04 JnRé ocol

using the "Bionetrics" scanner vendor supplied drivers. |If the "Bionetrics"
scanner Waersdd ghaseessyy seEwaEcorporints wilt bedawnleadgd fo heshiprBG. n

communi cat i NgpW\ " By I &S 1]e , the
W0 02/ 01a1. ¢ rigig g@ﬁ@&%@%ﬁ%‘@ @ﬁpgﬁ%ﬁﬁgﬁfpgﬁérér%es%b-i ?Ti’r%g‘?mg%i spl ay
an i nf or checking foe dlxagas@hce bé phel OBidmetricat acarer (diep A% ahid ist dene by

conmmuni cation problem Th cI"@Bent gonponent wi | Igal smui(ge the user with
the troutESHY SNy ‘ésf%sﬁ’(’if BYSUIeDH  SEADEE y SRERICE o PRUAFR a8 Dbl em | f
t he pr obtgigReIcs" ﬁaﬁnert\}gﬁd&lgu? tedi@ivBRNENt Wi ll immediately termnate the
process by disconnecting itse fromthe server conponent. The server
conponent , uplnthei"Biemeisics’| seanhgr WA nel present cngsomested owiif thereimamat e t he
process e. ser . | e, . toh r t -page, from
where th OB%(E} T ﬂn?{‘%%négég}%}g\é\%lgt ﬁ[ef %tl{)fglg%é o%ea@fe?gg "tﬁé\%lz%ﬁ é’?’“ﬁ%‘ﬁ&g rtgége nt, the
client colignocempontdnk wilh dinnvaliztely iisplayaamnimforfraatiep nid3hgn . 508k ¢lartl tbhke

comuni cations with the scann% i s done through the vendor supplier drivers
and suppﬁ‘{seggtﬁ‘?m““’r%“e&?@ fingerprint security, the user will be

directed to pTREEldiebipbhdhd Hill Alko (Rl TRANRL Wi @le doabfa&my%ﬁngeéﬁsngt he user
will be directed to fol Powthe steps provi ded based on the type o

"bi onmet r " to @gediiip| @gycm@mﬁcaﬁon problem. If the problem persists, the client
component will immediately terminate the process by disconnecting itself from the

server component. The server component, upon disconnection by the client component
will terminate the process at the server and will redirect the web-browser to a web-page,
from where the user will be guided.

If the "Biometrics" scanner was present, the client component will activate the
scanner (step 507). All of the communications with the scanner is done through the

vendor supplier drivers and support software.



When the "bionetrics" data is successfully obtained fromthe user in step
1008, then the client conponent will identify the unique physical or
behavioral characteristics (step 1009) and will convert tdegmdodfofisRi nary
data. Th®Q¥¥At conponent will use the standard encryption method and
conpression (step 1010), then the processed data will be sent to the

i nvention's server conponent at the server. The server conponent wll
val i date the data sent and w || conp? e the sent "bionetrics" data with the
one stored in the database (step 101 5’ The identification of the

"bi onmetrics” data ip.the database i s done, d on th uni que identifier
sent initial I%.c25% Ofﬁ%g%%%}a%@% Rlﬁaélsﬂo‘t’ﬂ hFc& %C}?éh?}F %@5@5(’% Il be

ter m natgd inhby A IDb@EMBideY ShIRSSAGE S Hﬁ@cté@?ogfollfowh%w QlorViddd!s Wil

be retained to the application in the web-site er a tlons If the
conpar i %mmmsmwaﬁé‘bmemmtm@e@suwdat us will be retur ned to the

the. connect i OnBb MR doRHECS ot rESIRAT bl SR ThGLTE ToeP 308 open.
Any di schéndetcliont @uﬁﬂmemhynnt identiF) uwum@vm@@mt orMehiierab gHav:RterizAgPONENt

will be taken as the termination of the process and the finalization
pr ocedur(@igp #P9) angavill gonyest thepeintrbinay dald. i n the server and WO 02/ 0131 - 33

PCT/ SGOL/ 00138, .t T, i HelEr or ary
areas, swap gﬁlea&%ﬁg& l?pnr toag?gelt@%st as (?é uf étﬂ% IB%IHQ&% q?n%rg

pr oc edur(etcp &116), therethiei pmmisad ddta ailk be bent dx ehmhwdntdmfg segyel bmlpme asf ul

conpl etitgn of the process illustrated in FIGURE 10. Figure 11, is a flow

di agram # S§'K&- process for online authentication in software applications.
For thi s proChmSsertelBomBb e will validaioind dala LPatiSRiloM the BomBiRL ed. using

the process il trated in Figure 1 and 3 base e unique 1dentifier
used f ordataisemt inf the dgtabaserbasédon the uamnb idemtifionsenThy &epmbe:e’@sapphca@nhy t he

aut hent i at| at valld user ct uaI a ication is
ot 1 11 JSBsisRA S S TR opBiid Befilorhific P and BB pbiPmoBBBi ¥Rl o ng
aut hent i adpeANARY QikEsecticibEithe By tHeRligRiYongahbm or d:!%sdegﬂér c&b;%&aswm

requirenent for this authentication process is the unique jdentifier that

is generb&tte@w the teamingtigy of the nyeeess andthe ﬁp@llaag%pmp?@ressw kequader ¢ he
User r e

bt oot 1 roegars T A befer ahB i Alnb ATHE AR Lo BPhutS e lC | g
veri fi catreaspswdpeartbamhether apstatidnt & n:q;mmldso sel ected using the identifier.
In this proc 110l ser ent tific t n .details as
required by ?ﬂée QB%}ZP@%‘EPB‘?‘Fedq‘ﬁ R 514 #Bﬁhﬁ'&f) ‘WGF‘I‘ “{}EW et ed by
the app'du@@ésbfﬁﬂcor?ﬂ@tlbﬁ oft the pRictRiBshtiaftion FRGURR 5.5 not valid, the process
wll be term nat i mredi ately by displ aying the messaa@ Th| S process is
i npl ement ed Bigeteebajsppi Bew i dirgramnef theepioncasnior gmline raythentestion using nt er f er e
yet. Th gramstarts from step
1102, af I%L’?ﬁe |%§%\l%‘|9}rb|&’r °ﬁ‘§‘?\‘§‘8§%‘%‘y@§“dﬁ‘&\é§. @Q%rﬁu?%g user are validated.
The inventi och& thistpteduss, ahd I'siomptriog/t daw af tﬁe@ecﬁemaneusarsmetthe/atremecby

provi di ng,the uni que.identjfier that be used for verification. The
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This process is only the authentication process that validates the user and the

actual electronic commerce application is not illustrated here. This process may occur
before or after the electronic commerce process, based on the application design.

The basic requirement for this authentication process is the unique identifier that
is generated or entered by the user. In this case, the credit card number may be used as
the identifier and the "biometrics" data will be stored based on the identifier, so that
during verification the "biometrics" data is selected using the identifier.

In this process, in step 601, the user enters the credit card details as required by

the web-site or other authentication authorities for the credit card.
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If the "Biometrics" scanner was not present or connected or if there is any
problem in communicating with the "Biometrics" scanner by the client component, the
client component will immediately display an informative message at siep 606 related to
the cause of the communication problem.

The client component will also guide the user with the troubleshooting steps (if

any) to rectify the communication problem. If the problem persists, the client



The finalization procedure herein nmentioned wll also be executed during
the successful conpletion of the process illustrated in FIGURE 11. The

i nvent i O&'&r@ﬁ 94t hus described, it will be obvious that tgeg/scaaeoney be
varied i '{Jbvays. Such variations are not to be regarded as a departure
fromthe spirit and scope of the invention, and all such nodifications as
woul d be obvious to one skilled in the art are intended to be included

wi thin the scope of the follow ng cl_?i,[ns. WO 02/U131.1 -3 6 What is
clainmed is: PCT/SA11/UO 138 1. A secClrity systemfor electronic conmerce
for verifying the authenticity of a user conprising: a server
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aut hent i Gisty oR thePy PSS bibindi i TR HnbIdgH hggm 1, wherein the bionetrics data
is selected fromonhe or nore of the group consisting of a finger print of
one or nore fWhgerthe Gfiometeics/'sdata isasysa¢ssfublyiabtainsd fréme the user imstepr608, scan of
the user, a,retina scan of the user, and any ot her .opti.cally disti.ngui shabl e
par anet ehef e gisAfeahe wileathy i W REainieh s 8BhviSH EetRHES o
verifyi r@tetprmgpgﬁmﬁmédﬁivérymfn iato biHa§TdafS clainmed in claiml1, wherein a
plurality of sources of bionetric data of a single user is used to
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aut hent i thatserver.program in a web-server at a website of a web service

provi der; do oadi ng and installi a client software conponent at a
Ror kst at | on ofbs AEVES RIS ihPHAPE 45 (88, B aid YL PO B Pbgr am
Wi th exi &fibRerid®OdaR ithCRE 1088 Stotd Th HR&iaMBRseS@lcy A18). PIRVIdE ficatiGE B VI NG

existing security paraneters entered by the user; activating a bionetric
scanner the "bigaetiigsy dathar thetdatabaseiis dorsf basedpwthetniqus identifer sentiinitiallyonver t

t he bi on%t,%' ' j I, Q. , ] E!'P enc [ t he
digital ‘da %gﬁ%dr}rggigrdép %(lﬁc?rq%t’ ci’ ggczsnrg%ers gwﬁ?éﬁ%m gFggg Fh% icg:%orqr’%lraggesed and
encr ypt estestaga (step 619, Wabers@r stans wild bp actiumgd td theeappligapiordn diad webwsitdr dat a

stored i ?‘Hﬂ?t abase; and sendi ng status codes of conparison, if conparison
is succe@’é 1er AgfIQNe web

If the comparison was successful, the success status will be returned to the

application in the web-site for further actions. From steps 605 to 611, the connection
between the server and the client component will be open. Any disconnection either by
the client component or the server component will be taken as the termination of the
process and the finalization procedures will be run for the processes in the server and
the client. These include clearing of buffers, temporary areas, swap area and other
operations as required.

The finalization procedure herein mentioned will also be executed during the

successful completion of the process illustrated in FIGURE 6.
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aut hent i cat e Figutej deit pffjowfdipgramyebthe pmepss. g vonhinr agkenticatipn, psing

he” oSG Ptfohis fptslod N Aol S iosfguion ettt

"#% e. | ~\WeyG For this process, the "biometrics" data of the users must be enrolled using the

] cav] ca) BRPTRTEA ERpES] 0 K2 caf catfca b oo caleadealerales
V96CGYsVz" W wipiGy raf&%]scadlf%g ahaa&ﬁaha@g%kaa&xaa]aa%aahﬁ%@]aa?]tﬁaUl ca ca]

cal] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]calca] ca]calca!l. % (((Q))3*~

* % x Pt] ++actugt e]qwtrnme%umqreapmd]cgaqm &) o [ildesprotel] dwte: Alhdhproagss a?aya@@@] ca] ca] ca

oot 10 Bl IS BB R bR e C LR Conptiton e i ca cof ca

ca] ca] ca] ca] crhebdsieq a:}&ﬁe}rﬁabxctm:mﬂieﬁadamb pRicessd} arl wiqwalienifiss ks 444- 5556

66Q: i ;; <<<>=q ::::F>>>>7b999

Azupkf a\ wPera]eéaqr@a]eé%f] %F&a]sea]lea]@ speafhedisenguas) @aMS@aN@anQQ] f@a] ca] cal c

et e e A A PR A o PP

a] ca] ca] baspd ahdkd jdentifiar] smihab g edrifwhtia] tha|'dboheajesa daa]is alskk&e86d STTTUOUU
Uuuu_° #hxbbg8ccc2dvddf df { vql gb] Xca] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
] ca] ca] c‘é"]”&%l?‘é @HYBPLa] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! df f f Dg
gghvhhhhi pi | i h&uﬁd hio&Q8 SRR I Y fisel eatbis tho Rl A c5Eidh ldelis a4 faliead caUl ca] ¢
a] ca] ca] ca] ca] caJ ca] ca] ca] ca] caJ ca] ca] ca] ca] ca] ca] calU] ca] ca] ca] ca] ca] ca] ca]
ca] ca! WWW‘WSZZZZ{{{{{ ||| @}}&~~~Z>| wnhc”Yca]]] ca] ca] ca]ca] ca]ca]c

ch] cal {0  ONEeEGAARREAL] ifith] CAMARN R, 62 1AL AR Sy GEMEANE T O] OF)
ca] gg] E ?i[l)faiﬁrz?bﬁ?(d ﬁﬁ ‘]zmijdi:eﬂd% pra}b«sa]mﬂ]bcafma?m% ﬁmhedx]m]@w }Wﬁ%splaymg]the] l cal
;0 wr mhc2Yca] ] ] ca] calca] cal calca] calca a] ca] ca] ca].ca]ca] ca]ca]c
a] ca] ca] B¥FREY- cﬁ]%a]oea?eaf@alrw]fe%&a]ecm a}f‘cawdrsg]s%wn@on m(i% fossIngh] Xca] ] ca
LfJ]aL;ﬂ:; rf ]’%ta] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] calU] ca] ca]ca
] ca] ca] ca] ca] The arthamieaiim ﬁtlowwbmme\hwmt]optsa]f@g]mas}mﬁ]ﬁm]l stp J8.cadleca] cal cal
. L1 e/
04 05| witndepLRpRicee BRSSP 23] B Brcd %a@@%%ﬁ BC A ERB8F ca] cal ¢
a] ca] ca] @ﬁh@xﬂic@ﬁdrpﬁﬂoﬁﬁﬂaﬂ $a)sefkER] dbﬁ]/étéd B ﬁM@\% identifier that

[ | wnhc”Yca]]] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca ca] cal]ca] ca]ca]ca]ca]ca]c
a] ca] ca] t"éld’%ﬁ] edfpreridigpien ca) cal cal ca! & +Y8a~x}} xsnhc"Yca] ]]ca]ca]callcalc
2] cal cal cal 5 1B RS D LG NG s Ay Al Rl oy B Bl Oy o
ca] ca] cajafayarabaapamht Whic} sdhdalledahd ajeddhsepG@}.ca] ca] ca] ca] caI nJ FQ6;J\R
e eal ) cal col cal cal cal.cal sal ool cal ol sal eal eal.oaligadl o galg= o o)
WC1} D8\ O%wﬁxem%'xaah](]ae]) 7ot aihe aagahaa bisrlcRl ¢ aﬂhﬁaldéahﬁal qahqak ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] cal call ca]ca]caJca]ca!D Z

] ("v: | w prespssod]lbedenmingt }«@tb]aeat]f@ap@ta]ec@qsmp&ama%a] ca] ca] ca] ca] ca] ca] ca]

gg][ r\?v]r (riﬁ!: ’? ?/1: ;?ﬁ ‘fi&]c?%h? n?ahf%g%l% g’%@ ZP ﬁ\kc S 3 b]ec afhc affc alcalcalc

a] ca] {:a] Og]wm@daﬂbc@mﬂmiscﬂmam&?m' Rlug-in, Java Applets) that will be
prire #E #it 9 &n AYCe ca cac ajcalcalc
a] ca] ca] E%E]“Eﬁ} a’ﬁc %WPE%I A \A%’é’]‘”é%‘]sca}“]eg %‘fc‘%}"ﬁ&ﬁ léf]gi%fég] c!a' ]
X *Dk**#_'_ ++

, ((%;/)) ) nﬁv222;22333w55566V8{ vgl gb] Xca] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]c
aU] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! V89<9?9] 999
D I

;5 <<>?333wb5566V8{ vql gb] Xca] ] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca]ca] ca] ca]ca] ca]ca]cal]ca]calca "#%iK, -
10% u& ()-5ML0% u& ()-310% u& ()-M ML0% u& ()- 10% u& ()- !
4100/?&4()1 _10% u& () ewa?, -

A NN SOl 7N NA NN Ol N 1 Ml AN ST N 1 /Al AP YZ OV £\ 1 £ A A N7 — — 0




aB7 10-u<10% u& ()- S

10% Y& ()-! &4 10% u- u& () - &4!10% & () - &&3! 10% u&' ()-) 9! 10% u&' () -

=nN Y109%& () . £10%& ()- " & 10%& ()-!910%& ()-F 10% & pOrischdfds () - 10-u
10-ub

VaBmiV Y109%&! 10% & () - #ML0% & () -| & 10% & () - 10%& ()-!, 9! 10%z& () -
C10%& ()->WOr<nN/ 1 32&10% r& ()- !&3.!1109MN& ()- &3.110% & ()-

I X&3.1109%&' ()- , & 10% & ()-*: 10% & (& 93456CG- @F 1090& ()-10%& ()- 10z
10z 10z97! 10%&' ()-'F&6&10%1h& ()-94%10% & ()-Crs_@ @ LMLOYA& ()-

1 S9! 1099 T& () -sS9! 109 @& I%ﬁr

&8109& (the aesgThayugrgiopygiof anrwmzwﬁbe@wlﬁ@@eﬂcm@et)twwm&w@

| FLI0%GIG, 3@@{%%@%&’%@%&&&@%& ()-"w uj_@ 10%& ()- 10T 10T

't 396&109%& ()TFieddubO8tion ¢f) stefs704 & widl1ken 8ar¢ of by &heé Webdir¢yset 'akd BRE#8&' () -/ !

Yooy aa it o B sopenes S aadspmel e o B GoiatJon 704 095 - smmis

&&&L Opjt@v!eﬂsoaﬁ& okter #3054 s&ﬂwérk%omﬁéhﬁts(&ﬂllaé db@ioddkd to the client PC,
ss! 10°/<zz& ()-Yss! 109 1000 r i((dEl@I 100/68100/& () 9: 109%&' () -

109%&' () - ! 10%&om) stgwﬂ@&&ﬂ(e) clignt component will start processing. The first will be

i%ﬁ () - Toy iy o Bl Bidhonte Dbelnd oo 100 T2 s v‘%e/@yo Lve: 10

=~
.I‘

&l ()WWO }%Lati?@( AR /thk( fﬁm&% (ﬁt;anngrlés/éa?)&@ bicﬁocﬂﬂl&%%g():he | DY6
: X AR Y s0109%& ()-,,,,,,, --b@! 1! & 10%&
-19109&' lomim /gé(f)supé@%quréglo%& () o aBb@ 111 &3 ()

109& 1098 (e 2R3 nt
AOn 0 107l Il RO ERSHESE Lho R B s ] o

1#10111diEbigeinlinfc@immdgcating %ﬂﬂﬁ& "Blon@tAds) Eear(npr By 11&9/&56@ et&nponent the
& 109 Qhent go%{g%ngl)lt_“]ﬁ 1>n(12n%e2d3 ar}?'ld %Js@alylah%)i!mllgg/tﬂi?\‘/e essage a sg&p (7b6 rélated to
the cause of the communication problem.

The client component will also guide the user with the troubleshooting steps (if
any) to rectify the communication problem. If the problem persists, the client
component will immediately terminate the process by disconnecting itself from the
server component. The server component, upon disconnection by the client component
will terminate the process at the server and will redirect the web-browser to a web-page,
from where the user will be guided.

If the "Biometrics" scanner was presen , the client component will activate the
scanner (step 707). All of the communications with the scanner is done through the
vendor supplier drivers and support software.

In case of fingerprint security, the user will be directed to place their finger on
the scanner and, in other cases, the user will be directed to follow the steps provided
based on the type of "biometrics" technology used.

When the "biometrics" data is successfully obtained from the user in step 708,
then the client component will identify the unique physical or behavioral characteristics
(step 709) and will convert them into binary data.

The client component will use the standard encryption method and compression
(step 710), then the processed data will be sent to the invention's server component at

the server.
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between the server and the client component will be open. Any disconnection either by
the client component or the server component will be taken as the termination of the
process and the finalization procedures will be run for the processes in the server and
the client. These include clearing of buffers, temporary areas, swap area and other
operations as required.

The finalization procedure herein mentioned will also be executed during the
successful completion of the process illustrated in FIGURE 7.

Figure 8, is a flow diagram of the process for online authentication using
biometrics in an ATM transaction. The process, which is a part of the invention may be
used by the financial institution or any other entity, which uses an ATM to serve its
customers.

For this process, the "biometrics" data of the users must be enrolled using the
process illustrated in Figure 1 and 3 with the ATM card number as the unique identifier
(optional).

This process is only the authentication process that validates the user, and the
actual ATM application is not illustrated here. This process may occur before or after
the ATM transaction, based on the application design.

The basic requirement for this authentication process, is the unique identifier
that is generated or entered by the user. In an ATM transaction, the unique identifier can
be the ATM card number or any other unique identifier, and the "biometrics" data will
be stored based on the identifier, so that during verification the "biometrics” data is also

selected using the identifier.
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authentication program at the server is activated by providing the unique identifier that
will be used for verification.

The process initiator for the invention's authentication program is the client
software component, which is instailed and used in step 804.

The invention's authentication program will check for the existence of stored
"biometrics" data (step 802). If no data was stored for the unique identifier, then the
process will be terminated with an informative message (step 803).

The client components introduced in step 804 of this process, will be in form of
downloadable components that are automatically downloaded to the client (ATM) if the
component does not exists or if outdated. In step 804, all the drivers and other necessary
software components will be downloaded to the client.

From step 805, the client component will start processing. The first will be
checking for the existence of the "Biometrics" scanner (step 805). This is done by
communicating using the "Biometrics" scanner specified protocol using the
"Biometrics" scanner vendor supplied drivers.

If the "Biometrics" scanner was not present or connected or if there is any
problem in communicating with the "Biometrics" scanner by the client component, the
client component will immediately display an informative message at step 806 related to
the cause of the communication problem.

The client component will also guide the user with the troubleshooting steps (if
any) to rectify the communication problem. If the problem persists, the client
component will immediately terminate the process by disconrllecting itself from the

server component. The server component, upon disconnection by the client component
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supplier drivers and support software.

In case of fingerprint security, the user will be directed to place their finger on
the scanner and, in other cases, the user will be directed to follow the steps provided
based on the type of "biometrics" technology used.

When the "biometrics" data is successfully obtained from the user in step 808,
then the client component will identify the unique physical or behavioral characteristics
(step 809) and will convert them into binary data.

The client component will use the standard encryption method and compression
(step 810), then the processed data will be sent to the invention's server component at
the server.

The server component will validate the data sent and will compare the sent
"biometrics" data with that stored in the database (step 811). The identification of the
"biometrics" data in the database is done based on the unique identifier sent initially, If
the comparison was not successful, the process will be terminated with an informative
message (step 712). The error status will be returned to the application that called the
invention's authentication program.

If the comparison was successful, the success status will be returned to the
application that called the invention's authentication program for further actions. From
steps 805 to 811, the connection between the server and the client component will be
open. Any disconnection either by the client component or the server component will be
taken as the termination of the process and the finalization procedures will be run for
the processes in the server and the client. These include clearing of buffers, temporary
areas, swap area and other operations as required.

The finalization procedure herein mentioned will also be executed during the
successful completion of the process illustrated in FIGURE 8.

Figure 9, is a flow diagram of the process for online authentication using

biometrics and using the invention's authentication server. The invention's
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"Third-party Web-Site") intended to implement the invention's authentication process,
which will link their authentication process to the invention's authentication server. The
connectivity between the Third-party Web-site and the invention's authentication server
may be through the open network like the Internet or a Local Area Network also called
as LAN,

For this process, the "biometrics" data of the users must be enrolled using the
process illustrated in Figure 1 and 3 using the unique identifier generated and sent by
the application at the third-party web-site.

This process is only the authentication process that validates the user and the
actual application is not illustrated here and it is executed on the third-party web-site.
The application in the third-party web-site may be linked to the invention's
authentication based on the requirement.

The basic requirement for this authentication process, is the unique identifier
that is generated or entered by the user and the "biometrics" data will be stored based on
the identifier, so that during verification the "biometrics" data is also selected using the
identifier,

In this process, in step 901, the user enters the identification information in the
third-party web-site as required.

The entered information will be validated and, if the entered information is not
valid, the process will be terminated immediately by displaying the message. This
process of validating the information entered is implemented only by the third-party
web-site.

The authentication process by the invention's program starts from step 802, after
the identification details provided by the user are validated. The invention's
authentication program at the server is activated by providing the unique identifier that
will be used for verification. The application in the third-party web-site will be linked to
the authentication server by redirecting the web-browser to the authentication page on
the authentication server.

The process initiator for the invention's authentication program is the client

software component, which is installed and used in step 904.
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process will be terminated with an informative message (step 903).

The client components introduced in step 904 of this process will be in the form
of downloadable components that are automatically downloaded to the client computer
if the component does not exist or if outdated. In step 904, all the drivers and other
necessary software components will be downloaded to the client PC.

From step 805 the client component will start processing. The first will be
checking for existence of the "Biometrics" scanner (step 905). This is done by
communicating using the "Biometrics" scanner specified protocol using the
"Biometrics" scanner vendor supplied drivers.

If the "Biometrics" scanner was not present or connected or if there is any
problem in communicating with the "Biometrics" scanner by the client component, the
client component will immediately display an informative message 906 related to the
cause of the communication problem.

The client component will also guide the user with the troubleshooting steps (if
any) to rectify the communication problem. If the problem persists, the client
component will immediately terminate the process by disconnecting itself from the
server component. The server component, upon disconnection by the client component
will terminate the process at the server and will redirect the web-browser to a web-page,
from where the user will be guided.

If the "Biometrics" scanner was present, the client component will activate the
scanner (step 907). All of the communications with scanner is done through the vendor
supplier drivers and support software.

In case of fingerprint security, the user will be directed to place their finger on
the scanner and, in other cases, the user will be directed to follow the steps provided
based on the type of "biometrics” technology used.

When the "biometrics” data is successfully obtained from the user in step 908,
then the client component will identify the unique physical or behavioral characteristics

(step 909) and will convert them into binary data.
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(step 910), then the processed data will be sent to the invention's server component at
the server.

The server component will validate the data sent and will compare the sent
"biometrics" data with that stored in the database (step 911). The identification of the
"biometrics” data in the database is done based on the unique identifier sent initially. If
the comparison was not successful, the process will be terminated with an informative
message (step 912). The error status will be returned to the application that called the
invention's authentication program.

If the comparison was successful, the success status will be returned to the
application that called the invention's authentication program for further actions. From
steps 905 to 911, the connection between the server and the client component will be
open. Any disconnection either by the client component or the server component will be
taken as the termination of the process and the finalization procedures will be run for
the processes in the server and the client. These include clearing of buffers, temporary
areas, swap area and other operations as required.

The finalization procedure herein mentioned will also be executed during the
successful completion of the process illustrated in FIGURE 9.

Figure 10, is a flow diagram of the process for online authentication using
biometrics in an Internet banking transaction.

For this process, the "biometrics" data of the users must be enrolled using the
process illustrated in Figure 1 and 3 based on the bank's unique identifier provided to
their customer.

The web-site herein called, is the bank's web-site that facilitates its customer to
do banking transaction online, also called “Internet banking.”

This process is only the authentication process that validates the user. The
actual Internet banking application is not illustrated here. This process may occur before
or after the Internet banking process, based on the application design.

The basic requirement for this authentication process is the unique identifier that
is generated or entered by the user. In this case, the user enters, the User Name/ID for

example, that may be used as the identifier, and the "biometrics" data will be stored
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by the web-site.

The entered information will be validated by the web-site and, if the entered
information is not valid, the process will be terminated immediately by displaying the
message. This process is implemented by the web-site. The invention's role does not
interfere yet.

The authentication process by the invention's program starts from step 1002,
after the identification details provided by the user are validated. The invention's
authentication program at the server is activated by proviciing the unique identifier that
will be used for verification.

The process initiator for the invention's authentication program is the client
software component, which is installed and used in step 1004.

The invention's authentication program will check for the existence of stored
“biometrics" data (step 1002). If no data was stored for the unique identifier, then the
process will be terminated with an informative message (step 1003).

The client components introduced in step 1004 of this process will be in the
form of downloadable components (like ActiveX, Plug-in, Java Applets) that will be
compatible with all of the available web-browsers, which is the main user-interface for
the user. The versioning of the component will be maintained so that the web-browser
will automatically download the latest components.

The execution of step 1004 is wholly taken care by the web-browser and the
deployment of the components is made compatible for the same. In step 1004, all of the
drivers and other necessary software components will be downloaded to the client PC.

From step 1005, the client component will start processing. The first will be
checking for the existence of the "Biometrics" scanner (step 1005). This is done by
communicating using the "Biometrics" scanner specified protocol using the
"Biometrics" scanner vendor supplied drivers.

If the "Biometrics” scanner was not present or connected or if there is any

problem in communicating with the "Biometrics" scanner by the client component, the
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component will immediately terminate the process by disconnecting itself from the
server component. The server component, upon disconnection by the client component,
will terminate the process at the server and will redirect the web-browser to a web-page,
from where the user will be guided.

If the "Biometrics" scanner was present, the client component will activate the
scanner (step 1007). All of the communications with the scanner is done through the
vendor supplier drivers and support software,

In case of fingerprint security, the user will be directed to place their finger on
the scanner and, in other cases, the user will be directed to follow the steps provided
based on the type of "biometrics" technology used.

When the "biometrics" data is successfully obtained from the user in step 1008,
then the client component will identify the unique physical or behavioral characteristics
(step 1009) and will convert them into binary data.

The client component will use the standard encryption method and compression
(step 1010), then the processed data will be sent to the invention's server component at
the server.

The server component will validate the data sent and will compare the sent
"biometrics" data with the one stored in the database (step 1011). The identification of
the "biometrics" data in the database is done based on the unique identifier sent initially.
If the comparison was not successful, the process will be terminated with an informative
message (step 1012). The error status will be retumned to the application in the web-site
for further actions.

If the comparison was successful, the success status will be returned to the
application in the web-site for further actions. From steps 1005 to 1011, the connection
between the server and the client component will be open. Any disconnection either by
the client component or the server component will be taken as the termination of the

process and the finalization procedures will be run for the processes in the server and
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The finalization procedure herein mentioned will also be executed during the
successful completion of the process illustrated in FIGURE 10.

Figure 11, is a flow diagram of the process for online authentication in software
applications.

For this process, the "biometrics" data of the users must be enrolled using the
-process illustrated in Figure 1 and 3 based on the unique identifier used for identifying
users in the application.

This process is only the authentication process that validates the user. The actual
application is not illustrated here. This process may occur before or after the existing
authentication process, based on the application design.

The basic requirement for this authentication process is the unique identifier that
is generated or entered by the user. In this case, the user enters, the User Name/ID for
example, that may be used as the identifier and the "biometrics" data will be stored
based on the identifier, so that during verification the "biometrics” data is also selected
using the identifier.

In this process, in step 1101, user enters the identification details as required by
the application,

The entered information will be validated by the application, and if the entered
information is not valid, the process will be terminated immediately by displaying the
message. This process is implemented by the application, and the invention's role does
not interfere yet.

The authentication process by the invention's program starts from step 1102,
after the identification details provided by the user are validated. The invention's
authentication program at the server is activated by providing the unique identifier that
will be used for verification.

The process initiator for the invention's authentication program is the client

software component, which is installed and used in step 1104.
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The client components introduced in step 1104 of this process will be in form of
downloadable components. The versioning of the component will be maintained so that
the latest components will be downloaded antomatically to the client PC.

In step 1104, all of the drivers and other necessary software components will be
downloaded to the client PC.

From step 1105, the client component will start processing. The first will be
checking for the existence of the "Biometrics" scanner (step 1105). This is done by
communicating using the "Biometrics" scanner specified protocol using the
"Biometrics" scanner vendor supplied drivers.

If the "Biometrics" scanner was not present or connected or if there is any
problem in communicating with the "Biometrics" scanner by the client component, the
client component will immediately display an informative message at step 1106 related
to the cause of the communication problem.

The client component will also guide the user with the troubleshooting steps (if
any) to rectify the communication problem. If the problem persists, the client
component- will immediately terminate the process by disconnecting itself from the
server component. The server component, upon disconnection by the client component
will terminate the process at the server.

If the "Biometrics" scanner was present, the client component will activate the
scanner (step 1107). All of the communications with scanner is done through the vendor
supplier drivers and support software.

In case of fingerprint security, the user will be directed to place their finger on
the scanner and, in other cases, the user will be directed to follow the steps provided
based on the type of "biometrics" technology used.

When the "biometrics" data is successfully obtained from the user in step 1108,
then the client component will identify the unique physical or behavioral characteristics

(step 1109) and will convert them into binary data.
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message (step 1112). The error status will be returned to the application for further
actions,

If the comparison was successful, the success status will be returned to the
application for further actions. From steps 1105 to 1111, the connection between the
server and the client component will be open. Any disconnection either by the client
component or the server component will be taken as the termination of the process and
the finalization procedures will be run for the processes in the server and the client.
These include clearing of buffers, temporary areas, swap area and other operations as
required.

The finalization procedure herein mentioned will also be executed during the
successful completion of the process illustrated in FIGURE 11.

The invention being thus described, it will be obvious that the same may be
varied in many ways. Such variations are not to be regarded as a departure from the
spirit aﬁd scope of the invention, and all such modifications as would be obvious to
one skilled in the art are intended to be included within the scope of the following

claims.
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1. A security system for electronic commerce for verifying the authenticity of a

user comprising:

a server authentication program, said server authentication program being
installed in a web-server at a website of a web-service provider;

a client software component, said client software component being downloaded
and installed at a workstation of the user;

said server authentication program being integrated with existing web-
applications with the web-service provider and for receiving existing security
parameters entered by the user;

a biometric scanner, said biometric scanner being activated for identifying
characteristics of a biometrics image and for converting the biometrics image into
digital data;

a device for compressing and encrypting the digital data from said biometric
scanner;

a device for transmitting the compressed and encrypted data to the web-server;

a device for comparing the encrypted data with data stored in a database; and

a device for sending status codes of comparison, if comparison is successful, to

the web-service provider.

2, A security system for electronic commerce for verifying the authenticity of a
user as claimed in claim 1, wherein the biometrics data is selected from one or more of
the group consisting of a finger print of one or more fingers of the user, a palm print of
the user, an iris scan of the user, a retina scan of the user and any other optically

distinguishable parameter of the user.

3. A security system for electronic commerce for verifying the authenticity of a
user as claimed in claim 1, wherein a plurality of sources of biometric data of a single

user is used to authenticate the identify of the user.
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service provider;
downloading and installing a client software component at a workstation of the
user;
integrating said server authentication program with existing web-applications
with the web-service provider;
receiving existing security parameters entered by the user;
activating a biometric scanner to identify characteristics of a biometrics image
and to convert the biometrics image into digital data;
compressing and encrypting the digital data from said biometric scanner;
transmitting the compressed and encrypted data to the web-server;
compéring the encrypted data with data stored in a database; and
sending status codes of comparison, if comparison is successful, to the web-

service provider.

5. A method of verifying the authenticity of a user with a security system for
electronic commerce as claimed in claim 1, further comprising the step of selecting the
biometrics data from one or more of the group consisting of a finger print of one or
more fingers of the user, a palm print of the user, an iris scan of the user, a retina scan of

the user and any other optically distinguishable parameter of the user.

6. A method of verifying the authenticity of a user with a security system for
electronic commerce as claimed in claim 1, further comprising the step of using a
plurality of sources of biometric data of a single user to authenticate the identify of the

user.



