WD 03/ 009299 PCT/ JP02/ 07192 DESCRI PTI ON WRI TI NG APPARATUS, SEM CONDUCTOR
MEMORY CARD, WRI TI NG PROGRAM AND WRI TI NG METHOD 5 Techni cal Fi2p84Tgd4!é.
present invention relates to a witing apparatus for witing data into a
sem conductor nenory card, a sem conductor menory card, L] rogram
and a writ "934®93%8t hod, and particularly to inprovenent ial#{/"maﬂ/gﬂ%ge

t echni ques when a sem conductor nenory card is provided wth a slide
switch for protection of data recorded thereon. Background Art 15 In order
to prevent unintentional deletion or overwiting of data recorded thereon,
a sem conductor nenory card is provided with a slide switch used to put

t he seni conductor menory card.to BERCRIEAIONtate or a. non-witable
state. By shifting a sliding nmenber of the 20 slide switch with the
fingers, a user is allowed to set the sem conductor nmenory card to either
a witable stat 5 X § | e gﬂt&) pierdr! ' ¢egqy | bes how a
conventi onal Wﬁﬁﬁ&ng%ggﬁ%%@?@ﬁ“gg até\]ont oégutéﬁwgp\qsem conduct or
menory devi ce as abogriMes pROSRBRM, NAND WRITN NGeMBFHODONt 0 t he menory
card, an application program running within a conventional witing
apparatys requests a device driver to wite data. In response, the device
1

Technical Field

The present invention relates to a writing apparatus

for writing data into a semiconductor memory card, a
semiconductor memory card, awritingprogram, andawriting

10 method, and particularly to improvement in the above
techniques when a semiconductor memory card is provided

withaslide switch for protectionof datarecordedthereon.

Background Art

15 In order to prevent unintentional deletion or
overwriting of data recorded thereon, a semiconductor
memory card is provided with a slide switch used to put
the semiconductor memory card.to a writable state or a.
non-writable state. By shifting a sliding member of the

20 slide switch with the fingers, a user is allowed to set
the semiconductor memory card to either a writable state
or a non-writable state. The following describes how a
conventional writing apparatus writes data onto such a
semiconductor memory device as above. When attempting to

25 write data onto the memory card, an application program
running within a conventional writing apparatus requests

a device driver to write data. In response, the device

1
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~ *ACTI ON* *166166* WO 03/009299 PCT/JP02/07192 driver detects the position
of the sliding menber. Wien the sliding nmenber is set in the position
indicating the witable state, the device driver wites the data as
request ed Qoo bfeRRP! i cation. On the other hand, when the gcTRipogiemge nenber
is set in the position indicating the non-witable state, the device
driver does not wite the data, but inforns the application that the slide
switch s in the position indicating the non-witable state. Being
informed that the nmenory card is set in the 10 non-witable state, the

application then inforns the user, that | i ng, of, . dat fai

prp{rp'éls thfljl[}ééﬁ]_frtcbet?%t§e¥ ?I‘%°§H:H@nsaﬂtﬁet%l%ﬂégéo@?@gﬁ'?In ﬁ%gt ?28 t he
witable s e. Lhe. 1M e Lfi : : ' 15 i
pert ormed g aro i b db e et 09 e B ERooaRal BREL AR oo’
end user appliCabiONstsHd) ashan RAiilcs defivarbrarbess whet idatafadata is

requested in response to an explicit user operation, such as a file save
oper ati on. reduéseeddoy theyapphécation ngOn thetebhepdiandu WHen #heting 20

of . .
} Eejiggi”ﬁi%ﬁéﬁ%%{%éﬁ?;%@oﬁfﬁ ¢ the s L HB0 dBHAAINY o B! (o dat a
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consequenceg,¢fle wevi LRfgkngethpr applld ddttion that the slide switch

is in the position indicating the non-writable state.

Being informed that the memory card is set in the

10 non-writable state, the application then informs the user

that writing of data has failed, and prompts the user to

re-set the slide switch to the position indicating the

writable state.

The timing when writing of data as described above

15 is performed differs depending on the type of application.

When running an end user application, such as an editor

or a browser, writing of data is requested in response

toanexplicituseroperation, suchas a!file save opefation.

On the contrary, when running a system application, writing

20 of data may be requested although user makes no operation.

Consider now the case where a system application

requests a device driver to write data in spite of user

operations, and the data can not be written because the

slide switchis inthepositionindicatingthe non-writabl'e

25 state. As a consequence, the device driver prompts the

user tochange the switchsetting. Inuser’s point of view,

it is not preferable at all that the application urges



user to change the switch setting. In user' s point of view, it is not
preferable at all that the application urges 2 WD 03/009299 PCT/JP02/ 07192
the user to change the switch setting although the user has given no

instructio\& f09; Sggﬁiti ng of data. This is especially truepepnmhdensng that
the user h%8 %A% ionally set the slide switch in the position indicating

the 5 non-witable state to protect the data recorded on the sem conductor
menory card fromdestruction. Being required to change the setting into
witable state nerely for the application sake despite his intention, the
user in this regard is nore |ike being directed b he %p I cation, 10

whi ch may nheonfsexsit\oe.chan@monheo'iwlﬁclé&@%%%hei*é ogg 3 eV&Cper of
system appl i cations tends

to _avaqi.d requir.i . el +3r 0g wd te
oper at i onsP@§ mé'%r%?yleaga% °h oé]?%ewﬁg%%Wi %’gb gt%t'at g‘at{%n as|n at t enpt
to program,gysl LEAdANSaaE L AgheRs t N6 ke raRes 8htengibnad Lyenory
card 15 thg?%%ﬂa&'&plefgg%hﬁ?q e non-vx?i table state, programmers devel opi ng
the systemgappl tKat isdnisder ewlitotl yiho yne ppsiktione iodicabbagyvdédie which
possi bly hinder devel opnment of system applications. 20 Discl osure of the
| nvention hon-swritablecstatet ke pretast ithedabd F8Cpreefaer £M&iting
apparatus that, allows a system applicatign pr mip.wite a4 Nto a
seni conduc S6MIRARFYCEIF d m%f‘?ﬁgutc‘?ﬁaui f??\la aé)%%gpl%glc énge%%tﬁgidset ting
of a slide 25 SWdFRLENEAGSENECOIEHERG i METUDL Tl state merely
for the application sake despite his intention, the user
inthisregardismore likebeingdirectedbythe application,
10 which may be offensive. In addition, a software house or
adeveloper of systemapplications tends to avoid requiring
in their programs write operations to the memory card set
to the non-writable state. Inanattempt toprogramsystem
applications with least write operations to a memory card
15 that may be set to the non-writable state, programmers
developing the system applications are likely to put

pressure on themselves, which possibly hinder development

of system applications.

20 Disclosure of the Invention

It is an object of the present invention to provide

a writing apparatus that allows a system applica_t-ion
program to write data into a semiconductor memofy card
without requiring a user to change the sett‘ing of a slide
25 switch of the semiconductor memory card.
The above object canbe achievedbya writingapparatus

that writes data into a user area within a semiconductor



The above object can be achievedby a witing apparatus that wites data
into a user area within a sem conductor 3 WD 03/009299 PCT/ JP02/ 07192
menory card according to an instruction issued by an application program
The writinguapigesbus conprises: a recognition unit oper @girapdmrisacogni ze
the user area to einawitable state or in a non-witable state
depending 5 on a position of a sliding nenber, the sliding nenber being
exposed on a surface of the sem conductor nmenory card and being manual ly
slidable; a wite unit operable to wite data into the user area in the

witable state, and when the user area is in the.non-witahle state, to
perform 10 Imm@xzes‘ﬁir&\aqicﬁpiffiénapér%t?%n.ln?lrréugieé’pﬂ i bﬁﬁPea/r ?’tye g‘&)per ation

is performed according 1o a_speci L1 e E 58 USSmBY i .

appl i cati O@Rﬁa:gb?ﬁﬁ%f’g ch’f;g%ﬁ‘ét a%lhﬁ\t/\{')i‘}é&qurgrr@né@ aarlte.'gévm t hls%l%ﬁg @

sem CO“dUCtPégS@H?{:Xoﬁaﬁ%itth@péfablcé fde reitodmicde tilse usseraarea 4o Wth
this construction, a systemapplicationis allowed to wite data into the
seni conductips itPawnitalble shate or ihe norewrhbpblenstaterderending siiding

menber to protect the data stored in the seni conductor negnr card from
bei ng ubi nt@m@ BA&LE} O Erdegl 1B ITRPRET o r&%ﬁ?ﬂ?&ﬂ%‘ﬁe@géﬁ%ﬁ to
performsuch a wite operatdo ] u LI h hakge the
T de. ow ¢ HRPQEERi 7 & 240 1k O HHS peREDHhbhES o BelDTy bRrarand;

words, r eg%&'iﬂgsmaﬁuhhqyn%ﬂi\ﬁaim@,! & Sirdlte selithpgdabhéite wmiteh, the
system applicatrfon i1s alllowed to wite

data into the user area in the writable state, and when

the user area is in the non-writable state, to perform

10 an exceptional write operation. The exceptional write
operation is performedaccordingtoa special write command
issued by the application program to write data into a
memory area within the semiconductor memory card that is
different from the user area.

15 With this construction, a system application is
allowed to write data into the semiconductor memory card
even in the case where the user sets the sliding member
to protect tlile data sto’.red in the semiconductor memory
card from being unintentionally deleted. The system

20 application is allowed to perform such a write operation
without requiring the user to change the slide switch
setting, and thus without bothering the user. 1In other
words, regardless of the non-writable state set by the
slide switch, the system applic:ation is allowed to write

25 data into the semiconductor memory card without bothering
the user. This feature provides more flexibility in

developing system applications, and thus helps to develop



25 data into the sem conductor nmenory card wi thout bothering the user.
This feature provides nore flexibility in devel opi ng system applications,
and thus hel ps to devel op 4 WD 03/009299 PCT/JP02/ 07192 progranms wth

efficiency, &Ere S%he sem conductor nenory card may have gprypisicfiat i cation
circuit. THE %@%? | wite command may include (i) an instruction for

directing the witing 5 apparatus to authenticate the sem conductor nenory
card, and (ii) an instruction for directing the authentication circuit of
t he sem conductor nenory card to authenticate the witing apparatus. The
exceptional wite operation may be perforned only when the witing
appar at us grmoghamsowdshi effdtNCYenory card are authenticated nutually

and successfully, Wth this canstruction, f [ slide
switch is set foﬁ"eclf?e' n%emfﬁﬁﬁ'ﬁoéfcglf%&%ri@gg§5gg{§%:)ﬁ/ndalcrﬁé9 &ﬁv}@;b e only

when, Tt ual o QUHBRES LEALIA" Jhaaepe! NS dfeeustoasintl voratim gy Thal

i's, the exceptionall wite operation is performed only by an application

having a rigeiube inStrast imsttralctaildmebircatiimecping esbengvaritlngot

allowed for all the applications. In addition, since only system
appl i cai orspparat28 peranthentigate t@oﬁaﬁ"&l‘%ﬁﬂ%u?ﬁgrr%%%?§yc%‘ﬁd5et in

"ot o eiflolthb Fhrior s O AT TR B PR BRI B
essential opj ect 10, Pr €€ Memiconductor memory card to authenticate
the writing apparatus. The exceptional write operation
may be performed only when the writing apparatus and the
10 semiconductor memory card are authenticated mutually and
successfully.

With this construction, thememory cardof which slide
switch is set for the non-writable state is exceptionally
writable only when mutual authentication processing is

15 successfully performed. That is, the exceptional write
operation is performed only by an application having a
right to instruct mutual authentication processing and
not allowed for all the applications. '

In addition, since only system applications are

20 permitted to write data onto the memory card set in the
partially writable state, end user applications are not
permitted to write data into the memory area. That is,
thisconstructionachievestheéssentialobjectto;uevent
unintentional deletioq of data by users.

25
Brief Description of the Drawings

FIG. 1 is a view showing the construction of awriting



uni ntentional deletion of data by users. 25 Brief Description of the
Drawings FIG 1 is a view show ng the construction of a witing 5 WO
03/ 009299 PCT/JP02/ 07192 apparatus; FIGS. 2A and 2B are views show ng the

external r tion of a sem conductor nenory card; FlI ' Vi ew
show ng thc;wég%?dg%g%ductor menory 5 card with a sliding rrepggg?&idﬁ”a

constituting a slide switch fixed in a first position; FIG 3B is a view
showi ng the semni conductor memory card with the sliding menber 1 fixed in-a
second position; FIG 4 is an enlarged view showing the slide switch; 10
FIG 5 is a view showing the respective |layer structures of a host
conput er l1l0@pparas&ug/witer 101, and the sem conductor nenory card 102;

FIG 6 is a view \M{ghéagdgaéfﬁgg V(gwgréﬁﬁﬂ§égtegetggtggh writer 1013

15 FIG 7Ais a Vi S _ positl on ron unit when t he
sem Conducagépgggemae%q, e d Sséxﬁﬁésﬁdu&eoﬁ:hmengg}: Vedt@s 101 with the

sliding nen set in the second position; FI Bis a view show ng the
slide position d®Eg!i3m i@ wiiew Bhowdmg ledes seimicrahdu oo ramem9ryard 102
;?rgfagggitégnéhgiggrg g{iéfgg%gémggi¢atgghéiiégggngegpgii&eSg&iLgh the
fixed in a first position;
FIG. 3B is a view showing the semiconductor memory
card with the sliding member 1 fixed in a second position;
FIG. 4 is an enlarged view showing the slide switch;
10 FIG. 5 is a view showing the respective layer
structures of a host computer 100, a card writer 101, and
the semiconductor memory card 102;
FIG. 6 is a view showing the internal construction
of the card writer 101; |
15 FIG. 7A is a view showing a slide position detection
unit 7 when the semiconductor memory card 102 is loaded
to the card writer 101 with the sliding member 1 set in
the second position; |
FIG. 7B is a view showing the slide position detection
20 unit 7 when the semiconductor memory card 102 is loaded
to the card writer 101 with the sliding member 1 set in
the first position;
FIG. 8 is the flowchart showing the processing
performed by‘the device driver 60 to generate:state
25 information;

FIG. 9 is a view showing one example of the state

information;



FIG 8 is the flowhart showi ng the processing performed by,the device
driver 60 to generate state 25 information; FIG 9 is a view show ng one
exanpl e of the state information; 6 WO 03/009299 PCT/JP02/07192 FI Gs. 10A
and 10B ar % how ng operations performed by the | ayeappeigyds in FIG
5 to check a e of sem conductor nmenory card 102; FIG 11 is a view
show ng the respectlve | ayer 5 structures of the host conputer 100, the
card witer 101, and the sem conductor nmenory card 102 all in consistent
with the second enbodiment; FIG 12 is a view show ng the hardware

construction of the SD nenory card; 10 FIG 13 is, a V|em15homnng t he
sequence of a sedlGs . v&@&eaﬁgoigéoﬁreFMaeW§1ﬁ wing cQPERERARE St he

P or mat | orbST FORRERC BB e RGN e P Ao Mo B o1 0 SBCK PR ifate e
operations <9Pr§8{q%6ndh%t\eff tfentt@ é8EQ@ 1bg;SD menory card; and FIG 16 is
a view showng the internal construction of an SD nenory card consi st ent
with a third enb@iigenl 26 BesieWbdhoMumg&ﬂh%ur@ﬁpﬁ@taﬁg RAvyesti on First
Pref erred B0 el Tog the Hont Lotente 190} P LA%aRREERE Fo1,
and the semiconductor memory card 102 all in consistent
with the second embodiment;
FIG. 12 is a view showing the hardware construction
of the SD memory card;
10 FIG. 13 is a view showing the sequence of a secure
write protocol;
FIG. 14 is a view showing the operations performed
to read the content and the usage condition information
from the SD memory card;
15 FIG. 15 is a view showing the operations performed
to write data into the SD memory card; and
FIG. 16 is a view showing the internal construction

of an SD memory card consistent with a third embodiment.

20 Best Mode for Carrying Out the Invention

First Preferred Embodiment
The following describes a writing apparatus
consisteht witha first embodiment of the present invention.
FIG. 1 is a view showing a construction of the writing
25 apparatus. As shown in the figure, the writing apparatus
includes a host computer 100 and a card writer 101, and

writes data onto a semiconductor memory card 102. The host



consistent with a first enbodi ment of the present invention. FIG 1is a
view showi ng a construction of the witing 25 apparatus. As shown in the
figure, the witing apparatus includes a host conputer 100 and a card

witer 101 ites data onto a sem conductor nenory 92 The host
7 WO 03/ 008@8‘8’%3%2/ 07192 conputer 100 and the card V\f?flgé?glfzare

connected via a USB cable. The sem conductor nmenory card 102 nay be
either of two types: an SD (Secure Digital) nmenory card and a flash nenory
card. Regardl ess of the type, the 5 sem conductor nenory card 102 '

internally includes EEPROM and a controller An SD nenor ar.d diff
froma fIa@bmpuﬂﬁﬂle%r@nﬂntbﬁaFQHQEWﬁ?@ﬁﬁnﬁz1C%Fﬁ ﬁ3§n§%5§ géf%dl a?éz

while the flash ne dd . . [
e renor ¢ S GBIt o i eSERPEhay bR MERF a2 HR02 PhELT 86, T el N
sen1conductg&q%?wgﬁ/éﬁgckyéég:qghysmh@geayggabiggtagmtmemUny1qum&essing

IS succes erfornme et ween the sem conductor nmenory card 102 and

the devi ceanduch fipdshneerstyr cafmt. | Regessllemmaynene byPaccshst i ng
processing is recorded in the 15 protected area.

ar fea thgt isemierdacbrs NEMABHtCREA ]2 &ﬁktr?e‘?ﬂﬁlc& i't h%%‘%&ﬁmy
10t2 éigp;" 5 a%eﬁnst?é? : A T T SR e e S ard
the size s%@oﬁﬁat Jéﬁgglhg(%\r,‘m&;thﬁ%@rﬁiérﬁbﬂ?, capd BRadmm plrotlectdd ch is
area while the flash memory card does not. The protected
area referred herein is a memory area that is accessible
10 from a device connected to the semiconductor memory card
102 only when mutual authentication processing is
successfully performed between the semiconductor memory
card 102 and the device. Such data necessary for license
management or accounting processing is recorded in the
15 protected area. On the contrary, memory area that is
accessible without mutual authentication processing is
referred to as a user data area.
The semiconductor memory card 102 has an external
representation as shown in FIGs. 2A and 2B. The memory
20 card 102 is approximately 32.0mm long, 24.0mm wide, and
2.1mm thick, which is the size small enough to hold with
“the fingertips (the size of a postage stamp) . Provided
below the undersurface of the semiconductor memory card
102 are nine connectors for:connection with the cardwriter
25 101, and provided on the lateral side is a slide switch.
The user sifts a sliding member 1 constituting the slide

switch to either a second position on the side closer to



the fingertips (the size of a postage stanp). Provided below the
under surface of the sem conductor menmory card 102 are nine connectors
for:connection with the card witer 25 101, and provided on the |ateral

side is a gli itch. The user sifts a sliding nenber SPslohiot i ng the
slide sw &193?083%\??ther a second position on the side cl ogg? tokgiggb )

03/ 009299 PCT/ JP02/ 07192 the connector, or a first position on the other
side. FIG 3A shows the sliding nmenber set in the first position, while
FIG 3B shows the sliding nmenber set in the second positi on. The sliding
menber 1 set in the second position 5 indicates user’ s intenti to set

t he sen corthetonnestsry, oraa & ixEt PPsSatioprREE %%?%Flse‘tfi? her@f}f‘] to the

"non-writahl e" state . whereas the sliding nmenpe [ £irst

posi ti EEPS%\BS_IEB‘%?' Ehﬁntséﬁal&g t"@r%té?rt%%t gﬁnﬁ%%ngg%tﬁgr e)rcr>etsjr3rie)crlyéIj(;:’ard 102, -
i.e., _ .4 otor At [ | &' e 40 £ S edt '
s intentio J‘rr]ieéz;nEg‘[ci;h;?B . e‘v\gslt}lg?n%ln%}h%%?nel 1S \r%@ilnwggffrﬁ:%%ﬁ \(/am"ltj?]er

any CO”DOWJ‘StE@ﬂStlTuélélgldhegmmmmmdnnehergemdpmmidme

sliding rrerr.ber' 1is nore like a decoration than a 15 conponent performn ng
sone sost dndictaves usarchs a@tefﬂwftﬁplﬁﬁtcéhﬁ&qmwf&ﬁ‘gg'@aki A¥ircuit

rovi ded w thi i i
_si)_gm;[ ﬁ:)gdgﬁ'fﬂr%fe:!’régs i:?ﬁi%tﬁ%ﬁgiﬁa[gg}%g%ﬁ&m‘: c!tta}éggcgfltjsfos/vhgost .
connect or m%akw?hgéﬁite"'c%Ea)ﬁe,ZQN}‘iiéf‘éégufﬁetQlﬁ?HQHbdﬁeﬂ\H&Chlar%éﬁntO

in the first position shows user’s intention to set the
semiconductor memory card 102, i.e., EEPROM, into “the
10 writable” state.

The wording “to indicateuser’s intention” means that
the sliding member 1 is not in conjunction with any
components constituting the semiconductor memory card102.

The sliding member 1 is more like a decoration than a
15 component performing some sort of actions, such as
physicallyconnectingorbreakinga_circuitprovidedwithin
the semiconductor memory card 102. This is because the
semiconductor memory card 102 has to be small and
manufactured at low cost. To this end, it is practically
20 difficult to provide a mechanism to connect or break the
internal circuit of the semiconductor memory card 120.
It is up to the card writer 101 and the host computer 100
that detect the switch setting to decide what operations
to perform in response to the sliding member set in the.
25 first position or the second position.
FIG. 4 is an enlarged view showing the slide switch.

The slide switch includes a notch 2, and a guide groove



internal circuit of the sem conductor nenory card 120. It is up to the
card witer 101 and the host conputer 100 that detect the switch setting
to deci de what operations to performin response to the sliding nenber set
in the 25 first position or the second position. FIG 4§ rged

vi ew showi WQ“PW@% ide switch. The slide switch incl udesﬂc?l'?g%/?gb%, and a
gui de groove 9 WO 03/009299 PCT/JP02/ 07192 4 provided in an end surface 3
of the notch 2, so that a user can slide the sliding nmenber 1 along the
gui de groove 4. At the mddle of the end surface 3 is a protrusion 5.

Bei ng encaged with the-protrusion 5, the _sliding nenber 2 1is bixed I n
ei t her the4f prstvigted timnanr enfesvséane gositt ithe noﬁ'ﬁ% on€PuliBdt he

d i pti f th ' duct qr, d_102. . LR '
g1 ven Sepapdteey Gan ERa SR ks LA THEERREE HALODP TR SRUSTe J6hRuter 100,

the card W”gt Sht %ggérgifidi‘gd?kh&éeé’ﬂ&mﬁ IUeypeatdubidn BL.G 5 i a

Vi ew shovm'# ctrve Tayer structures of the host conputer 100, the

card wri te?e]i(}% erftiyddias SENi Coadpcsoruskonr §, cehe dd2dingememviegonduct or
menory card 10Z includes a nenmory unit 10 and a controller 15.20Q, which are
| ayer s srr angeflikediiree sthesdhs Bbrst prsitdonPREnese GRNAPREAEIEOD a pi ece
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device dri \é%rrcPOIO?Pd an application program 50 which
Next, description isgiven separatelyto the internal
constructions of the host computer 100, the card writer
10 101, and the semiconductor memory card 102.
FIG. 5 is a view showing the respective layer
structures of the host computer 100, the card writer 101,
and the semiconductor memory card 102. The semiconductor
memory card 102 includes a memory unit 10 and a controller
15 20, which are layers arranged in the stated order. The
card writer 101 includes a piece of hardware 30 and a piece
of firmware 40 which are layers arranged in the stated
order. The host computer 100 includes a piece of hardware,
a device driver 60, and an application program 50 which
20 are layers arranged in the stated order.
First, description is given to the components (i.e.,
the memory unit 10 and the controller 20) of the

semiconductor memory card 102.

The memory unit 10 includes, EEPROM and accessible
25 form the application program 50 included in the host
computer 50. The details of the memory unit 10 are given

below in a second preferred embodiment, and thus

10



20 are layers arranged in the stated order. First, description is given to
the conponents (i.e., the nmenory unit 10 and the controller 20) of the
sem conductor nenory card 102. The nmenory unit 10 includes EEPROM and

accessible 25 formthe application program 50 included i
conmput er 50VOHWWRt ai | s of the nenory unit 10 are given 982}95%51{9?261 second

preferred enmbodinent, and thus 10 WO 03/009299 PCT/JP02/ 07192 description
of the menory unit 10 in this enbodinent is concluded here. The controller
20 reads and wites data recoded in the menory unit 10 included in. the
sem conductor nenory 5 card 102 in response to a request fromthe
appl|gatHm%?gfﬁiptiBﬁ.ofrehdemambsyoﬂnﬁhelﬂeéd shdsaembediRntwise
operations by e controller 20 are also given in the second preferre
enbodi nent ,cemeledad HeZ€ription of the controller 20 in thig enbodigent

i's concl uded her 10 N%vr% ]ﬂesc(rg'ozgj)e%orl%g t%hrgi ma._té:g A £ PRBEELSiki - €.,

t he hardware 30 e8! e card witer 101. The hardware

30 i ncl udes 2, Mo E" ufiPENEG i AELBAEY $ANtRENdERE eONERIBTL eremb}P2, and
slide positi onml%gde?ect ion unit for detecting a position %’11: t he, s?i di ng :

menber gonsdifditiog the relspomssniticcta afequestefireBnihet @PPlHegakoRar d 102.

FIG 6 is a view showing the internal_ constructio
program 50. he details of tlee rea openrations and write

operations by the controller 20 are also given in the second
preferred embodiment, and thus description of the
controller 20 in this embodiment is concluded here.

10 Now, description is given to the components (i.e.,
the hardware 30 and the firmware 40) of the card writer
101.

The hardware 30 includes a plug for connecting the
semiconductor memory card 102, and a slide position

1s detection unit for detecting a position of the sliding
member constituting the slide switch of the semiconductor
memory card 102.

FIG. 6 is a view showing the internal construction
of the card writer 101. To load the semiconductor memory

20 card 102 to the card writer 101, the connector of the
semiconductor memory card 102 is inserted into a plug 6
shown in this figure. There is provided a slide position
detectionunit 7 insuchapositionthat contactsthe sliding
member 1 when the semiconductor memory card 102 is loaded.

25 Theslidepositiondetectionunit?7is composed of opposing
two metal pieces 8 and 9, and the metal piece 9 has a U-bend

portion. AsshowninFIG. 7A, when the semiconductor memory
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of the card witer 101. To | oad the sem conductor nenory 20 card 102 to
the card witer 101, the connector of the sem conductor nenory card 102 is
inserted into a plug 6 shown in this figure. There is provided a slide

position detection unit 7 in such a position that contact ksli NQ
nenber 1 w¥Q 0¥882%eni conduct or nemory card 102 is Ioaded.ﬁggﬁﬁﬁ@hg?ide

position detection unit 7 is conposed of opposing two netal pieces 8 and
9, and the nmetal piece 9 has a U-bend portion. As shown in FIG 7A, when
t he sem conductor nenory 11 WD 03/009299 PCT/JP02/ 07192 card 102 is | oaded
to the card witer 101 with the sliding nenber 1 set in the second
posi tion, thert bedd pdraEded tof theecardarrterd Ol wi tly &heeglpdinge

sliding nenber 1 into contact with the netal piece t their . On the
5 ot her hangembersho®fti AnFlhe ?BPQHd;PQQﬁ$ 'd@Haﬁ%?B?“gnBﬁﬁﬁg% ard 102 -
is | oaded to_t car Lter 1Q1 .w J, chi flmbat e first
posi tion, tAE B-Eﬁeﬂﬁggwt’ Pdir S %16‘\0% g&r%a%{ee%%%ﬁ@ﬁﬁf?ﬁgh vvotemet al pieces 7
and 8 stay ;pub nEARLARLcnBhEhRAA] paldce dedectinal camdact amdnkd
non-cont act “between the two netal pieces, it is detected whether the

sl i di ng yrenBehet hand) @se shewndpdlGi 6iB, orhemetli¢ rsempeondust oy Not e

that the slide position detection unit 7 is so construct tJLt he two
metal pi ecemem@rangagdsifg datleadedrtadineuidFd Wi o { y 15

o 102 D 00 A BT SRR 0 S Vi b e
is not pressed and thus the two metal pieces 7 and 8 stay
out of contact. By electrically detecting contact and

10 non-contact between the two metal pieces, it is detected
whether the sliding member 1 is in the second position
or the first position. (Note that the slide position
detectionunit 7 is so constructed that the twometal pieces
8 and 9 stay out of contact when a semiconductor memory

15 card102withno slide switch is loaded into the card writer
101.)

The firmware 40 receives an inquiry from the devicg
driver 60 of the host computer 100 via the USB cable. In
response to such an inquiry, the firmware 40 passes to

20 the host computer 100 whether the sliding member 1 of the
semiconductor memory card 102 is in the second position
or the first position. At the same time, the firmware 40
detects whether the semiconductor memory card loaded to
the card writer.101l is an SD memory card type or a flash

25 memory card type, and passes the detected card type to
the host computer 100.

Next, description is given to the components (i.e.,

12



driver 60 of the host conputer 100 via the USB cable. In response to such
an inquiry, the firmware 40 passes to 20 the host conputer 100 whether the
sli d![ ng menbe{ hl ?f the sem conductor nenory card 102 is in the second
position or e first position. At the sane tine, the fir de
whet her t h&Q8¥%YRduct or nenory card loaded to the card #\F}ﬁ{?gzr/ﬁ%zl itseCtS
an-SD nenory card type or a flash 25 nenory card type, and passes the
detected card type to the host conputer 100. Next, description is given to
t he conponents (i.e., 12 WO 03/009299 PCT/JP02/ 07192 the application
program 50 and the device driver 60) of the host conputer 100. The
:BB: : gai | onclps gspphiﬁgtﬁ.snoprgiqﬁwlr ¥ amiek theldewieg dnbveypbld) afsystem
ation and an end user application. An end user application is,
exanpl e, artheliRostf soMPLdAY n’gO(gocurrent and i mage, or a EIPOWSEI‘ for for.

browsi ng ww sites, and perfpt i tionset Qs SHMgnduct or
menory card 102 ﬁﬁ‘ . cﬁ:l?ﬁzg:a?ﬁgl\%t %&?Zra?rp;srp%ria%%%selgﬁgtrhe ot her hand, a
syst em appl f&fibﬂﬂﬂgstwéot{/ﬁés XA HY frend appldicat {oh dnd ers endausgenent
accounti ng nanageneént, or” ‘personal information managenent, and perforns

write ogerajppbicheivhe sAn enddissv@ppEftat tond s 16Dy gEepRIGanthy of
user operations. In this enbodinent, distingtion betwee

appl i cati orediba@refar ygEea tsngpEPFLRENEnanGs 1RAGE h 258 gﬁ%ﬁ?‘%t%?g?reach
application  is ¢apable 91 tUl Ughadt PEBENSHLORePbREERY IS el the

semiconductor memory card 102 in accordance with user
operations. On the other hand, a system application is,

10 for example, a program for license management, accounting
management, or personal information management, and
performs write operations tothe semiconductor memory card
102 independently of user operations. Inthisembodiment,
distinction between system applications and end user

15 applications is made based on whether each application
is capable of mutual authentication processing that is
required to access the protected area of an SD memory card.
Anapplication capable of mutual authenticatio.n processing
is a system application, and an application program

20 incapable of such processing is an end user application.
In order to perform the mutual authentication processing,
an application needs.to be in possession of a device key.
The device key is information that is unique to eachdevice,
such. as the writing apparatus consistent with this ‘

25 embodiment, capable of accessing the SD memory card. The
device key is issuedby anorganization for standardization

of copyright protection techniques provided that the
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required to access the protected area of an SD menmory card. An application
capabl e of mutual authentication processing is a systemapplication, and
an application program 20 i ncapabl e of such processing is an end user

applicatio rder to performthe nutual authenticati 175e0 i n an
applicati o&"?\gjé@g%?o be in possession of a device key. T?eb dev?ﬁﬁkeg’ S

information that is unique to each device, such. as the witing apparatus
consi stent with this 25 enmbodi nent, capable of accessing the SD menory
card. The' device key is issued by an organization f or standardization of
copyright protection techniques provided that the 13 WO 03/009299

PCT/ JP02/ 0 7@Pt warewhou sieo e nzi Haet AeVedPREdAf A& LEFREPELYPve

application es a.contract with th ' '

el F?gsdatm”éﬁgea 35 bR Resgs cevRF BRrEnt L Ly Chs P radiraat Pha Treely
ata_ | I i A AR WP ; i QR Xy é POS

t hese syste?ﬁngf)%f:?%%fhgg%gy e c%%g&régi of gg?%’gﬁ&s&é but@%% noTefvE/Jre:Jtsé

data into the Hpeiechedonseanalt Faughly nséwniteddayaainsarprgbectedi ce
driver 60 performs operations including (i) initialization, (ii) state

o e Fomecorm ot e acoanl Fe e ns ol LhE Ak yesEor Lbeoatat e
gwrain\ellgremégt iiﬁplhﬁggﬁ-ﬂ’/’é Maw, FABBPia%;ﬁ (5% &Q&&irﬁo F)Heeralpaggg %?Q?ﬁe devi ce
the 15 sem@%%ﬁl?f‘oft%%?‘?%% Ei%&;é??;wg?ﬁg&%%wﬁ???ﬁkseg.ma ner
The device driver 60 performs operations including
(i) initialization, (ii) state management, and (iii) data
10 input and output on the card writer 101, which the host
computer recognizes as one of the “drives.” For the state
management of the drive, API (Application Program
Interface) of the device driver 60 includes a function
(Function DDChkSDCard) for checking whether the
15 semiconductor memory card 102 loaded to the card writer
101 is in the writable state or the non-writable state.
An argument to the function DDChkSDCard is the drive name
of the card writer 101 of which state should be ménaged.
The wording “drive name” refers to information for
20 identifyinga “drive” recognized by the host computer 100.
For example, the cardwriter 101 isallottedthe drive
name “E:” and to inquire the state of the drive E:, the
application program 50 specifies the drive name “E:” to
call the function DDChkSDCard(E:). The function
25 DDChkSDCard returns state information regarding the state
of semiconductor memory card 102 loaded to the card writer

101. The processing to generate the state information by
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101 is in the witable state or the non-witable state. An argunent to the
functi on DDChkSDCard is the drive name of the card witer 101 of which
state should be nanaged. The wording "drive nane" refers to information
for 20 identifying a "drive" recogni zed by the host conput ) For
exanpl e, t ?og%hiter 101 is allotted the drive nane IE&V anJ“?o
inquire the state of the drive E:, the application program50 specifies
the drive nane "E:" to call the function DDChkSDCard(E:). The function 25
DDChkSDCard returns state information regarding the state of sem conductor
menory card 102 | oaded to the card witer 101. The processing to generate
the state itHorderics dyitdrVEd 4 @0feedtureTrrolisEmpod Haentyi@aadri ver
60 is a feature of this enbodinent,,?nd des%ribed fur%&gr:Ln qﬁta'l wth
reference tdesasibpgfatherdnudptaslmigh geterencs (9,608 SV dhknart
show ng the ﬁéocessiﬁ%GES¢MHforned by the device driver 60 to generate the
state infdtnafPon? step S1, the device driver 60 inquires of the
firmeare 40 inclyded ig 4R6wSatHeWELbREhd@t ahdwdng thepqaiddess bhgt he
sliding nenber 1 of the sem conductor nenory card 102 that is |oaded to
the card wpéefoifiéd by then deadaitdwiiver red fumgenerae Woe t3&2p8si ti on
of the sliding nenber 1 (step S2), the device driver 60 _jpnquires of the
firmare 40infiorpasdon t Ba 8asBeritethfydeyd ceodriKE: 9{3;‘6@%’5%5

fig;goPgugtéfé%ﬁggfyfﬁgége(28 PR-TRERGY inCehd EYRA Qtigel! 280 ABnEHY card

the position of the sliding member 1 of the semiconductor

memory card 102 that is loaded to the card writer 101.
10 Upon receipt of a response regarding the position of the
sliding member 1 (step S2), the device driver 60 inquires
of the firmware 40 included in the card writer 101 as to
the type of the semiconductor memory card (an SD memory
card type or a flash memory card type) in a step S3. Upon
15 receipt of a response regarding the card type, the device
driver 60 moves from a step S4 onto a step S5 to judge
whether the sliding member 1 is in the first position or
the second position. When judging the sliding member 1
is in the first position, the device driver 60 recognizes
20 in a step S6 that the semiconductor memory card 102 is
inthewritablestate. InastepS7thatfollows, thedevice
driver 60 generates state information indicating the
writable state, and returns the state information to the
applicationprogramsothatmadetheinquiqy. On the other
25 hand,whenthejudgmentinthestepSSshowsthatthesliding
member 1 is in the second position, the device driver 60

judges in a step S8 whether the card type is an SD memory
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15 recei pt of a response regarding the card type, the device driver 60
noves froma step S4 onto a step S5 to judge whether the sliding nenber 1
is in the first position or the second position. Wen judging the sliding

menber 1 s | first position, the device driver 60 pegapRijdfRs 20 in a
step S6 th&o?ﬂ@@m conductor nenory card 102 is in the witable state.

Ina step S7 that follows, the device driver 60 generates state infornmation
indicating the witable state, and returns the state information to the
application program 50 that nade the inquiry. On the other 25 hand, when
the judgnent in the step S5 shows that the sliding nenber 1 jis in the
second posidadh,ox e fdasic memoxyrcard. | Wgss Jiwlang dhesFafet®e t he card

type i SD 15 WO 03/ 009299 PCT/ JP02/ 07192 £
cArd.  Vhen e AGIASh ARRETY GAL i tBE A0V 1SR TAYEH o & EESOUNE i co

driver 60 r.ecognizes kN t S drad ' ot ea ey iGard 102
is in thed -vx?%?%b?g ts:fiz‘—ilt%e‘.%@ﬁengsa steopﬁé%%§§ﬂ1al§8ﬂfﬂgl ows, 5 the 1devi ce

driver 60 ggheyrd 6sosintethbiier sriiten i 0di at shgp She whiattalflod lavete, and
returns the state information to the application program50. On the other

hand, when tledevigeedr iverté@generases shahe infarnalel QAL NSE an SD
e conductihe RErAD LareEabe. 1300 Fatution ols is e sriBhEtied o on, -
: zd?c; ieﬁg ]}ﬁ%t%}%%{tggﬁé é{%ﬁ tﬁ' driver 60 returns state information
On the other hand, when the judgment in the step S8
shows that the card type is an SD memory card, the device
10 driver 60 recognizes in a step S11 that the semiconductor
memorycard 102 is ina “non-writable state withexception.”
In a step S12 that follows, the device driver 60 returns
state information indicating the non-writable state with
exception to the application program 50.
15 The “non-writable state with exception” used herein
refers to the state in which a write operation to the user
data area is;prohibited'while a write operation to the
protected aréa is permit'-'tea as an exception. That is, ‘the
sliding member 1 set in the second position basically puts
20 the SD memory card into the non-writable state, thereby
prohibiting a write operation to the user data area.
However, a write operation to the protected area is still
permitted as an exception.
In this non-writable state with exception, a system
25 application is permitted to perform a write operation to
the protected area within the semiconductor memory card

102 even when the user has set the sliding member 1 in
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exception to the application program50. 15 The "non-witable state with
exception" used herein refers to the state in which a wite operation to
the user data area is prohibited while a wite operation to the protected
area is permtted as an exception. That is, the slidin et in

t he second WRAPYHR basically puts 20 the SD nenory carg ?ﬁ?@sézﬁoglﬁ
non-witable state, thereby prohibiting a wite operation to the user data
area. However, a wite operation to the protected area is still permtted
as an exception. In this non-witable state with exception, a system 25
application is permtted to performa wite operation to_. the protected
area w t hi tHéesseondopdadtaoneoavaig dcaidertahlindslefd ik dihfas set

the slidi mber 1 in 16 WD 03/ 009299 PCT/JPQ2/07192 .th ; it

Lo avol d AGHRAR AR eI MTRg THE SEF LPBGoBRIACaRPY. By e d ™ "
o e § ' : ! ‘

w Unout 1 odit PPAGOH AT apfk £ pBETRtCh & HRLVE PPERSLC TR AR DY

without 5 haldeiddiotbhEnaiegs tiviEliegle swheoht detsinde svet clwitheet in the
non-witable state, a wite operation is exceptionally permtted but only
to the protmstieeringahe seaddi Fuathen, whenctheyslafe §¥dtAppFi2REi on but
a system application tha ﬁggrforns awite ogeration.to t.nhe 10 protected

t ,
area. |n otiertheraen-mritabdencikakte obl erst tBPeﬁﬁFﬁqgaﬁﬁnion, t he
stored data s protechsq beoM: (Hld Wit Mg tdektld prdbedtied kda.

In addition, it is not an end user application but a system
application that performs a write operation to the
10 protectedarea. In other words, inthis non-writable state
with exception, the stored data is protected from
unintentional deletion by the user.
FIG. 9 is a view showing one example of the state
information. The state information consists of two bits.
15 The bit pattern “00” represents the semiconductor memory
card 102 is in the writable state, and “11” represents
the semiconductor memory card 102 is in the non-writable
stéte. In theé cése the semiconductor memory card 102 is
a flash memory card, the state information consists of
20 either the “00” or “11” bits. The “01” bit pattern
represents that the semiconductor memory card 102 is in
the non-writable state with exception. Thus, in the case
the semiconductor memory card 102 is an SD memory card,
the state information is consists of either “00” or “01”
25 bits.
FIGs. 10A and 10B are views showing operations

performed by the layers shown in FIG. 5 to check the state
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FIG 9 is a view showing one exanple of the state information. The state

information consists of two bits. 15 The bit pattern "00" represents the

fﬁren cgnductgr {remry card 103 isinthe witable state, and "11" represents
sem conductor nenory card 102 is in the non-witable

case the sefOBH or nenory card 102 is a flash menory ?:%ﬁﬁz?hgzts[]gte

I nformation consists of 20 either the "00" or "11" bits. The "OLl" bit

pattern represents that the sem conductor memory card 102 is in the

non-witable state with exception. Thus, in the case the sem conductor

menory card 102 is an SD menory card, the state information is consists of

ei ther "00" ofr sefili'corudtos. mEmGsy taidaid21.0BWhen \Lkewsfanethiag

operations perforned by the |ayers sho ' [ t h th tate 17
v 03100929 9DSBRSPEFH DS P2 LHOLRGH eemﬁ&%ﬁ@\%@a&%@ 35525 Ml he
unction kSDCard i f 0 | "gli)ggk : " Yne wn b
an arrow 1D Vpaﬁl ﬁrr%UA® %.Eg{ad\}}aggt}\dr ;E{i/l‘gr dg i nqé??gs@} gfﬁ }?ﬁgifri%’}ﬁware ZO
about the p%%'.ﬂ?éf’fﬁfmﬁﬂee Y0 ShBdtEN® pos3 th omd fitiee sdridingpmembeshown by
arrows (c) and (r)3, respectively. In response to the inquiry about the
posi ti ors of 1t ked WHelicwrdetppe 2s tshown hyneawraos éﬂ%@ht h the slide
position detection unit 7 whether the nmetal pieces are 10 in contact or
non- cont act r&SPsRAVekYthe figure by the reference mark X 1, and al so

detects the card ixpreesop];ortlgg to the inquiry about the position of the
sliding member 1, the firmware 40 detects with the slide
position detection unit 7 whether the metal pieces are
10 in contact or non-contact as shown in the figure by the
reference mark ¥1, and also detects the card type of the
semiconductor memory card 102 as shown by the reference
mark ¥2. In accordance with the detection results, the
firmware 40 notifies the device driver 60 of the host
15 computer 100 about the position of the sliding member 1
and the card type as shown in FIG. 10B by arrows @ and
®), respectively. Upon receipt of the notification, the
device driver 60 generates state'information and gives
the generated state information to the applicationprogram
20 50 as shown by an arrow ® in return for the function call.
As described above, according to this embodiment,
a system application is allowed to write data into an SD
memory card although the slide switch is set for the
non-writable, state, and the writing is done without
25 Dbothering the user. This feature provides more
flexibility in developing system applications, and thus

helps to develop programs with efficiency.
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sem conductor nenory card 102 as shown by the reference mark X 2. In
accordance wth the detection results, the firmvare 40 notifies the device
driver 60 of the host 15 conputer 100 about the position of the sliding
menber 1 and the card type as shown in FIG 10B by arrows

respect i vel YO U99929% ecei pt of the notification, the device® {r‘/%g/og}raﬁgb
generates state informati on and gives the generated state infornmation to
the application program 20 50 as shown by an arrow (c) in return for the
function call. As described above, according to this enbodi nent, a system
application is allowed to wite data into an. SD nenory card al though the
slide switch.is sNbt&othahethabrthe iseabieonduater memorHeCardtl®g i done
wi t hout 25 bothering the user. This feat rovi de flexibility in

devel opi ng &Pstseramepedinantohs, dgs¢TL rtffbl V%otﬁ%\rxrgﬁi‘ejﬁeplsa’ "with -
ffici . .18 WD 03/,009299 PCT, i cpnd
oY o PSR U RPERERER O et celtle WIRAIE apnduc o

have the slide switch
However , th%

: 1308 Ewi®EHCONGHCEP! s RISY Yt Rarskimitdhauttor mendey Daddh. I n
this case, .the sem conductor nenory card 5 subjected to a witin

oper ati ofi mgnHieecEdd to & e rinqbipe raddmt mayrbesst Lo the wrddedie the
step S4 or S5 shown in FIG 8 that the sem conductor gennr card i s not
provided wicomditsionieonat 4k, 150I86GGeH M 4R r SHeRnBAdPRer® PR YLcond

enbodi ment (.?'Lfn %‘PE N gﬁggttﬂemslgr% Qhductor memory card is not provided

with a slide switch.

10 Second Preferred Embodiment
The second embodiment of the present invention
relates to an improvement in awriting device for utilizing
contents stored in a memory card. There are two
applications for realizing usage of such contents.

15 One applications is for downloading a content from
a server over a network to write the content into a user
data areawithinanSDmemorycard, andalso for implementing

| “usage of the content” ihcluding playback or copying of
the content.

20 The other application is an LCM (Licensed Compliant
Module) for license management of encrypted contents. The
license management by the LCM is to update by the writing
apparatus ﬁsage condition information recorded in the
protected area of the SD memory card in accordance with

25 usage of the content.

Toallow for the content tobeused, theusage condition

informationthatregulatesusageofthecontentisrecorded
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relates to an inprovenent in a witing device for utilizing contents
stored in a nenory card. There are two applications for realizing usage of
such contents. 15 One applications is for downl oading a content from a
server over_a network to wite the content into a user d ithin an
SD nenory 85983,/003 al so for inplenenting "usage of the ?ﬁ%@\?@l#ncl udi ng
pl ayback or copying of the content. 20 The other application is an LCM

(Li censed Conpliant Mbdule) for |icense managenent. of encrypted contents..
The |icense managenent by the LCMis to update by the witing apparatus
usage condition information recorded in the protected _area of the SD
menory car dinnthecprdtacted are@®she T neroryrard. FN@YRIor the

content to be used, the usage condition . informati.qQn t | akes usage
of the contmdl‘élpécéﬂféﬁ-‘ww03‘7’689599 ﬁc?/efﬁti% glb“ﬁ}%g#‘hg%pr otected -
area of the SD ry.card. Nt id¥ Fdpyi thgéydes a
permtted ﬂﬂﬁﬁggggg ¥5ﬁ%§ éginfiﬁégﬂgthangn1tted rnnggg fﬁlcopying tines

correspondi &grisesﬁaﬁai@x@nt@réacﬁhﬁo:t@mpdanes oM updagessthenasagen
i nformati on by decCrenenting the permitted nunber of pla¥back tinmes or the

perni ttad neohditdbndapformatioedy decremenid noHeh@BREBAL LE RYFPRE or

por at i one ¢8R IAVRAGK S G RBCRSHE ERGITIHRET SPoPRaY BN THESS usage
every time the content is copied or played back by the
writing apparatus.

Now, the following describes operations for

10 overwriting the usage condition information upon usage
of the content as described above.

FIG. 11 is a view showing the respective layer
structures of the host computer 100, the card writer 101,
and the semiconductor memory card 102 all in consistent

15 with the second embodiment.
' Here, description is given to improvement in the
device driver 60 consistent with the second embodiment.
API of the device driver 60 consistent with the second
embodimentprovidestheLCMwiththefunctionDDSecureWrite,

20 so that the LCM is able to write data into the protected
area. An arrow @ in FIG. 11 schematically shows that the
application program 50 calls the function DDSecureWrite.
There are two arguments to the function DDSecureWrite,
and as the arguments, (1) a pointer addressing the data -

25 to be written, and (2) the size of the data to be written
are specified. The application program 50 calls the

function DDSecureWrite after opening the file containing
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of the content as described above. FIG 11 is a view showi ng the respective
|l ayer structures of the host conputer 100, the card witer 101, and the
Zrertr)n gpndu;:torHemanoay card 102 all in consistent 15 with the second

odi nent . re.description is given to inprovenment in t ' '
60 consi st KO O¥PR he second enbgdi ment . XEI of the deviﬂc&gl ri vcllafze6g“ e
consistent with the second enbodinment provides the LCMmth the function
DDSecureWite, 20 so that the LCMis able to wite data into,the protected
area. An arrow 1~ in FIG 11 schematically shows that the appli cation
program 50 calls the function DDSecureWite. There are two _arg nts to
t he functi obth®iSsage aandit ionrinfornakion g dRaaifying W&%Fﬁ?eéj{i%dr essi ng

the data 25 to b ' . d i ) ,
zgtegir?ggg.mmgfﬁgﬁﬁhé%%ﬁa;gﬁagﬁ ShebedcBife FhetCrEhaTbhemBel it o™ ©
condi tion ﬁ%’é?n&*}#\&g%@éﬂ‘%%’gﬁ ttﬁ%%éggggﬂégggﬁgﬁkﬁ?ﬁéusage

opened filethg gkdge WdddiEi®h LA€orfattdont.hereby instructing the device
driver 60 to overwite .the usage condition information. 5 Next

descriptsion is giNeti odemprépsiom iim IHeen f¥e PABPEOYEMEBRs -8 M€ wi th the
30 cons! ot ERFRWRER fAcoeREsRE B RoRhe, Seerbe T RRAE e oy ey ©
60 the instpucti-:on 4Q i 136si08-8ft2teNiS called, the firmware 40
consistent with the second embodiment receives from the
device driver 60 the instruction to write the data into
10 the protected area, the data to be written, and the data
size, and performs a write protocol in conjunction with
the controller 20 included in the SD memory card to carry
out the write operation to the protected area. In the
figure, an arrow @ schematically shows data transfer from
15 the device driver 60 to the firmware 40, and an arrow ©)]
schematically shows the write protocol (secure write
protocol) performed between the firmware 40 and the
controller 20.
Now, description is givento improvement in the memory
20 unit 10 of the SD memory card consistent with the second
embodiment. In the second embodiment, the memory unit 10
has the hardware construction as shown in FIG. 12. FIG.
12 is a view showing thé hardware construction of the SD
memory card. As shown in the figure,. the memory unit 10 .
25 of the SD memory card includes a mask ROM 21 and an EEPROM
22, and is connected to the connector of the semiconductor

memory card 102 via the controller 20. The mask ROM 21
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10 the protected area, the data to be witten, and the data size, and
performs a wite protocol in conjunction with the controller 20 included
in the SD nmenory card to carry out the wite operation to the protected
area. In the fiqure, an arrow (2) schematically shows d r from
15 the devw&”ﬁm%%r 60 to the firmvare 40, and an arrowa%%r/jﬂg?ﬂg?rgtical ly
shows the wite protocol (secure wite protocol) perfornmed between the
firmvare 40 and the <controller 20. Now, description is given to .

i nprovenent in the menory 20 unit 10 of the SD nenory card consistent with

the second enbodinent. In the second _enbodinent, tt&e rrer,wfg‘r% EEE\%&"@O has
the har dwarnimdlardss acsyshensaxenws #pd@ kidden aren 2419 | E howi ng

t he hardware construction of the SD_ne card : ' e figure,.
t he nenoryzgniltr‘cﬂﬂléjgﬁcﬁ Hrffét%%ﬁérﬂﬁ%f'%éqcﬂ@l H&é? ggg%s rE%\/P { and an -
EEPROM 22, and j,§.C e €e; cg}t;@ f kCROMUCHAK nenor
card 102 via the&'ggngpg’?ﬁergﬁgg %Eel%as %Of\qffaz%nztf%ﬁ\gglﬁo%Qh Y
PCT/ JP02/ 04kQ%-d )Gl HddS oA keYShESTRI (MKBB amdl reediiatdEd. arlie MKB angd EEPROV

22 includes a protected area 25 and a user data area 26. The %\égtem area 23
i s one freaxhemediamids ROMd andhessystem axedet’ arRAP HFBVELERRBE and

ot rer! t ARaNKBRIGKBSBRITHED RS ForBhy o AR g T REETRES @
cal cur ati o CENASTHERPEY AR o hagr S et Reo Ll Bpfeaeeeehanaes
calculation using the read MKB and media-ID as well as
a device key Kd that the device has. Provided that the
10 predetermined calculation is correctly performed, the
device obtains a legitimate encryption key Kmu.
Similarly to the system area 23, the hidden area 24
is one area in the mask ROM, and stores the encryption
keyKmu, which is the key that another deviceobtains through
15 a correct calculation using the legitimate device key Kd.
The protected area 25 is one area in the EEPROM 22,
and stores the usage condition information.
Similarly to the protected area 25, the user data
area 26 is one area in the EEPROM 22. The user data area
20 26 differs from the protected area 25 in that the user
data area 26 is accessible from a device regardless of
whether authenticity of the device is verified. The user
data area 26 is for storing an éncrypted content.
‘Next, description is given to a controller 20
25 consistent with the second embodiment. In the second
embodiment, the controller 20 of the SDmemory card receives

data tobe written into the SDmemory card from the firmware
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a device key Kd that the device has. Provided that the 10 predetermn ned
calculation is correctly performed, the device obtains a legitinate
encryption key Knu. Simlarly to the systemarea 23, the hidden area 24 is

one area in the nask ROM and stores the encryption ke ' [

key that aMQ®M08vice obtains through 15 aycr:)orrect C)al.l gﬁ?’%’?‘%ﬁf’gsi ?\gtPﬁe
| egiti mate device key Kd. The protected area 25 is one area in the EEPROM
22, and stores the usage condition information. Simlarly to the protected
area 25, the user data area 26 is one area in the EEPROM 22. The user data
area 20 26 differs fromthe protected area 25 in that the user data area
26 is accessy ired fthoen awdttiese thegdadiaesintyd theemeweryutidst il t9f of the

device is verified. The user data area 26 is for ,storing an e£ncrypted
content. ' Nd@ SRHISEMALK CHFY HygPe&E orging Yike ﬂfoqﬁ%ghsié?ent with

the second odiyrept . 1n the seco | RS g o |
SDrrenor y cﬁ'r g@éi gég plcfé%'a% &%eed]%oi fﬁgﬁgl nt o ]'fhszal aC%&T;:e)a(rhyé]:c;eﬁraffé)d@f ?I)mt Pﬁe
I'hrm"’are 2%n%@%’%??té’gi/ohp%/t@xm&&o&%éh@n VThé epnthelden int o

e nmenory unit 10 o the SD nenory card by performing the wite protocol.

In FIGs 120 reeeaiivesSthe aleck tsdgnaiu viRdDke Hiign8i o1 SYSCREONORS t he.

card witer .101 to the SD nenory card. The_contrqll 5 20 '
cl ock si gnatentrel fetwaen Shﬁo¢3§9ﬁ@’r§r§ﬁ1‘€)&§1 W ttﬁ'tﬂ gbé?%%ﬁ{’%%%gfdt e

writer 101 gnd the 30 TEIO5Y £8E1velNerofNthY L8 hrineet o fERE the
data to be written into the SD memory card via the pins
7-9aswellasthepinl. Thecontroller 20 further receives
10 acommandfromthecardwriterl0lviathepin2. In addition,
the controller 20 transmits a response to the card writer
101 via the pin 2.
Now, description is given to the write protocol
performed to write data into the SDmemory card. Thewrite
15 protocol performed to write data into the protected area
25 greatly differs from the one performed to write data
into the user data area 26. The protocol for writing data
into the user data area 26 merely involves that the card
writer 101 issues a write command. On the contrary, the
20 write protocol for writing data into the protected area
25 requires issuance of a write command in compliance with
a so-called secure write protocol. FIG. 13 shows the
sequence of the secure write protocol. In the figure, the
vertical axis schematically represents a time axis, and
25 each arrow (in a solid line) directed from the card writer
101 to the SDmemory card schematically representsa command

issued from the firmware 40. Each arrow directed from the

23



data to be witten into the SD nenory card via the pins 7-9 as well as the
pin 1. The controller 20 further receives 10 a conmand fromthe card witer
101 via the pin 2. In addition, the controller 20 transmts a response to
the card wwiter 101 via the pin 2. Now, description is gi wite
protocol pPEPPUINIE to wite data into the SD nenory card.y“?ﬂ‘lgo\?\??ltgg 15
protocol perfornmed to wite data into the protected area 25 greatly differs
fromthe one performed to wite data into the user data area 26. The
protocol for witing data into the user data area 26 nerely invol ves that
the card witer 101 issues a wite command. On the contrary, .the 20 wite
protocol fDwnemony dara it cheecardt wriseraddl sehemahifad l¥ssuance of

a wit di [ it -cal |l ed it | .
o o imRBreRenteoh EaBEoBRe: FEORCERE CARErE1TEN S00nCIHYERE 3F g e,

t he ertical is schematigal | y_r ' ' : "

(i a'sol i e B ReFPISBRERS  fr/OR 215, L he Tpdtbacidif Bocoaen &t oY

schemat i Ca'duxﬂﬁ@ﬁﬁ.slemﬁo@xe eh©s wae { t @@oninearid r miks applrebach arrow
directed fromthe 23 WO 03/0092" PCT/JP02/ 07192 SD rrennr¥_card to the card
é

witer 501 sebmnehecfligyrerephesentare a asphive ¢f wwperationsy 6|°!'éwe 20
VR TE NLLTIP®EGRMeHoRPobiA SRR YEL EBIRERHOCRY RErenEns PRGWRRhG
IN'r??;ebrf)?g‘&gi.ﬁggpﬁ&&g%?@{z&)ﬁ&ﬁgﬁagns to be performed in the secure
The “GET MKB” command is to read the MKB stored in
the system area of the SD memory card. Upon obtaining the

10 MKB at this command, the firmware 40 of the card writer
101 performs the predetermined calculationusing thedevice
key Kd provided by the manufacturer and the MKB, thereby
obtaining a 56-bit encryption key Km.

The “GET MID” command is to read the Media-ID (MID)

1s stored in the system area of the SD memory card. The
firmware 40 performs the predetermined calculation using
the MID and Km, thereby obtaining a 64-bit output,; The
last 56 bits of the output are designated as an encryption
key Kmu.

20 In the figure, the part enclosed in the doted box
represents an Authentication and Key Exchange (AKE)
processing. In the AKE prdcessing, the card writer 101
and the SDmemory card mutually perform challenge-response
type authentication to verify their respective

25 authenticity. Upon failing to verify their respective
authenticity, the processing is terminated. Upon

successfully establishing the mutual authenticity, the
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VWRI TE MULTI BLOCK command. The "GET MKB" conmand is to read the MKB stored
in the systemarea of the SD nenory card. Upon obtaining the 10 MKB at
thizI cormand,d, the firmwmare 40 of the card witer 101 perforns the
predeterm ned cal cul ati on using the device key Kd provid

manuf act ur O B@¥2%%he MKB, thereby obtaining a 56- b!ot enﬁ%@?‘%’%ﬁﬁ’éy Km
The "GET M D' command is to read the Media-1D (M D) 15 stored in the
system area of the SD nmenory card. The firmmvare 40 perforns the

predeterm ned cal culation using the MD and Knj thereby obtaining a 64-bit
output,, The Ilast 56 bits of the output are designated as an encryption
key Kmu. 2@nbrypiddr deve(sebeipar keyrks bsadsharesebasiegnpble ¢a¥lesent s

an Aut hentication _and Key Exchange (AKE rocessing. In the AKE
processi ngwrikercditl nd ekheo$D ‘Wﬁé %%‘%ermry card nutual Iy perform

chal | enge-respo eef\\%ﬁgg{@sgz ircl%%aagﬂd&% ¥6'ddrva bheh 411 8A88GSA Mge 25

authenticity. Up eir respective authénticity, the

pr ocessi nggks 4y Hnatedn: LBONersuRLass ! thé yspShahloirghidigd he Tha ual
authenticity, the 24 WO 03/009299 PCT/JP02/ 07192 encryption key (session

key Ks)sischadaneshdeetvwetnet R¥1lcdsd a wandom l0gnbey gene3B trdoafdcard. The

"SET CER RN1" command is to send a _challen alue, RN1 to the controller
20 of the Spcmymied dtFing Hw R the @@%FX’@ WG 5%, ARRALRT REimber

generated and The “GET CER RN2” command is to direct the SD memory
card to return a challenge value RN2 to the card writer
101. The challenge value RN2 is a random number generated
10 and encrypted at the end of memory card by the controller
20.

The “SET CER RS2” command is to return a response
value RS2 in return for the challenge value RN2Z to the
controller 20 of the SD memory card. The response value

15 RS2 is obtained by the firmware 40 decrypting the challenge
value RN2 using Kmu. Upon receipt of the return value RS2,
the controller 20 judges as shown in thg figure by tpe
reference mark %3 whether the challenge value RN2 and the
response value RS2 are equal to each other. If the values

20 are not equal to each other, the controller 20 of the SD
memory card terminates the AKE processing.

The “GET CER RS1” command is to direct the controller
20 of the SD memory card to return a response value RS1
in return for the challenge value RN1. The response value ‘

25 RS1 is obtained by the controller 20 decrypting the
challengevalueRNlusingKmu. Uponreceipt of theresponse

value RS1, the firmware 40 of the card writer 101 judges
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encrypted using Kmu at the end of the witing apparatus. The "GET CER RN2"
command is to direct the SD nenory card to return a challenge value RN2 to
the card witer 101. The chall enge value RN2 is a random nunber generated

10 and encrypted at the end of menory card by the control |y 80mbe " SET
CER RS2" c&ﬁhﬂ 9?’3 to return a response value RS2 in returnﬁ?or t he

chal l enge value RN2 to the <controller 20 of the SD nenory card. The
response value 15 RS2 is obtained by the firmvare 40 decrypting the

chal | enge val ue RN2 using Knu. Upon receipt of the return value RS2, the
controller 20 judges as shown in the figure by the refergnce mark X 3
whet her t heasshdemgen veheef Ry@renbyt khe refpsease Mark 53 whetBghal to

each other. If the_values 2Q are t _equ tQ each ot o] ol ler 20
of the Sb HReFhabiPBdsovA YR GNE raRAkEns: SeRRhhEE Hhue cESTCEERLT X
command is t I rect ol | Ry rdot gkt urn a
response va?cg%gi?ﬁg e|én‘J':}r?e urnfforf{hter?égrﬁ][%ér;%eai\%l ue %fathg rgsponse

val ue 25 RYJ+hérObtRENEd riwalriee 4R AlHerc#fd dect yoti 49 téeminaakkenge
val ue RN1 using Knu. Upon receipt of the response value RS1, the firmare
40 of thke ciliel RKEt protekgimpes 25 WO 03/ 009299 PCT/ JP02/ 07192 as shown in

the figure by the reference mark X4 whet her he, chal | en val RN1 and
the response val t&eRs1the ecaggdyir ite % K o"[‘%ér.gh?f cpﬁgrg);l&ers e not

equal to eagh ot herye LIg; ELYHE £ ALt Doe Fthdkii Sl ) diRY BhBal es
writer 101 and the controller 20 perform an exclusive OR
operation of the challenge value RNl and the challenge
10 value RN2 described above, and encrypts the resultingvalue
using Kmu to obtain the session key Ks.

The “SECURE WRITE MULTI BLOCK” command is to write
data into the protected area 25. The write operation by
the SECURE WRITE MULTI BLOCK command is performed by the

15 block (512 bites). The data to be written into the
protected area 25 is encrypted using the 56-bit session
key Ks by every 512 bits, and sent to the SD memory card
by the SECURE WRITE MULTI BLOCK cbmmand. Wi'-'-th.the SECURE
WRITE MULTI BLOCK command, it is possible to specify (1)

20 the number of blocks to be written, (2) the writing mode,
and (3) thewritingaddress. Thewritingmode showswhether
the data to be written is shared among a plurality of
applications. The data shared among a plurality of
applications is, for example, a master boot record, a

25 partition table, a file allocation table, and a directory
entry. The data not shared among a plurality of

applications is the usage condition information and the
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5 the AKE processing. Wen the card witer 101 and the controller 20
mutually verifies their respective authenticity, the card witer 101 and
the controller 20 performan exclusive OR operation of the challenge val ue
RN1 and the e 10 value RN2 described above, and e

resul ting ogﬁ@@&kgg?ng Knmu to obtain the session key Ks. Qﬁgxﬁgﬁ%ﬁgﬁ VRI TE
MULTI BLOCK" conmand is to wite data into the protected area 25. The
wite operation by the SECURE WRI TE MULTI BLOCK comrand is perforned by
the 15 block (512 bites). The data to be witten into the protected area
25 is encrypted using the 56-bit session key Ks by every 512 bits, and
sent to theefPryptdron deey. by the SECURE WRI TE MULTI BLOCK conmand. Wth

the SECURE WRI TE MULTI BLOCK co nd, it IS .possible to. ' 1) 20 the

nunber of bl ocks URPBEEFeIRPERL Eg? ‘f‘i’f@"%ﬁit’"’llﬁ:& ﬁbﬁeﬁpeghggg%wﬂé’wi ting -

address. The, writi e_s h féﬁ% t htkephes shared

anong a pIugaﬁiF?dgiéiﬁkﬁiggrggﬁgﬁk%ﬁg) ataﬁgﬁéggggdggﬁgygiglEpgfity of

appliCatiOnénE§$§ﬁﬁd‘aﬁﬁﬁﬂﬁioékgﬂﬁéﬂﬁgb@ﬁé.sessidn ke@5thatt theoSDt abl e, a
abl e

file allocation , and a directory entrz. The data _not shared anong a
pluralitsy ohemamyl iceatd dressi sthérebyagetasndibeonrigisptatiddd -andhehe 26 WO

the speci {1 6apFaRdiex tD CERFPOMFRes0 B LR SRioTS Bard o ttint s t he
protected area 25 within EEPROM 22.
In the second embodiment described above, when the
sliding member 1 is set in the second position, it is
10 prohibited to write data into the user data area 26 i.e.,
the area other than the protected area 25. Thus, thé
encrypted contents stored in the user data area 26 are
protected from being unintentionally deleted or
overwritten. In addition, even when the sliding member
15 1 is set in the second position, it is still possible to
overwrite the usage condition information stored in the
protected area 25. Thus, the number of times permitted
for playback or copying in the us'agé condition information
is incremented or decremented when the content is used
20 (played back or copied).

Now, description is given to the updating processing
oftheusageconditioninformathm1asabovewithréference
toFIGs. 14 and15. FIG. 14isaviewshowingthe operations
performed to read the content and the'usage condition

25 information from the SD memory card. When copying or
playback of a content is requested, the content is read

from the user data area 26 and the usage condition
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encrypted data bl ocks using the session key that the SD 5 nmenory card has,
thereby obtain the original data. The controller 20 then wites the
decrypted data into the protected area 25 within EEPROM 22. In the second

enbodi ment Lhed above, when the sliding nmenber 1 is ' e second
posi tion, i“ﬂﬁ%z%bgslo prohibited to wite data into the ugg?ﬁ%dé?;ﬁgr ea 26

I.e. the area other than the protected area 25. Thus, the encrypted
contents stored in the user data area 26 are protected from being
unintentionally deleted or overwitten. In addition, even when the sliding
menber 15 1 is set in the second position, it is still Ry sible to
overwite timfommaeionndst read fremnihroRrOtECEEd R0k q’spra@té area 25.

Thus, the nunber of tijes 1 tted  f.ol b ' |
condi t1 on B gurare] And Feresres o EhE] ety defhEOfRA ikt penge
used 20 (RlaYed Bk £LoAORLE Pas il SASR i1 dte 6h Yriogatarh 16D updat i ng

processi ng he usage condition 1nfornmation as above with reference to

FIGS. 14 ang, £he FbSt ddmpaterVidwsihovhed iimwaperdd andsthedeiirgeed to
read the content and the usage condition 25 informatjion fromthe SD nmenory

C e e ekt 2o v e Eor ob
PCT/ JP02/ 0 AL ERE HRARIHRE PATEEA G T %?%?‘3& @E?Iagiéeg’f?qég%s 8%99
information. (Generally speaking, the content is

encrypted and the encryption key for the content is stored
in the protected area 25, thus the encryption key is read

10 from the protected area 25 along with the usage condition
information.)

FIG. 15 is a view showing the operations performed
to write data into the SD memory card. Suppose that the
sliding member 1 of the SD memory card is set in the second

15 position, any write operation to write data to the user.
data area 26 are prohibited, including a write operation
to delete the content stored in the user data area. The
reference rﬁark “X*”in 'thé figure schematically représents
that writing to the user data area 26 is totally prohibited.

20 With this setting, unintentional deletion of data is
avoided while allowing write operations to the protected
area 25. As indicated by arrows y3 and y4 in the figure,
the permitted number of times to pl.ay back the content
is changed from three times to two times.

25 As described above, according to this embodiment,
contents recorded in the user data area 26 are protected

from unintentional deletion while allowing the usage
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by arrows yl and y2, respectively. The read content and wusage condition
are passed to the application program50 in the host conputer 100 via the
firmvare 40 and the device 5 driver 60. The host conputer 100 then plays
back the content using the passed content and the usage bl

i nf or mat | oﬁ‘.’o?@ﬂ%"?al |y speaking, the content is encrypt gg‘i‘ﬂﬂgmﬁﬁvg
encryption key for the content is stored in the protected area 25, thus
the encryption key is read 10 fromthe protected area 25 along with the
usage condition information.) FIG 15 is a view show ng the operations
performed to wite data into the SD nenory card. Suppose that_the sliding
nmenber 1 ofcdreesd imforpataod recerdedninhthe @upieategodredodd By wite
operation to wite data to the user

ata area 2 re prohjbit . | ncl udi ng
a wite opdiutyRPated WeeBt BSgHe E’Snﬁ:g‘ﬁt COnGRLE | a}‘ten'se R é)bla?fzjlmaér ea. The

reference mark "X'.int | SN Wo¥-1) I3 t bting to
t he user da{?%k%?elat fé’slgsﬁ?%%%?epro%??ﬁé'%h%ﬁ?ﬁ?%%?ﬁé

uni ntentiong¢ geheting af pdand tited aunisier vbi bragbbow tgmas ter opfrati ons
to the protected area 25. As indicated by arrows y3 and y4 in the figure,
the per 8i t tespyingeal bhougies mempiryy caack ishsekotvedt NONsvaHd e f r om
three tines to two tines. 25 As desrﬁéébeg above, . accordi,ng. to this

embodi ment ,stabat it §hee 3Ny MIMREX sbr 1RaPCr 8aPOS Xt ot ected  from

uni ntentional deletion while allow ng the usage 28 WO 03/ 009299
PCT/ JP02/ 07192

Third Preferred Embodiment
In the first and second embodiments, it is the device
10 driver 60 that manages the stated of the memory card by
generating the state information indicating either the
writable or non-writable condition depending on the
position of the sliding member 1. 1In a third preferred
embodiment, however, the card controller 20 of the SDmemory
15 card detects the writable or non-writable state that the
sliding member 1 indicates. As described in the first
embodiment, it is difficult to provide a mechanism to
.connect/diécdnnect the internal circuit of the
‘semiconductor memory card 102. Yet, feature
20 technological advance may provide a semiconductor memory
card having such a function, and this embodiment isdirected
to such a semiconductor memory card. FIG. 16 is a view
showing the internal construction of an SD memory card
consistent with this embodiment. The SD memory card shown
25 in this figure includes a detection unit 27 for detecting
the position of the sliding member 1 of the slide switch.

Based on detection by the detection unit 27, the controller
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content information recorded in the protected area 25 to be updated when
usage of the content takes place. This nakes it possible to devel op system
applications capable of updating a permtted nunber of playback tines or

of 5 copyi %ﬁd@gﬁégh a menory card is set to a non-witabl-gpel@iea by the

sliding ne such a position. Third Preferred Enbodinent In the
first and second enbodinents, it is the device 10 driver 60 that manages
the stated of the nmenory card by generating the state information
indicating either the witable or non-witable condition depending on the
position of the sliding nmenmber 1. In a third preferred enbodinent,

however, t 20 cacdgrirreswhethmr shet SR nenesiibegradsi ¢ dndthe reditah e
witable or non-witaple state ,thal'g t he Elidi ng nmenber 1 indicates. As
described isEab@ Prr&he SARHTEALLE (SF_%Grfficult to provide a mechani sm-

to connect/di sc%%%ctt%e%%%%?ggi géﬁaggg ¢h the wEeWagARduatpEe eIy

card 102. Yet, f ure vance my provi-de a sem conductor
nenmory carghdaykgifg§Chppalrately Wity ddtiess iertwditentses alfeec2éd to
such a sem conductor menory card. FIG 16 is a view show ng the jnternal
const r ust | amafthe B recved axea 2TonHWharethenSDhmenPs VefBbdi #8ntD The SD
menory card shown 25 in this figure |ncludes %.dete%on u]gielt 7 for
detecting the pearvrétabile EAte (WhbnEREEPT1O0y € A4 Wi tch. Based

g&?g}agg} i)on DY LPEsOgEEEEE0Ra YA by Per EHEMERG £RE! SEcePe WA PIODE99

protocol described in the second embodiment, but do not
perform any write operation to the user data area 26. 1In

10 other words, similarlytothe first and second embodiments,
the protected area 25 is writable even when the sliding
member 1 is set in the second position.

As described above,' according to this embodiment,
it is the controller 20 that performs operations to set

15 the SD memory card to the writable or non-writable state
as indicated by the position of the sliding member 1.
Therefore, even iif the writing apparatus is not provided
with the device driver 60 or'-ith.e card writer 101, the writé
operations are performed similarly to the first and second

20 embodiments.

The data structure and various operations disclosed
in this embodiment are based on the international
publications listed below. For the techniques in more
details, see these publications.

25 WO 00/65602 published on November 2, 2000

WO 00/74054 published on December 7, 2000

WO 00/74059 published on December 7, 2000
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20 recogni zes whether the SD nenory card is in the witable state or the
non-witable state. Wien the SD nenory card is in the witable state, the
witing apparatus wites data into the user area 26 5 and the protected
area 25. Wen t/he D menory card is in the non-witable gEfhpoiis
exceptlon,“f%?W% I ng apparatus wites data by perform ng the secure may
wite protocol described in the second enbodi nent, but do not perform any
wite operation to the user data area 26. In 10 other words, simlarly to
the first and second enbodi nents, the protected area 25 is witable even
when the sliding nenber 1 is set in the second position. As described
above, accor di ngWoo 00174 Ohfh itlpdkhshed; pnj Decrab@mittol4®9020 that perforns

operations to set 15 the SD ry,card tgo th it or non-witable
state as indicat ¥@ QY /28 FY "ﬁhgla?gt RE gqla?:&?‘ng’neﬁﬁier 1. Therefore, :
even i f the writing, appajatys; | Galefbs i {108 16§ neeriyer 60 or
the card witer ?@1’?8&’3{%#‘?%‘1‘%632‘?%%%5 ar es-per or med s?qm larly to the
first and seponthe P eatanboRNent Sheyeat ahet embbdimeartss desianiderper at i ons
disclosed in this enbodiment are based on the international publications
listed pel abov@rnrchrerediyneyanples winieh lddiedy 0 aghieNesEh@RfR$kat i ons.

25 WD 00/ 65602 published on Novenher 2, 2000 00/ 74054 i shed on
Decenber 7,6M-V\UWQ‘ABS'@OQ&%RF§FF&?% "l%’c\éé%etpa € ‘2668‘%&5

departing from the principles of the present invention.
The following describe exemplary modifications, (A)
through (J).
10
(D) In the first and second embodiments, it is the device
driver 60 that manages the state of the memory card by
generating the state information representing thewritable
or non-writable state depending on the position of the
15 sliding member 1. Yet, the state'management may be

performed by the firmware 40 of the card writer 101.

(B) in the above émbodiments, setting of the writable
or non-writable state is indicated by the position of the
20 slidingmember 1. Yet, the settingmay be indicated using
any other component as long as it is operated manually
by the user. For example, a reflecting sticker may be
placed or a specific component (like a lug provided for
a cassette tape) may be r|emoved to indicate the setting.
25
(C) Inthe first and second embodiments, the card writer

101 and the host computer 100 are provided as separate
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WO 03/ 009299 PCT/JP02/ 07192 WO 00/ 74060 published on Decenber 7, 2000 WO
01/16821 published on March 8, 2001 Up to this point, the above1description
is given to the specific enbodi nents, yet the enbodi nents-described 5

above are r@b%m SsANPl es which likely t hi i
ve _ 09 _ y to achi eve the bestpcwfrogeiiez Vari ous
nodi fications nay %ﬁ made wi t hout departing fromthe principles of the

present invention. The follow ng describe exenplary nodifications A
through (J). 10 (A) In the first and second enbodi ments, it is the’dév?ce
driver 60 that manages the state of the nenory card by generating the
state information representing the witable or non-witahle state

dependi ng odlevheeposi Albaroptanelyyst §AisPkoss Hehedo Rrovide Cafdt e
managenent nay be rformed by the fi of e rd yri 101 B
!nd_t he abov@réﬁSSdEﬁén&% ttrrh‘age% S#E@#Pﬁ%ﬁl elotd(;'r ﬁg]n%v\%lf% o stét(e i)S'
| ndi cated by, £ Be BR5Lhqn cof chBCw29tihiydiagiBenbeipbse®bt the Rosting my
e indicated tGsing any-other conponent” as long as it is operated nmanually
by the usergomputexanpbeand thél eardngriterkedl nayhéevr pt ingddevigespeci fic

conmponent (like a lug provided for a cassette_t may be_re dt
i ndi cat & t hmayebei agconsuper mabihe gevifeansd §3§82ée n%BBiﬁgﬁ?gygfheocard

writer 101aaggbg % %sgné¥nnnner 100 are provided as separate 31

(D) The feature of the writing device consistent with
the first embodiment may be embodied by a computer readable
10 program executing the operations in accordance with the
flowchart shown in FIG. 8. Thus, theprogramincorporating
the feature operations may be embodied separately from
and independently of the apparatuses consistent with the
first embodiment. For example, such a program may be
15 embodied alone by storing the program into a computer
readable recording medium and giving or renting the
recording medium. Also, such a program may be embodied

through distributing the program over a network.

20 (E) It goes without saying that the usage condition
information to be recorded in the SD memory card may regard
toanytypesofcontentsincludingelectronicpublications,
music, and movies.

|

25 (F) In the second embodiment, the usage condition

information is recorded in the protected area 25. Yet,

information to be recorded therein may be other
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WO 03/ 009299 PCT/JP02/ 07192 devices. Alternatively, it is possible to
provide the card witer 101 within the host conputer 100. In addition,
alternatively to the witing device conposed of the host conputer 100 and

the card “ﬁ#f&ﬁ)iﬁﬁ’ the witing device 5 may be a consumecTyeRior®2devi ce,
a STB (Set Top gox , or a nobile phone. (D) The feature of the witing

device consistent with the first enbodi nent may be enbodi ed by a conputer
readabl e 10 program executing the operations in accordance with the
flomchart shown in FIG 8. Thus, the programincorporating the feature

operations may_ be enbodied separately from _and ind : f..the

appar at use§0c§tﬁ’iéi%}'tfé¥ﬁl\}oﬂtflﬁ’rt"}?é:lqrhéflc @%&Fﬁ@ﬂﬂf&lﬁgﬁg?gﬁ}‘%&%&mh a
program rmay be 15 enbodi e . Qne ' 8F 09 hFHraitd oh conput er
readabl e r EEFIAIRY r?e%lfﬁﬁggﬁgggi’v?%Igéggdr%t%%grt he  recordi ng nedi um

Al so, such a program may be enbodied through distributing the program over
a network. 20 (E) It goes w thout saying that the usage condition

i nf ormati on@)o bEnr ebher didbvien dritzodDnentdy y tbgr @ Sage reRRAHE1eB any types

of contents including electronic publi,cati.ons nusi ¢, an viies., 25 (F)
In the Sec@ﬂfQﬁmﬁkﬂﬂﬁﬁﬂphﬂﬂgﬁﬁgﬁil&é%ﬁﬁﬁ?ﬂ#°Pﬁﬂ§¥ﬁﬂ98gpﬁgxqﬁﬁﬁded in

other 32 WE103) 55588 PBER NSROIEET ‘conIden oy et S oL ih as

accountingédHfEéWEﬁOGarious manners such as move, migrate and
check-out, the usage condition information may include
separate limitations on each type of copying.

10 Note that move is one way of copying that involves
deletion of the original content, and used to move the
content from one recording medium to another.

Migrate is another way of copying that involves
generation of the usage condition information at an end

15 that the content is copied.

Check-out is copying that is performed only a set
number of times, so that copying is performed after the
permitted number of times is decremented. The check-out
type copying differs from the so-called number-limited

20 type copying in that the permitted number of times may
pe incremented. The processing of incrementing the
permitted number of times is performed when processing
todisablethécontenthavingbeenrecordedintherecording
mediqn\by way of copying (this processing is referred to

25 as “check-in”).

(H) The usage condition information may include other
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personal information, and trade secret information. (G In the. above
enbodi nents, the usage condition 5 information includes the limtations on
copying or playback of a corresponding content. Yet, when the content nmay
be copi edydoai@éieeuUs nManners such as nove, mgrate and epoecko20m9? the
usage condition information may include separate |imtations on each type
of copying. 10 Note that nove is one way of copying that involves deletion
of the original content, and used to nove the content from one recording:
mediumto another. Mgrate is another way of copying that invol ves

generation of the usage condi}ion |nfor | on_at

content istamgeet @W&ﬁn‘flst%%ﬁ B{ngsu%%g?orneﬁéorﬁg}?&a set
nunber of t.ines. so .t op f & emiBRydinidrixd, nunber
of times i §‘nd%€?8mnr}gé #h %Ckémg‘ib %ﬁﬁggﬁ/ﬁg&gl fef ers fromthe
so-cal | ed RuE Qe ted radhibypeo L apypyingrof Etaybackhet imes quanmer of

times may be increnmented. The processing of increnent quig t he %‘snntted
nunber of tsetes Al tperdativelwhed peBaddinggustgedPSa “Etfﬁ’( t having

S el ehredan the gancensel oy menrLlilsckocBRAVERGH i GEECN D
per i 11 ng ATbSAR Y (Y SBREan N arter e e FaIERETPEE TN the
second enbofliBHG.may be set. In the case the usage condition
information includes an upper limit to the number of times
to use the content, an upper limit to the time period to
10 use the content, or an expiry date, the writing apparatus
writes into the protected area the current number of times

that the content has been used, the current total time

that the content has been used, or the current date.

15 (I) In the first and second embodiments, the
semiconductor memory card is described to have the slide
switch. Yet, such a semiconductor memory card .is merely
an example of a recording medium, and any other recording
medium is applicable as long as it is provided with a switch

20 that is manually operable by a user. The examples include
a compact flash card, a smart medium, a memory stick, a
multimedia card, andaPCM-CIAcard. Further, the examples
are not limited to a semiconductor memory card, and the
following is also applicable .as long as it is housed in

25 a cartridge provided with a slide switch: (i) a magnetic
recording disk, such as a flexible disk or a SuperDisk,

zip, Click!, (ii) a removable hard disk drive, such as

34



the permtted nunber of copying of playback tinmes nmay be set.
Alternatively., a remaining usage period permtted 5 for the content, or an
upper limt to playback time or an expiry (by year, nonth and day) for a
usage per Mgashitidozop€r i 0d may be set. In the case the usagecrgwdiotispn

I nformation 1nc uges an upper limt to the nunber of tines to use the
content, an upper limt to the tinme period to 10 use the content, or an
expiry date, the witing apparatus wites into the protected area the
current nunmber of tines that the content has been used, the current total

time that the content has been u or the current : i)y n the
first and Q@&né%nb%ﬁﬁﬁ@mt%}ﬁ?ﬁesfgg cdonBb& E‘Fcﬁé’n%gg‘t'%ar i(é'ld'éscri bed
to have the slide (toh. _Yet, —AaRENg Cher pREHDRY edtky,Ss nerely
an exanpl eaé’foﬁg?"ééi\r%cﬁ% Ffb’%’&haéﬁggd anyr%\f[ﬁégw’r g?ér ding nedium’is :
applicabl e g5 1909 gkt is provided with a switch 20 that is manually
operabl e by a user. The exanples include a conpact flash card, a snart

medium a menory stick, a multimedia card, and a PCM ClI A card. Further,
the exanples are not limted to a senm conquctor .menory card, angd the
fol | owi fig i6))al s&nappe EAMsE JhTRG AP+ i%mlﬂ‘aﬂ;éréﬂnit% §§°éfedar cilrel' dge
provided with a slide _sw o (L) | I 05 §H S menibdY as a
f1exible diPsﬁP%‘?C‘éeéﬁﬁee\rgD%%S (“E%L&%a@%gﬁ?%(ﬁ%ghrgegn%/ﬁ|éémhard di sk

drive, such ag $4 tWR 93£0RPB8sPETOHR02A0TE2RaERBe Linzo Spating Shket, EZ
Fley, or a mcro drive, or (1ii) an optical disk, such as DVvD-RAM DVD RW
PD,  DVD+RWerfi fR¥\protected area 25 to the writable state, a specific
areawithintheprotectedareaZSmaybesettothevmitable
10 state. For example, specific files recorded in the
protected area may be set to the writable state. System
applications usually rewrite specific files such as the
one containing usage condition information. Thus, it is
effective to selectively set those specific files that
15 possiblyneedtoberewrittentothewritablestate,thereby
more reliably preventing corruption of the data in the
protected area 25. Alternatively, the protected area 25
is set to the writable state only in part of its address
space.
20
Industrial Applicability

Since the present invention allows system
applications to freely write data into the protected area
25 without requiring the user to change the slide switch
25 setting, it is possible to introduce into the market the
writing apparatusesthat arelikelyto be approved by users.

For this advantage, awriting apparatus, a writingprogram,
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and the like. 5 (J) In the first through third enbodi nents above, the
protected area 25 is witeable even when the sliding nmenber 1 is in the
second position. Alternatively to setting the entire protected area 25 to
the wi tab%&tﬂﬁ%ﬁgg a specific area within the protectedpar/s®dnizay be
set to the witable 10 state. For exanple, specific files recorded in the
protected area may be set to the witable state. System applications
usually rewite specific files such.as the one containing usage condition
information. Thus, it is effective to selectively set those specific files
that 15 possibly need to be rewitt.en t h J : repy nore
reliably praé\ﬁ%ﬁt‘l’ﬁbtéﬁgrrﬁﬁpﬁ?%‘ﬁ C&nstlﬁged% Qlﬁﬁvg‘h%?ﬂj&%ﬂﬁg‘geg‘? g’a 5.

Al ternativel t o] .arne i t rYbiriebltegstate only in
part of itgqgé’aedr‘glée%g{épgggkﬁg&%lrlngu%?#éa? %p??’g%%{ﬂﬁ ty Since the present '
i nvention gldYEastsieny apRlistatiensand dtieet yindiuserdesa into the
protected area 25 without requiring the user to change: the slide switch
25 setting, it is possible to introduce into the market the witing
apparatuses that are likely to be approved by users. For this advantage, a
witing apparatus, a witing program 35 WO 03/009299 PCT/JP02/07192 and a
writing nmethod consistent with the present invention have great potenti al
for use in consumer-oriented
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manuf acturing industries and other industries. 36 WO 03/ 009299
PCT/JP02/ 07192 CLAIMS 1. A witing apparatus that wites data into a user
area wthin a .sem conductor nenory card according to an 5 instruction

i ssued by agoaRshdgstt i ON program the witing apparatus cargurosng: a
recognition unit operable to recognize the user area to be in a witable
state or in a non-witable state depending on a position of a sliding
menber, the sliding 10 nenber being exposed.on a surface of the

sem conductor nenory card and being manual ly slidable; a wite unit
operable to wite data into the user area in the witable state, and when
the user area is in the non-witabl EL&MBe to perform an exceptiona
wite 15 operation, wherein the exceptional wite operation is perforned
according to a special wite comuand issued by the application programto

wite data hntQ @rIeRigy aPpldatist Rhat Wheteendeeadioter amaseryacaad t hat
Is differenf fromthe 20 uUser area. 2. The witing apparatus of Claiml,

wher ei n t hewa@Migpnducsemioendugtoar dné@eryn caxdemacerdong & carx, 25
the special wite command includes (i) an instruction f di recti t he
Wi ti ng Bippanstudiaiol QmitlifEHeE RY AR %@P@&ﬂ%&m&w&r%ﬁ? ‘85?%,1“%d (ii)
an inStrUCtgg%Jfgtus comprising: . .
a recognition unit operable to recognize the user
area to be in a writable state or in a non-writable state
depending on a position of a sliding member, the sliding
10 member being exposed on a surface of the semiconductor
memory card and being manually slidable;
a write unit operable to write data into the user
area in the writable state, and when the user area is in
the non-writable state, to perform an exceptional write
15 operation, wherein
the exceptional write operation is performed
according to a special write command issued by the
applicationprogramtowritedataintoanmmoryareawithin

the semiconductor memory card that is different from the

20 user area.

2. The writing apparatus of Claim 1, wherein
the semiconductor memory card has an authentication
circuit, _
25 thespecialwritecommandincludes(i)aninstruction
for directing the writing apparatus to authenticate the

semiconductor memory card, and (ii) an instruction for
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37 WO 03/009299 PCT/JP02/07192 directing the authentication circuit of the
sem conductor menory card to authenticate the witing apparatus, and the
exceptional wite operation is performed only when the witing apparatus.

and the ser@vﬁcbgﬂbb%%or menory 5 card are aut henticated nutp@d/ipozend:
successful ly.” 3. e witing apparatus of Claim2, wherein the user area

has a content recorded therein, the different menory area is a protected
area having 10 usage condition .information recorded therein, the usage
condition information corresponding to the content, and the special wite

command is issued when I s to b ' '
o updat et A3T6CEIR0 EBadtHAny hear ranicrreust of e dihe FrBORERRT L2 o

Claim 3, wherein usage, Qf t LS : th ont ent
the usage c@ﬁﬂ‘lo_triyor?qgh% g:rcfmmé)ﬁg?éaést%gpg#nﬁﬁqgka%aﬁg%gf gfn C|pol ayback
times or a perm tigd ti8hatoRyife opetest fon idpepfibemed andyt he new
value witten to update the usage condition information is the permtted
number of plaghacket Wit iolg appe reaud taredl thertemitondpgtag memest hat has
been 25 increnmented or decrenented in responseéo&)l aé/bagk Qr copyi ng of

t he contSent cpedf enee@utienticated mutually and successfully.

3. The writing apparatus of Claim 2, wherein
the user area has a content recorded therein,
the different memory area is a protected area having
10 usage condition information recorded therein, the usage
condition information corresponding to the content, and
the special write command is issued when a new value
is to be written in the protected area to update the usage
condition information.
15
4. The writing apparatus of Claim 3, wherein
usage of the content is to play back or copy the

content,

the usage condition information includes a permitted

20 number of playback times or a permitted number of copying
times for the content, and

the new value written to update the usage condition

information is the permitted number of playback times or

the permitted number of copying times that has been

25 incremented or decremented in response to playback or

copying of the content performed.
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WO 03/ 009299 PCT/JP02/ 07192 5. The witing apparatus of Caim1, further
conprising a judgnent unit operable to judge whether the sem conductor
menory card is of a first type or a second type, wherein the-wite unit
does not pgﬁ@;,migbe exceptional wite 5 operation when tRoI/FEendTanduct or
menory card 1s of the second type and the user area is in the non-witable
state, and perforns the exceptional wite operation when the

sem conductor nenory card is of the first type and the wuser area is in the
non-witable state. 10 6. The witing apparatus of Cdaim5, wherein the

sem conduct or nory, card of the firs S ent | | circuit,

the sem cor&iu&qfﬁ W%*M?gcﬁpaaﬁptWeO?egé%g"{]gﬁe ﬁ{z}sé&%g gn%&‘gﬁ%ﬁgﬁ i cation

circuit, thes i.al | ' i ReWeémhidendapgparat us to

aut hent i catagjﬁﬁgﬁ'sezl%%%%g)ét or n%%?ﬁ%ﬁhﬁegﬁde%?l ;3 the aut hentication '
circuit of Iﬁé}ﬁoﬁgr&&‘ﬂddﬂ@t@f arefiDr yt cayple tar atdenond at gpe hewhereiing

appar atus, and O the exceptional wite operation is perforned only when
the witing appathieuerihe umit soescoatRaTOHR #YS/ eXE8PE LN it &5F v

Terber Bo, rePesaEban BHeR S AAmbroRPHCE e ek S g E e EPE and
bei 19 Manualddoshi AN Sna nBULEE alrkb®: FATPEHeMYhDAra tusile SE8RINT @
and performs the exceptional write operation when the
semiconductor memory card is of the first type and the
user area is in the non-writable state.
10
6. The writing apparatus of Claim 5, wherein
the semiconductor memory card of the first type has
an authentication circuit,
the semiconductor memory card of the second type has
15 no authentication circuit,
the special write command instructs (i) the writing
apparatus to authenticate the semiconductor memory card,
and (ii) the authentication circuit of the semicon&uctor
memory card to authenticate the writing apparatus, and
20 the exceptional write operation is performed only

when the writing apparatus and the semiconductor memory

card are mutually authenticated.

7. A semiconductor memory card, comprising:
25 a sliding member being exposed on a surface of the
semiconductor memory card and being manually slidable;

anonvolatilememoryhavingauserareaandaprotected
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WO 03/ 009299 PCT/JP02/ 07192 area; and a recognition unit operable to
recogni ze the user area to be in a witable state or in a non-witable
state depending on a position of the sliding nenber, wherein 5 the

pr ot ect ed @Qﬁgmgﬁﬁxcept ionally witable according to a yoedpao7mite
command i ssue y an application program even when the user area is in the
non-witable state. 10 8. The sem conductor nenory card of Caim7, further
conprising an authentication circuit, wherein the special wite comand
includes (i) an'instruction for directing the witing apparatus to

aut henticate the sem conductor nenory card, and (ii) an instruction for 15
directing greagutdNht i cation circuit of the seniconductor menory card to

authenticate the W%%égg%ig%%mﬁe@%raﬂb@ PhoLeelRMh LS user

exceptional ly w 't & It1ng apparatus and the

seni conduch e ATRIPHYE 1f34 G €216Lé heta t 6 ad e i s wain-ywiiihlsle cesatel | y. 20
9. The sem conductor nmenory card of Claim8, wherein the user area has a

content redeptemiinerenna posétpont aft dehar2hidasousggbedonHi¢iein

i nformati on recorded therein, oLlhe usage, condi ti o%.i I’rllf mt hﬂ:nitgéle

correspondi ng tothRe PEREERESANERIR shRci GFCRPIM € Cormand s 7 5SUed when

a new valug 1S (0 beygitiegbnithe Rrotect edmHaeRl t 2s4RE epyheaisage 40
application program even when the user area is in the

non-writable state.

10 8. The semiconductor memory card of Claim 7, further
comprising an authentication circuit, wherein
the special write command includes (i) an instruction
for directing the writing apparatus to authenticate the
semiconductor memory card, and (ii) an instruction for
15 directing the authentication circuit of the semiconductor
memory card to authenticate the writing apparatus, and
the protected area is exceptionally_ writable only
when the writing apparatus and the semicolhductor memory
card are authenticated mutually and successfully.
20
9. The semiconductor memory card of Claim 8, wherein
the user area has a content recorded therein,
the protected area has usage condition information
recorded therein, the wusage condition information
25 corresponding to the content, and
the special write command is issued when a new value

is to be written in the protected area to update the usage
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WO 03/ 009299 PCT/JP02/ 07192 condition information recorded. 10. The

sem conduct or nenory card of Caim9, wherein usage of the content is to
pl ay back or copy the 5 content, the usage condition information includes
a permtte 9%@ of playback times or a permtted nunbegciefeos@idyd Ng
times for the content, and the new value witten to update the usage
condition io information is the permtted nunber of playback tines or the
permtted nunber of copying tines that has been incremented or decrenented
in response to playback or copying of the content perforned. 15 11. A
conmput er readabl e program for having a _conputer performa wite operation
to wite da@@ndhEdoB &ﬂﬁoﬁﬂﬁkﬂ°ﬂﬁ¥%Fﬁr§e m conductor menory card
according to an instruction issued by an application program conprising:
a recognition step of recognizing the user area to 20 be in a witable

state or im@ NPRaWskidRldhdi@tsr dnerBiyngare ot @Baimod, okherelindi ng
menber, the sliding menber being exposéd on a surface of the seniconductor

menory card and uszige ofinthel positietdbl &5 tadpaaw basktep e®PW theng dat a
into the user area in 25 the witable state, and when the user area is in
the noA-wé¢eRbEBtstate, to performan exceptional wite operation,

wherein 41 WO 03/t910e9&ggqgcgéf;glo.gé.gyigr?formafion includes a permitted

number of playback times or a permitted number of copying
times for the content, and

the new value written to update the usage condition

10 information is the permitted number of playback times or

the permitted number of copying times that has been

incremented or decremented in response to playback or

copying of the content performed.

15 11. A computer readable program for having a computer
perform a write operation to write data into a user area
within a semiconductor memory card according to an
instruction issued by an appliéation program, comprising:

a recognition step of recognizing the user area to

20 be in awritable state or in a non-writable state depending
on a position of a sliding member, the sliding member being
exposed on a surface of the semiconductor memory card and
being manually slidable; and

a write step of writing data into the user. area in

25 the writable state, and when the user area is in the

non-writable state, to perform an exceptional write

operation, wherein
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the exceptional wite operation is perforned according to a special wite
command i ssued by the application programto wite data into a nenory area
within the sem conductor nenory card that is different fromthe 5 user
area. 12. ter readable programof Caim 11, whergj

sem conducttgﬁoﬁe%y card has an authentication circuit, El:lld(;)r,Jtl‘{r)lié@lé9|02eci al
write command includes (i) an instruction for directing the witing
apparatus to authenticate the sem conductor nenory card, and (ii) an
instruction for directing the authentication circuit of the sem conductor
menory card to authenticate the witing apparatus, and 15 the_excepti onal

write operation itheerg*SeRELIBARY WRAAS hOPKYAGIRN apphr RTSEARACHhe

sem conduct or _nenor card are t.hent | e Y u S l1y. 13.
The conput e"’}c?%ﬁagﬂée Yot aﬁpggliarlain‘sn* gg \?ﬁgﬁ‘#ﬁa éﬁlﬁee&ugéf gfrlga has a -
content 1 ecaigipflohRebl ProbPanctd ken ealdaed Uit b dfericx papedl withinar oa
havi ng wusage condition information recorded therein, the usage condition

i nf or mat i ontlg@rsedpoondogtior memoxgntamd, thadt ikedifferentwfrom thenmand is

i ssued when a new value 25 is to be witten in the protected area to
updat e She us@yeareédndition informati on. 42 WO 03/009299 PCT/JP02/ 07192 14.

The conputer readable programof Caim 13, wherein usage of the content is
to play back or copy the

12. The computer readable program of Claim 11, wherein

the semiconductor memory card has an authentication
circuit,

10 the special write command includes (i) aninstruction
for directing the writing apparatus to authenticate the
semiconductor memory card, and (ii) an instruction for
directing the authentication circuit of the semiconductor
memory card to authenticate the writing apparatus, and

15 the exceptional write operation is performed only
when the writing apparatus and the semiconductor memory

card are authenticated mutually and successfully.

13. The computer readable program of Claim 12, wherein

20 the user area has a content recorded therein,
the different memory area is a protected area having
usage condition information recorded there_in, the usage
condition information corresponding to the content, and
the special write command is i§sued when a new value
25 is to be written in the protected area to update the usage

condition information.
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content, the usage condition information includes a permtted 5 nunber of
pl ayback tinmes or a permtted nunber of copying times for the content, and
the new value witten to update the usage condition information is the

perm tted RygRshosade P! ayback times or the permtted nunbercrfrogiony: ng
times that has been 10 increnented or decrenented in response to playback

or copying of the content perforned. 15. The conputer readabl e program of
Claim 11, further conprising a judgnent step of judgi ng whether the 15
sem conductor nenory card is of a first type or a second type, wherein the

wite step does not performthe ceptional wit 0 ) O .t he;

seni conduct bf - nEREr FORRUF &% 5‘?6“5@8%3868%6{‘\/Sfmg%sg‘ﬁﬂgggéhi s in
the non-writable , 20, and i & hese A ¥ id perat i on
when the sem cor}gsthc %rogertr:‘gr%yoc%g{éﬁ?ﬁ ?ﬂeﬁs???{it type and e user area
is in the nggn¥enkgbl e state. 16. The conputer readable programof Caim

15, wherein 25 the sem conductor nenory card of the first type has an
aut henti cation citheiusageneosditdondintormabHeRinGledes 3 PRIBLESRE t ype

Wi e cOmERBRPRE PERLSYPRCkNEIRRS (1hg PAEBM-Eask "DBLSH HentPREaH he
sem conductggmggn?o& (i:q{éj’content, and
the new value written to update the usage condition
information is the permitted number of playback times or
the permitted number of copying times that has been
10 incremented or decremented in response to playback or

copying of the content performed.

15. The computer readable program of Claim 11, further

comprising a Jjudgment step of judging whether the
15 semiconductor memory card is of a first type or a second

type, wherein

the write step does not perform the exceptional write

operatioﬁn when the’ sémiconductor memory card is of the

second type and the user area is in the non-writable state,
20 and performs the exceptional write operation when the

semiconductor memory card is of the first type and the

user area is in the non-writable state.

16. The computer readable program of Claim 15, wherein
25 the semiconductor memory card of the first type has

an authentication circuit,

the semiconductor memory card of the second type has
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and (ii) the authentication circuit of the sem conductor 5 nenory card to
authenticate the witing apparatus, and the exceptional wite operation is
performed only when the witing apparatus and the sen conductor mnenory

card are m_%,P thenticated. 10 17. A recordi ng nmedi unpG fiob/rdos he
pr ogr am of 20:3)&3%%‘ 18. A nethod for witing data into a user area within

a sem conductor nenory card according to an instruction issued by an

application program conprising: 15 a recognition step of recognizing the
user area to be in a witable state or in a non-witable state depending
on a position of a sliding menber, the sliding nenber being exposed 'on a
surface of nNReaydherdiRatbenehBFY1tard and being manual Iy slidable; and

20 a wite step ofy willng, 1ata | DO dSel ARAd i) Bkl Rtk state.

and when the user non-w i to performa

excepti onal gg,gr%t,%o%aaheﬂen\ﬁﬁ%ra@eﬂtheesemseshaumlon/vm'emrqpeaaﬁi,on is
per f or med 3 according to a special wite conmand issued by the

appl i cati onapEogiam thevauthedaigation aimemdityofrtheiemniaongyetor
sem conductor nenory card that_is different fromthe 44 WO 83/ 0092%9
PCT/ JP02 07memoxsecaico 13uthpptaEehEd tHe MrtThB 2RIP_RT8FHS t AL

sem conductor nmengry card hag Ay L YAdon %5 &' péFEbrmed only
when the writing apparatus and the semiconductor memory

card are mutually authenticated.
10 17. A recording medium storing the program of Claim 11.

18. A method for writing data into a user area within a
semiconductor memory card according to an instruction
issued by an application program, comprising:

15 a recognition step of recognizing thé user area to
be in a writable state or in a non-writable state depending
on a position of a sliding member, the sliding member being
exposed"onia surface of the semiconductor memory card and
being manually slidable; and

20 a write step of writing data into the user area in
the writable state, and when the user area is in the
non-writable state, to perform an exceptional write
operation, wherein

the exce;'ational write operation is performed

25 according to a special write command issued by the

application programto write data into amemory area within

the semiconductor memory card that is different from the
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the special wite command includes (i) an instruction for directing the
writing apparatus to authenticate the sem conductor nenory card, and (ii)
an instruction for directing the authentication circuit of the

seniconducgﬁé %&wﬂgnnry card to authenticate the witing peaapeldrsz and
t he excepti 1Pt e operation is performed only when the witing

apparatus and the sem conductor nenory card are authenticated nutually and
successfully. 15 20. The nethod of Caim 19, wherein the user area.has a
content recorded therein, the different nmenory area is a protected area
havi ng usage condition information recorded therein, the usage condition
i nformati omserraspandi ng to the content, and 20 the special wite comand
is issued when a new value is to be witten in the protected area to
update the usage condition information. 21. The nethod of C aim 20,

wherein 25 ag f ot eildfmt P8 pl Aebagk or copy the content, the
usage condi#?bnfpﬁfgkgafion I ncl udes appernitted 45 WO 03/ 009299

PCT/ JP02/ 07192 niHeek efii cpnaidskr memes yocazdpea sian e thaatekcatiedpyi ng
times for the content, and the new value witten to update the usage
conditién. cintuitmtion is the permtted nunber of playback tines or 5 the

permi tted nunber of copYing i S A PnoEGRE LN P ERNRSE SicelEsh ement ed

in response to pl
for directing the writing apparatus to authenticate the

semiconductor memory card, and (ii) an instruction for
directing the authentication circuit of the semiconductor

10 memory card to authenticate the writing apparatus, and
the exceptional write operation is performed only

when the writing apparatus and the semiconductor memory

card are authenticated mutually and successfully.

15 20. The method of Claim 19, wherein
the user area has a content recorded therein,
the different memory area is a protected area having
ﬁsage condition information recorded therein, the usage
condition information corresponding to the content, and
20 the special write command is issued when a new value
is to be written in the protected area to update the usage

condition information.

21. The method of Claim 20, wherein .
25 usage of the content is to play back or copy the

content,

theusageconditioninformationincludesapermitted

45



copying of the content performed. 22. The nmethod of C aim 18, further
conprising a judgnent 1o step of judging whether the sem conductor nenory
card is of a first type or a second type, wherein the wite step does not
performthe ex tional wite operation when the sem con ry card
Is of the %@g‘ﬁg”?ype and the user area is in the non-vvrlg?g élogtﬁg?e, 15
and perforns the exceptional wite operation when the sem conductor nenory
card is of the first type and the wuser area is in the non-witable state. .
23. The nethod of C aim 22, wherein 20 the sem conductor nmenory card of the
first type has an authentication circuit, the sem conductor rrerr.Dr% card of
o]

the second numkenaf plavhackfines Pna PeEn Etednpumberiot SRRY¥ S onmand

instructs (i) thefvvri Lng 25 apparatus to authenticate the sem conduct or
memory car &-1MeHJTPF| hé:oé’g'tedﬁfft i¥ion circuit of the sem conductor

menory card to aythenti Fbi a\p‘tp@é WA 89299
PCT/ JP02/ 07192 t#yéeﬁ%gg?lsgﬁgrﬁgw#iféhgggra ioﬁéﬁ?%gﬁaodr’éngd only when the

Witing appaféreatngnt be sesipormicted membey of pplhybackitimes or
aut henticated. . 47 ) .

5 the permitted number of copying times that has been

incremented or decremented in response to playback or

copying of the content performed.

22 . The method of Claim 18, further comprising a judgment

10 step of judging whether the semiconductor memory card is
of a first type or a second type, wherein

the write step does not perform the exceptional write

operation when the semiconductor memory card is of the

second type and the user area is in the non-writable state,

15 and performs the exceptional write operation when the

semiconductor memory card is of the first type _and the

user area is in the non-writable state.

23. The method of Claim 22, wherein
20 the semiconductor memory card of the first type has
an authentication circuit,
the semiconductor memory card of the second type has
no authentication circuit, |
the special write command instructs (i) the writing
25 apparatus to authenticate the semiconductor memory card,
and (ii) the authentication circuit of the semiconductor

memory card to authenticate the writing apparatus, and
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the exceptional write operation is performed only
when the writing apparatus and the semiconductor memory

card are mutually authenticated.
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