WD 03/ 010643 PCT/ US02/ 23907 METHODS AND SYSTEMS FOR PROMOTI NG SECURI TY I N
A COWUTER SYSTEM EMPLOYI NG ATTACHED STORAGE DEVI CES BACKGROUND OF THE

| NVENTI ONvo93imhksl of the Invention The present inventionpgarsoabisyrrel ates
to methods and systens for securing conputer systens. The present
invention nore particularly relates to nethods and devices for securing
information in a conputer systemwherein the conputer system may be
connected to a networked environnent. 10 Description of the Related Art
Wth the advent and w despread depl oynent of the Internet, conventional
conputer security systens have been found to be deficient. A disadvantage
of the Internet is that it permts many ways to infiltrate conventi onal

comput er - sysperhes iR &Y< RNSERIAESATFINEREGIRAY IN AT AURYHRIE, for

exanpl e, canm pe I5 fnjected through firewalts and rnto a conputer system
J Y Y

Thi s can conprom sesggﬁ.gMé\,plngq .|“@tAeerARfr—9@6%R o) %fsor e derivative

capabilities such as—dargrtead tS—mana ency in
conput er system perineter defenses creates the need to position security
defense systens in the |ocal computer system A conventional 20 exanple of

such | ocalized conputer sy }\8 'Q't F- vI' 8 ection software. Virus
detection software, however; } ny expl oits including,
but not limted to, "spoofing" or "wappering" strategies. Consequently,
Vi rus ;iyeter_c Ii Q 1hse0|fn§/ [& may be nmade to appear operational when it is not
proper | Oﬁm rhaps the greatest fundamental problemw th
conventi onal cogputer ecurjty systens is that, their operation is common
to the environmeff p6?se[nﬁgwe&ﬁlqr§%éﬁ%lﬁ/\;fla ?ﬂ?}hﬁ%i”isi(%%f?homs
PCT/ US02/ 23QQiéringpamplitengystaras eThe prdsearingdtition fiidrelpririoully refagesaper at i ng
systemenviro nt for, map¥ con‘Put.e sg/ste,ms is also comon to the
| nt er net erﬂ}?tﬂgﬁ?@ﬂq ,deY'S‘?S or securing information in a computer system wherein the

computer system may be connected to a networked environment.

10  Description of the Related Art

With the advent and widespread deployment of the Internet, conventional
computer security systems have been found to be deficient. A disadvantage of
the Internet is that it permits many ways to infiltrate conventional computer system
perimeter defense systems. Damaging virus programs, for example, can be

15 injected through firewalls and into a computer system. This can compromise data
and computer programs, and therefore derivative capabilities such as digital rights

management.

This deficiency in computer system perimeter defenses creates the need to
position security defense systems in the local computer system. A conventional
20 example of such localized computer system security is virus detection software.
Virus detection software, however, can be susceptible to many exploits including,
but not limited to, “spoofing” or “wrappering” strategies. Consequently, virus
detection software may be made to appear operational when it is not properly

operating.

25 Perhaps the greatest fundamental problem with conventional computer

security systems is that their operation is common to the environment of the
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exanpl e, or another network comruni cations nedium Because of this conmon
envi ronnent, many neans of attack on a conputer systemare avail able nerely
5 by noviwg osonpys er code fromthe Internet to the conput @CTAser/239ng
system Some conventional nethods of conputer protection nmay involve

speci al purpose security hardware or firmvare installed in the BIOCS of a
conputer system These nethods can establish secondary |ines of defense
internal to operation of a conputer system but external to the conplicated
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SCSI bus of thi steme es aq%r(gew cef on .t he bus, Iud n the
storage device$? %C%{B’éﬂﬁgnaiﬂl?t'? COMRUIRE QIR ?W’H?Y H’é(? eéB%?'%'ti ng
systens i nvmlrwmﬁcuri%ér@wmtdrdurmmmnsm@wm&ﬁ@Buoe\dfl:a dopuitdrechni que to
put the securlgetg?‘/re gasure |n t he a&tached stora%e firmvare and data

st or age. S STENFEIRIE AP §SiaPish sacrBrandnes pf fefaNFe &Rl tenvi r onnent s
and ot her edperatRRNGIH Sonsplsr S5t But SLEHANS tRE¥b MBI ARNERSLSronst 1 | |

ot her conputer security systens recogni ze the benefit of %;ardl ng the 25

st or ageldeVaresating SLYEE?“E:BHY'F%‘W%‘F H@WéYerbhhﬁsﬁﬂtet%eQﬁ%‘rfa% fesaIMES vat e
keys. — Shargg aPBétYé?’tliﬁe %?Yiéfeﬁéé cwb'bel?eéwadtvﬂthn{davw%ab@?rﬁm%wrn' thy than
securing and concealing elenents of pu rivate key encryption, because
aut hent i catat@ﬁhﬁfé?@ra% Vi¢Rgrtbat Riavide tpjﬂk@&@@él@@@dﬁﬁ@@&j&h ce. This
type of sy g directed to nodification of the file managenent
system of t e corrp er operating system 30 and therefore suffers the sane

probl em of oper jth&9 Y?M hESRaPERRPRENSE urity dydRINShGY i I?c‘ﬂ.gié §P5
security. An inprove éﬁdtﬂaer sgcurlgt ung) g}éem%@u? %gg%[ 0643
PCT/ Uso®y/ zgga(ylr.e connected to an SCSI bus that protects storage devices on the bus. This

type of security system recognizes that the storage device is more secure while
not operating in an environment common to the operating system. However, the
SCSI bus of this system exposes all devices on the bus, including the storage
devices, to access and therefore requires intimate operating systems involvement.

20 It would be an improvement over this technique to put the security measures in
the attached storage firmware and data storage. The same solution could also
then be applied in SCSI environments and other environments such as ATA

storage device environments.

Still other computer security systems recognize the benefit of guarding the
25 storage device at the controller level but are based on shared private keys.
Shared private keys are well-known to provide less security than securing and
concealing elements of public-private key encryption, because authentication keys
are shared and not private to a single device. This type of system is also directed
to modification of the file management system of the computer operating system
30 and therefore suffers the same problem of operating system dependence

illustrated above for SCSI security. An improved computer security system could



| eave the operating systemfile managenent intact while maintaining
separate control over security through a special security interface to the
att ached woasagw43 devi ce. | n anot her type of computer sec®CTIiUs0SY®VEM t he
security perineter 5 consists of self-contained software that exports only
a sinple storage interface for external access and verifies the integrity
of each command before processing the command. By contrast, nost file
servers and client nmachines execute a nmultitude of services that are
suscepti bl ttack nce this se sec. stora ge device .is
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operations.

Security afforded to a computer system by the ATA Host Protected Area
security protocol can be provided by a method used in connection with readying a
20 storage device during the boot phase of a computer system. In this method, the
storage device can be declared to the operating system to have less storage
space than the storage device actually has ready for use by the operating system.
Special BIOS firmware or other special code can have exclusive access to the
undeclared portion of storage space. As an additional security measure, the ATA
25 Host Protected Area can require passcode access to this additional amount of
storage space. The ATA Host Protected Area was originally designed to provide
security assurance in the form of enhanced operating system and application
crash recovery efficiencies. A known good version of the system or application
software could be cached in a location outside the capability of the operating

30 system to address. In practice, this restricts access to a portion of the storage



WO 03/010643 PCT/ US02/ 23907 device to a conputer programrunning either in
the main device firmvare or in the operating systemenvironnent. A problem
wi th t he WOA3MoBY3 Prot ected Area protocol is that it is sPCIIUSOp23987 ble to

i ntercept communications with the storage device that contain critical 5

i nformati on. The hi dden ATA Host Protected Area partition of the storage
devi ce can be reveal ed, for exanple, by putting that sane disk drive into
anot her conputer that does not reserve the Host Protected space. The

passcode, | i S not i . acr ' . cyGl es, A st
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15 Therefore, computer security methods and systems are needed that
address the aforementioned shortcomings in the art. Method and system
approaches are needed in the storage device environment that provide resistance
to unauthorized access and use of computer programs and data. Methods and
systems are needed that permit sections of the storage device to store data that

20 are not available to the file system or operating system in a computer system for
reading or writing operations, except under controlled and cryptographically-
guarded conditions. Such controlled conditions should include device
authentication and user authentication of secured datasets performed externally to
the operating system of the computer system. Methods and systems are also

25 needed that provide firmware and storage devices with controls on access,
storage and retrieval of data. These controls should not be able to be written by
any process available to the computer system and should be localized in the

attached storage device.



SUMVARY OF THE | NVENTI ON The present methods and systens use sinple but
effective nmeans for pronoting security in a conputer system In one

enbodi nerwoaB/otdsese mnet hods and systens, a sinple file systramso/s39epnceal ed
in the conputer system5 and is managed with a processor and sinple
non-witeabl e code operating on a storage device. This sinplicity of

desi gn provides the present conputer security nethods and systens with
means for securing data on the storage device. In one nmethod enbodi nent, a

conput er systemis provi ded%@m&%@em in operative

association with at least o erein the storage device

i ncludes firmvare and a processor for cessin ored on the

storage device. The ﬂ%‘f R%@eph@fgﬁ‘f}% apg g)ﬁq?rﬂ@ “&F%m@@%ﬁﬁ edivE Mg

partition ifer pran@tmg%émrny imc@ﬁsﬁsssysvemaun beasinbadip@nt bbthesé t he storage

devi ce by ti n ystem The nethod als ncl udes C{ eatltglg1 at | east
|

one securi t@etﬁﬁ‘g?? F¥fﬁ q RiEPlg YR syRteas icorcealgbintie KBPYIes SYSIR udes
provi di ng &ndlisatinagBe with adptbbeysbE dind SiEPleinaidrittiibfe esdfesperittig oM 4h the

authority record in the storage device. System and conputer-readabl e
medi um enbSRTABRESVIER IEB'?@F’BEW"Y\Of ARGt BreNides e pregart GABIMBRN SEEHBYI nent s

di scussed_hiagtibas akespetls s for 20uFRY BEREFBIRTLENGERCI HE DRAW NGS

Figure 1 is a diagram showi ng a systemconfigured in accordance with

met hods and sys{iRe fthdd QB diMEnC aBdRiterSSStdh ﬂé.)brO\FJjegP\Fvﬁh énis a
schematic show ng details of the storage device of Figure 1; Figure 3 is a

schemat i ¢ i9PEIHINGAYPIEY NMPeraitverseeialioniuiivrideas one staigee devicoe 25 and an
oper at i jg ?M%&mtlflé E%ra’ﬁ@é&/ﬁe%cl@dmé?é any 3 Jﬁ&é&o?‘ﬁﬁ ‘BF&%@%ﬁg‘ﬁ‘aH‘

met hods an stens for pronoting conmputer sec ; Figure 4
schemati ¢ sitereil 9y thestorage ¢dvicene aivef inc |lﬁd§$cﬂ’fd%tlrt§)rﬂi leastone isequriar ti ti on

data shown da’?tlt%hgh'r%d%esécésfﬂoggi{egé%%ﬁor ﬁré H5Ridh %%%7&0@8 gfeglcg chcor dance

t abul ati on "'show ng portion record provi
with the pnmeperabogrpystem ddeunéthgd aBDhmmm%rMeat;r@taiﬂQast one security

partition in the storage device. The method also includes providing at least one
15  authority record and data associated with the authority record in the storage

device.

System and computer-readable medium embodiments structured in

accordance with the method embodiments discussed herein are also provided.

20 BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a diagram showing a system configured in accordance with

methods and systems for promoting computer security;
Figure 2 is a schematic showing details of the storage device of Figure 1;

Figure 3 is a schematic illustrating the interaction between a storage device
25 and an operating system file system of a computer system in accordance with

methods and systems for promoting computer security;

Figure 4 is a schematic showing details of the authority records and

security partition data shown in Figure 3;



Figure 6 is a tabulation showng a partition header provided in accordance
with the present conputer security methods and systens; 5 Figure 7 is a

t abul at i oWoYBOWens)y basi ¢ st orage devi ce procedures provi dedT/usa2/239¢dr dance
with the present conputer security nethods and systens; and, Figure 8 is a
tabul ati on of error codes that can be generated in accordance with the
present conputer security nethods and systens. 10 DETAI LED DESCRI PTI ON
Overvi ew As used herein, "conputer systens" include, but are not limted

to, desktop Cog@%%ﬁ?éb%ro#sﬂ% l@g@{#togran%(ﬁo‘?@reﬁ%%é‘f&gﬁﬂ.iﬁo”p“ter

systens, wrel ens such as c hones a gital
caner as i n@cadidagcd witb dhef presemntadonmguitavesiecuritymm etbodly and sysfemgasonabl e
conbi nati on of these systenms and devices. As used herein, the terns
"storage devi ceFigune 6'isla $dbuthtioneshowing alparkitioraneader praviddthin geabidancex cept
wher e ot herw not ed nd Jncl ude an vice f.or ~storage of data in a
conput er syv\é}thztﬁ\eip 855888‘3’851% %S%Lﬁ'ﬁ 'ﬁﬁﬁ'oggﬁﬂétsﬁtgg'&:uri ty 20 net hods and
syst ens .di scuss ] it i "di sk" the
st orage 5devi ce ﬁ@ggee zg%QFlaebclﬂggst'xggrﬁtﬂﬁ%ﬁ}@ﬁdcagg:p%gépg%gvggftg?c%gp%rs@ rgwgé%ut

pr ef er abl y in acanrgancat with thepressnt compsteo segeitymedped dng systeors; mod] er with
firmvare. It can be appreciated that the term"partition” is used in
certain enbodi Figure 8lirea abuldtionrod @roacadestthgiumndegyengpated inacdat@armet e

bl ocks as 2 |l ocat ed t he | | eyel, formatting of the storage device.
Speci al segﬂgﬂﬁ§pﬁﬁgpf??ﬁﬁgeéﬂﬂxﬁﬁQ“§¥§8§?UP3¥g5ﬁﬁ'processes t hat support
these security partitions are included in the present conputer security
nmet hods and systens. A primary objective of the present nethods and

syste Oi s to 6 WD 03/010643 mmmvi de a conmputer security
systemthat is substantially operating system
Referring now to Figure 1, the archiiect.ure of a network-attached device
consistent with the nmethods and syst '§¥scussed hereinafter is shown. The

As used herein, “computer systems” include, but are not limited to, desktop
computer systems, laptop computer systems, networked computer systems,
wireless systems such as cellular phones and PDA's, digital cameras including

15  self-contained web-cams, and/or any reasonable combination of these systems
and devices.

As used herein, the terms “storage device” and “disk drive” or “disk” are
interchangeable, except where otherwise noted, and include any device for
storage of data in a computer system in accordance with the computer security

20 methods and systems discussed herein. Notwithstanding the use of the term
“disk” the storage device need not necessarily incorporate a physical “disk” but

preferably incorporates a place for storage managed by a controller with firmware.

It can be appreciated that the term “partition” is used in certain
embodiments herein to mean a contiguous grouping of 512 byte blocks as

25 allocated by the low-level formatting of the storage device.

Special security partitions and the structures and processes that support
these security partitions are included in the present computer security methods

and systems. A primary objective of the present methods and systems is to



5 network 2, which can be the Internet or another network conmunications
medium is connected by a wireless or wred, (not shown) connection 4 to

t he conpuwero3/osness em 6 of a user. Inside of the conputer P¢IIE0R/B390% an
operating system 10, which relies at least in part on software and data
obtained froma storage device 12. 10 Referring nowto Figures 1 and 2, a
nore detailed schematic of the storage device 12 is shown in Figure 1. The
storage device 12 contains firmvare 14 that reads and wites data froma

data stor | arohdd g F}pé]ger%ffact{i}z sz%té’rrn%ﬂgt gEMﬂas‘iSntfal%y H‘l,)\g g%&eﬂehf’o%ﬁ;ed ated

t hat at a por orage device can

re-wi tten dwyeraim’gtsyatem.execut ed in the operating system 10. This portion of
the 15 storage device firmvare 14 that can be witten can be consi dered
witeable firmieferiQd MEW)to Figure drthe @sthiteaturé ebs hetwoploattadedafevidee st or age

device fir re 14 . n usin ne or re of a plurality of

conventi onara%ﬁlg?ebw}th% hﬁ’? aBﬁé g’%c@ﬁcutsm%ﬂnreﬂ#@Fg¥1pgﬁT t;llé\eng witten
by the opemetwory 25 whictneah(e thbilsternao bt amﬁh@rfnettWerdeo@ﬁragmcﬁt&)ﬂs(r&edlummNare 14
t hat cannot._be witien can be consi glgort%g non- W't‘ﬁ?qbte firmpuare ("NAF").

In one enbd%lFW?ec{ AR O e OW%CO”QP%OW NPT ar at e

central pr@;g/etsai Gof aniser. Idside GPllie)cd‘nq:rutél'lgyetéTm 6@ amepedatingrepdteml, t o access
and ot herw manlé)u{ at e dat he da&? storaaqe?fgi)rtl on 16 of the
storage deWY gwrf,ge 'eéatri”@@ H?&dsé’ tyareaif faig@biainethiroma gafagedayiose
transportedsto or fromthe data storage portion 16 of the storage device
12, except 25 in connection wth execution of the NW or WF. For purposes

of illugtrationRef?fiRg AP FRRIreY 1 BN 228 thoV¥ dbidilBaaE B At ofiBe d@Fageed in
connection with the ATA and SCS|I disk controller protocals. At |east

portions ofdeMisede i$sBewR 8] kiopee ht Bhe storgerisvideiZ soniRinsdemvanee! 4ipat at i ng

system angeddiaritthAtes RAERGEMCPIRS 3RhGe Pbrtidn qefaspmeeéto@gato%mceﬂze IATA
protocol, for 30 exanple, permts custom zati on of conmmands, such as

control | er Cé‘Brh%ﬁﬂﬂ’éeC'ﬁW éhat@é@aSt 3 ROSieB O HisodPReAdevicRdIrpwate i cebnput er
t IR 2
security ”%h@%ltt%ﬂ%féb?&%‘?@ execfe L/t %Qéé'r%tugfﬂ%{%ﬁ 11/32313’857 B%rgéﬁ of ‘—r%\?\/ever

addition to the ATA/ ATAPI -5 ANSI specificati
it can lbe sppeee Hevieelfitmuarepidrthal @ln bﬁawaﬂt@gmb%amsademé weidgabbe made by

firmware (“WF”). In contrast, at least a portion of the storage device firmware 14
is written by using one or more of a plurality of conventional hardware methods
that resist this firmware from being written by the operating system 10. This
portion of the storage device firmware 14 that cannot be written can be considered
20  non-writeable firmware (“NWF”). In one embodiment, the storage device 12 can
also include a separate central processing unit 18 (“CPU") for directing the
firmware 14 to access and otherwise manipulate data in the data storage portion
16 of the storage device 12. It can be made a requirement that no data can be
transported to or from the data storage portion 16 of the storage device 12, except
25 in connection with execution of the NWF or WF.

For purposes of illustration, some examples of NWF and WF firmware can
be derived in connection with the ATA and SCSI disk controller protocols. At least
portions of these protocols relate to connectivity between the operating system
and the data storage components of a computer system. The ATA protocol, for

30 example, permits customization of commands, such as controller commands, by a

user. In one embodiment, the present computer security methods and systems



t he met hods and systens addressed herein to the SCSI specification and
other suitable disk controller specifications that allow, for exanple,
vendor - speoioBimeas 5 st andards-driven extensions. It can acsasbe2ander st ood
that the nethods and systens di scussed herein can formthe basis for a
conponent part of a new disk controller specification. Data storage, as
applied herein, can be provided in connection with a conventional disk
controller protocol such as ATA or SCSI. One type of security 10 protocol

avai | abl e to. ATA, r t 0.t ho th t

ATA Hoot - prlebat agtRpRE heckt@ATARE s AN hokttdRRo NS 82088 "t or age
space t hatHdv&vﬁB,ptgeﬂrbwépmyﬂh@bltbﬁt pan?jlteinean%oagddd?lﬁoms(;camfb n;m‘d::giyad
sectors. under st ood t hat, ot her a a mappe ou e

or it onbi e dh et Sttt ah t R 508 SRERERuSReS bl T
Referring rouable disktoheolfer sbb@iﬂ(ﬁﬁt@ﬁ@ﬂiat%ﬂﬁwtfoﬁéxa?ﬂ;@lwvérwof’%bélmborand

systems can augnent existing ATA and SCSI rot ocaql s xXa wth
si npl e Jandt %ﬂ%&iﬁ?&»@nﬁm éte‘i?u'?rqlﬂlb?ﬁ ‘P‘HEES’PQ tha,tﬁé 'PRSJ(;Ea“Qnd syst ens

include a syiRIAARsARYEF Rerdth EmioRE tHEBAKIS Fof ddnipdnieAfpdrt 8Pa hedadisk 32 and
at |east oné authority record, such as authority record 34 associ at ed

with the sé@DVP'WSBQ‘F'f“F%tPBn 20 data 32. These security partition data 34
and authority records 34, 36, 38 are contained in a securlty partition of

the storage devP@td 9ragenas pPRisdrhereint saiRe ProNided i FeRnechPRvithd a

relatively c%h%ﬂti%nfa!&n@k SMtiRER profRbESLIcAhSIATEA bPYCKEYOhe tt ety of the
st orage device rowt h of data added to the storage devicé 30

proceed$ fmtp@@@'vatba%? A inpagticolan. is knewg i thoge skied iahe ariasehlAof 25
the stora t I I t or age
space r e?rg?dr%gﬂc%?c%gé\q‘% I@I@Eﬁ(ﬁéggt gftﬁr\%g*e\/{%{snﬁ F\ég hgﬁgf? warg:gﬁ;a%%:%r S 34g 36,
38 are nandbgids mappad-ouf by taltasdn die NG andY\dyte iddigatedagicsectans.ods

embodi ment, 4l 1o 4 Mr Jgﬁ%r éaet%géﬁﬁe%appeﬁ%%%?th%% tB?olg%Yo(?%@éfng)( E‘&‘ﬁ'ﬁél ngl e

master authorrty reco era file

system 42 |csntnolter|®@‘rthetstoeat;etde\am:ess the security partition data 32
contained in the storage device 30. This independence of the 8 WD
03/ 010843 PCT/ UBefrasd®odw to Figure 3, the present computer security methods and

systems can augment existing ATA and SCSI protocols, for example, with simple
and effective enhanced security protocols. The methods and systems include a
storage device 30 having security partition ("SP”) data 32 and at least one
authority record, such as authority record 34, associated with the security partition
20 data 32. These security partition data 34 and authority records 34, 36, 38 are
contained in a security partition of the storage device 30. The present methods
and systems provide a relatively simple file system located on the low-level
formatting of the storage device 30. The growth of data added to the storage
device 30 proceeds from top to bottom, as shown in Figure 3, so that a query of
25 the storage device 30 contents can readily reveal how much data storage space

remains for use.

Operations involving the authority records 34, 36, 38 are managed by the
firmware of the storage device 30. In one embodiment, all authority records 34,

36, 38 can be governed by a single master authority record 40. As shown, an

30 operating system (“OS”) file system 42 is not permitted to access the security
partition data 32 contained in the storage device 30. This independence of the



security partition data 32 fromthe OS file system 42 provides an inportant
benefit of the present security nmethods and systens: to create a | ocation
on a conpwoas/1®yst em where i nformati on such as a secret eam/useefectively
conceal ed. Referring now to Figure 4, a schematic of an authority record 52
is 5 presented in accordance with the authority records 34, 36, 38 of
Figure 3. The authority record 52 can include data, conputer prograns, and
other like information and functionality in association with the SP data

54 correspaonding ta.. the, a [i r 2..Jh nten f th thority
Cecord oo anuitgbdisoh i ss I8h i HaBh 42 Ao ERE R lRoRhnt et

i nf or mat i orof ey prebentsecaniyendthedd andsysierds 2o cazbtaaddaatioh onc cam@ltet y t hat
pronotes secure d ta.h){ocetzsi nLgC in a con‘tput r fi%%t eim T s, of information
that can be&YSEBWheie{nigBNglensuch agfyseqralandie efleelvelX cppe@ledi ng f uncti ons
perfornmed by th ut.hority record 52 in connpectign .wth . SP data 54, as
indi cated in el E\‘?\E‘?{f'gg §%W%{?lf@h‘é%28ﬁ?°%q'ﬁro ?8&”81?”1%7888[(} g@'sexarrpl es. 15
It can bse gﬁ&%nﬁdtﬁlh atchel'danaé&/itﬁmﬁa'd at&ﬁdrﬂbﬂygaﬁ:ﬁﬁs B4, %,ﬁB%@@bur@en-Tgexpandabl e,
storage an ut horit stem as descri be erein. The, storage evi ce can
defi no. 0P D aTesoNEd SHmMChe B, comPUler GEAdis I SNPREE zat ' on and
aut hent i catjhformatitat arPfinBforiafgdh b¥sdonstpAWitha st @atdisuadrebporttiidi@r i zat i on
and authentication functions are not Erovi ded in a closed system then a

conmput er 26Ne §4thariyireceid ey athecantpnis elihaauiiordy sorst ¥%aend HisdSK Afta t rat i on.

It can be zapEIEAEMS 86 tHrbadh 88) 4te el tb NABIRatRHLIBONhICH coREéHIMana8d one
master record are llkeli){o o suffice for nost practical applications of the

pr esent!0corfipsiret ar@enfunciionaiibt habrrometesspetEndata perapssiBgtime semppidiods and
SYSt ems ar Gysionf ABaSy EmARAThE! GpldaireBlin SRCS B oafERRcy 2 Singl e

authority can translate to a group 25 authority in erating system
envi r onmentseguregifoegasingefunetinnsipesatment by the awthority radeed dairheennecken can be

creat ed_andyehekesly b s R RaHERs sWihbubiBa, HAdSESiANbAE: hat

master authority record tan govern these user no cations, pr esent
met hods andissgratrgias. provi de an appropriate |line of defense for the
conputer system 9 WO 03/010643 PCT/ US02/ 23907

15 It can be seen that there are many advantages to a closed, non-

expandable, storage and authority system as described herein. The storage
device can define, for certain data on the disk, a structure for authorization and
authentication that can be readily inspected and audited. If authorization and
authentication functions are not provided in a closed system, then a computer

20  system is generally more vulnerable to attack and infiltration. It can be
appreciated that 63 user-definable authority records and one master record are
likely to suffice for most practical applications of the present computer s'ecurity
methods and systems. Because these methods and systems are storage device
specific lines of security defense, a single authority can translate to a group

25  authority in the operating system environment or an entire domain authority.
Since the authorities can be created and deleted by the user as needed, with the
understanding that a master authority record can govern these user modifications,
the present methods and systems provide an appropriate line of defense for the

computer system.



Exanpl es The foll ow ng exanples are intended to illustrate potenti al

i npl ementations of the present conputer security nethod and system
enbodi nemve.o3lotosean be appreciated that such exanpl es ar ecrnisemes»d7
primarily for purposes of illustration. 5 No particul ar aspect or aspects
of the method and system enbodi nents described herein are intended to
limt the scope of the present invention. For exanple, it can be
appreciated that a particular choice of nomenclature for security
partition comrands executed by the L38s conput er security methods and
systens are for illustration purpos re not intended to limt the
scope of 10 th ent |nve tion. h 8 oy

illustrations oﬁ—hgﬁ@ %‘E%e’f?d?ﬁ enerean ”5??5%9‘ téa}}e Q il i j)eéré"ﬂﬁ?té@,s and

error codesoftigd ﬁé@@nﬁdﬁmmrsé@mtneéthﬁ@@m vswemrmsmmam@ ltsaemtigs. Fi gure
5 shows the fields of single authority record follo béfélﬁhe data 15

associ at ed 3RPFEFIgtRe ”%ﬁthBrP PX3Mples greinterid ed Rrim&riv for Plér(PBF s@lionne

aut hori tsy N@ﬁgmculér H§RIct olddispéRts STAR@hathddl arlf §iRten?8RBbYInGdHEs & data set for
whi ch the authorit record adm ni sters access protections, Figure 6 shows

t he header %P”?%P‘%ﬁﬂqrﬁl"ﬂﬁ”%@dmﬁ thg seeRe ARbE Aresant iYerig. Fd¥cord and
5, data, o R S fpchbbielie T eHIREg il Bt or age 20

device. This header provides information to the conputer system for
ef ficient murlwwaﬁn@nwaumartdﬁ gxaeyted bynihe pigsABY saMpUterceRcystyanrethedi r

assoct at ed 3 Haidhns S0t fudhratBRWridies UATLF REGhBRSFRIMFrRIREBINCo

associated wt resent uter security net s and syste

basi ¢ prlocédhbepegsent ingéntd. met hods for setting up new authority records,

del eting data and/or 25 nodifying previous authority records. Al so shown
are procedures friguresd tiyougied Oyéi@aﬂ|llls§fam@§tQirt|@%dbt@iqoﬂteinrﬁtaod§?ﬁéctb'fe,rmre user

appl i cati Orbsas & érﬁeécﬁjrgs SRQWRrop %H@%sefo?ﬁ{e regm%ﬁg{p:ﬁﬁérﬁgg%rrltgwﬁ s %)@n

application of var’i ous procedures describe
03/ 010643 RyY$teDB02/ 23907 As applied to the present conputer security

met hods and systens, reading
Figure 5 shows the fields of a single authority record followed by the data

15 associated with the authority record. An authority record defines one authority
(e.g., a user, group, domain, or other agent) and a data set for which the authority

record administers access protections.

Figure 6 shows the header for the partition containing the master authority
record and its data, which comprises all other authority records for the storage
20 device. This header provides information to the computer system for efficient use

of the security partition, authority records and their associated SP data.

Figure 7 shows the basic storage device procedures associated with the
present computer security methods and systems. These basic procedures
include methods for setting up new authority records, deleting data and/or

25  modifying previous authority records. Also shown are procedures for using the

security features built into one or more user applications.

Figure 8 shows sample error codes that may result from application of the

various procedures described in Figure 7.
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and witing data to a secured data partition can use conventi onal

read/ wite mechani snms and protocols. In one aspect, if aread or wite of a
security wermiotésan is attenpted, the security partition eam/use2epened
using a security partition open 5 call, such as the SPOpen command. Once
open, the security partition remains open until closed (such as by use of
the SPC ose conmmand) or until expiration of a predetermned tine interval.
An SPQOpen conmmand can limt read and wite access in many ways that are

A s g S P e i

wite operéaridomsmn@rcmtao&rméctwdd tatet patttitionatan .sewenogetionaheadiwritelows  of

e Spopen et el SofelRdh 28 DTSt Bo sribeh Wa st 4 B it A tor

tem;] fici ﬁn% i€ eﬁémﬁﬁg?themppuﬁﬂt?%aﬂg@d oancbg\gdeh\@/\? u@nngrlagédc@ﬂs/ @[jrmldhﬁfsﬁeﬂr ][redh
roug e val | a e o ea an r ot Ite CO nas e o0 t he

SPPr ot Read Cé‘ﬁ Fﬁsotf‘%\%i 6‘%‘9 §H°‘?)@P€F’brﬂf‘ﬁ %?PU“%FP%IF‘%% remgitfien,

SPOpen f uncdpennitil sossitiiseth 88 by asé bPtheVBRAIBEE cONRRALNGr UtR exSiRfih &f data to
user interaction. In certain enbodi ments, the present conputer security

met hods and? PregeieEnieg dma gterval o AnsSRRpabcominend sambgitsead ard watees t hat can

enpl oy trapdesyin MéhyclaR el Shin oﬁér&%'sé&mi RiretorSnddiRduH theknown RSA
al gorithm for authenti catl on. Each authority record can contain one

publ i c- pri Vie@IR 8Vigai In anﬂtheraﬁmmﬂneetaﬁpe@alaa@ 8P fixed-lenpth anst resord- om t he
securi t pacfrfeh%édoFba%fadd\kﬁé%%%ratéﬁ%F@E%mu@é@ih‘a?d&hbf’l@é@e sEhpRir is

provi ded to ensure that data can onl sent particular security
partition awddews @&mrtuottsathabmefgi@b%ts&% comiedre ¢@ypgraiits are 25
associated with X 509 Cert-In (i.e., the data are only transmtted to the
desired partitisgmesmbrdioentsdhe SBRPentand Sﬁ@lgsgp@mmagﬁé@rean@ t her eby

aut henti catggse dGORPsAY &Y HERS GReibRoRaGA] 1 gymetric key
a an Ot

can be used in a way su stantl SI mlar to er equivalently
secure stremeratg)npram pertﬁcbrmetddhrwgbﬁly@avalllaelecﬁﬁ%rotReadtandsSBHmwrmmnt t he

publ i c- r| v ;Tﬁnésﬁﬁ}’ L?Jhe of‘{ﬁ@%pﬁi}bt% elaéggﬁﬁrfi’{wﬁtg% gﬁ%%% caa% gfgﬂﬁ%‘}l, Wt h

t he cer |f|cae riva can deco itrected to
an aut hor i tigterridl, hidden, SPOpen functlonally equuvalent action without exposmg the

secure data to user interaction.

In certain embodiments, the present computer security methods and
systems can use, for example, ANSI X.509 certificates that can employ trap-door
20  cryptographic algorithms such as the well-known RSA algorithm for
authentication. Each authority record can contain one public-private key pair for
authenticating data that originates from the security partition of interest. A second
public-private key pair is provided to ensure that data can only be sent to the
particular security partition and no other location for storage. These key pairs are
25  associated with X.509 Cert-In (i.e., the data are only transmitted to the desired
partition) and X.509 Cert-Out (the data are signed and thereby authenticated to
come only from the desired partition). A symmetric key can be used in a way
substantially similar to SSL and other equivalently secure streaming protocols to
encrypt the data. In this embodiment, the public-private keys are used primarily
30 for the hashes associated with the certificates, although a private key can decode

a passcode directed to an authority.
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WO 03/ 010643 PCT/ US02/ 23907 The present nethods and systenms can require
that the above-nentioned cryptographi c operations are enbedded in the
firmvare W0 oploywiszal storage of the storage device. The ecygatsozexdphi c code
is authenticated with a root assurance in the NAF of the device. In this
manner, access to reading or witing SP-protected 5 data cannot be
susceptible to attack except by physically nodifying the storage device.
The SP system al so provides for encrypting data in the data partition. The

encryption util izes, Lhe: LS dng ég@%fnsl éan%ﬁ@i)’ﬂ”a?"ﬁ%o&éﬁfrﬁ ikl then

the data in the s?’orageﬁ%ew ce ar ain text even e symmetric
encr ypti on crymggmaphiclopemtibes arecermpbegded in the firamgaretar iphysicdi statagerot theand from

its storage atjo I j i r . th ta.in the

st orage de\ﬁt%rggégév'c%ngpf/8@8%%‘% %ﬁ%u'é%uh%@ﬂgé)}ﬁﬁg@tpiac%@h%%@ﬁ |§'?1m may not

have been ehpNyEf the ddvicendmihis magnéhacckssao readimglof woting $B-psotectade

Iocatior}. Q the SP data ar.e encrypted a the .aut horj.t % urce i1 s

ot ornal el et o8 auSedthierib ek 8%csh by bR el B ihe b E e e

th ongeEde\de@mescrhte@aswém ampr&ﬁidesfscr;rega#ypmaétﬁq@medgmappttinbE.e dat a. Trd1e
ta ncnﬁﬁg conmand . encr gts t he. ﬁta so.that a %¥ g%n e acquire

and appl i ed rW‘OBH'E?%éK synmetric key- | eRcryptishis fwied offpkien e no

accessi bl e g4 hoele stirageaeviey hredplaineedatan tHougMmthd SyraineirRaMclRibae based on

information available 1n the stora s nmet hod and system

) e device. Thi
i nvol ves séEiM@‘Pti‘at"?§ﬁ§ﬁiemﬁ'91\@?dt"i‘lggﬁ§fﬁ|“i"19 iRegatie 6 EYRHRSIARI%ey. The
pri vat epkeyodatioR! MeridRbtibR iBF4Rn, thish hEHERI ihithe kRYagW@8Vicd i@ Symetric
key is needed for use’in encrypting or decrypting data. This public key /
symetric leagryptest even thouatythersy e apcryrtion eay derhaverkeenmsppieed ipr

provi di ng ity ¥ dfito INFHBNRUMraGOTRANSH. Securi ty methods and

systens inprove this conventional ne y providing for security nethods

and systems 25 gqpk %'ﬁkféia%% ¥nérﬁgté@%n§ftrﬁ¥ é’tﬂﬁor‘ﬁ?‘ébﬁr‘%}g%gxt@ﬁ{al,%sm_@ﬁfoﬁ of an
operating systemor file syste Anot her feature of the authority record

that cont r @ing syRient eamibe gravmedip enemgt dagp opdbe sionage dabes $a haparlyiani on i s
that ceysl aididhs! nP%aH% B ALAObAGY THRGSH ﬁaf‘a??mcggat cbih %H-en'éngﬁ’sdfhg"
t rat S n by

t ypi caI]Iy means e values In these fle not be rea 0 any
ext ernal praftdsta,soithat g kehean/be aeguiredrandtappled tranh an exiemnabsousceal | to t he

In this embodiment, there is no accessible method for decrypting the data

from the storage device based on information available in the storage device.
This method and system involves securely transmitting the public key and

20 symmetric key. The private key is provided to decrypt the symmetric key when
the symmetric key is needed for use in encrypting or decrypting data. This public
key / symmetric key / private key arrangement is a conventional method for .
providing file encryption. The present computer security methods and systems
improve this conventional method by providing for security methods and systems

25  contained only in the storage device and not as part of an operating system or file

system.

Another feature of the authority record that controls the reading and writing
of data in a security partition is that certain fields of the authority record can be
hidden. “Hidden” typically means that the values in these fields cannot be read by

30 any external process, i.e., the values cannot be read either by a call to the

firmware or by direct examination of the contents of the storage device. There are
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firmvare or by direct exam nation of the contents of the storage device.
There are 12 WD 03/010643 PCT/ US02/ 23907 a plurality of known hardware

t echni quesolwg/owbiezh st orage can be protected: for exanpl @CTASPPRING7 out t he
address space of such storage except to the NW. Another technique that
can be applied in connection with the passcode field of the authority
record is to store only a hash of code. This technique is possible 5
because there is no requirenent to read a plain text passcode. |In addition,

anot her techni i.s to hide a ric k by, _encrypti K with an
aut hority' & @H%ﬂ“@&fﬁ‘@wnméﬁ’%'ﬁi%(m@ﬁﬂt“ﬁst%ﬁm‘f“d%?g rc’l‘ya{Batt)tegﬂ E{ee?/%gaﬁé{decode
ijt. I n pracdxbmple)fmédmg\gomﬁsmadewapare cfeqah sfoyageéxvedstoahd NSYEL ens, a

i stinction can he made between an external authqrity source.and.gn
Mcernal - PSORIEH TG e Ba a0 bh FoRieS L P es ik ih elRAREods e M,
authority sthdriy rdcbrnisttdetopsl bhllyGr rsh\iiced& eyhipaédtmiqueds pyssiBieri ¢ keys are
gener at ed internaII?/ by the NWF and q\2¥)‘_1I]F of the storage device. If a
security pé}eﬂav%eowe %ISR reQviEsASt 19 (83157 PlR teXiRASSEd8 HiBAGdion,

publ i c- pri \Gxbhdf @chprjueSs BMdé Besymmatae kgybyéb{cr‘}@tihlghﬁe key amarnt ted by a
secure nethod of transm ssion (as defined by the SPCSet 15 command, for
exanpl e) t Authsitss sbligekeyesycbdhationly thedldden privetelsy @nc@qaode - data, such

as a private ke)(, can be witten (such as by the SPCSet or by the internal
key generator), 't R@che af the Bresent FURRMIBY SeaWiteReBPHR NP SYSIERS; @because t hey

are definegsi@stiéh 4lehe madeibetwe@PaA BRbrda Athbf§ soare an ar Bitepnal Not Read”
capability can be afforded data in any security partition that is a "Wite

but Not10( exausiiaiiy yource.RE apecgrlytrartition is améternat autherity saurcgpthen &k i on
external t 3 ' ' i abl
utbh@Pﬁ\?eﬁ;ggg{ggﬁyéﬁ&sgﬁ@gr&;@%r ng&ééemen%ﬁyb%@wﬁ:re i abl e

pl ace to concea tion an rfornicryptographic operations with
a rel ati velapdiVghof deeystotagsfdeyiseuri @ gecunity partitoreis\an exteinaldaritent of t he

present co r Ly ATt S ' or declaring SP
fat o To be e 1RFCHE bhUICRNARE e pal ol RSy mpR R Y EBEp 01 IS T PR
(publ i c keytransfmitiest byua secwed mathed ef trarsnpssidy @ detingd by ite SP&Setiat i ng public

Yo 10 2 RIS A0 o ERGSBMLL et b A0Rlc L BaEEeT!

er’i urce of nam cal | y.
such as a private key, can be written (such as by the SPCSet or by the internal
key generator), the data are not read by any external process, because they are
defined as hidden. It is important that the same “Write but Not Read” capability
can be afforded data in any security partition that is a “Write but Not (external)

20  Read” partition. Therefore, a user application external to the storage device can
employ the storage device as a reliable place to conceal information and to
perform cryptographic operations with a relatively high degree of security and

secrecy.

One embodiment of the present computer security methods and systems
25  provides for declaring SP data to be write-once. One illustrative use of this
embodiment is in PKI (public key infrastructure), wherein a problem exists in
validating public keys for a particular authority. The security partition of the
present methods and systems can verify the source of the public key dynamically.
This overcomes one of the fundamental problems in PKI known as key revocation.
30 Itis possible with the present methods and systems to have a secure means of

dynamically keeping public keys current with a relatively high level of assurance.
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Thi s overconmes one of the fundanental problens in PKI known as key
revocation. 30 It is possible with the present nethods and systens to have
a secure Woan®1w#3 dynam cal ly keepi ng public keys currentPCRtiSh2/28907
relatively high | evel of assurance. 13 WD 03/010643 PCT/ US02/ 23907

Anot her application of the wite-once enbodinment is applied to | ock
software to a systemor disk and create |ogs that cannot be repudi ated or
accessed without authorization. In this enbodi nent, the storage devi ce can

be. el 0y e g S olf%%rwnt'e%cg%tfo%%@ﬁtqsSﬁﬁfgdttoqc?ékds%? 8

i nformation, resent conputer’ securi
typically uas/etem i daeldamlromate log$ tra@aemcabscvepwmetdd\mrahcmed vatlohbori ty

record and ted 1 et .. record
can cont ai na%ﬁogggu?%olrnqﬁ'ﬁ coé{"H %‘%d%) %bgpﬁé'gg%gﬁurl %&% r%%%ns For
exanpl e, edbdloguttiich nay coatain dredi cardspuritede ibfptreatiaf, fer exampldl ock (3072
byte) region, and there can be 64 possible authority records, for a 10
total of5s 196, 608hbypresent nombeteseenwfrt)t gmpeditﬁehtsdypimbli)cwse(mﬁxw arsotirite
authority i In.th iratlve

records for.a sec artitions.
Svetom 'Y nif SPhcE assablpt @l vk Gt ool rhddrs AR astdbidtdl Bald 1
SX]E er ngl batﬁdﬁlmbht one malsmelamﬂohaﬂee@ﬂeﬁa do?tdimbtirs axﬁmmydremrtIs fexaletheﬁs
efi ne y the_ externa ourc ryvate I C Thi s
means t hat S@ﬁ?’%/tyé’ﬁrtﬁ'ﬁ{‘ﬁo??ﬁ??‘alné‘ﬁ%r%ch@l“h?é r(?ﬁo'i éégaét%}'é‘?/gl‘afea can 15 be
an aut hori tgjx tm@dsmaov%yteg régonl, & tmnet@nafeye@péwblaumh@m r}écérﬁﬁoﬂbdaand/ or
data set. It can preclated that an all owance

publ i cl¥- r dal@hef 0. %gytﬁ/lﬂ thgspgurity paditign which cga{%% ‘ihP@UFl'&ftﬁY Efcoﬁtsader to

expand or rgdsicgecuhtyspaHithed in W§ﬁl@§ﬂé¥fve%9§tbﬁhr 'tHe‘{ebé’n BRIy DeléBs | ess than
64 total authority records. In enbodinents of the present conputer security

systens t ha&tefiRahIRBaryits Paitions.niNe exierial épthorityia PREPINE] acerssriashii th a
fixed- Spaceeﬂ%dduﬁméﬁttéﬁep{]é%f déffh%d W%ﬁ@éxteﬁw‘é‘i B&Erbé bf bﬁ\?é?é ubIFdEynH’rﬁét? er hance

penalty associated wt avi ng an’ SP-enabl ed storage device "can
regul at ed. Keps.g&higmagansghgt ordwnan @uth@ﬂtytrécwgéieaﬂedmn e $tﬁ@gesiaymg@ndevu ce

checks {50 q)%tﬁ-[ﬁﬁotfc?ﬁnt%grﬁﬁ'éd'tSKXSa{dedf%uétaﬂ G%rggg\'bﬁgﬁ'%éorﬁean%/or dayg | nder,

head, sector are protecte security partition. 25
| n anot her sebblddambatapptaviatee that anyalltpaamqetlsmadeegrdtmputﬂlcryfreed@mie|amde an ATA

Host Pr ot ey, 8k (iEdofy 28t CAlitndrt§ Rk hEARR 1§ SR al nTags&a authori ty

record system of authority to more than or less than 64 total authority records.
In embodiments of the present computer security systems that maintain a
20 finite number of authority records with a fixed-space utilization for the master
authority record, the performance penalty associated with having an SP-enabled
storage device can be regulated. In general, any read or write operation on the
storage device checks to determine whether low-level storage addresses (e.g,

cylinder, head, sector, block and the like) are protected by a security partition.

25 In another embodiment, the security partition region is modeled like an ATA
Host Protected Area region. The partition containing the master authority record
and the other authority records has a known, fixed size and uses storage hidden
even from an ATA Host Protected Area call. Any partitions below the master
authority record can use the top portion of the ATA Host Protected Area space.

30 Since write and read operations in the ATA Host Protected Area space are
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and the other authority records has a known, fixed size and uses storage

hi dden even from an ATA Host Protected Area call. Any partitions bel ow the
master aWDhlOOLteY3 record can use the top portion of the APATHS822¥30Dt ect ed
Area space. 30 Since wite and read operations in the ATA Host Protected
Area space are 14 WD 03/010643 PCT/ US02/ 23907 typically rare, it can be
effective to add a function to check for SP-protected regions. In another
aspect of the present methods and systens, an SPAut hHeader <call returns a

l'i st of t . ' 5 of
the st or aga AEyaard, B oA BF RENITR| s nictER SREk bl EaR 1 00 o of °

checking faoegipesmtted wite operations can be perforned. The SPAut hHeader
call returns val ues synthesized and stored in the extended authority
partition headérandthei asuesééﬁihebmsenhinstrmjbIanﬁcsystepmr an ShiAutiydeaderr egi ons

can be ver a8 ol b ot RbedteT oBl HsER e, o beBuABO fipslfBBon " 7 €

appr opr isat ef 8rOperageaddvice tdibe tiEAreahiieerd SP daatblres;m@fs niod funepion df di sk
addr esses t i

ich a user does not .have cces an preci ated t hat
2 ser - dot i et orhet flepiiis sROCUAS G i B8 S imeck o SPEVBPBRES, apaci 1y
of thﬁ StOro'aﬂeetdﬁmiVHﬁJés;syﬁﬂlez@d@&Umre@m tﬁs eﬂ%ﬁﬁibﬁfaemorllﬁp:gﬂtldme N\/\E and
WF. This is one reason estrictin orit nd wite t
st er aut NSPREY. Bt BRI i isdtensiaus apts OFle SMasthevEsst em can
provide autth@ﬂﬁrb@%@t\a&édﬂh&ﬁi@ rRdrféet ek ofaretah ealsngl Abtoze the nunber
of users Wno have administrator-level control over the authori ty records.

An i npolilt ardttemptée pedress thore reponk Witk @pPogriate SPPpet 68l f\t he public key

20 for conmgpAgAHERGkriQII MY ABISé It bk Bedrebded 1BGHith a IBESAdddMot ihale | S
i nportant because the mast'er authority record requires public-key

encrypti on 8%6€S%-he passcode needed to access the master authority record.

A factory distributed storage device can have a passcode structured so
t hat software aﬂtt(‘@l'ﬁﬁeiﬁ‘f@r?‘éateﬂrﬁhqtlaalllﬁei‘é’ef"h%d AR et PartitionFan Gonsedst d nust

know the pags %Hﬁlr% stJHage B@ﬁ&&@%@ teSstér %'o%QlcétifrsWéF\‘ébﬁﬁjrﬁﬁnérﬂ@tpe%ltt‘éé””Ot be
"sniffed" or otherw sé inspe int anS|
15 by the NWF and WF. hIS is one reason for restricting authority to read and write
the master authority record to only predetermined users. The present system can
provide authentication of these predetermined users and minimize the number of

users who have administrator-level control over the authority records.

An important function of the SPAuthHeader call is to return the public key
20 for communicating to the master authority record. This function is important
because the master authority record requires public-key encryption for the
passcode needed to access the master authority record. A factory distributed
storage device can have a passcode structured so that software attempting to
initialize the master authority record must know the passcode. The passcode is
25 also structured so that it cannot be “sniffed” or otherwise inspected in transit
because of the passcode’s encryption with the master authority record’s public

key.

It is known that publishing a public key for éncrypting passcodes can make
use of the public key susceptible to a replay attack. To resist such attacks, one

30 embodiment of the present security methods and systems includes SPNonce
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because of the passcode's encryption with the master authority record's
public key. It is known that publishing a public key for encrypting
passcodeswoan/onwk® use of the public key susceptible to &crashzg3vatt ack.
To resist such attacks, one 30 enbodi ment of the present security nethods
and systens includes SPNonce 15 WO 03/010643 PCT/ US02/ 23907 (which
contains a "nonce") and SPAut hNonce fields in the authority record and the
authority header. The nonce can be a random nunber up to 256 bytes in

length th i s d > " -dd i i
Loy o TP SRERIE AR ORE S i AN o
t hat t he sendiritpheader. Thpawacedan keawsnddre npadec opdo 26 bytesric ength nade a

part of th hQr i t nonce n _be S NWF
o v, T atls Feded RESR e e Mt 8RBRERGLRE abfs FRITRR WS, o
st or age deuthe pabiidkeyuasha pasisn oflthe pdsatode. €This ens@ds drad the sketeler bfitheser
authority records. For generation_of keys.and nonces, .a random nunher
generat or d&TH el‘l’??“ﬁrtgGipaati’ldﬁ' t-rﬁg 5igadg-a péétrqféri"%a@th&'ydgc%avi ces,
such as hargd tHatstke ,nonaé tan de papsyd torthé NO$F bad WEAFHIsi pegmita fikomeriseabani cal
or el ectrorbic error that can, be cultivated as ource for random nunbers.
t

The pr esentPeGIRIILSRILKDRI Y {0 remats Stags, \g%%tg@g Drsiedesihal & nt i nuous

random nunmbgsred fa@tl HaduMah @seMbdthorit§ @sddrd@s. St or age-t o- storage transmi ssion to
create one-tinme pads. One-tinme pads 15 are wel |l -known perfect

encrypti on- decr ¥pt gonera86 61 Kiye aind Ihon€éy) aranagp hefibal genéragdr cahibee an
authority recaord can have SP data that have start tines, end tinmes, and/or

i nst ruckl orfgoYideqd e NF andaME+ rerign glorapedevicesppectbaehaid St i me, then a

reliabl e sQifop®opSortfitREKof MBBsrig8REARA md&BRBRLEL oriéttrddR &Rirahae@nby
having a clock inside the storage device that can be synchronized 20 to an

ext ernal clRscqultivatesligha godrce e apdemauMpess-t FRMBIASSBY GNP ULR SeCHEessi t at es

an addi ti ongbin6ad hnd BdteMaTarts8Wid ebhtinioLE FABPRIMBS, &5 dXambhalviheeds use
of the master authority record. By reducing the amount of tinme the nonce

i s consi dersggure:gorggestaistaiage tiamsnaipgior tq geaieronentime padsnonedine padsk ti ne

can_be BOUNE el AnbRTRRAetg A ptn FeEHpfoP fchhiglgd) S 10 store the public

It can be appreciated that since an authority record can have SP data that
have start times, end times, and/or instructions to remove or transfer SP data at a
predetermined time, then a reliable source for clock time is needed. Benefit can
be obtained by having a clock inside the storage device that can be synchronized
20 to an external clock through a secure authorized transmission. This necessitates
an additional call that has an authority record set aside or that needs use of the
master authority record. By reducing the amount of time the nonce is considered

to be valid, then the error in the transmitted clock time can be bounded.

A common use of a secure partition is to store the public keys of other
25  secure partitions on other devices. In this embodiment, a secure network of
storage devices can be achieved, because the passcodes that permit access to
other authority records on other devices are themselves encrypted inside the
storage devices. For example, it is possible to create one or more master
registries that can securely manage the security partitions on a number of other

30 storage devices.
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25 secure partitions on other devices. In this enbodi nent, a secure network
of storage devices can be achi eved, because the passcodes that permt
access t owoaBhers4aut hority records on ot her devices are tremasiye®07
encrypted inside the storage devices. For exanple, it is possible to
create one or nore master registries that can securely manage the security
partitions on a nunber of other 30 storage devices. 16 WO 03/010643

PCT/ US02/ 23907 It can be appreciated that the present conputer security

enbodi ments nust, deal w th . .call ti i 0, r d data in
t he operating st;llts(faé'?ﬁe ae[f?\ﬁcr'%t%ﬁgmq%%gﬁseﬁﬁédnr@éht%rc%et%lﬁgﬁ %@%ﬁgﬁgener al
cases. | n anestaeabwith tall suthereomatismtoysdonreacddecarid dath én theadpenatgrgysteer
program for exanmple,.that is. called is 5 the correct conputer program In
the ot her EWEORENt Calttituertiegfion, a5 Waghnerdl cases HBorer&ogr b am or
routine thafecesddry td Agthestivats thiat prcogpateripsodring, fopkekanplep thag fsadalledis r out i ne.
Call authentication provides the bz]?sﬁis for secure com"ru\r}i cah{&o[)s bet ween
bl it

code rurni e CATeHEOTIRMIIArOR ATy J G aRET E3Re: LiHRSRFSSHP QY $fity. The

10 general tﬁaﬁﬂefp%grbmearemrr@tthagqamymeeéammténopﬁ@gm%tﬁb@bﬁb&tgofo@*am

| oader/linkers. These are operating system prograns that read code from
storage; a¥i"g¥iNesynbolic, virtual and physical addresses; initialize

val ues; | oad the code into, execution nmepory; and can alsqQ injtiate code
execut | on. A corAlRURsmiFasnRrpYides {he hasSIaF Sectie cHIMHBIREH el PIHERR ( he

| oader /| i nkyde rdfnifi9 Ve lopetting sy S aritbthe sttEge Hevids hl@BEiflycathed, | oaded
and |linked, intrusive code can nodify the legitimte code during

execut i Bn. ganeragase fasiheereratindaysiem iv@dave ari@liyed padpr/iehearsr med if the
code that "ﬁwésbﬁ%@gp@r@nﬂné opde rédrahRafatdteh@ chiOFomidiSragh K devi ce and

interpret that data as a program code. Many prograns have the capacity to
i ntroduce isymbese.Mrtush@ad abysiert eddrasges; initidlize vateadpad S ¢esiRdlier | even

W Lhout ¢ Nl 5 EaRACEMor; ARG 2aR bR oilEERDA8 K Bed@ind convent] onal

buffer-overtlow exploit’ that can replace co nown to be authentic with

intrusive codep @Q@p%ﬁ‘ﬁ%h&@fsit%ui EodeEX Rh&MIRLESSinURE idldeinddn®

| oader/1inker |ev
15 However, once legitimate code is authenticated, loaded and linked, intrusive code

can modify the legitimate code during execution. Introduction of intrusive code
can be readily performed if the code that is linked and loaded can read data from
the storage device and interpret that data as a program code. Many programs
have the capacity to introduce intrusive code accidentally in this manner.

20 However, even without this capacity, there are schemes such as a conventional
buffer-overflow exploit that can replace code known to be authentic with intrusive

code.

Code authentication is nevertheless useful at the loader/linker level. If all
reads of data that are to function as code are authenticated reads, then much of
25 the benefit of code authentication can be realized. If buffer-overflow and similar
exploits are eliminated through good programming practice, then code
authentication can be an effective technique. It is well known, however, that code
running in an open operating system environment often fails to conform to good

security practices.
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reads of data that are to function as code are authenticated reads, then
much of 25 the benefit of code authentication can be realized. If

buf f er - oveOfoBoOWeahd sim |l ar exploits are elimnated throrgh/upezzBo7
progranm ng practice, then code authentication can be an effective
technique. It is well known, however, that code running in an open
operating systemenvironnent often fails to conformto good security
practices. 17 WD 03/010643 PCT/ US02/ 23907 The present computer security

met hods and systens can . provij a ent far code authentication. In one
enbodi nent, one q;gﬁe@tEgﬁ\ﬁg@?ﬁ@c&?ﬂ@%&ggg@gﬁ Sgateg}?p‘famav'g?/%one or nore

| i nker /| oadmhgpdnensiod cedeatthentidatigs. asonedambodimeént; loaelor iniere @attoribei ng

| oaded for authenti %i'%rilPThe | oader/1lin eg 2an 5 the{oﬁfore. e certain that
the public REYIS CAR DRAPPIVEARY oG Pfe DEGIloaders ta giore RPlC keyfgs

| oader /|| nkgita aadeh&athbeode berd Ibaueador adthéstRitl € TR &Rler/Mnkyi@an aut hority
record to enpsure that its f(gtst(s@ent i un?ffect ed. de aut hentication

ial code is
can handl e P#fEf¥g e celigiEth Etpi“bﬁc Ibqyoﬂ]eel?ﬁs@n\{a&pq,@ngﬁrpec € are nmade to

properly auuiestticC athedosRGBinkdtRue chf BBishsred ilPRSEivAitdableyspdtatin odd 1 ntrusive
data can be introduced that cause a call to an incorrect code segnment. In

( | )
an oper at i rRytRSFEY EapOthir @nsepifighite aesepiali ©dgds iraftectad ough nessage passi ng
or simlar object-oriented nmethods, calli nﬁ i s done by name or handle. The
authority recor &grruendisplisyean handle thecall subepicaiion repiearonipifialt o record

aut hent i cat@fls aAd MadO & PRPRrIF adBehfHBNESIe. | Theré FeROAS aSRBIBIMESthaf € 15
aut henticated, then they are coded typically to proper- bound-checki ng

st andartfs. infrysivendatacasde intreducarithal £euse 3 calitn@hincededFodagegdenhl i kely to
have a Sec%'ahyciple?{(iﬁ@m@ﬁsteﬁFWhQr%rﬁoWﬁ IachtioRris Héﬁﬁ@dqhg%gﬁ%éss’%yé .Bg%grihct? ﬁt I on

i nvol ves the wel ' ~principle of wappering co segnmen IS
met hod, a cudémiasgiasi-oriented metked s, calling istlonetyanamaor jangdheicehef anot her

code Segmrﬁutﬁg}%r&?ﬁd B%rgﬂ% F@L&ﬁﬂ%&%ﬁﬂgiﬁggh@éﬁ&@ FRYE t5 088y er or the

| oader /| i nker. exanp I's'i's g function in a
convent i onadutiwentipaiedrcallgihetween codaspgments. iliall ¢adesegmentsdaneyt e code

syst em;IS Asa%lfﬁgﬂ?@afela?fhe%%e%r%p&%% %ic%(ﬂg?o i)l%pgy gé)l.llnacpéﬁecking standards.
In this case, the call-path is authenticated and is unlikely to have a security

breach.

Another method for providing call authentication involves the well-known
principle of wrappering code segments. In this method, a code segment is

20 executed within the memory space of another code segment that has been
introduced either by the code compiler or the loader/linker. An example of this is
the debugging function in a conventional compiler. Another example is in
interpreted byte code systems. Assuming that the wrappering code is available
directly from protected disk authority space, then it can provide for fully call-

25 authenticated action by a code module. The method confirms that calls external .
to the code are calls to the symbolic, virtual, or physical addresses originally
authenticated. For example, if a code set should not open a port to the Internet,
then the wrapper provides an alarm if such a port opening was attempted. The
data that records the calls permitted within the wrapper are preferably stored in a

30  secure, non-writeable authority record.
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directly fromprotected disk authority space, then it can provide for fully
call 25 authenticated action by a code nodul e. The nmethod confirns that

cal | s extwpralo106d t he code are calls to the synbolic, viPCHAISN2/2390physi cal
addresses originally authenticated. For exanple, if a code set should not
open a port to the Internet, then the wapper provides an alarmif such a
port opening was attenpted. The data that records the calls permtted
within the wapper are preferably stored in a 30 secure, non-witeable

aut hority recor 18 [ 43 P - 7 [ lution to
call authenticati SrQe\?mg\'gﬁlg%uﬁ?ﬁg%prgsagﬁewgg%{poﬁf@&'%g‘%&ﬁ??‘%ﬂ%ﬂ% S and

syst ens enpeaystytnnethed Dard sy steus emptoys shesteramet devitel to atare mutheatiegtiono
perform the, authentication conputation: and to store special .code segnents
From whi ch d%t Parog (e ayt et g edoy Blid Be So ek pPeTmZarécan e o

es]E ?bl [ Shedsegh’(Engﬁﬁﬂ%h&\lrhri]cH(Q)y)td ofrthst inl thadp?mtiagdéﬂenheedvnbmmpntectaartie are
sufficient t est ish trust o articul gr co operatin i thin the
oper ati ng ﬁi@%‘ﬁ?ein{?ﬂ%ﬁfﬁgﬂﬁy "?E?@O? eréﬁ”?ﬁﬁﬁ%ﬁ?f@?ﬁ%eﬁ\%?%ﬂt}lﬁlﬁ@f‘{ g’pproaohes
t hat proposs&stariiglitraal drypatit@at e@ietdperitingaviginstrersperatigaytieny the entire
operating system environnent when that environnent cannot usually be

conpl et el y &wEanmgnt. Tiis @@%F@é‘éﬁ"%ﬁﬁ?ﬁ%?er@mqwsé‘%@&?%ﬁt s provide
key tools thaicampattpg WPli%stent & KREHFStHeQIRIrEYRGHInPEystdrhhin the
operating system environment "and therefore provide a scal eable solution to
the cal | aRMYEARTeRk WA {HabeNdienmeEheannos upuakiparRogyiatelyiecHedhdag and

syst ems; (i §qussfeonplR BeBirty bRBodinihtd biodide Kby todIP HAY B4R BE eriidleadvant ages
for pronoting conputer systemsecurity that 1nclude the follow’ng
benefits: tpiseeurraiodeexaeytion withimihevangealingsiysigmeenveneentgad therefa uses a
ocal or ' r&BhLEa3alan koS IR AN AMAIAN fabRm. The storage device
can be on€ or nore storage devices that can reside 1n a single conputer
system 20 The conputer systenms can be connected by a bus or a network.
Protection @ﬁ_ﬁ_sdgn it €8ystem from net wor k- ori gi nat ed attacks,

particularly where the conputer systemrelies on storage devices.
The methods and systems discussed herein provide significant

15 improvements and advantages for promoting computer system security that

include the following benefits:

¢ Internal security is provided for a computer system that uses a local or
remote storage device for program and data. The storage device can be
one or more storage devices that can reside in a single computer system.

20 The computer systems can be connected by a bus or a network.

e Protection of a computer system from network-originated attacks,

particularly where the computer system relies on storage devices.

* Protection of data and computer programs against unauthorized use and

copying within a computer device and/or system.

25 o Permit a storage device to secure and conceal private keys and also sign

and check messages in a hidden but authenticated manner.

e Upgrade of existing computer security systems in a local area or wide area
enterprise that depends on electronic or electro-optic data and computer

programs.
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Protection of data and conputer prograns agai nst unauthorized use and
copying within a conputer device and/or system 25 Permt a storage device
to securewandoownzeal private keys and al so sign and che®kTressz2s9es in a
hi dden but aut henticated manner. Upgrade of existing conputer security
systens in a local area or wwde area enterprise that depends on el ectronic
or electro-optic data and conputer prograns. 19 WO 03/010643

PCT/ US02/ 23907 Transm ssion of data and conputer prograns to a storage

devi ce t hrough ﬁ:oadband ap(%tor arrowpand unsw tchgod angl ar ﬁ}v{\n tcrged
networks, so *tHENSTHSTIARPLIRLE SR GPMPHIEET PLAGIPDS 104 SITRGE 9P¥C MHRYSTHn of the
?ata and/or  compisde én@ég@ﬁb&ﬁﬁrrbﬂﬂbéﬁvagmml_ Eé@én?’bﬁiﬁimhéglmelm?(rkﬁmd ded. 5
ransmtting, storin nd. managi n ublic keys for. a ic key,
infrastructure; t’?ﬁ@”ﬁ'?fﬂci‘tpgrég%g?? > agq 6?‘?“6%{9 fa%POﬁl&ﬁi@% ARt e keys

for cryptograpkbmpl&e prodvimadi the doRfputdHsystelt ¥arfbélpfdvitfeids of nul ti medi a
audi o and video content across nmany storage devices both | ocal area and

wide arga. 10, RrsHsnditing, SSbMPERI SRRAGING Yubit kegseta Pa@Radeyng st or age
device performance in nornmal use. Inproving use of the ANSI ATA-4 and
ATA-5 Host Pr ot é¥fasiugipess and fordiangmigng.ssdeingn aed managingdpivaie: keys fend
integrity of an gpefpiifigysystem across a plurality of networked conputer
systens; an appli'catlons system 15 in a conputer system an applications

system across, a I\PJn‘égﬁ"nlg'tFmé( irﬁégrﬁ)‘?EM\@Fiéﬁtg of IR &ia BUSHEM:videdX ik and
recovery systemin conputer” system and, a backup and recovery system
across a pl ur al iacspsemanyeaterogk davieehpethdedar aaanst widg areRermitti ng creation
and use of one-tinme pad cryptography between and/or 20 anong a plurality
of storidge dewi Cesviding storagsosguurityr whilegtot remptieg stesageadeviea peatormaberli nent s
of the inventi on. n@rﬁ%lpg‘gn described herein for the purpose of
illustrating the inventron and not for the purpose of

¢ Improving use of the ANSI ATA-4 and ATA-5 Host Protected Area.

¢ Providing assurance to the operation and integrity of an operating system
across a plurality of networked computer systems; an applications system
15 in a computer system; an applications system across a plurality of
networked computer systems; a backup and recovery system in a
computer system; and, a backup and recovery system across a plurality of

networked computerized systems.

e Permitting creation and use of one-time pad cryptography between and/or

20 among a plurality of storage devices and/or computer systems.

Whereas particular embodiments of the invention have been described
herein for the purpose of illustrating the invention and not for the purpose of
limiting the same, it can be appreciated by those of ordinary skill in the art that
numerous variations of the details, materials and arrangement of parts may be

25 made within the principle and scope of the invention without departing from the

invention as described in the appended claims.

20



limting the sanme, it can be appreciated by those of ordinary skill in the
art that nunerous variations of the details, materials and arrangenent of
parts maywbe3ftesnde within the principle and scope of th@Crrssentioon

wi t hout departing fromthe invention as described in the appended cl ai ns.
20 WD 03/010643 PCT/ US02/23907 WHAT IS CLAIMED IS: 1. A nethod for
pronoting security in a conputer system having an operating systemin
operative connection with at | east one storage device, wherein said

st orage de‘v\/?ﬁcﬂ I%%Pﬂﬁ/ﬁfglé?r ocessor and firmvare for processing 5 data

stored on ce, said method conprising: partitioning at

| east a portion,of sai i Nals CHLI LLion having
at | east one aut1hor i {ﬂynq?tgécgtcg%g%rgStgrigcfeectg@{yflgﬁerE o@@&sﬁ@{&%g@gﬁé ;‘Li{' ed with
sai d aut hordpeyatingcystgm ini aperativg amooediontvathaat l¢asisne atquage devicerf sai d

storage devj.ce by i 0] r.ati S f I s em 2. The
ret hod of G A eeREErgt B ORE IR T UPLERe and eV ARIBY BReRETR r Koo
conput ers sydtastored] ol baid weirbgel devicdsaidmathodivenprisingt | east a portion of
said storage device firmvare conprises witeable firmvare. 15 4. The

met hod of O aim1l, wpatidoningbt leastsd partipopt sath swkageadelict torfagea devi ce
firmvare caonpri.ses non-witeable fir re. 5. The hod of aiml,
further - conBEPay Rar TP nEsbE Ry Stays Yoty feord ABe B 2iEoft aa el
connect i on assbtiaedentht said aothodgirdcdrdy nwar e of said storage device. 20 6.
The method of Caim1l, wherein said storage device is configured in
accordance wi th a priihitinglacsedsaotat tbakt @ pottioe of saidstarags device by ebidATA

pr ot 000{9 and SCSI grot of(:ol.d 7. The gt hod of Caim1, wherein said
partitiohi MPETEY % el e $3 8°m_P‘6Wf‘ ©l" formatting portion of said storage
device. 25 8. The metfiod oAbt 1, SRELILaif SSRPIR} Gl 2 to said

networked computer system.

3. The method of Claim 1, wherein at least a portion of said storage

device firmware comprises writeable firmware.

15 4. The method of Claim 1, wherein at least a portion of said storage

device firmware comprises non-writeable firmware.

5. The method of Claim 1, further comprising transporting data to said
storage device only in connection with execution of said firmware of said storage

device.

20 6. The method of Claim 1, wherein said storage device is configured in
accordance with a protocol selected from the group consisting of ATA protocol

and SCSI protocol.

7. The method of Claim 1, wherein said partitioning step occurs on a

low-level formatting portion of said storage device.

25 8. The method of Claim 1, further comprising adding data to said
storage device in an orientation selected for promoting identification of remaining

data storage space on said storage device.
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storage device in an orientation selected for pronoting identification of
remai ni ng data storage space on said storage device. 21 WO 03/010643

PCT/ US02/w830/010693 The nethod of Claim 1, further conpri sipag/saz/eBssecurity
partition having a nmaster authority record. 10. The nethod of Claim?9,
further conprising said master authority record governing all said
authority records in said storage device. 5 11. The nethod of Caim1l,
further conprising translating information froma master authority record

ncl uded i n'sal § Stogags gy Gk 7 BRAHRAHIAR dao L0 ARbSligger at i ng

system 12. The“iret ho aim erconprifssing witing sald security

partition usving samasteuauthgrifyaetortdi on open call. 10 13. The nmethod of Caim

12, further conprising closing said security partition after a

predet erm ned tife i Themetlod df4laiih®, fosbhérambnyirisCigadaid tasfenatitherityconpri si ng
rtition open call. 15.

i ng, Sl g SESHLk o RO WUBS kP S Helah g Lon, 0P o2
part L1 a0 ol er g DS AT AR R on & ™

aut hent i catfranga thedsteraauitigiritatécogd inclodes & shid etonagd gevigeatota grioap authbrityThe
met hod of d ai rein said authority record includes a 20 second

Mopaib el s
publi c-pri VAEE I?é’? aﬁ'gprsy?SF]'ensuri ng data can only be sent to said security

oo 110N 6, 16,0 Lkl % L1 S0P halpg ML o0 ©

devi ce. 19.paftitennmsinyasedurifyl @artitich ofemwddiier conprising using a private key
for 25 decoding a passcode transmitted to said authority record of said
st or ageiodevi ce. 1320. THdOmetiwdhsfdClain €2, dumhek,cofprisingrclasimpsais segurgncr ypt i ng

I i f i I N i ri rtition.
at least a a?tftlion%?tef)a p?gde(?erﬂﬁrt\gd {lme?n er%aﬁecu ty partitio

14.  The method of Claim 1, further comprising reading said security

partition using a security partition open call.

15. The method of Claim 14, further comprising closing said security
15 partition after a predetermined time interval.

16.  The method of Claim 1, wherein said authority record includes a
public-private key pair for authenticating data originating from said security

partition.

17.  The method of Claim 16, wherein said authority record includes a
20  second public-private key pair for ensuring data can only be sent to said security

partition and no other location for storing said data.

18.  The method of Claim 1, further comprising storing a symmetric key

on said storage device.

19. The method of Claim 1, further comprising using a private key for

25 decoding a passcode transmitted to said authority record of said storage device.

20. The method of Claim 1, further comprising encrypting at least a

portion of said data in said security partition.
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22 WD 03/010643 PCT/ US02/23907 21. The method of Caim1, further
conprising encrypting data on said storage device so that only an external
agent carwoasnypu3 sai d encrypted data. 22. The net hod of pCraiser/i390f urt her
conprising providing no nethod for decrypting data stored on said storage
device with information available on said 5 storage device. 23. The net hod
of Claiml, further conprising hiding at |east one field of said authority
record. 24. The nmethod of Claim1, further conprising storing a hash of

The met hod of

code in a passgode fjeld,of ,d authority record. 10,25,

G aimi, furtnettcondhs GeHpAdtifnhl e oiEng B PHIS S sai d
symetric kgdragé tvide BolHat enlyein dxterfdli dheatiéarodddrypt saisrdryptétiidatal di ng a
private key in said authority record, thereby permtting only said hidden

Pri Vﬁte key to dE.COdEh§ﬁied1®y<5ﬂl‘(Elhifﬂ ¢, fuithier %lﬁyfnprmh@ previting r@fmé]gaijlﬁml,
urther conprising storing at | east on ublic .15 key in i d storage
devi ce. 27?@W@t'ﬁ€f’ﬁ@oﬁ%ﬁeg®”aﬁﬁ itf’rafgfr‘fq){gﬁe V&'HHﬂfqr@PhagY%kagﬁgo'hfa"?east one
privat e_5ke)gtd',.—a?§a§¢c§_torage device. 28. The nethod of Claim1l, further

conprising declaring at least a portion of data in said security partition
to be wite-once3. 20TROmelitrl oratibide 1 ofurtkéredomprisidgLhiting at RRBPSASTiEG of
permtting only a predeterm ned user to access a master authority record
of said sec®dYhYHY 84 Sn. 30. The nethod of Claim 1, wherein said

authority record includes at, |east one nonce.. 31. The t hod, of , Cl ai m 30,
further conpri sgﬁg ehls FsthadgefLpin P\ofﬂeaef CRENRASIY Séo'mﬂ)g%@gk@g/‘?‘)d?ﬂ‘ The

met hod of @ gaditdde 18IOEEAdRIIEbrHEcRBFd.ty record includes at |east one
time value associated with processing of a portion of data stored on said

st or agejpdevi ce. 283  The method of Claim 1, further comprising securing-a symmetric key
by encrypting said symmetric key with a public key of said authority record, and
hiding a private key in said authority record, thereby permitting only said hidden

private key to decode said symmetric key.

26. The method of Claim 1, further comprising storing at least one public

15 key in said storage device.

27.  The method of Claim 1, further comprising storing at least one

private key in said storage device.

28.  The method of Claim 1, further comprising declaring at least a

portion of data in said security partition to be write-once.

20 29. The method of Claim 1, further comprising permitting only a
predetermined user to access a master authority record of said security partition.
30. The method of Claim 1, wherein said authority record includes at

least one nonce.

31. The method of Claim 30, further comprising encrypting said nonce

25  with a public key.

32.  The method of Claim 1, wherein said authority record includes at
least one time value associated with processing of a portion of data stored on said

storage device.
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WD 03/ 010643 PCT/ US02/ 23907 33. . The nethod of C aim 32, wherein said
time value is selected fromthe group consisting of a start tine and an end
time. 34.wohwomsuhod of Caim1l, further conprising stori mgTast/ 23907

aut hentication data on said storage device. 5 35. A systemfor pronoting
security in a conputer system having an operating systemin operative
connection with at | east one storage device, wherein said storage device
i ncl udes a processor and firmvare for processing data stored on said
storage device, . said stem fqr. promting.securit onprising:.a security
partition for rreaai n g@%/@e&%jroiézégﬁ‘e ’é”é‘eﬁ%lk}rsﬁ' tﬁ'ﬂ"’y]’%ﬁ‘g?s %ieect&lféorgut hority
record and teé giorponsiBtngleft Astar tinRsarataragmditivet h sai d authority record;
wherein access to said security partition in said storage device by said
operating systeguof T thetruoftGdinsy Surtnericonpriging&tbringtcall Bothesfisdtiem of

Cl ai m 35, rein .gai d c%qgut er systemincludes a networked conputer
system 15 98 OFRRIASIBEHPRYICEY aj m 35, wherein at |east a portion of said
storage _ device_fir re conprises. witeable fir re. .38.. The system of
G o 158, “winer ofH ot MRuSel T BFIG SFItuie SPRPURE SN AT Fer o
conpri ses rypRratingtsyseheinfdperatve €ondéstion dthsatsésioné stdragenidlice, wher ei n sai d
storage device is configured 20 ipn accordance wi.th a protocol selected
from the grifieiRsAK sipfagg dgyicatk! 8t%@8Fessé’ﬁan%wwﬁﬁeﬁ%er&c?ssﬂ)@ﬂ The

system of atd Slord oVb&l StdtagelisliGes Hidi Sy¥tePfdr ptdradtingSsdeQfityR@nPhising:
| ow-1 evel formatting portion of said storage device. 41. The system of

G ai m 35, further coggetitppasifbilfos@ed in baidRedragd H&VWice REvil@ ¥ IBEstdn@ast er

authority record. 42. The system of Caim4l, further conprising said

mast er Hut SRy receeharf #dpag) AR dgkereltassecialed sHihaaibAUPEY ractoup

authority in said operati ng s%/stem 24 WO 03/010643. PCT/ USD2/ 23907
wherein access to said security partition in said storage device by

said operating system of said computer system is limited.

36. The system of Claim 35, wherein said computer system includes a

networked computer system.

15 37. The system of Claim 35, wherein at least a portion of said storage

device firmware comprises writeable firmware.

38. The system of Claim 35, wherein at least a portion of said storage

device firmware comprises non-writeable firmware.

39. The system of Claim 35, wherein said storage device is configured
20 in accordance with a protocol selected from the group consisting of ATA protocol

“and SCSI protocol.

40. The system of Claim 35, wherein said security partition is formed on

a low-level formatting portion of said storage device.

41.  The system of Claim 35, further comprising said security partition

25 having a master authority record.

42.  The system of Claim 41, further comprising said master authority
record being in operative association with a group authority in said operating

system.
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43. The system of C aim 35, wherein said authority record includes a
public-private key pair for authenticating data originating fromsaid
security wpasbid®dn. 44. The system of C aim 43, wherein Pardsaweivority
record includes a 5 second public-private key pair for ensuring data can
only be sent to said- security partition and no other |ocation for storing
said data. 45. The systemof Caim 35, further conprising a symetric key
stored on said storage device. 46. The system of Cl aim 35, further

conpri sing encry, ted dat a tor sal d_stor 7. .The system
o B arm 35, |t uBher TRORGPL IS 3o S Eh SaRiRRRRY REV Frwddepg
authority rpoic-grivat8 key bair Sordugineritatitlgedata 8hginbting frem sahgwdustyng sai d

authority record having a passcode field. 15 49. The system of d ai m 35,
further corfArHgn ng a hidden key stored in said storage devi ce. 50. The

system of Caim rther c r. | east q@ne. stored in
sai d storage de\% ce. Irigﬁ seltﬁ'@ [8@ 'M%%@%Pﬁ?@?u iy F?&P“i@ ﬁ?%?ng at

| east ore pecwAd ﬁu&ﬁl&:}'pnv%(é Bém@:dfor Bnsuting dstadcarpenigeeisent tossaid Sdwirigy st em of
Cl ai m 35, wher el n sai d record |gr46 des at | east one nonce. 53.

i
The systemRﬂ”' @"aﬁ”ﬁ’\“\%o W\ F%ti'%y@é?@”ﬁ%tsﬂ' 4 record includes at | east

t I ted wt f t f t d
Sard | 25 Stor agdSdovl Besyam oheih gy S it Serdrifias ShrraP AL R e

val ue i s sedresdi@dtordgeaevidee group consisting of a start time and an end
time. 25 WD 03/010643 PCT/ US02/ 23907 55. The system of O aim 35, further

conprising call 4gut hené bgstéin@t Qlaiess, SiirtHeg domPrisiag énsiypleaigatdl storatton

10  said storage device.

47. The system of Claim 35, further comprising at least one hidden field

in said authority record.

48. The system of Claim 35, further comprising said authority record
having a passcode field.

15 49. The system of Claim 35, further comprising a hidden key stored in

said storage device.

50. The system of Claim 35, further comprising at least one public key

stored in said storage device.

51.  The system of Claim 35, further comprising at least one private key

20  stored in said storage device.

52.  The system of Claim 35, wherein said authority record includes at

least one nonce.

53.  The system of Claim 35, wherein said authority record includes at
least one time value associated with processing of a portion of data stored on said

25  storage device.

54.  The system of Claim 53, wherein said time value is selected from

the group consisting of a start time and an end time.
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56. A conputer-readabl e nmedi um containing instructions for pronoting
security in a conputer system having an operating systemin operative
connect i OWO 03/0wiéth at | east one storage device, wherein s&CA/GSHV2HMGE devi ce
i ncludes a processor and firmvare for processing data stored on said
storage device, said nedium conprising: instructions for partitioning at

| east a portion of said storage device to forma security partition having
at | east one authority record and at | east one 10 data set associated with

said authority rgcorg; i i (N SaNe . at: t a
portion of sai d5§t org%eegy eﬂ\h/i%gg%@%ssfalﬂgthgggé@w%%@g@g@@%@@@l %ﬁéorrput er
system 57.stdrkd onsadidstorage Cegicen 56, wherein said conputer systemincludes a
net wor ked conputer system 15 58. The nmedium of C aim 56, wherein at |east

a portion of saib@. st Arcagwutadeeadabld medivar eontainingi issiruckions toapremdétingmwar e.

9. Th i um..of ' , ' ; i .saj
dovi co. 1 r Ear i BB s R e S o B s Ot A AORE I
56, fur therwithoatpeass iong starage deticeymdefain said storage gevite imgludat a frocesadd

Stor age deviigaripte fR o RRRRER BR thisd s bkl i St Gevi co'i s
confi gur ed comprdimgor dance with a protocol selected fromthe group

consi sting of ATA protocol and SCSI protocol. 25 62. The nediumof Caim
56, wherein said i nsinstiodtioas $orfpartitiprirg dtileast agortiomodfsdel stosige wevicons f or

partitioni inalowlevel formatting portion of said stora device. 26
06 03/ 050649 ostarF e BuGhon BaRe pbAe e A BRorRY iRt BUBRH o Conpr s n
i nst ructoi oruxitd et aaddtia@dddtresdi®astabtysécsrage device in an orientation
selected for pronoting identification of remaining data storage space on

sai d storage devi ce. infductibhe forgidhiting adce€h & an 164st af portitresf sadd®toragjeng sai d

securit artition
y P Jevlce by said operating system of said computer system.

57.  The medium of Claim 56, wherein said computer system includes a

networked computer system.

15 58. The medium of Claim 56, wherein at least a portion of said storage

device firmware comprises writeable firmware.

59.  The medium of Claim 56, wherein at least a portion of said storage

device firmware comprises non-writeable firmware.

60. The medium of Claim 56, further comprising instructions for
20 transporting data to said storage device only in connection with execution of said

firmware of said storage device.

61. The medium of Claim 56, wherein said storage device is configured
in accordance with a protocol selected from the group consisting of ATA protocol
and SCSI protocol.

25 62. The medium of Claim 56, wherein said instructions for partitioning
include instructions for partitioning in a low-level formatting portion of said storage

device.
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5 having a master authority record. 65. The medi um of C aim 64, further
conprising said master authority record including instructions for

gover ni ngwelos/osmwitsl aut hority records in said storage devipca/usén239ohe
medi um of Cl aim 56, further conprising instructions for 10 transl ating
information froma master authority record included in said storage device
to a group authority in said operating system 67. The nmedi um of C ai m 56,
further conprising instructions for witing said security partition using

a security partidtion en call

compr 151 ny |t Pdct 1 Se i ooy 6y BBl T PSR IR o,

pr edet er m nizda to sed sfﬁr@ge/dév.lce&a anldrentatidn lsmecfedGbapmr‘EcﬁmgfldHrmhmtlouorrpr| si ng
instructions for. rea g sai d securlt artl ion using a security
partition dPERMELNG a;t@ toppge ?r‘??d‘?tﬂ'?\s@f' I°® urt her conpri si ng

t t f I d f d d
ime i nterval . 88 711 " ecii PLARGT o6 3%%5%»%2?%?% eaPuRBORP 1y T ecor d

i ncl udes a hgwing a mapter watherityegcgrai r for aut henticating data originating
fromsaid security partition. 72. The mediumof C aim 71, wherein said

authority recor @5i ncrhelardaum seCtaird Gauhiriner pornpridineg kaigl npesiter utiiorigpsur i ng
data can onl ent to id securit n and no ath | ocati on
for st o' ngebainding Wyt Siens Tdiveing Bsdld ke BiaPPRs M sSfiraspg

i nstructiongevicer storing a symetric key on said storage device. 27 WD
03/010643 PCT/ US02/ 23907 74. The nedium of C aim56, further conprising

instructions fomeusi Tﬂﬂeﬁnel@lrdnvaf €ldka\66f mnhdecardbrr@n@msaeamdeortransm tted to
st orage devi ce. rredl u of Cl ai m 56,

said authority record of sa} (Z

furtherl® corffﬁ’%é@“ﬁg InfRuRation Tagma master aytharity (ecor @C%’Feg&ﬁ' 8'9%29% i on of
sai d data idevicritd aS@teup blthoR§lih shidUperatig syStemredi um of O ai m 56, further
conprising instructions for

67. The medium of Claim 56, further comprising instructions for writing

said security partition using a security partition open call.

68. The medium of Claim 67, further comprising instructions for closing

15 said security partition after a predetermined time interval.

69. The medium of Claim 56, further comprising instructions for reading

said security partition using a security partition open call.

70.  The medium of Claim 69, further comprising instructions for closing

said security partition after a predetermined time interval.

20 71.  The medium of Claim 56, wherein said authority record includes a
public-private key pair for authenticating data originating from said security

partition.

72.  The medium of Claim 71, wherein said authority record includes a
second public-private key pair for ensuring data can only be sent to said security

25  partition and no other location for storing said data.

73.  The medium of Claim 56, further comprising instructions for storing a

symmetric key on said storage device.
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encrypting data on said storage device so that only an external agent can
decrypt said encrypted data. 77. The nedium of O aim 56, further

conpri si NgoioastaeyEti ons for hiding at 10 | east one fi el dPefi/tsar/zBaut hority
record. 78. The nedium of C aim56, further conprising instructions for
storing a hash of code in a passcode field of said authority record. 79.
The medi um of Cl aim56, further conprising instructions for securing a
symmetric key by encrypting said symmetric key with a public key of said 15

authority record, and instructjqns fqor_hiding a private key.in said
authority recor 44 t %%@89'%%?%&@{'? ﬁg’ %‘Hb?f %&VW'%Q}I‘H@W%‘PP%&?@SW to
decode sai Grg¥teNRYyfbCddedding Hhasstbe ratEmite@to Sdiakbirebity fedbiddrsaronpr i si ng
instructions for Storing at |east one public key in said storage devi ce.

81. The nedUAIDACUERIi m 56, further conprising instructions for storing 20

at | east one private _key in said staorage device, 82. The nediumof Caim
56, further conpPisi e Medium et ¢lgie o olurthgreamprising Bstryddions ' nortion of

dat a inssaighcARaNG b MadRd bbb Bf $8d BEtah ishRr QRGAty padRionThe medi um of C aim
56, further conprising instructions for permtting only a predeterm ned

user to access aghBstigd nRUIURPET Cikint 86 FUANE cop@irBingdRstARGURS for partition.
84. The nedium of Cl aim56, wherein said authority record includes at

| east one rEEEtingdataoncEIdstomee deviresedbatonoan exematagentsan drFuPt a ai m

84, further, gbo&gﬂ odldatanstructions for encrypting said nonce with a public
key. 86. Tﬁc'g me iuﬁm o? Claim56, wherein said authority record includes at

| east one tine yal ueTRsaRaium 6ACKIM BoPfurhesSdmtistg RsP@tiohsfordfidiAgka St or ed
on said 5 storage device. 87. The medi um of aim 86, wherein said tine

val ue 19 sdeastpad fieldmhsaidrutierdyipec®bhsi sting of a start tine and an end

time. 88. The nediumof Caimb56, further conprising instructions for
storing 78.  The medium of Claim 56, further comprising instructions for storing a

hash of code in a passcode field of said authority record.

79. The medium of Claim 56, further comprising instructions for securing
a symmetric key by encrypting said symmetric key with a public key of said
15 authority record, and instructions for hiding a private key in said authority record,

thereby permitting only said hidden private key to decode said symmetric key.

80. The medium of Claim 56, further comprising instructions for storing

at least one public key in said storage device.

81. The medium of Claim 56, further comprising instructions for storing

20 atleast one private key in said storage device.

82. The medium of Claim 56, further comprising instructions for

declaring at least a portion of data in said security partition to be write-once.

83.  The medium of Claim 56, further comprising instructions for
permitting only a predetermined user to access a master authority record of said

25  security partition.

84. The medium of Claim 56, wherein said authority record includes at

least one nonce.
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call authentication data on said storage device. 10 89. A systemfor
pronoting security in a conputer system having an operating systemin

oper ati vewoosnsewti on with at | east one storage device, weeraism/saod
storage device includes a processor and firmvare for processing data
stored on said storage device, said systemfor pronoting security
conprising: neans for partitioning at |east a portion of said storage
device to 15 forma security partition having at |east one authority record
and at | east one data set_ associated with said aut horlti;q cord; neans for

limting access %o afh¢ BiggiumohGlam$d. brthenremeiitipafstryet négor by said

operati ng syeh@itihglsaididhce WiRY fibliexeyem 90. The system of O aim 89,
wherein said conpUter systemincludes’ a 20 networked conmputer system 91.

The system of Clggi m 8 ni@;‘@lﬁfn?bﬂC%‘im'S%aﬁher@lrpﬁd b@Rofry récdrd il led@e  devi ce
firmvare conprises witeable firmvare. 92. The system of C aim 89, wherein

at |east a lpawtonedims valug assoeigaruith Brogeesing ofraiigrtien ebappisiued ABS2IAY i t eabl e
firmareg 2350,%%9 deligesystem of Caim 89, further conprising neans for
transportl ng ata to said storage device only in connection with execution

of said firnmar gzof Tﬁé‘h@dﬁfn?bﬁ@%lrﬂ%ﬁ' \Qﬁere%gsamugal\@mfié@eleéﬁélﬂ%@r?/ 23907

94. The systemof Claim 89, wherein said storage device is configured in
accor dance e grPup Qﬂné@mpf%étlaédmﬁjaﬂdr@?rﬁﬂ%émgr oup consi sting of ATA
protocol and SCSI protocol. 95. The system of C aim 89, wherein said neans
for partitioning8 5 paefmediushel Glairp @] BItBEr ¢QsPRAising 'ﬁ§tr%'9ﬂ$fﬂﬁséﬁ”n§al d

st or age deVda‘Heautl%@xtldé%‘ﬁ BYSLE |8fst&:5€é B, further conprising nmeans for
n

adding data to said storage eV| ce an orientation selected for

pronotipg identiggi cahiQbted for bﬁdmtmg%cmw 5LOMBORr SRAEH r%ngaand_ storage

device. 97. The systemof Clalm 89, “further co rirsing said curity
partition dm@ratmgisygtem lnam@eatlva@pn@eqtlpp witb @ fegist one storage device,

wherein said storage device includes a processor and firmware for processmg
data stored on said storage device, said system for promoting security comprising:

means for partitioning at least a portion of said storage device to
15 form a security partition having at least one authority record and at least one data

set associated with said authority record,

means for limiting access to at least a portion of said storage device

by said operating system of said computer system.

90. The system of Claim 89, wherein said computer system includes a

20  networked computer system.

91. The system of Claim 89, wherein at least a portion of said storage

device firmware comprises writeable firmware.

92. The system of Claim 89, wherein at least a portion of said storage

device firmware comprises non-writeable firmware.

25 93. The system of Claim 89, further comprising means for transporting
data to said storage device only in connection with execution of said firmware of

said storage device.
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98. The systemof Caim 97, further conprising neans for said naster
authority record to govern all said authority records in said storage

devi ce. 990 0Fleresy st em of Cl aim 89, further conprising nme&a3/ser/23907
translating information froma nmaster authority record included in said
storage device to a 15 group authority in said operating system 100. The
systemof Cl aim89, further conprising neans for witing said security
partition using a security partition open call. 101. The systemof Caim

100, further conprisin ans . for. closing.sai. secur,i t. arti.tion after a
et orm med BB T TR VEAN o s Mimipd et Seid st RoR ayte BEOb R
conpri si ng imaaswdade wittdippgiociisdlecteadron the gratd cbhistingsaf AT Apieesdor i ty

partition ope 1. 103. The system of C aim 102, further conprising neans
for cl osi nﬁg% eGPty partition after a predetermined time interval.

104. The system of ai m 89 reif) sai d authorit ecord i.ncludes a 25
public-private ng S&ri"? SY%?*‘&%%&&&%@” §4 é"%?rils Ph&%ﬁ“ﬁ%“"w om sai d
security pRFitiohs @Now3&veldrdtthgPorforRE BalditelagdHeiicel05. The system of
Claim 104, wherein said authority record includes a second public-private

key pair for engeri nghélajsiemdn Cminy8d) furthen toinprisiag ehea@s dior dddingdddta itd i on and
no ot her location for stori n% Sai d dat a. %86 The ,ria/ste .of. C gi m 89,
further cormgid €PRAgeHEXiss I 8P OseRiAfieR Selectgd donpiemplind [dePliiAtieniof st or age

devi ce. 10%em$mdgsaa&égmr9ée ShieBrBShid Etorddeedevicepri sing means for using a
private key for decoding a passcode transmtted to said authority record of

said storage deyi ceThd S¢sterhite Claigt 8T @theClcamptiSiflg shidrdearityqamiionsi ng means
for encrypting at 10 least a portion of said data in said security

partitildn. NI armasie avbRIiyee9rdi m 89, further conprising means for
encryptin dat a id st devi t hat I t I t
decr §Bt ! sgi d eﬁéggp'{s'tg%sbezg%_ro?%?aime&,?L?rthsé? com%risiggr;] n¥ea6r11g fgrxsa% pn;f':lstearlgen can

authority record to govern all said authority records in said storage device.

99. The system of Claim 89, further comprising means for translating
information from a master authority record included in said storage device to a

15  group authority in said operating system.

100. The system of Claim 89, further comprising means for writing said

security partition using a security partition open call.

101. The system of Claim 100, further comprising means for closing said

security partition after a predetermined time interval.

20 102. The system of Claim 89, further comprising means for reading said

security partition using a security partition open call.

103. The system of Claim 102, further comprising means for closing said

security partition after a predetermined time interval.

104. The system of Claim 89, wherein said authority record includes a
25  public-private key pair for authenticating data originating from said security

partition.
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110. The systemof C aim 89, further conprising neans for providing no 15
system for decrypting data stored on said storage device with information
avai | abl ewon3maicas st or age device. 111. The system of C ai mc&ajsot/eavvher
conprising nmeans for hiding at least one field of said authority record.
112. The systemof C aim89, further conprising neans for storing a hash
20 of code in a passcode field of said authority record. 113. The system of
Claim 89, further conprising neans for securing a symetric key by

encrypting said tric key wth publi ¢ key of said authorit record,
and neans for hi@gg];?%e BYﬁt‘?/'Htoé%V W»&gﬁﬁﬁ"&ﬁ?'ﬁéﬁlffiqy@w&B ?Clyﬂ%¥@by

perm tting 2abid pahif-privedekeyidivaE endfingldatdlesPeity baisdnbynam] sddurikey. 25
114. The system of Caim 89, further conprising neans for storing at | east
one publ i ¢ RaitianandNaeteepiesationfarsieang $aig datthe system of C ai m 89, furt her
conprising means for_storing at_ |east one private ke%ﬁi n sai d storage

devi ce. 31 WO 03PB108DssystamgE659138h Turthel §Omprging yqans fex stefing # s,

further sconprinsdtnd kB8R Saiti@tordgs bavitey. at | east a portion of data in said
security partition to be wite-once. 117. The systemof C aim89, further

conpri si ng meangof or TREEYEtéhidI Tlaidy, f@rthr @8miprBiAY MeshndS6r udiky access a
master authority record of said security 5 partition. 118. e system of

d ai m 89, ¥R keydar decRdingct Paspepde Brasmited (@igaid autharidarecof saihce. 1109.
The system@braGhabifd 18, further conprising means for encrypting said
nonce wth a public key. 10 120. The system of Cl aim 89, wherein said

authority recordognciryéepstah of'C@a”‘%ﬁiBQ?'i‘&tHérrEBm‘;‘)ﬁbiH? nfSEHRGhrRé Ry ping Mt
processing of a portion of data stored on said sftorage device. 121. The

system1§f deastm porion oftesicdatadmpaidiseqwity SRUBONs sel ected from the group

consisting of a start tinme and an end tine. . .
109. The system of Claim 89, further comprising means for encrypting

data on said storage device so that only an external agent can decrypt said

encrypted data.

110. The system of Claim 89, further comprising means for providing no
15 system for decrypting data stored on said storage device with information

available on said storage device.

111. The system of Claim 89, further comprising means for hiding at least

one field of said authority record.

112. The system of Claim 89, further comprising means for storing a hash

20 of code in a passcode field of said authority record.

113. The system of Claim 89, further comprising means for securing a
symmetric key by encrypting said symmetric key with a public key of said authority
record, and means for hiding a private key in said authority record, thereby

permitting only said hidden private key to decode said symmetric key.

25 114. The system of Claim 89, further comprising means for storing at

least one public key in said storage device.

115. The system of Claim 89, further comprising means for storing at

least one private key in said storage device.
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15 122. The systemof C aim 89, further conprising neans for storing call
aut hentication data on said storage device. 32
WO 03/010643 PCT/US02/23907

116. The system of Claim 89, further comprising means for declaring at

least a portion of data in said secufity partition to be write-once.

117. The system of Claim 89, further comprising means for permitting
only a predetermined user to access a master authority record of said security

5  partition.

118. The system of Claim 89, wherein said authority record includes at

least one nonce.

119. The system of Claim 118, further comprising means for encrypting

said nonce with a public key.

10 120. The system of Claim 89, wherein said authority record includes at
least one time value associated with processing of a portion of data stored on said

storage device.

121. The system of Claim 120, wherein said time value is selected from

the group consisting of a start time and an end time.

15 122. The system of Claim 89, further comprising means for storing call

authentication data on said storage device.
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