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mallgand multimedia data. GSM incorporates various security mechanisms to protect the

content communicated over such systems. Service providers and users alike rely on
these security mechanisms for the privacy of their communications and protection of
their data, and service providers use these security measures to authenticate their
subscribers for the purposes of billing. These security mechanisms typically operate by
authenticating user mobile terminals to the network, and subsequent transmissions may
be encrypted. However, GSM security measures are vulnerable to attack by third

parties, owing to weaknesses in GSM security protocols, such as false base station
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[0007] rom However, these mutual authentication techniques (e.g., GAA and GBA) are not

[0006]

available to earlier-developed (e.g., 2G) communication systems, such as GSM
Authentication and Key Agreement (AKA) protocols, for instance. These GSM
protocols are susceptible to replay attacks, so an attacker may force re-use of keys, and
possibly exploit weaknesses in some contexts to reveal the keys and thus undermine the
security. Thus, a method is needed for bootstrapping application security keys from
GSM authentication and key agreement in such a manner that is not susceptible to

replay attacks and keys may not easily be revealed.
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bootstrapping server function based on the random number RAND received in the
authentication challenge and the pre-shared secret key stored in the SIM. The
authentication response may include further parameters such as encrypted random
numbers, identity information, time stamps, sequence numbers, and Diffie-Hellman
public keys. The BSF receives the authentication response and determines whether it
originates from the MT. The challenge-response mechanism makes use of public-key

mechanisms to verify the origin of the challenge and pre-shared secret keys to verify the

origin of the response. For instance, the BSF can independently recalculate one or more



public keys. The BSF receives the authentication

response and determ nes whether it originates fromthe
wOnRooclseisshal | enge-response nmechani sm nakes useCofUs2006/003947

public-key nechanisms to verifyy the origin of the

chal | enge and pre-shared secret keys to verify the

PhraficferOin tHecautiRBBOMTR: rebfinst T8.LANGMHe &BasBPlonGAY RAND, SRES,
I ndependent|y recal cul ate one or noreparaneters in the

and/prelie ilcebiained frampba L R)do yerifyidandge one loasede paratdeters received
B AR R LB dSGed frcQpl@! ned from the HLR) to
Yy t hat e ne or

verl nore paraneters received in the
[0011] aut heWhetathea mespesstvarteeh hatlgaiBated, 00 IBSMIBHEMT may now
t hese nessages have been aut henticated, the BSF and MI

FRIPPHEWARRMRIRTE SEPBItY ckevsoRassdc gni RANay SRESs elcorand/or further

r i
PR S 100 b G RANAEELE S e e
SRES akd s BRESowmihdépericnt Khpiire BSE emfmrz]lem’e Iny% ¥nsiiiBed between
SFE apdMr .nhot transmtted between them e _
@S{ﬂ- ?@E%PB Eagt@&fFFWY KEYSMaR Pe sentdeare therbopfstigping server function
' SPlichiae fil iR
OEKSAERDN S8 MSACAIE] o Bl SRR nrvon
npligaticn fymetiow sharorthé applidatinn sherry thiegs apglcan atse ahem for secure
LLY. and.can use them for secure
gog%ﬂ;n[#ﬁli%g%??éﬁtsw egtt%é’é‘n them [0012] A nethod is
[0012] provi Aedndtlsd &t pRIVidedatibn uthenBBaRY MOREIRyt &idbilBakerminal to
to communicate wth a network application function, _
CBRPIRISREgWIth 33 nebReKaePRlifation Hunefiam imprzsglge ha) Ih@mgl@tmg an
| t ' eryv 1on endi ng .t\he ..
AneRARE: SRRRLLS, o5y Sopl MBSk LD b Senaine e
auttlengicatidnhehaltedgel to thennsbﬂalterﬁﬂml,\/\ghérém thé enobile %rlfhiﬁ)il can verify
he .aut henticati on chall enge based on a_previous .
B esRed B %@F?%%PH @L%@”@% pagegran 4 P@é{t%lslé{s%@ng{ beptstrapping -
e deReridARoLabEiaRAl WEh SKS ‘ﬁSBts{rﬁ(gﬁﬁ% Wvel %}ncﬁgﬁ,egcél rggeiving an
an aut hentication response at t boot strappi ng rver
Futhesticgiont esponsec budies b@ofstrappingasrea\rmtﬁlhcltb@ﬂphﬁt6§11c\]{\dci‘eh a first
ir.st ke nerated at the nmobile termnal, (d .
ubbi) o RUwET NG pesCli, STnoFaaR i 4 BEbRCEmnAL (@) veritying
Whdtigdr éee dutheMBatibe REBPUnsE drffimdibd| o 1R SRR {eMinal by re-
the first parameter at the bootstrapping server
POUHEEING the, &g pagneiersd dba doristrapning seiwer functibre based on a second

: i . ien, .and (e). conpar.i h
9305820 00058 LA s k) POTRR e HIR pramet
reedypan&e the atthentidarioh reeyoRBE e the Efi@O MREnRLerOM-diputed by the
boot st r.agpi n erver function. The authentication

BogisHanRas seVelduRer d he aviberiiGaliph sespanseris dearmed todiave eriginated

ol . . . 10013]
fhdh BeNabbild teRRih b iF Bgﬁtfbr?@a?aﬁe]ﬁétg{ssaré{h@ shipE Sare

The first key nmay 0 om a subscri ber
[0013] i dentTei firat kepnmaychel ehtainkd Clommaysubscribet entificAHonb@bdule, which

}T\{b' jRker ldentity Mdule
ri\sélsltmeel ! 24 ol?alllls%/stgn(%s Mr NE%?ISCC(HS?\?) Subscriber Ih/entity Module (SIM) or
a CDMA2000 Authentication Module, stored in the mobile terminal. The second key

may be obtained from a home location register communicatively coupled to the
bootstrapping server function. The first and second keys may be generated based on the
same secure algorithms and a pre-shared secret key known to a subscriber identification
module in the mobile terminal and a network database communicatively coupled to the
bootstrapping server function. The authentication challenge may include a random

number as a parameter, and the random number and a pre-shared secret key, stored in a
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key based on the random number, a pre-shared secret key and an algorithm, wherein the
pre-shared secret key and algorithm are known to a subscriber identification module in
the mobile terminal and a network database communicatively coupled to the
bootstrapping server function, (d) computing a second parameter at the bootstrapping
server function based on a second key provided to the bootstrapping server by the
network database, and (e) comparing the first parameter and the second parameter,

wherein the authentication response is deemed to have originated from the mobile
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[0018] The method may further include computing a third key at the mobile terminal
based on the first key. The third key may also be independently computed at the
bootstrapping server function based on a second key provided to the bootstrapping

server function by a network database. The third key is sent from the bootstrapping
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identification nodule to the nobile termnal in
woespmsss3t o recei ving the random nunber recei PEW/USB06/003947

the authentication challenge. sThe method may further

i nclude generating the first key at the subscri ber

ket fuhétfoh toQ refRELANE nWBV IR apPifcakiBR $@B:BH BB @Mat e mobile terminal
pre-shared secret key and an algorithm The pre-shared

gedneworkedpplinetion fyoefiarhsharerthe Botdkeyt ored in the
subscr,i r igdentification nodule and. a, net wor k )
[00191 ¢ abéélgﬁlg nﬁqﬂﬁlr%a?ﬁo\\/' ey %oﬁﬁﬁ%‘a ttegmtnﬁle %&H@l%péﬁ) ng Wireless
semnRnhichtitie intefacel 1o SFRuhiERE RN hatdodd@ppiBaefvel Shnction, (b) a
may be generated using additional paraneters

key may . .
sbspEbAr tidemiticatiom anasylenton Siasiagi o prectharadesegest &ayl and an algorithm,

. u er_include ..
e PR e Eo TR Wbt By R URGaiop grptocot and
titberfticast thi eyobilEhterntinalr id Kehallempe-Rksehsb rotbet pAMHE Bobitrapping

con%grt ed, at the bootstrapping server function based on =
YRt Key Bt BRPrefsHIe G dNdyoeResie dypiEhgposivingedn authentication
Ewm%ﬁ%é? Nn@UdRg"E rHR{dn FRLBRASEom THE Bd¥kdd 51?% ée?ve?%hction, (b)
fromthe bootStrappingserver function to Py questing
Aetenmginingaphethemtlico puthemtixation challdngat origigates fiiohe the bootstrapping
t%r,em' rtual t.z(:)md networ Kk aﬁtpl i cgti o]? fuacbi on share the -
PR o RASHON | BSEE) OAndt EVIORTY: BPEMSH o DPIRiLAPRIg SFIVET certificate
b36¢ThtBa lwiOfReBodtsh@ppin @ )sed eMiunti6® Sand Q@ Ut AlcO4h authentication
interface to communicate with a bootstrapping server
fespRse dpcluding adirsiprsepetbeeompiied Mithcrafirst keyvovhereinfthe first key is
' rg-.s S n n,algorithm and, .

PLRFLED RorR e 0B CREEL, 1Y A ChER: B arl Sgorithm,
Addigioyalyo nimipiocedsingncipugt agp (a) aRdeatt Hetitd Réyt @erived based on the
gobkl e tq?r nal in a chall enge-response protocol wt

fSp bt @1 SHBpT PRyReIcTEF TSR 1ihe THECR#coHes shallgnge and response,

[ A :

ALY o SURCANE BB EL BnBed IETHLIAN 2y e
botsagt rujbpitingtiseropde thandeiiocipddd)n det enthemicagomtredpogse to the

D PP e hET ARG SEOR T FERShizdion Thue BROVEeDgaiethe fist key
BREALNER RRRIS hinABSY, B TELNBEd &REdIKE] 6Ad B

. e%?%ﬂﬁﬁﬁ? ed
with the bootstrapping server function, and (c)
[0020] generhe wyseribeaidentificationthotule sey besesubsuibedideytity module (SIM)

' 1 ted. W . j K rein the
P BIMTES SoBPIU LU (A AT S scr
Ipyemayalse thes@npleyed ey aldwl tiad gbile hehmingldbtds@BRsH YombiBications

rocessing.circuit may (a) generate a third key

EF PIREACHAEEIESHACREC. i r st key and ot her parameters
transmtted in the authentication challenge and
response, and (b) generate a nessage authentication
code conput e BRENPESCRIFTION O/ THEDRABYINGS

t hent i . be included in th
oo 30 DS oo SodE b LR e B
%&tr@ﬁ[&lé% kEMEF a8 Mohéy ARbACRIRAN LS FRYu86 26 BhEcd Each other

first
according to one implementation.

[0022] Figure 2 is a block diagram illustrating a mobile terminal configured to perform
mutual authentication with bootstrapping server function operational on a

communication network according to one implementation.



based on the random nunber, the pre-shared secret key
and the algorithm [0020] The subscri ber
woOdeostosdisgat i on nodul e may be a subscri ber i deRCTiUE2006/003947
nmodul e (SIM conpliant with the G obal System for
Mobile (GSM protocol. The pre-shared secret key may
[0023] al so pRuRPIsQYSECH @iagiahpiﬂuﬁt?ﬁiﬂg%tbﬁétﬁofﬂe%dgl%lorslfsigured to perform a

establ ish comruni cations over a |legacy wrele
heatsioappingBRIrERE fUESORN HoT @GNtherticatEg DRAWINGSSthOGR BEcording to one
Figure 1.is a block diagramillustrating a
k’%ﬁﬁ%‘ﬁ‘?t@ 1 on systemin which a bootstrapping server

[0024] and aFigagArilugRites 8 nle@idl dFPerfeARindA dhaliéngaui oM lingéﬁaﬁism that
each other according to one inplenmentation. [0022 .
mugially apthestigatey adrgagyagebita ferinsal raadi anhoetstapipinigeserver function

3: [ perform nutual authentication

ém&?ﬁ&%{gtog}%rq%g%eg&st%&er function operational on a

[0025] conmuFigose 3 filustatesw iknacicnelof of bthemRating a mobile terminal using a
| mpl ementation, [0023] Figure 3 .is a_block diagram _
{’Wﬂ?&’?@ﬁﬁﬁ@e&ﬁﬁw% ARd gEhentication pf therseryer Hnglen agaerding to one

Lobdtad. ng server function for authenticating a

nmobi | e station according to one inplenentation. [0024]

[0026] Fi gur Bigdrei bl Ubstrattes: matiddhofl mifopeirfonnitatienge-response protocol

al | engez{esponse mechanismthat nutually . _

P ruh e oS ESS PRy dB0P o sEruny] il hdioolipaing server function to
Ro0leht hapitgteS @4chesthEl Rt AR oAC _ﬁﬁ@;{l@aﬁgn fn @0 accordjlng to one
inplenmentation. [0025] Figure 5 illustrates a genera
imalementgionaut henti cating a nobile terninal using af
boot s 13 e j.an d.,ayt henticatio

10027) 00" SRR MBI i, HIBFHINR P00 38 oot rfipee response
1Pro@26] bebvepir £GEM-tomplidrahesbhils wralihadnah HeetstppTh Serder function
chal | enge-response protocol between a GSM conpliant
tﬁo*’SFﬂlféf;t BhEnHgte gach qthep Brietwenk snplisatiapefunttignstaceerding to one

UhshMiaut henticate each other for network _
application functions according to one inplenentation.
[0027] Figure 7 illustrates an alternative nethod of

GSht conpl Pant  mobi | BEIATHS DISERP B ot r appi ng.
conpl i ant nobi _
[0028] Serveh the 'Tﬁlld')\f?ﬂ?t ResSGHUNE lsPe it a8 GRL gi\%ﬂctg 0;9%{/}25 a thorough

for network application functions according t
ungprstanding 2 itemembedinien ED HDEBSRE,RTWANDE @8a&ktobd bylvae of ordinary

sfkﬁi Jnot A4 tl?a}io?eg%rgﬁéﬁﬂfent% pn%{:yl t]:el gragt?cteglv!/i%o%{ ﬁwgé s\‘./p%gifitcodetail. For

LN
provi de a
example, circuits may be shown in block diagrams in order not to obscure the

I

embodiments in unnecessary detail. In other instances, well-known circuits, structures
and techniques may not be shown in detail in order not to obscure the embodiments.
[0029] Also, it is noted that the embodiments may be described as a process that is
depicted as a flowchart, a flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a sequential process, many of the
operations can be performed in parallel or concurrently. In addition, the order of the
operations may be rearranged. A process is terminated when its operations are
completed. A process may correspond to a method, a function, a procedure, a
subroutine, a subprogram, etc. When a process corresponds to a function, its
termination corresponds to a return of the function to the calling function or the main

function.



under st andi ng of the enbodi nents. However, it will be

under st ood by one of ordinary skill in the art that
woOheoemsbissli ments may be practiced w t hout theseCcT/US2006/003947
specific detail. For exanple, ¢circuits may be shown in

bl ock diagranms in order not to obscure the enbodi nents

[0030] | N UNRRGESRATYstélak@iediubiim@l RetredeNB 6@\ GRore eV ice kbR Wdring data,
circuits, structures and techni ques may not be shown
inelugéng rdadianlp mearors JROMN), JBBEQR ecedse reerheri (RN, magnetic disk
gtgg Eg]%]r%éﬂdurg% oghﬁérlzsgge}géee%ﬁ&y%t ﬁ%zl 6%%1%0@% ﬂ:teg’ arqB'Xr ot‘laier machine

fdaauwlb anédiums fop WtoHnaoindeimatios! r TEE Uken d‘lna@hiam re@dab® medium”
bl ock dlagran1 Al though a flowchart may describe the _
Bistidas.i o &s Bt limigesfodieriahle %rfa@éﬁoragm%yuf@ﬁ, qptsigal storage devices,
SR LA RER LRGBG8 Bl comiing, g camving
nmyuhﬁnﬂgamdmmgmﬁ A process is term nated when its
operations are c Ieted A pr.ocess_nmay correspond to

00311 o° oy Blaf?ergl%ne megts, s iy AmPleTahiSco ] Hatavigre,  software,
SHRRLRI AN efhfe, BRI 08, RSrOE %éﬁ’lbﬁ%ﬁf)ﬁsﬂﬁ’éfms Whed 1mg>flemented in
function, Its térmnation corresponds to a return
sﬁm&gnﬁmwatret middlewaral dri migrdaede the rpregramhedaeirrcode segments to

unct i 030 eover st.ora

PRBTEL B P obr LR B doBuriar G rrg P, mediom such as a
btofdgy dhﬁuﬁ&ﬂdﬁli&?'skbrﬁ@(@r YA (prSIksor @y oRECRS hiebBRFAY Yasks.
(RAM, magnetic disk storage nedi uns, optical storage

Gedsi seeenf |Tash ToRERRSRY adpigreduse. am dIRNtion: [BeFubpERIAAe a program, a
f ofi o] e r

E&ﬁlﬂﬁl neugg)gllt Hgse Hbd dlﬁé n%' sp%g)laﬁ%gﬁgmgé D cér;gg] fnt & Egl?blaatlon of

imstrpaidnabdata sttuchirks dr praprag Stataneme SA cofd sepalens imlydgeoupled to

dev ces, wreless channels and garl ous ot her medi uns

Icé’deseglf“S]Ftl g2 aKe ﬁ}rﬁlélt y I@éﬁ-l?g, |aﬁ or receiving information,
t ( 0
Hﬁﬁ oz{rlgﬁ%lﬁlﬁg %}aa;/rﬁ‘ag{sl ?Tgp @tndr &(8‘9%1}/; oI 6 ?gﬂo&g?m\%rét? eparameters
ﬂatanMrmay be @alstsedvafpsyarded; rcmctrmmuttwd throughﬂm sngtgbleomeans including
t her eof,. Wen i | emented,in software, .firmwa
FEReFE B eomesspes Rsys; tol(ﬁbpﬁﬁlé‘ér%‘?ﬁ’(v%‘o‘éané’ﬁn%’a‘eetc

[0032] Segnent $hd PolRANihS I driPRioNE COSARYhiASIOSY TRYisEE t§dRE&@he certain
in a machi ne-readabl e nedi um such as a stor age nedi um

tratwseshefronstas maye empodimepisoefebe inventagn. p Eof sianeh ghe terms “mobile
e ar“Xsetr %a{g(*i)meﬁ L Ql%%bﬁee g%ﬁnt” H@Yrefegy désxi? ent ar?d “w1reless mobile

procedur e,

deutd e 1ﬁeﬁ:ldh1{géubllynﬁed ao i’ﬁfélufoemobﬂé pfldi d@gl@ﬁh@ K&aﬂ:&;ss anodems,
class, or a combination of instructions,
persQnal digitel assistats Perenal nformaten managesy @%@@n@ﬁmt%yomputers

5o\ Bh s 8000 S oo TET AT NERS s whc
SOIgUNBIChS, atria;tsapmttlalrlg,, thaghemetlylac astweinkt.s The terms “legacy is used
tlonrfe? rrr{gtnlet(work 9 toco s an o%rn{{“{;elteec{ewces which are pre-3G, operate a pre-
3G protocol, or employ a GSM-compliant SIM or a CDMA-compliant Authentication
Module or MN-AAA Authentication Module. Additionally, the term subscriber
identification module is used to refer to a GSM-compliant Subscriber Identity Module
(SIM), a CDMA-compliant Authentication Module or MN-AAA Authentication
Module, or any other module typically included in a mobile terminal to identify the

mobile terminal to a wireless network.



data, etc. may be passed, forwarded, or transmtted

t hrough a suitabl e neans including nenory sharing,
woresAgeIspassi ng, token passing, network transRCTAISBIV6/003947

etc. [0032] In the follow ng ggscription, certain

term nology is used to describe certain features of

[0033] one OMTERuRTIOAIERMNEY 6F edtBiRd 1h8\RAkHO AuteRlication Architecture to
instance, the ternms "nobile termnal”, "user
SeRnopinlegacy, sysigplsi $ethglestibseribers hpldisiges 6SNE Sulesetiberalidentity Module

o el [ devy ce:, are iRpterchangeably used t.0 .

#%#\@r ﬁ%ﬁnﬂg%ré\%%ﬁ%endey} thpglfgeg’ s TPl 182 glqk??b%e ﬁggehcatmns without

pesesgitadihg Géygdealena65ihetSIM By B, SONBIS-EdHSITAMBUs@NService Identity

nag}:ers Pl Ms), palntop conputers, |aptop conputers,

g&d‘fu (B nobi | e conmuni cati on/ comput i ng devi ces

whi ch i.C : S i.all ht ough a . .
0 ey el Ao B RRe™ cbmHQUSY Ftepein which o

bootstetppingsrveprand adegasy motdieaerntingi daa MavlbesuthEiteBte each other

BrBBEI: a1 DB bDnA. BRSF dReTikaEFeriODc Avatoms o GSM-
diplifie OF CHNTADGOOAH IRt EGhhiali YR n%}%tﬁnﬁqgélhﬁ&g%h%%i’le terminal

the term subscriber identification ul € 1s us
(NMT2A02.02 horasieaatop régisier GUR ) 104 @rbdotkerapping shbar fienction (BSF)

(R MR BRI A5 A PR s s 106

ypiteahdsed e lodeed thoreandtWbild GetibdsThitBdr b@vdrd QR %n)é part of the
e

Ige mobile termnal to a wreless network.[0033]
Biecausg - v thgeetyorka probifecinree HeP- t HBLReH¥k includes a database that

' ' j UL e . rt | egacy ,syst ;
CHRIRLISLERL LA e 1k SRR SOREN BYob omaciona
Motbiilé Subsiriber Kentitye(INISEy f@ieacie MM10D bsRWBinkeQb thHS Bubsbriber. The

@&i{] e aﬁ\?ﬂl i cations w thout necessitating replacenent .
DSt @ vgfdiedypmbestsat iSuisociaghviia An MIE 492 Sethginsivork. The IMSI is

d16te stbickyin MRAGhR chibi I nti 100 | i |

di agram fll | ustr gtli ng antg%gm%gstl%‘)n&s%g% glrr]?l ilﬁé \%ﬁ‘liféshsegt by the

Mddedhe rgipiorigHERte évokap dnfarthatimcabonothe IMT t1€2.mi nal can
e each. ot her accordi.ng o, one

mut u thentica
10038 {1 M Y R ok RS viar e FeBubisaiort dedigerinal regisers or
dobiveditharderite SMIZOINE ARRIdeARLd ng}@} ala 8%(_)3% protocol) in

Séstem i ncludes a nobil e term nal
QRFHPI Oyt eyer(thi Rytwpod 10@, bosanse imaplpinantatiensy ¢his process of

¥ .[B ; | t .one npetwor .
SRR PR DO 0y LEAR SRS ad02 g
shrangdisecthiokdye@.d. fstase it GENIESINEIOWNMIA ARtHeA8SatRANIOdule, or other
servers thilt re part Qf the infrastructure of the

hi

IRy oPRAYE dpeiprees 0BT HP2RmeyaconkEin Rl &3S M-compdisais SIM or a
CIREA 2000IB PR aRORIt R SHRRGHORRE 1 F 96 1 Rbpdate |

Wi rel ess cg{rﬂ’fli er, }I{ ncl?ug’i%ng %ﬁé f%?‘gﬁgﬁ%gg‘? ftcﬁ/é%efrfﬁg in GSM or
Ea2000 merwdrkieand wilow iVBI be fantheaticdtiedVBy B2 nBi®lodl goinBver-the-air
to the subscriber. The

communications.

[0036] Once the MT 102 is authenticated by the service provider for communications
through the network, one aspect of the invention adds another layer of authentication to
enable secure network applications. This additional authentication mechanism is
independent of the underlying network bearer or authentication mechanism of the
bearer. The additional layer of authentication uses existing keys, in the SIM or
Authentication Module, together with a novel protocol to establish keys that are

independent of the network or bearer security services. This new authentication



I MSI is a unique nunber that is associated with an Ml

102 in the network. The EVISI is also stored in the
waubwmsiiser | dentity Module (SIM of each MI 182TAIS2006903947

sent by the MI to the network;HLR to | ookup

i nformati on about the Mr 102. [0035] Mr 102 nay be a

hRERGNsIipE Rl @5 ke§ O BRANINGALd280n AHIEE puliidsed, %gér?& BEiSveBA MT 102

connects with a Service provider using a predefined

pirdbe spasifiq NAF 1085 distrébuted torthe ¥l yiaiBblolfer TheoNAF 108 may be an

' ver. the networ 0Q. .ln so . .
IEIALT LR, GiGiet T Vo BREbl el SR, gomrepig wmsacion
sgplicaeénsmdXor dedatibRpased\seiwees Aok igaitgat i ng M 102 by
usi ng_a preshared secret key (e.g., stored in a GSM

(00371 5 v ~ O thgt Mdnd D2 A% repdy Medsies, using atiessyorkeappdipation, it initiates

. Int . in
S Sy FADRRS8 o M R 8 1P M and NP o
aloadg shacadripooprinod kb ys, theneha N AR N8 kzkek & RBBEAS: hithentication
gSM or CDNQ%%O nftmnrks nd allowit to be
‘i}/tsrPeYﬁ{ AR é‘_%t agsy L 20 the Blor 106 ot lbb%Srnqt_r@éteaqu done so, the MT 102
SRNBYA '1_06‘%%1@@ $n k[a?@@ﬁﬂx HaWE 1tob%vk/fr@{l£lﬁ?érﬁication link 114.
ed by the er ftor

aut henti ca service provi
[0038] ¢onmuhi Ridfie-dledintanrkey ghichange metyvimr dmplopel aspatdf tk Keh@greement

R SR e NE b B o b he BBt SRuexchane s«

ayiptogruphzairo@BoNwaltB IS WS ithoi JARRREN&IEANVe 3 Jrlf knowledee of each
under|yi ng network bearer or "authentication nechanls%

Jner; Rgomdlyestablisiha shated sqceriXiey loygean whecune hemmiuo®aiions channel.
HSES5e S%bBdaki ' VI, or. Aut henti.cation

o6, SEDRLBN, K6 fhared 6 RVl bt bBORel1 B, bichupt subsequent
doaysutibatfonameing ndgpemdenkeodiphidie net wor k or bearer

secur]iét%§ services. This new_ aut henticati onnechani sm

pr ovi-a8Y K&y ¥INQH Befeheprveedenab MitlsrHellman kpy epdwage algorithms
£ %ﬁ@&gﬁsiemﬁ P id 8% afdae ﬁﬁ%gﬁhﬁ%ﬁé\ﬁﬁﬁk% e Sespriy of this

distributed to the NAF via B
agrrithmt i10us ised pattulaopencetrewhee iafonahtiar kesclitRigbd ver a wireless

h copnercial transagti on_ appljcations and/ or
el PRt culingtoal andios confidingial Gansegans beieen eRAMT 102
M aI0&RFi198r eady to start using a network application,
it initiates contact with the NAF 108 over a
[0040] ¢ o fAmec Eepiuse of thekinyargion| frovides MPpraiomd! NAE edableoBSF 106 and MT

r S r ' keys, .then the NAF 108 nakes .
GRS IPERELBL e R P 1S
iflic?eritOGENE aBdSr XIBMAX000t whikGested. aAn' padMuldONBe MAT 1B is first

MI .102 and BSF, 106 agree on keys with the Mi 102 over
Péﬁ’m“%la{l‘ffgml‘ihc%tql%wllqe Jicatpto p@ggg]cat& thefBSR-196| | Whis allows the

chEYmBNCRBRY BrofiPhe T FETHY Q}ytﬁﬁ m@%@ bg ];c]hoél{Aﬁg ks%ﬁd Ppgartied in a

agr eenent process etween t
sqttyer-Dithéntizatdd| dhanmel k tys eXlowangthei BITal02 ¥phagrtaphingt the keys or

i ?%gléeé%@kﬁzigﬁh'g%“ésa&#é?mgaft' es that have no prior

[0039]

ation process are coming from the BSF106 and
not from another entity attempting a “man-in-the-middle” or replay attack. Thus, the
present method may be applied to extend the authentication scheme of the 3G Generic
Bootstrapping Architecture to protocols, other than UMTS AKA, which do not
themselves benefit from network authentication.

[0041] Figure 2 is a block diagram illustrating a mobile terminal (MT) 200 configured
to perform mutual authentication with bootstrapping server function operational on a

communication network. The MT 200 includes a processing circuit 202 (e.g.,



other to jointly establish a shared secret key over an

i nsecure comuni cations channel. In one application
wohiw/shi@ased secret key can then be used to enecyfuis2006/003947

subsequent conmuni cations using a symmetric key

ci pher. [0039] However, w thout nore, conventiona

@kécfeﬁ%r)"lﬁidp[%ﬁo@!oxﬁﬁﬁﬂﬁﬁﬁ@n ﬁ{t&%detimstoaéo%uﬁhﬁﬁ&ﬁgtduﬁl & wireless

man-i n-the mddl e" attacks that underm ne
@é@(ﬂfk’t apdgr Sultsegbes) Igentity Miadukn(SIM) sarst Z%rTh&:pdoaessmg 01rcu1t 202

S BB GRS EPIPEG Bl fe it P58 4.5,

hhders aCIhdJISSMbQ(DMﬁﬁziy abntth 20R2cR0Gesd RAFanl GS: 1&1%&1@@ of GSM
One feature of the invention provides a protocol t hat

éﬁ%ﬂﬂe@t@sm &6y asgempnt geonthmg di-eetherGAMpABIAL algonthms) and is

er ent %@ﬁtégﬁm& a@?}&%ﬁ%* Sgktalssseg\(/)etg c%#ﬁma% of a pubhc key

panrd:spomdhag fo & pevaE kéPh BSF06.5In provilsd e SM’E(M%? be a standard
%ﬁ%ltal cert ficate to authenticate the BSF 106 hi
r?ﬁﬂ gusd iToh&se i GRM pejworkysThe) puhlic Mry or server

84t At PRafli @ifedhdnd 8 IR OHubRE NikeGd
server eautaﬂent i gl!z):lt ed chalgkcnﬁe puﬁﬁi 5 | ldawotﬁer PRRliGAe jerhniques
efosnge rit%ﬁah sighaturdshmal ealso be ysed, afmt@uamPieed%Ae(dhgltal signature

g% ﬁg_‘ ﬁ%%fh f(?k’to fﬁ%ﬁb o OC ?‘fs §}laaré?e # %?Fpm{qu%&ugec{n generator Pofa

¢yorio glrdiupi Bectascele %ul@;ﬁhdaﬁpé b ?dlfpafflﬁ flﬂ%ld bP& point in an elliptic
present method nmay be applied to ext end
SV Re AORAL] BAms Khemplaf then Piffie-Idhaa ckeB(ﬁXlChim&p pilmalternative

L ich
BESBARERLE 112 BORARER e IS Pt mocu
ﬁﬁ@édpfﬁmgmmkﬂaals a block diagramillustrating a

200 _configured to perform nutual

nobi | e ) J .

o BT o R s L ek o e
BRAS | O
PO 0 ST AL I JEEID o

woonsl @Qeqtmfathc @mwmnomafﬁhemetmrkrdeaﬁe ’;QIOZlnt‘mdes a processing circuit

and_a Subscri ber

? n| cat e rel ess network,
O o pldl e aopsiep Aaliupig e Inige with the
Qﬁ@leﬁﬁﬂetﬁ%ﬂ@ ofd dumegholP dBeEd %m p@hé éi% dh%Q}flr%ER eSé)IZN{nay be

met hods illustrated in Fi gur es
omdighipd ©oeeglie teskantwutapRing ﬂérverafnm:trmi wﬂuﬁntraaln’cammg the keys

R AR e O 467 DERGRRIRR o8y MGl Tty oy, For

exantpdd, rthe @rca:emmbg cBclieB0R M4l B LahfiGREY @ peEbiin fp'aftaéreall of the
of aﬁmlbllc key correspondi n% to a private key in
mefgody iNuptsgted wifigures Aed.$e9rd 204 nay be a standard

[0043] | egaqyi \ lugt??.[tgs fﬁ@tﬁog%?ggltﬂ?@fjgg?%héﬂénge (13§|V| nsg:grﬂm%)crht’nalsm that

he pu l'ic key or server cer € may°cor
IautRSAy puibknticakesys nuubilet teeminply laviag ke jegh€r BMVIY W8S a bootstrapping

server function according to one implementation. This challenge-response mechanism
makes use of public-key mechanisms to verify the origin of the challenge and pre-
shared secret keys to verify the origin of the response.

[0044] The bootstrapping server function (BSF) generates an authentication challenge
and sends it to the mobile terminal (MT) under a server-authenticated public key
mechanism 402. The authentication challenge may include a random number (e.g.,
RAND) and is derived from a pre-shared secret key (e.g., Ki) known to a network

database and a subscriber identification module in the MT. For example, the pre-shared
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party & tAkihe place.

From the verification and independent calculations of keys (e.g., SRES and Kc),

the MT and BSF a shared key can be computed. An application key may be generated
at the mobile terminal and the bootstrapping server which the bootstrapping server can
provide to a requesting network application function to enable secure communications
between the mobile terminal and the network application function 410. For instance,

the shared key, or an application key derived from the shared key, can be sent by the
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6-11 g%v:tstrappl n server _certificate is used by

e 12 grqam challeper JRANBr Which ig Reputetegethanivits Ki, into two -

h%ﬁﬁhﬁl@ -AB ancﬁ@g%o 3 58 Jhith& S%nliRg- b@ﬁ(’):l%tf)gt K€ rres;)éctlvely

origin of th e response. IS ensures t
"BEiplets KRB‘}N]A SRES diq)acdu’yeSpendmg( tontheSIdL of tl{eQ@Q&Ydstlﬁ%Ml‘ are then
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Dl WENIT Mthod Pideat h@fbdreANRY ( e&%‘élleﬁf‘tﬂ%d}li ) and other

the nobile term nal and the bootstra pl ng Server

RAFENHRS D86+ appi ng server can provi de to a requesting
cure

net tjon function
[0050] co ““Ofnl#%c:g{[)ﬁo\i’ne%%gse t\\)\;\getfﬁer Lberrtbca o rﬁ fngg, Qrigipates from the
etxpeomi IBSIpphiedadn anbbdstedppaiy 4dider EatificRSt SURCE, Fotrhi%stance this
key, or an application key derived fromthe

Vgﬁg%t?nk@'gw be BerfQsmed aing sy publie BeF or digitak @qwmtﬁgate of the BSF
Wlﬁ&l’{‘ﬁéskbe%ﬂpéfggg{bhél?n{ ﬁﬁ@cl%"é‘o iy Qw&thesn%cgthg cha gné\éA o1t come

fmm‘thn? |re§p¢aqt@h BSBelrmgg:at h@cé@ﬁteﬁﬂﬁhaﬂ&ﬂ' OteABke, Farg Waehtication
resgk)ﬁesetn{g pabengg r1]sogormulat u&; Ea%ggi I0(1:1aat ée?:?et ?(e}q%?(l)\lllded by the SIM of
the MT 510. For instance, the MT passes the random number RAND to the SIM (in the
MT) which calculates one or more secret keys (SRES and Kc) using the pre-shared
secret key Ki and random number RAND with the algorithms A3 and A8. The secret
keys SRES and Kc are then provided to the MT to formulate the authentication
response. In one implementation, the secret keys SRS and Kc may be used to compute
a message authentication code, or derive or encrypt one or more parameters, that is sent

as part of the authentication response.



boot st rappi ng server function and authentication of
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wOonvers#sa. This nmet hod may be i npl enent ed wheRC®US2006/003947

networ k application function ysshes to agree on keys

with a nobile termnal (MI) prior to initiating a

[0051] net wotTke ap@bhwatibe FeshbBSa6dnk Bdm FRMEXSTR BSESPM Th
Aut henti cation and Kgy Agreenent (AKA) are based on gBSFthen

¥eidiasethg exrigiss pb Hiveayshaptisaioin respense rtasedk ey al(j independdritly obtained
ord t n ar tgred in a Su i ber .

Rt by ot MRt AR el B0 a8 isied B 6 HR e wipte

oetespoiding terahderdtnuiber RAND eid HidldRhfedNtRENdYORS @Iy be used to

nter (AuC). The SIMis designed to be tanper-proo
Hlateo A OF e chasIMeaisainathe autlepsiticatinms rashenseclapmothe MT. For

' request for a ke
FRAALY e o bolytoElny PR A FRISRL Bl oo o
@hit ipasinubesr inothe babérgich@@pireiPosd) Vieding W rardond BSfber RAND,
?ﬁés TI%EI@BS obtajn ut henti cation_information for
MIEDF1S AEERNG KPR (B HLR. 508, theorpagaretprs e (.g-hemessage
dddRintiCitforS 8b&S! | fhe' £ L
I's input, to&g.%gt %é‘?ﬂ%t\n&tgﬁgK?w 1?12?%&% \f\i;osEﬁ al gor |’ttﬁ%r?s[>l%l\%§%% of the
aghangicgiien gsi3Msbistvedifieut SRES and 64-bit out put Kc,

f] LIl pl et RAN S, Kc), : di |
10052] 0P M dgyfekaril ip Birkntalioh g P oy Sokilale ke veD8 the one
drhmobSkedret ReyshESRES ah@ Khobiddd Reidehet BAVIY %?d]él' G&ﬁérngarameters

dz?/rr. . The BSF then challenges the MI with a random
Dizined fromuthe guthentipation sgaltemge ar Ryspanse @1t frem the SIM). This third

r 506 O T, L verifies et her the
lgégtl gﬁ%l}e gietcﬁ lg)nfogkl gﬁfee']i?s eﬁgﬁygfaﬁhotnerf Sl?(?ng%gn,{e?'ﬁ‘e CQpUiE; thy message
d88fenbiesan cden TeBSE rap pisoGakalivetheGaink ikE%l GAELit XBBws the same

For instance, this verification nmay be performed using

KeYh ey PEpRaRctsrs asithe M- Ty the BYF earr yesry avhsther the agentication

ol HasinBE okl Q¥iNgtoned in the M. If the
IJgﬂ%henti cati onochal F\Zl;lge does not conme fromthe
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[0054] are tThenMAr avtheltitates tiahemiiioh® ffopt MY BEE By feans ofh a public key
e

aut hentication response. In one inplenentation,
Qg ?‘B?mkig%b§ﬁ§hé%@g%thﬁd\{ﬂb’é%§é@dpm REARRIRAND and establishes

tﬁﬁqﬁo ?sggl arg&%ﬁ@;@% S:ﬁg%%gldlsn LstegI%E ikX?s SRES"SH R kO order to
authenticate the transmissions from the MT. Thus, the BSF and MT are mutually
authenticated in order to share information from which keys may be derived for the
purpose of bootstrapping.

[0055] Figure 6 illustrates a method of performing a challenge-response protocol
between a GSM-compliant mobile terminal 608 and a bootstrapping server function 604
to securely authenticate each other for network application functions according to one
implementation. GSM Authentication and Key Agreement (AKA) are based on a
challenge-response protocol. In order to bootstrap based on a legacy SIM, the

HILR/AuC and SIM perform similar calculations based on the existing secret key Ki and



as part of the authentication response.[0051] The
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[0057] The MT 606 receives the triplet (RAND, P SIG) 610 and uses the BSF 604

digital certificate to verify the SIG. The MT 606 is assumed to be provisioned with the
digital certificate to enable it to authenticate data transmitted from the BSF 604. If the

data is deemed to have originated at the BSF, the MT 606 generates a random number y

and computes PY. The MT 606 also passes RAND 612 to the SIM 608 which returns a
pair (SRES, Kc) 614, generated based on RAND and Ki, to the MT 606. If the SIM 608
is authentic, then it should generate the same SRES and Kc as was generated by HLR

602. The MT 606 then computes a message authentication code MAC of P?, keyed



to securely authenticate each other for network

application functions according to one inplenentation.
wa3MeAstisent i cati on and Key Agreenent (AKA) ar eChasem6/003947
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o061 1 2G5 AR s e il o o
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this protocol to the next, and ensures that the response (Py, MAC) is received in a short

period of time, then an attacker does not have a chance to derive the SRES and Kc
through other means such as challenging with RAND in the typical GSM scenario and
attacking the A5/1 algorithm to derive the keys.

[0062] Figure 7 illustrates an alternative method of performing a challenge-response
protocol between a legacy mobile terminal (MT) 706 supporting a GSM-compliant
Subscriber Identity Module 708 (SIM) and a bootstrapping server function (BSF) 704 to
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BSF 704) which may include Kc and SRES as input parameters, and is used to prove to
the BSF 704 that the MT 706 possesses the correct SIM 708. Note that the operations
of public-key based encryption of the data and the MAC keyed with SRES and Kc may
be performed in either order. The MT 706 then sends (encrypted PSK, MAC) 716 to
the BSF 704, which verifies that the MT 706 is in possession of the correct SRES and
Kc by verifying the MAC. This verification of the MAC is made by using the SRES

and Kc received by the BSF 704 from the HLR 702 to recalculate a MAC and compare



t hrough ot her nmeans such as challenging with RAND in

the typical GSM scenari o and attacking the A5/1
wabhowrostisen t o derive the keys. [0062] Figure 7PCT/US2006/003947

illustrates an alternative nmefjdod of performng a

chal | enge-response protocol between a |egacy nobile
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SIM 708 to retrieve the corresg;n I ng paraneters S
agheniieate igitally signedimessages7ivemgben BSEand agme-SRES] ametﬂqcy Ki and

Ki d RA
Ao RUiCfP R S RRE NS Bom G BB ARipBchm e Modute
dodélme HLRvi sioned. The Mr 706 may then generate a key
PSK, PSK und bl Kk bas
[0065] \ech %%/‘gh?fg%h qug(ﬂﬁrée@s%gteéﬁaﬁﬁm%pe%aplb applissequally in the
chreunbiEnde Sihk tbeaf:ér'rc{t_ﬂgﬁéntﬁ@ﬁ(ﬂﬂ% Hased ldﬁhC%yEat ﬁlicfr%gam offers the

stanp, seguence nu random seed or
aﬂhﬁmagmha@heWOMrappmlgmpemtmns hhag teampdetbeut using symmetric and

RSA operations throughout and may thus offer implementation advantages over
protocols requiring support of both Diffie Hellman and RSA.

[0066] One or more of the components and functions illustrated in Figures 1, 2 and/or 3
may be rearranged and/or combined into a single component or embodied in several
components without departing from the invention. Additional elements or components

may also be added without departing from the invention. The apparatus, devices, and/or



The MAC may be based on a function or algorithm (known
to both the MIr 706 and BSF 704) which may incl ude Kc

wanwe®RES3as | nput paraneters, and is used to PCOWS2(06/003947

[0067]

the BSF 704 that the MI 706 pggsesses the correct SIM
708. Note that the operations of public-key based

eH@pyRnt© i) d m%qe |

Kc ?ra bempdg{rr?%r ?rggqlgﬁregiqt’ hjé :ﬁ% g’r : hge W%@&Fﬁ%g}@ﬁom the
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verifies that the 06.is in ssession of the

corr e(![:tt S‘cflgpgg)earhogeq(ﬁgbé‘neﬁg;elgf)&pigﬁglﬂ}oﬁgn%@mﬁﬁ?@ry examples and are
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Kc received b¥ the BSF 704 fromthe HLR
peended &9 be dlustramme, andinetdapiamiethe scope ¢fcthaBiBime c Ak vedh, the present

ol : s _deened correct,, the PSK .
e b oy ppliaF i Piat Pyt S REo Rt Bepiy gftcmatives,
7odificationsa andwiriations iwilhb®sppaedan MhesOaaBAt in fldaik s sent
to the MI 706. Thus, this PSK is agreed between MI 706
and BSF 704, or further key derivations nay be nmade
usi ng PSK, Kc, SRES, identity information and possibly
ot her paraneters. [0064] The chal |l enge-response
mechanismillustrated in Figures 6 and 7 for GSM based
nmobile termnals may al so be i npl enented on ot her
types of nobile termnals. For instance, the invention
may be operational on a CDMA2000- conpliant network
and nobile termnal (M. In such inplenentation, a
CDVA2000~conpl i ant nobile term nal contains a cdnma2000
Aut hentication Mddule, UTMor RUTMto agree on a
preshared secret key which can be used for security of
networ k applications. In one inplenentation, the
pre-shared key nay be generated using an authenti cated
Diffie Hel | man al gorithm where the public paranmeter P
, provided by the BSF, is authenticated by neans of a
public-key digital signature nechanism(i.e., a
boot strappi ng server certificate known to the M),
whereas the parameter P, provided by the M, is
aut henti cated by addi ng a Message Aut hentication Code
keyed with such material as the SMEKEY (signaling
nmessage encryption key) from CAVE (Cel | ul ar
Aut hentication and Voi ce Encryption Al gorithnm) or the
IMN- AAA Aut henti cator (Mbil e Node Aut henticati on,

Aut hori zation, and Accounting). It is assuned that the
MI is provisioned with a public key or digital
certificate which enables it to authenticate digitally
si gned nmessages fromthe BSF and a pre-shared secret
key Ki and Authentication Code identifier IMSI is
known to both the Authentication Code Mdul e and the
HLR.



[0065] Those skilled in the art will appreciate that

this approach applies equally in the circunstance that
woears@s4iasit hentication is based on CAVE, and agarmws2006/003947

of fers the advantage that thesg bootstrapping

operations may be carried out using symmetric and RSA

operations throughout and rEywAimgs of fer

i mpl enent ati on advant ages over protocols requiring

support of both Diffie Hellman and RSA. [0066] One or

ents and functions illustrated in
|gu1;lce)fsS {Eﬂﬁi@@?g 3 may be rearranged and/ or
conmbi ned into a single conponent or enbodied in
sever &l conpmahod SorviutiratitatioigRAegdchIndbilRReddiBal to communicate
i nyention, Additjonal elenents or conponents may al so
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description of the enboldli rrer?ts 1ias inten%ggogégg%ngserver
fupetier ati ve, and not to linit the scope of the

cl ai A resent teachin can be readil.
appl 1 e el iR e F R R Rty oF Rt tha
iatndeswafitsy paramieted icbingated oith, a RREkABEIndEak AT t%?bi?%temnal;

apparent to those skilled in the art. CLAIMS
AIMED I'S: 1. A nethod for authenticating a | egacy

nobi | \?‘eritfﬁ'hgi\xnf%'thetr %e%%ﬂ!:ﬁﬁ)‘iﬁeéggohpe &églgegtlg\%grlégxnthe mobile

appl i cation function, conprising: gen
tauminelry wetonyputiop aihd Brsgparametar frabé bodtepPphil SeVey Blinction based

guncti ocir sendidwg t&% aut henti cati on chall enge to the
Mobieand kpnpegided o e doRSHARPIRG S5TV e feBstionnal can
verify the origin of the authentication challenge

based.on arky@vhed st ¥aRPl HHeRYn bR St Ke?,fgé’ bPGine8 RS 2

certificate associated with the bootstrapping server
suDseibpoidentificagion imagiulminde mebil¢ tamireh r esponse at the
boot st rappi ng server function that includes a first

par angt er | [ e enerat ed.. at. the .
Do T er MERHNaoH 20 YRR b5 ok Moo
cagpf eithidrcaGlain] 8 gs@oiseMobilg(GEN Subscaibe:t laent® Biiddile (SIM) or

t 1 nal. b e-conput | the first paranmeter at the
ab@é%%&f%%ﬁ %@F\?@Twa\%’@t i on based on a second key
provided to the bootstrapping server function. 2. The
][ret had of THeahdthdd Whakigi 2 filrhRr bbhphisikkgy is obtained
rom a
comparing the first parameter received in the authentication response to the first
parameter re-computed by the bootstrapping server function, wherein the authentication
response is deemed to have originated from the mobile terminal if both first parameters

are the same.

5. The method of claim 1 further comprising:
obtaining the second key from a home location register communicatively

coupled to the bootstrapping server function.



subscriber identification module in the nobile

termnal. 3. The nethod of claim2 wherein the
weubmwsiiser identification module is one of ei POBUS2006/003947

d obal System for Mbile (GSM, Subscriber |dentity

Module (SIM or a CDMA2000 Authentication Module. 4.

The nBt hodThé neki®dBf21dit 1t MeheCRspiA9: conparing

the first paranmeter received in the authentication

r espoferatmeraibire key at tbafoantemr@pmgsemmnfummm byvdlhiag the second
p LR&" appi ng server function, wherein the
a%?henti cati on response | Sf dgerrgdfr.t 0 1?ave ori gl nat ed
from tdapuriig the fit® hiabRkeriaf the Bobtsfrh RAV&Rh& oh Rt the third
fghe sadinlg.) 5. The ngt hod of claim1 Igpzrffyher_ conpr i _sngn :

Bt ai ni ng the second key froma hone | ocation register
comruni cati vely coupl ed %o the boot strappi ng server
functyon. 64 t . . , compri si ng:
gener?a'ti nngJt er?)g "Egg‘“@tl Vt%egélggo éi# é\%%lgeﬁanggﬂ?&m Zenerated
basad on the sameckewirngl goﬁ&rgemﬂmdpf@ah_area @&:réﬂf@u?lb%ttb tﬂﬁubscm’ber

' ranmet er. at the. bootstrapping server function
fer PR L Rin g no5ite Sl kGt dtahese opremenisatively

&dvpledith SHe mtﬁgﬁﬁ?@el&@ﬁn@ﬁ&l.gener ated based on the
sanme secure algorithnms and a pre-shared secret key

known to a subscriber identification nodule in the
nobi | & t er Fgvaethed @f slairatlworekeid theableentication chialen gevietlydes a

0 I [.n erver . function., 8. The
Sl Je i pr kL R MRS ket 5L SR bt Fegdeer
storet] irde sutacribarddentifiic atear mﬁ&ula (ijrpﬂ;é&ﬁ@itﬂ%fktemﬁﬁﬂi allaeﬁged by the

d nber and a pre-shared secre ey, stored in a
SRRPFT HERtcadian el focsenerBihe irsh kenesadp epmpute the firs

PR BAN thAhBhRRIH Y resfihss ubscr i ber identification
nmodul e to generate the first key used to conpute the
first paraneter in the authentication response. 9. The

met hdi of Bheanethgd nhdnisn A wheeeis treordordsseyprovide th thg
S8R TR B3 LB ST T LA b e o
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ut hentication challenge. 10. The nethod of claim
%H%\gsi n the first paraneter of the authentication

10.  The method of claim 1 wherein the first parameter of the authentication
response includes a message authentication code that is used by the bootstrapping server

function to verify the origin of the authentication response.

11.  The method of claim 1 further comprising:

computing a fourth key at the bootstrapping server function based on the second
key, which is also independently computed by the mobile terminal using the first key;
and

sending the fourth key from the bootstrapping server function to a requesting
network application function so that the mobile terminal and network application

function share the fourth key for securing communications between them.

12. A network device comprising:

a communication interface to communicate with wireless mobile terminals; and



response includes a nessage authentication code that

is used by the bootstrapping server function to verify
woheoems#igdn of the authentication response. 11PCTh&2006/003947

met hod of claim1 further conpgising: conputing a

fourth key at the bootstrapping server function based

on thepsRe &Rt SHIPRA té TheRbERNUMCHRIBR MEAALYand configured to

conputed by the nobile term nal using the first key;
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the nobile term nal, erel he no term na
the rarfdpm mambsnri ypre-aredisecratitdyemidiapal garithmhwhéeinghe pre-shared

ased o reviously obtained boot.str, I.ng server )
CER ey B RUREHE K i e B Rt R0 e fone mobile
ferrinhl £1d 2 fie@wSIVdAlihasdcartnlRBh &R tAIPIERBRRIBS D PIng server
éhe,nnblle termnal, the authentication response

(URERRMi ng a first paraneter conputed with a first key

base g%&gti‘%igg ia[sﬁ&ﬁ%%a?ﬂﬂagf gt ﬁ% %Jo?ét?aﬁﬁ@%%egvgg fugltFti{)zrgéased ona

and erein re-s

snohdkaygrbvided ar the boostraripinBsesvd? 9§ thdastwotleddthtss,alntion
module in th bile term nal and a network database
commuiiPEREPG g‘?ﬁr}?“ébﬁﬁfﬂé‘ﬂw{ 8¢ the seropd Paramsiernyheisin e
fudmticAon 1SRN s '?Eeﬁfé RPRRE o %{Iﬁfégltf%m He JaBBile terminal if the
boot st rappi ng server function based on a second E%y
finsbariddecondpardmetbsarstheappeng server by the network
dat abase, and conparing the first paraneter and the
ut.hentication.re

seco par-anet er erei he ..fesponse
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(yg@ network device of claim 12 wherein the subscriber

et 3 COMAZPOHDutrentiqatiop Modyde.ei t her a G obal System
for Mobile (GSM Subscriber Identity Mdul e

14.  The network device of claim 12 wherein the processing circuit
configured to implement the bootstrapping server function to authenticate the mobile
terminal by

computing a fourth key at the bootstrapping server function based on the second
key, which is also computed at the mobile terminal based on the first key; and

sending the fourth key from the bootstrapping server function to a requesting
network application function so that the mobile terminal and network application

function share the fourth key.

15. The network device of claim 12 wherein the processing circuit is further
configured to implement the bootstrapping server function to authenticate the mobile

terminal by



(SIM or a CDMA2000 Aut hentication Mdule. 14. The

networ k device of claim 12 wherein the processing
woizowsios#1ssonf i gured to i npl ement the boot st rappCmES2006/003947

server function to authenticabg the nobile termnal by

conputing a fourth key at the bootstrappi ng server

funct icefyp e @hst iPARINSRGIBEL WeRDin A fRertis afdrS@sponse to the first

conputed at the nobile term nal based on the fi r%t

Resametgi ¢aksulattidiy the bodtsfappingseyvel famtiochewhweinghe aghemigation

g R T —

agthe eahé.on function share the fourth key. 15. The

networ k device of claim 12 wherein the processing

circuit is further configured to inplenent the

boot st PappithietwerkdsvicefREmplpmening & brositiapaing server function to
' ' BRALED fi.rst paraneter

rggt?lg!lt\%ggee%%gt emg%tfeﬁentl élétg?%ﬁﬁsrlééponse to the first

par anmeteens foalgendratirahnautlidné cdivat chiallenyeibage @t ¥ Sdom number;

function %weredlé? he T?lgt hent i cgt Lgon response is )

deene§EBs WAFFP 3%? AUDERIGHIBRhHIENES I the mabilgiteratinglf wherein

Bethoild SmipAl AHGERTBthE bR gfnlVF (RAHRhentRatibh ORIMRSKbased on a

device for inplenmenting a bootstrapping server

PigN s yrpbtained haetsttappiag seryet eagafisateradstieteti avithi thalbpotstrapping

Q%U@Iﬂlﬁé . means for generating an authentication

chal'l'enge based on a random nunber; neans for sending

t he atichenfor eRtiviiy GhaithafigidneiftRsdRbin the bR Athninal, the
%{ﬁgrej n.the nobile termnal can verify the origin of

eriiGeihtesRonse Hicluding ¢ Erg eatsmstay computed basddounsa §irst key
8RR RO StaF PRI Y Lfi . associ at ed
with the b%ot %%agapp}:%gk%génvdg?e?aﬁﬁgh%‘ﬁ?ﬁeﬁﬁ%&z for
r ecei ieamp fandetetniieintzi vistheo the asiomisatido &ﬂ%dnb@ ofiBinklc@ from the
telg)ﬁi pal ,__the authentication response including a
FPPSE h et er conput ed based on a first key derived
froma pre-shared secret key and the random number;
and means TRE ndl@bAE dvidens et IFBkhd B B4R foggét'el%lﬁning
response originated fromthe nobile term nal. . lhe
Woeetherthe gethipriicaten wisponse 06 ginateddiom theemoiitmisrhioel includes a

1. Ni . h t hent | tic . €S, .
e e ——
deeyndiseydis ideri vy firdri thdsrefsharst s&ﬂétﬂ{%taﬂﬂ 1R rah@&m number and other

e

aut henti cati on response, wherein
parameters transmitted within the authentication challenge and authentication response.

18.  The network device of claim 17 further comprising:

means for computing a third key at the bootstrapping server function based on
the second key, which is also computed at the mobile terminal based on the first key;
and

means for sending the third key from the bootstrapping server function to a
requesting network application function so that the mobile terminal and network

application function share the third key.

19.  The network device of claim 17 further comprising:
means for independently computing a second parameter at the bootstrapping

server function based on the second key; and



second key is derived fromthe pre-shared secret key

and the random nunber and other paraneters transmtted
woizbdsios418Be aut henticati on chal |l enge and aut heRCT@ARG06/003947

response. 18. The network devige of claim 17 further

conprising: neans for conmputing a third key at the

boot s ' | :

B o e o O P B et e from

avtberftication kesponsateldeteramise ifgheys@ndhengntehe t hird key

fromthe bootstrapping server function to a requesting

net wo application funclion sa that the nohil.e .
orm A1 - SR rGPUGr B erdre S !B Ena Go epgmunicate
ithraChel@dik abBlicatiog fieiion! dontl@ikinee of claim 17 further
conprising: neans for independently conputing a second

par anEaceying an W%@@thcélﬁﬁmgg a theyipbife iaaninelingladiag a random
inbdle second key; andneans for conparing the second
paranéter to the first paraneter received from

aut hentrifyaig witethe sionskentioatieai erallene drfgifdi@yataRotsh8pping
sane._ 20, nmet hod for authenticating a | egacy nobile

A ] ok
FeLY e tHagtionbasestoR s prexiogshy abkained RaolsaRrPiag seTveRgarbficate
F PG RitlCREBL bS] |\l ut henti cati on
chal | gnge1 at tggé&nﬁgﬂgg%?‘géf\rﬁlﬂr%gloﬂ?%c udi ng a random
numnbe genevatinigfani anthentiettioe resphasechasérbon a €iadtikon geleaitbdbyga legacy
Qri gi.nates .at a boot strappi nqg.server function based on
%ubﬁﬁgrélw &eféli“@c?}ﬁ’aﬁ‘?fﬁéﬂe Hbtg‘gﬁq%élﬁﬁ‘?rﬂ’én@er ver certificate
associated with the bootstrapping server function; and
gener at.i ngTﬁ@n@uioanﬂt;ja@ratgjoqnﬂﬁ@%pg@ﬁgmgased on a first

key generated by a | egacy subscriber identification

modul Brovidingde #gikes fioar tiesubscribar idaifioation owdple te itz mpbile
2 CLsing: AT Firet. fro _
S IS ORI OE Y h cao
¢hatlemgeal in response to receiving the random nunber
received in the authentication challenge. 22. The

met hog, of aim2Q further conprising: generating the
fi yst%ey ﬁ‘e F’ﬁ@og%gfﬂm Q,fuqtlg%ﬁpmpp 28 on nodul e
usi Nggdndfutingd MELOMsNEYRR fihe ﬁb@é’rﬁn‘eﬁ mhﬁﬁcaﬁﬁﬁrﬁ&ygiﬂgﬁ%ﬁle random

an algorithm wherei'n the pre-shared secret
rUNglnri 2 pisrsheredisetrht keyond dinjatgoritfensehereini the pre-shared secret key and

al gc?l%ﬂnf ar& %E)éhosrt]orgc‘i) gnutlhg sgl:r)]sg:rigerr}Sénvt\ﬁlrclétigna}n%agl% eand a network database

communicatively coupled to the bootstrapping server function.

23.  The method of claim 22 wherein the first key is generated using

additional parameters transmitted in the authentication challenge and response.

24.  The method of claim 20 further comprising:

computing a third key at the mobile terminal based on the first key, where the
third key is also independently computed at the bootstrapping server function based on a
second key provided to the bootstrapping server function by a network database,
wherein the third key is sent from the bootstrapping server function to a requesting
network application function so that the mobile terminal and network application

function share the third key.
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28.  The mobile terminal of claim 26 further comprising:
a subscriber identification module coupled to the processing circuit, the

subscriber identification module for storing the pre-shared secret key and the algorithm.

29.  The mobile terminal of claim 28 wherein the subscriber identification
module generates the first key based on the random number, the pre-shared secret key

and the algorithm.
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means for computing a message authentication code using the first key and

including the message authentication code in the authentication response.



