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WO 2007122620 PCT/1L2007/000504 WIRELESS DATA NETWORK
FIELD OF THE DISCLOSED TECHNIQUE The disclosed technique
wo mlareséetcommunications methods, 5 systems and netwtSFK8LROGEHEFET,

and to methods W fﬁi-h ications networks in
particular. BACK Soata Ny TECHNIQUE
Communications networks are known in the art. An ad-hoc io network is a
network in which the participants in the network, known as nodes,

communic&tEbsvidien HEcRI§ird R EENy GCHNRBIENodes (i.e" a node
may -perform t erali far In.ad- networ y
ot SO e Sy D AR e
systetepalndyraitherketvarkimaliemts thangte dGoasegsesitynsootexifoocls
trans ittinsq messages bet\é\(}fe@ nodes, may frequently vary. Reference is

COMMEERARMAIEtE f&SF MRS schematic illustration of a simple

exemplary ad-hoc network generally referenced 10. Network 10 includes
nodes 12, 14, 16, 18 and 20. Each node has a_maximal transmit range
naicaRARH GRUING D THER DI R S REB AN A ransm
range By ReRisRximsliasie caerasdange eha arde. Ahedingse2,

between the two nodes, indicate that the nodes communicate with each

netwasthés. A BREUGEK Heighiet dha RedicisanisHer e deimarivhidoMe Ade
nodeSORIMRIcates direeiveh MRMaRReiIghRaNTA IgdaHe PREthar fede,

with which the node communicates via a thifd node. 25 For example,
node Nele$erons dha ogerativre eha-rewerigHBdrg-dfaaetrmrigndéoney

may %ggyg%g@ﬂ%@%@mm%&@swﬂg 2HRdPe W a-RAR:NeigbaQf

node 12 communicates with node 20 via node 18,

topol@ymnfethicamginodle 12 eniin-nbpnasghbds onsredeczil ginte iteriefar
tran S@Wﬁgggﬁé\%%%gﬁgge%oﬂagé’,'%%%@ejq% ér]rtWQa%Q.ow 122620
Reference is now made tfo Figure 1, which is a schematic

iHustration of a simple exemplary ad-hoc network generally referenced 10,
Network 10 includes nodes 12, 14, 16, 18 and 20. FEach node has a
maximal transmit range indicated by circles R12, R14, R16, R18 and R20.
Maximal transmit range may be the maximal radio coverage range of a
node. The lines 22, between the two nodes, indicate that the nodes
communicate with each other. A one-hop neighbor of a node is another
node with which the node communicates directly. A two-hop neighbor of a
node is another node with which the node communicates via a third node.
For example, Nodes 14, 16 and 18 are the one-hop neighbors of node 12,
since they communicate directly with node 12. Node 20 is the two-hop
neigh‘bor of node 12 since node 12 communicates with node 20 via node
18. Symmetrically, node 12 is a two-hop neighbor of node 20 since node

12 communicates with node 20 also via node 18.’
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US Patent 6,304,556 to Haas entitled "Routing and Mobility Management
Protocols for Ad-Hoc Networks" directs to a technique in which a system
woanarngegmodes in an ad-hoc network, wherein a node is RGYHi2eritoo8

the nogesy rout] f the node. A node directly s transmits
mess%s%@ﬁ%tﬁé%@%@ﬁ f e FREHEG tROHARs naARmMMebdiy
Managenientsifitiogoisdéois RuoMoaNbe/saksTemnRISANd hedaesling in

node is.known as the destination node. If the destination node is notin

Whichh g RYSHR 2858t QiR dhaleathb e isslie waRERE AN 006t
cognifianograiatennisdesripheral badss inhe Lputia %A HER? %fﬁcﬁig}

e. A peripheral node will announce itself as part of the route to

transgﬁgiimwg@etq glrodeiinaden ndue T witdrzora ofthy Fomne ofitie
nodeberipheratasfiidge fssinala pode Ihahin U g Ae ot g

peripheral node, the peripheral node will forward a route diScov

recelyngnonis isdrpernpadbe inasiinatinmgedee bithe gesihaiiabnodee 15

“not i IHE: R IR ‘ZS%%W&%BQF’@J%Srg%eﬁﬂga%%rgpc%d\%épf%fé@mﬂaﬁ

discovered. Tn order to reduce the numbér route disco
routeqiiseay ey \a duehY ifupevhdreinimatiedisttvenogtiedescre seiidasoneser a

I i : ili ing Center RCs), Each
o S L RE ner 2 e dolig
destingfiptnsotaus, theck esiiteationssodatéd withioriaormotie MRGTHE iite

Tl b MRCs may be the route for transmitting a message or
Do i et T AR DR Senabnd ST ASeetech e
peripbetedrpait, U8 Aateph@3851994 teill Fertitied dmeshed @aeARPFaIHsJor

ission,of nade link stat th hout 2 network with
o A e e o e

Thuswlajcmmigysfemm agangescwdesde amad-hge sipiwesh Bashsnoden the
disco{)gpé"é)rk IS a mergber of a clﬁter of nodes with one of the nodes

de&gha%gdoégea{ R R I RIGYENR S elistéH soriplnitugsiantirieash
direct3Gothézotiigudeseirtiffeiaat MO COMENLUCALE Viathe elHster 4

eads.
-pluralﬂy 015 nodes known as Mobility Reporting Centers (MRCs), Each

MRC has a management zone defined in the same manner as the routing
zqne. Thus, each node is associated with one or more MRC. The route
discovered by the MRCs may be the route for transmitting a message or

‘may indicate the direction in which a node may attempt o discover a

better path.

US Patent 6,385,174 to LI entitled "method and apparatus for
transmission of node link status messages throughout a network with
reduced communication protocol overhead traffic” directs to a technique in
which a system, arranges nodes in an ad-hoc network. Each node in the
network is a member of a cluster of nodes with one of the nodes
designated as a cluster head. Nodes in a cluster communicate with each

other while nodes in different clusters communicate via the cluster heads.
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-2 WO 20071122620 PCT/1L20071000504 Each node broadcasts a node
status message advertising the presence of the node within the network.
WOEBHGH Bleddter head maintains a database including informetiom_esellingg:

t uster head to determing a route to a node in another cluster. Each
Eac’"n%%%b?é%%%%% i RS A RS RIAFIF(RG Hsswiesendobihe
the nuste witintise chisteotieads afishanares Hkpsuriadinahe Ionglogy,

ead neighbors broadcast the update messages to their

. .he clust
ol i AT Ao e iceeac el minG erdatabiases
nodeoieac¢lasteniiar are RoirRiZed He SYSiap éagéé)é%) nn%%sesnaagfgg

ségtus messages and the link update 10 messag redu

, the
Inforrging 1ae Flisirnhisas el haoss eanshatber aestzgedadbetivistergeend
that @fdhedode ¢ d determi luster, head neighbor a
° message is f@?\?vlﬂ;%%rq 'acggréd?r%%%?tégg%gtggﬁgqﬂrﬁﬁg %%g?"e"f“eﬁe%@
updaiey fpesAdsiel afisticatbisisublieatiomERhISS 5ARA2 dubier 150l
Conseftitled,, tus,for, on Demand Multicast and Unicast” is
Onsd%::gct@(‘a(%Jl {\gﬁagjtgc é\%%%%voﬁi%gng Yﬁggé%e i%erhe@ AT RCAHOr ke Vo Ere
systegyragélincausaisnaten dbsinsatisstareisssejesteshas el ster 53k
clyst S ther cluster.head as gateway. Each node in
messigégﬁeﬁo?lgﬁ%%mﬁggﬁﬁ%%%om%msﬁ@@age drRdo o0 Hi8ighbars.

message edtemkiates hﬁaﬂamﬁm 2 g@mm?dr@ﬁ@;f@%ﬁﬁﬁé&fﬁ@f
a tting. nd the one- Op NEeIgnhnors o the node. _onsequenty,
cluste s S Ao oA aR a6y FeHBIBeightibes. A

each node
databgksiertheadustresi@aciuster head routing table and a gateway stores a

gate outing table, 25 A message source node may determine the
e TOEHEATGRR0: ZRRICETER i seatinbtih 2o AadAZanbit
st al. mentitipdroMetieonddencaoeepding 1o the legal database-lianade in.ay

Unica {u%e&can o(%l cate a gestination node, the node forwards the message
m%?ge?_ ggoa#{ec nique wherein nodes, in a communications

othe €

network are arrange in clusters. A node, in a cluster, is selected as 3
cluster head. The cluster head selects another cluster head as gateway.
Each node in the network transmits a beacon status message to one-hop
neighbors. The beacon status message includes a unique identification
code of the fransmitting node and the one-hop neighbors of the node.
Consequently, each node maintains a local database of one and of
two-hop neighbors. A cluster head stores a cluster head routing table and
a gateway stores a gateway routing table.

A message source node may determine the next hop in a route
of & message whose destination is a node, at most two-hop from the node,
according to the local database. If 4 hode in a cluster cannot locate a
destination node, the node forwards the message to the cluster-head. A
cluster head attempts to locate the destination node in the local database.
If the destination node is not in the local database of the cluster head the

cluster head attempts to locate the destination node in a routing table
23
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cluster head attempts to locate the destination node in the local database.
so If the destination node is not in the local database of the cluster head
WO thel/giygter head attempts to locate the destination node h¢ &H@atitgtslle

e el At 1 o A GG S o FOLUnG

table sbotr itathe, dhesttusientead fiogvadl fhee Rs%86¢ i2:8 RivSEReAG

ighhor_ong-hop closer, to the selected gateway. If eventually the
messéll%ggggear&ggﬁ%% the %%t@v? d tﬁ@%’%@%a?}%sgén%t iRy srlected

gatewda@'stiHa&imnmwithmmgatﬁalg@wwtﬁi&tﬁ@%é@@%ﬁ%&%@?@ﬁé&am

iscover a route to the destination node, US Patent
Ca””ogrﬁﬂ%ﬁ‘%éﬁﬁﬁﬂéiw ﬁ%@sfadﬂ&&%@l@f@%ﬁynﬁeﬁtea@dam@tmmm@ww
attemnpletiodisioviiestasite & teehaisumuiisiein gach node participating in the
netmg is_assigned a to permanent identification. Each node in the

net JiGHeds pricHti-8drodBing Saetsnany cenditieode " iDyhamimibrk,
Recorfearaing todhenumania NeRwerRUiRd mieacha gesinatipn,node,

[Every node transmitting a message, may attach the routing ISt ot the
technifyge W B8t FaphittRN P eSS hgR aTingrafo b canmitededsirEs metiates

dherrputisgtiint: e d corai eceived from other
perr?ﬁ nodes, Agg%ﬁ??b %&ﬁeﬁ%an%bgﬁﬂrﬁgn?ﬁ}fﬁ?@%%{%%f %é%%r?
routingdid i dindrotherefweiksNréferieatvorkinatico sy benetwarksimay dorm
h fodl n < 0 s a,central communication node.

e o R A c R i L chrB et s

messaggir canrrafiodorimunivaiion dieteoTHaeemtwdd commnanicatigmiods

messgTHA BT I SRS lon pedos ol e e
node, iacamstisn $abameseayksis cosisddoftoencetiital pomeaLnipaliondIRgers’
Ao e TR i Wit oroh e O (ReSBeP o ke
referresLifipistinefie The sub-networks may form a single network. Each
sub-network has a central communication node. All of the nodes in a
sub-network communicate with each other, and with their central
communication node. The central communication node communicates
with central communication nodes of other sub-networks. A message,
originating at a node in one sub-network, destined to a node in another
sub-network, is routed to the central communication node of the
sub-network. The central communication node of the network, routes the
message to the central communication node of the other sub-network. The
central communication node of the other sub-network, further routes that
message to the destination node.

The publication to Pei et al. entitled "LANMAR: Landmark
Routing for Large Scale Wireless Ah Hoc Networks With Group Mobility”
directs to a technigue wherein nodes forming a logical group of nodes

{(e.9., a brigade, a soldiers in a battle field) select a landmark node
wde
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central communication node of the other sub-network, fgrther routes that
message to the destination node. The publication_to Pei et al. entitled
WO'10ANMAR: Landmark Routing for Large S.cale erelgss Agib‘[e)%aomw&rks
ith: ity directs to a.fechnique Wh_ereln nodes forming a
oD e s S o Ao TeRbEl o

assodirecthavitimaéand Witk 280iEh1 A36201P G Ha2RFI0RQER4, 16 RS gd

' k
nforr R R Bl G IHEA e & hamgedovinginraséion
fisheysitbctheenodes inxbeipsatiaserspiiie WBP\gnnﬁﬁgggéﬂ%g%g%ge.

rf)le, the fisheye scope of a node may be a op and

one“hgl%_%%%m WHIRs B b RBIO THREr ARy infbh@atinutingcindesmatites to
incluctbe roases 1 e Insakamrit e aodeanst UAR R e diferent

Ian(ilmarks in the network. A node sends a message to ano n

differef REKEYEIS S Sk BRINE WG adddiaitg &stiis raummefmmﬁ)tiﬂlﬁhe
noge ﬁﬁ‘@g% t r node. not in.the fisheye 1o
node scope of the n%@i@ﬁ%?ﬁ%%%ﬁ%g% o Eﬂ%"iﬂﬂ&%ﬂﬁ%ﬂﬁ@
in the iR nofidIedResPIIS AaBesgBgedchas athéntardediate iﬂgﬂ*? ﬁ@géiﬁfhe
inati is withj fi e scope of the intermediate node,
S il AT I Mok GBAREctl (h AHGETRAGGH Flo

other gegisrdindy fethéeutingsagre swobeinaneiintermediste pede, 1hdhee
r-Based Approach for

e A TS ei05o.) e B HEE D beiom a

Routing in Dynamic

intermgliaisr v adeafrangedsinhey enlepping cistery. fdoges dbainpgng ipmore
L I
neighbors of the fiode, a’li e ' , :
the BbendainplimmdiEsiotthe<elsister afthainogiesdde fist ofiglisters.isdhe
Approg B e e R Dt ohmiatic wheaa T
in"a cluster. the bound&ry fodE W HEtesis? q
nodes in a network are arranged in overlapping clusters. Nodes,
belonging to more than one cluster are called boundary nodes. Each
node maintains a list of neighbors of the node, a list of the clusters in the
network, and a list of the boundary nodes of the cluster of the node. The
list of clusters is the same in each node. When a change in the topology
of the network occurs in a cluster, the boundary node or nodes of that
cluster, broadcast their updated list of clusters to neighboring boundary
nodes. The neighboring boundary nodes, broadcast in turn, their list of
clusters. The non-boundary nodes receive the lists of clusters broadcasts
of the boundary nodes and update their list of clusters.

Each node, maintains information about the location of every
other node in the network. Each node determines a route to every other
node. Each node creates a routing table with entries of the identification
representation of the other node. If the other node is not a one-hop

neighbor of the node, the routing table includes a respective

5
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cluster, broadcast their updated list of clusters to neighboring boundary
nodes. The neighboring boundary nodes, broadcast in turn, their list of 25
woctusterseithe non-boundary nodes receive the lists of clustensibtoarioasis

s d d update their list of clusters. Each node,
boung%ai tains irﬂwz)r%n %o%%%u?t%%%%%ﬂ‘i% bntianstiesinnnge, is
sent.néunode Hachatokeadetessugests EOHisImaVER 9t Q@G‘@roﬁ@rﬁ de
mu{i@i%ﬁ% %égugré%)?blegvﬁh entries of the identification 3o representation

& other node 4P thd JieP HPHPHORRtshis I psehyiboetsitheraide,
the trimesmiiting tadile inbkidemarrespRCHYS ;
to thEGHLRL,20071000504 boundar?-%(é;je t%srfgégﬁ?ﬁ%ﬁ%ﬁ%%%%%%,%@&%d
G e BHE hBEESs 5dhe s&eﬁga@jﬂfmm@@ ¥ Metsagacehmplestightion
of thenbdesaseaiging i theereyi n f the, destination node is

a one-hop ngeighbor ofetrf?eg ?r%%ﬁ%@t%r%) ?g&gﬂgff%%aaﬁg ftigswsgage ©

the  rfeiirrtane ARy wsct R serintedestiatioherodes i iioresiivation
accoraffle iBneh@ 9pgHeP %9@.borTRIst@oﬁﬁ@%@%@%%%@&%ﬁmnﬂa?fc’tm‘tlgéang

node will forward theé message to the respect
Messggeochitbgwitlithetlestmatiba notimtinetordingdddhe sputing tahlsnEhe

boy W@é—h i j .me e either directly to the destination

" node, or t0 gﬁ%ﬁ@b %ﬁsﬁ%ég%tf&%g% ac %iE%E‘P& F$UiRRPtable of
the boundary-node, 15 20 SUMMARY OF THE PRESENT DISCLOSED
TECHNIQUE Embodiments of the present invention provide a novel
method and system for a cluster-less communication network which
enables communication between mobile nodes. In accordance with an
aspect of the disclosed technique, there is thus provided a wireless
ad-hoc network including a plurality of nodes. Each of the nodes has a
dynamically determined role. A portion of the nodes are



designated with the role of super-node and the remaining of the nodes are
designated with the role of ordinary-nodes. The super-nodes form the
routing backbone of the network. Each of the nodes includes a transmitter
for transmitting messages over a wireless medium, a receiver for receiving
messages over a wireless medium, a local topology processor, a network

topology AR ¥r QR dTA B PRIGSENE BIGC LIS ECAMBSHdIQp®B cessor
is coupleélr%vith e trff-ms iﬁ er and with the receiver. The network

topology pro%% UBPIUS QIpIEG RIFSHY FAVERIRE RAARa JoRYs mRthod

amith Systéocalftopalogiuptocessor coheanibagieroaesssis crHRIRD &¥ilbles
the tran%itter with the re(%ﬁlver, with the local topology processor and

SOMHE SR RERESIB J) PR ELGHS The local topology processor,
maintaing @ deedrdanel it aiabassedhefanal dpRAln@y RERGATAEURBRS is

determines the role of the node. The network topology processor,

e RIRVRHASh WIS IRse BEthechRiwRsindvdingea pikiiatiin otinedeswBach
dopRlawRatARass M rRER)iesANAdE TBiBale B Mericatah haskbons.

routing link with each one-hop super-node neighbor. The routing

Iitigaster i idRg AgorhEYBEIMG tbRNEES ARG leictieopotsgyare
Raighasss apfincanstrts @ﬁ%ﬂ&@%ﬁ@s@%@%%ﬁﬁoﬁg@ﬁgfm the

network topology database, when thé node is a sup the

rauiRg haskhsrarichametieie Rasaabike aadaimaciudeser dlansmitter
f&nﬁmm%m%@@a glalbars, IW@Q@%}" &&M\Lﬁr' gr}gg'!ﬁ\r/@rs RSt C}eOfe%r\}an
e ire - Work

disclosed technique, There is thus provi a wireless ad-hoc netwo
MeSsaeRs Lpkirdityictiersdeediteh of theahddpsibgy amoessically network

R T M A
cheptastivgthréheetignsieitievithrthenithetbé oretbeargrnodes fibework topology
R I O e S A A e
local topology processor. The routing processor is coupled with the
transmitter, with the receiver, with the local topology processor and with the
network topology processor. The local topology processor, maihtains a local
topology database, the local topology processor further determines the role
of the node. The network topology processor, operative when the role of the
node is super-node, maintains the network topology database, and
establishes and terminates a dedicated backbone routing link with each
one-hop super-node neighbor. The routing processor maintains a local
routing table according to the local topology database, and
constructs a network routing table, according to the network topology
database, when the node is a super-node. Each of the nodes attempts to
communicate with at least a minimal number of one-hop super-node
neighbors.

In accordance with another aspect of the disclosed technique,
there is thus provided a wireless ad-hoc network including a plurality of

nodes. Each of the nodes has a dynamically determined role. A portion of
7-
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s a receiver for receiving messages over a wireless medium,_a local
topology processor, a network topology processor anq a routing .
wo psoeesaor. The local topology processor is coupled Wlth mﬁ@iﬂ?m%?‘fhe
j . iver. \The netwprk topology processor is coupled wi
b KL B SRR oo
the noedesutitg prbesigsatdsicouplediith ;B@trWS@mﬁa%gé%ggce|V%EW|
e é cal topolo rocessor and with the network topology processor.
S”per%g %of;%%ﬁ%pffbﬁff &f@é&épmn@iiﬂé?mwtbpwmmmﬁm
includdecal tapshoige progarsAE RS ﬁ%%rgav@sss @@FOA%&%TE%QO&%G@ e
network topology processor, operative when the role o fen
8 recelipbriRbdee Y RAirnmss ase hetveik ﬁ)pmoﬁwslataba_da;a;ankda -t]r?CZ”{!c i
f tabtishessand tgrmy a ' bone routin  link with, e
fopmo%ﬁ:ﬁ}o sup@eﬁ-ngdgﬂ%%ﬁgﬁgog%&ﬁgggﬂ g%@gggggorWQn%|n?gi%I
Procesaliing Moo c@lciranigate m@%@abrotmlugygditabaﬁe,taeddtmu%fhgn
i K t [ e network topolo atabase,
o o 50 S A LCBH SR RoES i AG Uk foats
transmijigk, avikkniha remsiven aotbeitofibadduan W@gg%@@%@@@rg.ﬁ%?: of
[ - -node nei
rouﬁﬁgtﬁ%c%&edr@%ﬁﬁ?é‘&VW@? AT Eogﬁﬁ{‘ge;ehvg,] Otrlagé%ﬁ%@;” Wm%@qe

ereof, transmitting packets t0 node ! h
local togaiaibh rwagIEem ameitmmsmangmvmarm%@%_@%‘ﬁac@ﬁgggﬁgw !
t isclosed technique, there is thus p
B R T
topologyepfsirs aoidietivolutiss miiansiterder dransmiing Mess g}; ra

i [ eiver for receiving messages over a wirele
iopolog?"%@ﬁ%&?ﬁé‘é %%éﬁ/)%y Sgeﬁg A% &R P dfogy pesaEsder and

meédiu

maintaigs dhengepraresgoboy l0ashterelogy Presessais IQ%@%{%%ZO

: [ d with the,recejver. The network -8 WO 20071 .
@ ded’ggc{%ﬂg%gﬁ%%a%@%mw’br%&s&%}&o@ﬁl@d’?@ﬂh thaansiter,

neighbagithlihe recthenaocessor maintains a local routing table according
to the local topology database, and constructs a network routing table,
according to the network topology database, when the node is a
super-node. Each of the nodes attempts to communicate with at least a
minimal  number of one-hop super-node neighbors. Ones of the
super-nodes, provides access for one-hop  ordinary-node heighbors
thereof, transmitting packets to nodes more than a neighbor limiting
criterion away from the transmitting ordinary-node.

In accordance with a further aspect of the disclosed technique,
there is thus provided a wireless ad-hoc network, the network including a
plurality of nodes. In the network, a node includes a transmitter for
transmitting messages over a wireless medium, a receiver for receiving
messages over a wireless medium, a local topology processor, a network
topology processor and a routing processor. The local topology processor

is coupled with the fransmitter and with the receiver. The network
-8-
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with the local topology processor. The routing processor is coupled with
the transmitter, with the receiver, with the local topology processor and
woWwith/fhg network topology processor. The local topology peEaSH9% 030504

intains a local topol database, the local tppo[ogy processor further
topol e RERESTRE FoIGBIRRL e, e tFetmoIkesp by iprotessdier and

i j [ - intai rk
N apology catanacs and scslich m e o R e
the ”%ﬁ&(r‘i&gﬁyﬁ{ k With dhenreralvrip @Gﬁbrﬂﬁ@d@%idﬁbcbg%qanou&?gom?nd

i ey ing ta C ing to the local topology
s At o rou ey (0B, sy Boangesar
maiﬂ’fﬁéﬂwlé()@ﬁioﬂ@@yl@gyada@mserthaelmuetmmnlmmepm@sf s?ﬁh@htnﬂﬂ@r

teHp icate with at legst a minimal number of one-hop
detersuper-rﬁ%ﬁ E]%%h lflgrigg 1%1\%5 %hco??&%cg %ém?%&%@?qg%e&r BffRor

operagiéeivdiantdbrrigeesfttiesbus p@éﬂ&tbd@}l%tfﬂdt&hlﬁmﬁéaﬁféﬂ\%gfde
' ' - k. The network includes a plurality of nodes.
oo e B S sse UL Lo A i GBI eekhaBe
routingheliole iwithat esicin or@ﬁ&ry-nsﬂpwmb@@fr&’e%{lfﬁ’@dgﬂOdeﬂ?@tQ@gl%qu
. he 20 node when the role is igentified as super-node,
proce%%%‘ﬁ%?%ﬂ%}éﬂs:o ZIPOC%?mﬂﬁvRﬂen@rp CAAGIRrHIMARgth dReR: danairEdne
databmj@aﬂq&smmmma-henmk%hnﬂﬂg_T@fﬂ?,@é%o‘fﬂ]ﬁ@fﬁ%ﬁfgﬁimﬁg of
is. detected, detecting the articulation status o
P L i b rrasdepa i
commandc2teestétblisitingdee dedicatehbankhong fgptk@sgél%@wé@?%% a8
iahiS ,per-node neighbors, when the articulation of th_e node Is de ected,
neigh |§eﬁtifying the number of one hop super-node neighbors when, either the

redundascyigalaigciath emwhas thessticwlatian %@&fr%é%&e%&%%ﬁ’%ﬁoé,

when the role changed to super-node or when the role cAhange 1o
there ‘&%ﬁ%\a@? BrittsthgdHemartatistoha1aep superitots neigHbocs,
networkpeRtiBBaMbtRerRINaedUS Rl ERS \IPGoWBEN eNHDRe! Ll onehop
the procedures of identifying the role of the node, the role is that of an
ordinary-node or that of a super-node, detecting the redundancy of the
node when the role is identified as super-node, changing own role o
ordinary-node and terminating dedicated backbone routing links with
one-hop super-node neighbors, when the redundancy of the node is
detected, detecting the articulation status of the node when the role is
identified as ordinary-node, changing own role to super-node and
establishing the dedicated backbone routing links with one-hop
super-node neighbors, when' the articulation of the node is detected,
identifying the number of one hop super-node neighbors when, either the
redundancy is detected, or when the arficulation status is detected, or
when the role changed to super-node or when the role changed to
ordinary-node, identifying the number of one-hop super-node neighbors,

repeating from the procedure of receiving, when the number of one-hop
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-9 WO 2007/122620 PC /1L2007/000504 super-nodg neighbors, at least
equals a minimal number of one-hop super-node ne!ghbors the node
wo ablenpisdo communicate with, and selecting a candidate#qsuhefoneae

' ' h ber of -hop super-node neighbors is
St R R GAHGIS GG TBbpRHOaE i cmerop
supemmémittiB@hkmmer&m@daa@ig@@gmptm%Wﬁiéﬁgc%ﬂﬁ:r&q@me

hen the n elected a one-hop ordinary node neighbor for t

Se}eoé\{q%eﬁn%%lréag‘g% n foﬁ%ﬂ%iﬁ@@@ﬂaﬁ@l@ to/loptinkivy-motebendof
one-Hepminaiéraiecdodiniad sarkbonaeind i Wi NS SR bor of

-nod ighbors, when the node selecte dida

o 3 e v e s s
' eatian i | -hop _super-node nei .
e O L SRR o Pihe

ordinggie o RisHO Ry drditaryshees-odecdasipmetivithom fLidhen aisResat
o B O e B AR cH AL

routing information in a node irra wiré : _ _ _
with oipgnhais 9/pRIrIRgleMRideso B auhandis nesigraledhsithiacdiynarmigally

; ' jon_of the nodes are designated with the role of
A SR B b S
routings c’ifdiﬁar&%n@de@or’ﬁm:rmiuﬁﬁgrﬁoIinformetilo@@ﬁ ug((jjaégq W?‘E”?i“ﬁ;@% of
de ¢ . The;method includes the procedures of de
Stzperﬁ%drgeﬁﬁq %B%)% of tﬁg eno&g,nqégﬂ%ﬁ’nafﬁwgaa ﬁ&ﬁr&‘kﬂ'of}ﬁﬁ@%é%n
neighlpe eslthefithd mudenhhrgese fmrﬁmﬁupﬁj{@m%gr@ﬂmﬂgﬁ(%?/d;étg ggig né;f
' bl cording, to changes in a local top x
the T R AR 55 (6PEi0y A AGEa 9T deidascines

e, exchanging

there lsribtmpisupeenadmatiohibior andianmsiosting hRRSMYRIK iR ding dale

[ ' d updating
: ingly, receiving network topology update messages an .
na W&%P%(gworﬁ%%&%ak}%&gtaﬂg% ”&FM‘?& REHBRS raubihgakiy e hocateingly
Each amdetiandasiding taetwsirk 4 dynamically determined role. A portion of
the nodes are designated with the role of super-node and the remaining of

the nodes are designated with the role of ordinary-nodes. The routing
information is updated when the role of the node changes. The method
includes the procedures of detecting a change in the role of the node,
terminating a network routing table when the role of the node changes
from super-node to ordinary node, updating a local routing table according
to changes in a local topology database of the node, exchanging network
topology databases with at least one one-hop super-node neighbor and
constructing the network routing table accordingly, receiving network
topology update messages and updating the network topology database
and the network routing table accordingly and fransmitting network
topology update messages to one-hop super-node neighbors according to
changes in a local topology database and updating the local routing table.

The network routing table includes routing entries to a sub-network of
-10- '
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topology update messages to one-hop super-node neighbors according to
30 changes in a local topology database and updating the local routing
wo tabla22die network routing table includes routing entries g sudd-nabamrk

fi - 007/122620 PCT/IL2007/000504 nodes in the network, The
nodef Ll Hie (AL DG AR e pRbr PR kSO t

neighhemwookiéspoltigy fatalzarespalisins doeiopolopRlale sty of
the Snoglei. TIHE I%cal opolca%)&database includes entries of neighbor e of
' OHAS 9k BResiadaedpsrhivrRlaasgatalon secntictie dnedbsigtie,

neighthare deigrusraravisisg-a method for updating routing information in a node
in aqvireless ad-hoc network. The network includes a plurality of nodes.

Each'bAffePHéaRsSswidkigmathe wie pedyndniiealty steterounged folend
there POTHER of | ith the role of super-node and the 1c
_ o remainir%%ﬁ%ﬂgo%ﬁésﬂﬁgs J%E%tﬁg?gﬁ g\/ﬁﬁ%ﬁ%@é@%&?&fﬁ%ﬂﬁﬁo%g?
N a viisleRg ifdinaneiietpdaise whbndtieificsunase i piuestipan magesand
E rali - |oins_or leaves the one-hop neighborhood
i e T
portioyéxiffymgoghesoining esitheslieal ingiotilkersts asfdseneshop gsdinatynode
amal p._heighborhood of the first ordinary-node, deleting the
rem%r%n@%ﬁéy@%% ?gl%tg?osf%aggggwggrg?ﬁ‘aF?-lﬁng REHNAERdeEtng
Routmabr@‘wmlahéﬁpdfmmm@” Mﬁrﬁg@?@ti@eg@@@%mgmg%ﬁop
' r the first ordinary-node, deleting routing entries;
e e S G Aok o BB G0kng e 20
the firgjenitrar secate oftieanetaste iﬁd@@é&fig@%&@@@gégw%ﬁﬁﬁm g
the joﬁlﬁj@B rphoo of the first ordinary-node, adding a routing entry of the
sec nc}) or ma?r?/\-’m)%eofotn?e TSRO R MR ORBR NS 8deofiam the
one-hopdimsgpinde isidgnitet:as doimng et x}%gmo fihe, first
dinar%é-ﬁgde and addin f’routiné en)tlrihggags’s%%]i%%e with ?Egﬂs%@oer% 35

of the ot} ST NG 1 GELIBUHAG YnlEomiretogl secding datifanyirade is
the second ordinary-node is identified as leaving the one-hop
neighborhood of the first ordinary-node, deleting routing entries,
associated with the second ordinary-node from the local routing table,
when the second ordinary-node is identified as leaving the one-hop
neighborhood of the first ordinary-node, adding a routing entry of the
second ordinary-node to the local routing table when the second
ordinary-node is identified as joining the one-hop neighborhood of the first
ordinary-node and adding routing entries associated with the second
ordinary-node, to the local routing table, when the second ordinary-node is
identified as joining the one-hop neighborhood of the first ordinary-node.
The local routing table is stored in each node and includes routing entries
to neighbor nodes of each node.

In accordance with another aspect of the disclosed technique,

there is thus provided a method for updating routing information in a node

~in & wireless ad-hoc network. The network includes a plurality of nodes.
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[ ifi joini - i first ordinary-node.

identified as joining the one-hop neighborhood of t_he : ;

The local routing table is stored in each node and.lncludes routing entries
wo ongighhor nodes of each node. In accordance with anotheraspesiidhe

' | is,th ided a method for updating
o e o LG L0 ir RS HaP O el Pt leonol
Portiondidbs @ plisalisyeidudgsatetl WA MOTL2EH20 BCTALL207/0R0504
. ﬁﬁ] o,ff e nodes is desig?gnated with a dynamically determlned role.
IEm}a!por on otﬁ enﬁgggs%‘?% Signass wiiitHieorelsr stiperdinaly-arutitse

The remfaigininfrthethadessarginsignatod withithe @%ofogrqﬁgry-n%es;.s

ing inf tion i dated when the role of the nod€ is
ordin%pdem%gjz%aa 3\24 %éﬁ%séugpgﬁwﬁﬁ@ joins opledeasdhe ﬁf;]mae-bm«gop
. : i -noge, T d includes the procedures
e ng the o e o e P B
of idelisiRE i B BRENET @@m@jdb{eﬂngmhmauﬁm@ﬂﬂthé%&beﬁfgte
. | routi le whep the super-node is
B ot
to Th@déaﬁaﬁam@dm@r@mri@s,!@@@bmammwiﬂammfsuw-lrme &“’ﬁ%'“},ﬁ’?ﬁi’g
NamtireNting t when th -nade is identifie as leaving the e-
A B UL 3 Sy anans o
deleting, jeuHoaeanttins lossbruititertablthwhen shp SLURBHEOHES is igentfigdjas

o R e o
neighhgresthe osues-nodéiisigentitied asdeinigahe ongraorssighharhead of
i -1 he local routing table is stored in'each node an

e . St o
;omsnga&@mmwm@nnmeoaafp@f:tmétbmﬂ@@kﬂ%%ﬂ%’d’&@“?&@dﬁ%ﬁ‘us
g i ethod for updating routing information in a node ~in a wiréless
oo ot e s vncn
super-node is identified as joining the one-hop neighborhood of the
ordinary-node. The local routing table is stored in each node and includes
routing entries to neighbor nodes of each node.

In accordance with a further aspect of the disclosed technigue,
there is thus provided a method for updating routing information in a node
in a wireless ad-hoc network. The network includes a plurality of nodes.
Each of the nodes is designated with a dynamically determined role. A
portion of the nodes are designated with the role of super-node and the
remaining of the nodes are designated with the role of ordinary-nodes.
The routing information is updated when the role of the node is
super-node and when an ordinary-node joins or leaves the ohe-hop
neighbuthiood of the super-node. The method includes the procedures of
identifying the joining or the leaving of the ordinary-node from the one-hop
neighborhood of the super-node, deleting the routing entry of the route to

the ordinary-node from a local routing table when the ordinary-node is
-2
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Each of the nodes is designated with a dynamically determined role. A
portion of the nodes are designated with the role of super-_node and the 25
wo aemairing of the nodes are designate;]d with theI rol?t(;f ondr(;lg?szzfmm@sm
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=12 WO 2007/122620 PCTfIL.20071000504 identified as eaving he '
Ordma:a/«g%dgp ﬁ@igﬁﬁorﬁ%%‘ of SHERG pErBdevhesleting roudinpontiese is

n
. - - h i n | ting table, when the
e S ST SRS
Adding, joLlIRgaen iR gaseifke entiotitee erdiaryramele fo theldoat
. i i IS elentified as joining the one-hop
i S e Y SRR
neighbRitioe erdiasipetsadanelioedbealitingtiahlebidien slf@ﬂ@@dmagm?ﬁe
Ao aiSd ifi - eighborhood of the super-no e. The
o s i R CRIAS Btting entries
to BB HaBes ofidacnndoe: msacmirdéhe \Mur]&bgisﬁtherg@fﬁﬁ&%@fﬂtgge
- di ' IS thus provided.a method for, updating rou
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one-hop neighBoth Sélgpﬂ{@‘#irgfighﬁféi‘a—rfﬁb%.th@r ety ipermles

The rawing information is updated when the route of the node is
super-node and when a second super-node joins or leaves the one-hop
neighborhood of the first super-node.  The method includes the
procedures of identifying the joining or the leaving of the second
super-node to the one-hop neighborhood of the first super-node, deleting
the routing entry of the route to the second super-node from a local routing
table when the second super-node is identified as leaving the one-hop
neighborhood of the first super-node, adding a routing entry of the second
super-node to the local routing table when the second super-node is
identified as joining the one-hop neighborhood of the first super-node,
exchanging network topology databases with the second super-node when
the second supernode is identified as joining the one-hop neighborhood
of the first super-node, and updating a network routing table accordingly,
Transmitting  network topology update messages to the second

super-node, according to changes in the network topology database and in
13-
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20 procedures of identifying the joining or the Iea_ving of the second _
super-node to the one-hop neighborhood of the first super-node, deleting

hag entry of the route to the second .su.per-n.o.de fr]o(gr}/ﬂ£<36;ﬁ&r(])0504
wo %wglr%“%aable when the second super-node is identified as leaving the
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d er-node, according to changes in the
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Sub-nghETrk 1020074880504 frtahtspaitgyfaiebascic W amIRGINSINHBK, of

h d and iving network topology
the g I T 1 StblaT b HEAPR BoGkRg e essbork

super-tupdiogyrdatithsdeanddhingesnanic soudag sphle AGERRAIRGN.nERS ESA
routing table is stored jn each s node and includes routing entries'to .
nQde‘s’neigﬁ%oﬁ {) @oﬁ“’%@%#?H@&@?@ﬂ@%‘éﬁ%ﬁ@t@&ﬂﬁ@?%%ﬁ&%é@iMd in

topologpotieiabesoogdecatdnglages aehéufbﬂﬁivwﬁbﬁfgﬂp@%?ﬁ(g Sup-ngwork

f nodes, is a limited number of the nodes in theretwo e netwqu
super—r%) %éﬂé fe'IE' WGFEd in each super-node and includes routing entries

asshiciaiechrddmaengiobRerke RedRs: Thengyk ypdate messages
ude changes in the network topology datzﬂ)ase andgchanges I7e

there ili%géPﬁ)&%‘ﬁ %ﬁdﬁ@@@ﬁeﬁh‘hd@tﬁféﬂihm hy theelevdrk dnwireless
ad-hocnearsinceniBrenaitasaechebing dsasediaehnigue, there is thus

provided a method for determining by a node, In a wireléss
node tR-AvBACIH diRsHaalemaadmptircanode fropeat paicket sauree nqdeto a

networRagkat destinafpndigdeihgnode ig part gf e route. The designated
with a dynamically determined role. A portion of the nodes are designated
with the role of super-node and the remaining of the nodes are designated
with the role of ordinary-nodes. The super-nodes form the routing
backbone of the network. The method includes the procedures of
identifying the role of said node, determining the number of hops from said
node to said packet destination node when said role Is ordinary-node,
identifying one-hop ordinary-node neighbors as alternative next hops when
said role of said node is super-node and when said number of hops from
said node to said packet destination node is rot dreater than a neighbor
limiting criterion, identifying one-hop super-node neighbors as alternative
next hops when said number of hop from said node to said packet
destination node is larger than said neighbor limiting criterion, abstaining

from transmitting said packet when alternative next hops are not identified

14



network includes a plurality of nodes. Each of the nodes is designated
with a dynamically determined role. A portion of the nodes are designated

wo Yiih thegxole of super-node and the remaining of the nodeg-giedesianated
ith. the rale of ordinary-nodes, The super-nodes form the routing
and fég’&yét%ﬁg SAHRSHR I Free clRePirIofssinddsatbedredtefnative
next liegxstifying the role of said node, determining the number of hops from said
node to said packet destination node when said role is ordinary-node,
identifying one-hop ordinary-node neighbors as alternative next hops
when 25 said role of said node is super-node and when said number of
hops from said node to said packet destination node is not greater than a
neighbor limiting criterion, identifying one-hop super-node neighbors as
alternative next hops when said number of hop from said node to said
packet destination node is larger than said neighbor Hmlfing criterion,
abstaining so from transmitting said packet when alternative next hops are
not identified -14 WO 2 07/.122621 PCT/1L2007/000504 and forwarding
said packet to a selected one of said identified alternative next hops. WO
2007/122620 VCT/1L2 0 0 7100 0 50 4 BRIEF DESCRIPTION OF THE
DRAWINGS The disclosed technique will be understood and appreciated
more fully from the following detailed description taken in conjunction with
the drawings in which: Figure 1, is a schematic illustration of a simple
exemplary ad-hoc network; Figures 2A, 2B and 2C are a schematic
illustrations of an exemplary network, constructed and operative in
accordance with an embodiment of the disclosed technique; 10 Figure 3,
is a schematic illustration of a system, constructed and operative in
accordance with another embodiment of the disclosed
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technique; Figure 4, is a schematic illustration of a met_hod for operating a
node in a wireless and cluster-less network, operative in accordance with

woIdfiuther embodiment of the disclosed technique; Flgu}g&k'aI 1S007/00¢ ’04
schematlc illustration of a method for updating routing information, w

the own rd&“iiEfFr@ﬁ&@F&Wé’ﬁ@N OPETMN DR AARIRIGCe with another
emb newegt o theﬁi se technlque Figure 6, is a schematic

illustration 0ra m Ry ﬂ?rdiﬁﬁ@ﬂﬂﬂ%a&m ﬂ@fema’red
moreofiigargmoihe, wnewm@Mm%q%dﬁmﬁoﬂftéﬁ%\fﬁﬁwt RO,

eighborhood. of the ordinary-node, operative in accordan eW|th a ur er
the d@?ﬁ AL RNy Pthe disclosed technique; Figure 7, is a schematic

Ilustisiganch aisns badcipruRAiagatRy B URHRAIA0 . A Bbel:nods:

n a node neighbor joins or leaves 25 the one-hop neig
ne‘tw%g *super-node, operative in accordance with another embodiment of the

dlsclﬁggr&cmygugaclgﬂ@ &ds g cl'éeggﬂ%w ystrat @hsg&é%rg%(gr?plary

net in accordance with a fur ere imen

exemplanidiriMakur& OnSiEUC et emuticoiartive oia Retwodageserally 39

OGS SogRtive ance with another embodiment of the
emb({j@rﬁlosed g?:%nlqug%tléé? \?\?8%%% 122620 PCT/1L2007/000504 Figure 9B

is a é@ﬁéﬁ@aﬁclaraqrahﬁmzatrnetkmehratmperﬁtweymam%da@ﬂ@rrWéhhand i
|
opersfRRING! embaiment (?mﬁ di ?ﬁgP terg&? itl IS 6?’9;(: ema

illustration of a method for se |ng the
tech n%Sf:iéri‘atlve in accordance with a further s embodrment of the drsclosed

uper B DA BoRG o DGt IR GBERa S BB R e
node émaodirakasisoftitk aisslesésktechmanis, operative in accordance with
a further embodiment of the disclosed technique;

Figure 5, is schematic illustration of a method for updating
routing information, when the own role of the node changes, operative in
accordance with another embodiment of the disclosed technigue;

Figure 8, is a schematic illustration of a method for updating
routing information in an ordinary-node, when a node neighbor joins or
leaves the one-hop neighborhood of the ordinary-node, operative in
accordance with a further embodiment of the disclosed technigue;

Figure 7, is a schematic illustration of a method for updating
routing information in a superinode, when a node neighbor joins or leaves
the one-hop neighborhood of the super-node, operative in accordance with
another embodiment of the disclosed technique;

Figure 8, is @ schematic illustration of an exemplary network, in
accordance with a further embodiment of the disclosed technigue;

Figure 9A is a schematic diagram of a network generally
reference 500, operative in accordance with another embodiment of the

disclosed technique:
-16-
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Figure 11 B is a schematic illustration of the super-node 1o backbone of

the sub-network, operative in accordance with another embodiment of the
WO gl(i)g%l%ez% technique; and Figure 11C is a schematic illustration 01;;(?(1)(3 o
supér-rﬁ’ode backbone of the sub-network, operative in abeSrHAREL RN

anotiiig ueeniSdilifaeat sthisenditicl aiad reshiifiue. nd VAR, 2994/432620

[ 07/Q 4 DETAILED DESCRIPTION OF THE
accor@% W&%AF%Q%?S @g(@fﬁg‘% %ﬁﬁﬁﬁ BREShieshhigHRadvantages
of th&iguiar 4@, big prosidiogaiiumiestessROsBUREAYSN ’?&F"%‘%&é 2

method and stem there for, which enables communication betwe
the a'?&%ﬁ%\?%‘%&%ﬁeﬁ’rﬁiﬁ Sae iRfiatyesirrecarssnopanito ded, fven

embo&mmtmh@a@mgft@@mﬁiwgk and communicate between one
anoélger via a  dedicated backbone routing link. Each node (i.e.,
r

superAYER of 'atdifan2nctd)aBiatitds pidketionn afe-Rop anetaddgp
NeigibBETIRRGREANIgt rauti | inary-node forwards
Sper ackets E-t%llo othd(gﬂ'r;ggwaoqéllgt ﬁ%m%%ﬂ%ﬁﬁ‘ﬁ%ﬁ%@%ﬁ@ﬁﬁﬂﬂ

embo%%ﬁ%ﬁéﬂ%@ ifsdpsriécrimuisivr; packets to other nodes (i.e.,
ordi d ngk. other, -npde ccording to a network routing
fiodesgangg oth SEHB%ERLE tﬁhs%aﬁo %fo &%k&ggﬁmode

table, [t is noted that the term packet herein réfers

backbifginitidharaish-tbugik the peeatiosk. it istuthdanotediitat thesther
embo@%&ﬁ%%?%ﬁé%@{gggcp%%ﬁﬁ%%S DNodes participating in the network. In

a communication network according {'the disclosed technique, each
nodé igiltffe ritorlsisa reaten&sich iddratmnbenfcoupled Gechnwith

b 0 hosis ode may further he coypled with external
aCkbreﬁl%erémﬂé.g, r(ﬁgrg%ﬁss%g’atg %%V&té?nQ%%BWSW’%M%rnaI

emboguas Prividdisoltimrisenticisgite. these external networks, Each node
provides routing services to hosts coupled directly to the node, or to the

external routers coupled therewith. Each
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node transmits a node status message, which is_received by one-hop
neighbors of the node. Node status messages will be referred to 25

wo heweinafier as "hello messages”. A hello message includ%,;ngzla%esm

identification representation (e.g., MAC ID number) of the transmitting
Inoec?e, d Fﬁtﬂgﬁ%%ﬁg%rﬁﬁaTﬁlﬁ)E&lﬁ@WMﬁﬁ'ﬂS), and a list of

ongeh ' the tr [ ogle.and the role of each of
mgse one?ﬂr%)%%ngegig ﬁgéocﬁ?‘ﬁ?c%ordmg y,ﬂc%gh%egdg l?@é&@@ﬁ?@ﬁo 9 ‘t%e

Prior aheb¥-praviehing chélusts hesghbonsnandi tediem hwﬁmmsdé&?&& fﬁéﬂé@%{
i - - nej rs of the receiving node (i.e., nodes
o o 0D 1113 2808 B A0 3005 CUb U0 it Bess Bz
hod es\_,w%ﬁée@m SO mgbbodaeigesatddoaswﬂm@e@?%rﬁ@w $Buting q
i&f%'rﬁ"{“m ﬁ}\t)t e identification and the role of one-hop neighbors™an
baCkbtwo-hop nelgﬁgorgl} 145t SR PINRELS oRg M s lo g ed anashse, Wased
dedicaiadhabinfobmatiomolitisgqotiedt that Erestermdnessage OB IBEFRANUES or

_ taining information relating to the construction and
ordn SR BEROR K 1 i e a ot e cmomawiaharae
accordragsmitetbbatweetimpaescEach RRemis ﬁdb‘%ﬁWSHﬂ/ﬁ}%egéég%géa%e

ing.table. This routing table includes the next node in a
other~ﬁ%létm lta g

déstination H&%‘@(#&n 1 hBoRRMe¥'d Sheketinavereds feaskinenpackat

super smufeefoosiaashe-pReket deBinBIonGSE) Every destn e

have several path listed. Associated with each destinatio

other §HReE iRdEShIBCRAINING 6t B ARSI ouHag deslinationsnodisd teatost

3 i route he destination
e ter @Q@Tf*ﬁf?fé'fi??ﬁfﬁi?h%%%%%éﬁ%?@iﬁ%F@ﬁh%%o%éﬁ’ RRE SFops

networ%?ﬁi% 5tubtipes digh e Phskekt efra fathvandgdutibauds, for

IeS; [ lity of a link between two
nodes AMRILARG SRR SIFHIKS: measuring the qua
?%hbﬁnggnodes and the work load (e.g., number of one-hop

neighbdfs) 6PEHBHHBEEON paeierdourecnadiegyilltatteot widemnssd a
techniqaskelderd #esiNaHOMBOHwork is a router. Each node may be
coupled directly with one or more hosts. Fach node may further be
coupled with external routers (i.e., routers associated with external
networks). These external routers provide routing services to these
external networks. Each node provides routing services to hosts coupled
directly to the node, or to the external routers coupled therewith. Each
hode transmits a node status message, which is received by one-hop
neighbors of the node. Node status messages will be referred fo
hereinafter as "hello messages”. A hello message includes the node
identification representation (e.g., MAC 1D number) of the transmitting
node, the role of the node (i.e., ordinary-node or super-node), and a list of
the one-hop neighbors of the transmitting node and the role of each of
these one-hop neighbors. Accordingly, each node receives hello
messages from one-hop neighbors and these hello messages include

information about two-hop heighbors of the receiving node (i.e., nodes
-18-
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20 via the path with the lowest cost associated therewith. Each
ordinary-node (i.e., a node that is not a super node) forms a two-hop local

worgidtingbtkable. This local routing table includes informationpﬁﬁ%%7;90&¥ﬁéy

node, which is no more than two-hops away (i.e., one-hop neighbors an

whichgsunés @&@ﬂw@M@m@aa@mgamemmm25@a:rm?ém@/, a
- f . :.and external royters couplin
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neighirerforavadtdétiothtapmesighlassodiasedoritaithe foriirg %&b@a@%ﬁ;@ﬁg@@ys)
' ' k identification representation (e.g., IP addres
e G o 0 S B oRer S 66upIng
messagextarfaraetoorketbadesaldontingitaple-ferheing Udastigptries gidhe

7 ' , with th ti -hop neighbors -19 WO
cos 8 e T 5512b 5508 (et andr e 5 oficer o

messageoredwargighbaruhiskusaRofrlgy packets from a specific source
node 1o g specific destination node), and their unique routing ident_lflcatlon
repré@&hﬁ@r&? inidhfoReweskisioNe @l lersingniableutiag fiater ifibisde

routirgtEBeoi NS aNA O HOMIS RV RIIRYE S "Il DERNAHSH %%gf%ﬁ@&[th

Wo-hop neig}hbor. The routing identification representations

the ”géﬁés%r%@é? JlRYRressIdTare desviearisriraatiecseio teetsdgescemity
destir%iféh_nﬁgQe}r.h%@ﬂ@é@ﬁﬂgﬁﬁﬂﬁ%d@%‘%@eﬂ%@%%%‘?5355\"{%%95%8.the
node identification representation since there Is a one-to-one

ASSORGIRS pfiuGRE beardantipammoTise i@@ﬁgadheermmﬁagog?tzineédis the
C e eom o Ly ae: TR RS B g of
N e e agerntr eyt
vt PSP EOkpOL il S 1 BHETIE e Coppina e
destinplosapketedirebey soshefanpatibpnagigitioer Wiaefvthexdestivating i
of meﬁW@éhW@%@ﬁiHSiwg%{uéﬂ%% Iafefitnk between two neighboring nodes
and the work load (e.g., number of one-hop neighbors) of each node. A
packet source node will attempt to forward a packet to a destination node,
via the path with the lowest cost associated therewith.

Each ordinary-node (i.e., a node that is not a super hode) forms
a two-hop local routing table. This local routing table includes information
relating to every node, which is no more than two-hops away (i.e., one-hop
neighbors and two-hop neighbors).  The local routing table includes
entries of the one-hop neighbors and of the hosts, and external routers
coupling external networks, coupled with the one-hop neighbor, to which
packets are forwarded. Information associated with the routing table
entries may include the unigue network identification representation {e.g.,
IP address) assigned to each node, to each host or to each external router
coupling an external network. The local routing table further includes

entries of the two-hop neighbors, with the respective one-hop heighbors
-1G-
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source node transmits the packet to a relaying one-hop neighbor, w_hich
communicates with the destination node, according to the local routing

table. In turn, the relaying neighbor forwards the packet tg the relevant 20
wo ﬁ(g’(]/é.z%%%kets, destined to nodes which are more a neigﬁ’tgorrl1ﬁ‘r279|lﬁr/10§3}030“1

. iteri f t rce nod re routed via a ope-ho
(e B el SRt e B iR S SRR
relay pesisatoimen wispeaifizieonore thadea toeigbpacifivitig tritaiion foems)the

d vi -h -nod
and B o R iy e oot
local fardinch tpblzkendihdurtighbrdinitngariesiosf isinsiexamplethe feps
the pertinent node. The neighbor limiting

coun G AL R b PRI FoRPEp IR loahE e e
identification dyesteatiicieiesming HriBeighRREIMIiAGGritsieniRaIsnl 9.

de may dynamically determine the number of hop neighbors

from ﬁ%agcr %r %%@@%ﬁo@?ﬁz&z‘%ﬁﬁ@'WPEL%OOW@OJQQHnfhédjﬁ@_iéh‘@élﬂﬁbre
repredenmtshe %@%%Mﬁﬂ]ﬁptﬂ@%@@@’i@éﬁﬁﬁcﬁﬁéﬂﬁ‘%@@%@ﬁ%ﬁon
criterion is used hereinafter. A super-node is a node with capabilities to

since dfigts packatS 10! 0s08f ABHETH G PRERGIR! WRRDSt20UpIE hrithatiéngode
identifcatichrachoschsdon exieina! Iuear C_BHQP%%%WW ! i Or;'.‘%ﬁ

_super-node, stores a local routing table, including entries ot the orie
Obta“"@rﬁgacﬁ@ﬁijﬁg ARIGHIGHEIT o Te Coid Segal Rdidling table includes entries to

o P A o e e R BBt
a hogtoppRissithvith sheonephagighbdes. iaghketryi includiesdtijoriatianaf the
oxeriliSSaSev K SNon SERATAL SR SRR
the parkehespeseorantay inmdemitiglber. ok skpierdireddlyfurthehstares-Aop
neighBSWANHONIRG destination is a two-hop node neighbor, the packet
source node transmits the packet to a relaying one-hop neighbor, which
communicates with the destination node, according to the local routihg
table. In turn, the relaying neighbor forwards the packet to the relevant
node.,

Packets, destined to nodes which are more a neighbor limiting
criterion away from the packet source node, are routed via a one-hop
super-node neighbor of the packet source node. Packets, destined to
hosts coupled with a node more than a neighbor limiting criterion from the
packet source node, are also routed via a one-hop super-node neighbor.
The route, from a source node to a destination may be different for each
packet. The neighbor limiting criterion is for example the hop number of
node neighbors from the pertinent node. The neighbor limiting criterion
may further be the distance form the pertinent node. Each node may
dynamically determine the neighbor limiting criterion thereof (e.g., each

node may dynamically determine the number of hop neighbors thereof or
20~
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table. This network routing table includes entries to all the nodes, the 15
hosts and external networks, with the respective one-hop superk-node
neighbor or neighbors, to which the super-node forwards_ apacket =
WO&@EH@@QO these nodes, hosts, or networks. Each entry ihERIHE807/000504
. : : N e tation. A
he dijermalionstipmiauertoytigelfication. epresen
the super-node, receiv@g the packet, determines ﬁﬁ pac'l@ﬁ?r %0 ﬁ%sm?‘ed

neighahlvdiisvintiasineisnssedohexsitaieupled with the receiving

i. irectl j t | rqut upling an external
AR LR LR G R A e e

everydasetirei tha aﬁaéNmb,omdihmstmcdemiighhodmh@( ﬁd@;@d : t(p@gp&miq%%\ﬂgl ghzeB
- i - ighbar. When t et is destined to a one-ho
Vi o 0162 YKl il e by ares
e e T e e erlechbi g s et
: - . h t estined to a node o
noig S 8y B PG Copinh G AHECARRS RBUD fnarre homparet
two-htapthemtindisunetode keiBBhor assansing e ﬂ%"%ﬁ;&%@ﬁ I It

ng.t
IS not§ that a nqde (i.e., an ordinary-node or a supe prefers to

eGSO 3B90 P R0 O Tl ke e D (o
one-hibie fesightsrinctabledatheiBRINBYSH S SHBR 1S BRRARORENNED

id ossible, Each two super-nodes communicate between one another via a
i entiﬁ@@ﬁs ‘

e@BWﬁ@QBuﬁﬁéiﬁﬁl@%&ém pesiaotied saperhmste & to
each estahiEheraidediaind BReshonelouiog IBk(m8s Bid A0 D DAL

Protocol) with each of the one-hop super-node neighbors of that

ordinaiysReSRALIghRel sdpetnsterstucttihng soziees, frotwarselectity
table. OMPHROMEMRBHORSERIIAAL fHEpRAogYRIapatgn oLine Aetiork,

stored in that selected one-hop super-node n_elgh F.Th
hosts saper-AsE e s RGwYioputogy staatiase aredidingstgternrtgork

neigh#RRCI8EYBIGABZHON 1SRRI MaY &g}&ﬁ gude %%vaor%(stog O'S% ket
destined to these nodes, hosts, or networks. Fach entry includes
information of the unigue routing identification representation.

A super-node, receiving the packet, determines if the packet is
destined to the receiving super-node or hosts coupled with the receiving
super-node (i.e,, directly of via an external router coupling an external
network). The receiving super-node further determines if the packet is
destined to a one-hop ordinary-node neighbor, or a host coupled with the
ordinary-node neighbor. When the packet is destined to a one-hop and
two-hop node neighbor, or a host coupled with that node neighbor, the
super-node forwards the packet according to the local routing table of that
super-node. When the packet is destined to a node or a host more than
two-hops away from the super-node, the super-node forwards the packet
to the next super-node neighbor according to the network routing table. It

is noted that a node (i.e., an ordinary-node or a super-node) prefers to

21



information according to a link state protocol (e.g., OSF_’F)._Sup_er-nodes
synchronize their network topology databases, and maintain this

ronjzation by exchanging network topology update azgg,ﬁmvv_j Q
Wo%ﬁ@é}@g’rzgne-hop super-node neighbors. These network t%ksl(?%gy up é’&e

forwame sspgekanfasropdiehptoesdnadbaltepoipgy efile ansshandieighborhgod

er-node from which this message originated (e.g., an

Supe%{é}hﬁﬁﬁ [ HEBRAFRIB!Reighborhood of the super-node). It is
notedit aveyRemadaInaY exAiRNAR ARk IRAoRLUAAI 0, 4

messages not originated there from. Thus, network topology update

dediciRiimARsHpREEagalédg e IMfoodetl) toRniithemimetetbde packioe,
es’cabﬁ@ﬁé@eas_ﬂ%%ﬁﬂé%@@sﬂgmtmswtﬁwmkaﬁ%g%oa%gﬁa: g?sﬁﬁo 2oint

synchronized. Each super-node constructs
Protoggliting itkbleacborafnghe trenaeaprikaopelogy datateighbbsn atﬁe ﬁhai
[ iscl hnigye, a node is,a router to hosts
S T e o Sty S Ao bl TBUEFoFlecied
one hte il eTenookk)nBighbxamible; & polite; o a@ﬁmleM&t®%’ )
' ing.table (i.e., local routing table or network routing table
store%ﬁqaﬁa o%ﬂ%foré)%%%gﬁgor?% é%s%%ci%lt]&? mﬁcfﬁat%aep?he ndd¥'8o iﬁf&fhs
su perm@@m:zmmesesgnmmﬁupm@mh@lb@@@ @@u@l@ﬁh@ f@@ﬁéfﬁ%gm}g)
' led di [ external router coupling an exter
R T o A el el A
informativmatimoriegsages jiAk gedinansrds lapsmis these Qeétleg.;mz\ags

[ ign_messages, accordjng to a routing protocol (e.g.,
syncr{jRRRtAnmessages, aceording

SUpér-node trand OHostO GRY infHARASA Me st esNRIRAINGhiS

synchomeizutipnefghleseshahtHe s et S RALE e %‘@a%%%%%%@%?with
according to the same routing protocol. A super-node transmits _network
other tSBSrWuBHB%ﬁ%@éaB@QW fnind Be8AeRp eip drpoioeneigilades of

vy L e G U
of fhﬁetﬁ}m&%ﬁt{b@@gyﬁﬁf@rm\é{h&%ﬁ(i.é?ﬁhénmﬁsage originated (e.g., an
ordinary-node left the' one-hop neighborhood of the super-node). 1t is
noted that a super-node may exchange network topology update
messages not originated there from. Thus, network topology update
information propagates (i.e., flooded) through the super-node backbone,
and the super-nodes maintain their network topology databases
synchronized. Each super-node constructs and maintains a network
routing table according to the network topology database.

In the system according to the disclosed technique, a node is a
router to hosts coupled with that node (i.e., directly or via an external
router of an external network). For example, a route to a host coupled with
a node, stored in a routing table (i.e., local routing table or network routing
table) of a one-hop neighbor, is associated with that node. The node
informs the one-hop neighbors, of routes 1o the hosis coupled to the node

(l.e., either coupled directly or via an external router coupling an external
gD
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1o state protocol). According to the disclosed technique, an ordinary-node
attempts to have at least a minimal one-hop local super-node number

i.e.. a minimum number of one-hop super-node neighbars). o
wo %{ﬂffé?gﬁ@de should have at least a minimal one-hop bacl1<)§%ﬁg\2m7/ 000504

netwoskpebpodeRemiang enhdbta ?@i@imgmiﬂ%ﬂh’ﬁ.ﬁﬁfﬁmﬁi@g& er-noglg

.__Neighbors), The minimal one-hop local super-node numberand the
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. to super-node or designate other one-hop ordinary-node neignoors as
routing ipéprreriéan ATaessages, nder isitgsignetbdmateinlibg® afstatibesriterion

) ei iterion,((-.,.9., weighted connectivity
oSt e e R T e B et
A supgiiaiesia Bapemitsdeditielordipalygydedatn articstajian nadeniiy a

RA [o] de will he further explained in conjunction wjth Figures 2A,
ome- g BB S o a8 FoRtre GO e e
over e sepiratedebigieidifies selitinduidaneycoetfinedimdaacyistitgieny
which eg&laeiige%iescor;{unction with Fil%Jre 2B. During the forwarding of a

packet, betwee W%&@ké‘?&‘ﬁ’& o [ORYETY BB UdbEnaildh Hoke,
state wabdbdolkrmediate node determines 30 the next hop in the route to the
dest'Anation of thati_gacket according to the pertinent routing table (i.e.,

local YA Fabe 1R URRIRRED RRG s a8 Tdiersnapde Zhiempts
to haRCEILLRSOHOMIRRAAT hishaenb Pop isaretarprd-oberein dp the pdmasy

next hop. Howeger, the link between the current node (i.e., the last node

minimyii e BEGPHe BhcRBEIIOMeSHRAEN SEErRHBIRYERd the prisRalynnske
shouldbauBay REEIORANYRA Sne SBIS LRIV PSIBRNE NN er (i.c.

Moreover, the primary next hop may 5 be incapable of relaying the packet.

@ mmil%@h%ﬁ’t%r o@@&?ﬁf&%rﬁé&ﬁeﬁ@@@%dﬁ%ﬂmﬁ@-pack@hfrz) annimal
one-hGheBrBvVe Mext-heRiURING 5% AN eminimal one-hop backbone

super-node number may be predetermined or change dynamically. An
ordinary-node in the network may change its role to super-node or
designate other one-hop ordinary-node neighbors as super-nodes. A
Super-node is designated according to a static criterion (e.g., node ID
number), a weighted criterion (e.g., weighted connectivity and coverage),
or a combination thereof. An ordinary-node changes it role to a
super-node if the ordinary-node is an articulation node. An articulation
node will be further explained in conjunction with Figures 2A, 2B and 2C.
A super-node may change its role to an ordinary-node if the super-node
identifies  self-redundancy.  Self-redundancy is further explained in
conjunction with Figure 2B.

During the forwarding of a packet, between the packet source
node to the packet destination node, each intermediate node determines
the next hop in the route to the destination of that packet, according to the

pertinent routing table (i.e., local routing table or network routing table).
23



10

18

20

N
o]

30

next hop increases packet delivery reliability. The_ concept of the
alternative next hop is explained in conjunction with Figures 8A, 8B and 9.

. is now made to Figure 2A which is a schematic]:)ct(g”illllyj(%t,]r/agi(%gd
‘waggé%zg@&plary network generally referenced 100, constructed“Bid

This opateliap s actendate etbinreeodiiRahpt b iodosad Jesbriate

.+ Network 100 includes sup-network 138 and sub-netwo. 14 -

fink %%%)wﬁg{]wﬁ}ﬁ FRE nﬁ’tﬁ’ézés(hﬁer-ﬁ&@ﬁog;@d@; mmtb&jlmmya’[(f;igs

lﬁl[m = 118.and.
tr‘]e p%ildbggdﬁrﬁggaﬁggﬂ%u er-nt%%%%?)%@rﬁ% 1}é§ F?grrﬁi%%ee%.e.,
e““%i%?%ﬂ%%%ﬂ%{%&%@ﬁ S%@ﬁﬁdﬁésﬁh}&}&pﬂ&&andxéﬂfﬁopmbg
‘,-t@@}@qg f . E ines 124 represents a one-

e lhop corﬁ?nﬂnﬁ%?t%n |EE%V(§§VEH§? twc?gr%é?ééréﬁ% és%(r‘:%e RNt

nodegighsiindbe apiesipeamatierite Gf&hb!’u%bd mias@%@kag@{ﬂ%@o
F 1 H 1 . 1 i |n e Ween
B R Y e 8 et

- super-nodes 102 a g .
af‘ferrimg@mxjiwaﬁa eelabspedtivelpjuncieiwerkHL PRy iris desired Had each

di hqul ve at least two one-hop super-node neighbors

and o SLer Nodt Uh TR Rae ot A p CHASToP S fperstEate

fl*usfrﬁ@'@mﬁr@nm@ﬁmf@mmm@mg@m@l@wgwmbg&fa@gtrfggt%d
5 b -node number are equal to two. Refer

and %@\%’%?ﬁd%aﬁ)ﬁ%%gr%%] r?\?:/?:‘lg ﬁ? 2 B ERRRCTIGSH 2N Brartisaassidry

technigsmorkigbmerallytefarencd m}mﬁm@gu@}@gs (ﬁ%ﬁggﬁ%ﬁg}qﬁ n? eﬁ\(/)\ior
1 bodi the disclose > .

s S BB e ar iR ri o] GheRa rmonofios

104, hbBesd 120 sm-mmﬁigumia&uﬁ;@s@%@ﬂﬁ%@s-%‘}é’\’@ﬂl%08:?!315%220

has moved toward sub-network 138, Node 11

and gr%y%’?%%i??ﬁéi%ﬁbo WPRsHEsa% 0 Hivd 11@%sanell. Nitiefans ighmow

now a -

backkmoaeshapineighboriof Bedes dda-anwsld. Nesler420.is, fow3 ane-hop
bacJ(brc]:)enigh<t>)1p Ehoef rs];% ?gelt&%rk 140. Each of lines 124 represents a one-
hop communication link between two ordinary-nodes and betwsen an
ordinary-node and a super-node. Fach of the bold lines 126, 128, 130,
132, 134, and 136 indicate a dedicated routing backbone link between
super-nodes 102 and 106, 102 and 108, 106 and 108, 116 and 118, 116
and 122, 118 and 122 respectively. In network 100, it is desired that each
ordinary-node should have at least two brze«hop super-node neighbors and
each super-node should have at least two one-hop super-node neighbors.
That is, the one-hop local super-node number and the one-hop backbone
super-node number are equal to two,

Reference is now made to Figure 2B, which is a schematic
llusiration of an exemplary network generally referenced 100, constructed
and operative in accordance with an embodiment of the disclosed
technique. In network 100, node 114 joined the network and is now a

one-hop neighbor of nodes 110 and 116. In Figure 2B, sub-network 140
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112, 116 and 118. Node 110 acquires an articulation node status a_nd 6

consequently, changes its role to super-node. An articulation node is a

ng,ge h%t has at least the predetermined number of oneﬂ%ﬁﬂﬁ%ﬂagﬂe
wo 286Ig]f21 %rs, and not all one-hop super-node neighbors are vertices of a
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uired an articulgtion node status as well. Reference is now made to
112, ﬁ%lu?@éjc? Wnick s sUw%rﬁ&ﬁ’é"‘i’ﬁ’@sﬁﬁti@ﬁl@ﬂ@ﬁl@ﬂeﬂqﬁaryﬁ’rwx/zoand
I n S angd.operative.in.a ance

Consesv%?]ﬂgﬁd,é/%%ég imei%cﬁ%%eﬁs%%%%ﬁﬁgéﬁhi%. %r;ﬂr tne(g‘v\%([)tr 1%%%%0’(%8110

node WainyRt &k IRt suissletodainag nomiearituiatenamdemtans o
' e : edy [ [ 114 designated node.110 as a

nelgh%ﬁgér%r%gdﬁﬁﬂe ordin%gﬁn%%%elp &(?) ﬁgs%%\%ﬁg)ngg 8‘6%&’& i’%%%e_o a.

ConﬁnH@%b@%@@ﬁéﬁho@%ﬁlo(f@ms@Jd’e”dimaimtéo héitkbeseloutittgatink -

i = d icated.backbone routing link with 144
MR it i e ST TR T TR
one-hapidinedesiads ceaghbaheierelete sronanyanodesn SupebRUABoUs

| . od jon with Figure 4.
comer3 ey EORISIPRIAGL SRS e, o

acquired ars amautididativrdeosimarddenmsidedicated backbone routing links

i -node 118 and 106 respectively. In network 100, a
e %uoovgrr%%ﬁe refl(?h #%1!&&8- s WS S PHeessimadic

packet, destined to hodes
illustratiodeomaaychenupitay viatworkrguoapefaedrRe FIneXammue nade

] ] de 112 either via super-nodes 102 and
and. o O B R T Da e deoresiog e diciosed

techniRET/11 /2807000604 Referencecisampudadete Fae 3ewhishdsie
to the %%ﬂ%ﬂ?%%n node status of node 110. Alternatively, ordinary-node
114 designated node 110 as a super-node, thus, ordinary-node 114 has
two one-hop super-node neighbors. Super-node 110 forms a dedicated
backbone routing link 142 with super-node 102 and a dedicated backbone
routing link with 144 with super-node 116. Super-nodes 108 and 122
became redundant super-nodes and change their role to ordinary-nodes.
Super-node redundancy is further explained in conjunction with Figure 4.
Ordinary-node 112 promotes itself to the role of super-node since node
112 is an articulation node and forms dedicated backbone routing links
146 and 148 with super-node 118 and 106 respectively. In network 100, a
packet, destined to nodes more than two-hops away from the source
node, may be routed via two or more super-nodes. For example, node
104 may forward a message to node 112 either via super-nodes 102 and
110 or via super-node 106.
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4 databgse I

illustration of a system 150, constructed and operative in accqrdance with
another embodiment of the disclosed technique. System 150 includes

inga.5
svaHs Jppology processor 152, local tqpology processo;cl?/ﬁ,lzq)%%&gﬁ )
W()grocessor 156, receiver 158 and transmitter 160. Local topology

procésstartbéds isouphed mittieetookigape|dyy widchSHor 4 58 Heuiingc

: essor 156, receiver 158 and fransmitter 160, Network topology |
ustIBERIGH U5 har CRUPIBAF At FDOMAGrULES Eb S JeEsR ey s
anothenddrabsuliiitedil 60, tRoutisgiprenessenikfuls fusheteraUpiRs withda
eiver 158 and transmiti%d 160. Network topology processor 152 is
[

rec ] .
nem%%e@ QFHeR B RBe g’Sll?&éll-ﬁ%ﬁ@l%&tﬁ@ﬂ@%@@l‘bg@ﬁmﬁ@é@@@
procebsdmaipgingshsngtwosl tepplogdaiahase. fng eSt?;k&JbSThe% ogy

ology processor

terminates dedicated backbone routing links. Network top

Procepsoirtrftds fraHIRfkey b0 0rk Henningtopsiogpamitatizae ndirests,
procedibrmatericiepaleny wpsiatemesrRgRh atork apalngY daighase

when a network topology database request is receive m an
procesgeerlvgdis dHEqthoedieshvidponstind aabesssahdbtheatmeschahges

j ; SYRAr-N t oce 152 further provides
and irFoglfitlgrk% ’Ep??o@cetes%r 12%%%“%’%%%%%0% topﬁoﬁ?{?&‘éb"aﬁ’s@%@(}’ “g
fecei%@bér@%@pﬁb&@mam i$@perative when the node is a super-node and

e 4 R iR e
superchafige inN@éworé( ofthelogdefiecetsm otdhanysnorino 2Bsunsivingde
o AL 8 A BRE TB i eson
routing ditkepoligivdatatiapeltmypeprarkdopplogy Iasdsse tﬂéﬁ?s:‘\ﬂ@?r?ﬁg?'e
i e R Ao s Rl S0 60 dss BorBlie
messhgtlo mitbsageisyand tuitologyerdatdesciesinasionVR:RABAL2363R gy

&I ]e%:;@ggg{so qggg%fed from another super-node and with the local
topology database when the node changes its role to a super-node.
Network topology processor 152 further provides routing pracessor 156
with the network topology database.

Local topology processor 154 is operative when the node is a
super-node and when the node is an ordinary-node. Local topology
processor 154 maintains the local topology database of the node and
determines if a change in the role of the node (i.e., from ordinary-node to
super-node or vice versa) or if a change in the role of a one-hop
ordinary-node neighbor is necessary. Local topology processor 154
further provides the local topology database to network topology processor
152 when the role of the node changes to super-node and to routing
processor 156. Local topology processor 154 further provides transmitter

160 with periodic hello messages, and with super-node designation
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messages (i.e., message that cause a change in the role of a one-hop
ordinary-node neighbor) when such a message is required. Routing
essor 156 is operative when the node is an ordinary-node and when
WOt Eie?'?%%}ﬁe%ls a super-node. When the node isan 5 ordinar&/(-:%ﬁ%(],ﬁ%%f)lﬁgd

mesgagessie. 1 shasmnidmand neainialinadecah raying iahle acoaiding jo
di the locgl topolc o!atzbase and provides transmitter 160 with host
of ]n%gtfﬁ%aﬁfgﬁ‘\%% 3 GSEhfoMABSEsINSsES i@ dxternal routers
COUplédW%thﬁragé%wh%éh@smﬂ%ﬁﬁvé“Qﬂﬁzﬁ{’dﬁgo&l{g% prgcessor
rk rou able

156 further constructs and maintains the o0 netwo Ing

ordingREiny 36t AeRbR ResisIde ARitisastoRecalVbe Sheetsiie shato
i S i nade provides the received

T e o e o T A AR 2odcedn

routingt diReis-rereo idinslvée 16@isorathipermtivedtatanaiveshasiieings

¢ i i ; rov e received messages to local
e oL e L. ey CIB0e AR s GneHab, FbbeP e

and RXfgiitlr cpuiative souplsivavitetvibek toplplogy\datahasedenugstsis ,

N rk e twork topology update messages provide

B RN s R R e e e

netwape V&%ﬁm@h&au@dfrtgécaﬁilﬁwefv@n@dﬁ)m@g}mﬂamg with other
This change may be due to nodes

d ically ch
i S Sl Maosie 1 th e oty Tolabioe
of thejnede thednprenides dhoadesielatinello ¢AEBSALES. ThRIGIPISRASY
t .and maintai Jocal topology 25 database. This loca
Proce UL SO Torls CoEAY- ARSI Peat fniale
furthe(i eperatimedivityouitreaisORsIMOGIPRARIENBA SN @g;%naﬁ)g(g@)@ o

local connectivity information is update according to received
the rer%%%’s?%éﬁ%%%ﬁ%%sf SRELFRRIBEY ERCIF REREIMERb ag¥Y NeludEstemD

190 isderdifisatiom depresesnasionsy iberuiaeiiBemnode e ele Aol ik
topolotgrg?fns a{%%%gg dere(zlq%'ésstléf)erﬁre]gggrgr ?:éd;;g?é)g/;fnogzea)’rgggstese, network
topology update messages provide them to network topology processor
152.

In the network according to the disclosed technique, the ability of
a node to communicate with other nodes may dynamically change. This
change may be due to nodes Joining or leaving the network. Alternatively,
this change may further be due to the movement of nodes relative to each
other. Therefore, each node constructs and maintains é local topology
database. This local topology database stores the local connectivity
information of each node (i.e., connectivity with at most two-hop neighbors
of each node). This local connectivity information is update according to
received hello message received from other nodes. Each hello message
includes the identification representation of the transmitting node, the role
of the transmitting node (i.e., super-node or ordinary-node) and the

one-hop neighbors of the fransmitting node.  According to another
27-
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one-hop neighbors of the transmitting node, According to another 27 WO
2007/122620 PCTI1L2007/000504 embodiment, when the number of

one-hop neighbors of a transmitting node is large, the transmitting node
wo %91%}%2’%(5 a hello message including a patrtial list of the 8%’”880 000504

embotgighitorsvabthetiieanamiitiog bpdmethischelig RIRseAas ia reteiEeitthg
herein as a slim hellg messaé%; The number of 5 neighbors listed in the

node it d e SRgE HIYIHRACSHTRISANS AdiRkaI esseamineliding
partial ROSHItHNG BAdeHBBYERABLIRCKIOR I %éwﬁ‘tﬁﬁa%&%?ﬁﬁ%ﬂ%@e

list the one-hop super-node neighbors of the transmitting no
messaghdmiisiarserelponemimatos ®iweslipyrachsgenesdageurneer of

; i t j iQr Il S iS.__ .
T L e D o ST S misaitey
deterrgingitat nbde. iranenditting-mode chaygis tierdiecio desipehaadenvheliothe

mess@étéculﬁjiiﬁn Aede platug Qf tg%&%%z)isgl?gg}i,ygo%{%vgﬁg o g}rft%dre ¥ee ;ﬁ%lge,s

a super-node designation message. A'stiper-no
transroitdingrpasisde Wherdhdtaupeinedeatiteats siifrédiindafitiowed by a

. send . a super-node designation message to
el T R o ni0r. T Coe AGULRS (R ne B
messagpalgptiigreafilee., change its own role or send a supzr}node 20
desi ' , Wh hell age js received from another
o TR e hlbLr D Heibhbdicel REmaR o
that ntzdge, e nudiberyehreteivedhrlo RersiRoRs is Yapelargriasweh This
\ acy cause the Work(d d of the.node to be very large and the network to
et R RER TR R S46% B ety i gRRE e rrareriues
a supeodmomyidetitetonpaaedhgdocrl tnragibiereataserding 94 2

decision update cue. Reference is now made to Figure 4, which is a

ordinaggﬁéqﬁgﬂc YiiERatidRFt a AEHGAEPopSlatiTgsa nead in EefierkaRcaNd

Furthettuetes;leseh node may send a super-node designation message to
a one-hop ordinary-node neighbor. A node decides fo update the local
topology thereof (i.e., change its own role or send a super-node
designation message), when a hello message is received from another
node. However, when the number of one-hop neighbors of the node is
large, the number of received hello messages is very large as well. This
may cause the work load of the node to be very large and the network to
be unstable (i.e., nodes may frequently change their role}). Therefore a
node may decide to update the local topology thereof according to a
decision update cue.

Reference is now made to Figure 4, which is a schematic
illustration of a method for operating a node in a wireless and cluster-less
network, operative in accordance with a further embodiment of the
disclosed technique. In Figure 4, "Nr." denotes the number of super-node

neighbors, "z" denotes "at least' and "<" denotes "smaller than”, X,
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network, operative in accordance with a further embodiment of the
disclosed technique. In Figure 4, "Nr" denotes the number of super-node

wo s@fieighiors, denotes "at least” and "r" denotes "smallerfhan’, .5 %{\1\[63
2007/122620 PCTAL2007/004504 denotes the minimal one- hop(ioca

denotaptheodaimahbeedishAdodératper-hedainimaberemap kackhgnses

super-node number, . Further in Figure 4, the term "Mitt." feférs either to
the W&“%‘ﬁ%@@ﬁmhﬁﬁéjhﬁé%@hﬂéﬁﬁmﬁ@ia@w@if refensthise oBigure 4,

,t t the -t "other" srefer to nodes other t
the te‘ﬁﬂ? ﬁﬁ%g&ﬂ?nm%t derrﬁn 6ro dur%cft% 6@%&9 cﬁg gﬁe
term U§§#ter@¥@é5t'¥?§%‘&fe &R iapglogy degigion uhd t%@“?éﬂﬂy fn g

example, a hello messages recelved from other no es The topology

refersd@:f%‘?&?%ﬁ@&@é iy *ﬁ&%ﬂ@efa’)@@lﬁmmﬁémmﬂﬁg}ﬁélsed every
configurableimerefigd 41-¢ r%(‘f%’e@\ (ﬁ)ﬂeﬁﬁ eo?srf%r&asved

periodically), This conflgurab e time period may pre etermlne
This (RReIAEHRIFISIR depdigiarable they berida magriutaen bel Hy nassicaties

ing t o) ho neighbors.of

ecen YR A e TR RSO g, ONRTE,
be anop&ﬁj@@iuﬁagtéajeem@wueaenﬂswmibfecmwep%ﬁdh@ Mabf@cﬂg'%%ﬁ

e ejv ode Is ated cord 0 the receiyed hello
g e e L Tl
be praﬁaﬁte@lm@looeﬁempeto@zydMaeeﬁ@mwbﬂbetmmpleﬂ@ﬂ of pyotethee

eth roceeds to roce ure 204. When th node is an

be d or mE’;?r%”g] ée?%e%% h&& ?Slrt Z% ﬁ?)%e'eﬂ@gfﬁr(? e%%%% ipde
neighproseddrd ﬁom@delredwme wfﬁsre&@ée tieletied feors the daraldesriggy

f e tr|e are ren ere glred when a hello message has
procesg%’f’gs et O&? %nlr‘p i SPreyetéifiifted interval. With

refemneeaodagmez&zom@tw@é@qmmww@%#l&%é%@é@w%

node 15 upc?aqm?accordmg to the received hello message. With reference
to Figure 3, local topology processor 154 updates the local topology
database. After the completion of procedure 202, the method proceeds to
procedure 204. When the node is an ordinary-node, the method further
proceeds o procedure 218,

In procedure 202, expired node entries are deleted from the
local topology database. Node entries are rendered expired, when a hello
message has not been received there from, during a predetermined
interval. With reference to Figure 3, local topology processor 154 deletes
expired node entries.

In procedure 204, the own role of the node is identified. When
the node is a super-node, then, the method proceeds to procedure 208,
When the node is an ordinary-node, then, the method proceeds fo
procedure 210. With reference to Figure 3, local topology processor 154
identifies the role of the node.
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In procedure 204, the own role of the node is identified. When the node is
a super-node, then, the method proceeds to procedure 206. When the

node is an ordinary-node, then, the method proceeds to &r??ggld;?)(%l,o

/ :
wo RitA Fekrence to Figure 3, local topology processor 154 as identi |es? e

role ¢ tpeonedereZQOBLQP&Q%ﬂiZéG%mﬁylbﬂﬂgé/@@é&%a@%ﬁw@e%ire

206, the self redundancy of the receiying pode is determined, The system
deter@&'&%?ﬂinﬁ@tﬁg#}@aﬁéﬁo{ ﬂﬂi&ﬁe{%n‘f@%ﬂ%ﬁﬁrﬁ%fﬁ%@%o@
minigzpertedeniakirg B agsernoRRISINNGHYOTIHG CABSHAMIS (8i%in

robustness). Therefore, each super-node 5 tries to identi

networking FANRRIDIS Qiper RSB siderbaTRIgiAd&RGP AlBrheode
tries {©/lgingyoserrsdlBsRiNiMakanebepRARKRoRS BPEL NAAE IRPE

X2, is still met, if that potentially redundant super-node was demoted to an
all of $raifrllgvwipae skl of the one-hop super-node neighbors of the 10

ot HRA L Shipeaars e AIUNALIGE SHiRStroge nerahe!

number, X,, Is still me at potentia nt super-nede

demaied 1 gt greisatenpeediviRihobilsP-BeRQIEinaRHIaES. an
neighbars; gr) if the role of that super-node changes to ordinary-node, that

15 nBHIUAIVABPERNIBR h ArieEIREH RSB aTIRO denepigB e ahtmcy
is defeiramprdythen hbe meihos -Rergeeds to procedure 208. When self

redundancy is determined negative, then, the method returns to

procE¥rdininalRpcletieicB 8 erigigh 3o Touambpologdy, piscdibonasa
rocalinDhodC 1 Ui SRel) e GG Sa FodtAtarey e Aeaeiet i
procechiireaPp8oidhe, folef themodadseiapeaaipyanc gedinagrpeds and
@dedi}cfat,[%% br% gb&p ethrgtutérgj%g?ﬁéé/vétféggg-g%%p to ordinary-node, that
node will not exhibit an articulation node status.

When self redundancy is determined, then, the method
proceeds {o procedure 208. When self redundancy is determined
negative, then, the method returns to procedure 214. With reference to
Figure 3, local topology processor 154 detects self-redundancy of the
node and changes the role of the receiving node to an ordinary-node when
self-redundancy is detected.

In procedure 208, the role of the node is changed to an
ordinary-node and dedicated backbone routing links, with one-hop
super-node neighbors, are terminated. With reference to Figure 3, local
topology processor 154 changes the role of the node to ordinary-node and
terminates dedicated backbone routing links with one-hop super-node
neighbors. After the completion of procedure 208, the method proceeds to
procedures 214,



super-node neighbors, are terminated. With reference to Figure 3, local 25
topology processor 154 changes the role of the node to ordinary-node and

nates dedicated backbone routing links with one-ho;g er-n 0%3“04
WO%@@% ors. After the completion of procedure 208, the metfﬁs?)l’%L 6?8%:9%83 to

procédures2édurd0 30, 2@@&7@:@@6%@c@ﬁ%@ié&@ﬁ?o@%wm@gwe
: 0, self-grticulation status is detected. Self articulation status is
A o e oG W e G nd RGO NP i a

criterigast one of the one-hop super-node neighbors 6 thereof, are not vertices
ofa continuous connectivity graph %%a communicate with each'other
fccoftliRgds theloshlesstiegy ek sez-opaubeionedwopeighbors
ordi [ 5 0 uo .
connao et oy a2 R e BT g o
the neRIBTBLUSHIR Wibncteh mithodprosdets to plueddes 242oMinen
the sglf Qg.g‘ég?tion status of the node is negative, then, the method
proceeés to procedure 214. With reference to Figure 3, local topology
procéésonl Sheletmentinpsdiiinae/fastieulasighstatis el thecnes, Rdp

procedure. 212, the role of the node.is changed to a super-node and

dedi((:ﬁgzgt}j %éa@CEBBﬁgLI!’%H?I r%) ﬂﬂﬁggé}{}év 3148 ﬁsﬂ%ﬁ%”%ﬁop

supeYiime theighiforst Wititirefestenge &9 frigutid, ilppalianslagyn, the
to super-node and

54 changes the role of the node ;
et e A REA e LMD HcsSerh B Bk plathbd
the noeihbeksy20ubitendhe trmpletien of Riesegsnd Zrdchureethed with
‘ eproce§ds 0 procedures 214. In procedure 214, the number of one-hop
refered|ier Roddtiigh orlo?ﬁithfé’%wgﬁt RoBESSSaENtfdd dedernines the

self-adidinatynedgigbafehbavsi

' In procedure 212, the role of the node is changed to a
super-node and dedicated backbone routing links are established with
one-hop super-node neighbors. With reference to Figure 3, local topology
processor 154 changes the role of the node to super-node and establishes
dedicated backbone routing links with one-hop super-node neighbors.
After the completion of procedure 212, the method proceeds to
procedures 214.

In procedure 214, the number of one-hop super-node neighbors
of the current node is identified. Fach ordinary-node should have a
minimal one-hop local super-node number, X, of one-hop super-node
neighbors. Each super-node should have a minimal one-hop backbone

super-node number, X, of one-hop super-node neighbors, When the
number of one-hop super-node neighbors, is at least X, when the node is
an ordinary-node, or at least X, when the node is a super-node, then, the

method returns to procedure 200.  When the number of one-hop

super-node neighbors is either smailer than X, when the node is an
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minimal one-hop local super-node number, X,, of one-hop super-node 25
neighbors. Each super-node should have a minimal one-hop backbone

super-node number, X,, of one-hop super-node neighbor's. When the '
wo ﬁ?j{r%r{b"éf@f one-hop super-node neighbors, is at least 1, Widn A& HEta%s

: ' . n the node is a super-node, then, the
O e e o n A MHE e St Resdnen

the nsetpecnodmeeighborsrisceithes smallenfiandre when the pogeds:an WO
° 2007/122620 FE%]TIIL§OO7J000804 ordinary-n%de or smzﬁ%r tﬁan )& |

fopolgie PIRE SRR is! auidisnibeg, thennurmetbdonediepissiosrenedare

' ' 154 identifies
numb&@f%&r@f@(@m@ﬁgd@gure 3, local topology processor
the number of one-hop super-node number of the receiving node. In

proceiUPEOSESIUs R ot ﬁg@@ﬂ@iﬁ%ﬁrf@tﬂe&l&s&@mm,@%gmﬂed, is
seleclégenthrole of the %‘P‘iﬁé%@@é‘ RE fgggge?bﬁo” ed%/?ﬁlf}gﬁsagsgg@zﬁgfo% o

ordinaéy-node neighbor for super-no signation
I

one-hoguedIBriragasodejghsarotis may@eimaseﬁsf@rwm:naﬂi@ﬂgn)the
' ' (.e., a.super-node or an ordinary-node) may

e s Rt ST o TN Bk har o Recorey
desigfgtiprsesiovsiority oritgideey .smh@mﬁca@o@fraﬁr@sem@tgafr\b_ct@e\}vqt@g}ted
. Grteri ination.th f. A ding to the static priority criterion
desoff A L HINRTIOR TERS Aceardng o e ot oy

static thsinigiestritemificdtian repeesifitation). beeosding:totie weigltomis)

o cliteria, t e calc ain value for each node. The node
rtor e SR

R Rl s SRR meiss e e stmple,

the syblevakmienty ethedmitf the Wejabadeannestiiy (& gthemeasured
) transmissions) and the weighted coverage of the node.

the %Vé%ﬁﬂce@g gyg%%i?@nfi%r?ssﬁ‘:g I lnodB R HHndae kaevtetghirt for

crteria0 buperodarie glesignation dbeaihemeihed gegedade PrajriyisA20
e R B o e e e
one ordinar

the value may be the sum of the weighted connectivity (i.e. the measured
powér of received ‘transmissions).and the weighted coverage of the node.
When the role of the node is ordinary-node and the nbde selected itself for
super-node designation, then, the method proceeds o procedure 220.
When the node (i.e., either an ordinary-node or a super-node) selected a
one-hop ordinary-node neighbor for super-node designation, the method
proceeds to procedure 218. With reference to Figure 3, local topology
processor 154 selects an ordinary-node for super-node designation.

In procedure 218, a super-node designation message is
transmitted to the selected ordinary-node. With reference to Figure 3,
local topology processor 154 transmits via transmitter 160 a super-node
designation message to the selected ordinary-node. After the completion
of procedure 210 the method proceeds to procedure 226. After the
completion of procedure 218, the method returns to procedure 200.
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proceeds to procedure 218. With reference to Figure 3, local topology
processor 154 selects an ordinary-node for super-node designation. 25 In

218, a super--node designation message is tr |£li gl t Othf
wo géﬁ)éﬁ&%%{%rdinary-node. With reference to Figure 3, Iocalgt{})?)}(})?rog)ym 20

procensqirdbddupasiits Vighsanenaitter 160ha syRer-nodendasignations
message to the selected ordinary-node. After the completion “of procedure

supenhgdfe RABthod3HiscEeds 1B3HERaREre tREINtelithes, 368mpRit-hop

Fered h t C 4232
SuPelgomug‘rz%%%ggT%?%%%%%g Ir?@ﬁgcgggr% é‘%,tt f I%‘geofo’thlé’ $de

topolegytiingestera’ Shpehangrsatie dedicattheackbentoreutig-fiokis witt
estabggﬁ' I‘Ele%i‘ éBOES%QHEOQﬁg%E?@Q{SR% \é/g}t%é%‘ire; (feit*gng@éj re

, local topology processor 1 ges the role 0

neighbgser-Adtes el ®eydiichesf pedimdadeharRbtme nosting linkswits to

- per-node neighbors. After the completion of procedure 220,
P rooet(ﬁ]‘éﬁrén%ggwogg proceeds to procedures 200. It is noted that an

ordin&ryenodegrhaihehaage dediokerjonsupermege wihendgdaits role to

supe N B AL B RTe e csin e HELERETSHGE R P

is 1hdépenden '

This chadgdiFioledsSnubistridechentatictdiestgyion cismedmstéaguagating

routire%j‘nformation, when the gwn role_ of the node changes, operative in
a

accordants With Endth¥f eMBOGImEnt'dP YRR dsciddiatethnifiienatic
illustrptiocedfiee ABhaidhangritine @uAFgleeb LeHhenadeds idrndfied: A

of th o[giigar -node may change its role to a super-node and a super-node
e

& S rQRaR IS liRsRRi R eWHBrea eliirsrat e dmeiyeeits
the dreitotsantesdinigenode ghesstine methodapsg 19 PECSHHIesIZ%

254, 256. When an ordinary-node changes its role to a super-node, then

the nRdenisniipprishds A prBEdaas st Jowitshergends R 3
supereEHdoRAlOdY BIRESSFONdINEPIERBIHE its role to an ordinary-node.
When a‘su'pennodé changes its role to an ordinary-node, then the method
proceeds to procedures 252, 254, 256. When an ordinary-nade changes
its role to a super-node, then the method proceeds to procedures 258. -
With reference to Figure 3, local topology processor 154 detects the
change of the own role of the receiving node.

In procedure 252, the backbone routing table is terminated. An
ordinary-node forwards packets only according to a local routing table
stored therein. With reference to Figure 3, routing processor 156
terminates the backbone routing table.

In procedure 254, the one-hop super-node neighbors are
designated as gateways for forwarding packets in the local routing table.
Ordinary-node forwards packets fo other nodes more than two hops away
via any of the one-hop super-node neighbors thereof. With reference to
Figure 3, routing processor 156 designates one-hop super-node neighbors

as gateways.
-33.
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change of the own role of the receiving node. in procedure 252; the
backbone routing table is terminated. An ordinary-node forwards packets

woon{ly %%C%rding to a local routing table stored therein. With rTe/feE((anc%tQ:
IJ-'?gu/re §2 routing processor 156 25 terminates the backbbh& %L}%& f3ble.

In progestiedbfe TN RILSHRSIRARRIGRDGS A8 dRsIgRAIRS @5

gateways for.forwarding packets in the local routing table. Ordinary-node

Chan@&%ﬁ?dﬁ‘ﬁa@@t’s feroirsy nelidbanirsien dretw 6 hapaasviy thea tyg-bote
neigHBRARISYPRERIECIRArSe e%tb@%e@%m% e tor
designates o

routing processor 15 ne-hop super-note neighbors” as

156 ypdelrgy $hespwabroution krezoaecamdingoar heosbanggs doether d2ss,

topoldls 19€ I .table is updated according to changes in the local
P tg)go?o@%%ge@node (i.e., changes in the two-hop neighborhood of the

nodel Withcetarengdo Biguebn®riottipglpagcasiabatsd ispdatemithgd
: ing.table according to the changes in.the local o topology of the
with 4 R P S P R it 2 e e i
is catdbastede aceitipgiyper-Mebemeighbotiandaareiwerkitouting tableais
constructed accordingly. When a node changes its role to a super-node, it
supe e TR RV FERIHR fRG HACRSE BRI AR AR AT e
least selectedseleipob supehopdengighbrigof thedieders Cosegidentipdbe

new syper-node is cognizant of the topology of the network, and can
COnS%gféﬁ[ﬁF a‘?\?caﬁ%ﬁglp HBRIGHSoGRAG EIE, itherifrAegeRinf i de

netwondhenetoank eadiiass eavpledxdifutoseadesk(Budibendieciar

ia an external router coupling an external network). 15 With reference to

entrie; dne Y etROfk BBAFEHRIESSP B2 6 cHiplEs wikionk eopias
(i.e., datrhaseeciitbPRRINOD SKRerRoLR ReIgRRRNAGh Mg RICGERSBHY 56

... constructs a network routing table, After the _
With reference to Figure 3, network topology processor 152 exchanges
network topology databases with one-hop éupemode neighbor and
routing processor 156 constructs a‘netWDrkro’uting table. After the
completion of proceduré 258, the method proceeds to procedure 260, 262
and 264,

In procedure 260, network fopology update messages are
received, and the network topology database and the network routing table
are updated accordingly. The network topology database of the super-
node, and consequently the network routing table, is updated by flooding
network topology update messages informing of changes in the topology
of the network.  Each super-node sends topology update messages of
changes In the topology in the one-hop neighborhood of the super-node
(e.g., a node changed its role, a node joined or left the local neighborhood
of the super-node or a node changed its connectivity state with other
nodes). With reference to Figure 3, network topology processor 152
receives network topology update messages and updates the network
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completion of procedure 258, the method proceeds to procedure 260, 262

and 264. 20 In procedure 260, network topology update mesiages. are

received, and the network topology database and the networI K zr(%u}m%:);:{}4
WO %%{Bfézzg%g updated accordingly. The network topology dataB 458" RE

topologypertabeecani ootisgaprotbstie NEB/arkdatsiagabIR IS HRIRIGH
flooding network topology update messages informing of changes in the
table. topology 25 of the network. Each super-node sends topology update

gaspin WeenRelogyni o] [l%)[@ nel od_of the
;n esem-ir?g(i@%g.hg?qa noclie t[cliﬁanged i?é@?l(é@z n[(})%e Jomeﬁégbgrggegét%e?ggal
transnﬁil%q{

BBrRBB St HePaipdtonrianbaisdacswinting it cumpesiviyistate
etk pISG ) adama Ui S0rs A IO ROy PIpES SO

152 so receives network topology update messages an

processqivbee tnsueiieoeredomeiagy mpzmnm%m@iaﬁ?ol?% ?Oagggﬁrsee.
Roug HRGRRSQr up e routi able.
ZgzL?mEe ork topolo%%ﬁdpéqm%ss@ggﬁa&{% _Hg%lrﬁtté’a%sgﬁf?%oﬁre
transmytigerinderentaihBopsratededing gbsmmn,tgmmhe% ?@‘Bf‘fﬁfigfﬂ%y
it Lefer Figur networ olo i
local %gtﬁisml S netwo%%?oggb%&ﬁp@éi@ rﬁgggggeié%ﬁgpr’écé&ﬂ%t%ﬂn Nbork

referefigpolodgyiapeatd mebsagescreldgansrottessty qra%ma@ﬁ@ﬁg-ﬂ@%%h

[ rding to changes in the local topology database and the
oo g ble K fpclatiel Wi AQ PERTehcid FEASs, deawisie!
routingdpblegy processor 152 transmits network topology update messages.

RO ssor 156 updates the local routing table, One-hop .
n;ﬁ%%?@@C§$ SHmAR Hodd MEY TRH grIg5 8L Jnstvisriesimdhe

networtr-fiop oeighborhetghbbthe saditansredmathareiase. the 4R Fauing
muﬂngi%%'ﬂﬁg%r? %%&p !’%i%fcg ethoerd(j)rr]girgg%qgorggyngggngﬁavgggnvfhugg such
an event ocours. _ o

Alternatively, the role of a one-hop neighbor of the ordinary—hede
may change. This change of role is considered a combination of two
simultaneous events, The first event is the leaving of a node of one role,
and the second event being the simultaneous joining of a node of the
other role. The local topology database and the local routing table are
maintained during the change of roles. For example, the change of role of
a one-hope node neighbor, from ordinary-node to a super-node, is
considered as an event of an ordinary-node leaving and the simultaneous
event of a super-node joining the one-hop neighborhood,

Reference is now made to Figure 6, which is a schematic
itustration of a method for updating routing information in an
ordinary-node, when a node neighbor joins or leaves the one-hop
neighborhood of the ordinary-node, operative in accordance with a further
embodiment of the disclosed technique. In procedure 280, the joining or

leaving of one-hop neighbor is identified by an ordinary-node. A node is
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an event occurs. Alternatively, the role of a one-hop neighbor of the
ordinary-node may change. This change of role is considered a

ination of two simultaneous events. The first event. {)sc ?ﬁ%ﬁ%\/l{i}l{’;{%&f
Woggrﬁz}é&eg%@one role, 20 and the second event being the simultarieous

identjfiedngsofeaningr efftee lther mmﬁsgbeéos;ﬁkﬁ@ﬁqlf&géoﬁgémﬁg%%
i i i rn e chan ,

Wi g e o

neigtdrdindegnaslettie asneeroROdRidhEReiEeres ag,an §P’cﬁﬂg%ﬁgde

he
b3
inary-node leaving and the simultaneous 2e event 0 per-noée

meth%ﬁﬂi%og?ee ﬁeiﬂoﬁfﬁ&%ﬂ\éfﬁh%ﬁaz Réferénce ABow Mémnta Faedi6p
Supepiinlele heRIAOR o AR o SMERS haRiminaded Sy e

information In an ordinary-node, when a node neighbor joins or

0"dfnﬂ%ﬁ@ﬁh&ﬁ%@@ﬁb@fﬁmj@@@ﬂdﬁé@m@maaapwndt'ﬂléﬂn @cn%cdﬁme
i i 0 ipent of discl technigue. In procedure
e e PRl e,
Wheryriary Mol iy -weseis bsscxmeszoa?lm%awcml@wmf@ﬁ%ed
o ifi f o.messages of that n are not receive
T o B T oK T D BREH U aodunen &

supenBRiihsieishley thewradnp mighhmhnet@bbme@rﬁﬂmaf)mﬁdﬁg%@ge,
t rocedure 282 and When a one-hop
e e e oo et o
Figurerdiniegal odwates ettt psocetsls uam@ﬁ@@urﬁtﬁ%@ﬁcﬁ?%‘gg%gg IS
e ] ifi joini hen the first hellp message there from is re .
e R R S e onom
ordidanpraomsjuher2ee, mh@ﬂxﬂf@@ﬁﬁt@@%ﬁﬁgg&ﬁ%’eﬁﬁg@%em a
, - ' b ' -hop neighbor o

or S o 12 P ol B SR8 b oecigfeporsararess avih
Figureelerentiagopfigues8; s@ldeeleo Bresesss sk identifies ita gnediop
Ieavin@e(%%%rryﬁode, from the local routing table.

' In procedure 284, the routing entz"ées, aséo‘ciated‘ with the

| one-hop neighbors of the leaving ordinafymode, are dél“eféd‘ﬁ*om‘ theibﬁoal‘

routing table. These routing entries, associated with the one'—hop
neighbors of the leaving ordinary-node, are the routes to hosts coupled
with this leaving ordinary-node. These routing entries are further routes to
the two-hop neighbors of the leaving ordinary-node. With reference to
Figure 3, routing processor 156 deletes the routing entries associated with
the one-hop neighbors of the leaving ordinary-node, from the local routing
table.

In procedure 286, the processing of host routing information
messages from the leaving ordinary-node, is ceased. Since the leaving
ordinary-node is no longer a one-hop neighbor, packets to hosts coupled
therewith (i.e., either directly of via an external router coupling an external

network) can no longer be routed via the leaving ordinary-node. With
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joined or left the one-hop neighborhood of th_e ordinary-_node. In pro_cedure
282, the routing entry of the route to the leaving 15 ordinary-node, is

deleted from the local routing table. With reference to Figjurge/a‘f){;,%!govlj(%r(]}go4
\Vopz?géézs%é? 156 deletes the routing entry of the route to th 4]

referepgmdie-Figeerrém tbatiagalﬂmﬂmtﬁb]ﬁﬁég‘ @%%ﬁ\ﬁﬁ%&@@g RiILY
: j ' ith the cone-hop neighbors of t .
g e el

e e e e

i - tes to hosts ¢
Sié’!ﬁi%z&ﬁ%i,u?c%i%%%&%ﬁ%%meswgmﬁgmmmw@?@m
supemeighthois dbtbesigaying Cﬂ?@”ﬁfﬁﬂ%twghté%ﬁgenw&ﬁ r%l uﬁrafpg'g i,
; oyting processor 156 deletes the routing ntries assoc!ate .
Flgur%n%—ﬁ%ﬂwgﬁﬁ%@%?%é AV RSINS -nodtn froan thedocalyesitined

with thableirigraaeers i ie RiRGeEsing, alingskiuing information

f the leaving ordinary-node, IS ceaséd, Since the leaving
(r)nrzis Qar?ﬁ’f?iﬁ?trﬁ%imiﬁ" fod8Hgdha cﬁf@@h@pim@igﬁbbugliankie{mg mi@n@ﬁmed
Sl iR & ' ' vi external royter ]
mess xterﬁ;wﬁécb%l?)@ﬁ%eﬁgﬂ%ﬁgﬁ%é ﬁﬁtgeaas\% ’tﬁgcﬁi\ﬂﬁé’%ﬁ'ﬂ‘ﬁlﬁtﬂ%ﬁe.
of rew%ﬁhtﬁ-f@%%mmmmhe:m\m@o@m@wﬁ%@@@fea@eegf@&ngyﬁ 3,
i 156:¢ es .10 process host routing information ”
the ldﬁi%ﬁ@r%%ﬁé &ﬁﬁg oﬁp |ng%g-r%%eSM§Eﬁéo£%rﬁ§sH@nm%uﬁng

one-Nekey i the Rashatsuimdretiie doupiece dusesifit f@@r’(%iﬂalr%’&FYbe
routedthggopte F@ébﬁbe%\ﬂﬁgr%aﬁB?r'wgﬁéiﬁ%‘%ﬁgggﬁ) %ﬁggg’{aegrggggg

table. With reference to Figure 3, _
p"oce%%@ﬁieﬂé@ﬁ@ﬁ%@aégq@tamwm%mlﬁm@m@%tm%%ebgb%'%%

' ro re 290, the progessing of host routing information
e o e e oMY dLREr ! FOALER, dnieihe toetiyraris
entries, of routes to hosts coupled with the leaving super-node, from the
local routing table.

_ln procedure 292, the processing of host routing information

-Mmessages from the joining ordinary-node is ‘commenced, and routing

entries associated with the one-hop neighbors of the }dining ordinary-node
are added to the local routing table. These routing en‘tri‘éé, associated with
the one-hop neighbors of the joining ordinary-node, are the routes to hosts
coubled with these one-hop neighbors or two-hop neighbors of the node.
Since the joining ordinary-node is now a one-hop neighbor, packets to
hosts coupled therewith and to one-hop node neighbors thereof, are
routed via the joining ordinary-node. With reference to Figure 3, routing
processor commences the processing of host routing information
messages from the joining ordinary-node. Routing processor 156
commences the processing of host routing information Mmessages from the
joining ordinary-node and adds routing entries associated with the one
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1n of routes to hosts coupled with the leaving super-node, are deleted
from the local routing table. Since the leaving super-node is no longer a

- eighbor, packets to hosts coupled therewith can no longer be
wo %}lﬁfe%gg%g the leaving super-node. With reference to Figu‘?ggf%} I’ﬁ%{bw

one-hwpceeightidt cslates oipingessdiasijoudng infernmatier MessrIesdkm
routi 5 ?%Eaving super-node. Routing processor 156 further deletes the
outing, i ‘entries, of routes to hosts coupled with the leaving super-node,

from theplosatiautinmiable. oPIRELUNSPIR theBIREess g of ffshg
routing information messages from the joining ordinary-node is

ordingrineRest2dHaYdahg Ieoaipeting dekiatetMiireferenesnopFigure
3, rol@igbeseiide J'P%”Qd?fgi%a%ﬂﬁgﬁ %}ﬁé@f%?dat%ﬂ?el a[tﬁ%uﬁﬁ%itﬁg e,

. These routing entries, associated wit ne-hop neighbors of
ordinggiitrrrdin A ierrd, ratding s to hosts coupled with these one-hop

neighbo = eighpo .nad ince the joinin .
o SR B B TR i esmatiar
messggewitioahdis oiring rauteeneighieorsehecenmareodutedviadiging
- ~JOINi ' . With, referencg to.Figure 3, routin rocessor
e R T e A Bt
the lage! jomitigdidiniary-&idee Rbetigrirressmristdeommences dir-hop
from the 30 joining

; cess| f.hast routing information messages
e TR R e e A T
super00de.122620tH° Clbfe0 0 00504-tmerd o3 nejgliiors obthedeiing 156

rdinary-node are added to the local routing table. In procedure 294, a
Comm(r%ﬁ{%g RS I utdoR! tHE %’iﬂﬁwg”ﬁ?ﬁmﬁ%ﬂgﬁoé@,@%‘sﬁaﬁ%d i®Me fogal

joiningowting taiielaWitReltrencerodkigsse 553 rasiingPReessad 56.adds a

oo e e g ot e o e e
routing table.

In procedure 298, the routing entry of the route to the joining
super-node, is added to the local routing table and the joining super-node
Is designated as a gateway. With referernce to Figure 3, routing processor
156 adds the routing entry, of the route to the jdinihg SUper*node to the
local routing table. '

One-hop neighbors of a super-node may join or leave the
network or the one-hop neighborhood of the super-node. Therefore, the
routing information and role of the super-node may change when such a
change occurs.

Alternatively, the role of a one-hop neighbor of the super-node
may change. As mentioned above, this change of role may be considered
a combination of two simultaneous events. For example, the event of a
one-hope node neighbor, changing its role from a super-node to an
ordinary-node is considered as an event of a super-node leaving and the

simultaneous event of an ordinary-node joining the one-hop neighborhood.
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messages, from the joining super-node, is commenced, and routing
entries, of routes to hosts coupled with the joining super-node, are agd to
the local routing table. Since the joining super-node is pow a one-hop
WO%%e(@Ef)&g??apackets to hosts coupled therewith, can be rouFeCJ@fé%%"’%of) )ﬁgﬁwg
supeRatRienpsthsefirsndoadFigore-Ryunaitiig proicésser é5§0her?1atic
: e I t.routing jnformation messages from the
s 0BT SER IRGEE T DO R e et o e e
wheneatriesicoheigtesoto jbrstsaoleded ittt ipining ?gwﬂgt@g?hmg%cal
ting table. In procedure 298, the royting entry of the route to the joining
Supeé%%é%qhoodvee,lép‘é%dé% t%%%riiﬁ%’%ﬁ‘ﬂ I%W—f*hﬁfd @I’i@ﬁ@#ﬁfﬁ_@@uﬁr-’iﬁtﬁje
disclaseatbsegmatiedies aropieveduWiB referancsiibid fdyiRyodegRssor
., 20 156 adds the routing entry, of the route to the Jplnlngksuper-.node. to the
neigh}%%%l %lﬁéjﬁatgﬁ% %@%-W‘é?@ﬁ@ors%ﬁ‘é’@@p‘ér-ﬁ@é@f#ﬁdy%lﬁaﬁwé@ve
whenthelloaiveiabe nad aiaeio RDoshred withs %%9&%35!&%2'}%??‘8&?’
the routing information and role of the super-node may change when'

The cgidn B harge BrsuRe REeriavaINaH ook bmisadhdptatignior: of

hesu ﬁ@mm : men abqve, this nge of role
Wﬁeﬁma§b2§ c:onsidered8 yﬁfﬂ&%iﬁ#ﬁ%n ?ﬁ@gﬁs%rnulfgﬁgé%s g\Be%njts%EgrROp
ne@h@?ﬁ%‘?&@,?ﬁé@/éﬁ?@fﬁl%-ﬂm sl eedigisbprockadging ms?odﬁiﬁmn a
erngde 4 an di -nage. i idered as an event of a
e e i e R S AR T Yane
one-hpphingiahberfeae pofidihbaiinesdodds Wen2007/122626 proceeds to

_ i de to Fi 7, which is a
Proce e IlUSuion of a aoe o UUTg vol g G B2

‘messagpelsniieivehethamodeneightejoirtelyleaventhe eneibapfied as

joinin%%&%‘%ﬁﬁ@%f %‘?ﬁg‘é)rdgf %ﬁ%at%géga%cgg rgraen;ggcve\zlgbhe ni%tglg
from. When a one-hop ordinary-node neighbor joins the one-hop
neighborhood of the super-node, then the method proceeds {o procedure
320, 322. When a one-hop super-node neighbor joins the one-hop
neighborhood of the super-node, then the method proceeds {o procedure
324 and 326. With reference to Figure 3, local topology prooéssor 154
identifies if a one-hop heighbo:‘ joined or left the one-hop neighborhood of
the super-node.

In pro:ﬁedure 312, the routing entry of the route to the leaving
ordinary-node, is deleted from the local routing table. With reference to
Figure 3, routing processor 156 deletes the routing entry of the route to the
leaving ordinary-nade, from the local routing table.

In procedure 314, the routing entries associated with the
one-hop neighbors of the leaving ordinary-node, are deleted from the local
routing table.  These routing entries, associated with the one-hop
neighbors of the leaving ordinary-nodes, are the routes to hosts coupled

with these one-hop neighbors or two-hop neighbors of the node. With
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5 disclosed technique. In procedure 310, the joining or leaving of o_ne-hop
neighbor, is identified by a super-node. A node is identified_as_leavmg., PI
lo messages are no longer received within a ce i & B5HRd-
wo Whenhsl Eléil?y g@ 4

The certain time period may be predetermined or dynamically determined.

referanberia bigmBondintngnodeesighbpbdedupstie preooli® entries
method proceeds to procedure

ighborhoqd of the super-nade, the iﬁ; ,
aSSO@%@,@MpQr%%%‘.W? %e&aﬂ@ﬁ% LT -G e RishoR éedetnom
the logaerbafimetabiorhood of the super-node, then the methqd proceeds to
procidure 318, A node is identified as joining, when the first hello

messAgR RGRESG & therd Yok OSRERRGVE y:@ﬁ’bd@ﬁ@imﬁﬂf@@“@@m‘fb
messiRRIsdruhemma demimin %ﬁd?h'ﬁ??ﬁﬁd?feh%od@&%%%gess%‘ééet?r%‘g%%\'}tﬂveé €

from. When a one-hop ordinary-node neighbor joins the one-

ordingid sk H8 diPolaeiuperfoBeptneisteon dRc gitotedursts progsddre
(322. ; h - ' joi -
re A0 1 o g s N OB W
Netwosts)39aramy ee okt refsraiesh V@tharéezawb@lmam@m‘h gy:mdhek;asswmﬁ4f
identifiesr ho ' |0l orleft the one- neighborhood o
e et ois. 1 prOMCHE PR g SATS of el A0tEo (e
routing AViRgVsinareRsEE S tieletéEfloavihe todahaoytingdabte pWithdure
: ' ti rocessar 15n deletes the royting entry
R R A R e D i e
assSOqhERS dwH 3t tmmug'ngtmﬁriesasscmiatetéwwdh&cl)ﬂmet’df@m@%llﬁm#lors
- af j inary-node, are deleted f the local routing table,
ot e R R e o 5o, A PBS o
this eeadivgy srgiearyededesraredihiesottesitelbosts apieplaetwt these this

._one-hop neighbors or two-hop.neighbors of the node. With -39 WO
eavin R PReT 15 20071 Bigs b reraliie B FERrE dor e 5
routingrocesses d5todethtks dhaoudng enwiesies of the route to the leaving

super-node and routes associated with the leaving super-node from

network routing table and from the local routing table.

In procedure 320, the processing of host routing information
messages, from the joining ordinary-node, is commenced and routing
enfries, associated with the one-hop neighbors of the joining
ordinary-node, are added to the local routing table. These rouﬁng'entries,
associated with the one-hop neighbor of the joining ordinary-node, are the
routes to hosts coupled with the joining ordinary-node. Since the joining
ordinary-node is now a one-hop neighbor, packets to hosts coupled
therewith, can be routed via the joining ordinary-node. With reference to
Figure 3, routing processor 156 commences the processing of host routing
information messages from the joining ordinary-node. Routing processor
156 commences the processing of host routing information messages

from the joining ordinary-node and adds routing entries associated with the
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associated with the one-hop neighbors of the leaving ordinary-node,_ from
the local routing table. In procedure 316, the processing of host routllng
information messages from the leaving ordinary-node, is ceased. Slnge
WORR[E29"g ordinary-node is no longer a one-hop neighbBf; (A )EY80504
one dmstsoponplghbterewithe(isinigtheralesinehyia RN RN ISk eal
. coupling an external network) can no longer be routed via the leaving
routi é%ﬁ?:L‘?y-node. With reference to Figure 3, routing processor 156 ceases
to pregespoesile rautno nieimRICRMAFS59Ss Mg, eunging
ordinar §node In procedure 318, r%atingﬁgngifles ogthe route%o tt?g Peaglng

ordingiBpdds a6¢ eeutedhadesabieutingrahicle AVt miscemueo ﬁ?igbul re
outi e r he local, routing, table.

. ot de sl iowng e AT LR IO e,

ording@iyidenie ik enacmisartirgiigesuper-node serves as a first hop. With

' ; ' 15 letes th ing entries of
the 1o a2 S SR R re 2 oL e i g

supeltewdagsubsriodeatontiadovkidhtingitble engdrarndee leabrmyding

o gD RRSERIE 320, 1 procesing of hostrquting pfornation, 20

messages, thejoining

superembdes, aAssooigies v‘mjtfmmelwlﬁ-h@@fm@dﬂl@b@f&ig’;fetljt_?ﬁi%@i%?sr-no?e. .

. i -npde,. are added tg the local routing table. These routing entries,
Wit R WHIEHTE ohd P SeRIRGBE St ARSI, ABBES e e
the rouietés thégshsicgunieemiibdbeieinioneisinsssaates Sinrete;isin

25 ordinary-node is now a one-hop neighbor, packets to hosts couple
Supeffﬁgae%ﬁ%%ggl J&H%BQ/@W% joining ordinary-node. With reference to

Figune amj@étjm@@@?Wt@i@@%@@@%&%%@%ﬁ@gﬂﬁ%ﬂ%ed
outing. information messages from the joining ordinary-node. Routihg

with 135/l T4BRREreRY e phebess {POHRBY ratmerRtoRnatidte
netwollkessiages SHItom theisising asairmrypoda/ARd aAds sautindapites,
netwarsstggotggngpog:seess_gro 152 exchanges network topology databases
with one-hop super-node neighbors and routing processor 156 construcis
a network routing table. After the completion of procedure 326, the
method proceeds to procedure 328 and 330. V
~In procedure 328, network topology update messages are
transmitted fo the joining super-node neighbors, according to changes in
the network topology database and in the local topology database. This
network topology update message is flooded through the backbone. With
reference fo Figure 3, network ’cépeiogy processor 152 transmits network
topology update messages.
In procedure 330, network topology update messages are
received from the joining super-node neighbors and the network topology
database and the network routing table are updated accordingly. This

network topology update message is flooded thorough the backbone. With
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WO 2007/122620 PC1/11,2007/000504 one one-hop neighbors of the
joining ordinary-node are added to the local routing table. in procedure
322, a routing entry of a route to the joining ordinary-nod)e is add7ed to }ghe
wo F(gggﬂ%zo(’&ﬁn_g table. With reference to Figure 5 3, routing ngélé@%r‘{{Tg@
refercqs dorobignoendy D%M@Me’ftfpth@gpinﬂiﬁ@c@é‘é@ﬂ&’ﬂ@@%%?ﬁﬁs‘%ﬂ
' le..In procedure 324, routing entries, of the route to the joining
trans@%%ﬂ%néggg %tr\{vao?rgd% 01%%(98 St H@§5i8ing super-node, are added
to th& kfeabnaating table. M@q@sp@ §%C|@t,equyig_p] tng ‘AO'QE}%H% c
mus,{ré;ﬁ(?er-ngde are routes to one-hop neighbors of the joining super-node.
|

R rSEréite SESHIRIREY, RENRE prdBesterorge erls willting efuribgrof
embothmemiterto ithe jgini o d i ith joining
T mar node t the I RS0 oty
netwopkgtile SrdMRMREhgRBETRRItNGH jsiies-Soper-motebeTd dnel néteork
inimtsirsoieg I5RassARM g i le i dated accordingly.
T et e b SRl RS iR

With reference to Figure
400 W%ﬁ@to%‘dﬂ&ﬁj;f@g%aﬁé&,wiﬁ%nem supkr-h08e deighhatsdindy
homHosdg cpnstr t roufing table. After the
om comp eﬁﬁﬁﬁ‘%%gé%%re@ g%BH'ﬁﬁt% %ﬁn%&%d%%cgg(gg Opﬂ?@é@ﬂ?é@%

by cirglgg.33detwprsciridher feolushes duitg ¥ DROARONESSA0ES A 34
438 aff@nsited i '551in§. r-node neighbors, ccordbing to changes in
the network %opoiolgy dat{atatl;{zias%Sanagnr ug% 2155p8109 %ﬁﬁﬁg%f?'?ﬁis
428 angndSik wpsaytepatbenagsage isttooided 4raugtptheRackbeng, it
have e e igure. 3, netwo I&éo ology. processor 152 transmits
© netﬁoﬁg%péﬁ%%ygﬁpogﬁé r%%%gge é%ﬁﬁ &bd&i‘@@f@@} Aénrbfk tep&Rsgy
424 augpeaeninestageparaudeenee] foomshieipigingsyReLROIRSISNRg"S
t topol se and the network routing ,able are
class %g%@ggcéﬁgrﬁ% ?ﬁéf@%% (i.e., in accordance V\/gl’[h the IP
addressing scheme). The network coupled with router 424 has a subnet
mask 130.40.30.0. Hosts 426, 430 and router 428 are coupled to
ordinary-node 416 constituting a sub-network having a class C subnet
address 10.120.50.0. - The network coupled with router 482 has a class G-
subnet mask 130.40.10.0. Hos’;s 432 and 434 are coupled o ordinary
node 418 constituting a sub-network having a class C subnet address
10.120.40.0. Hosts 438, 440 and router 436 are coupled to Crdinary node

420 constituting a sub-network having a class C subnet address

10.120.30.0. The network coupled with router 436 has a class C subnet
address 130.40.20.0. The hosis, coupled to nodes 402, 416, 418 and
420, are brought herewith as an example.  Other nodes (i.e.,
ordinary-node or super-node) may have hosts coupled to them, One-hop
Super-node neighbors communicate with each other by a dedicated
backbone routing link designated by a bold line. Supernode 404
communicates with super-nodes 402, 406, and 408 via dedicated

backbone routing links 442, 446 and 444 respectively. Super-node 408
A
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With -41 WO 2007/122620 PCTI11,20071000504 reference to Figure 3,

wongiwerkippology processor 152 transmits via transmitter,{,%(}g)i,%(35\9/8({%30 "
topology update messages. Reference is now made to Figure 8, W(]IC 11S

and 406chematinitiatsratibresichnrodivemylagentitatst, fimedsondanaeindthink

8.k 150 T Rl b A SR oML AF P

neighthersninimal one-hop backbone super-node number are equal to one.
Netwgark ,400 include suger-nodes 4?2, 404, 406 and 408 designated by
thombSEs "GrnARFnBY 5 i GXBMPIaY, neWvorte 490q 8 oassingsh@d

uniquie bip cirgtrestletworn4R0 tisthet ingudes harisd22uAek 1RhHR2bM
438 and 44grg§sign ted by triangles and router to external networks 424,
S

repregs8iata3 RSBy hEREHORS! RGURS identiipgar asdeniayhe
routirRRvEISIREr NORSS) (mtéﬁ@wwp'qddheéﬁwb@!oaﬁp‘é%@ﬁg "8k s

. 424 are coupled to super-node 402, constituting a sub-network having a
assigngd gdeiestifRG: AR dsattl roiveiy-medardéis danigneiatidrges
100.2addressing scheme). The network coupled with router 424 has a subnet

mask 130.40.30.0. Hosts 426, 430 and router 428 are coupled to
ordin&ARIfode 1818 coHSTNRY arsubtitetabik Iefvingiaatsodesdbitin
twEidress 19.120.50, e K d.wi r482 has.a glass
e 2,0 subnet mas@lg%%glc%w\%s@ j%?ar%g% ?gﬁ? ﬁ%%iu%fgéd ’c‘%cgro ﬁg(r:y
technigdr 4ligcowiattingl Adaltiaidanarh Hanirshatisih Cirmabobthe doesing
1}@%4 t . an 4 e pled to grdinary node
local 1’%0‘ cqns?ﬁ%ﬁﬁ?éé%e%jv%rk r%@n%ggb c?‘a%s@éczgﬁ neFAapase™y o
determonSicadyo (Fige, retaorking Upldtisvithubote 86 baglechgscCisubos)

oS855 (00D ACTIR SOyl g 5 115, g ol
packeirdinarpacdebicsepeenoddy Mag bavehdite covpled ke thesy. Snedap
fo super-node 408). Therefore, super-nodes 406 and 408 are indicated as
gateways to nodes-in the network more than two hops away. The rest of
the entries are entries of ordinary-nodes 418 and 420, which are the one
and two-hop neighbors of ordinary node 416 and the hosts coupled to

ordinary-nodes 418 and 420.

- Table 1

Ordinary-Node 416 Routing Table

Destination Subnet mask Sending Via Note

) 100.200.0.8 | 255.255.255.255 | 100.200.1.3 To SN 406 via self

2] 100.200.0.4 | 255.255.255.255 | 100.200.1.3 To SN 408 via self

3 100.200.0.2 | 255.255.255.255 | 100.200.0.4 | To SN 404 via SN 408

41 100.200.0.2 | 255.255.255.255 | 100.200.0.3 | To SN 404 via SN 406
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Super-node neighbors communicate with each other by a dedicated
backbone routing link designated by a bold line. SuperLnode 404 30
nicates with super-nodes 402, 406, and 408 via dedi g .
wo (g)g)k %’r%&e routing links 442, 446 and 444 respectively, ngle%tg] goﬁ))wém
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Subnet mask Sending. Via. Note

A3 0.0.00

0.0.0.0

100.200.0.4

Packets to the world
may pass through SN
408

A4 0.0.0.0

0.0.0.0

100.260.0.3

Packets to the world
may pass through SN

ON — Ordinary-Nod
SN — Super-Node

e

406

Table 2 is the routing tables of superénode 404 in exemplary

network 400 in accordance with the disclosed technique.

The roufing

tables of super-node 404 include two routing tables. The first routing table

is the local roufing table.

The local routing table includes entries to

one-hop neighbors of super-node 404 and to the hosts coupled therewith.

The second routing table is the network routing table. 1he network routing

table includes entries to each node and host in the network other then the

one-hop neighbors of super-node 404,
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1 100.200 .0 ,3 255.255. 256.255 100-200.1.3 To SN 406 via self 2
00.200 0 4 255.255.255_255 100.200.1.3 '1 b SN 408 via self

wo 1939002 255 255,255.255 100.200.0.4 To SN 404 Vig, SH A8 hosos

10020002 255 255.255.255 100,200.0.3 To bN 404 via SN 406 -43 WO
2007/122620 PCT/IL2007/00 5g4 100,200.1.6 255.255,255.255
100.200.1.3 To ON 418 via s 0,200.1.5 255.255.255,255

100.200.1.6 J To ON 420 Via ON 418 7 1100.2001.2 755 955 955755
100.200.0.StHEN-No e 40408 qertivngdoall @s5.255.255.255
160-266-0-3-Fa-ON-4i4-via-SN-406—9-16:120:50,0-255.255.255.0

123 %@%g 1Tan gv rk ehln § via self! Toimetwork behind .1(¢
1 O% 1700’ 255,255 255 514 1.70%39(5' y Apgaligrouter 398 To
network-behtre—11-106- 120 40-0-2655-255.255.0-100.200.1.6.node.418 v|a
node 418 12 10. 122@%8‘2% }é 200.1.6 To network behind
node 420 via node 418 Packets to the world -.13 0,0.0.0 0.0.010
100.200.0.4 may pass through SN 408 Packets to the worldr 14 04%

1.1 0/00.80000 R00.255 .25 oL HroudhiERM0E ..).....1 ON p
QOrdinary-Node| SN -- Super-Node: ... .. = e Table 2 is the I‘(\)!Lﬁlﬁa tables
of super-node 404 in exemplary

2. | 100200.0.3 | 256.255.255255 | 10020002 | 1 | [°SN406

via self

3. | 100.300.0.4 | 255.255.256.265 | 100.2000.2 | 41 | [0SN408

via self

4. | 100.300.1.2 | 255.255.256.255 | 100.200.0.2 | 1 | 'oONA412

via self

5. | 100.200.1.4 | 256255255255 | 10020002 | 1 | 10ON410

via self

6. | 100.200.1.5 | 255255256255 | 100.200.1.4 | 2 | loON420

via ON 410

Network Routing Table
7.1 100.200.1.1 | 25525526525 200. 10 ON 414
56.265.266.255 | 100.200.0.3 | 2 i SN 408
8. | 10020015 | 255255255255 200.0. To ON 420

v 5.25 100.200.04 | 2 Jio SN 408

9. | 100.200.1.6 | 255255255255 200.0. To ON 418
100.200.04 | 2 v N 08
10.] 100.200.1.3 | 255.255.2652565 | 100.200.04 | 2 | 10ON416
via SN 408
1. ] 100.200.1.3 | 255.255.255255 | 100.200.0. To ON 416
2 2000.3 02 i SN 406

12. ] 10.120.20.0 | 2552552550 | 10.120.20.12 | 2 To network

coupled with
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network 400 in accordance with the disclosed technique. T ho routing
tables of super-node 404 include two routing tables. The first routing table

wolsthglagsal routing table. The local routing table includes gpirigs 000504
one-hop neighbors of super-node 404 and to the hosts coupled therewith.

The second roufing table is the network routing table. | he|nedMotkragding
table includes entries to each node and host in the network otisM #4En thq
one-hep-neighbprs-of-stuper-node-404—44-WO-20071122620
PCT111,20071000504 Table 2 Super Node 404 Routing {Tabtesetwork
Destinati ubne %%{51 @gote Valpe LacaldRalwiity
13. Tgﬁg%a%bs zlo;gfl’.' 500.0.1 ?3&?9 255,255 10020602 Hviim
self 2. 100.200,0.3 255.255.255,255 100,200,0.2/1 To SN 40&Mai82If 3
100:-300-0-4-255:255:255255-100:200-0:2-+1+To-5-s~08 via4-
100300.1.2 255.255,255.255 100.200.0.2 1 To ON 412 via sélf Betwork
14, 1100209154 255.255:2585255:100,200,9 .25 F0;0N 420 via selibled with
100.200 1.5 255 255.255.255 100,200.1.4 2 To ON 420 via @N4tvia
Network Routing Table 1 w 7. 00.2001 1 255.255.255.255 300520406 . -
003 2fo ON414 via SN405 8. 7|100,200-1.5255255.255.255
100.200.0.4 2 Tio ON 420 via SN 408 To network
| 15.] 130.40.10.0 | 2552552550 | 100.200.0.3 | 4 coupled to
, router 428 via
SN 406
To network
= 4 coupled with
16. | 10.120.50.0 255.255.255 .0 100.200.0.4 3 ON 418 via
SN 408
o To network
17.1 130.40.10.0 | 2552552550 | 100.200.0.4 4 coupled to
router 428 via
SN 408
To network
, ; J— coupled with
18. 1 10.120.40.0 235,200.255,0 100.200.0.4 3 ON 418 via
SN 408
. , To network
" RN ‘ ; . - coupled with
19.} 10.120.30.0 255.255.255.0 1’00\20{).0‘4 3 ON 420 via
SN 408
To network
20. | 130.40.20.0 | 2552552550 | 100.200.0.4 4 | coupied with
router 436 via
SN 408
ON — Ordinary-Node
SN ~ Super-Node
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9. 100.200.1.6 255.2.55.255 255 100.200 0.4 2 ry'o ON 418 via SN 408
10. 100.200.1 3 255,7..55.255 255 100,200.0.4 2 To ON 416 via SN 408

wo ihet/fefaN4'iG 11, 100.200 1.3 255.255.2.55.255 ; 100.20008:4:vigh Mk
406 To networ k 12 10120 20 0255.255.255.0 10.120.20 12 2 coupled

with 1ggoti2e0mneesean OT | mﬁwm%@i\ﬂ#@%&i?(aﬁl\ééﬁ%éz o
y 40.30.0 255.255.255.0 100.200.0,1 3 coupled with router
noce S AR SR FSRES S R RS e ey

in the100126010.3t8cdeptidtioth 0D khal Guiek SN Mbrding-to- the-perfiflent

. : .40.10,0 255,255.255.0 100.200.0.3 4 coupled to router
routio BB (ol se A RO e B et an Thie e

hop i2befe? b2 AN 298 bBmary next hop.

However, according to one event, the link between the current
node (i.e., the last node to receive the packet or the packet source node)
and the primary next hop may be inoperative (i.e., sither temporarily or

- permanently). Moreover, according to another event, the primary next hop

may be incapable of relaying the packet. If such events occur, the current
node forwards the packet to an alternative next hop. This alternative next
hop is a node communicating with the original next hop, according to the
local topology database of the current node.  The alternative next hop
node relays the packet to the primary next hop. Alternatively, if there are
no one-hop neighbors, communicating with the primary next-hop, the
current node forWards the packet to a one-hop super-node neighbor or to

a one-hop ordinary-node neighbor not communicating with the primary

- next hop.

Reference is now made to Figure 9A which is a schematic
diagram of a network g;ener‘ally reference 500, operative in accordance
with another embodiment of the disclosed technique. Network 500
includes super-nodes 502, 504 and 508, and ordinary-node 506. in
network 500 the minimal one-hop local super~node number and the
minimal one-hop backbone super-node number are equal to two., Each of
lines 510 represents a communication link between an ordinary-node and
a one-hop neighbor of the ordinary-node. Bold line 512 represents a
dedicated backbone routing link between super-node 502 and super-node
504. Bold line 514 represents a dedicated backbone routing link between
super-node 502 and super-node 508, Bold line 518 represents g
dedicated backbone routing link between super-node 508 and super-node

504.
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ON 416 via SN 408 To network 17. 130.40.10.0 255.255.255.0
100.200.0,4 4 coupled to router 428 via SN 408 To network 18.

woO 107428540.0 255.255.255,0 100.200.0.4 3 coupled with @d4lBoriackhk
408 To network 19.10.120.30.0 255,255.25.5.0 100.200.0.4 coupled
withloXhg2evaat §xueBPELMeIRCPIR20)dasds4th 20268 . 256:25&10to

: ' 36.via_SN 408 ON - Ordinary-Nod
o RGBSR AT QS
dedicatadshaiskimnef eopéiokelitietiieis thpacktivsptines sageto this mBoket

stinatjo each node determined the next hop in the route to the
forwar g P LB a5 AL o the e RAL GBI e
commiocatingingitallepermesderEooutingdatie dufhisopesd & e isdetetres to
herein as,the primary next hop. However, according to one event, the link
SUperW&%gﬁ%he current node (i.e., the last node to receive the packet or the

packesisosres npdeloaneigapigarynext HEP WMakRadnePeaie die:
diagra?rilthg genr? ’?\L%rr“ Seraneraily referenoe 520, operative in accordance
with another embodiment of the disclosed technique. Network 520
includes super-nodes 524, 528, 530, 532, 534 and 536. Network 520
further includes ordinary-nodes 522 and 526. In network 520 the minimal
one~hop local super-node number and the minimal one-hop backbone
super-node number are equal to two. Each of lines 552 indicates a local
communication link between ordinary-node and a one-hop neighbor of the
ordinary-node. Bold line 538, 540, 542, 544, 546, 548 and 550 represents
the dedicated backbone routing link between super-nodes 536 and 524,
536 and 534, 534 and 524, 524 and 528, 528 and 530, 528 and 532 and
530 and 532 respectively.
In the event that ordinary-node 522 needs to forward a packet,
destined to a node at most two hops away, to super-node 524 {i.e.,

super-node 524 is the primary next hop), and the link between

- ordinary-node 522 and super-node 524 is inoperative, ordinary-node 522

forwards the packet to ordinary-node 526, or to any other ordinary-node
communicating with super-node 524. In turn, ordinary-node 526 forwards
the packet to super-node 524.

In the event that ordinary-node 522 needs to forward a packet,
destined to a node more than two hops away, to super-node 524 {i.e.,
super-node 524 is the primary next hop), and the link between
ordinary-node 522 and super-node 524 is inoperative, ordinary-node 522

forwards the packet to super-node 528, or to any other super-node

-48-
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20

permanently), Moreover, according to another event, the primary next hop
1o may be incapable of relaying the packet If such events occur, the
wo murrent2node forwards the packet to an alternative next popaiiis 060504
alternative next hop is a node communicating with the original next hop,
comnyseRiing withsUbeainedelSey diidbasesoibi wode M itewEnds the

lternative node relays the packet to the primary next hop.
packeiﬁ%%%%i@?ﬁ%%, are is no one-hop neighbors, communicating with the

primBsferstdsois thl@\feumnam]d)deﬁtgw&rd”sj;hwmkeﬁﬁes seieshestic
. Jper- i r or to,_a one-hop ordinary-node nejghbor. not
st s e 3, A1 PR et TRB Phr ROt
operafiigurin 94avbidaisa seitematiduRBsliagranbafradetvwerkigeneidiibsed

f 500, tive i cordance with another embodiment of the
teohniiE, < FEORARIIS. NCe S60° 18 TFRRIDaES 56215 ok

When508: antkorsintary-o0te $06idte netvipei00- fisi@inima onsshariaed

r-node number and the. minimal one-hop backbone super-node

Proceliua: A8 IAFo te: EAUNBM28 g1 Plofesantgat node is
superqeroR|UNEAlgfelirtcheby s BRI IRARYRRRIANG 72 ONRrAPPLASIgRREr of

. the ordinary-node. Bold line 512 represents a_dedicated backbone routing
to Fighke ponlséh {opeicayderesesiy slibrispuisnihsormnsdaof the
node. represents a dedicated backbone routing link between super-node 502

and super-node 508. Bold line 516 represents a so dedicated backbone
routig e BdHRR & Sufhta-Rotrbso AR BaFermothe BoMeRy WIdE fo

the pRITAZIEABRETRLS @ GEIN A0 I he pyent Bl sunelzfads 02
needs to forward a packet to super-node 504 (i.e., super-node iS the
node igrRjitaPsERVRIMParRIMAY fiediche ¢ Waekboes eo(iting livk dgisation

ioperative; the pf;ﬁgﬁ r t et to ordipary-ngde
node 5%0(?? oﬁ%atﬁ?o?‘h%!? oﬁrgl ary-ﬁgégégééarg%urt%@ﬁ%% Jv‘.‘{’?ﬁ%ﬁp Sibd §04,
methoghxaaaadan tovarssitie datket @therwise, the method proceeds to

procedure 576. With reference to Figure 3, local topology processor 154
determines if the packet destination node is in the local neighborhood of
the current node.

In procedure 574 one-hop ordinary-node neighbors are identified
as alternative next hops. When one-hop ordinary-node neighbors are
identified as alternative next hops, then, the method proceeds to
procedu;e 580, When one-hop ordinary-node neighbors are not identified
as alternative next hops, then, the method proceeds to procedure 578.
With reference to Figure 3, local topology processor 154 identifies one-hop
ordinary-node neighbors as alternative next hops.

In procedure 576 one-hop super-node neighbors are identified
as alternative next hops. When one-hop super-node neighbors are
identified as alternative next hops, then, the method proceeds o
procedure 580. When one-hop super-node neighbors are not identified as

alternative next hops, then, the method proceeds to procedure 578. With
-49-
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super-node 504. Reference is now made to Figure 98 which is a
schematic diagram of a network generally reference 520, operative in
WO wéeoraance with another embodiment of the disclosed techwiopee?/000504
Network 520 1o includes super-nodes 524, 528, 530, 532, 534 and 536.
refereRgyistkMaBrfurndP i laesominarpsRRRSS 5P idestibicn nervbnpSs20

Superlhgdgirﬂ,i@g@,l]b@?g-gg%gl%qﬁla%%eﬁ@g%gFmber and the minimal one-hop

backbone™ super-node number are equal fo two. Each of lines 552
indidate¥ ecriedlecEiftmihr stieekinik testarads onditmrghstdimand aNith

R =h i IS ordi -node .Bold Jine 538, 540, 542, 544,
oo o Bt e G B S AR B ey i
the pagieen super-nodes 536 and 524, 536 and 534, 534 and 524, 524 and
528,52 30, and 532 and 530 and 532 respectively. In the
cverl (LS - Hee S TGSy FHHERPS HhcReIo06 Reda %o a
alternaibde aexhostiwdVitdpsafamnde sofapmeds 9344] op SR prere s24 is
tween ordinary-node 522 and

the primary next hap), and the link -
154 Sékp@?—%ﬁe%%ﬂ@%ép@%ﬁ ?Brdiz\gﬁf-ﬁ( GeSPPIBHALGE PrOpREKER to
580, tloedinatlyonoskb@6dentoproyaies @glinary-node communicating with
super-node 524. In %rn, ordinary-node 526 forwards 25 the packet to

super-nBEE89H n E\}i}éﬁ tRACERIINEnHYGR 429 rHeedso $6iRalRra
alternaeketexienipedde Ainpee BAIRIBILIVYNARS ANANN LR SePpidipde 524

. é)l.e., super-nade 524 is the primary next hop), and the link between
routing B RARASIdA D PANE'SSRIEBRE! S dqdfopelatirg elimianjivode 2
hop vigdQrignaanesthgpacket to super-node 528, or to any other super-node -48

WO 20071122620 PCTIIL2007/000504 communicating with super-node
524/%% (e doner abrvs2sTeRRaTiRARe PHaRBIGD IZEpEhaindRebRark

topoloBferBee e 80WRBaAIAGIAUIRId Cs USRS 28 M Siooding the
network with network topology update messages. These network topology
update messages inform of changes in the topology of the one-hop
neighborhood of the super-node from which this message originated.
However, when the network is very large, a network topology update
message may take a long period of time to propagate through all the
super-node backbone. Furthermore, since the number of these network
topology update messages maybe very large, the bandwidth required to
handle all these network topology update messages, by a single
super-node, may be large as well.

Therefore, according to another embodiment of the disclosed
technique, a super-node maintains a sub-network topology database.
This sub-network topology database includes information regarding the
topology of each of a limited number of super-node neighbors. The
number of super-node neighbors is limited by a sub-network limiting
criterion. This sub-network limiting criterion may be, for example, the hop

number of super-node neighbors from the pertinent super-node. The
“50-
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illustration of a method for selecting the alternative next hop of a node, 5
operative in accordance with a further embodiment of the disclosed

WO 8HhIge’8. In procedure 570 the role of the current node RUGERMBH00504
When the role of the current node is ordinary-node, then, the method

Sub-nsieidn B ipRsE et . Miter{ b olehst tbeutistaneriefionm  the
pertirfiiersipAs.AbeR, the mehed prRFEEIFHQ pﬁ%@f@%@é&m&& 9

1Q to Figure 3, local topology processor 154 | )
MEeSSHEGS. MesedrIRb7hase nimiser uimbiss Supethecslereaighboesto Ale

tinati j termi ihe t destination node
2 oo ey e TR et O AE L KRt e
(i.e., aadb slipahaate Hopaslightititrend ofithe etwoeit ndeedktiendtsined
; H@éh&d o ‘?,9\% procedlfre 574f O{h{ rwise, the etél’&gd grocagds to
0 noprocedure%%e& ﬁ% %%r%%cé‘t%%g% ﬁf@gg{?{b 151 Iﬂ pﬁé% rﬁ‘@%
routedetenigds bt pEiclatt tesiinatien ppdeiislin edioealtadighhsshoedie
> e}&e rent no e.%cl rocedure 574p.o é_h%‘ ‘ord%(;%‘ -node neighbors
conn g R S B AI0E EREIS AP e ST PGt e
netwarighhitesrarévétgntfier] aabalfetnalivamextiiogs dhradhervelbrdted

supe e AR A0 AREH AL B RN FOBEORA  BOG PROSedts o

noti ifi a ; : sto

procéRisfeer&iBe 26 Wit rﬁém@rt@eﬁtggﬁi@@rex $ploqalsoneiPay Erocasere

e neighbors as alternative next hops.

.154 identifies one-hop  ordinary-no
1A *%%@fb%ﬁ?&*@f‘%ﬁ lirgp SLipRresHRHEIgHEOPS BRO R ARk OAS Of @
netweHte iR XEdTERSN NG DMRNS RV RIRHP S NaSSRGighROs e, s tified
as alternative next hops, then, the method proceeds to 30 procedure 580.

embogjisibré HepUspernedechsishisord rarehueideRiifile g agh sawatiog ext
maintBaRs olRen- RAVRRINRP PIGSE R0 e GeauRIRBNY BrafBpotogy-ef

each of three hop super-neighbors of the pertinent super-node. Figure
11B is a schematic iliustration of the super-node backbone of the
sub-network, generally reference 620, stored in super-node 602, operative
in accordance with another embodiment of the disclosed technique.
Figure 11C is a schematic illustration of the super-node backbone of the
smeeiwork, generally reference 630, stored in super-node 606, operative
in accordance with another embodiment of the disclosed technique. Since
super-node 604 is a four hop neighbor of super-node 806, super-node 606
does not store the topology information regarding super-node 604. When
super-node 606 needs to route a packet destined to super-node 604, or o
any other node or host that are not stored therein, super-node 606 routes
the message to one of at least one specially designated super-node,
storing topology information regarding the entire network.

It will be appreciated by persons skilled in the art that the

disclosed technique is not limited to what has been particularly shown and



WO 2007/122620 PCT/,1L2007/000504 reference to Figure 3, local

topology processor 154 identifies one-hop super-node neighbors as
WOZReTaawe next hops. In procedure 578, the packet transmissiOnoE/600504
a stgined. Wiflﬂh Reference to Figure 3, routing processor 156 abstains

descﬁ‘g% rARSHIRRGYS thEpihletnf $repsdafetbdisdnedtbieabighpier is

defineelenipdiasthe critgioalivcpepdiBop. With reference to Figure 3, local
topology processor 154 selects the alternative next hop. After the
completion of procedure 580, the method proceeds to procedure 582. 10
In procedure 582, the packet is forwarded to the selected alternative next
hop, for further forwarding. With reference to Figure 3, routing processor
154 fat-wards the packet to the selected alternative next hop via
transmitter 160. As mentioned above, super-nodes synchronize their
network 1s topology databases, and maintain this synchronization, by
flooding the network with network topology update messages. These
network topology update messages inform of changes in the topology of
the one-hop neighborhood of the super-node from which this message
originated. However, when the network is very large, a network topology
update 20 message may take a long period of time to propagate through
all the super-node backbone. Furthermore, since the number of these
network topology update messages maybe very large, the bandwidth
required to handle all these network topology update messages, by a
single super-node, may be large as well. 25 Therefore, according to
another embodiment of the disclosed technique, a super-node maintains
a sub-network topology database. This sub-network topology database
includes information regarding the topology of each of a limited number of
super-node neighbors. The number of super-node neighbors is limited by
a sub-network limiting
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so criterion. This sub-network limiting criterion may be, for example, the
hop number of super-node neighbors from the pertinent super-node. The
-50 WO 2007/122620 PCT/11,2007/000504 sub-network limiting criterion

wiaynfushes be the distance form the pertinent super-node. feuriingsmouesos

the network topology update messages propagate only those limited
number super-node neighbors GAsABMtBnsequence, each super-node

m intaiqs a (gaig%rent to og)&y database 5 (i.e., each super-node "sees" a

diftetent sub-he V\?OCHB.e acke?s?raggﬁr%%l' to nodes or hosts which are not

appiuchitheqfartdes! sachnefald astigouiad thawamdoalptiaiieashed

one speciallg esign?ted ﬂ.;per-node conaec,ted to a gateway, storing

tdSfogft inf ioRretAriMPHRSediRe denitatoteWitiiveridedele of
subrsiwede R hﬂé&@tdaﬂfﬁh%@f%%tm%tm eeasigB eI NEth said
n

tog)(é)é)g information regarding the entire network. Reference is now
e

erglinesyrnRdes., ssar% gyper-tRees formidheseoidingidackbone
IlgpEalpREHHHMECIRRI Y HIBGIRRASRAtdGE of a network generally

reference 600, operative in accordance with another embodiment of the
disclosed te@hrigheMittesiwdirrsooitingn sigrsagnte W/ATiRaindreless
sub-ne,%}&;ﬁ,pology database regarding the local topology of each of
three hop super-neighbors of the pertinent super-node. Figure 11Bis a
schematic iRUERGRIYAIOf S6E Mip@ MrRRAD&sSKDVEIcaMinelessomedionk,

O annec T SO L0000 LU Bangiver
Figureand vsth widnfaﬂieivemrm?@imaimhmsgpmaad)demm detaltee,
e S B T SRR T
super-saiteréfieis a four hop neighb_or of supe_r-node 606, super-node 606
o e S AR s &34
or to aswichthedenisleupdrentthat coapietsigithcsHiar gt satenadightd8id
routes receiver and with said local topology processor, for maintaining a
network topology database, and for establishing and terminating
a dedicated backbone routing link with each one-hop super-node
neighbor;

a routing processor, coupled with said fransmitter, with said
receiver, with said local topology processor and with said
network topology processor, maintaining a local routing table
according to said local topology database, and constructing a
network routing table, according to said network topology
database, when said node is a super-node;
wherein, each of said nodes attempts to communicate with at

least a minimal number of one-hop super-node neighbors.

The network according to claim 1, wherein each of said nodes

provides routing services to at least one host coupled therewith.
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" mes¥aghs

the message to one of at least one specially designated super-node,
storing topology information regarding the entire network. It will be
appreciated by persons skilled in the art that the 3o disclosed technique

Wi helipdges to what has been particularly shown and -~1 W&}i1.2067/000504
2047/122020 PC/1L2007/044544 described hereinabove. Rather the
scope of the disclosed technique is defined only by the claims, which
fo - 007/12 PCP 0071000504 CLAIMS, 1 A wireless

' ad%c ﬁe%é%(%g%%ﬂﬁﬁsﬁrgﬁl g%lréii 5oV REHRE &3 cﬂ#sﬁ?ddraaﬁg§ﬁd§%y
dyhethientyaildderminidgrekervicesrtorerfsaisl Rodes areoipREnaiedayith.
sajd role of 6 super-node and the remaining of said nodes are designated
B R e M
backbone of said network, each of said nodes including: a transmitter,
trapsmitting messages qver a wireless medium; 10 a receiver, receiving

%(%?a@%@l@@gnéﬂiuﬁ@moéal WpsI&dy praitsiasakdopetpgy
witha gslich @ nsenidiers A w@hﬁﬁ&fmﬂ\%@ém@%ﬁ%&?@'ﬁBa%

Iog ;
. Ot . . 9aid
database, said local topology processor further determining said role o

sdifficie3ad BorswsRIIHBINYIrptisve saprespatatins whaeighidapkrosies
Saith QAT SRS IRIE oF aREAEIRRI Jgsmitter, with said receiver

and with said local topology processor, for maintaining a network
topology database, and for establishing and terminating a dedicated

. barkBORRKNHHO GEOYIIE AT QRFACR SYRRFENIS AN NRIPNI0L 1odes

transmits a node status message, said node status message
including at least said identification representation of the transmitting
node, said role of said transmitting node, said identification
representation of at least one-hop neighbors of said transmitting node
and said role of each of said at least one-hop neighbors of said
transmitting node.

The network according to claim 5, wherein said local topology
database is updated with the information included in received ones of
said node status messages.

The network according to claim 4, wherein expired node entries are
periodically deleted for said local topology database, said expired
node entries are node entries that where not updated for a
predetermined time period.

The network according to claim 6, wherein said routing processor

constructs a local routing table according to said local topology
database.

-54-



10

15

20

25

30

a routing processor, coupled with said transmitter, with said receiver, with
said local topology processor and with said network topology processor,
maintaining a local routing table according to said local topology

wiitapasseand constructing a 25 network routing table, accopgipg 1R SAi6hsoq

9.

10

11

12

13.

14.

15.

16.

network topology database, when said node is a super-node; wherein,

eathef satd/ordescatedings to comimuigcaighwidint daapt dMmEdBahodes
ber of one-hop syper-node nejghbors. 30 2. The network according to

gli?qﬁpfm?eﬁeiﬂae%éf &P L85 RGHRDY Rdesalitine ket iaasnaitting
oneclaiestRaNgih § Ry Withidea MEU R 15472620 PCT/11.2007/000504 3.

The network according to claim 2, wherein each of said nodes may
further provide routing services to external routers coupled therewith, said

exwriaahsanie SeHBlRte6 NSRS Wilssald egﬂ?-n%@hm? Hdseysé%,:gare

according to claim 1, wherein said local topology database inclu
iddmitedidhadprichbeatisntiig siiteder, said role of said node, said
identification representation of neighbor nodes and said role of each of
said neighbor nodes. 10 5. The network according to claim 4, wherein

ed61¢ oPShKPRORecarginRgnite Slaiite t0atveharsisegaidankinostitniting
mes L inglud a id_identification representation of the .
tra%rfr%?tﬁ%gﬁ o%l{e?sﬁ?ds ro?]gﬁc.)akg%lr(ijd %anscsgr‘néﬁtiﬂg l%'o%> é’,rsé}SG% 8 n#@?ﬁio??'d

153TedprBddingtioads. at least one-hop neighbors of said transmitting node

and said role of each of said at least one-hop neighbors of said
transmitting node. 6. The network according to claim 5, wherein said local

tofiblegye teatktatanedingp tiatethinith evrfereiatieainoiigntor serivag
orb?ﬁé)rfion is the distance of said neighbor nodes from said transmitting
node.

The network according to claim 8, wherein each node, designated
with said role of ordinary-node, transmits packets to nodes, not
included in said local routing table, via at least one one-hop
super-node neighbor.

The network according to claim 13, wherein said one-hop super-node
neighbor may change for each packet.

The network according to claim 1, wherein said network topology
database, includes a sub-network of nodes, said sub-network of
nodes is a limited number of said nodes in said network.

The network according to claim 15, wherein said network topology
database further includes entries to at least one host coupled with
each of said node in said sub-network.
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said node status messages. 7. The network according to claim 4, wherein
expired node entries are periodically deleted for said local topology
database said expired 25 node entries are node entries that where not

L%?zi% el predetermined time period. 8. The network acg, 9[[%%1;9000504
erein said routing processor constructs a local routin %I/

17 a@ﬁ@'ﬁ@t%b?ﬁ'%&ﬁﬂ*d@@@%léﬂﬂ@@b%r@ﬂ \Q/de%?m@ﬁ)ology
PCT/IL2007/000504 9. The network accordlng to claim 8, wherein each o

siaiahess mamsiMEthehingete anfriesdmaxiesnak iR serpied with
UrRDRRIHAG MY JFo ASSAIBGiE SHLHLFRLIRVERRERLS: %é@hT&ff‘e”SF"%%ﬁ‘a

according to claim 9, wherein said neighbor nodes are ‘limited
n@gm@ahmﬁ@rsrn@t:@leaanvﬂwéte\imr&wdma@dm @faamdmodm@rem
said neighbor limiting criterion is the hop number of said neighbor nodes
from said 10 transmitting node. 12. The network according to claim 10,

18 wﬁ'é’reimsa'rwbmbig!mmimgny) celiriontis thﬂhﬁsm?lrnceaidsalmbne&ijmk of

f om mi ork according to claim
ergellr? (‘jaﬁc'g a%i dé&gne?t%ﬁag fh s%allp ro fg o'?dlnary node,

transmlts packets to nodes, not included in said local routing table, via at

o T B R TS L0 b S TR T

eacfiipdokes 1ﬁeTHimanatymﬂea@fcsdldgst@udamMewtagemcambﬂ@mkof

t
o%allngodes designated with said role of super-node.

20. The network according to claim 18, wherein said sub-network limiting
criterion is the distance of said limited number of super-nodes from
each of said nodes designated with said role of super-node.

21. The network according to claim 15, wherein said sub-network
includes all the nodes in said network and said host and said external

routers coupled therewith.

22. The network according to claim 15, wherein, for each of said nodes,
designated with said role of super-node, said network topology
processor constructs a network routing table, said network routing
table includes an entry for each of said nodes stored in said network
topology database.

23. The network according to claim 22, wherein said network routing

table further includes an entry to at least one host coupled with' each
of said nodes.
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25 database, includes a sub-network of nodes, said sub-network of nodes
is a limited number of said nodes in said network. 16. The network
according to claim 15, wherein said network topology database further

whsHAasguries to at least one host coupled with 30 each of Spif 39960304
said sub-network. -55 WO 2007/122620 PCT/1L2007/000304 17. The

24 nefwerkaereitingdisoptaig 16 Whikeimsaig,AShYRY IRE¥ERtaPaSEng

may further include entries to external routers coupled with each of said

ndableinmay fwitherdarbita enbies teaxienalonderseeaamplaidovitbreach
cwﬁﬁ@w&sé,nsafr@réx\t\émﬁwéﬁadsg@gg;%&éﬁnzms}w% said

according to claim 15, wherein said sub-netwo nodes is limited by a
sumPRGwork limiting criterion. 19. 1 -he network according to claim 18,
wherein said sub-network limiting 10 criterion is the hop number of said
super-node neighbors of each of said nodes designated with said role of
25.suplee- medeoPk .abcemtingddk azintdiay whelpsin Eichhstreligaiddes, with

sub- ork limiting criterion is the distance of said limited nhumber. of
su%%‘lﬁ%%@ﬂ%‘%ﬁ 1%01%0 osf%%?d'ﬂg&[& @@H&'l{éd %F%@Eﬁd dgRiiged to
supen-nesighi2d: Tbeew tasskrabegrbingle aleiwoR rlargifagl
sub-network includes all the nodes in said network and said host and said

external routers coupled therewith. 20 22. The network according to claim

26,157 ehaestinofergastdihgeid arias25eninamiad il sailrdRRbor nodes

suger-nooéefaéssai network topology processor constructs a network

ofitgNaBRS s A8SHSRAR rdvithg SriferplelLaE SHR R RpYs: crdrof Haae
nastes-BEP SELIM SAIRY NRIWEK(rdh PRRIPEY Hiabase. 23. The network

according to claim 22, wherein said network routing
and wherein said non-neighbor nodes are further nodes,
designated with said role of ordinary-node, more than a neighbor

limiting criterion from said packet transmitting node;

27. The network according to claim 26, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from said
transmitting node.

28. The network according to claim 26, wherein said neighbor limiting
criterion is the distance of said neighbor nodes from said transmitting
node.

29. The network according to claim 1, wherein for each of said nodes,
said minimal number of one-hop super-node neighbors, when said
node is designated with said role of ordinary node, is different than
the minimal number of super-node neighbors when said role of said
nodes is ordinary-node and when said node is designated with said
role super-node,
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table further includes an entry to at least one host coupled with each of
said nodes. 30 56 WO 2007/122620 PCT/IL2007/000504 24 The network
according to claim 22, wherein said network routing table may further

%Cih'(gﬁlﬁ%%es to external routers coupled with each of Saidpq%ﬂﬁm%%i&so .

external router couples other networks with said node. 5 25. The network

' i i ; id nodes, with said designated
30'?gﬁwgﬁi%.%gﬁ%&w&%ﬂ@gﬁ@ nodes, with said designate

, transmits pac tined to non-neighbor nodes,
accordiagpsality nefwoddasutiegchblef 15akb. Thdesetras kacdpndintdally

: . . . e Jos. desi 4 with
R e A IR R3NS3 R el
nazfesaperwioeiesnssaidthe rereiginiog rofdssidneddeh ersatiesignated with

designated with said.role of ordinary-nqde, more than a peighhor 15 .
ity EFUEr G O SR o SR A RG0S, B naRforiouting
adsacitivorie cfadai@heiviherieiraalyl ofighd erdipiingciadiagen is the hop
number of said neighbgr nodes from, said transmitting node. 20 28. The
network acc@rdfﬁ@n%ﬂ'r&\ ﬁﬁz&%ﬁ@?ﬁf{'%ﬂ%ﬁ&?ﬂﬁﬂ%mﬁwﬁﬁ GitMbRIRss
the distaregghsaid neighbor nodes from said transmitting node. 25 29.
The network according to claim 1, wherein for each of said nodes, said

minimal nunfbECRI¥ak-FREFNIPERITALRMCYR. aMdreless MEgiLRY;
designated wjithogaid ¥R Ry JaEeEsde, ot iftrR e fiRERGtter
number of super-node neighbors when said role of said
and with said receiver, maintaining a local topology database,
said local topology processor further determining the role of the
node.
a network topology processor, operative when said role of
said node is super-node, coupled with said transmitter, with said
receiver and with said local topology processor, maintaining a
network topology database, and establishing and terminating a
dedicated backbone routing link with each one-hop super-node
neighbor;
a routing processor, coupled with said transmitter, with said
receiver, with said Iocal topology processor and with said
network topology processor, maintaining a local routing table
according fo said local topology database, and constructing a
network routing table, according to said network topology
database, when said node is a super-node;
wherein, each of said super-nodes attempts to communicate
with at least a minimal number of one-hop super-node neighbors

and wherein ones of said super-nodes, provides access for
one-hop ordinary-node neighbors thereof, transmitting packets to
nodes more than a neighbor limiting criterion away from the

transmitting ordinary-node.
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nodes is ordinary-node and when said node is designated with said 30
role super-node. -57 WO 2007/122620 PCT/1L2007/000504 30. A
wireless ad-hoc network comprising: a plurality of nodes, each of said

wisRs 38, dynamically determined role, a portion of said pegeSa€000s04

31

designated with said role of super-nodes and the remaining of said nodes
are designated with 5 said role of ordinary-nodes, said super-nodes form
the routing backbone of said network, each of said nodes including: a

traiEnietWeh sAIanTg indoinatieinovad a wirereis erctiuof saidenetes

regeiving, i | ir, ium.. 1 | topolo
e X e e Mk e e
maintaining a local topology database, said local topology processor

2. e ek SR LR A SO Rl gh e I 5 o

33.

34.

35.

36.

trduthettearaviidhes aditieg eseeviand bmitbﬁaim{?@lumgl@wpr@%&ﬁ@éwith,
intaini twork topol tabase, establishing an
o e RS B e TR WG DRehop

super-node neighbor; 20 a routing processor, coupled with said .
trasnsmitt%e,ﬂwi h said receiver, with said local topology processor and with
sa R

endl e)ts 04 Rﬂ:eg%o?f%irﬁé}miﬁ@ﬁr%%l $8idlirlgeahidopology
acisteiiag doiseiddesaliendegifidatmnse praskeragEH N SAd TR K aid

routing %able, according to said network topology 25 database, when said

nd8E i3SI ddentiiealios: epresapiativass asighberipodes
CeinENbaieatSle of each of said neighbor nodes.

The network according to claim 33, wherein each of said nodes
transmits a node status message, said node status message includes
at least said identification representation of the transmitting node,
said role of said transmitting node, said identification representation
of at least one-hop neighbor nodes of said transmitting node and said
role of each of said at lease one-hop neighbor nodes of said
transmitting node.

The network according to claim 34, wherein said local topology
database is updated with the information included in said node status

messages, when said node status messages are received.

The network according to claim 33, wherein expired node entries are
periodically deleted for said local topology database, said expired
node entries are node entries that where not updated for a
predetermined time period.
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with at least a minimal number of one-hop super-node neighbors and
wherein ones of said super-nodes, provides access for one-hop
ordinary-node neighbors thereof, transmitting packets to 30 nodes more

whahy8asighbor limiting criterion away from the transmitting, /11 2007/000504

37.

38.

39.

40.

41.

42.

43.

44,

ordinary-node. -58 WO 2007/122620 PC'r'/1L2007/000504 31, The
neheoneteording trdignteolainedh sdutreirsaididoasgingopidesssor
routing services, to at lest Pn§ h(%%ﬁ coupled here\{vith. 5‘

23 iH8t§o %Ia%?r?g ,rv?/He'P n'6ach GtsAlb H?J%Iesom%y@ﬁm?%r?pqr%@ﬁééy

reigiisig=gryvices to external routers coupled therewith, said external
routers couple other networks with said node. 33. The network according
to claim 30, wherein said local topology 10 database includes the

ideeifigatiarierieserdaigntof srRirMGIE, saidrente ebshiddfodaidaiddes
identification representation of neighbor nodes and said role\%f each,(%f
SHRNSBNIBRMASHE, @4$$|¢en%95@&ra&ﬁ?ar@t®8|£ﬁp§§r RBRItINg

eRsHOT SRid PGS So SultRRAItPoR MY eaBRIUS message, said node status
message includes at least said identification representation of the

transmitting node, said role of said transmitting node, said identification
reﬁg@%‘r‘éﬂ%ﬂ@ I 5AS RIEHAR 581dhRerdIAdSsi @ RaHERPSIBIEEare
node and said role of edch of said at lease one-hop neighbor nodes of
smited trasaidtieiphbes IvaitimacHEgieR according to claim 34,
wherein said local topology database is updated with the information
included in said node status messages, when said node status messages

aFbeevelveark2 5aBThirgh dowolkkimc SGding esainipatad, neisrdintedprigng
n ies. ate _periadical ted fQr sali 0 a €ani
sglfclif:%@%ﬁef% nEcﬁ eﬁﬁeﬂ@%ﬂeﬁ%n%%@? éﬁﬁgmﬁ?gg megd;@d orS g'd
transmitting node.

The network according to claim 39, wherein said neighbor limiting
criterion is the distance of said neighbor nodes from said transmitting

node.

The network according to claim 37, wherein each node designated
with said role of ordinary-node, transmits packets to nodes that are
not inciuded in said local routing table, via at least one one-hop
super-node neighbor.

The network according to claim 42, wherein said one-hop super-node
neighbor may change for each packet.

The network according to claim 30, wherein said network topology
database, includes a sub-network of nodes, said sub-network of

nodes is a limited number of nodes in said network.
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predetermined time period. 30 -59 WO 2007/122620 PCT'/1L2007/000504
37. The network according to claim 35, wherein said routing processor
constructs a local routing table according to said local topology database.

etwork according to claim 37, wherein each of s 91‘71?95"(?7/000504
@gﬁgﬁgg g}) packet to said neighbor nodes of the packet transmlttlng

45,10 SRR .50 0P i 010, A The DBV AEGRIINO 10,

claim 38, wherein said neighbor n es dre y sal neig
hrﬁﬂf&jﬁ@ﬁ@rf@ﬁh@m mekidesveniresoidiag featiioro hobbremighed with

E‘R%fl'@w}go‘&%ﬁ'%&@ %@P}&R\n erer of said neighbor nodes from

sa| transmitting no he network according to claim 39,
wherein said neighbor limiting criterion is the distance of said neighbor

n om said transmittin de. 2 he network accordi g to claim
46 N T A RS T L A BRSPS AR LOPOIODY
trmamasmmysfwtheﬂesdmt@@m@@ncl@&@élrrrmsmmgldf@ublrw with

tabl t legst o eone hop super-node ne hbor. 25 43. The network
2SR SARRPASS Pl SHR-BRAYASS Q1R cAERy G Mlasaid
c@agm@rwémmmééaBWtWWmW@wnwaséem

said network topology database, includes a sub-network of nodes, said
sub-network of 30 nodes is a limited number of nodes in said network.

47 -6P ChaBRErk24638raMml/ LIPRTAAR02%% wherein said sub-network of

nodes is limited by a sub-network limiting criterion.

48. The network according to claim 47, wherein said sub-network limiting
criterion is the hop number of said super-node neighbors of each of
said nodes designated with said role of super-node.

49. The network according to claim 45, wherein said sub-network limiting
criterion is the distance of said limited number of super-nodes from
each of said nodes with designated with said role of super-node.

50. The network according to claim 45, wherein said sub-network is all
the nodes in said network and said host and said external routers
coupled therewith.

91. The network according to claim 45, wherein, for each of said nodes
with designated said role of super-node, said network topology
processor constfucts a network routing table, said network routing
table includes an entry for each of said nodes stored in said network
topology database.
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52.

53.

54.

55.

56.

57.

58.

45. The network according to claim 44, wherein said network topology
database further includes entries to at least one host coupled with each of
said node in said sub-network. 5 46. The network according to claim 45,

wihgsinsal network topology database may further includ celr)fﬂﬁj%%oosm
external routers coupled with each of said nodes in said sub-network of -

Fdes RRBRCRR G EHIRy astaiaitTobitersvmmpies saiotheemaonouiing
each of said nodes, 10 47. The netwaqrk according to claim 4 erei
(el SUbnELIOA SRR iGl By oA MDA T ora
. rk according to claim 47, wherein said sub-network limiting
éﬁ gﬁ%ﬁ%ﬁ% hop number of said super-node neighbors of each of 15

said no_des designated with said role of super-node. 49. The network
ﬁ&corr?'e'l%ﬁ?i?.'??&é%weﬁ'aléw sub-REtRsi idia on etikwiknrisutieg
ance of said limited umber of super-nodes from each %f&%al nodelgl
withedmmayriadtanithalaterenirizs tp axirymnal JeLEBTsr ARURIRHMIN eac
according tg claim in SRS shae sl hdhpdirdenit st
R t%FL 'g%g%saic? %@2? gﬁégi%ahiﬂ?({t%fnal rguters coupled therewith. 25 51.
hbdgetwork according to claim 45, wherein, for each of said nodes with

designated said role of super-node, said network topology processor
constructs a network routing table, said network routing - table includes an

aTHEY fasteastk ofcedtiding efostdeshirbdaidvineredtk |66y SSeh MR s0
-61 WO 2007/122620 PC'r/1L 2007/00 The: -
EAOBETS AT SAI] TOI T S0 o TSt SRR ERE dele

urther includes an entry to at

IpasigpnAdigabeURIeesyitteartingf saiaitbdetwork routing table.

The network according to claim 54, wherein said non-neighbor nodes
are nodes, designated with said role of super-node, more than
one-hop from said packet transmitting node,

and wherein said non-neighbor nodes are further nodes,
designated with said role of ordinary-node, more than a neighbor
limiting criterion from said packet transmitting node;

The network according to claim 55, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from said

transmitting node.

The network according to claim 55, wherein said neighbor limiting
criterion is the distance of said neighbor nodes from said transmitting

node.

The network according to claim 30, wherein for each of said nodes,
said minimal number of one-hop super-node neighbors when said

node is designated with said role of ordinary node, is different than
-£2-
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5 53. The network according to claim 51, wherein said networl_< routing
table may further include entries to external routers couplgd Wlth each of
said nodes, said external router couples other networks with said node.

) ! . h of sai
“%gzg&&g%@etwork according to claim 51, wherein each o g/ﬂggﬁ%oosm

59.

60.

signated with said role of super-node, transmits packets destine

ndheneighibesinodemheicersipeimsrid ﬂ%ﬁ@jﬁﬂ&@%ﬁ%iﬁ@kﬁd%lé said

network according to claim 54, wherein said non-r]eig b(_)r nodes 1 are
néﬁ’éi‘?%é%igﬁ‘é}fé%wméﬁi@?&é’meém@a*%tmﬁn@r@mnammmmemd
saisi@ackrLinganitting node, and wherein said non-neighbor nodes are
further nodes, designated with said role of ordinary-node, more than a
neighbor limiting criterion from said packet transmitting node: 20 56. The

[ i erek Id. peighbor limiting_criterion is
e B S el S IR i, RlGEnBe of
5TOHeS R RIR SoroRdiatg claim 55, wherein said neighbor limiting

s B AR A AL g e g,
nodes.aEetwimemimm‘wmgnheseages@w@Mfmggg mrighhars when
Felop e A T IN Re pHC
siit-selte resigivienr Sorheristirriiolg of RRd] ROSER I ORIRANROLRIG:
e e IR e kot rrib R Selag erbat&hat of
nadeocdinarisingde or that of a super-node:

a network topology processor, operative when said role of said
node is super-node, coupled with said transmitter, with said receiver
and with said local topology processor, for maintaining a network
topology database, and for establishing and terminating a dedicated
backbone routing link with each one-hop super-node neighbor;

a routing processor, coupled with said transmitter, with said
receiver, with said local topology processor and with said network
topology processor, maintaining a local routing table according to
said local topology database, and constructing a network routing
table, according to said network topology database, when said node
is a super-node;

wherein, said node attempts to communicate with at least a
minimal number of one-hop super-node neighbors.

The node according to claim 59, wherein said node provides routing
services to at least one host coupled therewith.
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a transmitter, transmitting messages over a wireless medium; a receiver,
receiving messages over a wireless medium; a local topology processor,
coupled with said transmitter and 10 with said receiver, for maintaining a

waSRhiARAIgpy database and for dynamically determining thgtplg 2 $8ifso4

61.

62.

63.

64.

65.

66.

node, said role being that of an ordinary-node or that of a super-node; a

NEROTKIGRORPHRIRKE SRP cliRY a6Ye WheReriEle plosridniwderisther
super-node, coupled with said transmitter, with said receiver 15 and with

saleviske| toptingsERYicass oo tXIREIRaiaHIPE fOMRIACpBISYY. said
i ’ I g icated backb
r%@ﬁ&%ﬁﬁgr&ﬁ%%&%ﬁﬂm%%ﬂﬁﬁm¢ ackbone

each one-hop super-node neighbor; a routing processor,
coupled with said transmitter, with said receiver, with said local topology

cessaorand wit id netwark . 20 ol e ARl
O oS AR G i BB APt ot Mooy
cdasthmsiadreine@otkeodinifisdiionareordssntatiaidofedaist o agml sqid

datab id node .i - : iN,: SA
LGB b SR e DA oo Ry S e SRS
Nt $8dTHeastedaiteomdiles of daidhriEghberaindasd node

provides routing services to at least one host coupled therewith. -63 WO
2007/122621) PCT/7L2007/000504 61. The node according to claim 60,

wiReeibsrihBedRIMgnd tizem BRVidhemitirgait mads traexteniak oode

coupled therewith, said external routers couple other net ith,said
SIS JPETRAGSRAECD g HAks w@%aa&w&@&%gr@ﬁ %'B%Yiaé'd

dptahanedneidep ibsddamtisaiiosaanesentesinn olsaid suidensdil sald
of said node, said identification representation of the neighbor nodes of

sstenbiraling tRpreranseian AbrAbOhGIdeast one-hop neighbors of

said node and said role of each of said at least one-hop neighbors of

said node.

The node according to claim 63, wherein said local topology
database is updated with the information included in received ones of

said node status messages.

The node according fo claim 62, wherein expired node entries are
periodically deleted for said local topology database, said expired
node entries are node entries that where not updaied for a

predetermined time period.
The node according to claim 64, wherein said routing processor

constructs a local routing table according to said local topology

database.
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67.

68.

69.

70.

71.

72.

73.

74.

70 63. The node according to claim 62, wherein said node transmits a
node status message, said node status message includes at least said
identification representation of said node, said role of said node, said
wislentifiaaéen representation of each of at least one-hop neigighais el aaish4
node and said role of each of said at least one-hop nei rflg%or of 15 said
hbée reMleT R pekfng dor R @Qim%@?ﬂﬁﬁbr@ﬁi%aﬂ% aﬁ’@b%ﬁa’é%/ a
s Atedm . ORiaC : . srafde,
ol 53
atevetingxtiredid ddesd rgisingriaperiodically deleted for said local
topology database, said expired node entries are node entries that where
not updated for a predetermined time period. 25 66. The node according
Praitodd, adoereimgaid Waimg@fosdsemitariguoaighiberiedgsgare

able according.tq said.local to database. -64 WO 2007/122620
i‘@‘ﬁ?ﬁ.%(ﬁﬂ%éé@% e neogéggsc%ording to claim 66, wherein said
node transmits a packet to said neighbor nodes of the packet transmitting
node, according to.said loca) routing table. 5 68. T. rgi

diBRn %?%h%?&fﬁ"%ﬁ?& n@gﬁi@%o s WASHE e % gﬁr%:?ﬁ%%r ﬁmﬁg‘;
Gisiosn 68 The nRdp asapibiag tf claid 68cighérein saidbseifiobor said
limiting criterion is the hop number of said neighbor nodes from said 10

{HEARSAEHRGBRES70. The node according to claim 68, wherein said
neighbor limiting criterion is the distance of said neighbor nodes from said
transmitting . i . . o
The node according to claim 68, wherein said neighbor limiting
criterion is the distance of said neighbor nodes from said transmitting

node.

The node according to claim 66, wherein said node, designated with
said role of ordinary-node, transmits packets to nodes, not included in
said local routing table, via at least one one-hop super-node

neighbor.

The node according to claim 71, wherein said one-hop super-node

neighbor may change for each packet.

The node according to claim 59, wherein said network topology
database, includes a sub-network of nodes, said sub-network of

nodes is a limited number of said nodes in said network.

The node according to claim 73, wherein said network topology
database further includes entries to at least one host coupled with
each of said node in said sub-network.
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node. 15 71. The node according to claim 66, wherein said node,
designated with said role of ordinary-node, transmits packets to nodes,
not included in said local routing table, via at least one one-hop

wRREIads neighbor. 20 72. The node according to claim 73, heEeiRoosos

75

76.

said one-hop super-node neighbor may change for each packet. 73. The

) |r;1 clu d?e%ﬁgfsg L:Egﬁ?v?/@r@ o%?% o\g%z‘??si Z § Zi S’gﬁ %gltév%kr kg%ﬁg &%ﬁ%ﬁ@? y

nulatabasesadyduehan saildenwoikezioT artenal aoutedingaoptdnwith

73, wherein saj WOtk topalo base further includes entries to at
S AR RIS T B b UG S e s
WX i2003! 12263 ROl 8031000 524WorkTwMiin egelaesfasdld htadelaim
74, wherein said network topology database may further include entries
to external routers coupled with each of said nodes in said sub-network of
nngts,fﬁ@ddaeoraéc@mahg etcrt]emaléroum,s goti@}@?r?r@hﬁ; m@wh lv\wzﬂ'ifké| is
each of said podes, 5 76. The node according to claim 73, wherein sai
sBRRIREYRT tBPERI DA RV BV UtiNShGHFRMAing criterion. 77.
The node according to claim 76, wherein said sub-network limiting 10
criterion is the hop number of said super-node neighbors of said node

7T.nE0mgede Resehdiag (9ecHigu g - naheren rchsyb-aeiveikgimiting

78.

79.

80.

81.

82.

Claffefrvaarrimethaniee ¥akilneiiper-HEGHMER Hip SR RskPhode

said limited number of super-nodes from 15 said node designated with
sdiavine epidsiasigngied role of super-node.

The node according to claim 76, wherein said sub-network limiting
criterion is the distance of said limited number of super-nodes from
said node designated with said role of super-node.

The node according to claim 73, wherein said sub-network is all the
nodes in said network and said host and said external routers

coupled therewith.

The node according to claim 73, wherein said network topology
processor constructs a network routing table, said network routing
table includes an entry for each node stored in said network topology
database.

The node according to claim 80, wherein said network routing table
further includes an entry to at least one host coupled with each of
said nodes.

The node according to claim 80, wherein said network routing table

may further include entries to external routers coupled with each of
-B6-
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79. The node according to claim 73, wherein said sub-network is all the
nodes in said network and said host and said external routers coupled
therewith. 20 80. The node according to claim 73, wherein said network

wERRlogYdfocessor constructs a network routing table, said RS 7/000504

83.

84.

85.

86.

87.

88.

routing table includes an entry for each node stored in said network

tQRology, flatahasy. 25 indinfolRse aSGRIENGIASaIRR Bfb O aiRIA S

network routing table further includes an entry to at least one host

coagdred with each of said nodes. 30 82. The node according to claim 80,
wherein said network routing table may further include entries to external
routers coupled with each of -66 WO 2007/122620 PCT/1L2007/000504
si‘kiemdm mdceﬁematbrmlméncaopmwem wdtwaitisnoite sslesigoaded

he n ordl w de
alﬁaﬂﬁ super no%gé?rgﬁg%ftsqp%i%% S@é@geqo ngﬁ%@g bgP
nndﬁme@mdmgddw,lamvmg nausiaiy tabtevcdd4. ouimg dekdecording to

claim 83, wherein said non-neighbor nodes are nodes, designated with
said role of super-node, more than 10 one-hop from said packet

trapgMiiboe mﬁ@rdmbv\tbemmmnwhemk'yfﬂtwidodea-amghbbemodes
nodes, designated with said role of prdinary-npde, more than a ne
e RO GARt pdthdr T (P LoBUPEE BR0an e (he
aefrRIHBY W&{a@%g\&p@ﬁmﬁ@mm@h@agmmng criterion is the hop
number of said neighbor nodes from said transmittin nodfe

and wherein said non-neighbor nodes urther nodes,
desighated with said role of ordinary-node, more than a neighbor

limiting criterion from said packet transmitting node;

The node according to claim 84, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from said

transmitting node.

The node according to claim 84, wherein said neighbor limiting
criterion is the distance of said neighbor nodes from said fransmitting

node.

The node according to claim 59, wherein said minimal number of
one-hop super-node neighbors, when said node is designated with
said role of super-node is different than the minimal number of
super-node neighbors when said role of said nodes is ordinary-node
and when said node is designated with said role super-node.

In a wireless ad-hoc network including a plurality of nodes, a method

for operating a node comprising the procedures of:
wB7~
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86. The node according to claim 84, wherein said neighbor limiting 23
criterion is the distance of said neighbor nodes from said transmitting
node. 87. The node according to claim 59, wherein said minimal number

wd 200%50R, super-node neighbors, when said node is de&gpgligﬂmm%%gm

said role of super-node is different than the minimal number of super- no e

neighbgisNARGAAIolB IR SHcsaResdgoradinayy; erém’g‘”{h%ﬁ

node is desighated with said role super-node. 36 88. In a wiréless a
netiiRIMANGSR PR iR &ft sURGHs@emethod for operating a node

compri %ﬁ){ 2 7 PCT/IL200.7{000
|dent|fy?n%&i§i:amr§|§ F(’)% no ay\é(argl%%e%légé&% ?&' an hordc’%li r%s
origieatidies WW@I@?detectlng the redundancy of said node when said
oleis e own role to ordjnary-node an
erminatie ooy Tl o AT R ARe SRiChg U e
nebgnhbm)e/vhmutmgdlrémndﬂmcgrcémr@m@d@@d&iaetaﬁle@mbk A &, S@Hen
d t a kbone ing link bein aco munication Jink between a
p:s%%? Fo%de@ CL}'per%o lt(l? = R %HSrgj %ctﬁ‘?gc Chraaifafisdisaied
oftsztitbrarnke muengaudkdieuﬁg@enbﬂ\enlmm@admﬁmm@@@t\ﬁ’@@ﬁgw%w'bf
role to su&er node aad esta ishing said dedicated backbone routing links

Wl‘ﬂ?%t%o 5‘;3‘@%&0 8rs, when said articulation of the node is

detect&ﬁetéﬁtidgnﬂ‘fwﬁﬂ'ﬂibaIaﬂ@b@t@i@@ﬁ@ﬁléuﬁéﬁé‘%ﬁé}?@@@Féle is
whcggwegi%ggr said redundancy is detected, or when said articulation status

agy @ﬁ@'aﬂ)ot‘éﬂ’e changed to super-node or when said role
changeshimgienaewiPdesie to super-node and establishing said

dedicated backbone routing links with one-hop super-node neighbors,
when said articulation of the node is detected:;
identifying the number of one hop super-node neighbors when
either said redundancy is detected, or when said articulation status is
detected, or when said role changed to super-node or when said role
changed to ordinary-node;
-identifying the number of one-hop super-node neighbors:
repeating from said procedure of receiving, when said number of
one-hop super-node neighbors, at least equals a minimal number of
one-hop super-node neighbors said node attempts to communicate
with;
selecting a candidate for super-node desighation when said
number of one-hop super-node neighbors is smaller than said
minimal number of one-hop super-node neighbors, said candidate
being a one-hop ordinary-node neighbor or said node when said role
of said node is ordinary-node;
transmitting a super-node designation message to said selected
candidate when said node selected a one-hop ordinary node

neighbor for said super-node designation;
-88-
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89.

90.

91.

92.

93.

94,

identifying the number of one-hop super-node neighbors; 20 repeating
from said procedure of receiving, when said number of one-hop
super-node neighbors, at least equals a minimal number of one-hop

weHRE4 7398, neighbors said node attempts to communicate pyithy; Selerling4

a candidate for super-node designation when said 25 number of one-hop
superchagdgingigbbgrs ikamdtier aidinaayenedainanauigseioating-nsaid

super-node neighbors, said candid being - | -

R Y e S T B R e
fAanRsMiting asUpesskdtatedigetitias nveddagarididale stiecapegenode
candidate when said node selected a one-hop ordinary node neighbor for
§8aig0ptiPRode designation; -68 WO 2007/122620 PCT/1L2007/000504
changing own role to ordinary-node and terminating said dedicated

backbone routing links with one-hop s%(%rer-n de neighbagrs, when said
smﬁﬁ )

AdiRe duribed irenosdingiqiearfdfidte fﬁ&lesﬁ@sﬁﬁgﬁgﬁ%e Yol

ARG SGRMNEINGLQ Glaleh S dehstain St pEeeRsl i e eteiventifyiid
;L&gm&%%%vhen node status message is received, said node statg?he

medeastatitsdnsssans finersivadddritation SPHESERRINRIA
f{P&l&ﬁﬁ‘éﬁr@e@&@id wapsMittiag nadespid 4Ridentifisationode, said
representat no e

each of the neighbor nodes of said transmitting n€d X
aderwaaﬁmof@@m@mu@mévggr@@@mda’eﬂ?@m@ebbﬁétmﬂi%c%) i

o clalm; nsadag ER Bredimiraghnameigor
Iﬁ%ﬁ@r?&q é%%é%r?a%%@la grﬁe8 r??et gg%%cording to mo, wherein said
neighbor limiting

The method according to claim 89, wherein said neighbor nodes are

limited by a neighbor limiting criterion.

The method according to claim 90, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from said

transmitting node.

The method according to claim 90, wherein said neighbor limiting
criterion is the distance of said neighbor nodes from said transmitting

node.

The method according to claim 88, wherein said procedure of

identifying is performed periodically.
The method according to claim 88, further includes the procedure of

deleting expired node entries from a local topology database, said

local topology database being stored in said node;
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criterion is the hop number of said neighbor nodes from said transmitting
node. 20 92. The method according to claim 90, wherein said neighbor
limiting criterion is the distance of said neighbor nodes from said

whbHIsmiting node. 93. The method according to claim 88, wherginsaithoses

95.

96.

97.

procedure of 25 identifying is performed periodically. 94. The_methoql
aqesdingtacdaist88rdirghab indhifesgbe niReesireicdReing X RLean

node entries from a local topology database, said local topology database

bétmoi%ddﬁf%miﬁséemﬁw@w@@momgzmedmggodmm@m
IBinfRANeYR AERUAIRGIE ﬂamb%%mhs[?dg.%ﬂ@q%e'ﬁarg@ga%%ndl at

status is determined osﬁive vyhep said node has at least s minima
|deass gne-abther ingr efliigsiarisdeuseighbors and at least one of the

following Erleia, B8 31eas).036 0L R ARCHIGARBRT 0080 nodies

neighbor said nodes Is not a vertex of a continugus connectivity
giapiotar veréastodseasittieuous-kopredindty-gomeneighbors of said

dei - ighbor of, -node. 10,96. The metho .
mccorchhg ESaat Bt e ag ol B RS S e hTE Wheeid
ofibdefliswing acneshspidaighbdrast at segsssaioduinimal one-hop

backbone super-node number of super-node neighbors; and all of the
one-hop ordinary-node neighbors of said node 15 have at least said

nilinenainetiedtb mlteaidingetoatsimudbentiersipe rsaid esefigbBarfiansy
said eIf.—articuIatEn Staflt)lég ﬁ';ff id node remains negative in the event
SIS BHEIEE AT AR s Aiag occurs:

said node has at least said minimal one-hop backbone
super-node number of super-node neighbors; and

all of the one-hop ordinary-node neighbors of said node
have at least said minimal one-hop local super-node number of
super-node neighbors; and

said self-articulation status of said node remains negative in

the event said node becomes an ordinary-node.

In a wireless ad-hoc network which includes a plurality of nodes, each
of the nodes being designated with a dynamically determined role, a
portion of the nodes are designated with the role of super-node and
the remaining of the nodes are designated with the role- of
ordinary-nodes, a method for updating routing information in a node
when the role of the node changes, the method comprising the
procedures of:

detecting a change in the role of said node;

terminating a network routing table when said role of said node
changes from super-node to ordinary node, said network routing table
includes routing entries to a sub-network of nodes in said network:
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20 97. In a wireless ad-hoc network which includes a plurality of nodes,
each of the nodes being designated with a dynamically determined role, a
portion of the nodes are designated with the role of super-node and the

Wrg%g,;ﬂi%ﬁf the nodes are designated with the role of ordi%y/ﬁggg ofs04

98.

99.

method for updating routing information in a node 25 when the role of the

node chigagihghs BRI aINe e Beifg (e chhAS N GAocal

change in the role of said node; terminating a network routing table when

sdrP@IRAYT satahage ehasaiss ROHEsERIEnRatorotitingritabige jncliddes
n rauti i ing entries to a sub-network of
noﬁ{% ggi‘?ﬁé%é?kﬁgmégz?&%ﬂwo PCT/1L20071000504
updatirgkahiecgingutingtwbtls atepeday taetabhgsssn witicahttofeaetyone
d of sai sal routing table includes . entries of routes
R AN TR A BT N ST i
ortabEomedmplsger-reaid neaivork atchodogiruditgisaid ndtelodes the
rogting table accordingly, said nefwork topology database includes the
togO ?fggf(gaﬁgﬁﬂ?g{{?im%lf r‘?ﬁfggﬁﬁceiving network topology update
messageseivithy pestingrisaishsletyyolptizielogysiigbasamhdsdiding said
network rougggézble 10 accordingly; transm,iﬁgin network topolog

up G s8R ondHED aShe PRGde SR hgib?é\"é%%rdfﬁa%gy table

changsgightocal topology database and updating said local routing
table, said local topology database includes entries of neighbor nodes of

said nodRNEEENG HhBFRNETKd IQRAIRENG HPERIR JreRsRASSSINEURNREHOP
Frgggdmo@% dasigaiig thRepRIfgP fYPerARgeaighRoIe@s IRIsYBYS

or
database and updating said local routing table, said local topology
database includes entries of neighbor nodes of said node;

The method according to claim 97, further includes the procedure of
designating the one-hop super-node neighbors as gateways for
forwarding packets in said local routing table.

The method according to claim 97, further includes the procedure of
transmitting network topology updaie messages to one-hop
super-node neighbors according to changes in said network topology

database;

100. The method according to claim 97, wherein said neighbor nodes are

limited by a neighbor limiting criterion.

101. The method according to claim 100, wherein said neighbor limiting

criterion is the hop number of said neighbor nodes from said
transmitting node.
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forwarding packets in said local routing table. 20 99. The method
according to claim 97, further includes the procedure of transmitting
network topology update messages to one-hop super-node neighbors
waCkRkaing 49 changes in said network topology database; 25-40Q2d%00504
method according to claim 97, wherein said neighbor nodes are limited by
102 THENRRANGH AgcsHgienid Glaibherts oAes? 4 REiBot finiting
wherein said neighbor limiting criterion is the hop number of said
nerfiRip it daerdisianne 96 srifshaighlaotedes fiwm sady fransmmitting
Pg§%2007/000504 102. The method according to claim 100, wherein
said neighbor limiting criterion is the distance of said neighbor nodes from
said transmitting node. s 103. The method according to claim 97, wherein

: ) . ted wi : \hb q q qi

AR o g I Sl
wids sacia tsaidwitkigaid mmiglebot hb6és Taedsttred accaitingdalciainting
1Q3, yherein said royti tri iated, with said peigh -
AP A B B R AL GOHB DG Sl s
exteigabouterdezouple said nodes with other networks. 15 105. The

method according to claim 97, wherein said routing entries stored in said
network routing table, relate non-neighbor nodes and to the, the at least

104rEHROShethided vdtrdiagh tof skimodes,; A0Rerdip @gm%aﬁﬁ%r%i@s,

claim 105, wherein sajd routing entries, 20 stored in said network routing

taBRSRIBIFA LN SRR RS anPeGRr MA% AR50 IReNisNalLguters
eXBNFHEPUIEES eaitP AAIHIR oRaINaES it saidmrfleduters couple said

nodes with other networks.

105. The method according to claim 97, wherein said routing entries
stored in said network routing table, relate non-neighbor nodes and to
the, the at least one host coupled with each of said nodes.

106. The method according to claim 105, wherein said routing entries,
stored in said network routing table, may further relate to external
routers in said sub-network, said external routers couple other

networks with said nodes.

107. The method according to claim 97, wherein said network topology
database further includes eniries to at least one host coupied with

each of said node in said sub-network.

108. The method according to claim 107, wherein said network topology
database may further include entries to external routers coupled with
each of said nodes in said sub-network of nodes, each one of said

external routers couples another network with each of said nodes.
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107. The method according to claim 97, wherein said network topology
25 database further includes entries to at least one host coupled with
each of said node in said sub-network. 108. The method according to

welaip A7 Hherein said network topology database may fughe)ingdeosos
entries to external routers coupled with so each of said nodes in said

sub-network of nodes, each one of said external routers couples another
network with each of said nodes. -72 WO 2007/122620

109. A%/ rreind086ed 406, TReHRlA0 A g0 S P-RAVEH s8f
ﬁ’g?deﬁt atkifit8QFRiBEr BRiRSHBYMPEER ABHRSHK Said network. 5 110.

od according to claim 109, wherein said sub-network of nodes is
limited by a network I|m|t|ng criterion. 111. The method according to claim

110. 1% e Bhsag%orso &l W“‘T‘Qsﬁ”(ﬁﬁ@%lﬁt@%nﬁoelﬂbﬂﬁ@ﬁﬁ&&%ﬂ

supéer-no e neig sa| node having said designated role of
upees isdimiienl. Mhe netimotkdivdiiomgtidesiam 110, wherein said
sub-network limiting criterion is the distance of said limited number of
super-nodes from said node designated with said role of super-node. 15

111.17hd hevetietitbcaacounifigg to ctaain®d7] themhesaid smidweambrnetwork

lud Il th de id net k -
DGR GR35 e Lo s, e i TbrsBr
seificsHbde watgnaidfdebigrrinthairobxisi sapeuterdeoupled with each

of said nodes in said sub-network of nodes, each one of said external
routers couples another network with each of said nodes. 25 115. In

112 iedessathbac actoriingheonetteonk indlOdesiaepkiralisainf neules)ebaork
of the the being designated with a dynamicall eter ined role porton
My S S L) stpethods

from said node designated with said role of super-node.

113. The method according to claim 97, wherein said sub-network
includes all the nodes in said network and at least one host coupled
with each of said nodes.

114. The method according fo claim 113, wherein said sub-network may
further include external routers coupled with each of said nodes in
said sub-network of nodes, each one of said external routers couples

another network with each of said nodes.

115. In wireless ad-hoc network, the network includes a plurality of nodes,
each of the the being designated with a dynamically determined role,
a portion of the nodes are designated with the role of super-node and
the remaining of the nodes are designated with the role of
ordinary-nodes, a method for updating routing information in a first

ordinary-node when a second ordinary-node joins or leaves the
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the remaining of the nodes are designated with the role of
ordinary-nodes, a method for updating routing information in a first 30
ordinary-node when a second ordinary-node joins or leaves the -73 WO

wePR 622640 PCT/1L2007/000504 one-hop neighborhood gf thg fikst 000504
ordinary-node, the method comprising the procedures of: Identifying the

Joinmmphedeagmmnfcmd ssfcoihe origstoproidagrnoade fthen thesthod
ne-ho ne%?g% orhood of said figst 5 ordinary-node; deleting the routing
HREEHHRE BSSRAYEESITY- ordinary-node from a local routing table

When spidSERARY ﬂ’fé"}@ﬁ?s{ derisHdenifiomas dpayiig sigae-BAR-hop
nelghborhood of “said first ordinary-node, said local routing table being

staSINANYRACED nﬁ@@anﬂ“%clM@sh@ﬁtm@%‘@ﬂﬂ'@@r@ﬁ’éﬁgh@f)r goifbs Hrst
eagmn%}?#ngﬂgtlng routing entries, associated with said second
ordinary-node from said local routing table, when said second

ordinarfi@igdi® gs ideatifitisdeadmigysanf oﬁ@homhléﬁghbbrkﬁﬁjd obeamnd
fi d d d
o SR oS G, FELERM Ba ereh Sl Rkt

joinhainaaichodie- o gdasitifiedriasote et iswdsiist maqprmﬁgmmgpd of

[ W sa| local
rou% ﬁ%t{egm%& écgeecg)%(? 85%: |narn%1q8q§%|g f|e 58 Jd‘f‘nlﬁaoh
sartbdaeahd;imnélgiimmma@fes’mdémet ey restie sl 66 e3bh nadieod
accordl clalm 1@ further | cludes thego edd2 %[éceaSI g the d
process PRostrd fPr% m%ri’ 5tion A28 baé% |ve%af m &R
seoodxdm%na@enmfwicsa!dmcoodmgintﬁWGpdwmme@afdadmond
Ie%\pglg‘g@gn%ré% qg eeﬁ%?g%r a%ofjeavmg said one-hop neighborhood of

said first ordinary-node;

adding a routing eniry of said second ordinary-node to said local
routing table when said second ordinary-node is identified as joining
said one-hop neighborhood of said first ordinary-node;

adding routing enitries associated with said second
ordinary-node, to said local routing table, when said second
ordinary-node is identified as joining said one-hop neighborhood of

said first ordinary-node.

116. The method according to claim 115, further includes the procedure of

ceasing the processing of host routing information messages
received from said second ordinary-node when said second
ordinary-node is identified as leaving said one-hop neighborhood of
said first ordinary-node,

wherein, said host routing information messages inform one-hop
neighbors of the node transmitting said host routing information
messages, of at least one host coupled with said transmitting node.
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said first ordinary-node, wherein, said host routing information messages
inform one-hop neighbors of the node transmitting said host routing
information 30 messages, of at least one host coupled with said

wh3smising node. -74 WO 2007/122620 PCT/1L2007/000504tk} 5000504

method according to claim 116, wherein said host routing information

T1Teheagestiay fatberdiigrmosaithime-np, naiaBbsis AAdrabetorouting

ext?rnal routers coupled with said other node, said external routers

cHUORTEIHER BRFSALES DAY AydResinfsny Raishenrdrapdrighl esscrim
1ouferibesinsiaesdirapEoesdpie vrreaIaNGiRe MR cesRINg, QL st

routing information messages received from said second ordinary-node
witeisigLdelhathpainaiyerigd s5akhamee as joining said one-hop
neighborhood of 10 said first ordinary-node, wherein, said host routing
information messages inform one-hop neighbors of the node transmitting

118sdibh st mpracdingtishclaise shtfaSusthandasiustes Hbst pmasddreitf

: o o " i 3
ot oce T o L o 08, WIORAR, thsagee
ofiecrbisHeidiitiors said rareandexeidiaamyurerdeowpheh wittashidsetend

n j l. s couple other networks tp said node. 20 120.
R 18 AR 0 TRl SR R B P ihotagd o
lirpitiskfingt & raifmyenbiohéting criterion. 121. The method according to claim
120, wherein said neighbpor limiting _gcriterian is the hop number of said
neighb%ﬁﬁ%%ﬁs ?r%@ ﬂ% ré’#é%‘i%%@’%é@?ﬂfﬁ% Ao QR
toneligihb a2, ofh éheinrsadi hapnsmitings seigahiestWeouting information
messages, of at least one host coupled with said transmitting node.

119. The method according to claim 118, wherein said host routing

information messages may further inform said one-hop neighbors of a
route to external routers coupled with said other node, said external
routers couple other networks to said node.

120. The method according to claim 115, wherein said neighbor nodes are

121.

122.

limited by a neighbor limiting criterion.

The method according to claim 120, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from each of said
nodes.

The method according to claim 121, wherein said hop number is
equal to two.
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-75_ WO 2007/122620 PCT/IL2007/000504 123. The method according to
clqlm 120, wherein said neighbor limiting criterion is the distance of said
nelghbor nodes from each of said nodes. 5 124. The method according to
welaipmARqyvherein said routes associated with said secong ey 297
ordinary-node include routes to at least one host coupled with said 0000
123. gzéd%i?féﬁ{;gmafma%l&s.cTaimmﬁoohmmdir@id agighbet, inikRg,
aid routes 10 with said second.qrdinary-node f rd
511481 1R A B v S5 CL SN S, S i rna
fauteLs couple other networks with said node. 126. In wireless ad-hoc

ne_twork, t_he netvvor_k includes a plurality of nodes, 15 each of the nodes
being designated with a dynamically determined role, a portion of the

124. fhﬂgeﬁg{ﬁo%ﬁéi&%ﬁx ith Wieirale 06, swaerdindsaihddhtes mestinigisd
e noae

s are designafed with the role of ordi -nodes,
o000 oRBEDH TV BRI, FRHEA o o EAPb A

r-node joins

gé I qggmﬁﬁ]ggﬁlg% %@MQQ,@@J‘ the ordinary-node, the method
prising the procedures of: Identifying the joining or the leaving of said
super-node from the one-hop neighborhood of said ordinary-node;

125. JHSing e g S8 e U EAOAS ShPSERPHS fosner it
r l_Jlr{B able when sal super-node is identified as leaving said one-hq
petghkaiibioaskobraid andiinary-noede, ﬁ%loﬁ&ﬁ?@hid@%&%@sbé %%orEPb

SR BTt R, Ao A WPt LTy 1 e 20,

. riés, associated with said super-node from 30
Sittlocalrtubng ¢abisladtbesartwaps-WiheRIGHBABRed as leaving said
one-hop neighborhood of said ordinary-node;

126. In wireless ad-hoc network, the network includes a plurality of nodes,
each of the nodes being designated with a dynamically determined
role, a portion of the nodes are designated with the role of
super-node and the remaining of the nodes are designated with the
role of ordinary-nodes, a method for updating routing information in
an ordinary-node when a super-node joins or leaves the one-hop
neighborhood of the ordinary-node, the method comprising the
procedures of.

Identifying the joining or the leaving of said super-node from the
one-hop neighborhood of said ordinary-node;

deleting the routing entry of the route to said super-node from a
local routing table when said super-node is identified as leaving said
one-hop neighborhood of said ordinary-node, said local routing table
being stored in each node and includes routing entries to neighbor
nodes of each node;

deleting routing entries, associated with said super-node from
said local routing table, when said super-node is identified as leaving

said one-hop neighborhood of said ordinary-node;
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-76 WO 2007/122620 PCT/1L2007/000504 adding a routing entry of said
super-node to said local routing table when said super-node is identified
as joining said one-hop neighborhood of said ordinary-node; adding

wipsisng Bpdsies associated with said super-node, to said 5 |pealoisingooso4
table, when said super-node is identified as joining said one-hop

neighbadtding &f saidinglieaiyynoideai? & upee-neteotbasaidivgaiordating
126, further includes the procedure of ceasing the processing of host
r(%i[la%i %ﬁﬂaﬁgﬁn%ﬁ%%dgg ?LO'?eé%m : gm%ai@'&%%r-?%ﬁe,%ﬁétﬁo‘a
saidighiperrinode tsf siatibietiragyiemdeg said one-hop neighborhood of

said ordinary-node, wherein, said host routing information messages,

inform Neb FEgE LY S RSRBAER R ifg/daRYRBENBdEndC said

infoERIRHAUNIMG S6BUE SVARAL LRASt ANSasd §8UBIRIEWIRRRISS 18ining said
transmitting node. 128. The method according to claim 127, wherein said

hERG R GSIgBRAERAHE S Y JINAF YRPRS inform said one-hop

neighbors of a route to external routers coupled with said other node, said
external 20 routers couple other networks to said transmitting node. 129.

1277 Hd thensdosasrnrne émptpime! 2Grherthaniaelidas thecpaeeedire of

c ing-the ing of.ho ting infqr a
rgc{:%%gg ro?nqga@rgggggﬁgdeg\t]vhétﬁ%:ic@{}ig{egr-rr?ﬁle IS |:§e§r§tif?eﬁ§ ggagg S
jolieel vadt fopr. saidnigstiornded whetidseidisapenogsenisddantifsid as
h ing.inf ' [nfer - [ of the node
e BT BLF BT 10 U aFHBHE e host
coupletviviredaid saidsniitisiy modkingo liatmatiorethoekasageting toform
claj w ' {d hestrouting .inf tion. messages may further
ingoﬁ%ﬁ o dOﬂ%fg?}’mgﬂ)pgﬁgeig&?bgﬁs%ofﬁgg%;ot@r?smlt%% S A St ing
information messages, of at least one host coupled with said

transmitting node.

128. The method according to claim 127, wherein said host routing
information messages, may further inform said one-hop neighbors of
a route to external routers coupled with said other node, said external

routers couple other networks to said transmitting node.

129. The method according to claim 126, further includes the procedure of
commencing the processing of host routing information messages
received from said super-node when said super-node is identified as
joining said one-hop neighborhood of said ordinary-node,

wherein, said host routing information messages inform one-hop
neighbors of the node transmitting said host routing information

messages, of at least one host coupled with said transmitting node.

130. The method according to claim 129, wherein said host routing

information messages may further inform said one-hop neighbors of a
77~
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WO 2007/122620 PCT/1L20071000304 route to external routers coupled
with said other node, said external routers couple other networks to said
node. 131. The method according to claim 126, wherein said neighbor

wepslRs & limited by a neighbor limiting criterion. 132. Thedaiash /000504
according to claim 131, wherein said neighbor limiting criterion is the hop

nuoer tof exiteneidhbataredesuUipted evith ehipidtnedasdt) 431 Ekiernal
method according to claim 132, wherein said hop number is equal to two.
1S Fla ol

138HFE ARG KRl S NP rein said neighbor limiting

15 criterion is the distance of said neighbor nodes from each of said
nodes. 135. The method according to claim 126, wherein said routes

13 Taskogismedn QiR SaR SigelordalIntbrGuawoRiel s aid epigbherades are
CoiRIRsEVBiNa LR SE RRTIIGIRrilegi®o he method according to claim

135, wherein said routes associated with said super-node may further
includes routes to external routers coupled with said super-node, said

‘ twerks, wi id 3710 Wi
R el A TR S
nodBetiRmip dbsidienaaumbes o saidicdighieesrninies fisle) #adintiohssid
th s are designated with the role of 30 super-node and the
remaining of the nodes are designated with the role of ordinary-nodes, a
method for updating routing information in a -78 WO 20071122620

1340t o A B G B 2 M S RO s
equal to two.

134. The method according to claim 131, wherein said neighbor limiting
criterion is the distance of said neighbor nodes from each of said
nodes.

135. The method according to claim 126, wherein said routes associated
with said super-node include routes to at least one host coupled with
said super-node.

136. The method according to claim 135, wherein said routes associated
with said super-node may further includes routes to external routers
coupled with said super-node, said external routers couple other

networks with said node.

137. In wireless ad-hoc network, the network inciudes a plurality of nodes,
each of the nodes being designated with a dynamically determined
role, a portion of the nodes are designated with the role of
super-node and the remaining of the nodes are designated with the

role of ordinary-nodes, a method for updating routing information in a
~78-



10

15

20

25

30

procedures of: Identifying the joining or the leaving of said ordinary-node
from s the one-hop neighborhood of said super-node; deleting the routing
entry of the route to said ordinary-node from a local routing table when

wedoergnasy-node is identified as leaving said one-hop neighbgrbapd@kos
said super-node, said local routing table being stored in each node and

inclufesnadingmenesato  Gedireighnodeodeinsf eachicands; datetinge-hop
routing entries, associated with said ordinayy-node from said local routing
ta&%’,@aﬁgmgfﬂgo%%ﬁnoﬂ@@rﬂg iez{%% 1335HReai6URRlIRIRe  the
netgbbedured of:said super-node; adding a routing entry of said

o0 said lacal routing, 15 table when said ordjnary-node is

ordinary-node t : )
identifigg%{é‘?'ﬁwﬁ]ﬂgﬂéﬁimggw@ﬁ the JrBying f sridi@iparpage from
adpia BFRUABH PRIMPHAPRBAIETWIEN e QFdaary-node, to said local

routing table, when said ordinary-node is identified as joining said

one-hof FIEM® R BRLGINghRNEYpRF IsdEoule iasait ordinaapederfiom
tO&'Pé%il%ufm&f‘éﬁ'ﬂ@'Hﬁ%ﬁwt@%ier%?aﬁ*}ﬁﬁéﬁoa%a?é“ﬂi%i@éﬂ%éﬁ!ﬂ%g

host routing information messages, receivéd from said ordinary-no

Wmaamm@w thieRid IsaAtrBarrorssitbdocal routing
NAGHROBERR, OLRAIE PR BRAC reRU AR RATIISTEMING entries. to

information messages, informone-hop neighbors of the node™transmitting
saigighiabnosgsibaashiondessages, of at least one host coupled with

anerei s S b O S, aiS Seaes R SR R B e o
orgaltbgatsiyHoorting {aAbIgy OnvPEDT7 /43R5 20 hIVLIN2RRY /BO0S8Atified as
leaving said one-hop neighborhood of said super-node:
adding a routing entry of said ordinary-node to said local routing
table when said ordinary-node is identified as joining said one-hop
neighborhood of said super-node;
adding routing entries associated with said ordinary-node, to
said local routing table, when said ordinary-node is identified as

joining said one-hop neighborhood of said super-node.

138. The method according to claim 137, further includes the procedure of

ceasing the processing of host routing information messages,
received from said ordinary-node, when said ordinary-node is
identified as leaving said one-hop neighborhood of said super-node,

wherein, said host routing information messages, inform
one-hop neighbors of the node transmitting said host routing
information messages, of at least one host coupled with said

transmitting node.

139. The method according to claim 138, wherein said host routing

information messages, may further inform said one-hop neighbors of
-79-
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a route to external routers coupled with said other node, said external
routers couple other networks to said transmitting node. 140. The method
according to claim 137, further includes the procedure of 5 commencing

wibepraeassing of host routing information messages receivaghfioriesadso4
ordinary-node when said ordinary-node is identified as joining said

oRerhoR Neiahkamaos aisidsupRIINOER. SN SiRe SISt 4R1BREMal
information messages inform one-hop, neighbors of the node transmitting

sERMIRIS FaLHR) 1§ fRexaiggeansmittipg<pere-host coupled
with said transmitting node. 141. The method according to claim 140,
wherein said host routing information messages may further inform said

140oridadpatbrpisecosdngdatelereddimd rdiesrinsbitpednipnaadifeof
”%%%ﬁ%ﬂﬁﬁ%fﬂ?é. rﬁa@ SIRG B %fth%&ﬁ’iv%ofhfo idRafesiddes
ethod accordi

The'm g to claim™137, wherein said neighbor nodes are

Iirrﬁlmi\taﬁa rﬁ@gnbsai;ﬂnitm@lmmqq@o mn_rhemtr@wmwf@m@ao is
B R TR

accordimgaeiiaisaitt Bpaheyatingadinfdropationbaeiss 2%esqmdib tontawone 13
The method a ding to,clajm 142..wherein. said neighbor limiti .

SR, Ohidhe A AR GHINTsalL ot oroHnel fSrmation
3n8Esle 2 bi7At 2260dRE HAEROOINED Mith 1skid Thensweiitiragacodeding

to claim 137, wherein said routes associated with said ordinary-node
include routes to at least one host coupled with said super-node. 5 147.

14 Tehenethethegceistrgdnglaty Hidinwhpein adidretesgigsdeiatedouting
information messages may further inform said one-hop neighbors of a
route to external routers coupled with said other node, said external

routers couple other networks to said node.

142. The method according to claim 137, wherein said neighbor nodes are
limited by a neighbor limiting criterion.

143. The method according to claim 142, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from each of said
nodes.

144. The method according to claim 143, wherein said hop number is
equal to two.

145. The method according to claim 142, wherein said neighbor limiting

criterion is the distance of said neighbor nodes from each of said

nodes.
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with said ordinary-node may further includes routes to external routers
coupled with said super-node, said external routers couple other
networks with said node. 10 148. In wireless ad-hoc network, the network

wieldgsaxplurality of nodes, each of the nodes being desigratgethwith@sos
)famicaII% determined role[,ﬁf ortion of the nodes are designated with

d

146 EheInGinQhecAstfing A\ IeFRIMGRY sRuinssRRRRGHted
wiljitha gl iR ARdaoHRsuanRsRskiab Updading gHENE dSfosmaYY
in a 15 first super-node when a second super-node joins or leaves the
oI AGRRERHIRITRGSE of the first super-node, the method comprising the
procedures of: identifying the joining or the leaving of said second
super-node to the one-hop neighborhood of said first super-node; 20

14 Tddisgneibedutingosding optialaiontd46 suidarebo raniliperiasdasaonipted

lo outing t id n -I; is. identjfi leayi
TR Gk o U e s LR
tabde testh gotgied inviihchaid detyred-inchisle samlitexdeendlias tdersighduple
nQ of h pode. 25 adding a routing entry of said second super-node
tooggl |8§§ %%%igl\%tt(]a%‘fflé th%%neSaid second super-node is identified as

joining said one-hop neighborhood of said first super-node; exchanging
twork topology, databases with said second super-node when said
14 g SR AL TECHAHb 58 RPN EARCSB%E AU G omOse
ofesmith fssttepaodesieheing wtagnatadetinriardayhiagrisie/adeasainigizd

id net k t | datab -81 WO 2007/122620 .
P EIPLL F0PRBBBOSbCE oD BLen QESENALEE vt dbginiPle of

supeBiOangdne FaAHIG SV ERk diamsiesis albBiphsdnRRh Ohe
said nodes in said network, said network routing table being stored in
ed@e of ordinary-nodes, a method for updating routing information in a
first super-node when a second super-node joins or leaves the
one-hop neighborhood of the first super-node, the method comprising
the procedures of:
identifying the joining or the leaving of said second super-node
to the one-hop neighborhood of said first super-node;
deleting the routing entry of the route to said second super-node
from a local routing table when said second super-node is identified
as leaving said one-hop neighborhood of said first super-node, said
local routing table being stored in each node and includes routing
entries to neighbor nodes of each node;
adding a routing entry of said second super-node fo said local
routing table when said second super-node is identified as joining
said one-hop neighborhood of said first super-node;
exchanging network topology databases with said second
super-node when said second super-node is identified as joining said
one-hop neighborhood of said first super-node, and updating a

network routing table accordingly, said network topology database
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super-node and includes routing entries associated with non-neighbor 5
nodes; transmitting network topology update messages to said second
super-node, according to changes in said network topology database and

wi adogaddapology database, when said network topology detabases asesos

exchange; 10 receiving network topology update messages from said

speaiyl stirednpreanH upgatingsddd ABAVINCIoNIPIgox detibbastratd of
said network routing table accordingly. wherein, said n twﬁséggﬁ%des

i8S e SRR THBEIYRGE SinNeFEsh sh Ao HEEEEI 5
changgs imadighircabigolawdrk desalinge einachseesnndd insaidch

network. 149. The method according to claim 148, wherein said routin'%3
or

eRURAT-RoscRIEdVHICes dQina PaliRs-AsaecERd s ARNGIGId
rcﬂg' table, relate to nodes hosts and external routers coupled with said
20 second super-node; 150. The method according to claim 148, wherein

said neltmnemiiiogswavaikitoplpayndiptsis MessadsrdAopRigssENd

7 : . oo T )
o R O el I A 1080 U Wit pbase
nadés.ib52 Tiheahdbpolegyoditahasgaimhen, waisteinedaiarkotomaaigat

is | t = . 2007/122620 PCT/1L2007/000504 153. The
m%%ﬁ%%gagc%c%%d%vgg )fg%:%al 8150, wherein said neighbor limiting criterion is

the distaceivirigaidtnaighbopolodss tptateaohestsges rfools saidSgedired
method accprding, to claim 148, wherein said routing entries _assaciated .
ARSI a A UER ROB <ol SR RBRigey Oalaba2e ahE i
network routing table accordingly.
wherein, said network update messages includes changes in
said network topology database and changes in said local topology

database of each super-node in said network.

149. The method according to claim 148, wherein said routing entries

associated with said second super-node, stored in said local routing
table, relate o nodes hosts and external routers coupled with said

second super-node;

150. The method according to claim 148, wherein said neighbor nodes are

151.

limited by a neighbor limiting criterion.

The method according to claim 150, wherein said neighbor limiting
criterion is the hop number of said neighbor nodes from each of said

nodes.

152. The method according to claim 151, wherein said hop number is

equal to two.

-82-



10

15

20

25

30

routing table, relate to all the nodes, host and external routers in said
sub-network. 10 155. The method according to claim 148, wherein said
sub-network is topology of a limited by a network limiting criterion. 156.
woheometiwd according to claim 155, wherein said sub-netwedkr/iimiingooso4
criterion is the hop number of said super-node neighbors of 15 said node
153ndtiagragith desiprratrtinglecoChaiperidd)ewhereifheaittheit aboorimging

< SRR I G P PhE RGIHTLER ot LN Ea i o3l
ra@ésuper-node. 20 158. In a wireless ad-hoc network, the network

including a plurality of nodes, each of the nodes being designated with a
dynamically determined role, a portion of the nodes are designated with

154therHeleitisyeEResiRimRd {hediemainiag olheransessie Wesiggatastries
with the 25 role of ordinary-nodes, the super-nodes form the routing

basassiater tHathetRlsikNaMBRISANEF deriasiniRtPES e Hoddish network
ABIRHEY T RRR4'tS MR ABHROATESE Pt S ARSI Po ARl said

destinat%l)n node, the node being part of the route, the method comprising
theulpraebdorlss of: 30 identifying the role of said node; -83 WO
20071122620 PCT/1L2007/000504 determining the number of hops from
said node to said packet destination node when said role is

155riirearpeatiied idwatidingoite - igirordiddry wbeesieigtid rss-arbumlvis
n .sal f.sai I - and when said 5
nﬁéh)(gegg? %&%ﬁﬁ%égg %orm&gmﬁi%%%&%%ﬁon node is not
greater than a neighbor limiting criterion; identifying one-hop super-node
156‘?%@%% St teé%%tc% iHSXtto claim 155, wherein said sub-network
limiting criterion is the hop number of said super-node neighbors of

said node having said designhated role of super-node.

157. The method according to claim 155, wherein said sub-network
limiting criterion is the distance of said limited number of super-nodes

from said node designated with said role of super-node.

158.In a wireless ad-hoc network, the network including a plurality of
nodes, each of the nodes being desighated with a dynamically
determined role, a portion of the nodes are designated with the role of
super-node and the remaining of the nodes are designated with the
role of ordinary-nodes, the super-nodes form the routing backbone of
the network, a method for determining by a node an alternative next
hop in a route from a packet source node to a packet destination
node, the node being part of the route, the method comprising the
procedures of;

identifying the role of said node;
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hops when said number of hop from said node to said pack_et_ destination
node is larger than said neighbor limiting criterion; 10 abstalnlng frqm
transmitting said packet when alternative next hops are not |dent|f!ed;
waorenarding2said packet to a selected one of said identified_ atte_mnnl:zymmenﬂm
hops. 15 159. The method according to claim 158, wherein said neighbor
limiting dE{BSAYAIRGHES 5P Mbeh& dieas neightmichndds fforsaidipacket

trafSERitl : .ding to claim 159, wherein said
hop nu%&?g{%ég&a% $og§v%e.%%i'.§%?gﬁm%&gbog%mrding.to clgim 158,
Whereiﬁcﬁiﬂfﬁmghbneﬁh@nngrdiﬁmanddéhne!@%rs eissalteneiiRohext
nqqgﬁsfr%ﬂécﬁ“dsg%%}'gm& gg%e'nZOSdéSAfs super-node and when said

159.

160.

161.

number of hops from said node to said packet destination node is not
greater than a neighbor limiting criterion:

identifying one-hop super-node neighbors as alternative next
hops when said number of hop from said node to said packet
destination node is larger than said neighbor limiting criterion;

abstaining from transmitting said packet when alternative next
hops are not identified:

forwarding said packet to a selected one of said identified
alternative next hops.

The method according to claim 158, wherein said neighbor limiting
criterion is the hop number of said neiglhbor hodes from said
transmitting node.

The method according to claim 159, wherein said hop number is
equal to two.

The method according to claim 158, wherein said neighbor limiting
criterion is the distance of said neighbor nodes from said transmitting
node.



