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BACKGROUND OF THE INVENTION

1. Field of the invention.

This invention relates to secure cryptographic methods for
demonstrating characteristics of privately held data. and more specifically
to methods for demonstrating formulas from propositional logic without
revealing additional information.

2. Description of the prior art.

US Patent application Ser. No. 08/203,231, filed February 28, 1994, by
the present applicant, describes and claims apparatus for demonstrating
characteristics of privately held data without revealing additional
information. In particular it describes how a prover party, holding one or
more secrets, can securely demonstrate a relation that is linear in the
secrets. A special case of demonstrating a linear relation pertains to
demonstrating that a secret has a certain value.

In one application the privately held data represents a set of credentials
that have been issued by some authorized party, and the prover party
demonstrates that its credentials have a particular value or that a linear
relation applies to the credentials, without revealing additional information.
By denoting the absence of a credential by a specially appointed value,
typically zero, and its presence by another, typically one, the prover party
can demonstrate in this manner that it has or does not have that
credential, by demonstrating that the secret representing the credential is
one or zero, respectively. Similarly, it can demonstrate possession of exactly
one of two such credentials, by demonstrating that the sum of the
respective secrets equals 1. In general, in this manner possession of exactly
! > 0 out of k > | credentials can be demonstrated.
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While the credential issuing and updating methods described in patent
application Ser. No. 08/203,231 are quite powerful, the method for
demonstrating linear relations is seriously limited in functionality.

To demonstrate a system consisting of more than just a single linear
relation, it would seem that the method described in patent application
Ser. No. 08/203,231 must be applied repeatedly, once for each relation. It
would be desirable to have a method that allows any system of linear
relations to be demonstrated by the prover party, without revealing
additional information, and without significantly degrading efliciency.

The methods of patent application Ser. No. 08/203.231 also cannot be
applied to demonstrate that a credential that can take on many values does
not have a certain value, without revealing information about its actual
value.

The method for demonstrating possession of exactly ! out of k
credentials only applies to yes/no credentials, and does not allow one to
demonstrate that one has at least [ out of k credentials.

More generally, the methods in patent application Ser. No. 08/203,231
do not allow to demonstrate arbitrary satisfiable formulas from so-called
propositional logic for linear relations; these are formulas that connect
atomic propositions by the logical connectives “AND,” “OR,” and “NOT,”
the atomic propositions being linear relations over a finite field.
“Satisfiable” in this context means that there exists an assignment to the
variables in the atomic propositions, such that the formula becomes true.
An example of such a formula is “(S; AND S;) OR (S; AND (NOT S,)),”

" where each of S,...,S5, denotes one linear relation involving numbers
Zi,...,Zk the formula is satisfiable if there is an assignment to (z;,...,2x)
such that the formula becomes true. In this interpretation, the methods in
patent application Ser. No. 08/203,231 only allow to demonstrate formulas
that connect linear relations by zero logical connectives; it does not allow
demonstration of formulas that have one or more logical connectives.

A method is known in the art (see, Cramer, R., Damgard, 1., and
Schoenmakers, B., “Proofs of Partial Knowledge and Simplified Design of
Witness Hiding Protocols,” Advances in Cryptology - CRYPTO 94,
Lecture Notes in Computer Science, Springer-Verlag, 1995) that allows the
prover party to demonstrate, for example, that it knows secret keys
corresponding to a second and a third public key, or to a fifth public key,
without revealing more than that. This method, however, only allows to
demonstrate monotone formulas, which are formulas with only “AND” and
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“OR” eonnectives: the “NOT” connective cannot be dealt with. More
importantly. the atomic propositions for this method are of the form “The
prover party knows a secret key corresponding to the i-th public key,”
instead of linear relations between secrets.

US Patent application Ser. No. 08/203,231 also describes a method for
enabling the set of credentials, or part thereof, to be computed by the
verifier party in case the prover party demonstrates the exact same linear
relation more than once (or, more generally, more times than a
predetermined limit). This method requires the prover party to know
beforehand which particular linear relation it will have to demonstrate,
which is often not desirable. Furthermore it would be desirable to have a
method whereby the verifier party is able to compute the set of credentials,
or a part thereof, in case the prover party demonstrates any two formulas
from propositional logic (i.e.. not necessarily the same) for the set of
credentials, or any two formulas out of a special category of all such
formulas.

Furthermore, the methods in US Patent application Ser. No. 08/203,231
do not make any other distinction than between zero-knowledge proofs and
signed proofs of formulas. They do not distinguish between how much of
the verifier party’s conviction can be passed on in case a signed proof was
provided, in other words between different flavors of signed proof. In
particular, in some cases it may be desirable that the verifier party can pass
on its conviction that the prover party knows a set of secrets, but not any
information about the formula that has been demonstrated by the prover
party; in other cases the verifier party may need to be able to pass on its
conviction that the prover party knows a set of secrets, and that the prover
party has demonstrated one formula out of a subclass of formulas, without
convincing of which one; and in still other cases the verifier party may need
to be able to pass on its conviction that the prover party knows a set of
secrets, as well as its conviction of the particular formula that the prover
party has demonstrated.

The method described in patent application Ser. No. 08/203,231 for
demonstrating linear relations moreover requires the prover party to
demonstrate knowledge of a representation with respect to a set of
numbers. This set of numbers depends on the particular relation that has
to be demonstrated. It would be desirable to have a method for which the
set of numbers is always the same, regardless of the formula that has to be
demonstrated. This would allow efficient use of the well-known
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simultaneous repeated squaring technique (see. for example, exercise 27 on
page 465 of Knuth, D., “The Art of Computer Programming,” Volume 2 /
Seminumerical Algorithms, second edition, Addison-Wesley Publishing
Company) because only a single table would be needed, containing for each
non-empty subset of the set of numbers the product of the numbers in the
subset, which could easily be pre-computed once and then stored.

T I NTION

Accordingly, it is an object of the present invention to:

allow a prover party to demonstrate any system of linear relations
pertaining to a set of privately held secrets, without revealing additional
information about the secrets;

allow a prover party to demonstrate that a linear relation does not
pertain to a set of privately held secrets, without revealing additional
information about the secrets;

allow a prover party to demonstrate that a set of privately held secrets
satisfies at least some of a specified set of linear relations, without revealing
additional information about the secrets;

allow a prover party to demonstrate arbitrary satisfiable formulas from
propositional logic, atomic propositions being linear relations pertaining to
a set of privately held secrets of the prover party, without revealing
additional information about the secrets;

enable a verifier party to compute the set of privately held secrets of a
prover party, or some of these secrets, if and only if the prover party
engages more than a predetermined number of times for its set of secrets in
the demonstration of a formula from a predetermined category of satisfiable
formulas from propositional logic, atomic propositions being linear relations
pertaining to the secrets;

allow, in any one of the above objects, the verifier party to restrictively
blind the demonstration performed by the prover:

allow, in any one of the above objects, the verifier party to fully blind
the demonstration performed by the prover;

allow, in any of the above objects, the prover party to perform its
demonstration as a zero-knowledge proof;

allow, in any one of the first seven of the above objects, the prover party
to perform its demonstration as a signed proof, in such a manner that the
verifier party can subsequently pass on its conviction that the prover party
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knows a set of secrets, and its conviction of the formula that has been
demonstrated by the prover party:

allow, in any one of the first seven of the above objects, the prover party
to perform its demonstration as a signed proof, in such a manner that the
verifier party can subsequently pass on its conviction that the prover party
knows a set of privately held secrets, but not of the formula that has been
demonstrated by the prover party;

allow, in any one of the first seven of the above objects, the prover party
to perform its demonstration as a signed proof, in such a manner that the
verifier party can subsequently pass on its conviction that the prover party
knows a set of privately held secrets and that the prover party has
"demonstrated one formula out of a restricted class of formulas, without
convincing of which particular formula;

allow, in any one of the three foregoing objects. the prover party to
perform its signed proof without interacting with the verifier party;

allow, in any of the above objects, the prover party to be implemented
by two sub-parties that have mutually conflicting interests, in such a
manner that each sub-party knows only some of the secrets of the prover
party;

allow efficient computation for the prover party and the verifier party in
the above objects, by guaranteeing that simultaneous repeated squaring can
be applied using a single pre-computed table;

enable use of the above objects of the invention in privacy-protecting
credential mechanisms; '

aliow efficient, economical, and practical apparatus and methods
fulfilling the other objects of the invention.

Other features, objects, and advantages of this invention will be
appreciated when the description and appended claims are read in
conjunction with the figures.

FT N

FIG. 1 shows a flowchart of a first protocol for demonstrating that a
system of linear relations pertains to a set of secrets, without revealing
additional information about the secrets, in accordance with the teachings
of the present invention.

FIG. 2 shows a flowchart of a second protocol for demonstrating that a
system of linear relations pertains to a set of secrets, without revealing
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additional information about the secrets, in accordance with the teachings
of the present invention.

FIG. 3 shows a flowchart of a protocol for demonstrating that a linear
relation does not hold for a set of secrets, without revealing additional
information about the secrets, in accordance with the teachings of the
present invention.

FIG. 4 shows a flowchart of a protocol for demonstrating that at least
one of two linear relations pertains to a set of secrets, without revealing
additional information about the secrets, in accordance with the teachings
of the present invention.

FIG. 5 shows a flowchart of a protocol for demonstrating that a system
of linear relations pertains to a set of secrets. revealing additional
information about the secrets if and only if performed more than once, in
accordance with the teachings of the present invention.

FIG. 6 shows a flowchart of a protocol for demonstrating a satisfiable
formula that connects linear relations, pertaining to a set of secrets, by zero
or more “AND" connectives and at most one “NOT" connective, revealing
additional information about the secrets if and only if performed more than
once, in accordance with the teachings of the present invention.

INV

While it is believed that the notation of FIGS. 1 to 6 would be clear to
those of ordinary skill in the art, it is first reviewed here for definiteness.

The figures describe protocols between a prover party and a verifier
party, denoted in the figures and in the accompanying descriptions by P
and V, respectively. The actions performed by the parties are grouped
together into flowchart boxes. The party performing the actions described
in a flowchart box is indicated at the top of the column that the box is in.
Each line in a box describes a step, such as a computation, a transmittal or
a storage action. Flowcharts must be read box by box, in accordance with
the attached numbers, and, within boxes, line by line. The term ”party”
indicates an entity, and might sometimes be regarded as an agent who
performs a step or a collection of steps in a protocol. It might also be
regarded as a means for performing those steps, and might be comprised of
any suitable configuration of digital logic circuitry. For example, any box or
collection of boxes from the figures could be realized by hard-wired and
dedicated combinatorial logic, or by some sort of suitably programmed
machine, a microprocessor for instance, such as are well-known in the art,
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just as long as it is able to perform the storage. input/output and
transformational steps (possibly apart from the random source functions)
described by the corresponding box or boxes.

The symbol “—” denotes assignment, meaning that the variable or
symbol on its left-hand side is assigned the value or values on its right-hand
side to. Assignments do not necessarily imply the reservation of storage
space, but can refer to intermediate computations performed in
random-access memory.

A test for equality is indicated by the symbol “Z . Unless specified
otherwise, the present invention is not concerned with what should happen
in case an indicated equality does not hold. For definiteness the protocol
can be assumed to halt in such a case.

The symbol “€x” indicates that the number or numbers on its left-hand
side are chosen from the set on its right-hand side according to a
probability distribution that is substantially uniform and independent. In
practice a physical random number generator can be used, possibly in
conjunction with additional post-processing. or a deterministic
pseudo-random number generator. In the latter case all random numbers
generated by a device may be derived from a single secret, for example by
diversifying the secret by a sequence number and/or tvpe specifier
indicative of the random number to be generated.

The word “Send,” followed by a colon and at least one number,
indicates that the at least one number is sent by the party performing the
actions, described in the corresponding box. to the other party, indicated
by the connections between the flowchart boxes.

For any integer, {, the symbol Z, denotes the set of of numbers
{0,...,1—1}, called the ring of integers modulo . {Of course, any other set
of representatives can be taken instead, as will be clear to those of ordinary
skill in the art.) Addition and multiplication of elements in Z; are defined
modulo L.

As in standard mathematical notation, the symbols “[]” and “3."
denote product and sum, respectively, and they are always indexed. For
example, [I{_, z; denotes the product zoz3z4.

The standard (horizontal, vertical or diagonal) ellipsis notation from
mathematics is used in cases where one or more numbers are formed
according to the same rule, which can be logically inferred from the
information preceding and succeeding the ellipsis. For example, the
notation in the first three lines of Box 13 is to be interpreted as follows: if
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k — [ equals 1, then only a single relation is defined, namely that shown for
ry; if & — 1 is greater than 1, then r; is computed as ry « cTn(2) + wp mod g
and so on; and in the special case that & — [ is zero, no relation is defined.
Likewise, the notation in the fourth line of Box 13 is to be interpreted as
follows: if k — ! equals 1, then only a single number is sent, namely r,; if

k — 1 is greater than 1, the numbers 7, up to and including r,_; are sent;
and in the special case that & — ! is zero. nothing is sent.

FIGS. 1 to 6 describe preferred embodiments based on the so-called
Discrete Log assumption, well-known in the art. Initially a group is
determined, denoted here by G,, that contains g numbers, where g is a
large prime number. Without loss of generality. the group operation in G,
is assumed to be multiplication. Efficient algorithms should be available for
recognizing, generating, testing equivalence of, and multiplying numbers in
G,, but not for computing discrete logarithms. An expression involving a
number in G, and no explicit modulo operator indicates a computation in
G- For computations in the ring Z,, the modulo operator is denoted
explicitly.

Additionally, & > 2 so-called generators, g;,.-., gi, all in G, and
unequal to 1, are selected. Using the terminology of US patent application
Ser. No. 08/203,231, a representation of a number, A, in G, with respect to
(91,--..9x) is a vector of numbers, (zi,...,z), all in Z,, such that 4 is
equal to [I%, ¢7. It is important that at least P cannot feasibly compute a
representation of 1 with respect to (g1,...,g:) that differs from the all-zero
representation (0....,0). Hereto the generators, g, ..., g, can, for
example, be generated at random by a party trusted by V, or by V itself;
this party may also specify the group G,. As will be clear to those of
ordinary skill in the art, it may not be needed to choose all generators in a
substantially random manner; one of the generators may be chosen from a
small set, for example amongst the first hundred prime numbers, as long as
it is believed infeasible to compute discrete logarithms with respect to that
generator.

The vector (z,,...,2x) is from now on referred to as the set of secrets of
P. The inventive methods enable the P to demonstrate properties of its set
of secrets, the properties being described by satisfiable formulas from
propositional logic, atomic propositions being linear equations in the
secrets.

The inventive methods require P to demonstrate knowledge of a
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representation of a number with respect to a vector of generators, the
number and each generator being a product of powers of generators in the
set {h, g1,.-., 9k}, and the particular definition of products specifying the
formula to be demonstrated. To demonstrate knowledge of a representation
without revealing (useful) information about it, the protocol described by
Figure 18 of US patent application Ser. No. 08/203,231 is used throughout;
from now on it is referred to as “the basic proof of knowledge.” This
particular choice for proving knowledge of a representation is believed to be
preferred in most applications. However, as will be clear to those of
ordinary skill in the art, the inventive techniques can be implemented based
on any other proof of knowledge of a representation that has the well-known
characteristics of being complete and sound. and that is (believed to be)
witness hiding; some such alternatives may be simple variations, perhaps
arrived at by interchanging some or all of the exponents (such as the
position of the challenges and the responses) in the verification relation for
the verifier party, while others may depend on entirely different approaches.

It is well-known in the art that one can rapidly evaluate a product of
powers, such as g7’ .- - gi*, by simultaneous repeated squaring. For
efficiency it is preferable that, for all 2* — 1 non-empty subsets of
{g1,...,9x}, the product of the g;’s in the subset is pre-computed and
stored in a table. For example if k equals 14, and g;’s are represented by
512-bit numbers, this table takes up almost one megabyte of storage space;
well within reach of currently available personal computers (that can load
the entire table into RAM). Regardless of the choice of &, the number of
modular multiplications in G, needed to evaluate the product of powers
then never needs to exceed twice the binary length of g. Also known in the
art are ways to trade off between the storage space for the table and the
number of required modular multiplications (for example by considering
groups of exponent bits instead of single bits), and ways to further improve
computational efficiency.

The choice of describing embodiments related to the diffculty of
computing discrete logarithms is only intended to be suggestive, and not
limiting in any way. The inventive techniques can also be implemented
based on the (presumed) difficulty of computing so-called RSA-roots.
Hereto a set of secrets, (2;,...,Z), consists of numbers in the ring Z,,
where v is a large prime number. Computations are performed in a group
Z, where n is the product of (at least) two large distinct primes that have
been generated at random and are unknown at least to P, and k> 1
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numbers, Y3,...,Ys, all in Z; and preferably of large order, are decided on.
As in US patent application Ser. No. 08/203.231, a vector (z,. .., T¢, Ziy1),
with z;,....7x € £, and 2,4, € Z,, is called a representation of a number
h in Z},, with respect to (¥},.... Y, v), if h is equal to [I%., Yz}, mod n.
The choice of # and (Y),....Y:, v) must be such that it is believed
infeasible for at least P to compute a representation of 1, with respect to
(Y,...,Y:,v), that differs from the “trivial” representation (0,....0,1).
This requirement is easy to meet: a party that knows the factorization of n
can easily generate at random numbers of order A(n) (the highest possible
order in Z;). Alternatively, if n is the product of two hard primes.
well-known in the art, then a random choice in Z; has high order with
overwhelming probability. Of course, any other suitable method may be
used as well. To demonstrate knowledge of a representation without
revealing (useful) information about it, the basic proof of knowledge
described by Figure 5 of US patent application Ser. No. 08/203,231 can be
used. Each detailed description of a figure is followed by a description of
how to embody the inventive technique based on the difficulty of computing
RSA roots. The descriptions for the RSA case detail only the changes that
need to be made to the Discrete Log-based protocols, rather then spelling
out the entire RSA-based protocols; those of ordinary skill in the art are
believed to be able to straightforwardly do so themselves, by studying the
provided descriptions.

Turning now to FIG. 1, a flowchart of a first protocol for demonstrating
that a system of linear relations applies to a set of secrets, without revealing
additional information about the secrets, will now be described in detail.

At the outset, P knows a representation (z,...,z:) of a number 4 in
G, with respect to (gy,...,gx); this representation is its set of secrets. The
number, A, is a commitment of P on its set of secrets. Without loss of
generality, it is assumed that P has to demonstrate to V that its secrets
satisfy the following [ > 1 independent linear relations:

by = onZxy+ -+ 01 p-1Tx(k-1) + Ta(e-i+1) mod g

by = anZa)+ -+ 02k iTx(k-t) + Tn(k-t+2) Mod g

h = anTx1) + -+ UYkATr(k-1) + Tx(k) mod g,
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or. in matrix form,
145 WPRIY o J W S8 ¢ 1 0 ... 0 Ix(13 b]
('] = mod g.
an ... Opr-t 0 ... 0 1 Zx(k) bl

For further reference, the formula that is specified by this svstem of linear
relations is denoted by F. The numbers a;;. for 1 <i<land1<j<k~1,
and the numbers b;, for 1 < ¢ <, are elements of Z,. and 7(-) is a
permutation of {1....,k}. It will be clear to those of ordinary skill in the
art that any system of linear relations in z;,..... 1, can be described in this
form. Namely, if a system of linear relations contains dependent relations,
it can be reduced to a system of independent linear relations. denoted in
number by ! here; then the matrix of coefficients can be brought into
so-called row canonical form (also known as row echelon form); and finally.
by applying a suitable permutation 7 (-), the columns of the matrix of
coefficients can be interchanged, arriving at the syvstem displayed above.

Clearly, any predetermined arrangement of the numbers o;, for
1<i<land 1< j<k-—!, and the numbers b,, for 1 < ¢ < I, can be used
to describe the formula F, possibly in combination with additional bits that
specify that F is a formula consisting of a system of linear relations (i.e., F
has only “AND” connectives). Of course, how much additional bits are
needed to specify F depends on the set of formulas from which P is allowed
to pick an F for demonstration.

The inventive technique consists of P demonstrating that it knows a
representation of the number, A (IT., g:"(k_, +y)”'- with respect to

[} {
(g=(1) ].-.[1 9;(:2l+i)’ - Gx(k-t) H gr(:‘-'-kl:i))‘
$= =1

P indeed knows such a representation in case the system of linear relations
holds, namely (Zx(1), .- ., Zxx-n)- By applying the basic proof of knowledge,
and expanding the resulting expressions, P and V can evaluate all products
of powers in the proof by evaluating products of powers of the numbers in
the set {h,91,...,9x}. P and V can hence efficiently apply, say, the
simultaneous repeated squaring technique, by making use of one
pre-computed table whose 2*+! — 1 entries consist of the products of the
numbers in the non-empty subsets of {k,g,...,gx}. The protocol steps are
as follows.
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Box 11 first shows P generating k — ! random numbers, w;, ..., wi_,, all
in Z,. The second line shows P computing a number a in G, in such a
manner that P knows a randomly generated representation of a with
respect to

{ [}
- Gy k-
(g=(1) II 9:(7:—11+i)a co v s Oli~1) I:E gw(k-kH-'i))f
=1 i=

namely, (wy,...,wi—). The number a may be called an initial witness, in
line with terminology commonly used in the art for three-move proofs of
knowledge. The third line shows P sending 4, a digital certificate (denoted
by cert(k)) of a certification authority on k. and a to V. The certificate
may also be on such information as an identity description of P and an
expiration date, but such information is not explicitly shown because it is
unrelated to the inventive technique. Alternatively. depending on the
application, V may be able to retrieve h and the certificate from a
public-key directory or the like. or a certificate is not needed at all because
V can check the validity of 2 in another way. In any case, it will be clear
that if the protocol is to be repeated several times, h and the certificate
need only be sent at most once to V.

The first line of Box 12 shows V generating a challenge number ¢ in Z,,
and the second line shows V sending c to P. There are several
fundamentally different manners in which ¢ can be chosen, each of which
makes an important distinction for the inventive method: depending on the
manner in which c is generated, the protocol is zero-knowledge, witness
hiding or a signed proof (the latter can come in many flavors). This is
described in detail shortly, after the description of Box 13 and Box 14.

The first three lines of Box 13 show P computing k — ! response
numbers, all in Z,, and denoted by r,,...,r¢_;. The fourth line shows P
sending the k& — ! response numbers to V.

The first three lines of Box 14 show V computing ! numbers,
Tk—l+1,---,Tk- Lhe fourth line shows V verifying the k — ! responses
provided by P. If the verification holds, then V accepts the proof. If V
accepts then the probability that P has been cheating successfully is 1/2°
for truly random c, and should be close to it when c is computed as a
one-way hash of at least a.

If one represents atomic propositions by linear relations over Z,, then
the inventive technique of Figure 1 can be used to demonstrate any
satisfiable formula from so-called propositional logic that has only ” AND"
logical connectives. An example follows.
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Example 1: To demonstrate the formula “(z; = 223 + 3z4 + 5 mod q)
AND (z, = 6z4 — 7 mod g),” for a situation with k = 5, P proves to V
knowledge of a representation of /(g3g; ") with respect to (g3gs, 939594, g5).
P hereto computes a as g7* T2 gS¥2 g g2g¥3 for random w;, wp and ws
in Z,. and provides responses r; «— cz3 + w) mod g, T, «— ¢Z4 + w, mod g
and 73 < cz5 + w3 mod g, responsive to a challenge c. V verifies the
responses by checking whether a equals h-cgje+2r1+3r2grTctbra oy 91295,

[End of example 1]

Returning to the description of Box 12, the first manner in which ¢ can
be determined is for V to choose it from a small set (i.e.. t must be small).
The four protocol steps must then be repeated several times, in order for V
to be convinced that P knows a set of secrets (a representation) of A. and
that the formula F applies to the secrets of P. This results in a
zero-knowledge demonstration.

The second manner is to chose ¢ at random from a large set (i.e.. ¢ is
large). In this case no repetition of the protocol steps is needed to convince
V with high probability. Although the protocol is believed not to be
zero-knowledge, it is believed to be infeasible for V to learn additional
information about the secrets of P. (Indeed, in case k is at least ! + 2,
which can always be ensured by P by extending its set of secrets with an
additional “dummy” secret. the protocol can be proved to be witness
hiding.) Alternatively, the protocol can be made zero-knowledge by having
V start the protocol, by sending to P a commitment on its challenge c; V
must then open the commitment in Box 12 (this ensures that V cannot
compute ¢ depending on the information provided by P in box 11). An
example of a suitable commitment is gf4*, for a random s in Z, and a
generators g; from the set of generators used by 7 and V.

Thirdly, the demonstration can be performed as a signed proof, meaning
that V can subsequently demonstrate to other parties that it has performed
the protocol with P, by showing the transcript of the protocol execution.
In this case the challenge ¢ must be computed as a hash (implying that t is
large) of certain information; the hash-function should preferably be
collision-intractable, and to prevent combining of old signed proofs into new
ones several algebraic relations in terms of the hashfunction should be
infeasible to compute. The information that is hashed in order to compute ¢
should comprise at least a. Furthermore some or all of the following may be
hashed along: k; a digital certificate on A (in particular that shown in the
third line of Box 11; in case k can be verified in another way to correspond
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to P, the certificate may be omitted); a message for V (the signed proof
then serves as a digital signature of P on that message); additional
information such as an expiration date; and. a description of the formula F
that is demonstrated by P. The following information suffices to constitute
the signed proof: h, (ry,...,7k~1). ¢, and any (other) information hashed in
order to compute ¢, with the possible exception of a (it suffices to include
only one of c and a; the former results in a more compact signed proof).

Whether a description of F is hashed along or not has important
implications for what exactly the signed proof demonstrates. Namely, if a
description of F is hashed along, then the transcript of the protocol
execution subsequently can be used to convince others that P knows a set
of secrets corresponding to £, and that the formula F applies to the secrets
of P. If, on the other hand, F is not hashed along, then in general the
transcript of the protocol execution only demonstrates that P knows a set
of secrets corresponding to k; it is not a convincing demonstration of the
fact that the formula F applies to the secrets of P. However, if P is not
allowed to demonstrate any system of linear relations for its secrets, but
only systems of linear relations for which at least some of the coefficients
a;; must be in a predetermined negligible subset of Z,, then it may not be
necessary to hash along the entire description of F: it may suffice to hash
along only a part of the description of F (such as some of the a;;’s, or a
description of linear relations that apply to the a;;’s, or more generally
some information about F'), or perhaps no information about F at all, in
order for the signed proof to convince others of the fact that P knows a set
of secrets corresponding to h, and that the formula F applies to the secrets
of P. Or, when only some of the coefficients o;; and/or b; are hashed along
in the computation of ¢, or more generally only some information about the
coefficients o;; and/or b; (in other words, a partial description of F), the
signed proof may be convincing that one out of a restricted set of formulas
applies to the set of secrets of P, without revealing which one. From the
above description it is believed to be clear to those of ordinary skill in the
art how these various forms of signed proofs can be constructed, and that
different forms of signed proof may each have their own merits, depending
on the application in which a signed proof is to be used.

As a simple example, consider h = g g5?, and suppose that P has to
demonstrate a formula F taken from the formulas described by relations
z3 = Amod g, for A € Z,. It hereto provides a response 7 such that
e = h™°gigfc. If ¢ is a hash of h and a only, then the signed proof
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(conmsisting of h, ¢. A and r) does not demonstrate that zo = A mod g; it
merely shows that P knows a representation of h with respect to (g;, g2).
Namely. P and V could have taken a — ¢! g5, for random w, and w,, and
A «— x7 +wy/cmod g. However. A is not under control of P and V in this
case (assuming the hashfunction is sufficiently secure). and so the signed
proof does demonstrate that 2, = A mod ¢ in the special case that A must
be in a subset of Z, that is negligible (which is for example the case if 4
may only be zero or one). By hashing not only h and a. but also a
description of F' (if A parameterizes all possible formulas F, then A4 can be
used to describe F), it is ensured that the signed proof also shows that F
applies to the secrets of P, no matter whether or not a restriction is
imposed on the set of formulas that may be demonstrated.

It will also be clear to those of ordinary skill in the art that P may be
able to compute ¢ by itself in case of a signed proof (and it then does not
need to supply a to V); this depends on whether the additional information
to be included in the hashvalue is available to P. and on whether P is
allowed to know c. Namely, if V provides P with the information that it
wants to be hashed along in the computation of c. then P can compute ¢ by
itself; in particular, if P can determine by itself all the information that
needs to be hashed, no interaction with V is needed. If, on the other hand,
V wants to hash along a message that must remain unknown to P, or V
wants to blind the signed proof, then V should compute ¢ by itself.

In order to completely blind the signed proof, V can compute ¢ in Box
12 as follows: it generates random k — ! + 1 blinding factors 7y, ... s Yie—13 it
uses these to compute a blinded form, @', of a, according to

! k-1
0’ —a(h([] g%uraa) ™)™ I o7
=1 i=1

it computes a number ¢’ by hashing in any one of the manners described
above for obtaining a signed proof, only this time hashing along a' instead
of a; and, it computes the challenge ¢ according to ¢ — ¢’ + v mod g. In
Box 14, V computes blinded forms of 74,...,rL_; of r1,..., 7y, according
to

i — i+ mod g,

for all 1 <i < k— ! The signed proof is then formed by: A, (Y- aamh)s
¢, and any information hashed in order to compute ¢, with the possible
exception of a' (it suffices to include only one of ¢ and a'; the former results
in a more compact signed proof). It will also be clear to those of ordinary
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skill in the art how ¥ must compute ¢, and adjust the responses of P in
Box 13, in order to obtain a restrictively blinded signed proof: hereto the
inventive techniques for restrictive blinding, detailed in US patent
application Ser. No. 08/203,231 and in US patent application Ser. No.
08/321,855, filed October 14, 1994, both by the present applicant, can be
combined straightforwardly with the inventive technique of Figure 1.

Furthermore, the protocol for demonstrating F can be made
non-transferable, meaning that ¥V cannot in real-time divert the protocol
execution to another party in order to convince that party (as is
well-known, zero-knowledge does not suffice to prevent this so-called
man-in-the-middle attack). Hereto the inventive technique can be combined
with a technique known in the art (See, Jakobsson. M., Sako, K. and
Impagliazzo, R., “Designated verifier proofs and their
applications,” Advances in Cryptology — EUROCRYPT ’96, Lecture Notes
in Computer Science, Springer-Verlag, 1996). In effect, P must prove either
that F applies to its own representation of A, or that it knows a
representation of a number in G, that is associated with V. For this it must
prove that it knows a secret key (representation) of h (IT%., g:‘(k_, !‘_,-))"l with
respect to ‘ ,

(0xt) IT 92204+ 9wt I e i)-
(as detailed already above), or that it knows a secret key of a public key of
V. To accomplish this, another technique known in the art can be used
(See, Cramer, R., Damgard, I., and Schoenmakers, B., “Proofs of Partial
Knowledge and Simplified Design of Witness Hiding Protocols,” Advance in
Cryptology — CRYPTO ’94, Lecture Notes in Computer Science,
Springer-Verlag, 1995); this technique enables P to demonstrate that it
knows a secret key of a first public key or a secret key of a second public
key.

Using techniques described in US patent application Ser. No.
08/203,231, P can consist of two (or more) parties, not necessarily acting in
the same interest. A typical example is for P to be computer equipment
held by a person, with P consisting of a tamper-resistant computing device
T (typically a smart card or the like) acting in the interest of an issuer of
7T, and a user-controlled personal computer I{ acting in the interest of the
person, and 7 and I{ configured such that all flow of information to and
from T must pass through /. By ensuring that part of the representation
(z1,.-.,zx) of h is known only to 7, which has been programmed on behalf
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' of its issuer or some other party, the demonstration in general can only be
performed when 7 cooperates. It hereto suffices that &/ knows all but one
of the exponents, say zx, which is known only to 7; gi* can be viewed as a
public key of 7, and z; as its secret key. When the linear relations do not
involve z;, the proof can be performed in such a way that z; is not revealed
by 7. '

To illustrate this, consider again example 1. In this case, 7 knows z;
and U knows (z;,...,24). 7 should generate w,; and provide & with
a1 « g5°, and U should generate w; and we and multiply a; by
giwrtdwz ghwz gt 9203 t6 obtain a: U can then compute r; and o, while 7 has
to provide r3.

As detailed in US patent application Ser. No. 08/203.231, ¥ can
furthermore prevent subliminal channels from 7" to V and vice versa, and in
fact even the development of random numbers known to both 7 and V. In
example 1, U can hereto add a random number ¢ in Z, to the challenge, c,
before passing it on to 7 (to preveni inflow), and add a random number
in Z, to r3 before passing it on to V (to prevent outflow); correspondingly,
U can then multiply a in addition by g§(g5°)*, before passing it to V.

It will be clear to those of ordinary skill in the art that the above
manners of computing ¢ in Box 12, the techniques for blinding and
restrictive blinding, the technique for making the demonstration protocol
non-transferable, and the technique for dividing P into parties with
conflicting interests, apply equally well to the other inventive methods that
will be described hereafter. For this reason in later descriptions only a
reference to these techniques will be provided (whenever appropriate).

The inventive technique of FIG. 1 can also be based on the difficulty of
computing RSA-roots. Consider P having to prove the same system of
linear relations, but then with all equations modulo v instead of modulo g,
and having committed to a set of secrets (z;,..., ;) by using
h Y7 .- Yz}, mod n for a number 23, in Z. (Depending on the
application, z;); may, or may not have been chosen secret and at random;
in the latter case it can be taken equal to 1, for computational efficiency.)
The inventive technique then consists of letting 7 demonstrate that it
knows a representation of the number, & (IT._, Y:(‘k_, +) ! mod n, with
respect to

l t
Yoy 11 Yoiyy mod o, . .., Yageepy [T Y, eotrh mod n, v).
i=1 =1

By using the basic proof of knowledge described by Figure 5 of US patent
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application Ser. No. 08/203,231, expanding the resulting expressions, a
single pre-computed table can be used for efficient simultaneous repeated
squaring. A detailed description is omitted here, since those of ordinary
skill in the art are believed to be capable of straightforwardly applying the
inventive method of FIG. 1 by studying the drawing in conjunction with
the corresponding description. Likewise, it is believed to be straightforward
for those of ordinary skill in the art to apply the techniques described above
for computing the challenge, for blinding and restrictive blinding, for
making the demonstration protocol non-transferable. and for dividing P
into parties with conflicting interests.

Turning now to FIG. 2, a flowchart of a second protocol for
demonstrating that a system of linear relations applies to a set of secrets,
without revealing additional information about the secrets. will now be
described in detail.

As in FIG. 1, at the outset P knows a representation (z;,...,zx) of a
number A in G, with respect to {g;,...,gx). P has to demonstrate a system
consisting of ! independent linear relations,

a;g ... gk Ze(1) b
: : = : | modg.

o .. O Tn(z) b

Contrary to the method of FIG. 1, the matrix of coefficients a;;, for
1<i<landl<j<k, does not need to be in row canonical form. The
protocol steps for demonstrating this formula F are as follows.

Box 21 first shows P generating k random numbers, w,,...,w, all in
Z,. The second line shows P computing a number a in G, in such a
manner that (w,...,w) is a representation of a with respect to
(g1, ..,9%)- The number a may be called an initial witness. The next three
lines show P computing ! numbers, e, ..., e, all in Z,, in accordance with
the system of linear relations. The sixth line shows P sending h, a digital
certificate on 4, and a to V; the remarks made for Box 11 apply here also.

The first line of Box 22 shows V generating a challenge number ¢ in Z,
and the second line shows V sending ¢ to P.

The first three lines of Box 23 show P computing k response numbers,
all in Z,, and denoted by ry,...,7¢. The fourth line shows P sending the k&
response numbers to V.

The first four lines of Box 24 show V verifying the k responses,
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T1,..., Tk, by checking ! + 1 verification relations. If all verifications hold,
then V accepts. _

Compared to the method of FIG. 1 this method requires more
information to be transmitted from P to V. On the other hand, an
advantage is that the computation of a does not depend on the particular
system of linear relations that is to be demonstrated. Hence P can compute
e in advance. before knowing the system of relations that is to
demonstrated; only the computation of e,,..., ¢ is dependent of the
particular system to be demonstrated, but the required computation time
for this is negligible in comparison to that for a.

As will be clear to those of ordinary skill in the art. all the techniques
described in relation to Figure 1 also apply to the inventive technique of
FIG. 2. Moreover, in case of a signed proof. the 1ssue of whether a
description of F must be hashed along or not when computing c, or whether
perhaps only some information about F needs to be hashed along, now also
applies to (ey,...,e). For example, if P is allowed to demonstrate any
formula F. and the signed proof should convince that F applies to the
secrets of P, then a description of F as well as (e,. ..., ¢/) should be hashed
along. If it is sufficient that the signed proof only convinces that some
formula out of a subset of all formulas applies to the secrets of P, then only
some information about F and/or some information about (ey,..., ;) needs
to be hashed along (with the choice of which information depending on the
particular subset of formulas that is considered). If no information about
(e1,...,e) is hashed along, then the signed proof only demonstrates that P
knows a representation of A with respect to (g;,...,g:), even in case P is
allowed to demonstrate only a few formulas.

Variations of the inventive method of FIG. 2 are possible. For example,
the inventive method of FIG. 5, described later on, is also an adaptation of
the method of FIG. 1. It has the same advantage as FIG. 2, while having
somewhat greater communication efficiency. (The inventive technique of
FIG. 5 serves an additional goal, namely to prevent P from performing the

. demonstration more than once, but this extra feature is not of relevance
here; for the present discussion, P in FIG. 5 could just as well be allowed to
choose ¢ freely each time the proof with respect to h is performed.) The
following changes to Box 23 and Box 24 ensure that the method of FIG. 2
becomes equally efficient to that of FIG. 5: in Box 23, P only computes
k — | of the response numbers, and sends these to V (the k& — ! positions
must be agreed upon with V in advance); instead of verifying the linear
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relations as specified in the last three lines of Box 24, V computes the
remaining ! response numbers in accordance with these ! relations; and
finally, V verifies the response numbers, & in total, as specified by the first
line of Box 24.

More generally, V can restrict the set of formulas that P will be able to
perform to a subclass, by requiring the numbers (e,,...,€;) sent by P in
Box 21 to satisfy certain restrictions. Namely. the numbers (e;,....e;) can
be thought of as correction factors for adjusting a, in order to ensure that
the adjusted form of a can be used to demonstrate a particular formula. By
allowing P in Box 21 to send only up to z correction factors, where z < [,
and/or by allowing P to send only correction factors that satisfy a system
of (linear or otherwise) relations, P’s computation of a will be able to
anticipate only a subset of possible formulas. The protocol of FIG. 1 can be
thought of as the extreme case where V does not allow P to use any
correction factors: P hence must compute g in direct correspondence to the
formula F.

It will be clear to those of ordinary skill in the art how to base the
inventive technique of FIG. 2, as well as all other described variations and
related techniques, on the difficulty of computing RSA-roots; for this reason
a detailed description is omitted. '

Turning now to FIG. 3, a flowchart of a protocol for demonstrating that
a linear relation does not apply to a set of secrets, without revealing
additional information about the secrets, will now be described in detail.

The situation at the outset is as described for FIG. 1. P has to
demonstrate to V that its set of secrets (the representation it knows of k)
satisfies the formula Zx(1) # 0y + QaZx(9) * - * + QkZx(s) mod g. The
coefficients oy, for 1 < 1 £ k, are elements of Z,, and they form a
description of the formula F that P has to demonstrate (again, depending
on the space of all formulas that may be demonstrated by P, additional
bits may be needed to describe F). As will be apparent to those of ordinary
skill in the art, any linear inequality can be written in this form, for a
suitable permutation, #(-), of {1,...,k}. Moreover #(-) can always be
defined to interchange at most two elements and leave the rest unchanged.

If inequality holds, then z,(;) is equal to
(01 + aaTx(z) + -+ - + aTa(x)) — € mod g, for a nonzero ¢ in Z,. The
inventive technique conmsists of P demonstrating that it knows a
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representation of the number, g.(;), with respect to
(g:(’nh"l, 9:(21)91(2% cees 9:(“1)91:(1:))-

P indeed knows such a representation in case the inequality holds, namely
(6 mod g, Zx(2y6 mod g, ..., Zxx)6 mod g), where § denotes ¢! mod g.
Applying the basic proof of knowledge. and expanding the resulting
expressions into products of powers of numbers in the set {h,g;,...,g:},
the following protocol results (again, any other proof of knowledge can be
used instead).

Box 31 first shows P generating k random numbers, wy, . .., w;, all in
Z,. The second line shows P computing 2 number a in G,, in such a
manner that P knows a randomly generated representation of ¢ with
respect to

(g:(ll)h-l: g:(zx)gw(Z)y “eey g,‘,’("l)g,r(k)),

namely, {(w,,...,w:). The number a may be called an initial witness. The
third line shows P sending h, a digital certificate on h, and a to V; the
remarks made for Box 11 apply here also.

The first line of Box 32 shows V generating a challenge number ¢ in Z,.,
and the second line shows V sending ¢ to P.

Box 33 first shows P computing a difference number ¢, which is
non-zero if the inequality holds. The second line shows P computing the
inverse modulo ¢ of ¢, denoted by §. The next four lines show P computing
k response numbers, all in Z,, and denoted by ry,...,7:. The seventh line
shows P sending the k response numbers to V.

Box 34 shows V verifying the k responses, ry,..., 7. If the verification
holds, then V accepts the proof.

Representing atomic propositions by linear relations over Z,, this
inventive technique can be used to demonstrate any satisfiable formula from
propositional logic that has one “NOT” logical connective and no other
logical connectives. The protocol described by FIG. 3 demonstrates to V
the formula “NOT (Z:1) = &1 + QaTx(2) + - - - + O Zx() mod g)."

As will be clear to those of ordinary skill in the art, all the techniques
described in relation to Figure 1 also apply to the inventive technique of
FIG. 3. Also, the technique of using correction factors, demonstrated by
the inventive technique of FIG. 2, can be used, to ensure that 7 can
compute a independent of the formula it has to demonstrate; and V can
restrict the number of correction factors, and/or the relations they need to
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satisfy, in order to restrict the set of formulas that can be anticipated by P
with the same g, as described for FIG. 2.

Moreover, to demonstrate that none of [ independent linear relations
holds, where { > 1, P has to perform the protocol ! times. once for each
inequality. All ! demonstrations can be performed in parallel, and can
furthermore be responsive to the same challenge ¢. In the latter case, all
the data of each individual demonstration must be hashed into ¢ in order to
obtain a signed proof. The various flavors of signed proofs, described in
relation to FIG. 1, can also be obtained in this case, as will be clear to
those of ordinary skill in the art.

Combination with the inventive technique of FIG. 1 allows P to
demonstrate any satisfiable formnlas from propositional logic that has both
“AND” and “NOT” logical connectives. atomic propositions being linear
relations over Z,. For a system consisting of one or more linear relations
and one linear inequality, the inequality is first written as a linear relation
by introducing a difference term (denotes by e in the description above). By
appropriate substitution, the system can then be represented by the
following matrix relation

o ... ogp1 1 0 ... 0 Zx(1) b - fre
? : = mod g,

an ... o 0 ... 0 1 Tx(k) b — fie
where fy,..., fi are numbers in Z,. (Clearly f, say, can always be made

equal to 1.) P then has to demonstrate knowledge of a representation of
the number, 1'[£=1 g,{"(,,_, iy with respect to

! { !
(n? }'Il Orik—teiys 970 E Grthtrsiys« - -2 Imlk-1) H: Tnktrn))-
P indeed knows such a representation in case the system holds, namely
(8, Zx(1)d mod g,. .., Txx-1y0 mod ¢), where § denotes ™! mod g. An
example, based on example 1 and augmented with one “NOT” relation,
follows.

Example 2: To demonstrate the formula “(z; = 2z3 + 3z4 + 5 mod q)
AND (z, = 6z4 — 7mod g) AND (NOT (z3 = 4z4 + 8 mod ¢)),” for a
situation with k = 5, P needs to show that z; = 2z3 + 3z, + 5 mod g,
z2 = 624 — 7 mod g and z3 = 4z, + 8 — € mod g, for some ¢ that must be
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demonstrated to be non-zero. Substitution gives that P must prove that
;= 11z4+ 21 — 2e mod g, Z; = 6z, — 7 mod g and 23 = 4z, +8 —¢. P can
perform this proof, since (§ mod g, z46 mod g, z56 mod g) is a representation
of g2gs with respect to (h~'g%'g5 953, 911959504, 95). where § = ¢! mod ¢.
More specifically, P computes a as h=% g2'w1 14wz g Twi+6iz ghuntdws puwg iy
for random w;, w, and w; in Z,, and provides responses

71 « cb + w; mod g, 73 +— céx4 + wy mod ¢ and r3 — cbzs + w3z mod ¢
responsive to a challenge c. V verifies the responses by checking whether a
is equal to h—™ gl—2c+21r1+llrzg;7r1+6rzg;c+8r1+4rz g:z g;;;-

As with the inventive technique of FIG. 1. P can consist of Y and 7,
with 7 knowing zs and U knowing (z,, Z;, Z3, 74): in the computation of a,
wy must then be generated by 7, and g5 must be provided to U by 7 so
that U/ can compute a. To prevent 7 from learning ¢. P can additionally
raise g5 to the power é before multiplying it with
hw1 gFlwi 1wz o mTwy+6ws ghwi+4wz gz, when computing the responses, 7 then
provides U with r3 = ¢xs + ws mod g, which &/ multiplies by § before
passing it on to V. More generally, to prevent inflow P can add a random
number t in Z, to the challenge c of V before passing it on to 7, and to
prevent outflow 7 can add a number u in Z, to r; before multiplying it by
6 and passing it on to V; correspondingly, the contribution g5 of 7 in the
computation of a can then be transformed by U to g¥4(g3*)* before
multiplying it with h=w1g2lw1+llws g Twitbuz glun+duz gz 16 ohtain a. [End of
example 2]

More generally, the inventive techniques of FIG. 1 and FIG. 3 allow P
to demonstrate any satisfiable formula that consists of an arbitrary number
of “AND” and “NOT” logical connectives. When more than one “NOT”
logical connective is present, the demonstration can be divided into several
sub-formula proofs, which may be performed in parallel and responsive to
the same challenge. For example, to demonstrate the formula “S; AND S,
AND S3; AND S; AND (NOT Ss) AND (NOT S;)." where S, ..., S are
linear relations such that the formula is satisfiable, two sub-formula proofs
can be performed. The division can be done in many ways: P can
demonstrate “S; AND S, AND S3 AND S; AND (NOT S;5)” and “NOT
Se:” or it can demounstrate “S; AND S, AND (NOT S;)” and “S; AND S,
AND (NOT Sg);” and so on.

The inventive technique for demonstrating any satisfiable formula from
propositional logic that has “AND” and “NOT” logical connectives can also
be based on the difficulty of computing RSA-roots. Assume that P has to
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prove the same inequality as for FIG. 3, but then modulo v instead of
modulo ¢, and has committed to (zy....,T¢) by using

h e Y7 ... Y*zp, , mod n for a number ziy; in Z;. The inventive
technique for demonstrating one inequality then consists of letting P
demonstrate that it knows a representation of the number, Y;(;), with
respect to

(Y 5,h™ mod n, Y3, Yaez) mod .. .. . Y, Yoy mod 7, v).

b

If the inequality holds, € # 0 mod v and P can compute numbers d and f in
Z, such that ed = 1 + fv, by using the well-known Extended Euclidean
Algorithm: a satisfying representation known to P is

k .
(d.dxx(2) mod v,...,dTx) mod v, :cfHY,:('{) T Yoy ) @@V mod n).
=2

Here, a div v denotes the maximum number of times that v can be
subtracted from a such that the remainder is positive, that is,

e = v(a div v) + a mod v. As will be clear to those of ordinary skill in the
art, to demonstrate the system

Q11 .- O gl 1 0 ... 0 Zx(1) b — f1€
. 0 : :
] = ) mod v,
ang ... o 0 ... 0 1 ZT(k) b — fie
where fi,..., fi are numbers in Z,,, ’P can demonstrate knowledge of a

representation of the number, I}, Y, (,‘ 1+)» With respect to

-1 k-
(h H (l:—l+i)’ ﬂ(l)H (k—l+u)’ r(k-l)n (k-?+:)’

P indeed knows such a representation in case the system holds, namely

(8, Zx(1)d mod v, ..., Ta(k-1)6 mod v, Tx41), where & denotes €~! mod v.
Adaptation to proving general satisfiable formulas with “AND” and “NOT”
logical connectives is believed to be straightforward for those of ordinary
skill in the art when studying the described method for the discrete
log-based approach, and hence is omitted here; the same holds for all other
previously detailed techniques and variations.

Turning now to FIG. 4, a flowchart of a protocol for demonstrating that
at least one of two linear relations applies to a set of secrets, without

PCT/NL96/00413
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revealing additional information about the secrets, will now be described in
detail.

The situation at the outset is again as in FIG. 1. P has to demonstrate
to V that the representation known to it satisfies either the linear relation
Za(1) = Q) + 02Zx(2) * * * + AxTx(x) mod g, or the linear relation
Zo1) = B1 + BaZp(2) + -+ + BrZpxy mod g, or both. The coefficients a; and 8;,
for 1 < ¢ < k, are elements of Z,, and #(-) and p(-) are suitable
permutations of {1,...,k} that can always be defined to interchange at
most two elements each.

If (and only if) the first linear relation holds, then P can compute, for
any challenge c,, responses (r3,...,7) such that

- cz°1+z:,= ar;
a1 = ™% g,y 2 G2y Ialeys
where a, has been generated by P of the form g,f?‘-’ il y (I 9uiyy for

random ws, ..., w; in Z,. Likewise, if (and only if) the second linear
relation holds, then P can compute, for any challenge ¢,, responses
(82,-..,8%) such that

P c2b1+ Bis;
a2 = h-orggan TP g g,

where a; has been generated by P of the form gZ'=’ B I, 9505 for
random vg,...,v in Z,. To perform the proof, P chooses one of the two
challenges, ¢; or ¢, at random by itself, so that it can anticipate that
challenge by calculating a suitable a; from the self-chosen c¢; and a set of
randomly self-chosen “responses;” this is referred to as a simulated proof.
The other challenge cannot be anticipated by P, thereby forcing P to
perform a genuine proof. However, P can hide which challenge (and
response set) it has chosen by itself.

More specifically, assuming for concreteness that the first linear relation
holds and the second does not, P computes a, by generating at random a
challenge c; and “responses” sg,..., s, and computing

oz — h™% :2('3)‘+E"’ " gsty - Oty
For the first relation P performs the basic proof of knowledge. To ensure
that P can choose (and hence anticipate) at most one challenge correctly,
without revealing which one, V in the protocol sends to P a random
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challenge ¢, and P uses challenges ¢; and ¢, such that, say, the bitwise
exclusive-or of ¢; and ¢; is equal to c.

The first two lines of Box 41 show P computing a number a,, as
specified above. The third and fourth lines show P generating at random a
self-chosen challenge c;, and k — 1 self-chosen responses, s,,...,s:. As
shown in the fifth line, P then computes a number a;, based on ¢, and
82, ..., Sk- Finally, as shown in the sixth line, P sends h, a digital certificate
on i, and e, and a, to V; the remarks made for Box 11 apply here also.
The numbers a; and a; may be called initial witnesses.

The first line of Box 42 shows V generating a challenge number ¢ in Z,,
and the second line shows V sending ¢ to P.

Box 43 first shows P computing challenge c;, from the self-chosen
challenge c; and the challenge ¢, by taking their bitwise exclusive-or
(denoted by &). For the resulting challenge, c;. P then computes k — 1
responses, rz,.... Tk, as shown in the next three lines. As shown in the fifth
line, P then sends to V the two challenges, the response set for the first
linear relation, and the self-chosen response set for the second linear
relation.

Box 44 first shows V verifying that P used two challenges, c; and c,,
whose bitwise exclusive-or equals c; this guarantees to V that P could have
generated only one of ¢, ¢z, by itself. The second line shows V verifying the
response set for the first linear relation, with respect to cha.llenge ¢;. The
third line shows V verifying the response set for the second linear relation,
with respect to challenge c,. If all three verifications hold, then V accepts
the proof.

Representing atomic propositions by linear relations over Z,, this
inventive technique can be used to demonstrate any satisfiable formula from
propositional logic that has only “OR” logical connectives. The protocol
described by FIG. 4 demonstrates to V the formula
“(Zagr) = @1 + Ty @iZx(iy mod g) OR (z,0) = B + T5, Biz ;) mod g).”

Clearly one of ¢, ¢; need not be transmitted by P in Box 43, as V can
compute it by itself. Furthermore, instead of using in Box 43 the bitwise
exclusive-or operator to compute the remaining challenge values from the
self-chosen challenge and the challenge of V, other functions can be used.
For example, it can be required that ¢, and c, satisfy ¢; + ¢ = ¢ mod 2t.

As will be appreciated, the inventive methods of FIGS. 1, 3 and 4 can
be combined in order to demonstrate arbitrary satisfiable formulas from
propositional logic, where the atomic propositions are linear relations over
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Z,. Hereto such a formula F can be expressed in the format “Q, AND @,
AND - .. AND @,,” where sub-formula Q; has the format “R;; OR R,; OR
.+- OR Ry;" and each of subsub-formulas Ry;, Ry;, ..., Ry is a formula
from propositional logic that connects linear relations over Z, by “AND”
connectives, at most one “NOT” connective, and no other logical
connectives. By using the inventive technique of FIG. 4, to demonstrate
one out of ! representations, P can then demonstrate the sub-formula @Q;.
To prove the formula F, P needs to demonstrate separately each of the
sub-formulas @, @2, ..., @:. These ! sub-formula proofs can be performed
in parallel, and responsive to the same challenge. An example, based on
example 2, follows.

Example 3: Consider the linear relations S; =
“(xy = 223 + 324 + 5 mod gq),” So = “(z = 6x4 — 7 mod q),” S3 =
“(_333 = 4z4 + 8 mod Q),” S; = “(1'1 = 525 + 7 mod q).” Ss =
(29 = 324 +2mod g),” S = “(r; =22+ 14+ 3modg),” and S; =
“(z9 = —3z3 + 7T mod g),” and A = [I5_, ¢©. Suppose that P has to
demonstrate the formula F = “(S; AND S, AND (NOT (S; OR S7)) AND
Se) OR ((NOT (S; OR S7)) AND S; AND S)." By applying the rules of
propositional logic, F can be re-written in the format “((S; AND S, AND
(NOT S;)) OR ((NOT S,) AND S;)) AND (Ss AND (NOT S7)).” Let now
Ry = %51 AND S, AND (NOT S3),” Ry2 = “(NOT S;) AND S;5,” and Ry,
= “Sa AND (NOT S7),” and Q1 = “Rn OR Rlz.” and Q2 = Rzz. P can
then demonstrate the formula F to V by separately proving sub-formula Q,
and sub-formula @;. To demonstrate Q;, P can demonstrate knowledge of
a representation of g7gs with respect to (h~'g¥¢; g5, 91 959394, 05) (cf.
example 2), or knowledge of a representation of g, with respect to
(h~2g}7g2, g1°93 94, 83, 95), OF both. Hereto the inventive technique of FIG. 4
can be used straightforwardly: P first provides two numbers, @, and a,,
both in G, to V; respousive to a challenge, ¢, P provides to V a first set of
responses, (r,,12,73) responsive to a challenge ¢,;, and a second set of
responses, (s, Sg, 83, 54), responsive to a challenge c;; and V verifies that
a) = h-rlg;2cx+21r1+llrg 2—7r;+6rz —C14+8r144r2 r2 T3

g 93 94’95 and
—ca+1781+1582 2814387 .93

ap = h™*g] g3 93°g93°gs*, and accepts if both verifications
hold. Here P is allowed to choose one of ¢;, ¢y, freely by itself, subject to

¢ @ ¢ = ¢, it correspondingly chooses the appropriate response set at
random by itself, and computes one of the two numbers, a1, as, in such a
manner from the self-chosen challenge and response set that the verification

by V holds. Similarly, to demonstrate Q2, 7 must demonstrate knowledge
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of a representation of g; g with respect to (k~2gi%0], 919, 973939: >, gs). P

hereto provides a number, a3 in G,. to V; responsive to a challenge, c3, P
computes a response set such that

a3 = k-t gpeati0hHa=dia gy T +3ia grca+Th =3t gl and V verifies the response
set. By performing the two proofs in parallel, ¢ can be taken equal to c3, so
that only one challenge is needed from V. Furthermore, a signed proof of F
consists of (a,, az, a3), challenge ¢ = ¢; computed as a one-way hashvalue of
at least (A, (a1, a2, as)), (one of) c; and c;, and the three response sets.
Depending on how much conviction the signed proof should convey, the
hash should or need not operate on a description of F, or perhaps only on
partial information about F. [End of example 3}

The inventive technique can more generally be used to demonstrate
knowledge of at least m out of | > m representations. Hereto P simulates
the proof of knowledge for the at most { — m linear relations that do not
hold, by generating self-chosen challenge values and response sets; and P
performs a genuine proof of knowledge for the linear relations that do hold.
(Alternatively, P can perform genuine proofs of knowledge for exactly m
relations that hold, and simulate the proof for the { — m remaining
relations, regardless of whether one of these holds as well.) The ! challenge
values must then be forced to be such that P can choose any [ — m freely,
but not more, without revealing which it has chosen freely. Hereto the {
challenge values can be required, for example, to satisfy m pre-specified
independent linear relations. Note that this generalized method need never
be applied for m greater than 1: any satisfiable formula can be
demonstrated by applying the inventive technique for demonstrating a
formula consisting of zero or more “AND” connectives and at most one
“NOT” connective, and the inventive technique for demonstrating
knowledge of 1 out of ! representations. However, the technique for proving
knowledge of m > 2 representations out of / can be used to improve
efficiency. For example, to demonstrate the formula “(R, AND R;) OR (R,
AND R3) OR (R; AND R;),” P can use the m = 2, [ = 3 situation;
application of the m = 1, ! = 3 case might result in a less efficient proof (for
example when both R, and R; contain a “NOT™ connective).

For greater efficiency, V can process the ! verifications simultaneously,
similar a batch-processing technique known in the art for verifying DSA
signatures (See, Naccache, D., M'Raihi, D., Vaudenay, S. and Raphaeli, D
“Can D.S.A. be Improved? - Complexity Trade-Offs with the Digital
Signature Standard -,” Advances in Cryptology —-EUROCRYPT ’94,
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Lecture Notes in Computer Science. Springer-Verlag, 1995, pp. 77-85). To
batch-process ! > 2 verification relations, a; < pw 1'[;-;1 g;-"" for1<i<|,
where the u;'s and the v;;’s are expressions in terms of the responses of P,
V generates random numbers py, ..., px and verifies the single relation

e L B Pitt s, g,z::=" ““i_ The size of the set from which the p;’s
are chosen determines the security level, and a small optimization is to take
p always equal to 1.

The inventive method of FIG. 4 is related to a method known in the art
(See, Cramer, R., Damgard, 1., and Schoenmakers, B., “Proofs of Partial
Knowledge and Simplified Design of Witness Hiding Protocols,” Advance in
Cryptology - CRYPTO ’94, Lecture Notes in Computer Science,
Springer-Verlag, 1995). As will be appreciated, the methods differ in two
important respects. The reference method applies only to situations in
which P demonstrates knowledge of m out of { > m subsets of k secret
keys, each of which corresponds to one of & public keys. In other words. it
allows P to prove monotone formulas from propositional logic (meaning
that only “AND” and “OR” connectives are present), the formulas always
being satisfiable because the atomic propositions are of the form “P knows
the secret key corresponding to the i-th public key,” for 1 < i < k. In
contrast, with the inventive techniques only one public key is present, to
which a multitude of secret keys correspond, and any satisfiable formulas
from propositional logic can be demonstrated, the atomic propositions
being linear relations over Z,. However, as will be appreciated clear, the
reference method can be used to optimize the inventive method for
demonstrating arbitrary satisfiable formulas from propaositional logic for
linear relations. Namely, one can interpret an atomic proposition for the
reference method to correspond to a sub-formula that is a system consisting
of linear relations and at most one linear inequality; as has been detailed in
the description of FIG. 3, one such sub-formula requires P to demonstrate
knowledge of a representation of a number with respect to a tuple
consisting of k base numbers, in other words to demonstrate knowledge of a
secret key corresponding to a distorted public key. For example, a formula
F in conjunctive normal form “(R;; AND Ry AND --- AND R;) OR - -.
OR (R;2 AND Ry, AND .-- AND R,.,),” where each R;; is a sub-formula
from propositional logic that connects linear relations over Z, by zero or
more “AND" connectives and at most one *NOT™ connective, can be
demonstrated efficiently by applying a construction known in the art (see,
Benaloh, J., and Leichter, J., “Generalized Secret Sharing and Monotone
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Functions. Advance in Cryptology - CRYPTO ’'88, Lecture Notes in
Computer Science, Springer-Verlag, pp. 25-35) in order to restrict the
manner in which P can generate self-chosen challenges - from the challenge
that is supplied by V. An example follows.

Example 4: Consider the linear relations of example 3, Sy, ..., Sy, with
h =TIi-; g7. Suppose now that P has to demonstrate the formula F =
“{S1 AND (NOT S;) AND (NOT S3)) OR (S; AND S; AND (NOT Sg)
AND (NOT 57)).” F can be re-written in the format “(R;; AND Ry ) OR
(R12 AND Rp,),” where Ry = “Sy AND (NOT S,)," Ry = “NOT S3.” Ry,
= “Sy AND (NOT Se).” and Rp; = “S5 AND (NOT S;)” are all
sub-formulas of F. Note that if, say, sub-formula R,, would not contain a
“NOT” connective, then sub-formulas R, and R, could have been lumped
together into one sub-formula. Now, in terms of the reference method this
means that P has to demonstrate knowledge of a first and a second secret
key, or a third and a fourth secret key. Hence P, after having computed
four numbers q, ..., a4, corresponding to Ry, Ry3. Rys. Raa. respectively
(cf. example 2), can perform the demonstration by deriving four challenges,
€1y-..,C4 from a challenge c of V. The four challenges must be such that P
can either choose ¢, c; by itself but not c3, ¢4, or can choose c3, ¢4 by itself
but not ¢;, c;. For the part of the formula that is true, say “Ryj; AND Ryp,”
P can then perform a genuine proof of knowledge, and the “R;; AND Ry,”
part, which may not be true, can be simulated by using self-chosen
responses and self-chosen challenges ¢;, c;. According to the construction of
Benaloh and Leichter in the abovementioned reference, ¢,...,c, can be
taken to satisfy the restrictions ¢; = ¢3, c3 = ¢4, and ¢; ® ¢; = ¢ mod 2t,
which must be checked by V as part of the verification process. [End of
example 4]

As will be clear to those of ordinary skill in the art, all the techniques
described in relation to Figure 1 also apply to the inventive technique of
FIG. 4, and to its generalizations. Also, the technique of using correction
factors, demonstrated by the inventive technique of FIG. 2, can be used. ¥
can also restrict the number of correction factors, and/or the relations they
need to satisfy, in order to restrict the set of formulas that can be
anticipated by P, as described for FIG. 2.

Application of the inventive techniques, as well as the described
generalizations, variations and related techniques, based on the difficulty of
computing RSA-roots is believed to be straightforward for those of ordinary
skill in the art, when studying the drawings in conjunction with the
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detailed descriptions: a detailed description is therefore omitted.

Turning now to FIG. 5, a flowchart of a protocol for demonstrating that
a system of linear relations applies to a set of secrets. without revealing
additional information about the secrets unless performed more than once,
will now be described in detail.

As in FIG. 1, P at the outset knows a representation (z;,...,z;) of a
number h in G, with respect to (g;,. .. .gx). The inventive technique
enables P to demonstrate to V that its representation satisfies the I > 1
independent linear relations that have been described with respect to FIG.
1, such that the demonstration cannot be performed responsive to two
different challenges without revealing the entire representation of 7. The
technique is as follows.

P initially commits to a number ¢ in G,. computed according to
1%, g for randomly generated numbers w.....w, in Z,. Hereto a party
authorized to issue certificates can issue a digital certificate on at least
(h,a), which must be revealed by P when performing the proof. For
concreteness, but without loss of generality. it will be assumed that P does
not need to know the particular system of relations to be demonstrated at
the time of computing a. Applying the inventive technique of FIG. 2, when
performing its demonstration P also sends a set of I correction factors, all
in Z,, to V; these correction factors are used to adjust a such that the
representation known to P of the “new” a is suitable to perform the
demonstration. The adjustment consist of dividing e by the product
T, g:'(k_, +i)+ By performing the protocol of FIG. 1, with the adjusted
number playing the role of a, and expanding the resulting expressions, the
protocol of FIG. 5 results.

The first three lines of Box 51 show P computing computing !
correction factors, ey,..., e, all in Z,. As shown in the fourth line, P then
sends (h, a), a digital certificate on (k,a), and the { correction factors to V.
Depending on the application, ¥V may be able to retrieve (h, a) and the
certificate from a public-key directory or the like, or a certificate is not
needed because V can check the correctness of (£, a) in some other way.

The first line of Box 52 shows ¥ generating a challenge number ¢ in Zj,
and the second line shows V sending ¢ to P.

The first three lines of Box 53 show P computing & — ! response
numbers, (r1,...,7k-i), and the fourth line shows P sending these to V.

The first three lines of Box 54 show V computing ! numbers,
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Thk—l41+- - -+ Tk. The fourth line shows V verifying the k — ! responses
provided by P. If the verification holds, then V accepts the proof. Not
shown is V storing (k.a), c, and (r;,...,7%) in a database. (Alternatively,
only a hash of (h.a) is stored, instead of (h,a). Furthermore, depending on
what information of P’s representation should be computable when P
performs two demonstrations using the same (k, a), it may suffice or be
more efficient to store information derived from ¢ and (r;,...,7). These
variations are discussed in detail shortly.)

As will be clear to those of ordinary skill in the art, V could access the
database directly in Box 52, to check whether P has already used the same
(k. a) before: in that case only (k,a) (or only 4 or a hash of it, depending
on the application) needs to be stored in the database. The inventive
technique of FIG. 5 is especially concerned with situations in which such
on-line checking may not (always) be feasible. This is plausible when V is
distributed. and many demonstrations are performed by prover parties. In
that case it is more practical for a central party (typically representing the
issuer of the certificate on (%, a)) to maintain the database, and for V to
contact the central party only occasionally, in order to send to it the
transcripts of protocol executions (and possibly also a description of the
formula demonstrated, to inform the central party of the particular system
that has been demonstrated). Exemplary applications are off-line electronic
cash systems and, more generally, credential mechanisms, as detailed in US
patent application Ser. No. 08/203,231.

In case P performs the demonstration a second time, using the same
(h.e), and responsive to a challenge ¢’ differing modulo 2¢ from ¢, but not
necessarily applying to the same system of linear relations, the
corresponding numbers, (ri,...,7}), allow the representation (z,...,zx) to
be computed afterwards by the party controlling the database. Specifically,
z; can be computed as (r; — r{){c — )" mod ¢, for 1 < < k. In case it
suffices for only one particular z; to be computable when P performs the
demonstration more than once, it suffices to store only r; instead of the
entire vector (r,....7s). Still greater database storage efficiency may be
achieved by storing only part of (k,a), or a one-way hash of k or (k,a), in
order to check for collisions.

Especially in case the interests of the central party, which maintains the
database, are not the same as the interests of V, the central party may
prefer to require V to perform a signed proof with P. To ensure that the
signed proof irrefutably shows which particular formula has been
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demonstrated, the challenge ¢ in Box 52 can be determined as a one-way
hashvalue of at least a, a description of the formula demonstrated, the
vector (ej, ... ,€), and possibly also i and additional information (such as
time and date of the protocol execution, the identity of the holder of V, and
so on). In this cased, when V sends the transcript of the protocol execution
to the central party, it must also send along the description of the formula
that has been demonstrated.

As will be clear to those of ordinary skill in the art, a in Box 51 may be
computed by P to be of forms other than [I5_, ¢i*; P must then compute
the { correction factors correspondingly. in Box 51. The protocol in FIG. &
enables P to perform any system of linear relations, without needing to
know the system in advance. Clearly, if P should only be allowed to
demonstrate one particular system of linear relations, such that when
performed twice the representation is revealed. no correction factors should
be allowed in the protocol; this requires P to compute a of the appropriate
form right from the start (cf. Box 11). More generally, as already detailed
in the description of FIG. 2, V may impose restrictions on the number and
form of the correction factors that P may use; in this manner it can be
ensured that P can demonstrate any one of a restricted set of formulas
without revealing additional information, while the set of secrets of P can
be computed if it performs any two formulas from the restricted set for the
same (h,a). The certifying party can encode the number and the form of
correction factors that P is allowed to use into the certificate, or into one of
the z;’s.

As will be clear to those of ordinary skill in the art, all the techniques
described in relation to Figure 1 also apply to the inventive technique of
FIG. 4, and to its generalizations. Furthermore, the technique of using
correction factors, demonstrated by the inventive technique of FIG. 2, can
be used. Of special interest here is the technique for signed proofs to not
hash (e;,...,e;) along when determining c, as already described with
respect to FIG. 2. This may be desirable in applications in which V wants
to hide from the central party the formula that has been demonstrated by
P, while enabling the central party to compute (part of) the representation
of P in case P uses (h,a) more than once. An exemplary such application
is an off-line electronic cash system, as described in US patent application
Ser. No. 08/203,231, where (%, a) represents a digital coin. The numbers
z),...,ZT; may represent characteristics of P, such as income category
etcetera, some of which 7P can choose to reveal to V (the merchant) in order
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to get a discount; V may prefer not to reveal the income category of P to
the central party (the bank), so as to protect the privacy of its customers.
In a manner similar to that described in US patent application Ser. No.
08/203,231, it can be ensured that the representation of P can be computed
if and only if P performs more than u demonstrations, for an arbitrary
pre-determined integer u. Hereto, P should commit on (h,a,,...,a,), where
each of a,...,a, is determined in the same way as ¢ in FIG. 5. When
performing the i-th demonstration with respect to (k.a;,...,a,), where
1 < ¢ < u, P uses the pair (h,q;). Several approaches exist to implementing
the commitment: one is to build a binary tree with the a;’s as the leaves,
each other node being the one-way hash of the child nodes, and having the
root node and h certified; another is to have (h,ay,...,a,) certified directly.
Embodying the inventive techniques based on the difficulty of
computing RSA-roots is believed to be straightforward for those of ordinary
skill in the art when studying the drawings in conjunction with the detailed
descriptions; hence a detailed description is omitted here.

The protocol of FIG. 5 does not allow P to demonstrate formulas from
propositional logic that have zero or more “AND” connectives and one
“NOT” connective, in such a manner that additional information about its
secrets is revealed if and only if demonstrating more than a predetermined
number of times. Turning now to FIG. 6, a flowchart of a protocol for
demonstrating that a satisfiable formula applies to a set of secrets, the
formula connecting linear relations by zero or more “AND” connectives and
at most one “NOT” connective, without revealing additional information
about the secrets unless performed more than once, will now be described
in detail.

As has been described in detail in relation to FIG. 3, any such formula
can be expressed by the matrix equation

Q11 ... 014k 1 0 ... 0 Zx(1) bx - f1€
. 0 : :
= ) mod g,
0 :
on ... et 0 ... 0 1 I,,(;,) bz baad sz
where fj,..., fi are numbers in Z,, and ¢ is a non-zero difference term. To

enable 7 to demonstrate any satisfiable formula that connects linear
relations by zero or more “AND” connectives and at most one “NOT”
connective, it is assumed that P is allowed to reveal up to [ + 1 correction

PCT/NL96/00413
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factors, ! of which are used to adjust the exponents pertaining to

(Gm(k—141)s - - -1 Gm(k)), @and one to adjust the exponent pertaining to h.

{ Again. alternatively restrictions may be placed upon the correction factors
to limit the class of formulas that can be demonstrated. and by not
allowing any restriction factors 7P can only anticipate one formula when
computing a; the necessary modifications are believed straightforward to
those of ordinary skill in the art.) Specifically. P at the start knows a
randomly generated representation (w;,....w;) of a with respect to
{91.--..9:), and the protocoal is as follows.

The first line of Box 61 shows P computing a random number w, in Z,,
which it will use to adjust the exponent corresponding to i. The next four
lines show P computing computing ! + 1 correction factors. ep, ey,.. ., e, all
in Z,. As shown in the fifth line. P then sends (k. a). a digital certificate on
(h,a). and the I + 1 correction factors to V: the remarks made for Box 51
apply here also.

The first line of Box 62 shows V generating a challenge number c in Z,:,
and the second line shows V sending c to P.

The first line of Box 63 shows P computing the multiplicative inverse,
d. of the difference number e. The difference number can be computed by P
from one of the [ linear equations that are specified by the matrix relation.
The next four lines show P computing & — ! + 1 response numbers, and the
sixth line shows P sending the response numbers to V. The first five lines
of Box 64 show V computing ! numbers, r4_i.;,..., 7 (the descriptions of
the computations for r,_;; and 7y take up two lines each in the figure,
which is only for display convenience). The sixth line shows V verifying the
k — 1 + 1 responses provided by P. If the verification holds, then V accepts
the proof. Not shown is V storing (&, a), c, and (eg ~ ro mod g, 4, .. ., 7)) in
a database.

The techniques detailed and referenced in the description of FIG. 5 all
hold here as well. In particular. the inventive technique is particularly
useful in case a central party maintains the database: in case P performs a
second demonstration with respect to (h,a), responsive to different
challenge, the representation (z,..., ;) can be computed afterwards by
the party controlling the database (and, instead of storing
(eo — ro mod g,7y,...,71), it suffices to store
(r1(eo —710) ' mod g, ..., 7x(ep — 70)~! mod g)); similar techniques for
greater database storage can be used; when the interests of the central
party, which maintains the database, are not the same as the interests of Y,
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the central party should in general require V to perform a signed proof with
P: whether the signed proof convinces of the particular formula that has
been demonstrated; only that one out of a subclass of formulas has been
demonstrated, or of merely the fact that P knows a representation of 4, can
be determined by which information about the correction factors and/or
the demonstrated formula is hashed along: the number of times that P may
use (h,a) in a demonstration can be any pre-determined integer; and.
application to a situation in which P consists of 7 and ¥/, and to
embodiments related to the difficulty of RSA-roots, are straightforward.

Still more generally, P can be enabled to demonstrate any satisfiable
formula from propositional logic, atomic propositions being linear relations
over Z,, in such a manner that more than one such demonstration reveals
(Z1y...52x)-

Any satisfiable formula from propositional logic that has “AND"
connectives, more than one “NOT” connective, and no “OR"” connectives,
can be split into several separate proofs for sub-formulas, such that each
proof for a sub-formula can be dealt with as in FIG. 5 or 6 (cf. the
description of FIG. 3). For a signed demonstration of the formula with
respect to (k, a), the proofs for the sub-formulas can all be performed in
parallel, responsive to a single challenge ¢. When the demonstration for the
formula has been separated into, say, m parallel proofs of sub-formulas, the
proof of the i-th sub-formulas requires P to send a number a;, in the same
way as P has to send a number a in Boxes 51 and 61. For a signed proof,
the challenge c of V must now be computed as a one-way hashvalue of at
least (a;,...,am). Furthermore, a,,..., e, must be chosen by P such that
their product, 72, a;, is equal to an adjusted form of a. More precisely, P
is allowed to reveal in the demonstration of the formula, up to & + 1
correction factors, (e, . . ., ), that are used to adjust a to a(h® [T%, ¢&*)~?,
and [J%, a; must be equal to a(h® [T*_, g¥)~!. As will be clear to those of
ordinary skill in the art, this allows the representation (z1,...,z) to be
computed from any two transcripts responsive to different challenges.
Specifically, in accordance with FIG. 6, for each ¢ between 1 and m, P must
reveal a response set for the i-th sub-formula proof, and V can verify the
sub-formula proof in accordance with the verification relation described by
the fourth line of Box 64; by multiplying all verification relations, one for
each sub-formula proof and hence m in total, and multiplying the outcome
by (ITf-o )", one relation of the form a = h=*g}" - .. g% results (this

PCT/NL96/00413
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computation need not actually be performed by V) where each of the k + 1
exponents 2o,. .., 2 is a linear combination involving correction factors,
response numbers of each of the ¢ sub-formula proofs, the challenge value,
and coefficients that specify the formula demonstrated by P; and. by
storing the challenge value and (z,/2p mod g, ..., zx/2o mod g), the
database maintaining party can compute the representation, (z,,...,z:), in
case P performs two demonstrations with respect to (k,a).

Arbitrary satisfiable formulas from propositional logic can also involve
“OR” connectives. To deal with such formulas, the inventive technique for
demonstrating arbitrary formulas that has been described in relation to
FIG. 4 can be applied, together with the inventive technique described in
the preceding paragraph for ensuring that any two demonstrations reveal
(z1...., 7). Specifically, the formula to be proven by P is split up into
sub-formula proofs, say m in total, each of which can be performed
responsive to a challenge number. The m challenge numbers must be
determined by P from a single challenge value of ¥ {a one-way hashvalue in
case of a signed proof), subject to restrictions that are in accordance with
the formula that P has to demonstrate (cf. example 3). As detailed in the
preceding paragraph, P may release up to k + 1 correction factors in order
to adjust a (and suitable restrictions may be imposed), and the adjusted a
must be equal to [I%_; a;, where a; is a number sent by P in the i-th
sub-formula proof (playing the same role as a in Box 61). Again, from all
the m response sets, the description of the formula that is proven by P, its
challenge value, and the correction factors (if any), one obtains a single
relation of the form a = h~%g? - . - gi*. Storing the challenge value and
(z1/zomod g,...,2:/2 mod g} is sufficient to enable computation of
(z1,...,24) in case P performs any two demonstrations of satisfiable
formula from propositional logic with respect to (, a).

Again, a detailed description is omitted, as are a description of
embodiments of which the security is related to the difficulty of computing
RSA-roots, and a description of applying the inventive techniques to a
situation in which P consists of two parties; those of ordinary skill in the
art are believed to find little difficulty in providing these descriptions by
studying the drawings in conjunction with the corresponding descriptions.

This concludes the detailed descriptions of the preferred embodiments.
While these descriptions of the present invention have been given as
examples, it will be appreciated by those of ordinary skill in the art that
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various modifications, alternate configurations, and equivalents may be
employed without departing from the spirit and scope of the present
invention. For example, there are many essentially equivalent orders to
evaluate expressions; ways to evaluate expressions; ways to order
expressions, tests. and transmissions within flowchart boxes; ways to group
operations into flowchart boxes; and ways to order flowchart boxes. The
particular choices that have been made here are merely for clarity in
exposition.

Certain variations and substitutions may be apparent to those of
ordinary skill in the art. For example, instead of sending a, and hashing a
when computing the challenge c for a signed proof, a collision-intractable
hash of a can be used; of course, the verifications by V then have to be
adjusted correspondingly. Furthermore, the inventive techniques can also
be applied in a group that is not of prime order. In that case the secrets of
P are no longer in a field, but in a ring that can have zero divisors. whence
the choice for a group of prime order is believed preferable in many
applications; however, this need not be a problem, because the zero-divisors
may be hard to find (such as is the case when working in a multiplicative
group having an order equal to equal to the product of two large primes),
or it may even be advantageous for the application at hand that
zero-divisors can be found. For example, by demonstrating that
Azy = B mod 2g, where A is even, P demonstrates that z; has one of two
values, differing by ¢, without revealing which one. Likewise, in case the
inventive techniques are based on RSA groups, the exponent » need not
necessarily be a prime; for example, v can instead be taken to be the
product of two primes. Again, the secrets of P then are in a ring that has
zero divisors, and by taking v to be the product of two large primes it can
be made infeasible for P to find zero-divisors, and sometimes it may be
useful that zero-divisors can be found. Other variations and substitutions
have been indicated and sometimes described in detail in the text.

It will also be obvious to those of ordinary skill in the art how parts of
the inventive techniques and protocols disclosed here can be used to
advantage. For example, the credential techniques described in US patent
application Ser. No. 08/203,231 can be applied in conjunction with the
inventive techniques of the present application: h, or (h,a) can be certified
using a secret-key certificate, as described in US patent application Ser. No.
08/321,855; certificates can be issued by means of a restrictive blind issuing
protocol, meaning that at least some of z,,...,z; are encoded into A by the
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certificate issuing authority, while the certificate and (h,a) are hidden from
the certificate issuing authority: and. when V is convinced that P knows
representations of each of two numbers, h; and h;, with respect to

(g1.- - - 9x), linear relations can be demonstrated for the numbers in the
two representations, by applying the inventive techniques to the quotient
hihz'. One particular application of proving formulas for h h;* is when A,
is a pseudonym of P: this allows P to demonstrate, possibly in the form of
a sub-formula of a formula that it has to demonstrate. that the exponent
indicating the identity of the pseudonym-owner is the same in both
representations.

Another example pertains to so-called undeniable signatures,
well-known in the art. With h = ¢{'93?93* being the public key of the
signer, and (z,, T2, £3) its secret key, an undeniable signature on a message
m can be taken to be any linear relation involving two of the numbers
T3, 2,73, such that m is one of the coefficients of the linear relation (for
example, 7, + mz, mod ¢ can be taken). To confirm the signature, the
method of FIG. 1 can be used; and to deny a signature. the method of FIG.
3 can be used. In both case, the zero-knowledge variation of the protocol
should be used, which as described requires either a repetition of the four
steps for small challenges, or a five-step protocol in which the first step is a
commitment of V on its challenge. As will be appreciated, this method
improves significantly upon an undeniable signature scheme well-known in
the art (see, Chaum, D., Heyst, E., and Pfitzmann, B.. “Cryptographically
undenijable signatures, unconditionally secure for the signer,” Advances in
Cryptology-Crypto ’91, Lecture Notes in Computer Science 576,
Springer-Verlag, pp. 470-484). Furthermore. the same construction can be
based on the difficulty of computing RSA-roots, as will be clear to those of
ordinary skill in the art.
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1. An apparatus for demonstrating that a plurality of secrets,
(z1,....71), satisfy a formula from propositional logic, said formula
connecting linear relations in said secrets by one or more of the logical
connectives "AND,” "OR” and "NOT,” said apparatus comprising:

committing means for forming
h g g,

where g,,..., g are substantially random numbers in a group in
which computation of discrete logarithms is substantially
infeasible; and

demonstrating means for demonstrating knowledge of a
representation of a first number with respect to a first vector of
numbers, said first number and each number in said first vector
of numbers being a product of powers of numbers in the set,
{h,41,-.., 0}, and their inverses.

2. An apparatus as in claim 1, wherein said formula is represented by a
system of | < k independent linear relations,

Q) ... O3k 1 0 ... 0 Za(1) b1
. 0 . .
= mod g,
0
ay ... Ok-t g ... 01 Talk) bz

where 7(-) is a permutation of {1,...,k} and g denotes the order of
said group, and said first number is equal to

1
b, -
h (I_E 9:(k~z+i)) Y
=
and said first vector of numbers is equal to

~Q{ k-t

t :
(9x(1) I]; Inihtaiys - - Sxte—t) [T 02u7)-
i= i=1

3. An apparatus as in claim 1, wherein said formula is represented by
the linear inequality,

Tx(1) #a; + QoTy(2) * - * + QxTx(x) Mod g,



O

where 7(-) is a permutation of {1...., k} and g denotes the order of
said group, and said first number is equal to gx(1), and said first
vector of numbers is equal to

(gatyh ™" Gafy9m(an - - -+ Gty 9n(ir)-

4. An apparatus as in claim 1. wherein said formula is represented by a
system consisting of at least one independent linear equation and
exactly one linear inequality,

ay ... a0 1 0 .00 Zx(1) by — fie
. 0 : :
) = ) mod g,
: : : 0 : :
oy ... Qg 0 ... 0 1 Zx(k) bz - f,e

where 7(-) is a permutation of {1,...,k}, ¢ denotes the order of said
group and ¢ is a non-zero difference number in Z,, and said first
number is equal to
i
H -qﬁk—lﬁ)’
i=]

and said first vector of numbers is equal to

= ¥ Y ) .

! ! !
- b —ox;
(b~ I I1 In(k—1+i) I=(1) Hx 9,,(21“,-), <o In(k-1) II Fn(k—t+)
t= i= =1

9. An apparatus as in one of claims 2 to 4, wherein said formula is a
sub-formula of a larger formula, said larger formula containing at
least one "OR” logical connective.

6. An apparatus as in claim 1, wherein said formula is represented by
“Ry OR --- OR R;” and each sub-formula R;, for 1 < i <, connects
linear relations in said secrets by zero or more "AND” connectives
and at most one “NOT” connective.

7. An apparatus as in claim 1, wherein said formula has at least one
"OR?” logical connective, said apparatus further comprising simulating
means for simulating, using self-chosen challenges and self-chosen
responses, the demonstration of knowledge of at least one second
number with respect to at least one second vector of numbers.
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An apparatus as in claim 1, wherein said formula, or a sub-formula of
said formula, is represented by

k k
(Zwqy = &1 + 3 @iZTn() mod g) OR (2,13 = 81 + ) Bizpiy mod g),
i=2 =1

where 7(-) and p(-) are permutations of {1....,k} and ¢ denotes the
order of said group.

. An apparatus as in one of claims 2 to 8. said demonstrating means

further comprising;:

randomness generating means, for generating at least one
substantially random number in Z,;

initial witness computing means, for computing an initial witness
in said group; '

response generating means, for computing at least one response
number in Z,, responsive to a challenge number: and

transmission means, for transmitting signals representative of at
least said response numbers.

An apparatus as in claim 9, said challenge number being computed by
application of a one-way hash function to at least & and said initial
witness.

An apparatus as in claim 10, said one-way hash function further being
applied to a partial description of said formula.

An apparatus as in claim 10, said one-way hash function further being
applied to a description that uniquely represents said formula.

An apparatus as in claim 9, said demonstrating means further
comprising correction factor computing means, for computing at least
one correction factor in Z,, and said transmission means also
transmitting signals representative of said at least one correction
factor.

An apparatus as in claim 13, said challenge number being computed
by application of a one-way hash function to at least k, said initial
witness, at least partial information about said at least one correction
factor and at least partial information about said formula.

PCT/NL96/00413



g

15. An apparatus as in claim 1, said apparatus being operated by at least
two parties, each of said at least two parties holding some but not all
of said plurality of secrets.

16. An apparatus as in claim 2, said demonstrating means further
comprising:

randomness generating means, for generating k — ! substantially
random pumbers, {(wy. ..., w—t), each in Z:

initial witness computing means. for computing
k-1 { k=1
w, - Z =1 a,u, .
a— H gr(':‘) H gw(k—)H-r) 1
=1 =1
response generating means. for computing k — { response
numbers, 71,..., 7k~ in response to a challenge number, c,
according to 7; «— CTx(;) +w; mod ¢. for 1 <: < k—1; and

transmission means, for transmitting signals representative of at
least said & — ! response numbers.

17. An apparatus as in claim 2, said demonstrating means further
comprising:

randomness generating means, for generating at least k — [+ z
substantially random numbers, each in Z,, where 1 < z < [;

initial witness computing means, for computing an initial
witness, a, from said at least k¥ — [ + z substantially random
numbers;

correction factor generating means, for computing z correction
factors, each in Z,, said correction factors satisfying a
predetermined form;

response generating means, for computing at least k — ! response
numbers in response to a challenge number: and

transmission means, for transmitting signals representative of at
least said at least k — ! response numbers and said 2z correction
factors.

18. An apparatus as in claim 2, said demonstrating means further
comprising:
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randomness generating means. for generating & substantially
random numbers, (wy, ....wx). each in Zg;

initial witness computing means. for computing

k

a — ] g

=1
correction factor generating means, for computing [ correction
factors, e,,..., e, according to

k-1

€5 = Walk—irj) + D CjiWn(s) mod g,

=1
for1<j<l
response generating means, for computing at least & — { response
numbers, each in Z,, in response to a challenge number, ¢; and

transmission means, for transmitting signals representative of at
least said £ — ! response numbers and said ! correction factors.

19. An apparatus as in claim 3, said demonstrating means further
comprising:

randomness generating means, for generating k substantially
random numbers, (w;,...,w), each in Z,;

initial witness computing means, for computing

- ,_ &iwy .
a—h™™ g'l(l) ! H g‘r(z)‘

response generating means, for computing k response numbers,
71,...,Tk, iD response to a challenge number, c, according to
Ty +—cd + w; mod g and 7; + ¢cT,;6 + w;mod g for 2 < i < k,
where § is equal to

k
({01 + Y Zxiy) — Z2(1)) ' mod g;
i=2
and

transmission means, for transmitting signals representative of at
least said k response numbers.
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20. An apparatus as in claim 4, said demonstrating means further
comprising:
randomness generating means, for generating & + 1 substantially
random numbers, (wo, ..., ws), each in Z,;

initial witness computing means, for computing
k
a « I g™
=1

correction factor computing means, for computing { + 1
correction factors, eg, ..., e, according to ey — wp, and

€5 Wagk-145) — bjWo + Th=] @jsway mod g, for 1 € § < I;
response generating means, for computing k — [ + 1 response
numbers, 7, ..., 7. in response to a challenge number, ¢,
according to 7o +— ¢b + wo mod ¢ and 7; + cZx(i)8 + Wx(;) mod ¢
for 1 < i < k—1, where § is equal to ¢! mod ¢; and

transmission means, for transmitting signals representative of at
least said £ — ! + 1 response numbers and said { + 1 correction
factors.

21. An apparatus as in claim 8, said demonstrating means further
comprising:

randomness generating means, for generating k — 1 substantially
random numbers, (w2, ..., w:), each in Z,;
initial witness computing means, for computing

E:=2°iwi X wy |
o =gzt [L ok

=2
challenge simulating means, for generating a substantially
random self-chosen challenge number, c,;

response simulating means, for generating k — 1 substantially
random self-chosen response numbers, s, ..., si;

initial witness simulating means, for computing

cer 2B+ B £
02 = hrg 1L g5t
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response generating means. for computing k — 1 response
numbers, 73,..., Tk, responsive to a challenge number, ¢,
according to r; < €1Zg(;) + w; mod g for 2 < 7 < k, where ¢, is
uniquely determined from ¢ and ¢;: and

transmission means, for transmitting signals representative of at
least (r2....,7), (S2,...,8:) and one of ¢, c,.

22. An apparatus for demonstrating that a plurality of secrets,
(z1,...,%). satisfy a formula from propositional logic, said formula
connecting linear relations in said secrets by one or more of the logical
connectives "AND,” "OR"” and "NOT,” said apparatus comprising:

committing means for forming
h — }’1’:‘ - - ‘Ykz*xz_,_l mOd n, ’

where n is the product of at least two distinct prime numbers, v

is an integer, Y3, ..., Y, are substantially random numbers of
substantially high order in the group Z;, and z4; is a number
in Z,; and

demonstrating means for demonstrating knowledge of a
representation of a first number with respect to a first vector of
numbers, said first number and all but one of the numbers in
said first vector of numbers being a product of powers of
numbers in the set, {h,Y;,...,Y:}, and their inverses, and the
last number in said first vector of numbers being v.

23. An apparatus as in claim 22, wherein said formula is represented by a
system of { < k independent linear relations,

Q. ... Oy k-t 1 0 ... 0 Tx(1) b1
. 0 . .
= mod v,
0
Qi ... Q- 0 ... 0 1 Tx(k) bg
where 7(-) is a permutation of {1,..., k}, and said first number is
equal to

1
h (H },';:,zk—l+i))_l mod n,
i=l
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and said first vector of numbers is equal to

(qu(]) H k—‘+l mOd Ny... t(k—-t) H }’(:.._;;:\ mOd n, 1))
( )

=1

An apparatus as in claim 22, wherein said formula is represented by
the linear inequality,

Tx(1) F 01 + XaTn(2)* -+ + Ak Lagxy mod v,

where = (-) is a permutation of {1,...,k}, and said first number is
equal to Yz(1), and said first vector of numbers is equal to

(Y,,mh‘1 mod n, Y3 Yazy mod . .. .. Y24 Yoexy mod n, v).

An apparatus as in claim 22, wherein said formula is represented by a
system consisting of at least one independent lincar equation and
exactly one linear inequality,

o011 ... Ok 1 0 ... 0 Tx(1) b1 - f]E
. 0 . :
j = _ mod v,
.0 :
oy ... o1 0 ... 0 1 Zx(k) b — fie
where 7{-) is a permutation of {1,...,%} and ¢ is a non-zero

difference number in Z,, and said first number is equal to

II (k-—H-l) ’

t=1

and said first vector of numbers is equal to

-1 ‘ AN T
(h H (k—4i)? w(l)H (k—l+z)"" w(k—l)H (:-:4.:)’

An apparatus as in one of claims 23 to 25, wherein said formula is a
sub-formula of a larger formula, said larger formula containing at
least one "OR” logical connective.

An apparatus as in claim 22, wherein said formula is represented by
“R; OR --- OR R;” and each sub-formula R;, for 1 < i < !, connects
linear relations in said secrets by zero or more "AND” connectives
and at most one “NOT” connective.

PCT/NL96/00413
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28. An apparatus as in claim 22, wherein said formula has at least one
"OR” logical connective. said apparatus further comprising simulating
means for simulating, using self-chosen challenges and self-chosen
responses, the demonstration of knowledge of at least one second
number with respect to at least one second vector of numbers.

29. An apparatus as in claim 22, wherein said formula, or a sub-formula
of said formula, is represented by

=2

k k
(Z21) = 01 + 3 0iZx(;) mod ) OR (z,(1) = 5 + Y Biz sy mod v),
=1

where 7(-) and p(-) are permutations of {1.....k}.

30. An apparatus as in one of claims 23 to 29, said demonstrating means
further comprising:

randomness generating means, for generating at least one .
substantially random number in Z, and one substantially
random number iz Z;

initial witness computing means, for computing an injtial witness
in Z,;
response generating means, for computing at least one response

number in Z, and one response number in Z, responsive to a
challenge number; and

transmission means, for transmitting signals representative of at
least said response numbers.

31. An apparatus as in claim 30, said challenge number being computed
by application of a one-way hash function to at least & and said initial
witness.

32. An apparatus as in claim 31, said one-way hash function further being
applied to a partial description of said formula.

33. An apparatus as in claim 31, said one-way hash function further being
applied to a description that uniquely represents said formula.

34. An apparatus as in claim 30, said demonstrating means further
comprising correction factor computing means, for computing at least
one correction factor in Z,, and said transmission means also
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transmitting signals representative of said at least one correction
factor.

An apparatus as in claim 34, said challenge number being computed
by application of a one-way hash function to at least h, said initial
witness, at least partial information about said at least one correction
factor and at least partial information about said formula.

An apparatus as in claim 22, said apparatus being operated by at
least two parties, each of said at least two parties holding some but
not all of said plurality of secrets.



