DI E ANTI - TAMPERI NG SENSOR BACKGROUND OF THE | NVENTI ON
5 Field of the Invention The present invention
generally relates to the general field of protecting
integrated circuits agai nst unwanted intrusion or
tanpering. Mre particularly, this invention relates
to a sensor circuit and a nethod, which uses netal
wire loops to [ i yip dies from
unwant ed tamer?%ggquﬁﬁw?&?@’@ﬁg%%? Art 15
The circuitry and nenory of certain integrated
circuits are sensitive and need to be protected from
unwant ed tanpering. Various applications such as
BM%Q&QQN%F&HEAUHEMQQMTNB, require a high |evel
of protection fromexternal tanpering and deci phering
of the circuitry and nenory. Simlarly, pay-per-view
tel evision cabl e boxes require protection agai nst
i ntr pRedofthie inken@@éhenpt to 20 steal cable services
by tanpering with circuits and nenory within the cable
boxes. Previous neans of protecting circuits include
passi vation |ayers covering the sensitive electronic

| ayers, Securi.t oxes al have been used ncl ose ..

1 Rie apESaTentBh Gy RRREs SR oSasral i@ protecting
. i ncl ude i nbedding securié%_ M Cropr ocessor macros on ]
integrated eireuiispaaingt pewantedintrusiononiannesinge tMare pargisularly, this
invention relates to a sensor circuit and a method, which uses metal wire loops to

protect integrated circuit dies from unwanted tampering.

Description of the Prior Art

The circuitry and memory of certain integrated circuits are sensitive and
need to be protécted from unwanted tampering. Various applications such as
automatic teller machines, ATMs, require a high level of protection from external
tampering and deciphering of the circuitry and memory. Similarly, pay-per-view
television cable boxes require protection against intruders who may attempt to
steal cable services by tampering with circuits and memory within the cable
boxes. Previous means of protecting circuits include passivation layers covering
the sensitive electronic layers. Security boxes also have been used to enclose
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security processor macros have the nmeans of generating
random keys and ot her cryptographic data objects

whi ch are used to render the contents of nenory such 5
as electrically erasable progranmbl e read only nenory
(EEPROM) unreadable even if the data is successfully

obtained. U S. Patent 5,533,123 (Force et al.)

thte sersithas ciec Beg.U ERsttidne RS RhfieSihdludé BRbBJdIRG Becarit
m croprocessor designed especially for secure data 10

niE '5@.85 mAtFoS ¥ HeEsh ﬁeg?ﬁeﬁ ds Qﬁ% %gﬁﬁirg;té %le&HrSfEct?(d.“ These

systens: 1) detectors to rit an ‘attac

ol | i everity .of the. attack, 3
Bty PSSP e U U7 ety ot Benelitind RS Keysand otner
The syste rovides much flexjbility via progranmn
CN@O@%@LI%@O@% ats, uspd tpyendey tha qora%lgférqf FRamry such
security device for preventing access to confidentia
ap ientrieallyerasabiequograrameble readdindy oreroonyd EEFIROM) unreadable
protected chip. The security device conprises a second
evemifdchadiata v succesgiullpobfaingdcti ve chip, with the two
chips facing each other and being coupled to each

ot her by conmunication termnals. The protective chip
can 20 neasure resistances through the sem conduct or

1251 30, SR el b RRbad 4 S8R Edasing Un

ggm%%m Itcﬁﬁln }aﬁpfg?e F:%#%Crtéie%pgirloedt gsp%rc?atll?r%r égceure data
processing. The system is based on 3 interrelated systems: 1) detecté)rs to
alert the SPU of an attack, 2) filters to weigh the severity of the attack, 3)

responses or countermeasures to deal with the attacks. The system

provides much flexibility via programming the SPU.

U. S. Patent 5,881,155 (Rigal) describes a security device for preventing
access to confidential information stored in a semiconductor chip, or
protected chip. The security device comprises a second semiconductqr
chip, or protective chip, with the two chips facing each other and being
coupled to each other by communication terminals. The protective chip can
measure resistances through the semiconductor resin and can determine,
at least from the measured resistances, an encryption key intended to be

communicated to the protect chip to protect the confidential information.
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U S. Patent 6,245,992 (Hou) describes a an integrated
circuit (1C chip security box which includes a top
cover nenber and a bottom cover nmenber to encl ose an
| C chip nmounted to the circuit board. The cover
menbers are made of conductive material for bl ocking
‘radio frequency s em ssion fromthe I1C chip.

Condlt 1. \RaterinBe245, 992 (Hou yaebopibes ramrofntégmtect@imft (IC) chip
menbers and the ci rcwt board and engage with each

ot hegeddiety Hdxavhieh felides BWp bévéﬂ?’lﬁﬁ]%@rtaﬂdtdjﬁotfdrﬁ Cdler

board thereby formng an electri

ol acEbErR ARfdid th f C“@Zwé’?ﬁggda@tbg%ﬁfﬁﬁ@%ﬁdetﬁ% cover
oo iAo BLE ARG E o Bk B Py
unaut hari zed coghq of the codes. However, the various

5 pri oPMusSiORfroMmeihg KnchiphEendusive memheraate farmesron one of the
very conplex or they require a substantial about of

powe coderssieputers andithéicircuil boafeandhergage eith @achither when the
SUMVARY OF THE INVENTION It is therefore an object of

the peesdtpiboxny emiumed tetHy erduiehcard 'tlﬁéréb? f@miing anzélectrlcal
nmet hod for protecting against tanpering of iIntegrated

Ci I CYedpS Urfdutth r '

ot v 5" Yrtcrizd degfing Bt 418 Sty box b R AP elethicd loop
thereby causing a signal to the IC chip to initiate a purging process which

10 deletes program codes written in the chip and prevents unauthorized copy

of the codes.

However, the vari_ous prior art protection schemes mentioned are either
very complex or they require a substantial about of power dissipation within

15 the integrated circuit.
SUMMARY OF THE INVENTION
It is therefore an object of the present invention to provide a circuit and a

20  method for protecting against tampering of integrated circuits. It is further an

object of this invention to provide a low power, simple circuit implementation.
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The objects of this invention are achi eved by a netal

wre loop located in a netallization |ayer above the
integrated circuits to be protected. There is a

sem conduct or | oad device which charges said netal

wire loop to a logical '"1'" level. There is a

multiplicity of sem conductor devices which discharge

sai d Tinet ebbjestswif thislimemtion arelanhiesed byCh metsielir@loop located in a
certain periodic tines. In addition, there is a NAND

nhetgliization Bayeniabbvé dee htedratddcirdliRas heproRtté®! Fhere is a

integrated circuits. There is a multiplicity of vias.

. ol . . o
SIS Shsr 1ol e o Whith Englad il tnétPRadint o X Blial

15 hi id t circuit. so, amultiplicity.
460 TReRE 5t R, Bf spimicifclictay dsitins itkh ihg s daid metal
metal wire |0 L, pp down to said sem conductor devices
wiia (9apiine lgpisah i levebal cariain periaficiimes. Incassiion. dhere is a
| ogical 'O level at certain periodic tines. There is
I\w@a logic gateuwvithhlogiingutsypiedoginong said integrategasisutts. There
a logic "lI"and activates an alarmand security action
isnb emgitiplicityrof viarecarnesting al%NlﬂpiliﬁiDijﬁpcﬂﬁfsSalbﬂ? ke watal wire
"O. The circuit and nethod has netal wire Toops

|sUpRESWn &Y Shid iRBu! df%adid i ircui
pr%tgect ed. Theﬁobj ecté whﬁﬂ&&l@%g&nﬂt@rq%g%ﬁﬁﬁ?ﬁeedr circuit.
[ N\ T) S R Y4 | bl . D gat ich are .
AR el b yiag cBAndud Finely o Ppis Bt el Fretel wire
out puts . of these. NAND gates, are _sent to the inputs of .
Io8b g 10 é?'dﬁﬁnﬁepﬁﬁ?tgsﬁe\fseﬁ ﬁ@o‘&ﬂ’%gﬁiﬁ“?@q plesaid metal wire
collective security alarmsjgnal. This invention is
loopstor @,Iogtcal 0’ level at certain periodic times. There is also an output of said
NAND logic gate which goes to a logic "1’ and activates an alarm and security
action whenever any one of said NAND inputs goes to logical '0'. The circuit and
method has metal wire loops placed over the circuitry and memory to be

protected.

The objects of this invention are further achieved by utilizing multiple
NAND gates which are fed by groups of vias from the metal wire ioop. The
outputs of these NAND gates are sent to the inputs of an OR gate. The output of
the OR gate is the collective security alarm signal. This invention is easily
implemented in standard device and integrated circuit. technology. itis

compatible with most circuit functions implemented in semiconductor technology.
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i mpl emented in standard device and integrated circuit
technology. It is conpatible with nost circuit

functions inplenented in sem conductor technol ogy. 4

In addition, the sensor design does not dissipate any
static power, and is therefore a very | ow power

solution to the anti-tanpering problem The objects of

I dditiony #et sersoadesknrddedy netatissivste 4y $thie poder, and is
multiple netal 5 wire | oops over different sections
o . : e < L . itry

R reliae a0 pRich sutich 0 tnG MSBEl b Broteft

different netal wire |oops feed separate NAND gates

whi ch feed separate OR gates to produce separate '
securd ty al arm.si.gnal s.. Thes eparate securjty alarm

si gn?ﬂh?y Qhigcls rﬂf?h"gﬂ'é\fe@eﬁ@rrﬁ?@%% igyed-loy plggingr wpiltiple metal
their respective circuits or nmenory. 10 The above and
witenepps et different segtiers ahthedntegnategesircuit it the sensitiva circuitry
invention will be better understood fromthe foll ow ng
ngetaitd be petectdcbini isolatexksections. i diffetant metak Wiré feops feed
acconmpanyi ng drawi ngs. 15 BRI EF DESCRI PTI ON OF THE
SEPAAIRAND Gatds WhihSfead Gehakite OR Rptey llg)cpr@f:lu&@ %gﬁlﬁi‘a@e

enmbodi nent of this invention. Fig. 2 shows a noda

s¥bEMty Hlati Sighald| TNE defsd Bt ledulffy AR SGPa8 IR Mitiate

separate security actions for their respective circuits or memory.

The above and other objects, features and advantages of the present
invention will be better understood from the following detailed description taken in
conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 shows a circuit schematic of the main embodiment of this invention.

Fig. 2 shows a nodal view of the metal wire loop of the main embodiment

20 - of this invention.
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20 of this invention. 5 Fig. 3 shows extended
applications of the main enbodi nent of this invention.
DESCRI PTI ON OF THE PREFERRED EMBCDI MENT 5 Figure 1
shows the main enbodi ment of this invention. It shows
a nmetal wre loop 11 on top of circuitry in an
integrated circuit die. The wire loop is placed over

the fid Bafiduis BkteRBBREPpIKANGTR dtnd mdlf ifn| 6Afs

intrusion. The figure contro

Idﬁ%\ﬁﬁégrm 30, which feeds the gates of devi ces 40, 41,
and 44. The netal wire loop is nade up of a

metal | ization | ayer within the sem conductor die. The

| oop could also be inplemented w t h pol ysilicon or -

ot her conductive material. The onetry and spaci ng

of the netRESHRIBTIQNOF JHE PRE REDO MBQDIMENT

di mensions of the circuit and nmenory region and by the
line widths and spacings and device di mensions within
the circuitry to be protected. The fingers of the

et aFighire @ $Huwds mﬁhaﬁﬁeﬁbﬁéﬁn&ﬁwgﬁisﬁrﬂ/é}ﬁiﬁh o é}ﬁfwé 8 metal

prevent an unwanted probing or tanpering of the

r Y, 0
W‘ﬁ‘e Iggbw aorpfgp?%i‘ éu‘?;ﬁmgPhaAenr ?If\"(t)é (qotﬁr%ﬁ i % %ﬁgﬂe Fboi)cfs placed
over e circuitry or memory, which is to be secured from intrusion. The figure

also shows a control clock waveform 30, which feeds the gates of devices 40, 41,

42, 43, and 44,

The metal wire loop is made up of a metallization layer within the
semiconductor die. The loop could also be implemented with polysilicon or other
conductive material. The geometry and spacing of the metal wire loop is dictated
by the dimensions of the circuit and memory region and by the line widths and
spacings and device dimensions within the circuitry to be protected. The fingers
of the metal wire loop must be close enough to each other to prevent an

unwanted probing or tampering of the circuitry below the metal wire loop.

Figure 1 also shows via pairs spaced pericdically on the metal wire loop.
The figure shows the via pair VD 56 and VN 57. Via VD represents a connection

from the metal wire loop 11 down to the drain diffusion of discharge NMOS FET

6
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The figure shows the via pair VD 56 and VN 57. Via VD
represents a connection fromthe netal wire [ oop 11
down to the drain diffusion of discharge NMOS FET s
40. Via VN represents a connection fromthe netal wre
| oop 11 down to an input to a |logical NAND gate. The
via pairs are distributed across the length of the

40eVid VN représems aldomnecison fov e bl Wﬁeﬂbop’l'lﬁﬁddvmfb an input
into smaller netal segnents. The multiplicity of

to’A ﬂi;lcer‘N&rﬁD tQOVP'FIe"J\PQ lealﬁ@ dré B%"tﬁbﬁjté ablrt%shﬂﬁ@%ﬂéiﬂ 'o‘F the

ga e VI as ose
w%néf%{ﬂr%@ogfe A, B i A ey emons,
EE Hl\éYl ‘Moémﬁ@ﬁgwh ausaoﬁtf"g%rgftﬁgldinp% t%theng;\!;P logic gate

his is because the nmetal wire |l oop is separated
1@;@|ﬂwqq@e|:\mla§qf@tge algse daany poéentiad medalbyire lop intrusion or line
intrusion line break. This '1'" to '0" transition is
bieakn SAmit lirexlbfeadroribtriidien mdrg thei lergthasfiihé imetabwiealoop will
down to the NAND gate 10 i nput 60-63 by way of via,
cilise tHeam¥tal waredosp fs@g&%n\t It@d%bﬁafgw@:ﬁ a%?ﬁ:%fﬁ 1 tts%a logical '0".

|l ength of the netal wire ooptoallow e periodic

THis%'B@Eg&s@fhé et TS ﬁéa f.gsbpga%‘ﬂ E%' &tﬁ&ﬂgﬁgg load"

charg and a a W e
d?\ﬁﬁ%é nfiuden e "@W’gln Y8 r?@%ﬁ;ﬁ%bg% s from

shows a control cl ock 30 attached to the gate |ine of
therpetnl wiredpge line break down to the NAND gate 10input 60-63 by way of

via, VN.

Via VD, a discharge via are spaced across the length of the metal wire
loop to allow the periodic discharge of the metal wire loop node. This periodic
charging and discharging of the metal wire loop is implemented to allow

tampering to be detected if the tampering is done after powering up the chip.

Figure 1 shows a control clock 30 attached to the gate line of the discharge
devices 40, 41, 42, and 43. This clock waveform defines the control states for the
discharge process described in the previous paragraph. When the conirol clock
is at an active 1 level 32, the waveform is labeled 'D' for discharge. This is when

the discharge devices 40, 41, 42, and 43 are turned ON allowing the metal wire

7
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devi ces 40, 41, 42, and 43. This cl ock waveform

defines the control states for the 20 di scharge

process described in the previous paragraph. Wen the
control clock is at an active 1 level 32, the
waveformis labeled 'D for discharge. This is when

t he di scharge devices 40, 41, 42, and 43 are turned ON
loapl rmvdenty! tdvdisokarale toigreurd timopghaithbigd devices ey 48 429 and
ground t hrough di scharge devices 40, 41, 42, and 43.

480 1A figuvee!, Wwhaweie &difre %Mdk%a\s?éfsﬁﬁ 3094 5 ftgb%)etbﬁwire loop

low, the metal wire | oop node I's charge

no&Y ¢4 | EH%@&%@%‘H P 18]I G?'hw&c%l.?é"vtsh%\éghé (l:cﬁi;ev%?’sdgw Zg‘ §f the

contro vvave ormturn 0]

caitirol tagi) a\(%’éarﬂiv@w@ﬂﬂetﬁggm%rag{“dqﬁq'% 402, 13§43 n

J, harge time is denoted by chin Fig. 1. Also, it

a @t'%-rmﬁdoa% éewﬁar‘iglels allgyed tthhﬁthaﬂmtm@mﬁéaitwm leoparade 11.
waveform 30 that the circuit is able to "sense" a

Thisehiarge timehie desptad by fal' Indloig. by Alse iisaleing the pharges toh',
earlier. To allow a reasonable anpunt of "sense"

titnieraf thevsoatroll clotwapefor®c30 that thdBircuifie abié tdWewRe" a break in
width "W is a |o smal | percentage of the period,

thelmetal WreNODR Zgﬁ@cégﬁoé%blélﬂeg leQriflerd W%F{ﬁﬂ gg&sc}ﬁa{b‘?e

"0 tranS|t|on on I'ts 1n uts

ofpunty TEOLLOBRE. B G BB S Pl o

shown in Fi Thesey VN are 15 attachedtothe
ﬁ&’ﬁf%f}t%g%gegwea?ew« tus poi nts. The vol tage | evel

of one or

The NAND gate 10 shown in Fig.1 detects any "1" to '0’" transition on any of
its inputs 60, 61, 62, or 63. As mentioned previously, inputs 60, 61, 62, or 63 are
tied to the vias VN such as 50, 52, 54, and 56 shown in Fig.1. These vias, VN are
attached to the metal wire loop at various points. The voltage level of one or
more of the vias VN, will go low if there is a break in the metal wire loop near the
given via, VN. When any one or more of the NAND inputs is pulled low by a
break in the metal wire loop, the output 40 of the NAND gate will go high. This
high output is used to sound an alarm or o produce other security actions. These
security actions could include erasure of memory, programmable read only

memories, and changes of secure cryptography keys and signals.
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nore of the vias VN, will go lowif there is a break
in the netal wire |oop near the given via, VN Wen
any one or nore of the NAND inputs is pulled | ow by a
break in the netal wire | oop, the output 40 of the
NAND gate will go high. This high output is used to
sound an alarmor to produce other security actions.

Thes FiteEshidws mélgém@reﬁnwh@nlt aslin fRype as B[lﬁt fdpresents the
menory, programmable read only nenories, and changes

taﬁ?vﬁ'é' liGorf Qﬁ@%@%é‘ﬁ?ﬁﬁe{‘ﬁﬂg ngad E’h%b&i V\ﬁre':ltag‘:i "B0thas five vias

ows the 'sane e S In Kl gure

AT VAo VB E Vi oy f\Z,ﬂéghtq NS,

l:,$ho (VDl, VN1, VD2, VN2, VD3, VN3, VD4, VM

Bystrates & ease whetesthese @sara"ﬁw@wrebr@akmme metal wire
an intrusion or break in the netal wire 5 |oop node
lgonede 236 at ianation @20ThThis breakk22? bavsessthe sautionef neial wire
of metal wire |oop near via VN2 to be di sconnect ed

|doponearhea RSt ba discoankoled frsitike PRAOS chaegin lodd@évice 240.
the charging PMOS device 240 is no |onger attached to

Reall ﬁﬁéﬁhe‘@h’é?gm!% ENOSH sk DAE iy hG Hngé‘ afthe %‘?rto tﬂéﬁBetal wire

inability to trfahsit from'0" to uses t

YoM RGPk
NN e EPb QU tBligvioh & '@%@éh@%p&ysé?em

In addition, Fig. 2 shows the discharge devices 211-215 which are turned
ON periodically by the control clock 210. The control clock 210 pulses ON
periodically for a short time as mentioned previously to discharge excess charge
from the metal wire loop node 230. This periodic discharge allows the detection
of a metal wire loop break via the switching current discharge mechanism

mentioned above.

Figure 1 shows the simplicity of the sensor circuit of this invention. It uses
simple metal wire loops over circuit devices on lower semiconductor leveis. [t
uses simple NMOS FET transistors as discharge devices, and it uses simple

PMOS charging load devices. It uses simple semiconductor NAND and Or logic
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periodically for a short tinme as nmentioned previously
to di scharge excess charge fromthe netal wire | oop
node 230. This periodic discharge allows the detection
15 of a nmetal wire | oop break via the sw tching
current discharge nechanism nentioned above. Figure 1
shows the sinplicity of the sensor circuit of this
gbteseriThese silripleisiesnersts lbe thist sdnsor b@calut)tmpéasweﬁe imflemented
circuit devices on | ower sem conductor |evels.

withSBost m‘gggeaﬂgmcﬁﬁg transi stors as di scharge deV| ces,
and it uses sinple PMOS charging | oad devices. It
uses sinple sem conductor NAND and O |logic s gates.
These sinple elenments allow this sensor circuit to

eaS|I nt ed S eqgr r.cui t
f%e?f@?aﬁgap%clewyafgw bisaioved & wibieg utige

ut|I|Z|ng mul ti NAND gat es which are fed by

NANIA siatess Wbloslsarﬂrf@%bwmfom af vigs feom &aﬁ)meta:ieu:@m@t sThe

of these NAND gates are sent to the inputs of an OR

ogipuds offtheseNAND grtes bhe séRt tpathe inputs lné anddRegte.vEhe output of

security alarmsignal. This is shown in Figure 3.

thnORhgated ties soNuttivl debrit/ d184h lsigrial. FTHI4MS si‘aoWﬁ in Figure 3.
cascading or combining to NAND gates with OR gates.

This is illustrated in Figure 3. This would all ow
several N-wi de NAND gate subsystens vvith separ ate

met al, W) I e inte dcrcu

i o AREeE odiRlon Br i le M 1 s Fistasigg origambining
Nﬂl\%%‘a&es with OR gates. This is illustrated in Figure 3. This would allow
several N-wide NAND gate subsystems with separate metal wire loops to exist on

the integrated circuit die. The outputs of these NANDS would feed an 'OR' circuit

which would detect a '1' level. This "1’ level would indicate that one of the metal

~ wire loops was broken within one of the NAND gate sub systems shown in

figure 1.

Another extension of the circuit in Figure 1 is achieved by placing multiple
metal wire loops over different sections of the integrated circuit if different types of
sensitive circuitry needs to be protected in separate isolated sections. This circuit
extension is shown in Figure 3. The different metal wire loops feed separate
NAND gates 331-333, 341-342 which feed separate OR gates 310, 320 to

produce separate security alarm signals, Alarm1 and Alarm2 (310, 320). These

10
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whi ch woul d detect a '1' level. This '1" level would
indicate that one of the netal wre |oops was broken
within one of the NAND gate sub systens shown in 15
figure 1. Another extension of the circuit in Figure 1
is achieved by placing nultiple netal wire | oops over
different sections of the integrated circuit if

sgparate sacunity@iarno signsitmsart initiate isepardte geoeritd actiondfor their
protected in separate isolated sections. This circuit

ré$pettivecircoits bsnrineow. iForxakipte, onlbscuiity E%rrﬁrﬁi%ﬁ@gnerated
wire | oops feed separate NAND gates 331-333, 341-3

bYhé mdtapdiré W@ér%téﬁn%aéi_ep%@;hﬁ cﬁé@sﬁgﬂrﬁ&% thﬁn& automatic

Separate security alarm-sign
pexte) rate,securit | arm si gnal s
e(%an ?ﬁ?ﬁéaggﬁﬁ@ré?’gFa?ﬁ&WQ't $ng r&ﬁgu%@l?rﬁéﬁﬁna, generated
r ective, circuits or, menory. For exanple, one
by 1R¢, metol wirg loRRs @fﬁé?cf@srl%mﬁ/@@uﬂﬁyn@m Eeswitiin theerasure of the
| oops protecting EEPROM circuits may result in the
RAM eentands. erasure of the EEPROM progranm ng. Anot her
security alarmsignal generated 5 by the netal wre

| oops protecting RAMcircuits may result in the
erasure of the RAMcontents. In summary, there are

two {1y 8@mnttryVindse 8ROWD typesI FWidS showl'th M4 BSTh@UR vias
d by a netal

used to detect a voltage "di scharge cause
i ' ] hi s vol
alt Ugod I BottcP ol ale ibchirdd QAR y 8 iatEwd/B e sueals gnato
trfsl%mit this voltage discharge to the input of a NAND gate. The VD vias are for

periodically connecting the metal wire loop to a discharge path to ground to

prepare for detection of a metal wire line break, after the charging process. -

The advantages of this invention are that it senses any disruption of the
wire path. As a result of the disruption, an alarm signal is generated which can
activate actions, which will destroy sensitive data. Also, the circuit of this
invention is very easy to implement in standard device technology. Another big
advantage is that this circuit does not consume static power. 1t only consumes

switching power when charge/discharge is activated.

While the invention has been described in terms of the preferred

embodiments, those skilled in the art will recognize that various changes in form |

11




periodically connecting the netal wire loop to a

di scharge path to ground to prepare for detection of
a metal wire line break, after the chargi ng process.
The advantages of this invention are that it senses
any disruption of the 15 wire path. As a result of
the disruption, an alarmsignal is generated which can
aadtdetaitemay tieomadewhitholut debartihesfrarm the sphit ahd @copé af the
Also, the circuit of this invention is very easy to
invapitieAent in standard devi ce technol ogy. Another big
advantage is that this circuit does not consune static
power. It only consunes swtching power when
charge/ di scharge is activated. 20 Wile the invention
has been described in ternms of the preferred

enbodi nents, those skilled in the art will recognize
that various changes in form 11l and details may be
made wi thout departing fromthe spirit and scope of
the invention. s 12 CLAIMS 1. A die anti-tanpering
sensor for protecting against tanpering of integrated
circuits conpri sing:

12
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5 anetal wre loop located in a netallization |ayer
above said integrated circuits, a sem conductor | oad
devi ce which charges said netal wire loop to a
logical "1 level, a multiplicity of sem conductor

devi ces which discharge said netal 1o wire loop to a
logical 'O level at certain periodic tinmes, a NAND

| ogic gate, with |ogic inputsCLAIMS8ed anong said
integrated circuits, a nmultiplicity of vias connecting
a multiplicity of points along said netal wire | oop
down to said inputs of said NAND | ogic gate within

sai da g Qﬁﬁ-@érﬁﬁfenﬂélséhé&bﬁ PrcgeéﬁHgt é@%‘%ﬁt’gthﬁ‘g%a'"ﬁkﬂfa|

connecting a nultiplrcity of point’s

i?é‘qegﬁ;tbﬁ%ﬂcgﬁ O@Q{ig i.d seniconductor devices which

arge ‘sai d net g:vvi re loop to a logical "0 Ilevel
v b B AR Tobd FEe 6 Bl i dvenge
.an alarmand security action whenever any one of said
integiatecheiiguits, goes to logical '0'. 13 2. The die
anti-tanpering sensor of claim1l wherein said netal
wi re | oopaisemiconductor load device which charges said metal wire loop to
a logical "1 level,

a multiplicity of semiconductor devices which discharge said metal
wire loop to a logical '0" level at certain periodic times,

; a NAND Iogib gate, with logic inputs, placed among said integrated
circuits,

a multiplicity of vias connecting a muitiplicity of points along said
metal wire loop down to said inputs of said NAND logic gate within said integrated
circuit,

a multiplicity of vias connecting a multiplicity of points along said
metal wire loop down to said semiconductor devices which discharge said metal
wire loop to a logical '0" level at certain periodic times, and

an output of said NAND logic gate which goes to a logic '1' and

activates an alarm and security action whenever any one of said NAND inputs

goes to logical '0".
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placed over circuitry and nenory to be protected. 3.
The die anti-tanpering sensor of claim2 wherein said
netal wire length has a 5 loop which is | ong enough
to | oop across over said circuitry and nmenory | eaving
limted spaces between adjacent netal pieces. 4. The
die anti-tanpering sensor of claim3 wherein said

2 iThe die anjisizempdrigresrsor sackiimd] wherdin saidahetzil a@redoof is
said |l oop are decreased or increased to satisfy a 10
plHcedver SHtiitry driRAMERRIFGHG beDrotBRfedli € anti -tanpering
sensor of claim3 wherein said wre |oop has a
multiplicity of via pairs distributed across said

| ength of said wire |loop. 15 6. The die anti-tanpering

S or. of .claims5 wherein_sai.d Vi airs. have a.ls’ '

351 I fie Sl terieSeiistc o 2 2 P sgiskmefal Jirclength has 2
nuItLPchit of said |ogic inputs of said NAND logic
loppy which is atig eneualhia lopR AsEgsseves eritheiresitry pA Mm@mory leaving
wherein said via pairs have a 2nd via 20 to connect

limited iapages Wwetweenpagdjacenbmetadfpiecasul tiplicity of said

sem conduct or devi ces which discharge said netal wire

loop to a logical '0'" level, at certain periodic

tinmes. 14 8. The die anti-tanpering sensor of claim®6

e gt i g 0 oo
shid% djad&Fetal pieces of said loop are decreased or increased to satisfy a

given security requirement,

5. The die anti-tampering sensor of claim 3 wherein said wire loop has a

multiplicity of via pairs distributed across said length of said wire loop.

8. The die anti-tampering sensor of claim 5 wherein said via pairs have a 1% via to
connect the metal wire loop to one of a muiltiplicity of said logic inputs of said

NAND logic gate.

7. The die anti-tampering sensor of claim 5 wherein said via pairs have a 2" via
to connect the metal wire loop to one of a multiplicity of said semiconductor
devices which discharge said metal wire loop to a logical ‘0" level, at certain

periodic times.
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in order to detect an inability of "0" to "1

transition which signifies a break or interruption of

the netal wire loop. 5 9. The die anti-tanpering

sensor of claim8 wherein said 2nd via of said via

pairs which connects the netal wire |loop to said

sem conduct or devi ces which discharge said netal wire

8l obipe die arti-thrhperingpsenddr of elatin 6 whereigsaldd1$ efSaid via pairs
resi dual charge which could | ead to undetected

whidteeoniidt® thedetdl virelopb tWisafd [0RfRPinphifs éstai%_ RAND fogic gates

in
anti-tanpering sensor of claiml V\,hePel n sal
T R iR YT, ST iy nfes 3 prak e
. at 1 -t anper]ng.sensor of claim 10 wherein said _
:rﬂ%ﬁgﬁtﬂc}r{ gft%gwngtaéﬂgqeelo%. has a '1'" level to allow said
di scharging said nmetal wire loop to logical '0" and
wherein said control clock signal has a '0' level to
allow said metal wire loop to charge up to a | ogical
9. 1Thewliecintitanapering-sensey o tlaimid whirdin saial 21 vig of said véa pairs
| oop. 12. The die anti-tanpering sensor of claim10

wihielT edrmessts thesmistal aviciobprio deiti S6micdAdublios Bedices MHIEFS
said nmetal wire loop is an N-channel netal oxide field

dRthafde sdiansetal Rire Wh&PidEdidWogie s 6Ll &6n i&dé@ﬁﬂ@ﬁ{oﬁglmsidual

é
to ground, whose gate is 15 connected to said co

cfibR witABlIg Rad RpaESkEY Pnt(iaﬁuﬁtlocrﬂnngf: thE el \?v?rieqoop.

10. The die anti-tampering sensor of claim 1 wherein said semiconductor devices

which discharge said metal wire loop to logical '0' by a control clock signéi.

11. The die anti-tampering sensor of claim 10 wherein said control clock signal
has a "1" level to allow said discharging said metal wire loop to logical '0' and
wherein said control clock signal has a ‘0’ level to allow said metal wire loop to

charge up to a logical '1' which allows sensing of a break in said metal wire loop.
12. The die anti-tampering sensor of claim 10 wherein said semiconductor device

which discharges said metal wire loop is an N-channel metal oxide field effect

transistor NMOS FET whose source is connected to ground, whose gate is
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second via which connects to the netal wire | oop. 13.
The die anti-tanpering sensor of claim12 wherein said
sem conductor | oad 5 device which charges said netal
wire loop to a logical '1' |evel whenever the control
clock signal is at a logical "0 level. 14. The die
anti-tanpering sensor of claim 13 wherein said
cepnécied do saink cdrtrand clod&\sigreal ] sndawbosb alraialis oehmécted itslaid
field effect transistor PMOS FET whose source is
seCOREviaathitR canRe¥Bto Ihe RletaPlife igse gate is
connected to clock control signal 'and the drain is
connected to said drain of said NMOS FET. 15. The die
anti-tanpering sensor of claim1 wherein said NAND

' at as_an s to a | ogical '
13 'ﬁh{}“ﬂeﬂ\ﬁwgg%% q'” 6 PPt sgicsiigandgtor foad
wherein sajid NAND, I "1'" output activates a
dgwesmhigh ﬁhéﬁgﬂsoﬁalfé"%%wlm iﬂopaf@ta logicalch level whepavern toe
erase of electrically erasable progranmable read only
ceRifdiglogiasipRan at adogithk'Otierelint i - t anperi ng sensor of
claim1 wherein said netal wire loop could 20 nade
from ot her conductive material such as polysilicon. 16
17. The die anti-tanpering sensor of claim1 wherein

133 KE Hit A Binsskrild SeHdo? of &i4im 18 WhERSIS sgﬁtﬁml%ﬁt?uctor load

| oops protecting sSeparate circuit and nmenory

d é\%cg T%%Bsbliqﬁibg Haétgp&gﬁé RiCEER '&ra%ns‘foraﬁﬁojélFthose source

is connected to a power supply and whose gate is connected to clock control

signal and the drain is connected to said drain of said NMOS FET.

15. The die anti-tampering sensor of cla.im 1 wherein said NAND logic gate has an
output which goes to a logical '1" whenever any NAND gate inputs go to a logical
'0" wherein said NAND logical '1' output activates a security alarm or a security
action such as automatic erase of electrically erasable programmable read only

memory (EEPROM).

16.The die anti-tampering sensor of claim 1 wherein said metal wire loop could

made from other conductive material such as polysilicon.
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5 NMOS FETs forma dynam c, | ow power circuit which

di ssi pates AC power only. 19. The die anti-tanpering
sensor of claim1l wherein outputs of nultiple NAND
gates goto ORcircuits to develop a conposite
security alarmsignal. 10 20. The die anti-tanpering
sensor of claim1l wherein separate isolated nultiple
el he die astitamperipg seasor efagainat avierein sais imiégrated circuits have
circuits. 21. A nethod of protecting against tanpering
nailtipletregtahivire 160p$ protectry®eparatdcitdift aﬁ{oﬁﬂ%nﬂfr}/ ateas.

| ocating a netal wre loop in a netallization [ayer
above said integrated circuits, charging said netal
wire loop to a logical '"1'" level with a semn conductor

oA Sy S Sl s SR P ot e

W rgl:'p jgci tl%'\l,\gf sem, conduct or devices, placing a_NAND

$ form, adynaRYe.dowRawer cirgH e dissinatesyAGtrawer only.
circuits, 17 connecting a nmultiplicity of points al ong
said netal wire loop down to said inputs of said NAND
logic gate within said integrated circuit with a

16uThepdie @ntitampferinigasensor of claim 1 wherein outputs of multiple NAND

- gates go to OR circuits to develop a composite security alarm signal.

20. The die anti-tampering sensor of claim 1 wherein separate isolated multiple

metal wire loops protect separate sections of circuits.

21. A method of protecting against tampering of integrated circuits comprising the
steps of:

locating a metal wire loop in a metallization layer above said
integrated circuits,

charging said metal wire loop to a logical '1' level with a
éemiconductor load device,

discharging said metal wire loop to a logical '0' level at certain
periodic tim_es with a multiplicity of semiconductor devices,

placing a NAND logic gate, with logic inputs, among said integrated

circuits,
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connecting a multiplicity of points along said netal
wre |oop down to 5 said sem conductor devices which
di scharge said nmetal wire loop to a logical 'O |evel
at certain periodic times with a multiplicity of vias,
and activating an alarm and security acti on whenever
any one of said NAND inputs goes to logical 'O

causi ng t BenRedtef a Alulssicily HADBiNt g ' t
Cagrc ', BonfecRita Riultiicfly bFPEIn Slchoehe nittalldire foop down to

i i , i Lt.S.. i , i A
SHRTBE la NANTBIEIE Gl Gt Sy P Edld] Gy & ity
o{;rs.m)ry to be protected. 23. The nmethod of protecting

‘é'gf;hst tanpering of integrated circuits of claim 22

15 wherein said netal wire length has a | oop which is

| ong enou§Bnagctingod Muttipliclly ) peininalengisaidimetsl wireiloop down to

menory |l eaving limted spaces between adj acent netal
saidessmgiconductthdeviees wiichf dipclvargetsaig madali wiss Idoprtper fogieal 0"

of integrated circuits of claim23 20 wherein said

ldviehiat estain pesiddieimee withal muttillisebf vieB! ahd pi eces of
said | oop are decreased or increased to satisfy a

gi ven secypfibifi b I AESHd : :
protecti ngbg\gétalln?g%ij ?rgn'perl nsgé%frgfﬁ?ﬂeggf\g eﬁg‘g%rég{ i 9 8; said

NN i oHBERSE0 52  BERANAL o b RS B8 o

a logic '1".

22. The method of protecting against tampering of integrated circuits of claim 21 -

wherein said metal wire loop is placed over circuitry and memory to be protected.

23. The method of protecting against tampering of integrated circuits of claim 22
wherein said metal wire length has a loop which is long enough to loop across
over said circuitry and memory leaving limited spaces between adjacent metal

pieces.
24. The method of protecting against tampering of integrated circuits of claim 23

wherein said limited spaces between said adjacent metal pieces of said Ibop are

decreased or increased to satisfy a given security requirement.
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of said wire |loop. 5 26. The nethod of protecting
agai nst tanpering of integrated circuits of claim25
wherein said via pairs have a 1St via to connect the
netal wire loop to one of a nultiplicity of said
Iogi c inputs of said NAND | ogic gate. 27. The nethod

gr otecting against tanpering of integrated circuits
251‘. Toeanethed of piotekting agaimat thmperingpof intdipatedaiuits of alaim 23
to connect the netal wire |oop to one of a
wheréinpaid wirg 10bp $akG ﬁ@lﬂpﬁ@if@dﬁhgrpéi’f%\wﬁﬁﬁutéﬂ' éd?oss said length
di scharge said netal wire loop to a | ogi cal
of 84Rlwir@logper tai n periodic tinmes. 28. The et hod of
protecting agai nst tampering of integrated circuits of
claim26 15 wherein said 1St via of said via pairs
whi ch connects the metal wire [oop to said Iogic

2LP‘n2EtS 0 alfd ic gates in order to det

naBf Meyo f° PERfPE 96 ainghtampgyingef m@gr@tearcsrctuts)ﬁfcialm 25
whi ch si nlflesabreak or interruption of the netal
whierein|sgigh viazuairsthrvene i ol td cmnecé thé mptalguairerkiop to one of a
tanpering of integrated circuits of claim28 20

nwitipligity of saidl 13gid inpatsalf said NAND ldyi¢ gateshi ch connect s
the netal wire |loop to said sem conductor devices

mhlch di scharge said netal wire loop to said | ogica
"0" 19 level in order to renove residual charge which

2\?\,,0?(&'%"}65;@'%253 p‘l‘{?}%ﬁﬁﬁé%ﬁ @sgpatngé%#rgi?P &gafgﬁﬁgﬁtﬂg of claim 25

erin |nterat circuits of clai
wth SER s vua pairs h Rl via to connect the metn] al wire loop to one of a

muitiplicity of said semiconductor devices which discharge said metal wire loop to

a Iogi_cal '0' level, at certain periodic times.

28. The method of protecting against tampering of integrated circuits of claim 26
wherein said 1% via of said via pairs which connects the metal wire loop to said
logic inputs of said NAND logic gates in order to detect inability of logical '0' to

logical '1' transition which signifies a break or interruption of the metal wire loop.
29. The method of protecting against tampering of integrated circuits of claim 28

wherein said 2™ via of said via pairs which connects the metal wire loop to said

semiconductor devices which discharge said metal wire loop to said logical ‘0"
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5 wherein said sem conductor devices which di scharge
said netal wire loop to logical 'O by a control
clock signal. 31. The nmethod of protecting agai nst
tanpering of integrated circuits of claim30 wherein
said control clock signal has a '1'" level to allow
said discharging said 10 netal wire |oop to | ogical
levEl irnadiertie remove aesidoalnthrare ehictkcoulg hedd fragndeteted
level to allow said metal wire |oop to charge up to a
imt@g'uPﬂd)n ol tha\tetd] witd Rop. sensing of a break in said
metal wire |oop. 32. The nethod of protecting against
tanpering of integrated circuits of claim30 15
vvherei n sai d sem conduct or device which di schar ges
s_an, .N-channe xi de .
37 I b o b il iBo el maain bt i tEirdledE s of olaim 21
onnect e 0 ound, whose gate i s connected to said
ehgtal ﬁsmlcg%dyﬁmr deéﬂﬁfs \Mhisbéilsm@me saiddpeiatwiredoep to
said second via which connects to the netal wire
logiea] '0" Ay @gontrokclaek sigdabf prot ecting agai nst
tanpering of integrated circuits of claim32 20
wherei n said sem conductor | oad device which charges
said netal wire Ioop toa logical '1' |evel whenever

3yheTheanbied oF Jﬂé#@ bnds‘fté}h &i n@Sf ﬁ?ér%"agad éz?c‘ﬁﬁ's -of claim 30

34. The netho ctl ng a
wWHErEH' 2§ goﬁfrélcdfbékc'snaﬁaﬁlnaas I %evel to allow said discharging said

metal wire loop to logical '0' and wherein said control clock signal has a ‘0" level to

allow said metal wire loop to charge up to a logical '1' which allows sensing of a

break in said metal wire loop.

32. The method of protecting against tampering of integrated circuits of claim 30
wherein said semiconductor device which discharges said metal wire loop is an
N-channel metal oxide field effect transistor NMOS FET whose source is
connected to ground, whose gate is connécted to said control clock signal, and
whose drain is connected to said second via which connects to the metal wire

loop.

33. The method of protecting against tampering of integrated circuits of claim 32
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5 wherein said sem conductor |oad device is a

p-channel netal oxide field effect transistor PMOS FET

whose source is connected to a power supply and whose

gate is connected to clock control signal and the

drain is connected to said drain of said NMOS FET. 10

35. The nethod of protecting against tanpering of
whereigreaid gemiicanductordoad davice Mhichvobarges smid theltéiMare loop to a

| ogi c gate has an out put which goes to a Ioglcal "1

lodieal eV devel avherAdPtigatentrolpidek ggndids at kasdieat!'0" 18vel.
wherein said NAND |logical '1' ouftput activates a

security alarmor a security action such as automatic
erase of electrically erasable progrannable read onIy

TG et el e S P st o

er.ei n. ald Ioo coul d rradefromot
il Befidanddsror 16 0898e o ppeeianngh medal @xs el effect
hod of protecting agai nst tanpering of integrated

tr@nﬁ@tﬁrt%l%% EFdiwhagse squree ds porneaied to 8 posessupplyand whose
have nmultiple netal wire | oops protecting separate
gate isuionnactediendogk eorted sighhl 38d thé drarti®oenmécted to said drain
protecting against tanpering of integrated circuits of
oftkaidNAOS pEgr ei n said PMOS FET and said NMOS FETs
forma dynam c, |ow power circuit

35. The method of protecting against tampering of integrated circuits of claim 21
wherein said NAND logic gate has an output which goes to a logical '1' whenever
any NAND gate inputs go to a logical ‘0" wherein said NAND logical '1' output
activates a security alarm or a security action such as automatic erase of

electrically erasable programmable read only memory (EEPROM).

36. The method of protecting against tampering of integrated circuits of claim 21
wherein said metal wire loop could made from other conductive material such as

polysilicon.

37. The method of protecting against tampering of integrated circuits of ciairﬁ 21
wherein said integrated circuits have multiple metal wire loops protecti-ng separate

circuit and memory areas.
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whi ch di ssi pates AC power only. 5 39. The nethod of
protecting agai nst tanpering of integrated circuits of
claim21l wherein outputs of nultiple NAND gates go to

OR circuits to develop a conposite security alarm

signal. 40. The nmethod of protecting agai nst tanpering

of integrated circuits of claim21 10 wherein
38epheanethod aif pretectind vainst tarhpéring ofintegpatedriuits of claim 34
separate sections of circuits. 22
wherein said PMOS FET and said NMOS FETs form a dynamic, low power circuit

which dissipates AC power only.

39. The method of protecting against tampering of integrated circuits of claim 21
wherein outputs of multiple NAND gates go to OR circuits to develop a composite
security alarm signal.

40. The method of protecting against tampering of integrated circuits of claim 21

wherein separate isolated multiple metal wire loops protect separate sections of

circuits,
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