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SESSI ONS CREATED USI NG STUN BACKGROUND [ 0001] As communi cation technol ogy
conti nueswbaosxsa2esd, it rmay be desirable to bring 5 togecmars2emnyesd? f f er ent
forms of communi cation such as Short Message Services (SM5), Miltinedia

Message Services_ (IMVB). electronic _nessagin enmaj | i nst ant_nessagi ng
(iM %onine. pr REHeECY: SEREVIEE: SaSTRM ARGATTECTaRTCBRMRN cat one
over a network. One suc i i e i.ni ularity is voice
over internet protocol SHSHOSSGIRA THRLEINF IR Vor b syst oms
interact with traditional public switched tel ephone 10networks (PSTN) to
enabl e users to place tel ephone cBACKGBOIYNDraditional |andline

t el ephon bil e phones, and other camruni catign. devi.ces.. Still. ot her
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be established. 100021 One drawback of Vol P is that when voice and/or video

data is t¥akisrdia Mdssege beraicesMddkot clsetianthmdssaginaderrail) instwompessegingi t h
other net Yﬁg,konﬁieéo%r S83 sERAL 138 BEL, nge SRRy AL ARl AT Rorc
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bandw dt Fodduck @shnapatie@tyipe @ainAfy Fopusity is, voitRloveninterttl grotdadlavatiess and
transfers by the traditional applications be affected, but the quality of
service ofstMe. Vsrditiansdlyi ¥alPrwyterisdpicret withimdsinad pubbe swtdied telephong ¢ h

respagt t Saﬁ@l) t I L I k¥ the present

i nveflit‘(\j i onn%ﬁ;é%}?@zen ntg gf%liﬁ gég,?{ogﬁ'% %othfg%ﬁﬁor%{%%lls @%@qg{){g%?il%{d&#gbl ens have
been di satisplashes,irholslkqihoded) endiottier stnaadnitdtain dervodi Smlhdtheoforhmenipatement

i nvention, should not pe limted to sol vi q% t he specific ﬁE)r bl.ens identified

in the bSKEFHERE! *SIORARINSSTETERLTr I &CTE AT S SOPPBURBER 1§D T fdduce a
sel ect i 0N, eQfon§IRRGRRISs, lalongbERIJIP s&dichtdmd Oploligfd, f ur ther described bel ow

in the Detail Description section. This summary Is not intended to identify
key feat Ufe@2]orOesdembad off €alPus gmit athen heice had/meddsuite ot trammitéad,oveoa i s it

i ntended to be used, as an aid in determ ning the scope.of the claipned
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paths froma first endpoint to a second endpoint. In énbodi nents, a set of

candi dat ebaaduidsls fusagh anpligatian: shs eredwldinet onliiavil detsracedss enhperdere bader esses
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Create a be diminished.
20 [0003] It is with respect to these and other considerations that embodiments of the
present invention have been made. Also, although relatively specific problems have been
discussed, it should be understood that embodiments of the present invention should not
be limited to solving the specific problems identified in the background.
SUMMARY
25 [0004] This summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detail Description section. This summary is
not intended to identify key features or essential features of the claimed subject matter, nor
is it intended to be used as an aid in determining the scope of the claimed subject matter.
[0005] Described herein are embodiments for setting, managing, and monitoring
30  connection policies for a plurality of network paths from a first endpoint to a second
endpoint. In embodiments, a set of candidate addresses from a first endpoint and a set of

candidate addresses from a second endpoint are received. Each candidate address of the

first endpoint is paired with each candidate address of the second endpoint to create a



WO 2010/ 082982PCT/ US2009/ 066887 plurality of candi date address pairs. Each
candi dat e address pair has an associ ated network path. The network path is
t he rout ewbyowhiseds2zdata fl ows to and fromthe vari ous emrdpaisntm/io6é838Te al |
net wor k pat hs between each candi date address pair have been determ ned, a
connecti o licy is set for each_network address pajr and the associ ated
5netvvorklpg £HLY Olfm%iate%%fa%w_tssEﬁﬁyca?élqawdémp BasASEsiHE er process,
a conput i g S HhaM e RBvER A i Beroffc BRIMERALHTRWIUS Andfiof (ROVRYR!
program product or conputer ‘readabl e nmedi a. The conputer program product
may be a cndpputseOnst el agevark diths beadab echippndidetoagditcsy paylstveecemd encodi ng
a conpute rogr,am of instryctions_.for executing al 0 c ut er . prpcess.
The compuietsrmBRder stnse SRitRtlicnly ML fr gl Napt s a e M o i ar ¢ er
readall e RywakGAMPUt i ng system and encodi ng a conputer program of
instructions for executing a cpnputer@grocess. BRI EF DESCRI PTI ON OF THE
DRAW NGS [90/d 7 1Embpdigicnismmay losf immemetedsan canBirasogess, geppipating pystemeadi | y
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of a systmedid.oThs&hpig [Fogaaciroditt pelyibeiaadnipdter atopddermaddii yeadiblady wor k
pat hs according to an enbodi nent. [0009] FIG 2 is an operational flow

for settiGREPeEHAEEeTGAd petodaigescanaputey sogrpm) Gftigstction fRBeXgsHINGDAt hs
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candi dat e s I'rsts an 5 I'rs accordi ng
to an enbadiareetdable®kldonfpiuGng 4ystdrh usd eadod gsasuphertarerowak gpadshsicti@tsween a
first endpoint and a second endpoi nt according to an enbodi nent. 25100121

FIG 5 i I'PUSTFUIRE? SOBIHPURTPEGS envi ronment for i npl enenting enmbodi nent s
di scl osed herei n. DETAGRGRFIFBESERTPTION OF IBIE A v @gbodi nents are

described nore fully below with reference to the acconpanyi ng draw ngs,
whi ch f or[087]paEmbbdmeofs of dmdpreseint tisslhewe spgdicfiare ecrddd idasmibsd B9 f or
practi.cing.the inyention. However. enbodi ts be. i npl.enent ed .i.n many
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set forthykiei-ei n; rather, these enbodi nents are provided so that this

di scl osure will be thorough and ' ' o
[0008] FIG. 1 illustrates a block diagram of a system for setting connection policies for

a plurality of network paths according to an embodiment.
[0009] FIG. 2 is an operational flow for setting connection policies for a plurality of
20  network paths according to an embodiment.
[0010] FIGS. 3A and 3B illustrate sample candidate address lists and the resulting
candidate address pairs according to an embodiment.
[0011] FIG. 4 illustrates sample network paths between a first endpoint and a second
endpoint according to an embodiment.
25 [0012] FIG. 5 illustrates a computing environment for implementing embodiments
disclosed herein.
DETAILED DESCRIPTION
[0013] Various embodiments are described more fully below with reference to the
accompanying drawings, which form a part hereof, and which show specific embodiments
30  for practicing the invention. However, embodiments may be implemented in many
different forms and should not be construed as limited to the embodiments set forth herein,;
rather, these embodiments are provided so that this disclosure will be thorough and
complete, and will fully convey the scope of the invention to those skilled in the art.

Embodiments may be practiced as methods, systems or devices. Accordingly,



conplete, and will fully convey the scope of the invention to those skilled
in the art. Enbodi ments may be practiced as nethods, systens or devices.
Accor di ngwg,2010MB298010/ 082982PCT/ US2009/ 066887 enbodi nenPsTnsgoovakest he f orm
of a hardware inplenentation, an entirely software inplenentation or an

i npl ement ati on conbi ni ng software a?fgwhard re aspects. .[001 Enbodi nment s
gener al | PRROUHPENt Blag&qﬁeitﬁf‘g{orw&rfadﬁa A4 _Wﬁl@?lg%@n@ah% wah THol i ci es
for net m&lgle%@én%io%&\éﬁ%plfemn%oﬂe&ﬁbﬁn%&%ﬁme arfOROAWH B s jcgsenbodi ment s,
Seach endpoint has one or nore candi date addresses. Each candi date address
f r om eacH08t4]t hembodifrensrgcnenbdp oilatt o soteng) alaneging eged triositoring cmaatteon

candi date _address pairs. A network path that connects,the endppints via the
Candi dat Lt SERopork eits ERSH™ e BF oret At oo rroRube B e s

assi gred @cPehdpeint hAHEnd @Bk IcaRAEAS a0B¥sLE BSRtah@idhicanslsy frédt-actet ween
the two endpoints. In enbodinents, the data transfer between the endpoints

id S 1090véh¢1éﬂf€b@}ltfh@0@ﬁﬁ RIg\PAIIF Fogethgnis @?atacg@ﬁdaéq/acliﬁgssawimaﬁ_@emk L ype of
mich bandirt R EGLaE Bl RaR CiHRe SaRBbdle R BhanRh i FahGt 81 oFF ot e

a syst emdaohi n&ebtk pgh ig@kighéd npsigyanhem@ivdrR pathg negrieastd arysfdrdh@as for
various network paths that exist between two endpoints according to 15
embodi nerfegveendhe hympndpaingy. dn embogEnens thodathtjansgritbsivecs theedipagtseiidpoi nt
110 d Y (o] I i I ndpoi nt
110 a0t ortst SR VLB RO VAR cible oy A TE e B oS B AT e 150,
The senditrmstendoh atnefwldik path drhke pdogimdynd) ctetedpor miicl Béhdwagthbeayoseeusel a

t el ephone nobi | e or handhel d device, a personal conputer or |aptop, or
any ot herfoﬁglﬁﬂﬂ?itﬁ@‘s%évi ce capable transmtting and/or receiving 20 data

over a nehypsk ERrDt RS2 STOEMSES S, FRYnhRif MRl RSHiRYRE bRt LBt

Protocol (VolI'P) tel ephony seSsion. As briefly di'scussed above, Vol P enabl es
voi ce commulinics &irivansys aswork pathasthait et befatcan tweichdpasmtyiaenling ® be

transitted agver the intern or other networks to a.,various points. The
endpdint SRR oRa RATHBAGT L 161 PR BB e S ARy 1 S0t p

t el ephonye&gsia @idposntSIBOCIA i€ ahbydifRAt, tHNeAding eRddintt NG 22SRPRIE Bétablish
specification is not limted to such sessions. It is contenplated that any

type of deitchverkagstien Wik evwewtviesapivont 4 3dmYhesindingendpeinhbihadshof t he
t discl. , i int.
P rna dat d cSGRE Yhdoinid3h ey Mo SR AERAEOPBh i SR B RSP A op iDL

use to esdoaputeslor tupedt ar ddyesibéraonPasiag devive tdpable sSRaandtignaivdritceiiag h
endpai nt may have the nultjple candi date addresses by havi ng3 30nore t han
one IP8caldafiovggameeork (gt shtre. b wesiprAIande s epEk IntIBstdetoselans| at or

I( E‘AB]I . g;(éﬂéﬁﬂ;)r{glebﬁtﬁly%%ﬁs‘{&f €8s Bicfy RIMSFEIYEE, VAP chiblKWML I n the art, an
communications, as well as other data, such as video, to be transmitted over the internet or
other networks to a various endpoints. The endpoints may be local endpoints or remote
endpoints. Although a VoIP telephony session is specifically mentioned herein, the

25  present specification is not limited to such sessions. It is contemplated that any type of
data transfer between endpoints may utilize the methods of the present disclosure.
[0016] The sending endpoint 110 may have one or more candidate addresses (e.g.,
Internet Protocol (IP) addresses) that it may use to establish a data transfer session with a
second endpoint. Each endpoint may have the multiple candidate addresses by having

30  more than one local IP address available, being behind a Network Address Translator
(NAT), or using the services of a STUN server. As is known in the art, an IP address is a
numerical identifier assigned to a device that participates in network session. The IP

address uniquely identifies the particular device to/from which data is being sent and

received.



nunerical identifier assigned to a device that participates in network
session. The I P address uniquely identifies the particular device to/from
whi ch datwoi2s10n8e98g sent and recei ved. WO 2010/ 082982PETTuS2@0966386887
[0017] In enbodiments, when attenpting to establish a session with a renote
endpoi nt , h as the.receiving endpoint 130, the sending endpoint. 110
transnit 40§P7ﬁeq@e%¥b0fhm@}twhe§i agﬁlalpﬁ%tos%gazogw SgshioBIgH! %regioaﬁa} PG ayer
of the ne{uphkie INRIVIGAURDbint 150 YHE SndBHopBnlifbinf B0 YR 2 284hBEAQL At i ng a
session between the sendi ng endpoint 110 and the receiving 5endpoint 130.
The r equesgnalind sevapnpbraughtasignahng laybr of tbensteorkl 20he ragest tichges datafor
enbodi nent ,. the server. 120 may.incl ude si gnal i server confiqured to
Foute  hectigiBapa peevibRZane s NG e Re uRAE crageh i i e i
endpoisnt  chdPeinSEIYV erhekdudiByi 1%3%& ReukdddBroigh @lsadves €0/ eAccopdih epred to
provi de addi tional candidate address to eytﬁer endpoi nt that rmay be used

f or exchamgiodgmeint the wirven RO0ihey wekidp enignphingsrsydigpnigryedifontente thheeqpeitay 10
server a Sj L.Ng. ser . rate it The r 0
b I R T e s R

si gnal i ngn¢ledod taddy @bves essili@itedt preeide hiditibmd centigae nddcdxay cltledrendpoint
signaling | ayer protaqcol session such as the Session Initiation Protocol
(S P). 10batghayThreusee foyyqrahanginesdain whhintthesesaiani Hyanotis smpedimapt fegelay

i ncl udes, .. i . i The
cand iqgat e ad (%I ?neigg%a[@%§g§%%$$%%%ae r édsf és grgtlt%fgs gg? gétrg%t %th[ﬂg{aﬁgss@g rﬁéd‘f[%%t

endpoi nt 11100 tHenreamiviagbodhaimnt3). fThe resahohigrignahdpoegutiafiddsqpaph between the
candi dat e dis&overyzghafe duri&g.mﬂich thgﬁiending ndqﬁ%gt 110 di scovers
| P addr eSEQLIIPOIREYNAYSE N Y LEBHBINRS #YCA PHEPRL FRSOBSEF b Fesiof Higfron
endpoi nt .pEReh @asdi date address may be used to establish network sessions
with, and transmt data to/from |ocal 20and renote endpoints. 100191 As
briefly d08H]ssEk infdrmagys satbytlyc whdingicndpadtel 18 adwrivendds2@ith Mlocisuéshg t o

enbodi.nment.s, t.he server 1 may. | ude a. sj lin rv nfigured to
Forvdrea Ha ¢ B aesghaidhe sdraRgY W7 R e fukls s g 37 bR e
sendi ng eReRQitEY wikh the defdihBendRERi MONGn 8NERBSdIncABthe deRdiagaghdsimNtly, the
recei ving endpoint 130 may be an endpoint 25in the sane private network as

t he sendinsgfoansipeintidatadisconeryeplinae dyiang whichéhe ssadingicadpanidip®i ditcorery [Be
tside t { i int. ] ks o111
out st de RSN Bl GG SAACL NGB A BB bE KRSk

recei vi nqudérdpnianbe 1864 toleBtablisherdpcikne siionstwich, agd weatisndi2@ataey fralschincl ude a
rel ay server configured to provide additional candi date addresses to either
the $8ndidlg 'eRHASSNARCIAMO or 30t he receiving endpoi nt 130. Depending on

whi ch en i gt i : I L , Y dr esses
arc appeﬂgggntOAE??ﬁgfa%ﬁ%%%?ﬂg*%&%?g%mﬁgggg%ﬁ?%éf%R§5g%g§égggﬁk%%go1 Once
t he sessimmbodenerestthd derderd A6 niayendadda sighdingddrves sagighicd toffotwraed gendi ng

sgggloi/ :1 ; gr%it%ag&vlﬁ fll%%g r\}vitrhetﬁee ica\lln%(gdal‘:[)g/ a(}d};eesséselcﬁi OVH- tl?eg se%gglg%in It)oiIJ{tBIOI’O, %oht%e

receiving endpoint 130. In embodiments, the receiving endpoint 130 may be an endpoint

25  in the same private network as the sending endpoint 130. Alternatively, the receiving
endpoint may be outside the network of the sending endpoint 110. Thus, the request 111
may need to make multiple hops along a network path before reaching the receiving
endpoint 130. In an embodiment, the server 120 may also include a relay server
configured to provide additional candidate addresses to either the sending endpoint 110 or

30  the receiving endpoint 130. Depending on which endpoint receives the additional
addresses, the additional addresses are appended to either endpoint’s list of candidate
addresses.
[0020] Once the session request 111 and the candidate addresses 112 of the sending

endpoint 110 have been received by the receiving endpoint 130, the receiving endpoint



WO 2010/ 082982PCT/ US2009/ 066887 130 begi ns a candi date di scovery phase. In
t he candi date di scovery phase, the receiving endpoint 130 determnes its
own | ocalwoantivm$a¢se addresses 132. As part of the candi earasdiomesssT y
phase, the receiving endpoint 130 nay di scover additional candi dat e

addr esses |t can use, These addition candi.dat e. addres may be . provided
by the seM@begss agpndigatsdreevsy Pty thier?ale#igatg {JISCRYATY P bissathe U‘p?SWHP

conpl eti angpdint N FANHISALS océhlsl%emaﬂdlea@%&dreés@@ 152CRE KAt BRCRR ik 130
transmts a request, the list of candidate addresses 112 fromthe sending
endpoi nt ctLSlo(DveIamdiaM theaueeicagdidiming 130 draysbswva3Rlditonal @@dkdete ald@sscFhe

endpo nt L4857 b S G0RLE e A GG e aRats 200 S PO Whe -

candi dat engthdf &56&Sn Id%yoknt he receiving endpoint 130 on the server 140.
[0022] According to enbodi nents, server 140 may be a STUN ( Session

Tr aver sall[00R%]] i p@scqr@plewf(thbt:md@t%@@mgy nhreapdharcseiyingsadpeint 1300

enbodi e ST I fi

candi dat Ao gL BEGEST Rgfak AhER 102 doRCR: SR heBBhE AT sy
endpoi nt igsowetdndafatd didrasandizdasd & saster S ethek8gucsf miibe ﬂle&esswnn@qd&endpoi nt
130) and generate a set of candi date address pairs 142. The candi date
address pdilfystimpsmiteddwiibe sandingpndpeirbi H)- nBledﬁ@ueéf mey alse ddea 18Il esses
112 fino ddr esses
132 IP tﬁéqﬁoe%g%leEgn(g@agpgeliﬁtgss%%g%%%ﬂee%oﬁ fent Olh??ﬁhorggl%g%%g (gddr ess
of the sdAfl2ig Aoapdinpto dhbBodimepa) sree\d:rvlm) Imagdeh SH&NI(Smmdﬂh‘a\teesaaddress of

therecei i.n n Lnt 130, This will_ be furthe i ned 20 w wth
e e en e ot R A Nafitrs g S s e BB o Ok O FORS L EN ar 140
may al so s@@x}é‘?lsacoﬁﬁglllreﬁ?fto tdSivewBth! s@f@%’f c%ﬁ%eﬁ@ 8€fess 1G0T @ﬂi&?@att@gddrés@@s STUN
server MOw Il allocate sone, or al of its STUN server addresses to the

request i nld2efm1p diersendiBg endpointes p@ﬁsa@ tlna)camdeiateequdessse,s 18R ef SEUkcEang er

addr esses 0 |'ist of I andi dat e, addr es of the
Sendiing. 35aeRabitiend Sotenasdios Pand i e oSG TR 0o LG SRS E et ween
the s endlpaqs enpRl dtherkdQ nibing 86E€bMhB darRNEROhdtreskdP1 12 fien ABlISREHES
known by the STUN server 140 may al so be used as candi date addresses of the

recei vi ngnépeipol i witlsone ointhg dqcabeandidatorasideissassg of theaeSTURG §@dmmt1h$© may
| dd d
ecei vi nd RSB GaieRieladBcet Sa? SR BRLS: PR SRR Mcei vi ng

endpoi nt 18&;13&1d1@até hﬁir&s’ﬁldlﬂﬂs@aremmng/éﬁdmﬁtslaﬂ tﬂhﬁmglfbeaﬁaytheﬁk@lau&alch NAT
address will al so be considered as part of the receiving endpoint's 130
candi‘fat é’eém’ﬂ?’vé@%@reﬁg?to lfl&ﬁziéﬁ 404 3% her enbodi nents, receiving endpoi nt

130 may gﬁoiﬁquinre%%ohﬂn&{té‘@ﬁ TURGRRIP146Af alsd%alQa ?9@1 op [whabYgr 140.

Sessi on data 134 contains infornation regarding the requested session type
bet ween tdddresendiWigenengipeicds tht B0 U skrt drel 40eadiallberge some, or all, of its STUN

server addresses to the requesting endpoint 130. In response to the request, the STUN

server addresses are added to the list of local candidate addresses 132 of the sending
25  endpoint 130. Therefore, when a session is established between the sending endpoint 110
and the receiving endpoint 130, the addresses known by the STUN server 140 may also be
used as candidate addresses of the receiving endpoint 130. In yet other embodiments, the
STUN server 140 may also add any NAT addresses to the list of candidate addresses 132
of receiving endpoint 130. When the request 111 transmitted from the receiving endpoint
30 130 to the STUN server 140 passes through any NATs, each NAT address will also be
considered as part of the receiving endpoint’s 130 candidate addresses 132.
[0024] In other embodiments, receiving endpoint 130 may be required to transmit
session data 134 to the STUN server 140. Session data 134 contains information

regarding the requested session type between the sending endpoint 110 and the receiving



WO 2010/ 082982PCT/ US2009/ 066887 endpoi nt 130. Many different session types
may be requested between the endpoints. Non-limting exanples include a
Vol P sesswonp1oasesdeo sessi on, or a conbi nation Vol P/ vi eed/tse@ioodss7 [ 0025]
Session data 134 may al so include a request for bandw dth. Depending on the

5type of sessio ues e. Vol P, vi deo, eit the sendi ng
endpoi nt pepoiBt | 1h M %?@r%@seéﬁawn% H@Q&eﬁa@eﬁfeéaewefl ndPRIBEt ai n
amount  ofNBangiwi it &aﬁﬁlé’s‘ lih Qe £¢o IR HELWRA Rk, Pk cBﬂlﬁlﬂaﬁgﬁ' est ed

session. For exanple, the requested session typé Is a Vol P session, the
sessi on déﬂEA&Qﬁnnuyonnclude a bandw dth request for 50 kbps | f homever

e 1 eaushh e, SSRgR R i PG S Es o b RO PR AP et
candi gat aypdeir RssorPrRilic sl&Qﬁe%eWPt 1i@¥o, etdgeeﬂh'eﬂhe@,éndiﬁ@éh(@@hﬁ 120idf @ss pairs

142 is transnltted to a policy server Based on configuration
i nf or mat iteeriviag cedipddiBAgnayoceershthebmeriridan emewt 0ébandyeilth, betablecaied pey ser ver

190 Y deherdiag, KR SUBNek LAl eash £and dfhe gHNRTS. Qlonsaghiqand dat e

addr ess parr ongs e po icy ser 8ach’Bubiet to

various |\o@IRtsksitsh, &reche@becsredim n®4 inlag invdidear angaidih tét@bstcfmmlﬁ the
endpoi nt s represented by the candi date address ﬁarr [0027] . In an
al t er nat ihPaveEpih Gigi ragRsted SRBINGYRG Hian\eIBHapM it 8@%9114}6&1"1&@? dataethgTUN

Zgrgﬁb hégmggﬁg%§&9¥%4 agb%ebdﬁgoaddresses of the STUN server 140 as wel |

resses STUN server 140. Wen the receiving
endpor nt [ﬂl%]ha@pmeoc&npleﬁbxﬂéﬁthesmdatbﬂh adcbmlpa'adé?_ @ssazstjorn, ﬁe: lfseoiei Vi ng

endpoi nt may .send these addresses dir ctI he. po rver 150,
bypassi n@aPr%Gatééﬂaﬁeé%EaérSéégﬂ%@%‘@?lﬁ?éﬁ@radﬁ 18}’1 S ]esto ‘i) %ear%lr 150
may then d@hanfdd&ridfo I{Eﬁﬁ%q&re'éctpé‘édaﬁaftél?&dré%@ B&?Cthe E@l@dﬁr LRIPPEAMagnd
deternmine a policy for each path as described bel ow. [0028] Tn efbodi ments,

the poli agetes;mmﬁethe &ﬂ@les‘éatsea@heamhdma@lrpsslqf@a@scaﬁldrdaemdreaepmbw%pat h
th each of e candi dat e .addr ess. rs 142 ccor di

1
ermodne it the RafGrat 450 GeE iR 48 RofEblesatioRS ok R Ang gEkaniat !

policies ﬂé&yoﬂkfpdﬂptﬁﬁte:o@né&i fhle cABRUI réifreééﬁféd\mydﬁ&ca@lhicﬁv&eﬁd%@s paieh net wor k
pat h, a maxi mum anount of bandwi dth allocated for each session using the

net wor k d&@lﬂ] alnt agt adernatin embedimgat, sha reegising esdpyintp3@eaycenntast herSHUN ed on
the part 's%fve%‘;mé‘{% %@JOVFIQ[%E Qery @ aa%?éésecso r%’grler@fﬂjﬁ’le%v@ &PLs E&’P&’sd%

30provi de eac i's con moni t6red, and |nez by an

| T adm nisitreais rkno&vﬁ%@l}re STIUBIrﬂéﬁd:r et $iheh e isessingRndstia 1B8haseyccksdo be
transmtted fromthe STUN server 140 to the &olrcy server 150. As expl ai ned
abovel t H@e@@ggqtlgﬂaldigfi@s%@hﬁﬁpqvmg ¢pggoint 130 may sénd these addresses directly to

the policy server 150, bypassing the candidate addresses generation phase. The policy
server 150 may then determine the network paths that connect each endpoint and
determine a policy for each path as described below.
[0028] In embodiments, the policy server 150 sets one or more policies for each network
25  path associated with each of the candidate address pairs 142. According to embodiments,
the policies are network use policies. For example, the policies may indicate a total
amount of bandwidth allowed on each network path, a maximum amount of bandwidth
allocated for each session using the network path, a total number of data transfers or phone
calls permitted on the particular network path, or any combination therecof. Embodiments
30  provide that each policy is configured, monitored, and maintained by an IT administrator.
[0029] In embodiments, the session data 134 may also be transmitted from the STUN
server 140 to the policy server 150. As explained above, the session data 134 may include
the session type, a requested amount of bandwidth, or a combination thereof. Policy

server 150 may be configured to analyze the requested session type and determine which



the session type, a requested anmount of bandw dth, or a conbi nation thereof
Policy server 150 nay be configured to anal yze the requested session type
and det erworeeiodseast WO 2010/ 082982PCT/ US2009/ 066887 camdirdst@acBEs s
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conti nue selecgdt up a session vvlthout a valid token. Acceptance of t he

aut hori zat| on token 154 by either endpoint may be required to conplete the
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having policies that allow the transfer of both audio and video data across a network path.
25 [0033] Other embodiments provide that policy server 150 may generate an authorization
token 154. The authorization token 154 is transmitted, along with the policy data 152, to
the server 120 (e.g. signaling server). The authorization token ensures that endpoints
cannot subvert policy and continue to setup a session without a valid token. Acceptance
of the authorization token 154 by either endpoint may be required to complete the
30  negotiation session between the endpoints. In embodiments, the authorization token 154
is transmitted to the sending endpoint 110 from the receiving endpoint 130 as part of a
response to the signaling request 111.
[0034] When receiving endpoint 130 receives a response, including the policy data 152
from the STUN server 140, the receiving endpoint 130 may perform a STUN connectivity



WO 2010/ 082982PCT/ US2009/ 066887 check. As part of the connectivity check,
any network paths that have policies that do not allow the requested
sessi on wvbl2osuisessati cally fail. Additionally, if policycpruskediosasst he use
of a particular candidate pair, that particul ar candi date address pair wll
have al ready pre-failed the connectjvity check. Receiving endpoint 130 wil|
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20  Thus, the pre-failed candidate address pair will not be used for the session.

[0036] Embodiments provide that either the sending endpoint 110 or the receiving
endpoint 130 may select which network path of the multiple network paths is to be used
for the session. The determination may be made based on the first identified network path
that permits the requested session. Alternatively, a ratings system may be implemented in

25  which the network paths are given a quality of service rating by the policy server. The
rating factors may include session quality metrics monitored by a system module. In yet
other embodiments, the rating may be based on whether each network path allows the
requested session type and/or has the requested bandwidth available. In still yet other
embodiments, the ratings system may be a combination of any of the above.

30 [0037] It is also contemplated that some requested session types may not be allowed on
a network path due to policy restrictions or the requested bandwidth is simply not
available on any of the network paths. For example, session data 134 may indicate that an
audio/video session is the requested session type. Furthermore, the session data 134 may

request that a transfer rate of 100 kbps be allocated on the network path for the



a network path due to policy restrictions or the requested bandwi dth is
sinply not available on any of the network paths. For exanple, session data
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[0040] FIG. 2 illustrates an operational flow 200 for setting connection policies for a
plurality of network paths according to an embodiment. Operational flow 200 may be
performed in any suitable computing environment. For example, the operational flow may
be executed by systems such as the system described in FIG. 1. Therefore, the description
30  of operational flow 200 may refer to at least one of the components of FIG. 1. However,
any such reference to components of FIG. 1 are for descriptive purposes only.
[0041] Operational flow 200 begins at step 210 in which a receiving endpoint 130 (FIG.
1) receives a signaling request from a sending endpoint 110. Included with the signaling

request are multiple candidate addresses available to the sending endpoint 110. According



to enbodi nents, the signaling request may be transmtted fromthe sending
endpoint 110 to the receiving endpoint 130 via a signaling |ayer protocol
such as twe 6822 | nitiation Protocol (SIP). [0042] Weem/usb@onsegaal i ng
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[0044] Step 230 also provides for generating a list of candidate address pairs.
According to embodiments, each candidate address in a list of candidate addresses from
the sending endpoint 110 is paired with each candidate address from a list of candidate

25  addresses of the receiving endpoint 130. As explained above, candidate addresses from
the sending endpoint 110 may also be paired with the addresses allocated from the STUN
server, addresses from a relay server, and/or any possible NAT addresses that have been
included as candidate addresses of the receiving endpoint 130. The resulting candidate
address pairs are an # x # matrix of candidate addresses, where each candidate address

30  from one endpoint is paired with every other unique address from the second endpoint.
[0045] In embodiments, the STUN server may require that session data corresponding to
the requested session type be received from one of the endpoints. The session data may
also include a requested amount of bandwidth for the session, although it may not be

required.
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[ 0046] In enbodi nents where session data is required, flow may pass to step
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candidate address pairs, the associated network paths, along with the associated policies
25  are returned to the STUN server 140. In embodiments, the STUN server 140 may
compare the requested session type, indicated by the session data, with each of the
network address pairs and the associated policies. If some of the network paths do not
support the requested session type, or some of the network paths do not have the
required/requested bandwidth available, or the network paths are currently unavailable,
30  these particular network paths will fail the STUN server’s connectivity check. As a result,
these particular network paths will be removed from the candidate address pairs (e.g.

policy data 152) prior to being returned to the receiving endpoint 130. In alternative

embodiments, all network address pairs are returned to the receiving endpoint 130 and the
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[ 0050] When the candi date address pairs have been transmtted to the

recei ving endpoint 130 fromthe STUN server 140, the receiving endpoint 130
may send wachioaiskeseabl e 5address 136 to the sendi ng endparrus2d206683he

al | owabl e addresses 136 may include each network address pair and

associ ated policy that permts e requested sessign e. The all owabl e
addr e_ssesw@g%ctw&y by Hfgfl@&naips_athﬁégﬁéﬁ%ele Ofid Ui éﬁgr%ﬂg{ng SM8HCt hat
was firstydifR08MTBELRS thih bd@aRaRALG ROARAIHendpdlnt Q1ce Teceived, the

requested session is established using at | east one of the network paths

and its d68¥Yi aWdn ol dapgidatGUOES paifsih@8e b&A teandmBRdith Ithesteraviag sadpliat

candi dat ress J4.st.s and resulting,candi,date address  pai accordi ng
Lo an emiofi TR SHENSERE K Brapeivie Ay Manl e Canaton BRapi nt

candi dat edagds Es6eRhSIhdiny dpSIGEL Mi. "ThIBRAbRaddARsR AWMy Tnéil&e Soh t he
sendi ng endpoi nt has three candi date addresses available to it when

att enpt i mgtwerkaddegby paihang assessatethpolMytthgngrmehibic ceavgbtddsessiqudyres sl ar e
depi ct ed I it . cont | at 1Pv sses nay
a1 20 be. (IR EHGAAECLEIRFPravitt i QudRA SRR BilnG MRARE S RITLARERS, o o

addr essedimRyankmittdd Bdde ssrias: @dpainpl i ( abecaetansd tlrndq@kedrsedsioadst hrough a
router or a_ hub. Session requests may be sent from one endpoint to another
endpoi nt steblished isimg aplcpgtang of dragisiwork paths 2nd &5 assORdIHPOUFY-h t he above

exambhe, I Vi i I . . 1 pcl ude
t hr gg IOd i f[Pg?g nt F@%ﬁ glg a;a eﬁaﬁfg?tg%g g"g}lﬁig gr\?él?aaé ? ﬁciergéglﬁ%?#\ig&%% %‘gfﬂr% candi dat e
addr essesaBdidatetalldreseegis\acoydmgdp on ninbodinetnd dfle sedding ssdintayayatrasniie | Pv4

and/ or |1 Pv6, addresses. 053], . Accordi ng to .enbodi nments oth.s i.ng

endpoi nt “€A%aE 44 R e ddge g EDeand o iErei g carepiBt rts Lo A5 Rar esses
320 are thansiide @dpbift RasSRicY @indidHE Bl @SsseTaMNi180c 381 en htPmbfih 3o 1) . When
t he candi date addresses are recelived by the STUN server 140, the STUN

server 14Btahbstes stseion.c Atitpast the aadlids aghicssss 88dcpidksd sk bRy, addaaskescamdi dat e

address fromth ndj dpoi nt candi dat resses.310 is ir W th
cach 13 andPORTE et PG IR BT Ml B g AR RETBakdr thriEmBBs e

resu! t i nGosRYFitEAE8 d R RYFes QR Ik, H2AP 2daeRsds D8 adprRa ﬂeﬁw&*ﬂ%nﬁ%ﬂﬂloﬁ&dm al |
candi date addresses from both the sending and 30receivi ng endpoi nts. 10054]

FIG 3B ithtough paewsr o aslubn aichon requeritemay hesené Sionyenrendneipbioranoigndi dat e
e oSSR B RSAR OARS A, [ oL uoe 2 cond date adress
(FIG 1) .[06%2]ei Comthugipchpioh tHe abaneexttmipde, acsidng esdpda comdidat addredses 82k any
NAT a2C(j)dr ensla?yeslsot ir;l%i[udg tﬁrgg 3ieffsegenrtr%gnd?c?a\{ee addresses. As with the sending endpoint
candidate addresses 310, the receiving endpoint candidate addresses may also be IPv4
and/or IPv6 addresses.
[0053] According to embodiments, both sending endpoint candidate addresses 310 and
receiving endpoint candidate addresses 320 are transmitted to a server, such as STUN
25  server 140 (FIG. 1). When the candidate addresses are received by the STUN server 140,
the STUN server 140 generates candidate address pairs 330. As shown, each candidate
address from the sending endpoint candidate addresses 310 is paired with each candidate
address from the receiving endpoint candidate 320. The resulting candidate address pairs
320 comprise a one to one mapping of all candidate addresses from both the sending and
30 receiving endpoints.
[0054] FIG. 3B illustrates a scenario in which the receiving endpoint candidate
addresses 320 has been expanded to include a candidate address (127.133.0.5) that was
stored locally on a server, such as STUN server 140 (FIG. 1). Receiving endpoint

candidate addresses 320 may also include any NAT addresses that a request may have
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WO 2010/ 082982PCT/ US2009/ 066887 crossed as it was sent fromthe receiving
endpoint to the STUN server. Mich |ike the candi date address pairings
expl ai nedwvaehowas2sach candi dat e address of the sendi ng enups2emw/oe@sti dat e
addresses 310 is paired with each candi date address of the receiving

endpoi nt candi date addresses 320.to created candi date address.pairs 330.
The cand!cﬂ?ﬁsﬁé %ﬂ&’@éé@tg@mé‘eﬁ%‘@l%eﬁqﬁ’éﬁﬁH%ﬁlﬁggrﬁﬁﬁ??ff’%qu\{'kba’amﬁo‘h‘?cy server
as descrifegidfRAUGress O KbGincd abbl U SheAlARidBRTRUR sO6F MR k& dR hs 400 and
420. According to enbodi nents, each network path 400 and 420 consists of

one of t hadpédiot eindidateofddoasmdiddtiepacdvadscashicaslidBO addreGSf tiBAc8BYingFor
exanpl e, networ k th 400 co i ses candi date dress .A4.188. 166 from
The SendiMreRtBRRel 4R PR AT ERalia end®s R oty 53 T SR RE

recei i NG dARAPPAIRL330A8a5theNBe trafiniREK tPapdlidyRYrvREAddseribRik®oagly number of
hops to traverse the network path fromthe Sending endpoint to the

recei vi nd08dpofl§i. 4aHustiptessamplesietwerasgls 40A aadBdeli Aeenrdingéach of the
network p . nd. 420 soci at j 0. I 410
Tra" 230 RRUBRtAT Ash ARoM i E ANARRIS RSB e hik B orBGRNC 41 D
pol i ci es aAdeesspiirs IB0 (EBGH. IreBBYI Roraxhinpld, hewoanpitdabe cadpiies sapdidts arc
returned to the receivin endgoi nt and a determnation is made as to which

net wor k padresue0d.7h 8%, beifrprythe spadingcadpeint angj candidpte pdfligst | nl8fey1be nade,
based i N P, 1 '-ylgasss% I i t hs.

[ 005 ]O For ei%rr%?eé%lg gg |dc1)1?1t' at aggrln&@l;ﬁ ﬁ%ﬁ%ﬁcﬁéﬂﬂéﬁ?ggte Qéatr? Igaﬁ( rhgl \\?{?l egp?i;pe
sessi on il®pbea g c2Rrtbenasbddpatbéosai thn sclatizg eralpomlt sothe nebicoan ecalpoadjaedt f or
bandw dth.usage of 150 kbps. Wen the candi date address pairs, network

pat hs, and“pYi'i%i es have been set as described above, the resulting

candi dat §oggh]r eScrdifcs, @abIPS B RtwoPk hAlRs SOFRRT AM0SmAY ARLSHTRRRIHQN 1S
made as to which network path will be used for the reqguested session.

[ 0058] Caomlicy(d.ggohicy A19 hed 4brespesiiuetp). elhetfvdicpad setly Serpodcy sayen et ur n

net war.k h 25400 and its.associate li,cy 410 to recei vi ng. endpoi nt.
The gat i o5 R raleR e CREERGT TR RE HR et bR Rreh o ST B LR of ons
only. HowRy RiceividieendpbinEdhdBdetéififationdl GRHE ad dAVHiSE BSWOAS Ruﬁ WD bt k&
particul ar network path have been all ocated bandw dth of 150 kbps. In

cont r ast ,for the spwidne yrugdet¢rarngtivnwaekbpaade, hawdimparsl dnghe aolityorsya ckded
sessi onsvle dth for the session to 100 kbps. 30100591

Because neilﬂi %%P'Hr% e\t/\%(r?‘i‘(g%g%wsal | ows for the requested session type or the
request eq00sT dwWFsltdramphe sseivs idata mBdueivhteniat abaudiaividsoasipd sesibh istdiny n t he
bou n%% Ofregllletstg?i.r Session data may also indicate a request for bandwidth usage of 150 kbps.
When the candidate address pairs, network paths, and policies have been set as described
above, the resulting candidate address pairs are returned to the endpoints. A determination
is made as to which network path will be used for the requested session.
[0058] Continuing with the above example, the policy server may return network path
25 400 and its associated policy 410 to a receiving endpoint. The policy 410 may limit
sessions on the network path 400 to audio sessions only. However, the policy may also
indicate that sessions using this particular network path have been allocated bandwidth of
150 kbps. In contrast, the policy 430 for network path 420 may allow audio/video
sessions but limit the bandwidth for the session to 100 kbps.
30  [0059] Because neither network path allows for the requested session type or the
requested bandwidth, the session request may be tailored to fit within the bounds of either
policy 410 or 430. For example, if quality of service is a main concern for the audio
portion of the session and video data was not necessarily desired, the session request may

be modified to negotiate only audio transfers from each endpoint. As a result, an audio
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policy 410 or 430. For exanple, if quality of service is a nmain concern for
the audi o portion of the session and video data was not necessarily

desi red, wbeonassison request may be nodi fied to negoti aPeTarskgoomacessD
transfers fromeach endpoint. As a result, an audio WD

2010/ 082982PCT/ US2009/ Q66887 sessi.on be. establi shed on network path
400. |If HEWRERAY ?a%bqw oG BT HEE P%ﬁ%‘%elféeg@m,wdﬁ%t%ﬂwe&aﬁm&zo may be

sel ect ed @agh{ RS phRM2D LsclBR¥d ARd 'Eﬂ%c%iéi&#rehees}‘t lﬁla)k/ b\é’irﬁcﬁi]fgecf {3gaA 00

kbps bandw dth requirenent sét by policy 430. In sti et o r

enbodi nenvighin theel ey bandvadinesquireneno sdtpylpelice d30. r bdtillgyesptbei fy t he

session type.,.l n 5such enbodi nts, any netwo at. hat al l.ows the

spect 11 ectimEs SCTRP iy Sy binslele REPHThE BEUE: bR Sanfmhe dhosi on

request naekcMBddiRRnIPAIY i@dork[fAGPMAt MR thbg e BRIt dTassshaema@ss abl i shed

bet ween the sendi ng endpoi nt and the receivin eq§P0|nt al ong a particul ar
thn 1

net wor k papsen(fer ghe seysemvimdikhpsassion opjpestinged pet ped-h may be nonitored
for bandw At f iC r SEessi ]

vomerr cdV0&], SSASE iR Koo EGMIGRR AR BTG SEPRLANAE b ecy sever

i s enabl edcdivngekdpointfatyngechatailsiefsorapatht (cwhaktwstk ipathef®)0),ahesdtabtki sh on
the various network paths when new sessions requests are received and the
pol i cy sdriiemaybe gronHarcddoy basdpidta gsags. quadint oloeraesanshqtierisasianedidiibhs usi ng
each jpet d V' . i a
comput nanaticPrills ddd ik HHERANTR R TR poticy B FT AR pfike, oy
her ei n 1 nafomtied decigomyabioet whatgtodinies suasinbdish oo pwWaeibusydtverk X0k wiksny and al

conmponent s of the described enbodi pents .may execute as or..on .a client
conput er EPICEHPISTCUSe @Gﬁ%‘? @m{@ﬁ PPBRY SeaV SRR HRC i CSAP ihgh ofand

server CompukRfinS YSLBusiseBthMenaAsM ph@cei vi ng endpoints, and ot her
possi bl e conputing environnents or systens described herein. As such, a

basi c contf0édr Wthtrefera0a ppFicedhhecmbodihient dfese@neming envimeertnsenit $ordescr i bed

herei.naft.er, 100621 In its st. basic configurati conputer system 500
conpr Paed TRIeTIREE henrighS cBBR Rg TR e TR b EesBlen b R oy SR o y
506. The aqRsiphRskstd@B00. gNhRhhPAII B6mpERNEUTIMY EfscHdlt @BodBferitSndaly | ust r at ed
in FIG 5 by dashed |ine 502. In sonme enbodi nents, one or nore conponents

of the dexeutpagiorsyiss eianheempyeidwdiciih e GCRYEeERPRE Syslads § coDbingtien ek ecut ed

by the pr SSi ' 4 fr S ry .50 endin exact
configuré?%%%ﬁgggﬁgg%%nﬁgmg%ﬁ%ﬁ%é%%éggkgﬁggﬁé?gégg?gﬁ@ﬁéH%P€m§ﬁ§&ﬁ§3 be

vol ati | e dostpating@snRAMmentw-syatlt déeribsdigdtcias ARG, fa last comipatey syseds. ), or
sonme conbi nation of the two. 100631 Additionally, conputer system 500 rmay

al so 2Raverabienbls ol thasreaxtropaents infepstsdihpioimatiehr exanpl e, conputer system

500 i ncl Ugg@adﬁ" itd RB@Magt P{S}rgl%ﬁlé%{ﬁ)gb?ona@tﬁer @%@eﬁ)@tégﬁ{ﬁ?f‘é@iﬁea@pﬂ@r

non-r eno storage, Inc ITm magneti c or optical
di sks or praqssing nnis omproecdod (demidsy stsmfrhavacy 506. &he cuisabdse @adiguandn any

data used Lor e, descrlogd SYELEILLS PEI TINENLLY, S8 0, st orage mect
non- r enmdv@kio@iments, one or more components of the described system are loaded into system
25  memory 506 and executed by the processing unit 504 from system memory 506.
Depending on the exact configuration and type of computer system 500, system memory
506 may be volatile (such as RAM), non-volatile (such as ROM, flash memory, etc.), or
some combination of the two.
[0063] Additionally, computer system 500 may also have additional
30  features/functionality. For example, computer system 500 includes additional storage
media 508, such as removable and/or non-removable storage, including, but not limited to,
magnetic or optical disks or tape. In some embodiments, software or executable code and
any data used for the described system is permanently stored in storage media 508.

Storage media 508 includes volatile and non-volatile, removable and non-removable
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medi a i npl enented in any nethod or technol ogy for storage of information
such as conputer readable instructions, data structures, program nodul es,
or ot her weata10/sede4] System nenory 506 and storage nedipaTAB800anessexanpl es
of conputer storage nmedia. Conputer storage nedia includes RAM ROM
EEPROM fl ash. nenor r other 5nenory techpol ogy, ROM . digital versatile
di sks (" mtﬁﬁlravle@ff d b gihod pbicy ,1°%hfgﬁét9?3(8€g9 Sdprpaion shehiet i ¢ tape,
nmagnet i c déhgalﬁte?tr&rdﬁgl% dns@ttubﬁéns[@agﬁ'%&u@@,%@@@mqﬁcydtﬁ@ssor GherdddYa Ot her medi um
which is used to store the desired information and which 1's accessed by
conput er [89&t]end B0 arethopy 666 sEbstors@d mediays 08 uchexxombes arcogiporcagoragedi a nay
be part of gonputer, system 500.. In . e i ts nory 506 and/ or
Storage MRS GHEORCEVGHES TRALLnDLR A A r DKM ES R PEPRFt he
syst en( s)méth&§! todRe1dder EDIROM) dRIFROULERNE Gisk SY BIVEIT)TR BRHcY opB&l SthReS
information such as policy data 514 and/or candi date addresses 516. [0065]
Conput er ByECEATHoCaTapagicte tangnmagivetic sk stiress, odes meeneiEctoragy ¢9vi®s0 t hat
all ow the Vi C pcat e W ot her .devi 1 n '

cormunt cat  onetEebBRaTT IR EESa Ty Mg b BRI By PREh s e
messages tyedongriferseqctarsodamd paessonNs @ NBalY auch cdaipute Storauk@nddiCimpy bat

devi ces. Communi cation connection(s) 510 is an exanpl e of comruni cation
medi a. COWRMICERPPEASYHAR 80%ralp M@ﬁswaem@%oraé@é agfighatorags malias a
carrigr [ [ - i on

ol ey REGIREs S BiedE POTA b TRERAR A D T8 Pl RO 2

st r uct ur espbodingnggysommshudrg $06 etoratihfarmdadrasich aa pobdudad eth dab@ si gnal .
The term™ n&iﬁul atgrg datsg signal” neans a signal that has one or nore of its
char act er¥8 gl addresysp _@anged in such a manner as to encode information or
a messagqopgs)t h@o&lﬁﬁt@r @s&%bﬂo By YRY cBfita B RERhEhicAdEs E’&{nebﬂidﬂ(b%tl'o%at
communi cation media includes wired nmedia such as a wired network or

di r ect - wiallew tboderact focomrawrdcais with@tlsr dedices. Jncmbadinamtsacausuncatidris,

i nfrared, and, ot 5w rel es dia. In an. enbodi ment, the t hods
doserPpedoaBsyEN s BB PEAETT eTaa B bt (e SO A5 SERRERTT (o)

510. [OO6Ghfrh&dis9mRvREDAHH RISt dePIBYT ESmMYBICEIdDEMnadfRA(J)3eh idas 1 nput
and out put connections 512, and interfaces and peripheral devices, such as

a graphi cahmpleef copmapmicagien medputCaiempgistison media aayentbefls pmegilvlacddatyser
interface.s i I i [ not |im.t .
keyboard, 51%1 %ifgﬁéﬂe%%a&%érﬁs%e\a/o g :a(t:ﬂee ? ?Jﬁ%%'? ﬁdﬁ%&%@?&f %8 ‘513%1.}11&618 h%p% fnq?jlfan%tlgg etc.
Qut put dedlicefyShedid, aviatis@ay embodecorhgutasresdadbpd iaytsuctiogs, idaalsudewrdut are not
limted to, cathode ray tube displays, plasm screen displays, |iquid
cryst?fl Jupam TH?%‘B?Sa%?th?p@é@(@ras@O%‘rﬂPﬁfiéﬁ@,mgé‘tak.Thﬂf@% wedilaed dag ¢ her

i ndi vi dual ) i i i i . .
1010/ 055 SRS 4GRTRLARLARLne COMECO R dflrdcPig Al ot funged insyeha

i nf or mat immnasadesoacodeadfdmmptomor Anksshpemehddath cenalariy wey bf &mowyhe,iandt he
art and nn%? ﬂm?t%%iorg%ogligu%lilcsa%igg n?etdial i%&%hgs VDI?&F media such as a wired network or
direct-wired connection, and wireless media such as an acoustic, RF, infrared, and other
25  wireless media. In an embodiment, the methods described above may be transmitted over
the communication connection(s) 510.
[0066] In some embodiments, computer system 500 also includes input and output
connections 512, and interfaces and peripheral devices, such as a graphical user interface.
Input device(s) are also referred to as user interface selection devices and include, but are
30  not limited to, a keyboard, a mouse, a pen, a voice input device, a touch input device, etc.
Output device(s) are also referred to as displays and include, but are not limited to,

cathode ray tube displays, plasma screen displays, liquid crystal screen displays, speakers,

printers, etc. These devices, either individually or in combination, connected to input and
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[0067] In sone enbodi nents, the conponent described herein conprise such
nodul es or instructions executable by conmputer system 500 that nay be

st ored orwoanpuisess2st orage 5 nedi um and ot her tangi bl e mrediuse®Ianes?
transmtted in conmunication nedia. Conputer storage nedia includes

volatile and non-valatile, re and. non-r.enpvabl e d|a| nented in
any met hGBIBK CORAHANSOYY FORS t%ﬁ&a@yate t“EHfH}aﬁalt AHRcseriR %t‘geleo%g

readabl e jgte atfetvt&namgﬁtlah@trt Whed MeBShot BE @lg&%gadm%ﬁg%:herer ot her data
Conbi nations of any of the above should al so be included within the scope

of r eadaldP@67Tedinssonmcrenswadendis Mbodinmemtst, desmhmdﬂerensycgnmemﬁh modplast of a
net wor k that stores data i renote stora nmedi a e the c ut er
et om 568 yBbEeR R B FERRVE St MELFECRe be ot onhrtrity St
present dh&fhlaSHE Sthsk téﬂFMé AEENER ah8 tthhemiae s ANRARMYLMGattianed18S Computehi ch
only sonme of the possible enbodi nents were shown. O her aspects may,

however, siagvedic derludes valajilaindfronaiplatiiorenoable asisinsdicaonshlc edigonst r ued
as |imt eﬁﬂ &E'ed STROG ARAL S té)crhnglﬁgg@& S%Ol‘?gt?ff gf]trr}ﬂapgﬂ &lch-as RRLRGL: these

enbodi nent s exanpf es were provi a7 sE10Shre as t hor ough

and corrplreztcabmdstﬁwhbus @@ua\sayadrdslyﬁrogﬁﬁmo@lileg eomessithl Eombhadbiestt s t o
t hose skill ed in the art. [0069] Although the enbodi nents have been

descri bedy® tlt?r?@ea@éh%%@m b%lnpbld§@ m@tmthaﬁcm of seadable gnediget RSB0 gi cal
act S,10an él%ﬁla}#&tﬁ% Bﬁlggf%p E}Fstémg & Cﬁ%ﬁtcﬁ'aq{eﬂgo%lfﬁl negéssdatd {ntjeﬁto{eost g%e

understoo SSi i‘ment s e appen
cl ai ns, anﬁimﬁirunebgﬁ&:aaontmatdrlsyrstemdm)o the speC| fic structure, acts, or

medi a des k| |1ed in the ar cogni ze ot her enbodi nents or
|rrproverre[ﬁ{'é§1tg£ gk %Prﬁﬂthftbﬁ%S%fB%ﬁ@Tb% Hlegﬁ. T e S dsgpage it
di scl osurgfercHe iR hBeort iRy HR&EM inGs, 3h Wﬁ?cthLHn‘?y scHid §f thehoddRsle @m%&nf@ht%(?' osed

25only as illustrative enbodl ments. The disclosure is defined by the
appended vedraisheyn. Gthar Mpectwhaty, hewelcaibeerhtiodied 1I;tmaAymleﬁf¢rom fofmsatdt i ng

o a Seconabamabpr nrChsEeuiigliouts Srpafingitdr BRmDer o bl o

candi dat er4iRIr\\DEle ARHIRHRSIRS aRf claieplds Wt pRNGRAI satthakls dlséﬁﬁﬂiédva%et of
candi date network addresses of the second endgm nt; creating a

pl ur al i t yheyoughpntl chpdctaendilky coavexeddhpedops 0 isenossible smbdistentsie thosar al i t y
of candi rk address pairs conprises a candi date network address of
the fi rs%%éléetiq@ﬁlggaarkndl date network addresses paired wth a candi date

net wor k gd0i6%s sAbhoighahd Sabedifidnts dlbvObechalisiritat én Rapwckpadic essestural
20  features, methodological acts, and computer-readable media containing such acts, it is to
be understood that the possible embodiments, as defined in the appended claims, are not
necessarily limited to the specific structure, acts, or media described. One skilled in the
art will recognize other embodiments or improvements that are within the scope and spirit
of the present disclosure. Therefore, the specific structure, acts, or media are disclosed

25  only as illustrative embodiments. The disclosure is defined by the appended claims.
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associating a network path with each of the plurality of candi date network
address pairs; setting a connection policy for each of the
plurality of candi date network address pairs and the associ ated network

pat hs, wherein the connection policy sets an amobunt of 15bandw dth

avail abl e for each of the associ ated ﬂ&%rk paths; pre-failing one or nore
of the associ ated network paths whe® he or nore of the associ ated

net wor k Whﬁ'lsisgﬁﬁﬁecﬂff%.t have enough avail able bandwi dth to establish a
session between the first endpoint and the second endpoint; and

est abl i shi.ng oA sedsidof sbigihgeemedctien polici¢s fend phirality af dettoek patbofrdmendpoi nt
wher ei n H20 the session is establ LSheak?HSi g&) a network path associated with
one of t HESYANGPYF QA $§F0 Q- BEIOFICORHF®Es pairs that has enough

avai | gbl e banduiifg b ir&stedt dafdidh@eBRAR a@esses ofthe T eRBpARCarAfa Cl ai m 1,
further conprising feceiving session data, wherein the session data

i ndi cat essegondysgolgfandiglaisinstvers agdressss abtheshemndisatpgiahy t he first endpoi nt

and t he 25second.endpg@i ni.. ._The neth claim?2 wherein.the session
data ol udes oA WAoo dandilie FEM PR et B s St Bmrni ot
request ecpla@lityl dTRahdiBte AEwiRR 8@ 8ss pafts cORAGri¥ES Hoshdedatehearwbiiladdrdebeihg t he
type of session is one of a voice-over intenmet protocol session, a video

sessi on, fapidehof eindidatgingsyorkaiddeesses prirgchwithacandidae optworkaddresstidharet hod of
claimyl, furt i Si ni;haoring the established session to determ ne
corrplqlbancsg&\;/ﬂdtrﬁg{(t)fﬁcce&gg@ﬁ%élcgy(gn aSEcl)Ii%ls'S@f/’ associated wth the network path used

for the establdssqeding@srtwsrk pattbwitl Beechafithoslugilitg bodamtiiblatefnetw brkradaespr i si ng
periodically nmonitoring the established session to determ ne quality of
experi end®®n the network path used for the established session. 7.

A
computer st or g RdiAth s8ROPLE Hhittihe AURAYLALARAN fusbatlaand

5encodi ng conput er executabl'e 1"hstructionst en execute
pr ocessorpajes ahd the aasovitdtbaktivork satist ivhgretrothe eoinestioppblicy ses dncaamaunpbiir al ity

i st 101 dHnBvA: b alablSglen gl BEGBBhpeavprc R e ndpol i and |15 of
candi dat e net upg ki bAS§SRofe P ThPasS GG RBE n&WIRCHAths when the one or more of
the associated network paths does not have enough available bandwidth to establish a
session between the first endpoint and the second endpoint; and
establishing a session between the first endpoint and the second endpoint, wherein
20  the session is established using a network path associated with one of the plurality of
candidate network address pairs that has enough available bandwidth to establish the
session.
2. The method of claim 1, further comprising receiving session data, wherein the
session data indicates a type of session to be established between the first endpoint and the
25  second endpoint.
3. The method of claim 2, wherein the session data includes a bandwidth request that
indicates an amount of bandwidth requested for the type of session.
4, The method of claim 2, wherein the type of session is one of a voice-over internet
protocol session, a video session, and a joint video voice-over internet session.
30 5. The method of claim 1, further comprising monitoring the established session to
determine compliance with the connection policy associated with the network path used

for the established session.
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10conbi ni ng one or nore candi date network addresses known by the server
with the |ist of candi date network addresses received fromthe second
endpoint to create a conbined |ist of candi date network addresses;
associ ati ng each candi date network address fromthe |list of candidate

net wor k addresses of the first endpoint.  with each candi date netéﬁrgﬁgddress
from t he &onbiHgdnsthed ofidgim biudhd sompHsINGPEROHEH EBQRIOTHIS theestadls

endpoi nt : o i . i dat 11Ba
associ at il Yol dihily drinRlncPRth HE R I RIRABS AR ¢ or
addr ess pessici. setting a connection policy for each of the

plurality of candi date network address 20pairs, erei,n the connection
policy séts arf SHORMET YPrags u&iﬂ"té:\%?‘?tﬁ'&%faf%? %\tﬁ‘ﬁd?}f‘ signal s oci at ed

net wosk Ratdiing E’érfﬁpljtﬁri ¢xeBStaliB ?ns%gct'i@{s‘%hé%‘éwﬁeﬂ%x@éﬁ&%ﬂ E%c@s%i-"&frl‘bxﬂaé hs when

the one or nore of the associ ated network paths does n have enough

avai | abl endshodifor dething coresttdnl paliviea fers plumiityp ef matwnrk pathsf, thesnetbodipoi nt  and
t he second endpoi nt; and 25establishing a session between the first

endpoi nt “GHE"EHE" second endpoi nt, wherein the session is established using

a network pat he&iixiiﬁ%,ilﬁtaeéir%,t i I&?lcmdida?eenabvuﬂ@ddd}ess&ffr&ﬁIadir@laehaﬁaﬁt wor k

address pairs that has enough avail able bandwi dth to establish the session.

8. The canpatlist ofsaandidge netwiork ddfesseh &lom g secbud endpoindonpr i si ng recei vi ng

sessi;qQn 30data prior to establishi the session,,whergein the session data
oo Al oo 0% JoBbisth bk GO TR RE nbork ARTE R R Bl telsPRef SRRED o
and the speeMcindiddRGietWork ad8resstd feceRB o thelsedcad@ndpsihitdcedatecd ai m 7,

further conprising receiving session data prior to establishing the
sessi on, cRA®iNEdnist plecandidgieqietwerkadilisgiesat es a desired anount of bandwi dth

for the sessi %@sociajciﬂg ﬁg&gpeag@@%tn%iwé&%&%& 5! HEi Qof Ghiti Bt neddid NET

conprising altering
addresses of the first endpoint with each candidate network address from the combined list

15  of candidate network addresses of the second endpoint to create a plurality of candidate
network address pairs;
associating a network path with each of the plurality of candidate network address
pairs;
setting a connection policy for each of the plurality of candidate network address
20  pairs, wherein the connection policy sets an amount of bandwidth available for each of the
associated network paths;
pre-failing one or more of the associated network paths when the one or more of
the associated network paths does not have enough available bandwidth to establish a
session between the first endpoint and the second endpoint; and
25 establishing a session between the first endpoint and the second endpoint, wherein
the session is established using a network path associated with one of the plurality of
candidate network address pairs that has enough available bandwidth to establish the
session.
8. The computer storage medium of claim 7, further comprising receiving session
30  data prior to establishing the session, wherein the session data indicates a type of session

to be established between the first endpoint and the second endpoint.
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5anmount of bandwi dth for the session when it is determ ned that the
connection policy for a selected one of the plurality of candi date network
address pairs does not have the desired anount of bandw dth available. 11.
The conputer storage nmediumof claim 7, further conprising nonitoring the
established session to determ ne conpliance with the connection policy.
1012. The %onplkhecompytes goragsdneshnmof glain fy furtheyeampiisingiessiV g SESSRMNI t or i ng
t he estabjj L1QR: i g\ dt i e on
the not o S8 o EIMRRisk e EAAER el o Rllbn Gia RRREYTY QBT hnBRNE,

st or age rofdbandwidth fol diersessiorf. ur t her conpri si ng determ ni ng whet her one or

nore of the capdi date network addresses known by the.server is behind a
network I add?@?scofnp&??é PRFagE medjym o Clé:‘%Eeﬁoﬂrﬁ*‘ﬁ?&g’éﬁ%‘%ﬂ@&ﬁﬁé‘lﬁtﬁ?%ﬁe‘gol i cies

for aspl ubtduht ¥ &Bdw?&twr?ihé@éshgn whaf Iitﬁé’ﬁ&t@ﬂﬁiﬁ@cgg{al #eRBnnétibh Eagc Fyer

device configured to receive a first [ist of candi date networ dresses
from a fisekttedodpof e phndlity of eamhidate hetvodf adshiesdipdas doasatonbave theldestredes from
a second 20endpgai nt Hm;uere'klg the first server device is further configured
to associdHAEMELAndRitih A¥31#0Ket wor k address fromthe first endpoint with
each candijdat eraebwpiter 3R SReditA'DF bifn TeARMEr SAHRNIRY mbRitGHRAhE 2
plurality of candi date network address pairs, each of the plurality of

candi dat established kessibairte detepaine somplianpg with ths sowiestienipolétywor k pat h; and a

pol i server devic onfigured.to sef.one.or nore policies for,each of the
opl dVai 16y of TEXaamGy o s ol il Tpuhre Unierind € e one or
nmor e pol ieglaBlsheasEssn ta@BidRhinefan Raiodw éitHanawaith akliRbk®nh tResktwotk pAiR

associ ated network paths; pre-failing one or nore of the associated network
pat hs whaied fos hagstablishagrsessign.t he associ ated network paths does not have
enough avail a ' [ ' - i

endpoi nt ‘and tHE SHRSAs Sk IntflA g Al 3 AR QB E Btk siRler e
first endpeioninodndf thh earmkdne det@elpadddésseshiRmel By thbeersersis bolind a nestakl i shed
usi\rll\g a network path associated with one of the plurality of candidate

net waPk AddicesE2lalots t hat has enough avail abl e bandwi dth to establish the
session. 14

A system for setting connection policies for a plurality of network paths, the
system comprising: |
a first server device configured to receive a first list of candidate network addresses
from a first endpoint and a second list of candidate network addresses from a second
20  endpoint, wherein the first server device is further configured to associate each candidate
network address from the first endpoint with each candidate network address from the
second endpoint to create a plurality of candidate network address. pairs, each of the
plurality of candidate network address pairs having an associated network path; and
a policy server device configured to set one or more policies for each of the
25  plurality of candidate network address pairs, wherein each of the one or more policies sets
an amount of bandwidth available for each of the associated network paths;
pre-failing one or more of the associated network paths when the one or more of
the associated network paths does not have enough available bandwidth to establish a
session between the first endpoint and the second endpoint; and
30 establishing a session between the first endpoint and the second endpoint, wherein
the session is established using a network path associated with one of the plurality of
candidate network address pairs that has enough available bandwidth to establish the
session.
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15. The system of claim 14, wherein the first server device is a STUN
server. 16. The systemof claim 14, further conprising a feedback nodul e
configured to periodically send session data about an established session
bet ween the first endpoint and the second endpoint to the policy server.

15.  The system of claim 14, wherein the first server device is a STUN server.
16.  The system of claim 14, further comprising a feedback module configured to
periodically send session data about an established session between the first endpoint and

the second endpoint to the policy server.
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