WO 01124437 PCTI US00/ 27068 CROSS REFERENCE TO RELATED APPLI CATI ONS Thi s
application clains the benefit of provisional application "Apparatus and
Met hod f okydidagit i cating Digital Messages and Ot her Fil egriushod7668

Sept enber 30, 1999 and assigned Serial No. 60/157,168, and provisional
application "Systens and Met hods for Establishing an El ectronic Account and
Providing Services in a Network," filed March 17, 2000 and assi gned Seri al
No. 60/189,983. The contents of the above appl ications are relied upon and
expressly incorporated K | NVENTI ON
Field of the Invention and met hods

for providing ele ni.c vi.ces.to sto

particularly, the ﬁ?@/g B???'DP E%‘%P&Hﬁ?vm 'OPOAPB?@WSdl ng
content and teng é@ (Pé;%%%\lt and |dent|f|cat|on verlflcatlon to

el ectronic mes® *3 thy niicating Biadal Messagpsand OthesEllest filed of t he
Rel ated Art The use of electronic networks to convey information anong

net worked usePspieatbardfe 38hand assignedberaldin 6151 168, endiprovisioalent
years. The ability to transfer data using computer applications, such as,
for exanpl e, eapplicatiomSysters andafetheds fmr@stubﬁhhipgegraeurodhamb@.mmd

I ncreasingly inportant in personal, and especially, business

comuni cat i onsProviding Services in a Network,” filed March 17, 2000 and assigned Serial No.

60/189,983. The contents of the above applications are relied upon and

expressly incorporated herein by reference.

BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to systems and methods for providing
electronic communication services to customers. More particularly, the invention
relates to systems and methaods for providing content and temporal integrity and
identification verification to electronic messages shared by users over a network.

Description of the Related Ant

The use of electronic networks to convey information among networked
users has undergone an enormous amount of growth in recent years. The ability
to transfer data using computer applications, such as, for example, e-mail and
file transfer protocol programs, has become increasingly important in personal,
and especially, business communications.
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WO 01/ 24437 PCT/ US00/ 27068 Usi ng conputer networks for business

communi cations, including buying and selling goods online, electronic funds
;ransferva |,J g advertising, and accessing business ipdQGdiBhiogs " esources
I's known as el'ectronic commerce (E-comrerce). E-comrerce can | nprove the
efficiencies of current business processes and provide opportunities to
w den existing custonmer bases. Over the next few years, as the nunber of

I nternet users continues to expand, E-conmerce has the potential to be the

f t - dl t _of g wth. .| .t .eal i
This potent al - o it BRhPuBFBEHarts for PR RSSEpdhRUbane® ettt Buvifd) ' be
required for E-co rce which traditiopall ha]ye b?,en vailable in
physi cal co i fellingHPods @@,sqleqtf@qﬂﬁnpggrag PR apvgrtisipg, and (USPS)

an i ndependent establishnent of the executive branch of the U S

government , 35Fe%4ite Business infrMmatiar resaustasHs known as eleckpnignommenceand
package delivery services. The USPS is wi dely recognized as a secure and
reliabl e meartE-dosnmercehdErnpmmercecasiimprayedhe effigiencies of cuiréntisusihessr bot h
personal and busi ness transactions. Packages and mail sent via the USPS
are time- st ampecksses land providé opporturiitiest toaviembxistingpeustortdesbdses. Oeer fhieent
proof of the tinme the itemwas sent. Additionally, once material is placed

with the USPRext ity gsuryetheifunibirloP H6rnet Users tBntiedas expaf)t rol , and thus
cannot be recalled. Furthernore, packages and nmil sent through the USPS
are protect e E5RMeréd hals iR/ PotedtHIBRERS Bk HUrESEERExtradrdinary amount of
revenue growth.
In order to realize this potential, a variety of communication services and
features will be required for E-commerce which traditionally have been available
in physical communication channels. The United States Postal Service (USPS),
an independent establishment of the executive branch of the U.S. government,
provides such features through a variety of document and package delivery
services. Thé USPS is widely recognized as a secure and reliable means for
sending and receiving packages and mail used for both personal and business
transactions. Packages and mail sent via the USPS are time-stamped with an
official postmark which provides the recipient proof of the time the item was sent.
Additionally, once material is placed with the USPS, the document is no longer

in the sender’s control, and thus cannot be recalled. Furthermore, packages and

mail sent through the USPS are protected from third-party tampering by Federal
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WO 01/ 24437 PCT/ US00/ 27068 | aws. El ectronic communication services
currently do not provide these features. Additional security enhancenents,
such as amdwmnidsgating the identities of the parties i nrorwse/a7essa
transacti on and/ or providing assurance to the recipient that a received
nmessage has not been altered may al so be required for E-commerce to reach
its full potential. To ensure the vitality and gromh of electronic

comuni cati on and comrerce, consuners and busi nesses need a secure way to

comuni cat e angws.C BuohidetmmanRatoreSérvRas catrbitly §% hb%vrdbttﬁéw@dwres

channel s of conmuni cation, many potential participants in electronic

commer ce may bﬁdumahy'éé&%{y%rﬁ%egenéﬁﬁs 5hdnSs éﬁh@ﬁﬁ@éﬂn@'}h?'icfe‘ﬁ?lﬂggbfﬂel y. In

light of the foregoing, It sirable to rovi ectronic

h
comuni cat | o1 s RUAYEATH a@rgbsé@oagénaﬁ%ﬁm%uw@iﬁegcﬁq@%ﬁe@rt :
servi ces. SUWARY OF THE | NVENTI ON cordance wi.th the rpose of the
present inventd §iteVgd meisRge RS It beﬁ? 3§are§;l 'H@%EPP@@JGHEV%‘FE’ ~FRMMEFeAt i on

provi des net hods and, a Pparat uses for authenticating an el ectronic nessage.
The el ectroni d ng data and an electronic address is
received froma sender A digest is then created based on the nessage data
and a tenporal starf® ensus thendiality and growthiptielectronid hemdiuniationramd: enpor al
stanp are signed using a digital signature. The digest, -4

commerce, consumers and businesses need a secure way to communicate and

conduct business electronically. Without trustworthy channels of communication,
many potential participants in electronic commerce may be unwilling to send
sensitive information electronically. In light of the foregoing, it is desirable to
provide a system for electronic communication that provides a level of security
which meets or exceeds the current level offered by the existing physical mail

and package delivery services.

SUMMARY OF THE INVENTION

In accordance with the purpose of the present invention, as embodied and
broadly described herein, the invention provides methods and apparatuses for
authenticating an electronic message. The electronic message containing data
and an electronic address is received from a sender. A digest is then created
based on the message data and a temporal stamp is appended to this digest.

The digest and temporal stamp are signed using a digital signature. The digest,
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WO 01/ 24437 PCT/ US00/ 27068 the tenporal stanp, and the digital signature
are then sent to an electronic address and thereafter authenticated.

Exenpl ar and nmet hods consistent with the pres ' i on are
recinPed ?Vﬂ%gﬁ?t;tached clainms. It is to be under stoodeﬁTgﬁgﬁa{b*the
foregoing general description and the follow ng detailed description are
exenpl ary and explanatory only and are not restrictive of the invention,
as clainmed. BRI EF DESCRI PTI ON OF THE DRAW NGS The acconpanyi ng draw ngs,

which are in bp28Rd GGk f this_specification,

il lustrate sg%%&;erﬁg%g?‘#éﬁﬁg of @'{rt\éélélg \?iehnrfe !%Z%El'gaﬁnqseqhogg? ﬁgeldwx[ch t he
foll ow ng de Lption...serve to.explain the principles of the invention.
In the draw %géb%%lag{a ‘f‘g < ﬁgr?ytgﬁp@c.?ggc? of a nmethod consistent with the
present invention Fig 1Ais a sinplified block diagramof first
operati onal node FE?"'Q@ﬂ%ﬁWSﬁ‘}dé{gtﬁ@ﬂ? Feasigen! with thermresent dRvendion iare
accordance with the present invention, Fig. 1 Bis a sinplified block

di agram of afediegin tipattaghedriaimso dids tobe andetsinastthatbath theferegoitg _

el ectroni c nmessages in accordance with the present invention; Fig. 2Ais a
sinplified bosoeralidesgripicnand ke followingedtesaittidndescription aresxetmplary tand _
aut henticate el ectronic nessages in accordance with the present invention;
-5 WO 01/ 244 &Xpleaatonsonly 2ndae not restrictive of the invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings, which are incorporated in and constitute a
part of this specification, illustrate several embodiments of the invention and
together with the following description, serve to explain the principles of the
invention. In the drawings:

Fig. 1 is a flow chart of a method consistent with the present invention.

Fig. 1A is a simplified block diagram of first operational mode for a system
to authenticate electronic messages in accordance with the present invention:;

Fig. 1B is a simplified block diagram of a second operational mode for a
system to authenticate electronic messages in accordance with the present
invention;

Fig. 2A is a simplified block diagram of the first embodiment for a system

to authenticate electronic messages in accordance with the present invention;




Fig. 2Bis a sinplified block diagram of the second enbodi nent for a system
to authenticate el ectronic nessages in accordance with the present

i nventi onywofyiBea3dA IS bl ock di agram showi ng conponents opcrusdoi2ras

enbodi nent for a systemin accordance with the present invention; Fig. 3B
is a detail ed bl ock.di agram show ng conponents of a fourth enbodi nent for
a systemin accordance with the present invention; Fig. 3Cis a detailed.

bl ock di agram showing a fifth enbodi nent for a systemin accordance with
ey esent i Ment FRpafL 8 sifdied Hloddialdn 8t eadicafin CRTATRGNILNG 10 the

enbodi nent of Fig. . 4B 1s a da ow di agram corresponding to the

enbodi nent of _Fi 3B... El 4C | ow di r g to the
enbodi nent of S‘E"g'." toﬁ%t h%}tggt%%e{:tgorﬁc &]%%gﬁé%sl ﬁg&gﬁggﬂ%% tg‘(g)?) ? é1V\%'Irng nodul es
responsible for jnter-client interaction of the enbodinent of Fig 3A; Fig.
5B is a bl ock"Y®RYPEm showi ng software nodul es responsible for
inter-client interaction of the enbodi ment of Fig 3B, -6 WO 01(24437
PCT/ US00/ 27068  Fi §19- 8Ajis bleckidiagram showing,eamaengiitsaf a it erbadimanifar aand
sof twar e

system in accordance with the present invention;

Fig. 3B is a detailed block diagram showing components of a fourth
embodiment for a system in accordance with the present invention;

Fig. 3C is a detailed block diagram showing a fifth embodiment for a
system in accordance with the present invention;

Fig. 4A is a data-flow diagram corresponding to the embodiment of Fig.

3A;

Fig. 4B is a data-flow diagram corresponding to the embodiment of Fig.
3B;

Fig. 4C is a data-flow diagram corresponding to the embodiment of Fig.
4C;

Fig. 5A is a block diagram showing software modules responsible for -
inter-client interaction of the embodiment of Fig 3A,;
Fig. 5B is a block diagram showing software modules responsible for

inter-client interaction of the embodiment of Fig 3B;



conponents of the server of Fig. 3A; Fig. 7 is a detailed block diagram
showi ng the hardware conponents corresponding to the enbodi nent of a Fig..
3A; Fig &b sdata processing di agram correspondi ng t cpiSooR 6§ €SS Ng
node in accordance with the present invention; and Fig. 8B is data

processi ng di agram corresponding to another processing node in accordance

with the present invention. DESCRI PTI ON OF THE PREFERRED EMBODI MENTS
Ref erence will now be nade in detail to the present preferred enbodinents

of the invention, &x | e A | re jll r L0t anyi ng
dr avi ngs.  vhenovel G o8 Asnenmetbbiet Badmm sHkh8 Efite 41 o RRRE T ocy

t hr oughout the draw {%gs éo refer lI:.o %&_e sanme or like parts. Fig. 1 shows a
flow chart ofCCHRAPEAPLIIBRASPYEEATFidi 84 t he present invention. A sender
will generate an el ectronic nessage, contajning nessage data and a
destination el ect Fighi’ds afintailed blegt diggramm showing ihe bardWware camgeaeited. The
sender submts the el ectronic nessage over a network to an EPM (El ectronic
Post Mar k) sysogespandiog titbetentbodimant afteeFiBP8Asyst em t hen receives the

el ectroni c message fromthe sender (Step 50). The EPM systemthen -7 i WO
01/ 24437 PCT/ USOOF#y8A%s a datppresessingidiagranti dogespichdingomaniegpretessingoni ¢
nmessage (Step 52). The digest is a

mode in accordance with the present invention; and

Fig. 8B is data processing diagram corresponding to another processing

mode in accordance with the present invention.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Reference will now be made in detail to the present preferred
embodiments of the invention, examples of which are illustrated in the
accompanying drawings. Whenever possible, the same reference numbers will
be used throughout the drawings to refer to the same or like parts.

Fig. 1 shows a flow chart of a method consistent with the present
invention. A sender will generate an electronic message, containing message
data and a destination electronic address, for which authentication is desired.
The sender submits the electronic message over a network to an EPM
(Electronic PostMark) system for authentication. The EPM system then receives

the electronic message from the sender (Step 50). The EPM system then
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digitally conpressed. representation unique to the electronic nessage. The
EPM system then appends a tenporal stanp to the digest (Step 54). The
tenporal wei@payncl udes the time and date denoti ng whenpgtyesdoem@er al stanp
was applied. The digest and the tenporal stanp are then signed by the EPM
server wusing a digital signature (Step 56). The digital signature, digest,
and tenporal stanp are sent by the EPM server over the network to the
destination electronic address (Step 58). The digital signature, digest,
and tenpor al SIPs & 2 ' a | Lon
process typi cg}'l y tggﬁbgﬁiggcee@g&\&ﬁﬁgé S?g@n%ﬁ%g@%%teﬁﬁ% g@@gﬁ%ﬁgéé

el ectronic ad : ' i : C

Gifrerent dat SGiny cAMRESkd rhiiRaBhEER LhbuRthe M e B PreR P

di agram of a fjrst de of eration,for a stem consi st e ith the

br esent | nvencYERm ReaapaERcs e domene st to{BY dest [S18R62) i be Yeympors

i ncluding the destination electronic address, for transfer over a network
115 whi ch nay SR indiglesdhe imeand dateidensting,when the temporalflampaassge can be
a digital docunent in any type of format. The el ectronic nessage, along

wi th the dest iappliebnThe dgesband thedemposal stamp acethes signedy theiiPMpservemn 120.
EPM system 120 t hen generates an EPM data structure. The EPM data

struct ure i nclusiwsa digialsigredturea(Siep 58). t Evepdipitdl sidrmatqre, digesty age $emporal
tenporal stanp are digitally signed by the EPM system 120, and the

resul ting -8 &P are4ent by@he BPIM s8r/ep Bverttheineblork itd fiid destinafiorakleetroniel uded
in the EPM data structure. As known to those

address (Step 58). The digital signature, digest, and temporal stamp are then

authenticated (Step 60). The authentication process typically takes place on the
data processing machine at the electronic address; however, the authentication
could take place on a different data processing machine.

Fig. 1A shows a simplified block diagram of a first mode of operation for a
system consistent with the present invention. A sender 110 generates the
electronic message, including the destination electronic address, for transfer
over a network 115 which may be a public network such as the Internet. The
message can be a digital document in any type of format. The electronic
message, along with the destination electronic address, is received by an EPM
system 120. EPM system 120 then generates an EPM data structure. The EPM
data structure includes the digest and the temporal stamp. The digest and

temporal stamp are digitally signed by the EPM system 120, and the resuiting
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skilled in the art, a digital signature is extra data appended to input
data which authenticates both the input data and the identity of any

Si gner ovg4elidifsy Nput  data. For this invention, the dimgitedoosioggat ure
ensures the authenticity of the EPMdata structure and the identity of the
EPM system 120. Any unaut horized nodifications to the tenporal-stanp or
the di gest can be detected through examning the digital signature.
Furthernore, any alterations in the electronic nessage itself may be

det ect ed thot&pta%@ﬁh o8 4156 ifdivdRatin the EPRf ®its striétbre. RM W toSthoyet uUr e

can afford at Teast three assurances for an electronic transaction. The
first is the A i : . 6] § Dt ' . . The
second assur SUE0 I MYt EIRRAREEnETE hta SekBHBnd Biinbdh deidicn "2
reci pient 130 of the electronic a T. [ | s.alteration
of the cont éqﬁgerélpatleﬁé)o@p 'PB%ﬁy%ﬁsrggggbeeaaggﬁtpgig?’i%@%@&e&'{‘%f@}# 130 is
detectable after the generation of the EPM data structure. Further
referring toqait@. | A, the recipient 130 typically receives the EPM data ]
structure and the el ectronic nessage over network 115 from EPM server 120.
Reci pi ent 130 may fordhisimvention;the digitahsigngtups enswses therauthesticity ef them dat a
structure and the integrity of the electronic nessage using the EPM data -9
i1 WO 01/ 24£PMEaw sttt 2retthe ddentityt ofitbe &M systemi @8t iAny unautharizedon. The
verification application is discussed in

modifications to the temporal-stamp or the digest can be detected through

examining the digital signature. Furthermore, any alterations in the electronic

message itself may be detected though examining the digest. Therefore, the

EPM data structure can afford at least three assurances for an electronic

transaction. The first is the electronic message existed at a known point in time.

The second assurance is the identification of EPM system 120 is known to a

recipient 130 of the electronic message. The third assurance is alteration of the

contents of the electronic message as received by recipient 130 is detectable

after the generation of the EPM data structure.

Further referring to Fig. 1A, the recipient 130 typically receives the EPM
data structure and the electronic message over network 115 from EPM server

120. Recipient 130 may then verify the identity of the signer of the EPM data

structure and the integrity of the electronic message using the EPM data



nore detail below Sender 110 may el ect to have EPM system 120 forward only
the EPM data structure to recipient 130 and may then send the el ectronic
nessage i Wwaedif2aa3ro reci pient 130 directly over the net woPGRI/USM2IPr ocedur e
provi des sender 110 wth nore control in how the electronic nmessage is
routed through EPM system 120, as will be described bel ow. Each tinme an
EPM data structure is generated, it is stored in a log located wthin EPM
system 120. This |log provides an actual record which can be used to prove
t hat an EPM dastaictire aet wesifivationgmplicationd Ther verifigaticmapplisatiareis didotissed in
advantage of the invention is that electronic nessages whi ch have been

post mar ked by & detsil B&ow20 may be afforded | egal protections under |aws
which protect official entities, such as the USPS. Therefore, EPM data

structures stored igiiBe1}@hdyi digidg Rads ELy pbiiomlo BheRE dhly B st ence

and digest of an electronic ssage. An EPM data structure Of og file

itsel f may bﬁﬁ%gﬁ%@%ﬁ%& I%gﬂ'gﬂa%‘éﬁ%?taﬂﬁ ni:@t‘ﬁgh%ég?%ef Ef&‘étr&r%?grﬁ#s%ggftkglf 1B

shows a si npl ram of a secon opera

system consi stent .w t . present .invention. .ln this nmode,of operation,
sender 110 anJof%@P'ﬁPEﬁ:wé@%}t el the %éwgﬂ%ﬂhs@fpc%‘@'ﬁﬁgfovﬂﬁﬁrgﬁéaé an
el ectronic message and submts it via network 115 to EPM system 120 in the

-10 WO 01/ 24434thomere epniyol imbew thealeciania Siessage issoutesdraion e PMisysismr - in

this enbodi ment, the electronic
_ 120, as will be described below.

Each time an EPM data structure is generated, it is stored in a log located
within EPM system 120. This log provides an actual record which can be used
to prove that an EPM data structure was generated for a given message. One
advantage of the invention is that electronic messages which have been
postmarked by EPM system 120 may be afforded legal protections under laws
which pratect official entities, such as the USPS. Therefore, EPM data
structures stored in the log file can serve as legal proof of the existence and
digest of an electronic message. An EPM data structure of the log file itself may
be generated to insure the integrity of the log file.

Fig. 1B shows a simpilified block diagram of a second mode of operation
for a system consistent with the present invention. In this mode of operation,
sender 110 and recipient 130 are the same entity. Sender 110 prepares an

electronic message and submits it via network 115 to EPM system 120 in the

-10-



address is included with the electronic nessage is that of sender 110. EPM
system 120 generates an EPM data structure as before, and then typically

returns O»%MJZ% EPM data structure back to sender 110. P l}}lﬁmﬂ?g@l of

operation "allows sender 110 to use EPM system 120 as a type O ectronic
verification service, whereby sender 110 can validate the exi stence of an
el ectronic nessage at a specific point in tine and the contents of the
nmessage at that point in time. If so desired, sender 110 may al so receive

o oher o MR B oy UEBBHBR e S S eGSR 120
enbodi nent of syst em cqnsi s t with  the present invention. Sender 110
generates an 8&%&#? @n’f‘ﬁluaﬁé%‘bzﬂﬁﬁ@%@ﬂ@@eﬁ?@%@@%aﬁ%?@95,11% ERYwith an
el ectronic recisqi ent _address 220, to an authentication server, called an

EPM server 218/Steeh20.0anerales anitiM datastrysiureascaiprec and then typisalye can be

done with an e-nail Program such as, for .exanple, Qutlook ExpressTM or
may be done biptémEenhrieeitd datmsiruaturettiack o seiddr|1d. iTihig medeof operation
Preferably, EPM server 210 is a workstation-class conmputer, such as, for
exanpl e, an | altayws $erxled 140 th sse EPMVhsystemi 129 a4 antypesf BECtrbnié verificdtionever ,
ot her data processing nachines known to those skilled in the art may also

be used. |n tégsicemvheietiysend&iPM &IV RilidakdheRxiskshca of aAdedtnr server - 11
is wo 01/24437 PCTI US00127068

message at a specific point in time and the contents of the message at that point

in time. If so desired, sender 110 may also receive a copy of the submitted

electronic message that was used by EPM system 120 to generate the EPM

data structure.

Fig. 2A shows a more detailed embodiment of a system consistent with
the present invention. Sender 110 generates an electronic message and sends
message data 215, along with an electronic recipient address 220, to an
authentication server, called an EPM server 210, over a network 205. Sending
the electronic message can be done with an e-mail program, such as, for
.example, Outlook Express™, or may be done by other methods known to those
skilled in the art. Preferably, EPM server 210 is a workstation-class computer,
such as, for example, an Intel-based workstation running Windows NT® 4.0.

However, other data processing machines known to those skilled in the art may

also be used. In this embodiment, EPM server 210 may be a standalone server

-11-



whi ch accepts data over a network from any external source. Network 205 is
preferably a TCP/I P based network which is part of the Internet, but could
be, for W%‘“ﬁ a local area network, Virtual Private pheiispddgossa W rel ess
network, and/or any other type of conputer network known to those skilled
in the art. EPM server 210 generates an EPM data structure 240 that
includes a digest, a tenporal-stanp, and a digital signature as described
above. After EPM data structure 240 has been generated, EPM server 210

W 1T Lypi cal | et il i oFEM ABRAYR HEHPLNY Bl shiife CNBRIGRYGS wossage

to recipient over' network ternat se may choose to

T30 Fro. 2p tegrerl d HEPEE et nadr e s e Rl el B a8

130. Fig. 2B 8%
110 and recipient are the sane entity. nder 110 prepares an el ectronic
Tessage and SHIATPE. RS pleaetoss Vil Piivats Btk d wiagre Seatough
network 205 to EPM server 210 in the same manner as described for Fig. 2.
However, in t ANd/ORraREother el compter rgtwerkatnavwaste those skilladyiarthe sty

reci pient electronic address 220 (not shown), is provided with nessage

data 215. EPM serkBM server2t{rgenarstesrardERMddata structurs 24@Gthad includelsea i r st
enbodi nent, and then submts the EPM back to sender 110. Alternatively,

sender 110 magigest;@ tempoahstarhp mnbadigitdbsignathife astiesonibdd abbbe. ERNerBEPM

structure 240 if desired. -12 WO 01/ 24437 PCT/ USO0/ 27068 Fig. 3A

iIlustrates adhtd stehcire PAOTRIY b \Fdrerftal, BPMsdritg 2 10MAN typichlly forward the
EPM data structure with the electronic message to recipient 130 over network
205. Alternatively, sender 110 may choose fo only have EPM data structure
240 forward by EPM server 210 to recipient 130.

Fig. 2B depicts the second embodiment of the invention wherein sender

110 and recipient are the same entity. Sender 110 prepares an electronic
message and submits message data 215 and an electronic address through
network 205 to EPM server 210 in the same manner as described for Fig. 2.
However, in this mode, a sender electronic address 225, rather than recipient
electronic address 220 (not shown), is provided with message data 215. EPM
server 210 generates an EPM data structure as in the first embodiment, and

then submits the EPM back to sender 110. Alternatively, sender 110 may have

a copy of message data 215 returned with EPM data structure 240 if desired.
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Sender 110 may consist of a user and a networked device. The networked
device will typically be a personal conputer. Qher exanples of a networked

deV| ce i r\?&)lﬂgﬁg put are not limted to, Personal Digitalp c‘fﬁi%bo?zt’lgﬁts ( PDAs) ,

el |l phones, "dedi cated network term nals, a network server ot her
types of electronic devices known to those skilled in the art. It should
be noted that the entity which creates the el ectronic nessage need not be
a human user. Sone electronic nmessages nmay be generated automatically by |

computer and subr; t§ﬂ ulfu%fraép bty e‘?ﬁ%?% %isf@?ﬁwnﬁ%eﬁ%é@ﬁ%r? a

busi ness may progra nputer to au subm't ronic bills
to custoners throu and sh to have EPMs
gener at ed forg?ﬂ‘g%rnp 'ﬂ'ﬁ%cgg?%tr@a YR @ gﬂ@ 'Eﬁr{ (ﬁe F—;eg r&{\qt\go&eﬁ] lar to
t he enmbodi nent qf Fi . except at client entities 310 and are
bet ween sendege‘ii?)wélﬁtyp'cﬁéwe Eé?ev%qnagi?f“p'étﬁﬂ %%@m@?s ?%6 “&W@'ﬁ%‘gi pi ent
130, respectively. Cient entities 310 and 320 provide. protection for

securi ng EPM deyiGenclugdg, hgtammdiot limitad todiarsenal Q&!@bés%!ﬁ'é" (5'&"1% ellta to

al l ow EPM server 210 to accept and provide data in standardi zed formats.

Ref erri ng agaphones, Bedicated netwarkderninolssabetwask serveq askother typaes 6Hr m of an

el ectronic nessage to a sender client 310 to obtain an EPM Sender client

310 may be aelzepanieidevides kngpwo tetitisa gkilled I the,arls Utshaudd bé motezithapthe, a

personal -13 WO 01/24437 PCT/ US00/ 27068 conputer or an Intel-based

wor kstat i on ughtitg whidHieregtebthe bledtrBnia inéisage pead nbtbe a human user. Some
electronic messages may be generated automatically by computer and
submitted for EPMs at predefined times. For example, a business may program
a computer to automatically submit electronic bills to customers on a monthly
basis through a network and wish to have EPMs generated for these
submissions. The embodiment of Fig. 3A is similar to the embodiment of Fig.
2A, except that client entities 310 and 320 are between sender 110 anu EPM
server 210, and EPM server 210 and recipient 130, respectively. Client entities
310 and 320 provide protection for securing EPM server 210 against
unauthorized access and process data to allow EPM server 210 to accept and
provide data in standardized formats.

Referring again to Fig. 3A, sender 110 submits a request in the form of an

electronic message to a sender client 310 to obtain an EPM. Sender client 310

may be a separate data processing machine, such as, for example, a personal

-13-



system Alternatively, sender client 310 may be a collection of software
nodul es residing in the networked device of sender 110. In the event
sender cliwoblordd4e7is a separate machine, it will recei vedringsoieasest for
an EPM over network 205. After sender client 310 accepts the request from
sender 110, it processes the request (in a manner described below in
greater detail) and transfers the results to EPM server 210 over a secure
network 305. If sender client 310 is in close proximty to EPM server 210,

secure networ kc@@pute onbn Intel-basd Workstakion weinly Windohs NW® alo 4$8a op6fiting,  or
anot her network protocol known to those skilled in the art. If sender

client 310 is gpitein) AlcpsativBlOSERAdrEibA FHIhEE B cofieBiors&iddvard fidMRids 305
k (VPN) secure

may be Virtual Private Networ comunicating I1n a manner over

the Internet. ﬁ&e}haﬁ Bﬂh\é r%%ﬁoﬁgéﬂd%g{#%rf sgét?eriﬁf Qﬁm]el %@erﬁis%hg%f‘ gienpyjl(s il e

servers could to provi tron reli
enbodi nent, EP, gperates.in a.secure enyjron t whereby it has no
i nsecure conne ts?@ﬁyﬁénm%ﬁwt ﬁm‘!\fecﬁa ?Re%l?éﬁ or aniifeM ayeEResork 209+ her
referring to Fi g 3A, oni;e PM server 210 receives the &; ocessed request
from sender cl fABRE Sefider client 3iQaceppts the regyestikem sendar110.dt pragessesthe ds
the EPM data structure and recipient el ectronic address data to a recipient
client 320 ovERquestin a manngsdesgiisd brlew jn ereater|detail) apd draneferbthecreseltsr at e
data processing nachine |ocated practically at any distance from EPM server
210. -14 WO Oty BRNGseng 2 10SD@r 274868re hetwerls20fl elf sehderrdiedtl® 0 istin ologebe,
for exanple, a personal conputer or
proximity to EPM server 210, secure network 305, could a Local Area Network
(LAN) which uses TCP/IP, or another network protocol known to those skilled in
the art. If sender client 310 is not in close proximity to EPM server 210, secure
network 305 may be Virtual Private Network (VPN) communicating in a secure
manner over the Internet. While only one EPM server 210 is shown in Fig. 3A,
multiple servers coul_d be used to provide additional reliability. In this
embodiment, EPM server operates in a secure environment whereby it has no
insecure connection to an external network such as the Internet.
Further referring to Fig. 3A, once EPM server 210 receives the processed
request from sender client 310, it generates an EPM data structure and forwards
the EPM data structure and recipient electronic address data to a recipient client

320 over secure network 305. Recipient client 320 may be a separate data

processing machine located practically at any distance from EPM server 210.
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I nt el - based workstation using Wndows NT(r) 4.0 as an operating system i
Alternatively, recipient client nmay be a collection of software nodul es ) {
resi di ng wboui@as pient 130. If recipient. client 320 i s gacpesmrades data
processing machine, it forwards the EPM data structure to recipient 130
over network 205. Recipient 130 may conprise a user and data processing
machi ne, as described for sender 110 above, or nay be a conputer, only,
automatically processing the received EPMs. Once the EPM data structure is

received, reciiKetjdhdésicheg16ut Hﬂ?tﬂecﬁ;r%x%?%e EFEM ﬁ&%bﬁ'@‘ gre and the

identity of the signer (the EPM server 21 and, e correspondi ng
el ectroni ¢ Megsa%, 5?%1 89& ati Thi s
aut henti cati oﬁﬁpr océeeéS‘Wrrrgétggt}(%JI E?mgw{\ﬁ&ﬁg %(rboécgg%; ngatrmiﬁﬂrtléembf
reci pi ent 130, S te dat a cessi,
machi ne. In oft\ggwak%e%’r%ﬁ@fq c@&ﬁ% dl?%étc "?%B"PZ&W%’& "E&Mqﬁ%feé'@gg gkture,
a data processi ng hine typically requires four elenents: a verifier
appl i cation, fa&P! 'I‘_ilﬂlﬁoddf @%?ﬂ](ﬂ'?ﬂ@zoﬂﬁ@ sepaeate éﬁwfﬁﬁ%@i&maﬁmlﬂealh
aut hori zed publ ic di ﬁl tal ke EPM server 210 uses a digital signature
al gorithmto faryredsithg Eﬂ\gdamra to gecipient t3overnetwiirg 208! Reégpianure i s
based on public and private digital key pairs. Digital certificates
aut hori ze t he13Q enayfconiprise aser@ndrdata petessing evachinecas ddscribedifbysariuer
digital signature. The key authorization process is perforned by a Key
Si gni ng Aut hol 10 gbéWSAr nity e Sedimplitetorty,Alitdrasiidaily pfabessifg tiie feteied t he
digital -15 1 WD 01/24437 PCT/ US00/ 27068

EPMs. Once the EPM data structure is received, recipient 130 may authenticate

the EPM data structure and the identity of the signer (the EPM server 210) and,

if the corresponding electronic message is available, the electronic message

itself. This authentication process may occur at the data processing machine of
| recipient 130, or it may be performed by a separate data processing machine.

In order to properly authenticate the received EPM data structure, a data
processing machine typically requires four elements: a verifier application, the
EPM data structure, thé electronic message, and an authorized public digital key.

EPM server 210 uses a digital signature algorithm to digitally sign EPM data
structures. The digital signature is based on public and private digital key pairs.
Digital certificates authorize the use of these key pairs used to generate and
verify the digital signature. The key authorization process is performed by a Key

Signing Authority (KSA) or a Certificate Authority (CA) which issues the digital
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certificates. These are trusted, separate third party systens which are not
directly coupled to EPM server 210. The KSA is discussed in U S. serial
appl i cat wapo1ne43760/ 157, 168, filed 9/30/99, and the CA i BCuiuseiesdd in U. S.
serial application no. 601189,983, filed 3/17/2000, the entire disclosures
of which are incorporated by reference. The authorized public digital key
may exi st on a physical nedia in the personal possession of the recipient
user 130, or it nmay be enbedded in the verifier software or the EPM data

structure it sedrfificatée Vieesd aertrugted,isephrate thher partysystémswhichraréinott i on
steps. The first step verifies that the EPM data structure is "official;"

that is, it V@iﬁecﬁ&!&@ﬁﬁleﬂ%tB.PM%enéHth TheKSA I di¥cusded imB.$.eribSPS. |t
does this by checking the digital certificate associated with the public

di gi tal key “Michﬁoﬁﬁa%@tiﬁégbg, ﬁé@bﬁa@/gg,ﬁqgnﬁé weig deRstdinsu e skfibcat i on

I's conplete, recipient 130 roof that EPM data structure was
| ssued by an | Gl P by - W veri.fi | t . verify
the identifi cgéédg%{“g# " hég&%héb?%&;g’ ! Fc]hee é’ikté#t a c‘%%%a%‘]éé? F%g was
used to sign fhe EP ta structuge is, verjfied uSj t he aut hori zed
bubl ¢ d gt 1 anCREPrAA DY Tefarentas e adinpfed risiie el Bev MavERS Bhehe 130
has proof that the EPM data structure was generated by a gart I cul ar
aut hori zed sePWsical mediainthe pesianal ppssassion of thecmeinientiuser 330, qrdt may bgn)
and that alterations to the contents of the EPM data structure, fromthe
tine it was gembeddediintheiverifierssafiwase or theciRMedpata strugluemitself3o, are
detectable. This -16 WO 01/24437 PCT/ US00/ 27068
The verifier application performs three verification steps. The first step

verifies that the EPM data structure is “official;” that is, it was generated by an

authorized entity such as the USPS. It does this by checking the digital

certificate associated with the public digital key used to generate the digital

signature. When this verification is complete, recipient 130 has proof that the

EPM data structure was issued by an official EPM entity.

The second verification step is to verify the identification of the EPM

server 210. The digital signature that was used to sign the EPM data structure is

verified using the authorized public digital key. When this verification is

successful, recipient 130 has proof that the EPM data structure was generated

by a particular authorized server (i.e., the identification of EPM server 210 is

known) and that alterations to the contents of the EPM data structure, from the

time it was generated until the time it reached recipient 130, are detectabie. This
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effectively authenticates the digest and tenporal stanp within the EPM data ﬂ
structure. The third verification step is to authenticate the contents of .

t he el ectm Basziressage. The verifier application does tpirfyshizr6@npari ng
t he di ges of1 tﬁe nmessage contained in the EPM data structure with a

di gest generated by the verifier application using the electronic nessage
itself. If the two digests are identical, recipient 130 has proof the
contents of the electronic nessage were wunaltered fromthe tinme the EPM

c ge . q
ata struct ur gryRe éitedidsthé Elg%@teaﬁd {Singdrs) stﬁﬁ%!mglﬁtrgﬁhﬁtémtdéw an

el ectroni c nessage re recel ved by recipient 130. sl gnature and
el ectronic ne verification functionality can be integrated into
pl at f orm i ndependent verifier software which may be downl oaded fromthe

Internet. For exanple, .such.saftware, e devel oped into a Java appl et l
for use i n a web bl iR ErncAh e s TR hulioptedse i Songeity 4rthe AkByp BBl
into an e-mail software applicatign such as, Qutl| ook(r press,
Al t er nat i vel ymegsgge.,Ehe y¢ faagquaé'a'e AgRs thiz by cemRar “?Qwé'ef%‘?ﬁt(?% the,
i ndependent software application, such as, for exanple, a stand al one
W ndows- basedmgesage eentaipad in theiERM datrstrycturerwithy a digest aenaraleddwithgake use
of standard Application Programmng Interfaces (APIs) to provided
aut hent i cat i overifienapplination ugingdhes electtanic mssapejiselt |f the twocdigesisiaent
manner. -17 WO 01/ 24437 PCT/ US00/ 27068 Fi g. 3B shows a fourth enbodi nent
consi stent wi identidz, riedipiant 180 has proof the contents of the electronic message were

unaitered from the time the EPM data structure was generated until the time the

EPM data structure and electronic message were received by recipient 130.

Digital signature and electronic message verification functionality can be

integrated into platform-independent verifier software which may be downloaded

from the Internet. For example, such software may be developed into a Java

applet for use in a web browser such as Netscape®, or it could be integrated into

an e-mail software application such as Outlook® Express. Alternatively, the

verifier application could take the form of an independent software application,

such as, for example, a stand alone Windows-based verification utility. The

verifier application can make use of standard Application Programming

Interfaces (APls) to provided authentication functionality to software developers

in a convenient manner.
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enbodi ment is identical to the enbodi nent of Fig. 3A except here sender
client 310 and recipient client 320 are inplenented in either the sane

dat a proc@iﬁﬁﬁ&m machi ne or in the sane collection of safdpeoezieesiul es
| ocated, Tor exanple, in a networked device at sender 110. In the event

they are located in the sane data processing machi ne, sender 110 submts a
request in the formof an electronic nessage to sender/recipient client
310 over network 205. Sender/recipient client 310 accepts and process the

request and passes et diovisa BIMSEhESdimeAPcoeRitent R thE IMRINGBRK THAS. EPM
server 210 generates an EPM data structure and returns the EPM data

o sender /1 ocipioaieg i el g nfpaRRRHSE Fid S EEpt R NERaBEHIR . o

to sender/recipient hen returned to

sender 110. Alternativel P rver. 210 also return a, co of .the

el ectronic rre?ggga@%eﬂ?'%/'ﬁgﬁﬂglﬁszgaﬂr E "EP'FUF[“?%%’.“ ‘ﬁg‘?‘é eSame @ pgég%ssmg
transfers between.the conponents in this enbodi nent are described below in
t he expl anat i SfAG¥€ ?‘i'@.tﬁgﬁ?"ﬁ"@"eg@@f&ﬂg""é@ mogHles lesstedden emmRiesineht
with the invention. This enbodinent is a hybrid of the enbodinments of Fig.
3A and 3B. Hemetwerkad device B sentern 119. dn theyevent they anedogajeddindtheaame dater oni ¢
nmessage over network 205, to sender/recipient client 310, which in this
enbodi nent i s progessiigl machisepserdee 1t@&sabmits s ceqsishin thedtrinmef an electronic
Sender/recipient client 310 accepts and process the -18 WO 01/24437

PCT! US00/ 2706 8negsage ¢s sendest/rpoiphent ciatt 31 0 dvepnétiishs 205 eSedddl/rovipient efiarte

net work 305. EPM
310 accepts and process the request and passes results to EPM server 210 over
secure network 305. EPM server 210 generates an EPM data structure and
returns the EPM data structure and the electronic address of sender 110 over
secure network 305 to sender/recipient client 310. The EPM data structure is
then returned to sender 110. Alternatively, EPM server 210 may also return a
copy of the electronic message with the EPM data structure. Details of the data
transfers between the components in this embodiment are described below in
the explanation for Fig. 4B.

Fig. 3C shows a fifth embodiment consistent with the invention. This

embodiment is a hybrid of the embodiments of Fig. 3A and 3B. Here, sender
110 submits a request in the form of an electronic message over network 205, to

sender/recipient client 310, which in this embodiment is typically a separate data

processing machine. Sender/recipient client 310 accepts and process the
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server 210 generates an EPM data structure and returns the EPM dat a
structure and the electronic address of sender 110 over secure network 305

to sende LRhent client 310. Sender/recipient client f orwar ds
i il bR 05,

the nessage EPM data structure to recipient 130 over

Details of the data transfers between the conponents in this enbodi nent
are described belowin the explanation for Fig. 4C. K g. 4A depicts the
data flow for the enbodi ment of Figure 3A. Sender 110 generates an

el ectroni C MEgsARSt SR paddek HEsURIS FFM dBhAr 318 oVbi up@xem}b?k';\g%ﬁpﬁ ype of

format. For exanple, nessage data 215 could be a clear-text Ile or

EZFLéiLSSeﬁCﬁ%N%% 2o 9%?%%’#;?%'*3?‘?'@#;%%&%@Pﬁﬁ%ﬁ%@gﬁﬁ%%%%gﬁ%@fg“géi I ed
addr ess 220 Ph8 HeegaRl AddesS of ol dver SecfE nPleek ab TS 1y ccessi ng
machi ne, the bundle is, sent oyer network 205 to sender client 310.

Ctherwi se, ifS EeCIRIen 'P“?B?L%O- aenderdegipiet gliant 310 than torwargsthigr e nodul es

residing on the networked device of sender 110, nessage data 215 and
reci pi ent el etessrgeand EPMdatastrugtuse ferecipieni 430 sveunetwort 205.k  EBtailsfssage
data 215 and recipient electronic address 220 will typically be sent using
an e-mai | pr otpexiata transfessshetiveen ¢éxanoprinponedis incthis emiSodimedt dre described
below in the explanation for Fig. 4C.
Fig. 4A depicts the data flow for the embodiment of Figure 3A. Sender
110 generates an electronic message containing message data 215 which may
be in any type of format. For example, message data 215 could be a clear-text
ASCII file or encrypted ASCI| file, a raw binary file, or a text-encoded binary file
using base64 or other binary-to-text encoding method known to those skilled in
the art.
Message data 215 is bundled with a recipient electronic address 220. If
sender client 310 resides in a separate data processing machine, the bundle is
sent over network 205 to sender client 310. Otherwise, if sender client 310
exists as a collection of software modules residing on the networked device of
sender 110, message data 215 and recipient electronic address 220 are sent

over secure network 305. Message data 215 and recipient electronic address

220 will typically be sent using an e-mail program, such as, for example, Outlook
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WO 01/ 24437 PCT/ US00/ 27068 Express, running on a personal conputer at
sender 110. However, other types of file transfer prograns using different

'transporéwglbﬂia&ol s, such as WnFTP, nmay al so be used. peaiskotrseéd ent 310
t hen produces™ a hash val ue 420 from nessage data 215 using a one-way hash

function. As known to those skilled in the art, a one- way hash function
typically generates a hash value frominput data which is substantially
smal ler than the input data itself. The hash value is generated by an

al gori t hm suclixphéds, hitthiRy 6R@Pdrsénal @Bll'nb\ﬁt_ér@}t Eb/dednit1 00 H el GRS @EQQUCi ng

the sanme hash value is extrenmely small; in fact so small that the hash

c s _ _ | ; the”ha
cannot be 1 ovireiensth A 4l WPR o elndpor PRAGRTS K RYFIRY O

correspondi ng | ye., Hash value 420 is thus a uni que nunber
associ ated on rﬁf@%lgoﬁ%%%g basis wth nmessage data 215. Sender client 310

packages hash val ue 420 with_reci pi ent, el ectronic ress 220 an
Pranafers them ro. Bs0RSHis S3EhEy Butes 7 boRbVRNRR SO0 nisseRongpT,
message data 215 may al so be passed along in this transfer., A tine-stanp
and/ or a dat e-2364i§N%ha &ngavay bashfupgtiarpvis knouen tothose stilled idihedrt, @iane-hash
val ue 420. EPM server 210 then generates a digital signature using a
Di gi tal Si gnatwayhathdudaliah typipally gemeratesehhash valvefromanputadata whidhied i n t he
art. It then applies the digital signature to the bundled data to form an
EPM dat a -20 substantially smaller than the input data itself. The hash value is generated by

an algorithm such that the probability of two different data streams producing the

same hash value is extremely small; in fact so small that the hash value is

considered unique to the input data. The one-way hash function cannot be

reversed; the input data itself cannot be recovered from its corresponding hash

value. Hash value 420 is thus a unique number associated on a one-to-one

basis with message data 215.

Sender client 310 packages hash value 420 with recipient electronic

address 220 and transfers them to EPM server 210 over secure network 305.

Optionally, message data 215 may also be passed along in this transfer. A

time-stamp and/or a date-stamp are generated by EPM server 210 and bundled

with hash value 420. EPM server 210 then generates a digital signature using a

Digital Signature Standard algorithm which is known to those skilled in the art. It

then applies the digital signature to the bundied data to form an EPM data
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WO 01/ 24437 PCTI US00127068 structure 240. Additional branding data,

di scussed in nore detail below, may also be included in EPM data structure
240. Recivpboitaess i ent 320 receives EPM data structure 2f#8rmaseb2nesi pi ent -

el ectroni ¢ address 220 over secure network 305 from EPM server 210.

Reci pient client 320 uses recipient electronic address 220 to send EPM dat a
structure 240 to recipient 130. If recipient client 320 is a separate data
processi ng machine, it may use network 205 for the transfer. |If recipient

client 320 ignatereldectAddriondl Bizhting dataiksdused inrhorXdetall Bele@iiyned in
recipient 130, it typically uses secure network 305 for the transfer.

Optional ly, rAaghBi i nessage data 215 itself, alon
454 Bbwudé’oqnm d%kasﬁcrdéti@g 20. g g

with EPM data structure 24 roug recipient client 320, if sender
ni's gl ter nat ve dSrPPnaant o2 fheabds el BB iuEhrg a shazopisht 2 ' 27
from sonder IBCIEARERS 020 oJarpeters HEMErEap Fgm rEl wber 2 e a Tor Fig.
l ong wi th  (RESBIEEHRD 364 NoAR (SCRleN Slesinls adpeea £20 osend BN BaFa, 1 he

el ectronic address of sender 110, to sender/recipient cllent 310 over
secure net worstruphge 249ita gecipient 1 nif regipientcient3244a eseparate data
sender/recipient client 310 forwards the EPM data structure 240 to sender
110 over net vprokesxiig maghine, it may use network 205 for the transfer. If recipient client
320 is a collection of software modules, for example contained in recipient 130, it
typically uses secure network 305 for the transfer. Optionally, recipient 130 may
also receive message data 215 itself, along with EPM data structure 240 through
the recipient client 320, if sender 110 decides to route message data 215
through EPM server 210. Note that this alternative data flow is shown in the
dashed boxes in Fig. 4A.
Fig. 4B illustrates the data flow for the embodiment of Fig. 3B. The data
flow from sender 110 to EPM server 210 is identical to that described for Fig. 4A.
In this embodiment, EPM server 210 returns EPM data structure 240 along with
recipient electronic address 220, which in this case is the electronic address of
sender 110, fo sender/recipient client 310 over secure network 305. Using

recipient electronic address 220, sender/recipient client 310 forwards the EPM

data structure 240 to sender 110 over network 205.
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].T I WO 01! 24437 PCT/USOQO 27068 Simlarly to the data flow shown in Fig.
4A, a copy of message data 215 itself, along with EPM data structure 240,
may be revaronesst o sender 110 if desired by the sender.rPduiUSonR68 nst ance,
nmessage data 215 may be routed via EPM sever 210. Another option is to
match EPM data structure 240 with nessage data 215 on sender/reci pi ent
client 310, thus obviating the need to forward nessage data 215 to EPM
server 210. Note that these alternative data flow options are shown by the
dashed boxes in Fi §imiby téthe d4i@ flaw sisdwraindZigt 4%, aledpy 6flmesdage ddtz 215
enbodi nent of Fig. 3C. The data flow from sender 110 to sender/recipi ent
client 310 i sits6lfRidrgANith BPMastatariure2d0, may beirsturded td serider 31@mbodi ment

sender/recipient client 310 forwards hash value 420 and recipient address

220 to EPM Se%ﬁi"ﬁﬁ@the@éﬂd@ﬁr Hﬂhi@iﬁ@taﬁ@é‘,ﬁﬂ@%{a?ieo%aﬁ?y' e RiuiatFligr & 240

and returns this ta structure, along w ptent eléctronic address

220, to sendegphpeLalone Aidihly HBnGY § maRS LS IBAYBciERE40 Wi 1O

reci pi ent el ectronrc address senderlreci pi en orwar ds EPM
data structure 240 and age data 215 .regipient 130. EPM dat
Structure  2ad RO ESEE ahsanaegpant Bift oafy G ebLaties rrsaeuor k
205. Fig. 5A shows the software nodules responsible for inter-client

interaction fWarimessage dala:21big ERMdwessr¢dp. Nalg thaithepe alternative datasnt
320 for the enbodinent of Fig. 3A These nodul es conprise collections of
sof tware rouflpweptions aeehawn by thmdashegdihoxgs 8tE@s#Bg nachi ne. The sender
client consists

Fig. 4C illustrates the data flow for the embodiment of Fig. 3C. The data

flow from sender 110 to sender/recipient client 310 is identical to that described
for Fig. 4A. In this embodiment, sender/recipient client 310 forwards hash value
420 and recipient address 220 to EPM server 210. EPM server 210 generates
an EPM data structure 240 and returns this data structure, along with recipient
electronic address 220, to sender/recipient client 310 over secure network 305.
Using recipient electronic address 220, sender/recipient client 310 forwards EPM
data structure 240 and message data 215 to recipient 130. EPM data structure
240 and message data 215 will typically be sent over network 205.

Fig. 5A shows the software modules responsible for inter-client interaction
for sender client 310, EPM server 210, and recipient client 320 for the
embodiment of Fig. 3A. These modules comprise collections of software

routines for execution on a data processing machine. The sender client consists
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-22 WO 01/ 24437 PCT/ US00/ 27068 of two major nodul es, front-end nodul e 510
and client proxy nodule 520. Front-end nodule 51.0 receives requests for .
t he gener@ddi@aqdf an EPM over network 205. Cdient proxpcrosiolkwed20

i ncl udes a network client nodul e 530 and presents a class interface,
preferably witten in, but not limted to, C+t+, which is instantiated by
front-end nodul e 510 to handl e the subnission of a request for an EPM for
a given nessage data content. Cient proxy nodule 520 uses networ ki ng

Servi ces CONiGRhS thdjdr MBAWIBS KrotitieflimddiAe 580 2R cliént3Rowl mbiilets2@nsact i on
requests and associ ated data to EPM server 210. Preferable networking

services use prlfi.dhid mbHuR! ARIBERes RAYRKR for iASenBrAith! dtan! EPMYver | | M t ed

to any networking protocol. Network client no e 530 sends the

transacti on reguest ver secure n . 305 to EPM serv he
are queued Wgﬂeﬁf@éﬁ@fﬁ%m&%‘f%’%é Léd&s\f’e'?ety?% 9 ﬁép"égiglse% d)altta
structure 240 in response to a reguest agnd places it .jn .an_outgol ueue
with any ass®PSanis agiass mfgrfac%rpaﬁfgrﬁe@%Waﬂe%gb?’ug@%klmﬁ?ﬁet?mﬁﬂz’ ‘88'3“?%(1
recipient client 320. Recipient client 320 also includes a network client

nodul e 540 whnstantiaied by diontend medile 31Q tochandle thesubmissianpiR Bauest &t r oni ¢

address 220 and routes it to a front-end nodule 560 via a client proxy

modul e 550. RmoBEPMSordagidnl rees@fesiatalcontant. Gient peoxy reedule 620 gsesi0 and

associated data to recipient 130 via network 205. -23
networking services contained in network client module 530 to send EPM
transaction requests and associated data to EPM server 210. Preferable
networking services use the TCP/IP standards, however, the fnvention is not
limited to any networking protocol. Network client module 530 sends the
transaction requests over secure network 305 to EPM server 210 where they are
queued for subsequent processing.

EPM server 210 generates an EPM data structure 240 in response to a
request and places it in an outgoing queue with any associated data for
transmission over secure network 305 to recipient client 320. ﬁecipient client
320 also includes a network client module 540 which receives EPM data
structure 240 and recipient electronic address 220 and routes it to a front-end

module 560 via a client proxy module 550. Front end module 560 sends the

EPM data structure 240 and associated data to recipient 130 via network 205.
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WO 01/ 24437 PCT/ USOQO 27068 Fig. 5B depicts the software nodul es
responsible for inter-client interaction for the enbodi nent of Fig. 3B. In
Fig. 5B, woent#end nodul e 510, client proxy nodul e 520, pcamsonztos®r k cl i ent
nodul e 530 performthe identical functions of nodul es of the sane

ref erence nunbers shown in Fig. 5A and described above. In addition,
front-end nodul e 510, client proxy nodule 520, and network client nodul e
530 al so performthe functions of front-end nodule 560, client proxy

modul e 550, and neFigosB depictsithesuiiwate rdtutdsoaBponsitle dor ibter-cligit descri bed
above. Fig. 6 illustrates hardware and software conponents of EPM server

210.  EPM ser ygéradiéh fr e Embodiniéritf £1. 3BJ 1h FHid. B, FrohRENY Addufy 51de
aut hentication of electronic nessages.” EPM server 210 thus protects

el ectroni ¢ ”?ét?éiﬂ%?o%,‘hhgdulé@obgg@eﬁﬁgkﬂ%ﬁérﬁqﬁod@égﬁg gﬂﬁ{%ﬁﬂ’tﬂé’idgﬁ@é ct

official entitres su S the server us prererably
envi fonment _cBIREtErEpyBAes 87 Nt S eBrorsBrideibare Bhvee PFR ARt o0
Ful |yl ¢ - 1 Apectined 2ol prdiion rertand modiie 5501 RSt ProSHTIRIUABE el
source, generates an EPM data structure 240, and forwards EPM dat a
struct ure 240apd networkglientymeodide 530disa perforavthe functiorppf frentyend moduleupon
receiving a sender client 310 connection, spawns a new thread perforns all
communi cat i on 560 dienbpoxyinidduie 686, and netwbrik3dliznt bdale-540 shown in Fig. 5A
and described above.
Fig. 6 illustrates hardware and software components of EPM server 210.
EPM server 210 provides a trusted and reliable service for the authentication of
electronic messages. EPM server 210 thus protects electronic messages with
the iegal mechanisms which currently protect official entities such as the USPS.
EPM server 210 is thus preferably designed, constructed, and operated as a
secure computing system within an environment completely controlled by the
official entity, or a trusted delegate of the official entity.
EPM Server 210 preferably comprises a fully multi-threaded server that
accepts transactions from an external source, generates an EPM data structure
240, and forwards EPM data structure 240 to the entity that made the request.

EPM server 210, upon receiving a sender client 310 connection, spawns a new

thread performs all communication functions with sender client 310. When
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WO 01/ 24437 PCTI USOQ 27068 sender client 310 transmts a request, the new
thread collects the entire request fromsender client 310 then place this.

request qn _an input queue. When a thread associated w F: ing the
actual EPYPPEEMt%es the request in the input queue, it %gﬁgbg%ggsrequest as

"in Progress” and then proceeds to produce an EPM data structure 240. Once
the EPM generation is conplete, EPM data structure 240 is placed on the
out bound queue for pickup by recipient client 320, as shown in the

enbodi nent of Fig. .3 ernativel sho in.th epbodi nent of Fig.
36 and Frg, _senchaipanatd bEngfi s edinstiing RW thieBdedinsS B ShiTE Realks
sender/recipient client 310. twork server nodule 550 includes a TCP/IP
Todul e 610 af@MsseRder fsat T 19hen BEGS B iR M GRIPRAEUEN VRS ant  on | s
not limted to using TCP/IP, however this standard is the preferred

net wor k pr ot JeRd assegiatedtwithoensratingthe achin EPM oeategdle raquestiartbpces of
TCP/ I P nodul e 610 to process EPM request nessages from sender client 310.
Transacti on [nmdassoe, ibflags thedequest as inRrogeesshandhthem procarris to gyodisae and
forwards it to an EPM nodul e 620 for postmark processing. Wen the EPM

modul e 620 r ehEPI ddie strectares24] Gtdé thecERMYJenecdtionds 2dfplete, &RMdatan
processor nodul e 615 sends EPM data structure 240 it to either sender 110

or recipient ¢{3Burdoaek pEcsH b the ARBOIDqUAIE o bickEPby r@uksibat didtt 82@s t he
services of a time nodule 625 to obtain highly accurate tinme-stanps for
EPMs. I n addiLipRwnln theBmBBdintkik 6f Figl SATRlteRhtivEifMs stown in the
embodiment of Fig. 3B and Fig. 3C, EPM data structure 240 may be picked up
by sender/recipient client 310.
Network server module 550 includes a TCP/IP module 610 and a
transaction processor module 615. Note the invention is not limited to using
TCP/IP, however this standard is the preferred network protocol. Transaction
processor module 615 uses the services of TCP/IP module 610 to process EPM
request messages from sender client 310. Transaction processor module 615
receives each incoming EPM request and forwards it to an EPM module 620 for
postmark processing. When the EPM module 620 retums the generated EPM
data structure 240, transaction processor module 615 sends EPM data structure
240 it fo either sender 110 or recipient 130, based upon the incoming request.

EPM module 620 uses the services of a time module 625 to obtain highly

accurate time-stamps for EPMs. in addition to time and date information, EPM
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WO 01/ 24437 PCT/ US00/ 27068 nodul e 620 nay gat her other data itens,

i ncluding branding data, froma system registry 660. Brandi ng data, which
cont ai ns W}%&mﬁi on regarding the corporate or organi zZagt@ee27668t ity

whi ch operates M server 210, can take the formof text or inmage data.
This data may represent nanes, slogans, |ogos, or any other type of
identifying information, and nay be included with hash val ue 420 and the
tenporal stanp. Services froma cryptographic interface nodule 640 are used

to generate amghdlblezo rﬁb?gairié? BtHer a8th nd, NGcIIARG brandity 88, fréﬁw&?éteﬁnt anp

to create EPM data structtre 240. When the EPM operation is deemed

Fog 116 6E?MM%P%%R??%“%@&%?%'é“)g%“ctﬁméﬁf%?hﬂ? Bty B dppomee ©
ted. L f e .667 d f d | |

oF ooy Boc” enolor b Ep IR C?gn@wanc eV B0 A b B R TS B8

G ven the |rrportance of t file |nthe audltqq%rocess t he entlre | og
file itsel f isonjgagegata.y, 'is MAY(TEPIESPNRATBeS: (IS¢ 10go$, RY anyqther=pyy
data structure 240 to ensure its integrity. The log file EPM data

structure may Weegéidentiving iafarawmion.cand ryay badncludsd with hashevalye 420iand tha

I ncluding the size of log file 667 or a fixed interval of tine between |og
file EPMs. Thieppopalstampn nmay al so be done nanually at the command of the
operator of EPM server 210. -26 WD 01/24437 PCT/ US00/ 27068
' Services from a cryptographic interface module 640 are used to generate
a digital signature based on the hash value and temporal stamp to create EPM
data structure 240. When the EPM operation is deemed complete, EPM module
620 uses a log module 665 to create an entry into a log file 667 which contains
copies of each EPM data structure 240 generated. Log file 667 can be used for
audit and billing purposes, and provides legal proof that a given EPM data
structure 240 was generated. Given the importance of the log file in the audit
process, the entire log file itself is used as the input data for generation of a log
file EPM data structure 240 to ensure its integrity. The log file EPM data
structure may be generated automatically, based on a number of criteria
including the size of log file 667 or a fixed interval of time between log file EPMs.

This operation may also be done manually at the command of the operator of

EPM server 210.
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One or nore hardware clocks 635 are used to obtain and maintain accurate
and trusted tine information. The tine values are typically generated and.
stored ugid@dnnversal Time Coordinated (UTC), which i spdingsotrzaogs as

G eenwi ch an Tinme. By way of exanple only, a TrueTi ne nodel PCl-SG
Synchroni zed C ock Generator with GPS (d obal Positioning System, _
commercially available from TrueTinme, Inc. of Santa Rosa, CA, nmay be used
whi ch has UTC accuracy of approxi mately one m crosecond. A tine manager

G aphi cal User | nt@nd acoftdhiiwarseibeksistb areluped ta BbRireand Bfairitainset and
reset tinme-stanp information, synchronize tinme nodule 625 with hardware

clock(s)  63%ccartfle ¥ha Ykisted Hh& fforhidtioR CTREHMBSBRies aré tyPicdily gBhSratéhar e

cl ock(s) 635. Cryptographic interface nodul e 640 uses one of nore hardware

cryptogr aphi Car%‘éé}h&‘asus‘ﬁﬁume%%i*r%@bﬂé% 2d i'ﬁ@ﬁ?ﬂfc@iﬁ@éﬁﬁé%ﬁ and

verification, generdatron, and has ypt ographi c har dware

devi ce 645 is.able. SUPROr t | tiple encryption-al gorithos. s of
exanpl e onl ,regnw;&tl}olgﬁ?lgew%sﬁyeyﬁa@wl%gm? ('!?lée?lﬁve é?ﬁl 5@" rom
Compaq Corporation_ of Houston, Texas, masy be used_for cryptographic device
645. Furt heryusicaronized Glogk Genergtenwith, 6ESAGIekal Fositioniaa)SYHeM): t he opti on of
Elliptic Curve DSA may be used for the digital signature algorithns.

Mor eover, EPMomypergially aveilabls frgenbualinening. ofSag) CA, sayRraveRd DSS)

keys and use the Secure Hash Standard FIPS 180-1, and the DSS FI PS 186.

Al'l of these wiigh has UTC accuracy of approximately one microsecond. A time manager

Graphical User Interface (GUI) module 630 allows an operator to set and reset
time-stamp information, synchronize time module 625 with hardware clock(s)
635, and visually check the correctness of time from hardware clock(s) 635.
Cryptographic interface module 640 uses one or more hardware
cryptographic devices 645 to perform digital signature generation and
verification, key generation, and hashing functions. Cryptographic hardware
device 645 is able to support multipie encryption algorithms. By was of example
only, an Attalla Websafe/PCl card commercially available from Compaq
Corporation of Houston, Texas, may be used for cryptographic device 645.
Furthermore, the Digital Signature Algorithm (DSA) with the option of Elliptic
Curve DSA may be used for the digital signature algorithms. Moreover, EPM
server 210 may generate Digital Signature Standard (DSS) keys and use the

Secure Hash Standard FIPS 180-1, and the DSS FIPS 186. All of these
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WD 01124437 PCTI USOCQO 27068 exanples are for exenplary purposes only, and
are not neant to limt the present invention. Cryptographic interface
nodul e 64Q,d' mptrol | ed by a key manager GUI 650 in or gefubksrisssow t he
generation of new digital key pairs for use by EPM server 210 and for the
export of unauthorized public digital keys. Key manager GU allows an EPM
Security officer to choose a location to store the unauthorized-public
digital key for a new key pair. Once a new pair 'is. generated, the

unaut hori zed ' gl \ f A e ] i A or CA
in order to te }r@hg cs)ﬁgr%gllk%raélxnétﬁ?{ aaﬁ pautru oelr%ia%rg)a aglgb rlé@% %:a? g#'ﬁ%@ﬂ%he

private key o : -pair is stored wwthin EPM server 210 and typically
i s not exportbﬁésléﬁﬁg‘bgmam horized public digital key is taken to a KSA or

CA through secure _neghani sns h as t . physi cal transport b
aut hori zed per sonngfycg?gmgw |gfseLrjf%g?M&é@ﬁpﬁrﬁyﬁ%py‘ﬁ@mpwq%@w
techni ques. The resulting authorized digital lge?/ may be stored within the
EPM server foB5Prprdarde allew shejgenaration phnew dicital keyrpajrsifer esBUEEMi nto t he
verifier application residing on the data processing machine responsible
di gi tal si gnaserver 240 andiforthe axporief unaythodzed nublie digitad keyshyiKey manager um
and kept by the user at recipient 130. EPM server 210 supports a
confi gur at i on Gliiradlgers B8UEPBBEeduritt offitdrdoshoastva damatien t@&toresthet em par anet er s
to be set at the tine of initialization and setup. This GJ may also be
used to ther eahtathoriged pdblicdiyits kegidr HHewke9pair: Tshce a new pair is generated,

the unauthorized public digital key of the pair is transmitted to a KSA or CA in

order to transform it into an authorized public digital key. The private key of the

key pair is stored within EPM server 210 and typically is not exported. The

unauthorized public digital key is taken to a KSA or CA through secure

mechanisms such as actual physical transport by authorized personnel or over a

network secured by using encryption techniques. The resulting authorized digital

key may be stored within the EPM server for inclusion into digital signatures,

may be embedded into the verifier application residing on the data processing

machine responsibie digital signature authentication, or may be placed on a

physical medium and kept by the user at recipient 130.

EPM server 210 supports a configuration manager GUI 665 that allows

EPM server 210 system pérameters to be set at the time of initialization and

setup. This GUI may also be used to thereafter to update the configuration
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WO 01/ 24437 PCT/ US00/ 27068 paraneters of an operational EPM server. These
system paraneters are changed by accessing values stored in system
registry LY. 7 is a detailed block di agram show ngcirhRedapgeoONeNt s
correspon‘glgtr?l’énﬁ?g sender client 310, EPM server 210, ang recipient client
320. Sender client 310 contains a solid-state nenory 710 which hol ds

instructions which are fransferred over a bus 715 for execution by a CPU

725. Menory 710 contains an operating system 711, such as, for exanple,

W ndows TM NT 4a0.ibkséfain QibrafionaVBPM 68Nt Fhesd iRt hisilidleishrgemor y 710

are front-end nodul e 510, 'client-proxy nodule 520, and network client

nodul e 530. | gﬁ%%a&e@gmbggggé éf&gﬂliﬁﬁ%ﬁérﬁr éi%@y%@ﬁ.t ained in mass

storage devic ar e I'nto nory I'n"whole or in part
during initializat i:on of ieEt 310, AlLso, connecte s 715 are

sender. .cl to bu
dser Pnput devi ce. P &3t aBR18H tin TRarAmelNiiS e RRRreente s Feebiitnding
Sender client 310 co ni cat ese/gver net wor k 205, and, secure_ netwyrk 305
t hrough net wot&Sensar clent 319, ERM server 21 @ngirecipiept ¢liept 333.0Sandencliont ¢ he
sane hardware configuration as sender _client 310. Menory 791 will contain
operating sysBathcenizinga selid-state memene? 1G6wbichholdsinstpidinps mhial are550, and
network client nodul e 540. Each of the nodules includes the sane function
as its count etrpasferred ovdr & bus@rbfgr ekedutidn bysa GRY 725.i. Mema@y @10 cabtaind |
an operating system 711, such as, for example, Windows™ NT 4.0 Workstation
or Unix clients. Also included in memory 710 are front-end module 510,
client-proxy module 520, and network client module 530. Instructions of these
modules are also contained in mass storage device 720, and are loaded into
memory 710 in whole or in part during initialization of sender client 310. Also
connected to bus 715 are user input device interface 730 and user output device
interface 735. Sender client 310 communicates over network 205 and secure
network 305 through network device interface 740.
Recipient client 320 may have the same hardware configuration as sender
client 310. Memory 791 will contain operating system 792, front-end module
560, client proxy module 550, and network client module 540. Each of the

modules includes the same function as its counterpart found in memory 710 of

sender client 310.
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WO 01124437 PCTI USO0/ 27068 EPM server 210 contains a solid-state nenory
747 whi ch holds instructions which are transferred over a bus 754 for
execut i onwiow1a448PU 755. Menory 747 contains an oper at i rREHYSOPRIY 48, such
as, for exanple, Wndows NT(r) 4.0 Server or Unix. Also included in nenory
are network server nodule 550, |og nodule 655, EPM nodul e 620,
cryptographic interface nodul e 640, configuration manager GJ 665, tine
manager GUJI 630, and key manager QU 650. These.instructions are also
contained in mass EPbteguer\Q eentqing a salid-state memaridid7i witish heldsry 710 in
whole or in part during initialization of EPM server 210. Al so contained

I n mass st or agestrdblionsswisigs beartrapgfestd Yve6H bas @54 ¢ dxebetiditty a CRINTE6: ed to
bus 715 are user input device interface 760 and user output device

interface 765 Méﬁidrgmro%ﬁfalﬁs 88 vherating systerh 748, Yok as ClopekamplRSWahdows ! SO
connected to bus 754 to al | ow communi cation wth appropriate software

nodul es resi di SER BFEAR: ure
net wor k 305 tmg}? net mf)?rkgglgvﬁg%§?2§§énc§$78dg9 Fig. tﬁ@k@%r%@nﬁwf gtel%s t he

Pach oot on SR8 HHIABMIEREE S0y RGO ebor i il oo gy
hash I 420.

ot ont “sonder CaHtg el mayaesy GuPBSs e penren GRL AL Ay %ar?éq%@%al ue
420 i s bundl ed W|th the tine and date stanp 810, obtained fromtinme nodule

625. Opti onal Bp0- JhgaYinsuclians arad! %CQ!H‘H“%’ omBes FlRFRAaRIMeNiIse 7 50 andArRd| e
-30
loaded into memory 710 in whole or in part during initialization of EPM server

210. Also contained in mass storage 750 is system registry 660 and log file 667.
Connected to bus 715 are user input device interface 760 and user output
device interface 765. Cryptographic device 645 and hardware clocks 635 are
also connected to bus 754 to allow communication with appropriate software
modules residing in memory 747. EPM server 210 communicates over secure
network 305 through network device interface 780.

Fig. 8A illustrates the processing steps which occur to produce EPM data
structure 240. A one-way hash function is performed using message data 215 to
produce a digest, or hash value 420. Preferably, the one-way hash function is
performed by client sender 310, but may be generated by the EPM server 210Q.
Hash value 420 is bundled with the time and date stamp 810, obtained from time

module 625. Optionally, branding information can also be included in this bundle

-30-



WO 01/ 24437 PCTI USO0/ 27068 whi ch may present information regarding the
organi zation offering the EPM service as descri bed above. Furthernore, a.
val ue unl‘gag,y ib.,dent i fying each EPM data structure 'capcause,inssi ncl uded.
This value can be used to facilitate account purposes. The hash val ue,
time and date stanp, branding data, and identifier value may then "seal ed”
or secured through a digital signature. As known to those skilled in the
art, digital signature 820 nay be produced by first perform ng a secure

hash al gori t hehibl mesi presefitdnfoemation fegardiey thecsrgasizétisroffirmgdthe AV PS 180- 1
on the data to be signed to produce a secure hash value. The secure hash

val ue is thensdpieg agRdcisdd dbavedi Firthaiméred Bakaliietu idehtiffiig$xth and a
uni que private kley to p?oduce t wo datar\n/ae’ljes Thensl?agateamvwal ues conpri se

digital S'gnaéigl(éiednagggtrym b bar ﬁnsa@gmﬁ@e&.om.mama%% itd tolradiRtafd dat a

stanp, and bran ata structure 340 I'n order to

val i date the di

pai 1 ng i th ea%h 'éfsf’g*g%t@eqﬁ?@ e et sthe gt 08B, Bnd U0, 1 e
in the art o or ex i tal t t. d,

used to proddgﬁntgﬁeél"?gh'le ’E?’Q galggl ??q‘ﬁ‘rg%g"g a %ﬁt E?'S'S‘%ﬁgﬁe rrmé%/hog of
formng EPM data structure 240 process is simlar_to that described

above for Fig. 8A S-BWEWthPFﬁFHﬁed Wéf‘ﬂé& 6‘9“?’@9“365&"38@39’8% Bded

aut hori zed public digi.tal key 830 is included wth the digital signature
820. This netprodutmby fiest performing e seturehashaigarithmdyausing, for example, the

Secure Hash Standard FIPS 180-1 on the data to be signed to produce a secure
hash value. The seéure hash value is then processed using a digital signature
algorithm (DSA) and a unique private key to produce two data values. These
data values comprise digital signature 820, which is appended to the hash value,
time and data stamp, and branding data to form EPM data structure 240.

In order to validate the digital signature, a public digital key, which has a
unique pairing with the private key, must be used. Methods known to those
skilled in the art, such as, for example, the Digital Signature Standard, may be
used to produce digital signature 820.

Fig. 8B shows an alternate method of forming EPM data structure 240.
The process is similar to that described above for Fig. 8A. However, in the
method of Fig. 8A, an embedded authorized public digital key 830 is included

with the digital signature 820. This method has the advantage of not requiring a
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"1 WD 01/ 24437 PCT/ USQ0/ 27068 key at recipient 130 in order to
authenticate digital signature 820. However, to maintain the security of
EPM syst oyp diddas7enbedded digital key 830 should only becusee/2oes8a one-tinme
basis, i.e., enbedded digital key 830 should only be able to authenticate
the di gital signature for the single electronic nessage EPM data structure
240 is associated with. Additional nmessages sent to the sane recipient 130
woul d i nclude a uni que enbedded authorized digital key for each EPM data
structure 24&eyahrecipibat 30rio guiiertodashernticateotigital signaboatéad. fHoweverdoses of
illustration and explanation. It is not intended to be exhaustive or to
limt the inweaibiaimthesdchrty giERM sgsteay 120]issubenitied digital kep 880 should @méy of
variations are possible in light of the above teachings or may be acquired

from practi ceeQfsedth 4 BuEtiicPPasid L., é?ﬁbét_!dd@l' digitatkey B8O lsﬁM@IBtan‘b@EE!e' ts
practical application enable one Skl| ed inthe art to utilize the

Sui tod Lo 'tﬂé“%%*r'%“ﬁ ppid fé“%on itid é‘é@'%‘%%ﬁ*&%%%%*@%ﬁ‘?ﬂ%fémes |

1111 11 What : hod
for aut hent 1 CHEPHEE 2408 Brerated W Haségggwe%%a%ﬁ 2§ ollele saha beigfortcy
el ectronic aql%roevgguld incl elg IunQ%uEa emt;séd%%d authorized digital key for each EPM data

.. structure 240 sent.

The foregoing description is presented for purposes of illustration and
explanation. [t is not intended to be exhaustive or to limit the invention to the
precise form disclosed, and modifications of variations are possible in light of the
above teachings or may be acquired from practice of the invention. The
principles of the invention and its practical application enable one skilled in the
art to utilize the invention in various embodiments and with various modifications

as are suited to the particular use contempiated.
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receiving the el ectronic nessage froma sender; creating a digest of the
nmessage data; appendi ng-a-tenporal—stanp—to the digest; signing the digest

and tenpgy ﬁg&ﬁnp with a di sendi ng tgeandogemes t enpor al
stanp, an digital sig Mmﬁ "ﬂwmlnmect roni c address; and
aut henticat| ng the digest, anpaor als skanp, and the di gltal si gnhat ur e.
2. The nmethod of claim1l1, wherein the step of creating a digest conprises

generating a one-way hash value fromthe el ectronic nessage. 3. The net hod

of claim1l, wppaEkRridiedss:ep of creating a tenporal stanp conprises using
the tine and the date whi ch indicate when the electronic nessage was

received. 4. 4The éﬂﬁk511l@bﬁiléaﬂp&@ﬁ@édﬂmhﬂﬁnéés%e%n?ﬁﬂﬁ%%s"saﬁed' gest,

t he t enpor aI “st arrp, Ita nature conpri ses sen

el ectronic d%%a épd%%l/ee%ééﬁldgg({g@? Bﬁgﬁg\h}ﬂé_&éé& fl [ _11131111111_1 * C

L MS nessage. er el ectronic address is the

el ectronic address qf., t nmet hod of claim4 wherein the
step of sending tﬁ%ceéylgggh%ﬂpgtmmc message Sfrom a sender;

creating a digest of the message data;

appending a temporal stamp to the digest;

signing the digest and temporal stamp with a digital signature;

sending the digest, temporal stamp, and the digital signature to the
electronic address; and

authenticating the digest, the temporal stamp, and the digital signature.

2. The method of claim 1, wherein the step of creating a digest comprises

generating a one-way hash value from the electronic message.

3. The method of claim 1, wherein the step of creating a temporal stamp
comprises using the time and the date which indicate when the electronic

message was received.

4, The method of claim 1, wherein the step of sending the digest, the

temporal stamp, and the digital signature comprises sending the electronic
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nmessage conprises attaching at | east one | egal protection of an official
entity. 7. The nmethod of claiml further conprising the step of. storing a
copy of theodi/z®@szt, the tenporal stamp, and the digital savsoremss in a | og

file. 8. The nmethod of claim7 IBENg the step of. <creating a
digest of the log file; appendi “mmmumnm”EIHm to the digest of the |og
file; and signing the digest of *the ltog™ilse and tenporal stanp with a
digital signature. 9. The nethod of claim 1l wherein the step of

aut henti cat i ngngssdgfer conprises the steps of: -34 WO 01/24437 1 1111111
FEEEEE VL vielr 1 1l PCT/US00/ 27068 C L M S verifying that the digital
signature was signed by the official entity; verifying the specific
identity of the entity which signed the digital signature; and

aut henti cati ng. t he TagMétR68 oPélainh @, Rhefdin BRLFoME B8R sYS tHelb Bfor gest .
10. A method for authenticating an el ectronic nessage containing data and

an el ectroni c ;3dfEs85F tise séhddpCi Pi ent, conprising the steps of: sending an
el ectroni c message froma sender to a sender client; receiving the

el ectroni c nmessage at the sender client;

6. The method of claim 4 wherein the step of sending the electronic

message comprises attaching at least one legal protection of an official entity.

7. The method of claim 1 further comprising the step of:

storing a copy of the digest, the temporal stamp, and the digital signature

in a log file.

8. The method of claim 7 further comprising the step of:
creating a digest of the log file;
appending a temporal stamp to the digest of the log file; and

signing the digest of the log file and temporal stamp with a digital

signature.

9. The method of claim 1 wherein the step of authenticating further

comprises the steps of;
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creating, by the sender client, a hash value fromthe data; sending the
hash val ue and the recipient elec ' s fromthe sender client to.
an aut heryd 6ddsgn server, gen*mﬂh@“ﬂ‘mﬂgﬂﬂilom C. pospopuBsedass Structure
by the authentication server % post mark data structure

i ncluding the hash value and tinme and date information; sending the

el ectronic postmark data structure and the recipient electronic address
fromthe authentication server to a recipient client; and sending the

el ectroni c post manerifldvighthat thecdigita signatart heasrsigriedl Bthedfficiaitentity; a
recipient at the recipient electronic address; and authenticating the

el ectroni c_post mangrifiiicthet Jpeetiielidertity bfthe LRGN signedthe digital- - ---------
WO 01/ 24437 PCT/ US00/°27068 ~!'l~I'iJ Hhlll OJj1 "Hi Il IF ~l1l *"CL S 11. The
met hod of cl g _é]tgre;gﬂﬂr ein the step of generating an electronic postmnark
data structure”includes generating a digital signature for inclusion in

the el ectronic pos A=y Iﬂg set SREdrL hlzéle-{rhe‘c hsod of .cl ai i1el wher ei n
the step of genereﬁ edlg |%I}a I ﬁ.x?e TR §Q§§n‘é§"§ it %%1 gital
key. 13. The nethod of claim 12, wherein the step of authenticating the

el ectronic

10. A method for authenticating an electronic message containing data and
an electronic address of a recipient, comprising the steps of:

sending an electronic message from a sender to a sender client;

receiving the electronic message at the sender client;

creating, by the sender client, a hash value from the data;

sending the hash value and the recipient electronic address from the
sender client to an authentication server;

generating an electronic postmark data structure by the authentication
server, the electronic postmark data structure including the hash value and time
and date information;

sending the electronic postmark data structure and the recipient electronic
address from the authentication server to a recipient client; and

sending the electronic postmark data structure from the recipient client to
a recipient at the recipient electronic address; and

authenticating the electronic postmark data structure at the recipient.
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postmark data structure includes using the digital key. 14. The net hod of
claim11l, wherein the step of generating a digital key involves including
t he di gi tywpbokepsi th the digital signature:- 15. The net hagk/asooeioed m 10,

wherein the step of sending tg ggncl udes using an

aut henti cation server which il m"ﬂmflm”uﬂ'"“n;o“ mark server. 16. A method
for requesting authentication bf fantel actsontc nessage, perforned by a
sender client, conprising the steps of receiving nessage data and a

reci pient electronic address froma sender; -36 PCT/US00/27068 WD
01/ 24437 1111111' 121111111111111 HECL M S creating a hash value fromthe

nmessage dat a;44est I S J ! ! i er; and
sendi g the hiGn vaEURotPA R cEaR N Whaitie'sD o HHERNhG ah b
aut hentication request to the authenticati.on server. 17. The nethod of

e m 16, whdrsath e stytilfe BEMER eehRiasRl < ahi starfire onHRSR e
client and t aut henticatio erver using TCP/IP. 18. The nethod of claim
16, wherein B geg?‘é'i?"lﬁp%si’ﬁﬁﬂ?%taﬁtr%‘f’%nti cation request includes
requesting an electronic postmark data structure for the authentication.
19. The nmethod of claim 18, wherein the step of establishing a connection

12. The method of claim 11, wherein the step of generating a digital signature

includes generating a digital key.

. 13. The method of claim 12, wherein the step of authenticating the electronic

postmark data structure includes using the digital key.

14. The method of claim 11, wherein the step of generating a digital key

involves including the digital key with the digital signature.

156.  The method of claim 10, wherein the step of sending the hash value

includes using an authentication server which is an electronic postmark server.

16. A method for requesting authentication of an electronic message,
performed by a sender client, comprising the steps of:

receiving message data and a recipient electronic address from a sender;
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wi th an aut hentication server includes using an electronic postmark server.

20. A method for receiving authentication of an el ectroni c nessage,

per f or me ceiver clie uu”ﬂﬂm me st eps of; Mg a
recipi enﬁvgl&elgyéﬁni c addr ess”* ,: I,ﬂu[ﬁu C post mar krgg}t%gs\dn\gﬁgucture
from an authentication server:. the ‘el &tfonfc postmark data structure
including tinme and date information; and -37 i WO 01/24437 11111111 111111
LI rrirl 111111 PCT/ US00/ 27068 * C L M S sending the el ectronic postnark
to a recipient al ot CrhdireRliuehbRitheMdisagddipss. 21, The method of

e Step o the ®@lec

claim 20, wherein t f recerving foni ¢ nessage invol ves

communi cat i ng bet . receiver client and the. _authentication server
using TCP/IP. 22. g%%@ll%ﬁ%g&c@pe o "l’#’kﬁn aﬂﬁgpﬁgﬁlop}%nﬁreﬁn f receiving the
el ectronic nessage froma ut hentj cati.on server involves using the
aut'henti cati on se%@@qmg&]ﬁ‘ﬁ Eﬁs ! £ Eegipight eleginicadirespangdan 23, The

met hod of claim 20, further conprising the step of. verifying the

el ectronic p(?é‘lﬂh%ﬂt'ﬁam'@%ﬁ?ﬁ@gg?éuhhgﬂh@?t@ncﬁegﬁfal key. 24. The nmethod of
claim 23, wherein the step of verifying the electronic postmark data
structure involves including the digital key wwth the electronic

17.  The method of claim 16, wherein the step of establishing a connection

includes sender client and the authentication server using TCP/IP.

18. The method of claim 16, wherein the step of sending an authentication
request includes requesting an electronic postmark data structure for the

authentication.

19. The method of claim 18, wherein the step of establishing a connection

with an authentication server includes using an electronic postmark server.

20. A method for receiving authentication of an electronic message,
performed by a recsiver client, comprising the steps of:

receiving a recipient electronic address and an electronic postmark data
structure from an authentication server, the electronic postmark data structure

including time and date information; and
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postmark data structure. 25. The nmethod of claim20, wherein the step of
receiving a recipient electronic address and an el ectronic postnmark data

1508 por e L Lo " IHENAIRENRAY 'Lt obbionnal (L V!

The method of claim 20, wherein*tte step of sendi ng the electronic
postmark data structure to a recipient further includes the step of sending
the electronic nmessage. 27. A nethod for authenticating an electronic

message, per f or medsehirRf the Bl dMRREd ﬁt%ttlhglrkeﬁaeé Meipieft ¥R %cg)%rﬁt'é?ec?ﬂo%s of .

receiving a request to authenticate t ectroni c nessag he Trequest
including a rggipient el ectronic address and a hash val ue corresponding to
the electronic nessage; creating an electronic postmark data structure for
the el ectronic nessage, the electronic postmark data structure including
time and date information; generating a digital signature for the
el ectronic pgﬁ mark data structure; including the digital signature in the
el ectroni ¢ post-nar KefRetogof glaim 20, wheesia the steg of recaiving the ¢eetonickey for a
reci pient; exporting the public digital key to a key authenticator for
aut hori zi ng; 'AASSagsdnwiMes coramunisating hetvaensthewedeivartcliest andcther e and t he
reci pient electronic

authentication server using TCP/IP.

22.  The method of claim 20, wherein the step of receiving the electronic
message from an authentication server involves using the authentication server

which is an electronic postmark server.

23.  The method of claim 20, further comprising the step of:

verifying the electronic postmark data structure using a digital key.

24. The method of claim 23, wherein the step of verifying the electronic
postmark data structure involves including the digital key with the electronic

postmark data structure.

25.  The method of claim 20, wherein the step of receiving a recipient

electronic address and an electronic postmark data structure further includes the
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address to a recipient client for delivery to the recipient at the

recipient electronic address. -39 WD 01724437 | I1LILIL TLLILL 111 ) {

PCT/ US00/ AR RN of claim r

conpri si n"ga?ﬁg f;‘;t eps of. memuﬂm,mmml zed digit ET&%@{'#%? t he

el ectroni ¢ postmark data struct ure” fr'om®a key aut henti cat or, wherein the
reci pient can use the authorized digital key to verify the electronlc
postmark data structure; and sgtn(g} ng.J t he Egt h\%l zed d![ ﬁl ta![ ekegft(r)ezgievi g
recei ver cliegkp offe {,hﬁg%t 8 ak erein the step

a request further |cr?vol v](cas ‘?nc uélinem%% el e;:}]ron![c rrefssaged! Egtthﬁe
request. 30. The nethod of claim erein the step of sendi .

el ectronic postmark data structure to a recipient client includes sending

the el ectroni sage,.tq th ent Ilent 31. The nmethod of claim

27, wherein th& rsTEQF th@@pﬂfr’fﬁ"ﬁ?@ hergin ”eCStSPQfﬁ%ﬂd’"&E?Q'@C@mEy
thentlcator i nvol ves using a one of a key signing authority and a

2grt ificate aRR%?Tkt‘gata§§“°tgl"9ﬁ9c hEmeinient fﬁﬁ%ﬁéﬁ&ﬂ@%ﬁhﬁ@%ﬂﬁ@%n@hec

nmessage, conprising the steps of. -40 -----------
electronic message. :

27. A method for authenticating an electronic message, performed by an
authentication server, comprising the steps of:

receiving a request to authenticate the electronic message, the request '
including a recipient electronic address and a hash value corresponding to the
electronic message;

creating an electronic postmark data structure for the electronic message,
the electronic postmark data structure including time and date information:

generating a digital signature for the electronic postmark data structure;

- including the digital signature in the electronic postmark data structure:

generating a public digital key for a recipient; -

exporting the public digital key to a key authenticator for authorizing; and

sending the electronic postmark data structure and the recipient electronic
address to a recipient client for delivery to the recipient at the recipient electronic

address.
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receiving (1) a request to authérnticate the-electronic message and (2) a

hash val ugo@gkied fromthe eLﬂm at a tr ansSmedonenepr ocessor
from a sender client; sendin m'”am@ﬂ Wﬁ the hash value fromthe
transaction processor to an elecfroni o pes rk nodul e for postmark
processing; obtaining, by the electronic postmark nodule, tinme and date
information froma tinme nodul e; obtaining, by the electronic postmark
nodul e, branding data froma systemregistry; generating, by a
cryptographic device via a cryptographic interface nodule, a digital

signature f orpgl hemb%éfhaa'o?cgﬁ@wﬁm@?e&h@ﬁémgtﬁe SpLif digital key for a

reci pient by a cryptographlc ice via ptographic interface nodul e;

expor ting the publy, uq'h t&hhé%dtd?gxﬁacl)'ﬁggf&%é‘%@c’t §R1'c3§ osi¥ark diffy Manager

gr aphi cal user |nte crea an electronic
post mark data

ure rk .nmodul t he, el ectronic
bost mar k dat SULEHS f%{fremsa%é ﬁa"haactf’ heke H8 Rtplent i sei bt Antautzet
i nformation, the brandin data and the digital signature; storing a record
iy

of the post méi@itahkey & veny ths slegigonic pes SatastueiyR; apdhdul e in a | og

nodul e;
sending the authorized digital key to the receiver client.

29. The method of claim 27, wherein the step of receiving a request further

involves including the electronic message in the request.

30. The method of claim 27, wherein the step of sending the electronic
postmark data structure to a recipient client includes sending the electronic

message to the recipient client.

31. The method of claim 27, wherein the step of exporting the public digital
key to a key authenticator involves using a one of a key signing authority and a

certificate authority.

32. A method for authenticating an elecfronic message, comprising the steps

of:
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transmtting the electronic po ture fromthe electronic
post mar kK ywe@ybfsi o the t ransacmmw ﬁ m [mnd t r ans wickiusougzréés e

el ectroni c postmark data struc rom es t ransaction processor to a
recipient client. 33. The nethod of claim 32, further conprising the steps
of. obtaining a authorized digital key for the electronic postmark data

structure fromthe key authenticator, wherein the recipient can use the

aut hori zed di gi t al ek&i¥ingQ1y&té désifb%&h@ﬂidafé‘ih% dISSHOTY thesdHfe SRIN@)RY the
digital key to the recipient client. 34. The method of claim32, Wwherein

the step of o

i ncl udes usi ﬁ]géﬁ eas%hone @égggtrgﬁéﬁé&%gg%f t%ﬂs%ﬁﬁ%?@%ﬂr?m
wherein the s rting the public digital key to a key

aut henticatorégg'\"/(g?rvcigRﬁsi ng a key aut henticator which is one of a key

si gni ng authorlty rtific orit 6. The nethod of claim 32,
further conprisi ng"q"ﬁ@gstﬁﬁﬁe‘@i'fes PB@ ‘?/F ‘()%‘d%?rg@ the trapsaGtiopPracREsALI:
information in the tine nodule via -42V\001/2443_7I FEEELrr tfrrer vl
VITL 11 1111 deeleckonc pesipark modulesfos postmarkReeessingr aphi cal  user

I nterface. --
obtaining, by the electronic postmark module, time and date information

from a time module;

obtaining, by the electronic postmark module, branding data from a
system registry;

generating, by a cryptographic device via a cryptographic interface
module, a digital signature for the electronic message;

generating a public digital key for a recipient by a cryptographic device via
a cryptographic interface module;

exporting the public digital key to a key authenticator by a key manager
graphical user interface for key authorizing;

creating an electronic postmark data structure by the electronic postmark
module, the electronic postmark data structure comprising the hash value, the
time and date information, the branding data, and the digital signature;

storing a record of the postmark processing by the electronic postmark

module in a log module;
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37. The nethod of claim 32, wherein the step of obtai n| ng branding data
from a systemregistry |ncI udes using a Wndows NT(r) systemregistry. 38.

e g, o7, R L 2,5, gevososing o

interface. 39. The method of cl'aim 32, Turthér conprising the step -of: --
interfacing with the cryptographic |nterface nodul e via the key manager
graphi cal user interface. 40. The met hod of claim 32, wherein the step of

Tecei Ving a f equishol in WEMOIGA Sokapl 98 sﬁrﬁgﬁérgi{aapn hBGkRH O ©

message. -- 41. T erern

transmttlng-- tmar k dat a ructuretoareCIplent
e o postifark radd i F%é*ettmnsgpi% PIOREESdr 243 VO 01/ 24437
1112222232222 322 11 e 1111 PCTFU500/ 27068 C L MS 42. A nethod for

aut henti cating an r@ﬂ%’@tﬂ'%ﬂl@ slecteniePodtERps dataryucivee foapde tansagiani ng a

message conprising nessage data and a recipient electronic address froma
sender to a PEoressofioonrecipientnligol.e at a sender client; transmitting the
nmessage fromthe sender front-end nodule to a sender

33. The method of claim 32, further comprising the steps of:

obtaining a authorized digital key for the electronic postmark data
structure from the key authenticator, wherein the recipient can use the
authorized digital key to verify the electronic postmark; and

sending the digital key to the recipient client.

34. The method of claim 32, wherein the step of obtaining time and date

information from a time module includes using at least one hardware clock.

35. The method of claim 32 wherein the step of exporting the public digital key
to a key authenticator involves using a key authenticator which is one of a key

signing authority or a certificate authority.

36. The method of claim 32, further comprising the step of:

receiving updates to the time and date information in the time module via
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client proxy nodule at the_sender cli ent creating, by the sender client

proxy nodul e, a hash val ue ssa e dat a; _sendi ng the hash val ue
and t he weaiRisgnt el ect ronUMﬂ il% wl’tj sender pd1/esvo2@me©xy nodul e
via a network client nodul rver nodul e at - an

aut henti cati on server; generating an eI ectronic postmark for the hash val ue
by the authentication server, the electronic postmark including tine and
date information; sending the el ectronic postnmark and the recipient

el ectroni c adihe svariagenyrdphitabuddiamtbifaed.i on server via -a network client
nodul e on a recipient client to a recipient client proxy nmodule on a
recipient client; transmtting the electronic postmark and the recipi ent

el ectronic address fromthe recipient client proxy nodule to a recipient

front-end el o 18 chiifod bFElaph 35wkl UitoRRAANG UriRyGh BSELAGNS |

postmark fromthe recipient ¢ toare ent at

Frrrr~r 111 / t he recipient

el ectronic %és&sge;élreé%fry tf'ﬁlléldﬁ%l"ﬁ'g whq%éffsn@ﬁgsy 8}'139 I'tyhe step of
generating an electronic postmark involves using the tinme and the date
whi ch indicate when the electronic nessage was received by the

aut hentication server. 44. The nmethod of claim42, wherein the step of
sendi ng t he3Bas hT{;gm@thgqi,gf claim 32, further comprising the step of: :

interfacing with the system registry via a configuration manager graphical

userinterface. @~

39. The method of claim 32, further comprising the step of:

graphical user interface.

40. The method of claim 32, wherein the step of receiving a request to

authenticate involves receiving the-electronic message. o
41. The method of claim 32, wherein the step of transmitting-the electronic

postmark data structure to a recipient client involves transmitting the electronic

message.
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the recipient electronic address to _an authentication server involves using
the authentication server which is an el ecMon c postmark server. 45. The

met hod of wolmkes#2, further jm lﬂ !ﬂ“ﬂ] " p of . verRGHUSeE2T0p%
el ectroni c postmark using a key. -45

42. A method for authenticating an electronic méssage, comprising the steps
of:

sending a message comprising message data and a recipient electronic
address from a sender to a sender front-end module at a sender client;

transmitting the message from the sender front-end module to a sender
client proxy module at the sender client;

creating, by the sender client proxy module, a hash value from the
message data;

sending the hash value and the recipient electronic address from the
sender client proxy module via a network client module to a network server
module at an authentication server;

generating an electronic postmark for the hash value by the authentication
server, the electronic postmark including time and date information;

sending the electronic postmark and the recipient electronic address from
the authentication server via a network client module on a recipient client to a
recipient client proxy module on a recipient client;

transmitting the electronic postmark and the recipient electronic address
from the recipient client proxy module to a recipient front-end module at the
recipient client; and

sending the electronic postmark from the recipient client to a recipient at
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the recipient electronic address.

43. The method of claim 42, wherein the step of generating an electronic
postmark involves using the time and the date which indicate when the electronic

message was received by the authentication server.
44, The method of claim 42, wherein the step of sending the hash value and
the recipient electronic address to an authentication server involves using the

authentication server which is an electronic postmark server.

45. The method of claim 42, further comprising the step of:

verifying the electronic postmark using a authorized digital key.
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