| System for security checking or transport of persons by a lift
installation and a nethod for operating this system The invention rel ates
to a systemfor safety checking or transport of persons by alift 5
installation and to a nethod for operating this system according to the
I.ndependent patent clains. Systens for securlty checki ng of persons are
known. For exanple, such systens control' the entrance/exit of persons

to/ from buil dings, storeys, roons, etc. 10 Intelligent systens for
transport SngtepleiosmsuréﬂyameskmmMstDomﬂfipﬂnwm byatlifoinstadlatign and a
identific . nsport neans. The specification EP-0 699
617 discl g‘tsetlta@hafoq ggl ce r'ggl%ét%'?'ol ling a lift installation in which the
lift installation is controlled by a person through an identification
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t he cont installatiogrenid tamdmethbd fertapsrating |th}$ systemr ambefdime, the dsiepentdnt pateht
desti nat IQ ghe bearer of the identification code is thus identified and
a travel eg{l nation is assigned to himor her. The processing unit
transmts a corresponding control signal to the lift installation, which
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i dentifi cmeie@tranaz&ﬂ@cmofp@rsﬂms te/bogdiuidiags egseysordomd, étangs, storeys, roons,
etc.,4@nd in order to be able to be transported by the lift installation.
25 Accordl to the specification WO-01125128 a person carries a nobile
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the object of the invention to a system security checking or
t ransport qugdentlficat:on code is thus |dent|fed and a travel destination is assigned to him or her.

The processing unit transmits a corresponding control signal to the lift installation, which
then automatically conveys the person to the travel destination.

20
It has now proved to be a disadvantage that unauthorised persons can use the
identification code in order to gain access to buildings, storeys, rooms, etc., and in order to

be able to be transported by the [ift installation.

25  According to the specification WO-01/25128 a person carries a mobile input device which
undertakes authentication by speech recognition and checks whether the person is who he
or she purports to be. The person also inputs his or her travel destination by way of the
mobile input device, which passes on the travel destination as a control signal to a
processing unit, which then communicates a corresponding control signal to the lift

30 installation which automatically transports the person to the travel destination. The relative
awkwardness of this input device, which also necessitates an own electrical current

supply, is disadvantageous.

It is the object of the invention to provide a system for security checking or transporting

35 persons by a lift installation and a method of operating this system, wherein the reliability




35 persons by a lift installation and a nethod of operating this system
wherein the reliability 2 of the identification is increased in sinple node
and manner with, at the sanme tinme, a nore user-friendly possibility of
input of a travel destination. This object is met by the invention in
accordance with the i ndependent patent clains. 5 The invention fulfils the
object in that a person, who is to be trzansported by a lift installation,
is authenticated by detection of at |east one authentication signal by at
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si gnal . Athtaatdegéficaiby code.f i ngerprint or a hand geonetry or a facial
profile or an iris pattern or a retinal scan or a thermogramor a snell or
a voice or a signature or pressing a button is used as authentication
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person and a destination call take place already. In addition, the use of this authentication
20 device by a single person is very hygienic. Advantageously, the mobile authentication
device does not require an own energy source, but is supplied with electrical current by at
least one external energy source, which makes this authentication device simple to use

and maintain and economic to provide.

25 A biometric signal is used as authentication signal. Advantageously, a fingerprint or a
hand geometry or a facial profile or an iris pattern or a retinal scan or a thermogram or a

smell or a voice or a signature or pressing a button is used as authentication signal.

Advantageously, the stationary recognition device comprises at least one input means for
30  input of the travel destination, which can be a known and proven control and display panel
with buttons or a touch screen. This has the advantage that the mobile authentication

device does not have to contain such input means and can be constructed to be

correspondingly small and simple.




3 Advant ageously, the identification code is checked wwth a user reference
in order to establish whether the person is also a registered user of the
l1ft installation. In this identification it is checked whether at | east
one user reference exists for the detected identification code. 5

Advant ageously, in the case of successful association of identification
code and user reference at |east one cdntrol signal is transmtted to the
lift installation in order to transport the person to the travel
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any |ift destination. In the case of unsuccessful access check, at least one alarm signal is

20 communicated in order to lock the person in the lift cage or to deny the person access to

the travel destination.

The invention is suitable for exclusive as also for alternative or supplementary
identification of persons in lift installations. For example, for this purpose mobile
25 authentication devices carried by persons are supplemented by further stationary
authentication devices near the lift installation. Such a need exists, for example, in zones

with high security requirements, such as banks, military zones of protection, etc.

The invention is explained in detail by way of example in the following on the basis of two
30 forms of embodiment. In that case, Figs. 1 and 2 each show a basic illustration of a

system for security checking or transporting of persons.

In these basic illustrations, a person P is transported by a lift installation A. Authenticatable
goods can also be transported instead of a person. The lift installation A can be any lift

35 installation, which is installed inside or outside a building, with lift cage, drive and lift




35 installation, which is installed inside or outside a building, with lift
cage, drive and lift 4 control AS. Adrive with a lift cage fastened to a
conveyi ng cable and a counterweight fastened to the conveying cable are
schematically illustrated. Al known and proven |ift installations can be
used. For example, hydraulic lift installations or also such in which the
drive is fastened directly to the cage,4and naturally al so escal ators, can
be used. 5 An authentication device F detects at |east one authentication
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preferably binarised or the line w dt hs reduced Details are marked. 15
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20  Facial profile: A facial profile of the person P can be detected as a three-dimensional
model or as a two-dimensional pattern or as an infrared image as well as a combination of
these methods. In addition, black-and-white images or colour images can be detected.
The detection angle can vary, thus profile images or frontal images or general
perspectives can be detected. In terms of time, a static image or an image sequence can

25 be detected. The authentication device F photographs at least a part of the facial profile of
the person P by a camera.

Iris profile: A texture of the iris of the person P is detected. Preferably, the person P
stands at a spacing of a few decimetres distance in front of the authentication device F
30 and logks into a camera, which camera photographs the iris texture. This photograph is
digitalised to form an iris code. The iris is preferably divided into annular regions and

characteristic features are marked.

Retinal scan: A structure of the veins of the retina of the person P is detected, for example

35 scanned. The person P preferably stands at a few decimetres distance in front of the




35 scanned. The person P p referably stands a t a few decinetres di stance
in front of the 5 authentication device F and | ooks into a canera, which
canmera photographs the structure of the veins of the retina. For this
purpose the eye is preferably irradiated with infrared 1light. The

phot oreceptive structures of the eye reflect the infrared |ight, which
reflection is photographed. This photograph is digitalised to forma
retina code and characteristic 5 features are marked. Thernogram Ther mal
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person P is detected, for exanple scanned. The person P wites a signature
on a surface of the authentication device F, which signature is
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20
Pressing a button: The mode and manner how buttons of a keyboard are pressed by the
person P are detected. Preferably, the authentication device F ascertains, by sensors, the

force or dynamics of the pressing of the button.

25  Advantageously the authentication device F comprises at least one sensor S for detecting
the authentication signal PO, at least one data store B1 for filing the person reference P1,
at least one data store for storing a recognition software, as well as at least one computer
unit for execution of the recognition software. The sensor S is, for example, a camera for
detecting a fingerprint or a hand geometry or a facial profile or an iris profile or a retinal

30 scan or a signature. A sensor S, for example, a thermal camera for detecting a
thermogram. The sensor S is, for example, a smell sensor for detecting a smell. The
sensor S is, for example, a microphone for detecting a voice. The sensor S is, for
example, a button for detecting the pressing of the button. At least one authentication

signal PO is advantageously digitalised and filed in at least one preceding method step as

35 a person reference P1. With the recognition software there takes place an authentication




signal PO is advantageously digitalised and filed in at |east one precedi ng
nmet hod step as 35 a person reference P1. Wth the recognition software
there takes place an authentication b by conparison of the detected

aut hentication signal POwth the filed person reference Pl. For exanple,
specific characteristic features of authentication signal PO and person
reference P1 are conpared with one anot fer. This is carried out by a
standard software which are available to an expert in the field of lifts.
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the per Soﬂd\lfaan?ggreroiuglff ittt'nei %uﬁwie%ﬁcaeﬁgg Vt\éelie%htplace before entering the lift cage.
Advantageously the authentication device F is used in the immediate vicinity of the lift
20 installation A. Advantageously the authentication device F and a recognition device E of
the lift installation A comprise a transmitting and receiving unit. For example, the
authentication device F comprises a transponder which transmits or receives codes by
radio signals. For this purpose, typical radio frequencies are 900 MHz to 6 GHz. For
example, the authentication device automatically receives at least one recognition signal
25 from the recognition device E as soon as the receiving unit of the authentication device F
is disposed at a spacing of a few decimetres from the transmitting unit of the recognition
device E. With knowledge of the present invention, the e xpert can obviously also use

other transmitting and receiving units and other radio frequencies.

30 The authentication device F is mobile, i.e. the person P carries it in size and weight
similarly to a credit card and can use it at any time simply and quickly. The use of the
authentication device F by a single person is very hygienic. In a first advantageous form of
embodiment the authentication device F does not need an own energy source, but uses

an external energy source for electrical current supply. For example, the authentication

35 device F is supplied with current by way of an electromagnetic field. This can take place




simlarly to a credit card and can use it at any time sinply and quickly.
The use of the authentication device F by a single person is very
hygienic. In a first advantageous form of enbodi ment the authentication
device F does not need an own energy source, but uses an external energy
source for electrical current supply. For exanpl e, the authentication 35
device F is supplied with current by way of an el ectromagnetic field. This
can take place by radio via the recognition device E as soon as the
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20 the authentication of the person can also be less than 1 seconds depending on the

respective sensor which is used, for example less than 5 seconds, for example less than 1

second.

The result of the authentication is either positive or negative. In the case of positive
25  authentication, i.e. on correspondence of authentication signal PO and person reference
P1, the output software provides at least one positive authentication signal P1+. In the
case of negative authentication, i.e. in the case of non-correspondence of authentication
signal PO and person reference P1, the output software provides at least one alarm signal
P13. Advantageously, the identification code P2 is set up and filed in at least one
30 preceding method step. For example, the identification code P2 is a numerical sequence

or a numeral and letter sequence.

Rasically, an identification code P2 filed in the authentication device F or an alarm signal

P13 of the authentication device F or an authentication code P2 known to the person P is

35 transmitted. For the first case, the authentication device F advantageously comprises at




P13. Advant ageously, the identification code P2 is set up and filed in at

| east one 30 preceding nethod step. For exanple, the identification code P2
i's a nunerical sequence or a nuneral and letter sequence. Basically, an
identification code P2 filed in the authentication device F or an alarm
signal P13 of the authentication device F or an authentication code P2
known to the person Pis 35 transmtted® For the first case, the
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si gnal Pldevide £ han akehdaveiicavmemudevayse F by radio to the recognition
device E. For exanple, it is also possible that the person P is provided
acoustically or optically or nechanically with an identification code P2
or an al ar m si §mes, itPg Pobsibie thatethe Haitraumtibationi deaitce dh comprisss & transrhittng and put
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that the @eMieson oPanedssinvaignal Fridraf tireeauthenticetinn devideoln byleadiodo Feorecogration
recognitign.deyvice E with an output neans, an acoustic or optical demand
signal for entry at the recognition device E of the identification code P2
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to the pei[jgﬁtﬁicgtior?r?ode P2 at the input means of the recognition device E.
- Alternatively thereto it is possible that the person P receives, from the
authentication device F or the recognition device E with an output means, an acoustic or
optical demand signal for entry at the recognition device E of the identification code P2
20 known to the person P.
- It is also possible that the person P receives, from the authentication device F or
the recognition device E with an output means, an acoustic or optical demand signal for
entry, by way of an input means of the authentication device F, of the identification code
P2 known to the person P.
25
The possibilities of transmission can take place within the time window set by the
recognition device E. However, it is also possible that the authentication device F
transmits to the recognition device E by radio at least one transmission signal in order to
inform the recognition device E about the imminent transmission or in order to setthe
30 recognition device E a time window for transmission of the identification code P2. Finally,
it is possible that the authentication device F sends to the recognition device E the positive

authentication signal P1+ or the alarm signal P13 as transmission signal.

The transmission possibilities can be combined and varied. For example, it is possible

35 that the person inputs the identification code P2 by way of an input means of the




The possibilities of transm ssion can take place within the time w ndow set
by the recognition device E. However, it is also possible that the
authentication device F transmts to the recognition device E by radio at
| east one transm ssion signal in order to informthe recognition device E
about the inmnent transm ssion or in order to set the 30 recognition
device E a tinme w ndow for transnission’of the identification code P2.
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posi ti on eaicogmnitiemtdesiceeE and albe the feheckirg dbvlae |Corar$\com‘wamabgewbbge ancthe
recognitlilg gen\étw%e E is a conponent of a control and display panel of the
lift instart A. Advant ageously, the control and display panel is
nount ed near a storey door of the lift installation A In the form of

errbod%re r]tl'he recognition device E is advantageously mounted in stationary position at an entrance
to the lift installation A. Advantageously, the recognition device E is a component of a

control and display panel of the lift installation A. Advantageously, the control and display

panel is mounted near a storey door of the lift installation A. In the form of embodiment of

the invention according to Fig. 1, a travel destination P3 of the person P is predefined and

25 filed in at least one third data store B3 of the checking device C. In the form of
embodiment of the invention according to Fig. 2, the person P inputs a travel destination

P3 by way of an input means of the recognition device E.

The identification code P 2 and/or the travel destination P3is or are transmitted by the
30  recognition device E to the checking device C. Advantageously, the recognition device E
and the checking device C communicate with one another by cable or radio. In that case,
the recognition device E and the checking device C can form a single system. For
example, a building 20 comprises storeys and a lift installation A with three lifts arranged

adjacent to one another. At least one recognition device E per storey is placed near the

35 entrances to the lifts. For example, each recognition device E is an insert which is




the invention according to Fig. 1, a travel destination P3 of the person P
is predefined and 25 filed in at |east one third data store B3 of the
checking device C. In the formof enbodinent of the invention according to
Fig. 2, the person P inputs a travel destination P3 by way of an input
means of the recognition device E. The identification code P 2 a nd/or the
t ravel destination P3 i s or are traffsmtted by the 30 recognition
device E to the checking device C. Advantageously, the recognition device E
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char afot er+r1set 'c eék‘lar?gt 45 Sar%]c cHe%EQ tm'rl'}ce'thcea}té Wef ?qurence P4 is filed for the detected

identification code P2. For example, specific characteristic features of identification code

P2 and user reference P4 are associated with one another. This is carried out by standard

software which is available to an expert in the field of lifts.

25 The result of the identification is either positive or negative. In the case of positive
identification, i.e. in the case of association of identification code P2 and user reference
P4, the checking device C provides at least one positive identification signal P4+, In the
case of negative identification, i.e. in the case of non-association of identification code P2
and user reference P4, the checking software provides at least one alarm signal P13.

30
The forms of embodiment, by way of example, of the invention according to Figs. 1 and 2
differ from one ancther insofar as in the form of embodiment of the invention according to
Fig. 1 in the case of presence of a positive identification signal P4+ a predefined travel

destination P3 is provided in the checking device C, whereas in the form of embodiment

35 of the invention according to Fig. 2 a travel destination P3 is provided at the recognition




P2 and user reference P4 are associated with one another. This is carried
out by standard software which is available to an expert in the field of
ifts. 25 The result of the identification is either positive or negative.
In the case of positive identification, i.e. in the case of association of
i-dentification code P2 and user reference P4, the checking device C
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transport the person P to the travel destination P3. In the case of
negative checking of the access authorisation, the checking device C
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moved to a secure and discrete storey, for example a basement floor, where the person P

is received by the security service. With knowledge of the present invention, the expert

has numerous p ossibilities of variation. F or e xample, the lift control ASinthe case of

presence of an alarm signal P13 can grant the person P access o a lift cage, close the lift

25  door, move the lift cage to a secure, discrete storey and then simulate a lift breakdown so

that the person P does not have any suspicion until the security service is on site for

further checking of the access authorisation B5 of the person P.




noved to a secure and discrete storey, for exanple a basenent floor, where
the person P is received by the security service. Wth know edge of the
present invention, the expert has numerous possibilities of variation. F
or exanple, the lift control AS in the case of presence of an al arm signal
P13 can grant the person P access to a |lift cage, close the lift 25 door,
nove the |ift cage to a secure, di scret B storey and then sinulate a lift
breakdown so that the person P does not have any suspicion until the
security Bateut Ceims on site for further checking of the access

aut horisation B5 of the person P. 12 Patent Clains 1. Method for security
checking or transport of persons by a lift installation (A), in which at

| east onelaut h&lethodafior (sactsitgmabcmn@;:)))r tanspopesfsparsri®) by @ lfetretallatioroyAlain
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profile o pattenor a 1€ I | or
B Voi co of a's MelEeREb B Bidin f ShidBlenSifl hinafe [REIFIH AR Bof o8l o,
si gnal (P(B) ).is 2iphplied Mith letttricacanrcinhy aideastieneextelra! esergytsourBe. characteri sed
inthat it is checked whether at |east one user reference (P4) exists for
the detected identification code (P2). 5. Method according to one of clains
1 to 45 char actMethsiedceardinbato thentt arel, chmatﬁerimd am th&3p bibmelie pignalon
(P) is che st .one .access ri (.B5) e
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checki ng or n [ by a lift installation (A), with at | east
one nobi | 53%{{1 %%B?ntlcfal E'gn?s}%g@'(F) which is carried by a person (P) and

whi ch
20 4. Method according to one of claims 1 to 3, characterised in that it is checked
whether at least one user reference {P4) exists for the detected identification code (P2).

5. Method according to one of claims 1 to 4, characterised in that the travel
destination (P3) of the person (P) is checked with at least one access authorisation (B5)
25 and/or the travel destination (P3) of the person (P) is compared with a list of travel

destinations of the access authorisation (P5).

6. System for security checking or transport of persons by a lift installation (A), with at
least one mobile authentication device (F) which is carried by a person (P) and which
30 detects at least one authentication signal (P0) of the person (P} and checks whether the
authentication signal {P0) corresponds with at least one person reference (P1), which
authentication device (F) provides at least one identification code (P2) when authentication

signal (P0) and person reference (P1) correspond, and with a stationary recognition device

(E) of the lift installation (A) which detects the identification code (P2) and assigns to the




30 detects at | east one authentication signal (PO of the person (P) and
checks whether the authentication signal (PO) corresponds with at [|east
one person reference (P1), which authentication device (F) provides at

| east one identification code (P2) when authentication signal (PO) and
person reference (P1l) correspond, and i,th a stationary recognition device
(E) of the lift installation (A) which 3etects the identification code (P2)
and assigns to the 13 identification code a predefined travel destination
(P3) or adertdigationdentiei ;atedefingdHpyvel destinatian (3 er pdtayghdastioatianelfi3s inpuERt by
the per some(,g’go zlongg%ggg gbgg, ni®.claime6, characterised in that the
sensor (S canera tecti ng a fingerprint or a hand geonetry or
a facial proflle or an iris proflle or aretinal scan or a signature and/or
that the ?ensoéys?e?)w dcéor%w@ h@adﬁ%F%tefn%d eI e Geror Fs*rﬁ n%’éFb%‘rd/ or
t hat the sensor sensor or detecting a sne and or that

t he seﬁwso@ete@m@ﬂ@gaﬂprmtcpmh@d gronoRitye@ta fagich pwﬂlezer andrisoprofileaar a redingensor
(S) is a t t t e
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M that the steias: BearRIbARE G AtebRo i af/@ 8L fle|sBncr () #6b
transmttiongetﬁnwgr@e%ﬁmﬁfgthﬁlbuttorand that the recognition device (E)
conprises at |east one transmtting and receiving unit. 10. System
according to one of clains 6 to 9, characterised in that the recognition
device (B con%yst@asaca@rdlr@atgton@néclawpﬁﬁ ape dncharanteniseguin that thenauthendigation

destinati gu,idF) had8n external energy source for electrical current supply.

9. System according to one of claims 6 to 8, characterised in that the authentication
15  device {F) comprises at least one transmitting and receiving unit and that the recognition

device (E) comprises at least one transmitting and receiving unit.

10. System according to one of ciaims 6 to 8, characterised in that the recognition

device (E) comprises at least one input means for input of the travel destination (P3).

20




