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WD 2004/ 032452 PCT/ JP2003/ 012054 DESCRI PTI ON
APPARATUSES, METHOD AND COVPUTER SOFTWARE PRODUCTS FOR
wOHIRGR4sb NG A HOVE TERM NAL Techni cal Field PcThe2003/012054
present invention relates to a hone term nal apparatus
for sending and receiving packet data to and froma
router connected to an external network, the hone
term nal apparatus being connected to the router via
a hone network, and a _communicati on system using said
home term nal apparat UPESGCRERTFNNd Art Recently,
access networks such as ADSL (Asymmetric Digital
PBERFISHEr METHEY ANGPEPEHTER iSPETWARE BRIDKCEH dOR MONTRRIEING A HOME
WéRrlare  broadband capabl e of handling a | arge
ampunt of co ni cati on 15 data and which are
Taebaugal Eiekd 5 | tines have been widespread at an

ggﬁglﬁﬁéﬁ%éﬁﬁl’wégtﬁﬁ?@@ﬂéﬂ RB" ¥ W@ﬁ‘fé-teﬁnﬂbq apparatus

home net wor ks
foor gaamidiald yandnnmewgngomcleegtpl dateesoatanmdnéraun ha router
one a her are u der andar di ion er t.he
cQRnethed afe cah ‘e kB Ehal sitvilik nheo hpme o il “apparatus
bOME EBrARIttaNCES Whid Rsuedt evi® apehghfet hrmeviomk) and a
an outside |location by renotely operating his/her
combhuaicatismaysieichisiag $2iccbamaett@rminak ppparatus.
Internet and by transmtting control information to
such home appliances via the Internet and a hone
B& sunthekyia connection i s nmade between external

and hone 25 networks in a conventional é od: [ ZF L.
a pl RaFenlYofaGiahs NAIWAAKS SHERN R RSks Agw@alsnﬁttr Digital
r S n d
SBSEHATTRS BEGATIREE elidik MR 98" SR ypich are
breatiband capulset f hanidbing ra dange am(mnk of Zoammunication
chFadREREN oy uabirebibat St s BRI Hreac at
aﬁ'zﬁ.@el%?ét@&sraﬁe%\?@ﬁ'arﬁ@ﬁgﬁﬁdﬁﬂa ﬁoh‘i’é‘%er AVRS s@ine time,

ernal server apparatus es a control request to

ynkmahst ofelncmmal netwooks fprt hegapécally acginstegting home
app iafces aq: home with one another are under standardization.
Under these circumstances, it is expected that a user of these home
appliances will be able to operate them from an outside location by
remotely operating his/her mobile terminal which can be connected
to the Internet and by transmitting control information to such home
appliances via the Internet and a home network.

When a connection is made between external and home
networks in a conventional method: (i ) a plurality of home internet
terminals assigned with local addresses are connected, via a home
network, to a router connected to an internet network; (ii) the
router is connected to the internet network via an internet service
provider (ISP) using a communication line; and (iii) the internet
service provider (ISP) assigns a global address to the router.

When an external server apparatus makes a control request

to an internet terminal at home by the use of a global address, the
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WD 2004/ 032452 PCT/ JP2003/ 012054 fol | ow ng

conventional nethods are used: a router is set to
woeodsosms2stati ¢ | P masqueradi ng (e.g. JapanesecCT/JP2003/012054

Lai d- Open Patent Application No.2000-341337) and an

internet termnal perfornms polling (e.g. Japanese

Lai d- Open Patent Application No.08-204704 and Japanese

5 Lai d- Open Pat ent Appl i cati on No.2000-183923). In

tatic IP mas uer a arouter, when recei vi ng
03513«@19 e HORAI aRek hogscare disastt anisHar iseSet to perform

ST (84 s NAREREAN Micoion

Norn2@00eB41337 haindaad iierneiutesmihal prefernimtpollimg (e.g.

JaRkaFSadd BsORe b ERtEnE ARPLE hx&ﬁ'hﬁ)bi'&%?ﬂéféio%ﬁ‘g Japanese

LAkl as papeatft A%%]R:Sa%?én'moaﬂ@)@r(DQQSSﬁ‘ n%:fore

possible in static I P masquerading to co nce a
sessilon staticohPyntasguerading.a@ $Du§ebuwl’m&d‘ﬁ¢ejmlmgepacket

B8 RS o SO R 3G 5 AB5bEL Sk o destination

péAuh@imbeeetyesertd B aledthatittt adeir@skaintodthéd Rs@él address
1packet to be sent to a server appar atus, and sends
0

0 IpAERBEt tarminakepner thgsaraUlesather Peskedr dag to the

|ntgthB§if'%‘é‘an;\ﬁ1£dg§/ﬁﬁe p r{)gﬂ%%d §§“§n%af<}§<’?él ?Eltd?e‘sggs being

€ess er an conver

rexgistiered pora mlnbersmtltalﬂé ias tfhee@aakleresseg i 28dvance.
Ij%)ort number . whi ch n.be use drﬁ:y the router. When this
Theretpre, | IS BOSSHD (1B AU ReRsaHegadiad| kr gommence a

&%fé]lb‘?ﬁﬁo?foﬁ@efﬂd}pefﬁétl cta‘Frs'?HEaButtéﬁo%rﬁﬁ'tlﬁ%ﬁ@ﬁél side.

the -rout e Sender" s port "nu
i nt erImetheenmthald |mmd1|t:h|ea sdanderhet mermlmmmrfofmmeollmg,

be stor |nthe con ersion table
thistobindh Srddtey PeteRide YD, Ahelntarhgy eriinal,
ofcfanﬁé@@etS% B s@RP&bad 'é%’rvérrﬁﬁ@%ﬂ' é’ﬁé'serﬁﬁ’@%ﬁkh packet

that includes control Iinformation i ntended for th
ta nkhe neerveer apparatuse afbar eeosy@(ftmgssthmesender s address

inggabREoh ofh ok E6st aRo, RECHALIPAY i rEhbofouter and

comeeHdag theti@ndes'@sop@ﬁ?tQﬁ@hﬂiepaﬁ&lﬁdé@sne@hevpb&ket into a
into the | ocal 30 address of the i nternet term nal

nd
PO He NgEabER W hith g beuweed by theneoutarer n\é/thqréithiﬁhéﬂ done, a
%ggf ﬁ‘L S 6 o |'i1rb?uaﬂ?quﬁb°rloE?P| gdd?ﬁgs 'P4RE internet

et to the intérn term
terminal the global address of the router, the sender’s port number

of the internet terminal, and the sender’s port humber of the router
is to be stored in the conversion table for a specified period of time.
Then, when receiving, from the server apparatus, a response global
packet that includes control information intended for the internet
terminal, the router specifies the destination on the local network by
converting the destination address and the destination port number
included in the response global packet respectively into the local
address of the internet terminal and the destination port number of
the internet terminal with reference to the conversion table, and
routes the packet to the internet terminal.
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WD 2004/ 032452 PCT/ JP2003/ 012054 In the static IP

masquer adi ng and the polling nmethod, TCP, which is a
woamn@sd4sen protocol, is generally used as a PCT/JP2003/012054

communi cation protocol. Meanwhile, there is disclosed

anot her polling nethod (e.g. 5 Japanese Lai d-(Open

Pat ent Application No.2000-183923) which inproves a

transm ssion efficiency and delay characteristics in a

case vvh e t her.e a significant dlfferenc _or a
Cao M Ehe s AP iRadalBredinge b the AR lin@amathod, TCP,

whRER[&ku 8ﬁne'é?i’2ﬁ¥%rrﬁt&‘@8f‘ id {aréﬂlgrifs?ed %s@%ttﬁm’umcatlon
1 nal a

control his/her one ter aratus from a
paitagiale | ocation via the i nternet it is necessary to

t ake ,count eh res a |ns urlt threaﬂs t hat

cour dIeaBY IR s, feoatiose “anakpee Baling afethod (e.q.

Jé@éhéééuiaﬁhLO‘ﬂ)erﬂePé@@nﬁHJ&%I'Flﬂat%ha%tZD@G[I‘SB'QZB)V which
conditioners in many houses 'all at once, it is

inApEQVaB| @ tmsw&womtef&clancy aads delpycchasacyenistics in a

cFeamers EhEr8isa Slon gkl Ire el ioh € hapPSral variation in
tredficchetwee conmeTsoitatiGpepaaankes. ot hers. Al so,
renote control information to be sent to a ho

Ferm'ﬂ@W%arWth%"(% BseﬁoWéSBEEI F@nﬁ%ﬁnqtﬁibh gondeel his/her
hbH‘l%rﬁe?H{l?l'aqeaopnéQ{‘éﬁ?é‘th Fh 'a?ﬁ B%%HIJ@%E%U%% Y ehinternet,

Such target erm na apparat
itHe W s santyeto dakerccumedrmeasiurals agaast smcmmiqynthyeats that

i e chER HABMLEINBE ¢ OrcBHBraPIS e Hilie  halicidus third
pé%ﬁ Citna%é%oﬁ?n a@ﬁﬁl{ @B%Hnso'noﬁfr gSﬁ@‘t‘ﬁén@rﬁ lfﬂmen‘cna?‘ﬁy houses
po ere

erels a |ng|nterva 'S
al:in@t egrcayr dblisnassuamableethbahgsdah atttacke Wil cause electricity

uergdi n cann t. _be made .t.0o a_router, dependi n
SHAEK, y JaIRheTaTRe 1 A TEMHL SEitOnPERVERE ths ieakadd of'a control
ré&@éé’@sehe thk lintephedn BRlldiguRr enerd mﬁ@\@@h@r‘spéoflng and

|ntended to solve the above pr obl ens ose first

6t is to provi de a home term nal apparatus that

o g T S AP o o

terminal apparatus (e.g. home appliance) from a user in an outside
location is required to be sent to such target home terminal
apparatus immediately. However, when an internet terminal makes
an inquiry to -a server apparatus according to a simple polling
method, the immediacy of the control request to control a home
appliance is lost because of the fact that there is a polling interval.
Also, there is another problem that a setting for static IP
masquerading cannot be made to a router depending on the type or
the implementation of the router.

Disclosure of Invention

The present invention is intended to solve the above problems
whose first object is to provide a home terminal apparatus that
enables control information which a user sends to a home terminal



10

15

20

25

30

apparatus such as a honme appliance and the |ike from

an outside location, to be imediately sent to a
woenmmads2apparatus to be controlled by utili PCHmgPaN3/012054

existing router, with a secure conmunication being

realized in sending/receiving such control 5

i nformati on. The second object is to provide a hone

term nal apparatus that enables the user to renntely

control a hane tern1na| apparatus from outside

apmaaawwqﬁfs@csuae hedngeaPRdiaNFs @Nddbig bke évchﬁrﬁém outside
Io@%‘fltﬁ‘? t?)o‘Hb qfﬁlﬁ‘f]e@fért% Sé@ﬂttﬂ? Qof@rﬁw?ﬁ@ na’[{)%gratus to be
out ne I cCa

par at us, to make co
ccsrﬂmcllmi tk»ysuuh:limrrg Berme»alsta'rg)armwlserandwath a secure
router. T rreterm a aratﬁé.ac ordin

h
cqPtaBRicat o R 1adiredrb: SeRAIES Remivinae sHeh control

in6PAHAgoRecei ving packet data to and froma router
that 1s connected to an external 15 network to which a
servéfhepﬁ%ﬂmdsObjse@omé:a eirovidhe andm@me dgeirimizial apparatus

ShAkIEs SRir PacPEB TRTBALRE: LaBrEMS Moy Lapparatus

frb%géméﬁi@ heas&ein dat RidPlyosaRte thaliifesaisiglg its mobile
apparatus; a protocol determ nation unit operable to

teqeninral ﬂ@vw@oﬁmn@faermurm%aal the hesee tritabeal apparatus,
wiHB,L eh@e%"i‘h ARRAT fHdiRe aggl 1 cé‘éé& eti1 3 %ﬁs s home

a connunlcatl n unit oper O send rece

teranked| dpparbeusrehdir@motiterser ver apparatus via the
router, wherein the protocol determ nation unit

det er @edIGMs ta1ani ABPRIARYS Acsarding dRodihe present
m%ﬂ?-i'ah gatige W Hb i &SR P%P@RQP#&é’SF&Q §ehdl nﬁ}"—’re?celvmg

conmuni cati on protoco e communi cat |
pamkets:laatas toadddefromoti foute dhapdskeondaiciedeteram exkternal

nStwpRh: B8 Ghilh Fosivan ABRatAts dsocammected, the home
teTPRM A0 érS‘béFé(ﬁJstélﬁ@ecbﬁWeﬂfteda% (fHe Pos€SOVia a home

conmuni cat1 on protoco when t he communication unit 30
netwesky e:@ernpenslagnta ¢ladketog eneirahiarp uamt opariabtlado generate

oSERLFL AR VE e, Sl POOHHE° R ST IRRPIROI A rotocor
détermination unit operable to determine a communication protocol
used between the home terminal apparatus and the server
apparatus; and a communication unit operable to send/receive the
packet data to and from the server apparatus via the router, wherein
the protocol determination unit determines that the home terminal
apparatus should communicate with the server apparatus using (i )
a first communication protocol when the communication unit sends
address notification packet data generated by the packet generation
unit to the server apparatus periodically and repeatedly at a
predetermined sending interval via the router, and (ii) a second
communication protocol when the communication unit
sends/receives control information to and from the server
apparatus.
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router, it is possible for the router to always hold a

corresponding relationship between gl obal and | oca
waddassss. This allows renote control i nfor mRCTAP2008012054

be sent to a target term nal apparatus 5 at hone at

any tinme froma nobile termnal in an outside

| ocation. Furthernore, since control information to

control a hone appliance and the |ike transn1tted

bet ween t he server aratusadthe home term na
appar‘%@%"‘ﬁ@ﬁ%t%”'lr&%g R%Q(ea"ft & iSoRRMPEIEaIHY sent to the
rdlit¥d0Gelis ;? co E F(ﬂeﬂ% eSS §Vh6£§|”%dc59ré’srﬁondlng

secufe pro o poss E?e to ella
redatmnﬁmnerlsetwfelemmgldba:h tarydcdmd:abladdgessee hOFﬁhIS allows

SRR RS Rert 4 PEG o TOUSE shiC0S ol Wi diinal paparatus

att BlothBaht W'tﬂh‘ésfﬁfrﬁoé%%lté) tEPmiRASANEN outS|de location.
i nvention, the server apparatus includes: a second

Fediirmnese; sincescaminol dpéoamasion t@ﬁanté@bavl@omlaaphance

it RS BeRSraRtel e ShetBUHE Lt drindE & afdahe home

teapnpi @it apparhensiis éet/Fecendegastkelr eoenaiunitatioh tprotocol
generates the notification packet indicating the

b@w@emﬁbsssf apPRsagyResolS s¥yteRed: B0 canie@ira myokese!, it is
pb&EiHI8aL Wﬁlﬂ&“ére%ﬂ? 24 gpél%rﬁ(fn (Froh‘?cm?éiﬂal controlling

oeeurred i rver apparatu the se

tho ihomiecappdia noe bysaresns afdtaropidringtand feankielg tlee control
. the Qe terym nal Eparatus via the router.
INKREBIRGIAG 97 SPAQfiRGssi bl e for the server apparatus

whi C*Nsroe‘%ﬁ'ﬁf?@h‘b‘?ﬁ%ﬁ‘ér%ﬁfaﬂﬁ{ﬁé%%‘tﬁ@ c%%‘i"Eir‘i’%'tb%e present

t he home ‘termn 5 appar at us romt
wwanﬁmal ey isesves appdratuws tiheludms teesgicosld communication

B B eG 8 b Rb UL S T R o b T o s packet

géHehatioN Lelit i Jp@FdmE e dél*neﬁaft% QEkdted Ataalo be sent to the
apparatus, so as to send a control request after a

h@@f@@r@rdamhumarcawttﬁr,owéwemstl@gt sBrpogedackeats generation

o ey PR NBYEELS R ddyet PBREALBAE Wurrence o

theveomtron rteybest ¢obedhbblath@ onke terminadl apparatws, when
as descri bed above, but 5 WD 2004/032452

sdr/CATeR/ 689055t aPsEUEEEd HbnkhRei SaFYeR appaeatus, and the
sEOFRAS 88 min FHIAtheTeuh R BefRls said notification packet to the

home terminal apparatus via the router.

Accordingly, it is possible for the server apparatus which
received control information for controlling the home terminal
apparatus from the mobile terminal device to send, to the home
terminal apparatus, a notification packet indicating an occurrence of
the control information before sending such control information to
the home terminal apparatus, so as to send a control request after a
secure communication protocol is established. This results in
enhanced security in communications.

Note that not only is it possible for the present invention to be
embodied as a home terminal apparatus as described above, but

5
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apparatus, the router and the server apparatus, and as

a communication nethod that includes, as its steps,
woOheowm24ss of the hone term nal apparatus. PCT/JP2003/012054

Furthernore, the present invention is 5 al so capable

of being enbodied as a programthat causes a conputer

and the like to execute the above communi cation

nmet hod. It should be al so understood that such

rogram can be distribute via recording nmedi g such .
236" 508 GalA OBIRERA Ol SHST I s AMBOSECh AL LSh HoRRItgrminal
a%ESPaﬁ?sa B8 Rl OAnRCt MRE K selVefS Sl6paraBes, and as a

ove, since the home term nal apparatus ' according to
comempinésationi nveth o d it hadnthscladiss sas rits istepst, itdre units of the

58S BEPARELES. YePAhFRGES e bRy Bbehuion i

alls@r ¢dsabRUt8f beiggaxpboelidda agosr p¥BYHiMY that causes a
rel ationship table That lists a corresponding 15

compitiesnand heelikedio gresatedine pboMe aaom asrisation snethod.

tec PR 0K 186 o8B b Ead it SUERRERORGM CBBBiE gictfibuted
T ol i or ot on L1 om 3 by 6 rar el GovipeTe o Vi

tr@é‘%ﬂi@@”s@ﬁ iBoSHRA @5@@9@@?%@“%@@@%95[‘
Mor ey er de%'cfﬁ?eéfoaﬁBE’zém's@Hgé”‘tﬂ'eV%oﬁué”Pérlmﬁ‘:‘fBPnépparatus
of conmunication data id use as a conmmuni cati on

apcotdiog to ithei presesst bheention gehds daddresooetéfiogtion packet

daf PRIy BB aReateif b Goe THer Ssing 8 Cingetionless
t | s jor mat jcon qat r [

B pRTEEr FELISTpbSSAAEL T RrierRue X! bESs hold 2

caprespandingnhd nehetiosshdp apphiat uthats dists a#t ecobeésponding

rSREA TR Bamliedcglosat Rl $0ef sAEsr T L Ehic botves the

pEPPRIAL tises the routieathednhotTédhvett theRPvbdll &ddiess it stores
reliably prevent a third person fromtanpering and

intepA 1gcad addAress Pif or deastimtig v fgrmeinal apparatus,
ehhb) i.‘ﬁ'sgt k%ﬁ%%ﬁqtﬁoﬂiﬁ?ﬁ)ﬁﬂ@ti dFom ’%lel')ﬁg%?kéérmmgl device

user anXxi el1mnate once
td bedd ivgy ofsetnto theitat-getaeiraningd Mp 2804 N32Mcreover, since

UE;:DT{yélgii Og{a\?%ﬁ/?@ssfgh/g%fﬁ?q&goﬂnntcgftcr(])%’lﬁ*?tlj”icna igﬁt Qgga is used
as a communication protocol, it is possible to lighten the processing
load to be placed on the server apparatus, the router, and the home
terminal apparatus.

What is more, since control information to control a home
appliance and the like transmitted between the home terminal
apparatus and the server apparatus is sent after being performed of
authenticati“on and channel encryption after the communication
protocol between these apparatuses is switched to TCP, it is possible
to reliably prevent a third person from tampering and tapping
control information and spoofing to illicitly control a home appliance.
Accordingly, the user’s anxiety will be eliminated concerning the
handling of control information.
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user is not required to have any technical know edge

to set the router. Accordingly, by just getting
woaonn@stee to the router, the user who purchaBed/sp2003/012054

honme term nal apparatus can renotely 5 operate hone

appl i ances from an outside |ocation using a nobile

term nal device. This allows a dramatic inprovenent in

the conveni ence of such user. For further infornmation

about _the technjcal background to this appljcation,
Japaﬂ‘é@ée%?évnﬁnﬁ&?pifﬁ@ 3@mwe§l@@ -'§8'6$88 'thrl"efbeéﬁuter, the

usér $§ph%’5b?%g§g}e%%g%’ Havd W%ﬁﬁaﬁekﬁhw@ﬂgﬁd to set the

ref erence. scription of aw ngs ese
raatttesy  gentdingdyy dnt ggst getitihgatomesedfed e the router, the

s P Bl cHaSERcrRL RBAR oher i Bah BRAATGLUN (N emotely

0 [FELABD HB/RD sy FIVA ESs tirgim | Ah USLESTHR F088EONH USing a mobile
enbodi ment of the invention. In the Drawings: Figrl

tarsninalcrdewices di Bgisanalawig ng aiagnatice icoproyamanibnin the

[<ali tem according to a first
Cééﬂ%%ﬁf%ﬁ%%@ﬁtgnﬁjéé{gn exanpl e functional block
di agrron flhaWerd nfoBRTateon Ao appheaieshnieal baakgrelund to this
termnal, and a term nal apparatus and the 1ike such

apRligaHem 4pPRN&TEcPatedt dipB!icatione No r 20tk fest filed on
S{—f@@efﬁbér Rl IS %@g{@&ﬁﬂ{tﬁﬂg&ﬁrﬁm% ﬁlét%PQneed

céi ving of Tocal pac ern er m nal
according to the first enbodinent. 25 Fig.4 is a

flo art shaow n oper.ati ng procedure to be
Brig cpiption ﬂ?‘ﬁabrr "N@Si nal according to the

fi fStTl@@@gdbﬁ%lmoth\M?e% %&@éﬁ%@\?‘aﬁgg{;%saﬁ‘?}if%ia_fta?égnof the
| ocal packet to the router periodicarly. Fig.51s a
indeagriam stidlvi bgcamexamppiareddt f£romn uthar fobliowibR) description

addr notificati.on packet. dafa sent fromthe .
it ROk, i B8 e s e S8ce SitAR ki draygnas that
ilNustFate i §pcH®eMh B mdhigof the myahabancelfitR8rBrRAwings:
~showi ng a corresponding 7 WD 2004/ 032452 ) ] ]

PCT/ Jrg0b3s0a e matig déagham sheiveinglan pytingeconfiguration

of QUESMATHAEDLY 59 st8fh T dcHrdifGR Rkt embodiment.

Fig.2 is an example functional block diagram showing a server
apparatus, an internet terminal, and a terminal apparatus and the
like such as a home appliance according to the first embodiment.

- Fig.3 is a sequence diagram showing the sending and
receiving of local packets of the internet terminal according to the
first embodiment.

Fig.4 is a flowchart showing an operating procedure to be
followed by the internet terminal according to the first embodiment
when sending an address notification local packet to the router
periodically.

Fig.5 is a diagram showing an example data structure of UDP
address notification packet data sent from the internet terminal to
the server apparatus according to the first embodiment.

Fig.6 is a reference diagram showing a corresponding

7
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Fig.7 is a flowhart show ng an operating procedure

followed by the server apparatus according to the
woi2oeHo3sbodi ment when 5 receiving the addr es8CT/JP2003/012054

notification packet data fromthe internet termnal.

Fig.8 is a flowhart show ng an operating procedure

followed by the server apparatus according to the

first enmbodinment until it sends the control request

to.fthe internet termnal. 10 Fig.9 is a diagram )
relasigmehigh ExBif beldr D% ther Lreutsr aseaégl%t doseftre first

efiBduirAenter ver apparatus according to the present
invention. Fig.10 is a flowhart showi ng an operating
pr oceldgr. @ isoa Ifoowdhary sthewingeameatpédatingaprecedude fgllowed

DY oS R L EHP AL AReOTAR BT 1S e Tskc RBIDORFBIRNt when
réé@v@ﬁ!{jVﬁlﬁeaBB@rré_tsﬁs nlotifiegfioint ﬁfé’ﬂ@ét"%ﬁattahqréﬁgtgg% ainternet

reques Fig.11 is a diagram show ng an exanp
testmira@lre of packet data for sending a client

tificat. r t Lnternet termnal ..to the server
pparkitad &g YRS EEORThg S AAia S TS Followed
bgoiHe Gerdicroapphratus atedrdinlg €0 s tristasatiddnaen® until it
a second enbodjnment. Fig.13 is a diagram show ng an
seRdfpine gandrat regugss &1 theoimtesnetdqisrin@ecur rence
tifgcagi t h r a
fo e R & L8t Brilingyah " BxaRfplf  4ae8esMtture of

pauokedidatat se it frdrh tise e recargdpafaine acasrdh@tl the present
. di alﬁqr.am showi ng the server apparatus, the internet

INVG'™M!IR8L, the terminal apparatus, an application

Ser vet; it [ 4 I j

R TS B 3 A olowes
bgotlhre ginternetateliragn am ataaidiggatoeklaapfiesbfembodiment from

Wit o8 14sB0xBS  BCkombbebupabrOCREteREacn BT ICation packet

freah! tHa @ cBvert iSph RS itenwiveexplaralved the 8bMefbI0fequest:
a conmuni cation systemthat incorporates an internet
t er mi nig- 1dcéorali dig gr@é mhehpmesightan reenmipde, data structure of
packet data for sending a client certificate from the internet terminal
to the server apparatus.

Fig.12 is a diagram showing an entire configuration of a
communication system according to a second embodiment.

Fig.13 is a diagram showing an example data structure of
control request occurrence notification packet data sent by the
server apparatus to the internet terminal according to a third
embodiment.

Fig.14 is an example functional block diagram showing the
server apparatus, the internet terminal, the terminal apparatus, an
application server apparatus, and an address list notification server
apparatus according to the third embodiment.

Fig.15 is a diagram showing an example of application server
identifier/address information.
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with reference to the figures. 5 (First Enbodi nent)
Fig.1 is a schematic diagram showi ng an entire
woand#ogessat i on  of a conmuni cati on system accoPdiTaB008012054

the first enbodi ment. The comunication system
according to the first enbodinent is characterized by
that it is possible to receive control information 1o
froma nobile term nal device 130 in an outside

tr.ans to an i nternet termnal 110

| ' dt t
Bﬁ%%weg Qﬁﬁaﬂfy'ﬁﬁ[&'ﬁ theIn¥enyefrred in a
Serveln a@&?fléhﬁ%l&{)()is' ;llgl(/%ﬁ' df @@H\Mﬂrﬁcéﬁ%‘r‘f esystem that

manner . at the tworks according to the fi
INneorpdiratas ammtexmmta’rrvmyal agcetrdireg dei e ADSlsent mventlon,

c%tici\ fiber agﬁj tfh |ike. 15 Also note that the
%’fe'?%?rﬂo TYUEEShome accor di ng to the

pr esqRirst EPAbbAMIAt)i zes the characteristics of a
router 101 when a connectionless UDP is used as a

conmitigeAtison sshrmasic diagrem shewingeaur entire configuration

of § R Br i CduBH G & Slnd re rBeSc S8 iumepr. The
caveer undcatiore syP8teew heaokdimg! itby tivet farstowd®bodinent is
| tself. In _a comunication using a connectionless UDP

Adesizedny thak é isopoRsikie ko cereeivigos@ntgol information
frb ab! obne Betwped ddnical 13qhean AMtshE! MAljon and to
address only for a Certalin pério

trahmrb;iibmgénenéevmegtemkaal datGatdiowe,id coatu@kr@q\uest that
whet her 25 or not there wl| S‘ggresponefromt

hagQecwedhin & fervenh@nianata’s 29nimireal itine apgsin a secure
midh & MeNigreer A tﬁ@rﬂﬁﬂ@{)t‘l@é)%%%ﬁ'kﬁnhélt% tIRE G é‘l@\ﬂ&llment

t he present i nventi on ut izes the ¢ racteristics
arhen uaasuadewaymonnslmtwnmg AR Signepbilcad ditmein iaced rtbe like.

TCP t abl t f d
o adEenple JRETHE PlieinitiBinabrdd ShERMRLFFERSding to
tHé mensst advetibd Ganpest tae tﬁa?ét@@hb@f‘t%do*f’eé\’\ﬁ@ﬂter 101
two parties sending/receiving data, and

WaEHY asponbes§iordess 0B YEeSh ARG/ GPPI0BNIATIEN protocol as
e} 85 RBRAR AL B RAAB e 357 Pubfier protocol
layessi sucheesiT AP abel S&a@m@h@@reﬁet@ﬂ;ﬂ@ar@hi&s hoteeddtto add a
n(ta\(/evr Hgltlon %tyntottrllnee ?glrj\t/glt 1 aIIEsaetllléS 200
In a communication using a connectionless UDP protocol, the
router 101 holds a corresponding relationship between a local
address and a global address only for a certain period of time at the
time of sending/receiving packet data, since it is unknown whether
or not there will be a response from the party on the other end of the
communication. Thus, the home internet terminal apparatus 110
according to the present invention utilizes the characteristics of the
router 101 under UDP.
In a general communication using TCP, a conversion table (to
be also referred to as “corresponding relationship table”
hereinafter) is generated when a connection is established between

two parties sending/receiving data, and a corresponding
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bef ore a conmuni cation gets started. Accordingly, a

load is placed 5 on the server apparatus 200 because
wanoaokne edgenent should be made every ti mePOaaR®N3/012054

data is sent/received, while at the sane tinme a

hi ghl y secure communi cati on can be achi eved because of

the reason that TCP has high affinity with the

encryption of a comuni cation channel as well as

rg R e navEER et end dIpBa SadraRsehaty ddleted when
s@@mﬂﬁﬂr?@éﬂleﬂ % BF@kEECkeAI té\s'e§s$@ﬁtn@@aéacbebé'ééftabnshed

W thout a receipt ac nOV\Ae on the receiver
betWeemvlthelrpiremeﬁ hgrmmladaslslacandatbecsemaer @ppamtus 200

bR A BR Gl GREE stapledt: Afordingly,g legd is placed

oRc®Weedareapparetes ' 200CHEESGEECEh %kﬁbvﬂb%lgém@?ﬁt should
scope of TCP. ~The communi cation systemillustrated in

bﬁr@aﬂa evesydoael perckatndatais serdppacatvwed 2otilaat the same

oS PR R A B, LB AR YR od e of the

re:ésmim thaar eTCPNriexd ethigh caffirmingt herthvi the eaidrypion of a
w reless 20 conmuni catlon ine. In a local network

CQ@U““M@’—‘F'&E&& aiU'leréét@’se &%mu@%caaeﬂgarﬁgessmg On

d n d
CE kB Rag: ) hASATOONSIHP WoBdNARIR Sthigh-speec
ccomfeumcatsnode dihee tp:axsleetarabata)nnsecsteett tmldaabdfrajtyhemthout a
nd the |i 25 router

el RECRCRNON RIAMARY PanEhe' Eoefivar Srside, While providing a
|e&@NALEL PaES cb%m@nfdﬁoﬁ%é@éy%@“l’t i@aNHod 1|;?YQnH'e‘€|FPor various

recorder 105 via radio waves fromthe internet
Kitetsri riefl  commmugnigptiononaonkoelt i ¢e.gpr apacket sutdtans receipt

h [ bl f t ket
2 BN ol EnE A 557 aE coled i) SuBich AreuRtk g §58be of TCP.
net WOrté .corafvehidatdoAns ﬁ@ﬁdll@ﬁsftra@@@wmgdm@ c':mnlp%sed of
header. from a gl obal address to a | ocal address,

then §ﬂt‘Y%haﬁp?adfé§U$o§4% @akmtermt thekweask c Bed a a mobile
R PIRYIEAST, B AL G120y L ¥ pina 110
eabk mfbimhleh aee dorehednd ¢de die anohhes \ﬂaﬂah‘télﬁlepbﬁnmreless
cg%n%in(fga{i%% I%eer. can
In a local network 100, the router 101 routes incoming and
outgoing packet-data to and from the house in an integrated manner,
and the router 101 and a PC 102, a PC 106 and others inside the
house are connected to each other via LAN and the like. Also, the
router 101 is connected to home appliances such as an air
conditioner 103, a rice cooker 104, and a DVD video recorder 105 via
radio waves from the internet terminal 110, using a communication
protocol such as ECHONET.
The router 101 is capable of routing packet data transmitted
between the external and home networks, converting an IP address
described in an IP header from a global address to a local address,

and intentionally destroying packet data that matches a
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send control information froman outside |ocation and
the server 5 apparatus 200 dedicated to receiving
woaniwost4se nf or mat i on sent by the user and sen@8CmgPrPn3/012054

to the internet termnal 110 at home, so as to

renmotely control a honme appliance and the |ike. Dotted
lines shown in Fig.1l indicate the flow of renote

control information. Control information sent by the

us r of the nobile, lo termnal device 130 is sent to

etemperedppndtti@N200, which then specifies the
9' Ob%oﬁﬂ%rc%éﬁ[)‘?cfoatt:l‘??rﬂ%é*né@lnéf\/vb'i’ﬁ oI %erEV“’crHéa mobile

usi ng a user ephone nunber password,
tetmmméwlkdevme)dt?;Otmedssawer rrmip)ldteqmlmenéobyashdsh the user can

seAdEOhErDentaTmalRn JTemu SndonEdae facstios” alidithg server
aﬁ?aﬂ&ﬁ.l@@m %Iecm@é’é‘e@ hatrddegy AHRbI ﬁﬁ‘ﬁ‘cﬁrn%@%o@’ﬂgent by the

hers on the | ocal network 100 are wi rel essl %@
usenatd sendinchét tatdredntesnet terminal 1bdtat heme, so as to

rhRREN <R ' Rerendbaliafee B R Gussi bl ¢ 1 hat

cont rpbtied tine showaam IReg 20 i d pnstd thedlowtdT tdote control
home appl i ance 103 and others belng connected

indpreration: o €patrekanfornasion sert Dy She usemgifethe mobile
rS4FCREYEL Bo80 % SRR PO iR 4R 00, Wit then

sp@Eidiet utuel@lbtfamdnddsess MMapoUtenqe)l 2n e mEmeenetwork,

aratus 2 abl] e of receiving control
WS s T om HRLSRBBNG NPAST & deerswordo, and the like.

NE’?‘(‘t' tAg s8PVef W llah:‘ils' Dber Behdisertd bigk |§%Qrﬁ5€‘ttﬁ?mmal 110
confrol” Tequest occurred, before sending s

ta bt cont'rmlﬂednm glmbabpalcke:tracdededtwﬂtl*ethergzllotnaHOaddress, the

. I\/breovl;si a ﬁ?ﬂver apparatus 200 is characterized 30
gyl 1P agd.@MEES packet data resulted by adding

deSt'Nétéolfha@Ciﬁfee%m@f @Wtdrﬁ’é\etPOBhSnﬁioﬁfth@rs on the local
informati on and sends it to the tar i nternet

netweirkal OQ1are wiredesslyaroneesser, tcagh@rlrstega@trt@rmmal 110,

e T R

théﬁ@fmet terlm b0l fossitd thatercapral ainfodf@tion can be

conpr of .a communj cati on
transmltted with the home appliance 103 and others being

connected directly to the local network.

Fig.2 is an example functional block diagram showing the
server apparatus 200, the internet terminal 110, and the terminal
apparatus 103 such as a home appliance.

The server apparatus 200 is capable of receiving control
information from the mobile terminal device 130, as well as
notifying the internet terminal 110 that a control request has
occurred, before sending such control information to the internet
terminal 110. Moreover, the server apparatus 200 is characterized |
by that it generates packet data resulted by adding destination
address information to the control information and sends it to the
target internet terminal 110 on the local network, after a secure

11
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unit 201, an encryption processing unit 202, a packet
generation 5 unit 203, a reading unit 204, a contro

woequast4seccurrence notification unit 205, a SeCYEP2003/012054
certificate managenent unit 206, a client certificate
aut hentication unit 207, and a term nal information
storage unit 208. The comrunication unit 201 sends, to
the router 101, packet 1o data generated by the

acket enerat| on unj.t 20 ia the internet netwo
CaPHN U aFl@aei%%t%a'éﬁla@dﬁ%wgentth& SRTYRE arpcnﬁnaéus 200 and
tHE TR aHe0BYHGAnAPA AA the router 10.1. The

encryption processing unit 202 encrypts and decrypts
packe&tudatsermarn appegiatad b0t iseconmprisedadf @ comnmunication

ufcROH A RERY PR i oF dv2angh UpA Y o ARGKEt generation

uhz bBogenty fl"@ﬁdh"ﬂg fi.ﬁ’ﬁl‘tfeQO@Ppér ¢ istref]0 r'étLdé@t occurrence
internef term nal 110. The data part includ

netificakian omnEu2h Sasa ssenirir eertiéiqadst maagesneat unit 206, a

clightcefaFcHtes 7 Ve FRE A Ui 22z S8R5 feF i dnrgrmation
stioragd b@irPpde termnal device 130 to the server

apparat us 200. The control request occurrence
not i i RAGOSANMIMN{CAIEN lrh@ttr%Qﬁssemﬁél badika rouker didlonpacket

o4 G TP RS Bher SO Ly RS AP mternet

nebwvorkall2®@5 arid O‘EacemvescptarckMe d}ftaa sontrfitom the mobile

request. The s ificate nagenent unit 206
termq'(ﬂ? ade¥icRl d &ftlh@af%ul:%r Jgfltfy the validity of

the Slqﬁé’eénépﬁ’ﬁfl%trﬁal%ﬂ%ss‘?ﬁg uﬁ‘i’f‘dfo%lgﬁci?ﬁg and, decrypts

certificate to the i'nternet term na
paeket ddatat senbiteriveat bynthaidora@Tunicatiani uaite§0 130
of a client cer sen fromit

| eriie Mgt graistondfing' 203 548neFakeS RtkeE data made

upi &g @fh@aééftpél‘@f’éﬁd a4t hgta tpartThe ber %‘e‘ﬁﬂ' from the server
information storage unit 208 stores a table 208

apeR pass @0 theri e tarrosmal hlghi c‘ﬁheh@ata part includes

ol GFPBR SOCE A L BRriel PEALESE dthsERe ShatBicbash.

and t'ﬁ@e&%"eﬁﬂahgs um@rzonufémyawdrﬁt@*dlIﬁéqd@stg*tgb@éntrol the
ln%glgﬁg% tse?‘r#lmgl ﬂ% gglrjlttegro%r? the mobile terminal device 130 to
the server apparatus 200.

The control request occurrence notification unit 205 instructs
the packet generation unit 203 to generate a control request
occurrence notification frame in order to notify the internet terminal
110 of an occurrence of a control request.

The server certificate management unit 206 holds a server
certificate to verify the validity of the server apparatus 200, and
sends such server certificate to the internet terminal 110.

The client certificate authentication unit 207 authenticates
the validity of a client certificate sent from the internet terminal 110,
using a public key and the like of a certificate authority.

The terminal information storage unit 208 stores a table 208a

12
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The router 101 is a routing device for routing packet

data on 5 the external and | ocal networks, and the
wono@roasts2t erm nal 110 and ot hers inside the ROUgR2003/012054

are' connected to the external network via the router

101 in an integrated manner. The router 101 is

assigned with a unique gl obal address by the internet

service provider (1SP) 140, and a | ocal packet sent by

lo the router 101 is delivered to aro r of such
iny Mehicheths rq}m”wdv?aématme l|sor:%«;0ﬁi%§e@5.as s@tef terminal

h nat.i
84 ot ReA iy AR RO K43 SOcPS e eLt Bhifhe senders
poetvneen b0 iincladddvire éhktogladslepaicket samit byl the router 101.

15 oBE AR it A0S A AHMBIARY o e T4t Ragket data on

tHe ‘e tirnBenahd Fseapswd rieonanal th@fuﬁt@ﬂﬁéprﬂeaﬁﬁnal 110 and
'start the rice cooker at si'x" and "turn on the air

oldweis insite thenbauseebye canaeabed|t® tbhenexbernakviedwork via

i doser 0L AE o TuRoBEedutd!efng the nome
. appl iBheercid®rand 1t he dddignedd wiltR & Nt RId\eé Ql%fbﬂlnal:ldress by
110 is a term nal apparatus capable of nanagi ng

thﬁm@tgwt SR G BT WAL ISP g Hbrandra dacal PAcKet sent by
tle@u?érecilcg%n@erdgll etfXo Ce‘?r\‘&?c{étll i Eg‘éhh‘?ﬁ'?errbet service
an

appl I ance ers in an egrat ed manne
peevidiary chinédotal pfamlaattusouhem Gdriti i theesamatert apmamaltus 200

1 te t.hat I f 25 ti
2§ e Hesinalon PURr THERMRINGL NaRMERDeR - he
i nt erpigg h%ﬁil% E ill%ﬁn%'i‘ddtab?cé‘oi@oaﬁgl ga@i‘éex‘llql.‘@?’fé‘f“dselectlng

the like 1's A uni que | ocal address Is
canrtitqnénfdymakion oused m/ltheestpsern\relzyntoutse:ie location to

t t th 102 t h .
remcieN obEFAihahe TPme annisden PSSl d gt home.
EX8mipids df EondFoFiHToY R 488 nPa AS 8B RGtH ricelédokar at six” and
packet generation unit 113, a protocol determ nation

tuwrnt an4the, aisnceeditienesstimmestinhglyini t Thes mabile terminal

S008I sl B B Teckip B ppicating the

rdsult ef ebinerdlliery tthél haheerampnaﬁeetlgal dndlthe g, a
storage unit 119. nmuni cation unit 111 sends and
recei /B8 |@5§R@gt§§ﬂ'a‘una 110 is a terminal apparatus capable of
managing the home appliance 103 and others at home in an
integrated manner. The user can control the home appliance 103
and others in an integrated manner by sending control information
to this internet terminal 110. Note that an example of a
communication protocol used for a communication between the
internet terminal 110 and the home appliance 103 and the like is
ECHONET. A unique local address is assigned by the router 101
respectively to the internet terminal 110, the PC 102, and others.
The internet terminal 110 is comprised of a communication
unit 111, an encryption processing unit 112, a packet generation
unit 113, a protocol determination unit 114, a control request

reading unit 115, a control unit 116, a server certificate

13
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to and fromthe router 101 via the local network. 5
The encryption processing unit 112 encrypts the data
wepaod4/00t452 packet data to be sent to the server PCT/JP2003/012054

apparatus 200 and decrypts packet data sent by the
server apparatus 200. The packet generation unit 113
generates packet data to be sent to the server
apparatus 200. Packet data to be used is a UDP 1o

r ot ocol

cket., a. TCP pac and the like. The .
aGienticaliona b ffh@ R CRETIgRtEnMZRAREM R bWt 118,
amd %Q@Faﬁ@oﬁhﬁ g gused between the internet termn nal

110 and the server apparatus 200. Note that the

pr ot ddvé cataneunicaitioonuniti 4 111 seindst aonck secbivgmpeatket data
e ion unit 113 15. erate a TCP cpnnection
tc?%&t?;g%o'ﬁayﬂgtrq}v#ﬁ{ IIITQIJ'I % gp'?e tn?Bwoégt ablish a
TCP ciwesidigiptidht grddedsinignapit ha datr Iblggecﬁwtrg gggfa part of

a TCP connection request packet is speci
Pagket plata, toekpl saati bh theesesversappargtven20f and decrypts

' od] e n I t ding unit 115
p%%%%lt's ﬁ}&pgéﬁg&y stglr%t s%evé'tz%aéag'%ls@%’v%p%gppar atus 200
such Tve predlett datreefationaknitgl a3cgeneratesegaerét data to be
notification and a control request packet includin

SQIntP e FERVESEPRAAIIS POCks PREKBEGIakEO be Used is a UDP
pSEkEE ThMAEPWatREE aid tARdikRe control unit 116 of
t ult o Suc

e res readi ng packet data. The control
uni t THe mrodoced aamrmiviatienqueshitf r bt hdet@bmines which

crRHAisa BTy Pep oSl SHoulc Be: isee *Dgurashs thes internet
teesall D9bYandatfe %E?Ve?%&nﬁifﬁs geRL! | Ng)‘%e'_trhéﬂ“ﬂwe protocol
f odi es: power

expl anation of the first ment inclu
dggrormation ueitilid inpparctsuthe gracket igereratienienit 113 to

j . bef di spl i nt
o¢fetFind TGP (RiaREholbr&lesk Pkt iR T FipkiR da st to
edtaAKA RETCPeeshARICtRAPAT Afote tIVAE 8insRatid HaRh! structure of a

control information is "programthe DVD vi deo recorder

TEB cecurertony redpempackey ¢ spegifiad wiet heP tand IP, an
oEARAAGR B et AR ST AR AR, o
aut hefie catriteol raquekt remdingntintiatles rébdsvial pdtk¥t9kent by
a server certifjcate sent by the server apparatus 200,
the server apparatus 200 such as packet data for making a control
request notification and a control request packet including a control
request, and notifies the protocol determination unit 114 and the
control unit 116 of the result of reading such packet data.

The control unit 116 receives a control request from the
control request reading unit 114, and controls the internet terminal
110 or the terminal apparatus 103 accordingly. Note that “control”
described in the explanation of the first embodiment includes:
power ON/OFF of a terminal apparatus, change in a numeric value
which was set before, screen display, print instruction, program
activation, data transmission to another terminal apparatus. More
specifically, control information is “program the DVD-video recorder

to record a TV program at seven”, “check whether the cooking stove
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using a public key and the like included in a root CA
certificate which 5 it holds. The client certificate
woanagesmsat unit 118 holds a client certificaPeTup2003/012054
verify the validity of the internet term nal 110, and
sends such client certificate to the server apparatus
200. The storage unit 119 holds information such as a
terminal ID 1o and the like used to identify the
nal 110. In Fig.2, honme appliances

. internet rm
IScH#ee éb‘!ftg@'?q"lesq QEthet terminal 110 include the

oD v 0o B 6o S, R gl i E a1 Fythenticates
thewalidity roft a seswveirnzdrtificate s lbyrtshtel sebedr egpgaratus 200,

Ho h h 15 L i so be . .
oAb ueh G T 32 PR PGS TR PRSP ceriicate which
itWh6Ris.LAN and ot her networks. The term nal apparatus

103, which is a hone appliance, has a comunication _
uni t TlogacHeatageriificeiacnanagesnenti unio3bl 8 Thelds a client

ST ALE Ik BBl abtUvRy ik PERAE Tafdto et @ingl 110, and
séndy $ineh adreniokettificatébttthehservat apirirdtesn 0al,
110. _The appliance _control unit 103b receives a

cont r bheFPkage ﬂthlr?ehiolhds,riﬂé@rmtmlnaeuqh@s:mctelrminal ID
' , A ; t
af8IXHE Ifcd Wsed RIS ARRRINADAE ihiSrnel (&f AT £00 T °

r'i Ce cooKer —at ig.3
is a Isreﬁmgeriz:,ehdmigrampﬁbnwésgc@hnesb@dit@gthiedntermlet terminal
[eceivin | ocal pagkets of the jnternet term na
1480t the 857 coreliFianar dimathenticerhaoketal 04, and the
. Pl _ . g _
DYE5 KAdethTectfuel 195> hich SRATDS imECedEte] Bfe internet

tatmimai nt10dén the Hinkistemdnddimadtr esslowever, these home
a,se

esti.nati on port nunber, er's address, and a
2BERALERS Bl Sisndtt ConnFEd HFeA e Wikaldss Retwork, an
clettridRrdALAN drid idttler hBEwepRder's address and the

sender's port nunber include 15 WO 2004/032452

PCT/ JEredermirgd Apperatatsal 03 whiklkds ashamea@ppéaince, has a

c Bl 30 B M an MR B g0, The

comrhuddchbiorgl ol 103 adils esspaddesbindg! ohdl 9! sending and
rencue%?ﬁgocfontrol information to and from the control unit 116 of the
internet terminal 110. The appliance control unit 103b receives a
control command from the internet terminal 110 and controls the
home appliance 103. An example control command is “start the
rice cooker at ten.”

Fig.3 is a sequence diagram showing the sending and
receiving of local packets of the internet terminal 110 according to
the first embodiment.

The local packet 301, which is sent from the internet terminal
110 to the router 101, is made up of the header part which includes
a destination address, a destination port number, a sender’s address,
and a sender’s port number, and of the data part which includes data.

Further, the sender’s address and the sender’s port number include
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the server apparatus 200. 5 The gl obal packet 302 is

sent fromthe router 101 to the server apparatus 200.
woherspang@er ' s address and the sender's port nBODEP2003/012054

i ncluded in the gl obal packet 302 are converted by the

router 101 into a gl obal address and a gl obal port

nunber unique to the router 101. The sender's address

and the sender's port number 1o include the global IP

addr es d the gl obal rt nunber of the  server .
thEoca ulP 208 ERSt R chitace IBCAAVBALE SRUTIBET | 3F diferinternet
terPh eﬂahflblo?ha tl‘ﬁé‘ﬂfﬁfﬁiﬁéﬁdaaﬂrbg%ﬁhﬂ B8 I RUERALIBN port

sends a [odlal packet to the router 101 at every
ngpdeer irduyshe thegglahiadriRibd doedsr anbrthe igdoba! paurtetumber of

101 stores_a_co jcation status between the gl obal .
t%éeryggaqu?%@??ﬁ'e correspondi ng rel ationship

t abl eTHOr g &N tRidketP802ds0Eehit MB-ordS ¥Rkl Youker 101 to the
correspondi ng rel ati onship between the |ocal address

seittet pPPaIretHs 408k esEhe rsendecsl agderss agrdhitheosender’s port

niHRER ERECRRTEIE IR DAY FRETALE Ganfef by the
Ao ot e sh g s o enniaue to
tﬁ@:eguaeha,@l,- siTREeSANEsF I8 HERaFAR N AL %Qaﬁep’s port number

inkﬁ?ltjlﬁ%ef‘héhgkoﬂ)QFqlP %’é‘léj[{%ls%ib?'nlcg‘m%g §ball SPQW@E&" of the

stored in e router 0SsSi b

servgreapp@ratoasc200ert, froma gl obal address to a

| ocal__address, the destingtion dress and the . ,
dest 1t Lo BEESEHunEn iR ua20e! HntetBRt: dermigals 10 is
CIREFAETRTEEd NBY thaft itogeﬁ*icﬁi@allw s 386] @t pRcR®t to the
t he server apparatus 200, ich’s always on the
ralisball @l dat everymipegifiedopollingt intervalt alwer dUDP, the

QT Da Rk FRs R ol iy a8 SEHfs HethEeR e ‘Hqbal and
loRal! 8ithdd Oify itﬁegidtﬂ*?reggotrftﬁn oFalgtiorigHIp t8BUENER altertain

WD 2004/ 032452 PCT/ JP2003/ 012054 in a case where the
peded of tistriestU3mBIY sameeig aspanding éelationstrie between the

LA Tt EE A R R gbBeBt LR bRliclSseng to the
roeprest0 B0disappesesvafter a holding period. 1In the present
invention, however, the internet terminal 110 periodically sends
packet data at every polling interval which is shorter than the
holding period.

Accordingly, since a corresponding relationship between the
local and global addresses is always stored in the router 101, it is
possible for such router 101 to convert, from a global address to a
local address, the destination address and the destination port
number included in a control request occurrence notification global
packet 306 sent from the server apparatus 200, which is always on
the global side, for making a notification that a control request has
occurred, and to route such packet to the internet terminal 110 to be
controlled.

Next, an explanation is given of the communication sequence
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apparatus 200 sends the control request occurrence
notification 5 gl obal packet 306 to the internet
woOeomaads2110 via the router 101. Then, the reargr202§adi2054
converts the gl obal address included in such received
packet into a |local address as described above. On the
recei pt of the control request occurrence notification
Iocal packet 307, the internet termnal 110 sends the

1o connection request packet 308 to the server
maqaﬁaﬁst\u@ez@dhﬁ GODRECk RABRST 30T is Brade Rpthedisernfrom the

mpeik Pé‘rﬁﬁ?hﬁgq[gg?c@ﬁ@.cowo@ t@gm t s)gfl‘?é‘?{-itelr terminal

the Touter converts t a i ncl ude
1b®1cbfra¢ewempam<m oht bheheogitvbél raqdesss 385, the server

SRR SR bl SRR sl AT RS Hgcatir
g Iébﬁ%&@l@é‘?%@@rtoa@ﬁéﬁméﬁ;ﬁe@ RARhinPRELY v GHeL rbﬂgpr 101.

router 101. The router 101 converts such recelved
Themnébei mu‘mmé&hm@@sﬂhgwl@aI3add1resﬁh imcjudedl in such

rRRIVEH RIHREE 1085 & MERSH S BLS BS HtsriBepratay e, ' °
est alghh tird rbet e bf titee %@rﬁebweqmr @té@rn?élfb@rﬁbtmcat:on
the internet termnal 110 when the internet term nal

logab Packales387TCtheonid@NGt arapinalcellfcasengacikdrie TCP

cotbes PR MR fa R, SHL T Ind SERER R RIE RS via the
ro;m:evelo ddpaoedes t8tarbc séﬁgldmutsgngNDCP ddat c@{‘iﬁntunication
Irst e lment Is expl alned on e assu 1 0 at |
pr@ée%e%rsoém%t@wt@fewl. ‘éo'aHﬁFB%/EBefl@Epaﬁ ddress included
m%@ﬁﬁ‘%c‘é‘l\iga %F@Qt ?ﬁ@é”th'éyglcfbéﬁ%ddtrggs a4 ﬂé%%trllbed above.
termn sen a server-certiticate request

packdédn 3hz re:ce‘rpxt mbhherTC[B]coﬁhectlmurequﬁa@t p:aIl’k/&!tl'BQQ the
r certificate

ack@in
sare-oPArasuR” 20t ahds e sTE ¥ itiaqtiof bredtange global

pdIesE ag uo %80the0?fomér“1‘lﬁl pt 'Plﬁesh*ét]té?r!@rl converts such
certlfl cate request gl obal packet 313, the server

egebhued: sPaumreadon acceptanae«iodbal tpacketaB 101rom a global

p%{&é’féf?@ooé%ﬁ’?ﬁé‘%a%t AN TP TRETIAR torffE ifterner

tezBfinial ender AhFCR tcomnéctie mmBhens é@t@ﬂllbheﬂhbetween the
internet termnal 110. In the internet termnal

seyar @pparatus 200 and the internet terminal 110 when the

internet terminal 110 receives a TCP connection acceptance local

packet 311.

Subsequently, the internet terminal 110 makes an attempt to
establish a secure channel between the server apparatus 200 and
itself. Note that the first embodiment is explained on the
assumption that SSL (Secure Sockets Layer) is employed for the
purpose of ensuring security. First, the internet terminal 110 sends
a server certificate request local packet 312 to the router 101. The
router 101 converts the received packet into a server certificate
request global packet 313, and sends it to the server apparatus 200.
On the receipt of such server certificate request global packet 313,

the server apparatus 200 sends, to the internet terminal 110, a
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communi cation unit 111 receives a server certificate
315 via the 5 router 101, the server certificate
waunbtdmardseat i on unit 117 perfornms aut henti cat POT/JRI003/012054

the server apparatus 200 to verify if it is an

aut hori zed communi cati on partner. Next, a tenporary

key exchange 322 is carried out to exchange a server
private key which the server apparatus 200 1o already
ossesses With a server public key included in the

saRffeCeéiitate al b4 el dur e Hthesamadt Rertificatenananagement
uARS JE6eiYedrd&P a5at Cit g\ﬁga%haﬁgl‘é@ﬁf‘ﬁ%‘%eﬁe iftﬁ‘fe internet

encrypting and decr?/Fotl n tato exchange
terminaonmiid cat i dm Ahtalpiinaérmehpcnmlnyhimdy 1Slt(}1,ndavldedn the
I s DES,. 3DES and., o rs. The above exchange. s carried .
cqm) rBHthﬁBE&‘héf”‘tthiH { FEcslyaera yaiah 687 B6l afka X via the
roter et t ?r'ié“sf@verlégrt’}’gik'atge? @Hﬁﬁn‘tl‘&a%%r‘?%nitthfl?yﬁérforms
of a key 'standard which both of them can support.
avkanticatiemponaithek sgrvechapgparatupl 2045 to tveredfielt is an

Lble f both parties to encrypt data
a@@iﬁéﬁ&?dcgb%mwatth%ﬁ]pqﬁmrng the establishnment of
an SSlerenngcttepipoPdry2keyheXchidRgel M2PNgE aFAIER! out to

110 sends, to the router 101, a client certificate
exaBangicc 2 3R\ dntivatet keyc avkichardfseraeitvemiappanstus 200

o2ty e R APREENT AN AT SRUBLER PR server
cectifieatd Gl 5 avhdlidhheh@Intéiredt teaninal ¢atlehas received, so as to

aut hentication unit 207 perforns authentication, on
uw&waﬁ @rxréia@aeﬁi fiavslfﬂr EAChYREING @nkdagyyiptingedata to be

ekEﬁﬁhgj“étdtﬁﬁ.th c%HHtﬁn%t%‘ﬁ.horiKe‘llP{f)‘?tf”%Pnfé:ﬁtﬂd}'?ary key
partnér. It is after authenticating each ofher as
standard is DESoMMDES anicbpthers neMhe kdtovdeXaiiangetis carried

an 110 h 30 t 00, start )
obEithitten et WSt abRaratud BTG AN §he miceaeygerminal
12DPAAtBS A9 ﬁ@@%ﬂect&th@égﬁype%ﬁra i’@iﬁ’ stand8rd r\{i)bich both of

request packet 318 in he contr request _
themy edn suUBP O .20Wh es et aopareyoke Y 2asvangadcarheletes, it

obRIEE o SEEOYar 1Be' BEELYBRstbs S Eub Rl E A schangec
bétween themanmepidingathdaktatabABRMMEAL 00f FH SSL connection
BS%Y.H ed out

Then, the internet terminal 110 sends, to the router 101, a
client certificate 316 which the client certificate management unit
118 holds. In the server apparatus 200, the communication unit
201 receives a client certificate 317 via the router 101, and the
client certificate authentication unit 207 performs authentication on
the internet terminal 110 in order to verify if the internet terminal
110 is an authorized communication partner.

It is after authenticating each other as authorized
communication partners that the internet terminal 110 and the
server apparatus 200 start communicating with each other.
Accordingly, the server apparatus 200 sends, to the router 101, a
control request packet 318 in which the control request is stored,
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bet ween the server apparatus 200 and the internet
termnal 110 5 according to need. An exanple of such
wopbti4maads2zdat a transm ssion 320 is a notificatPOn/JRId3/012054

the like of a "control result” fromthe internet

termnal 110 to the server apparatus 200. Finally, a

TCP communi cati on di sconnection 324 is made between

the server apparatus 200 and the internet tern1na| 110

conpl eti on of the data transm ssion.

afﬂﬂathe 'Htfﬂﬁeefc.i‘resrtmm'o&.lr%meceweﬁs V¢as§1%|@m@r 191, the a
cOREANe quesliHtiRY 399 i BECLTEdm ARt hers by

havi ng the server appar at us and t i nt er net
termﬁnﬁlerlumlsexahaogelctrraiu dad:artna‘nsraiﬂom S ds carried out

oSBT S50 A S5br R e e, P, A el 110
aCEOTAHfiC 86 I e d A S&r@@l@éﬁ'\ﬁl@ @ﬁsu%ﬁpd)?tﬁ%aflodaﬁé‘ftrﬁnsm|SS|on

certificates in the present enbodi nen
32Reix BoROtififationsand ypiecdike oft iaf |“ca>tn¢robrmu|t6rfrom the

nBrfer e uind L TR0t ks ERRet Riattisce RNl 110

Regarfnagly, he W@PSGbﬁsnthfat?&Daﬁé@inﬁétﬂorﬁ@z# is made
encryptlon I s perfornmed u3|2o&pten'porary keys which

betweerethe SHgRBPEY2LEE 1P NG teeclitermaicenuninal 110 at
tHd W%Pieﬁoﬁxﬁh%ﬂgedgﬁatt'?"ép%‘?ﬁféab ates, it is

possi ble to prevent "the data from

bei nd\Notpbat, enelihe/\ﬁesttdmbxp;mheend,attaﬁl pOSﬁmledto prevent a
whi,l e bei n ‘ran tted. 25 so nqte that the
R SR/ Sors RAARE” AR A ks 3t PRt oe Server apparatus

200t B | €R&1 PREte AL d@ﬁn;ﬁaﬂoi 15088 Y Vg e 2R Aeir ?elatlflcates

therefore at |east one o ese may not e encr
(Sﬁ‘p’eﬂfoﬁ&fdlﬁbta& aeglich emérae rtfpeatiel); aladlautheﬁngcateeaach other

o SRR EGM TS TbABRRG: of ot (PPa U1 Atieey dihtapdatd to be
efpleyedefbpdine nte Miaa BEs iipdrRal bVe§éﬁ€“é‘ﬂ1t§’6‘dﬁ‘ﬁ@h‘Esﬁ1ay be

notification |local packet to the router 10
eizhes/ e X5508cTwhichds/@ typiea lmrtﬁilsab@éonmat me amorngmal

ropiat AEEDRUehErifRly bchgl dhg 1) EyR*hebflr Wbaratus 200
a@dnehet esterdemnerininglorippd at | Regardengl tak tPaABehidsion of
pggl‘z'et c{aoka since encryption is performed using temporary keys
which have been exchanged by following a secure procedure after
the exchange of the certificates, it is possible to prevent the details
of the data from being tapped, even when the packet data is copied
while being transmitted.

Also note that the encryption of server authentication, client
authentication, and data is not mandatory, and therefore at least
one of these may not be encrypted depending of a requirement
specification.

Fig.4 is a flowchart showing the operating procedure to be
followed by the internet terminal 110 according to the first
embodiment when periodically sending an address notification local
packet to the router 101.
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obtained fromthe storage unit 119, and passes it to

the 5 communication unit 111 (S401). The communi cation
wanod4/0kdb2adds, to the frane 1 which is a dat acpar1003/012054

502, a header part 501 that includes a destination

address 503, a destination port nunber 504, a

sender's address 505, and a sender's port nunber 506,

and sends, to the router 101, the address

notifjcation | ocal packet containin 1o t he heade
part Ho¢ SKArage uah pact 'Boi heriiBterant ntami oal | 10 holds

: t I
toAiSIES S 08y BRACE IR I pBEket WA BHERER unit 113
genegates & hvasnehht indoipo raimg palttenrg:jmaﬂ: ﬁD/algdd ;éslmassword

t, 1 s the addr
oRfgiflscafTont | B8 TatREE 15TV hﬂﬁfBap@ BOESES408) to the
cdﬁﬁh@ﬁ*ﬁcbhcﬁphﬁ'lf‘i 13 (’th'lr)g i Pher ”% lt.IB?l uﬁﬁ:uitll adds,

of the judgnent shows't it 1s shorter
tgprtbeefeamecd wbich rig andataapamsmz,seob)eacrerg ;:ﬁants591 that

BRI h SHATR S R05 S STl ol neft RuRber S04,
atsed el dddres¥506, tdved seE¥AHRPPORE WU rdBR ras0 8! dintsends,
to the first enmbodi ment. The header part 501 incl Udes

tq Rber sousar kD batthe pHEresst nakliGationdwadspaokescontaining

f r a 0; the
tﬁdée;zll na‘t%re?)%"gosr{)ﬁ] ?ees@é g%j:%aégtgyg‘soorz nunber whi ch
t he S'EmeeiommpalcaaMGnaﬁ)ﬁltCBm 1ugrlgédevisetisier aSpredetermlned

d 505 the address of 25 the internet term
palf6 Jstval Bamersseront kS4Bl AWRRS thoresult of the

SO Mt R STol FHerdst pyPo i), ene

es a termna
Co ntreind Ca tiermnmiumat 1]]:11)seamjj5 ahaaa;ddmsls Stifiodtitorelocal packet

{85500 L RO T L3, Al AR
thé' Hes iRt esF 't'hé:dﬂ.}cﬁgn'iéﬁt tdieoflis! fdfatNGE REL¥REPdM®Aan the

is that the sen S address and port nunber I n a
Peedeterpiardt patingdnvervald(Nbyn S4D2pbuter 101 from a

S ARG b SR e o

addeess ergrofidabivn pelcietaisty Behdlfren®@Achivitdrhettteeéminal 110
otﬁer 101 according tao the first enbodi ment. The

LFINEMPRRARTUSHAAG aeepedisan 1o $he finstaembodiment.
The header part 501 includes the following data: the destination

address 503 as the address of the server apparatus 200; the
destination port address 504 as a port number which the server
apparatus 200 can use; the sender’s address 505 as the address of
the internet terminal 110; and the sender’s port humber 506 as the
port number of the internet terminal 110. The data part 502
includes a terminal ID 507 for identifying the internet terminal 110
and a password 508 and the like. Note that an example data
structure of a global packet is the same as that of a local packet
illustrated in Fig.5, but the difference between them is that the
sender’s address and port number in a global packet are converted
by the router 101 from a local address to a global address.
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pai red manner, |ocal addresses and port nunbers of the

| ocal 5 network side and a gl obal address and port
wounodaasssof the external network side. The rorCeEgPHOL012054

makes a conversi on between |ocal and gl obal addresses

with reference to this corresponding relationship

tabl e 600. An explanation is given of conversion

processing performed 1o by the router 101 when

rece|V|ng a UDP | ocal packet. fromthe internet .

ter nifi8-0116 add r@éﬂ@nsﬁngila@ramo shovinal pasrEresponding

rﬂﬁeﬁ'ﬂ}sﬁ'l gabnf" i(ﬁ?‘f’iél@lnf)ygacé L&t%LVfé 13?9@6%?1‘?9 #8%he first

oca e router
elgﬂmadiatneata L]D'r?égtmtrzﬂsnm'odhetg belamon\shnpltragblkahéoo lists, in a

der’ dd 505 i,ncl uded he | | ket |
p3Eechamiriiat IoerbRdgreshes r sldebany Huattirs of the local
nEANBPK'SiAG 4h8 SY18BEIadPRIds BHEPBErEHIMBErLASH thE external

| ocal pac ket nt.o a port nunb e router
nemzocknsm mheh rohléeau h0df makesga acrmm‘/ersnoehtbetsreeen local

of, th ddress s the g ner | obal

2881 8fo P4 R AELEE " ubf, Sffetshbe SEBMRal e Fotrisponding
rém@tcms]—l tgb[:é &DOin the correspondi ng reI ati onshi p

t abl e 60 a conbination of the |ocal address and the

sende/?«n seaﬁahnfhtjﬁiﬁ'eis &FiVERe Of B YRESIOEr Riragessing aperformed

P&ﬂt«laraijg *wh Hdrégggﬂﬂgl a9t %rwﬁéﬁal %E@%Sfrgm the

eln OI‘ﬁHIOﬂ

wiﬂ@anletSuwmdeOL“aO aadkednieptmyhig id%oserglebadiclaétso as to
the router 101 updates the correiBondl

SeRAEN TR BaPgiioo b BErya ARRAkAthS 200one I her geceiving the
IR KB ket ht?he Fk%lgﬁ ]rg?eg‘e?%raqcég F tLﬂgPugg%Pééspacket by

used the fouter apairo
canderhagome seunrdEr’s @‘ddl'ress 6506&rimetl udednimblhe 16@abpacket into

s GHlohal FtE S, AP dne Eolben 18Ry By, ¢ Syshtingtne sender's
pbft FHu @b BO@‘ﬂﬁﬁlﬁaéﬂelH"ac%en@océpﬁf’ﬁcléét‘ﬂfﬁioOé [port number

Wﬁz_.l obal packet received during a certain period
igl.theonowie 04/ canasse PEiy me(mnmmaakmgramerfﬁ;lent use

ot BiF S i cedBES R0 bl sEntfietnd Yens Blred BRobalbakir to the

sepgkeaptdmatussaol. packet data received by the router
101 shall be destroyed.

Moreover, the ‘router 101 stores, in the corresponding
relationship table 600, a combination of the local address and the
sender’s port number of the internet terminal 110 and the global
address and the port number of the router 101 as table information.
Similarly, when receiving a UDP response local packet from the
server apparatus 200, the router 101 updates the corresponding
relationship table 600, and sends a response local packet to the
internet terminal 110.

When UDP is used, the router 101 deletes a pair of the
address and the port number of the internet terminal 110 and the
address and the port number of the router 101 stored in the
conversion table as a corresponding relationship, when there was no

local packet or global packet received during a certain period of time.
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Simlarly, when the router 101 receives a TCP gl oba
packet 5 fromthe server apparatus 200, it converts a
wghodkaB24aeddr ess i ncluded in such packet into acraeab3/012054
address according to the conversion table, and routes
a TCP | ocal packet to the internet termnal 110. Fig.7

is a flowmhart showi ng the operating procedure
followed by the server apparatus 200 according to the
flrsthgnbodlnent when 1o recejving {he address

Mesiwht sy i whephdhe: cealtV@rfsa% talala daasdrot {Isfnanapir of the
abidfe d:d(ﬁlsé%%%Q%n il tﬁ‘ﬁb%‘i’s#ﬂtiu&@& |ﬁfretc!é‘?v§ﬁ\)¥§éket data,

appar at us rocessi n or recel
sucte pp doat d;aﬁakmcéwenh blyethe cnameerln)m 1( mam)bewwroyed

ek YA BB Bl PR bres i1 Facsinab o P flane! packet

frofh the2Sr bt ai rét@gtzmb itEQRTRIESR graﬂaadé@ar%@mcmded
termnal 1D 50 the sender’s address

insswalamacket inteuatiecaboddiressaebiding: tethe degiversion table,

P Silies B rhPafe Rafker i hPohELLE AR 10,

i nf orATgL VA8 4 HEwWeharOsNeamny tige operating procI:edure followed

conmuni cation unit 201 does not receive the glo
by sBRetENVEN APBATRFUS A0 P@ccorpingHe the dirst ggnbodiment when

rRA6R33 e 28Rt bOnB I bA° LNANPTI A BEORLSH I Unternet

08s “not encryp ress n ion
teyacked! #d0a in the first enbodiment. 25 Fl g.8 is a

e, darsbr Ui paMATITISe8 ale AT BIATLL 06 iS¢ Fvar apparatus 200
pERPh &R e Yitdd séﬁg??@\ﬁ%é&é‘?vﬁi’@}Erg%e%l%ﬁégfb?&iiefhﬁ"om the

Tnternet 1 erm nal en it ere is
reauteontl®l (24049t fWhen hehe nobimrautrdcatioal wheti 20 113@ceives

S@{Jﬁﬂ%a@ SR r%( r e%ﬁi) oﬁﬁ%%gh{}pt@ﬁ]?@@ﬁg%lon storage unit

2@80@bfa§fﬁfiﬁan§ét ofGatbpmatibh RIS HHE %eFﬁﬁnBF‘Ibe‘507 the
generation unit 203 to generate a control request

sm@arrseaddrﬂss&%aandnt Sesderswoerthnamizer B06 included in
R R B B b R ggge, win e
aljoeédobﬂaméd e &f irfdrsaguion g téhainackeformation (S702).
generation unit 203 generates a

Meanwhile, when the communication unit 201 does not
receive the global packet (N in S701), it performs the receiving
processing again. Note that the encryption processing unit 202
does not encrypt the address notification packet data in the first
embodiment.

Fig.8 is a flowchart showing the operating procedure followed
by the server apparatus 200 according to the first embodiment until
it sends the control request to the internet terminal 110.

When it is judged that there is a control request from the
mobile terminal device 130 or when a control request occurs in the
server apparatus 200 (Y in S801), the control request occurrence
notification unit 205 instructs the packet generation unit 203 to

generate a control request occurrence notification packet in which a
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control request occurrence notification packet nade up

of a data 5 part which includes: the data type of the
woani4rod24se equest occurrence notification and tReT/JP2003/012054

terminal ID of the internet termnal 110, and of a

header part which includes: sender's and destination

addresses and port nunbers which are extracted from

the terminal information retained by the term naI

i nformati on storage unit 208 according to 1o t
cqrhhgl n'éﬁq m@St Sy rrasiee rtcrtaflcah@ruasasfsqrmttlar éhsf data type
FISIHF n request occurrence notification packet

I's exp aln Iater with reference to Fig.9B. Next,

t he Gwbsegaantdy, thiet pmaegm\dﬁad:mmmncﬂ 2@31ugeherates a

) FEGEesh et RNt R e Hom Gkl nafie ye of a data
éﬁrwlcﬁnm'l@aeg t%%odbusl&g?gweghgrc&qﬁr%? beeurrence

uest packef has been romthe internet
ncoa igakon Brvd dhentermssak]D Wélnetlnéermétltﬁrmmalhblo and of

Ju pt ows,. t hat t comu atl aon
2 I HTER o S0 Winic P it L QTR Ml b tIaR, addresses
arpdPort munﬂﬁ)elf§w1‘\|&ﬁt &fe *e'?&’r@@mid SrorEEhe TerhfieRiIIMhR§rmation
processing. On the other. hand, when the comuni cation

, rarﬁ|lﬂegob;yhtstse rt@afml\n@d Iﬂf@rrr@iloao‘iﬁm"@tgenuméqm&accordmg to

Cé%qlm | he e n ti

tHe genet a esalartPgFﬂél% Cti g‘%%gcf:tg%t%agﬁg S‘ayg: ?‘Hc\ﬁﬁf’%hﬁ such

cOfiol rennandt @munmmmﬂiﬁc@ﬂbnfpaekebms elmlaimeedater with
in the data type 25 field, and the conmmuni cation unit

refereneRdto diildh?Bener at ed TCP connecti on accept ance
ack R r (
packaoke, Ui it oo 0, GRS tpe pnurl seaues

connection IS est
ocwnwnammcmnfmatmnzmawettmtbermtemﬂﬁ)r]a(&ﬁozpo

S 8 I SRR GEEUR S oot
200" ‘jUHg‘é@t Qvﬁéﬂ@é?”@nTCW'do@%ctﬁ@ﬁdfﬁeqh‘éstth%ddﬂéﬂ {F\%ts been

termnal 110, a server certificate to verify that
recgived fippar Bhasintesnes tarminaloililfeorcoan(s8Gd)on When the

IR the SARENE SRR 8ot Ty EORIINERRGio N thitS01 has

neeritedaivaide they TGP dohhecidPdqieat .packer i @I Nl S804), i
format or others. The server apparatus 200 and the

tempmakas tbeﬁggtroﬂlm@ugﬁgﬁggelvung processing. On the other
hand, when the communication unit 201 has received the TCP

connection request packet (Y in S804), the packet generation unit
203 generates a TCP connection acceptance packet in which “TCP
connection commencement notification” is stored in the data type
field, and the communication unit 201 sends such generated TCP
connection acceptance packet to the internet terminal 110 (S805).
Accordingly, a TCP connection is established.

When the communication unit 201 of the server apparatus
200 receives a server certificate request packet from the internet
terminal 110 (S806), the server certificate management unit 206
sends, to the internet terminal 110, a server certificate to verify that
the server apparatus 200 is an authorized communication partner,
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their tenporary keys using a public key included in

such server 5 certificate, making it possible for an
we3hn4mom3ecti on to get started. Meanwhil e, wWhedTap1003/012054

receiving the server certificate request packet, the

communi cation unit 201 term nates the control request

recei ving processing (N in S806). Next, the server

apparatus 200 perforns authentication on 10 the

client certificate . sent by t in termnal 110
vidsatts . Comreusiaienoarhlk  eh 1t 1eSBBTY: bt BleTene the server
f e ertd i
cHIMEALE Bhiy e hand Reseb fmagenid bt format or others.
Thherdervar appanatusa206naod thehinteraeteerrhiremt 110 exchange

i obermRi B Yo kst Uinbee: P NWad incldglsm i fuch server

ceremieate ﬁﬂ#@ﬁfg{ iepIsiPE P6PeRF IS19 cb%ﬁeﬁft”d)ﬁq{fcﬁéet started.
Wien the val i di of the internet termnal 110 haS

Msa@rth@v whed r(O«t recasiny, theneesver serbiisata: igqrest packet,

erRE BBl ot WA g8 Rirhihles | ThE ebizg!  peauest
regeieieg rovkssng ENdens8Y6Y.equest packet in 20
conpliance with TCP intended faor notif t he

i nt erh@xti PR ﬁﬁrvql’l@p%%‘iuﬁ R@Qdﬁ@'ﬁﬁémﬁ%c@@menbﬁétlon on
| ng#ﬂ?éne Ft‘?ﬁtgf‘e“ htZBg Qﬁ@eﬁﬁtéﬁwe@ d;%@uaﬂr Y {1d'3fs808).

udes e contro request comma
Mbeadsepepleflctal\hhi oh uleecrrectmptsceﬁdﬂae ahdndesgrtifacate, the client

d 1 nb ti t h ti
cofitiieste nguthBRtisss 08 balf)B02 SfcANga SRTVAH ABRAGLUS 200
p&rR reyS! AGtHeMti ARfbA Nen §GHHUFéEéNé’cH‘ él"‘éﬁt ch@ftmé‘é*@e And

the generated control request packet to the router
w!nen thetwliddy ¢f gheDnteroet teresingl kk@nparnot henwerified (N

T SRGEEP Ef% COTUST RIS ch 0Bk, SRRl Shppinateat
per f QN'Fi%.d‘l bbhé h@aﬁért\yefofarth@f ahyernet 28 mesar di g h@ds been
the first when sending the control

verfigsst(Y N@t &8%%, hhﬁst%%i‘d/%‘f aEmaraigis k0QoReNGs a control

AR 0, s TR A AT TR9120% e mre

smmlﬁm)tlm@trd@rrstmrgenmwamd seeaid af coatelanglqubst packet in
st ianiearisho GPIREENERG Gt Gek ! XA BeESDeS dhuginal 110
aﬁ@ﬁt the control request: the packet generation unit 203 generates
a data part that includes the control request command and adds a
header part which describes sender and destination address and
port number information; the encryption processing unit 202
encrypts such data part using the public key; and the
communication unit 201 sends the generated control request packet
to the router 101. Note that Fig.9D illustrates an example of the
TCP control request packet indicating the control request. This is
the end of a series of processing performed by the server apparatus
200 according to the first embodiment when sending the control

request.
Note that, instead of sending the control request packet
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control request packet only when it receives, fromthe

internet 5 termnal 110, an inquiry packet for
wenouis243g about the control request. Fig.9 i BCWIP2003/012054

di agram showi ng an exanpl e data structure of packet

data sent fromthe server apparatus 200 according to

the present invention. 10 Fig.9A illustrates the data

structure of packet data including a control request

conmand 9?2 generated in the server %ﬁparatus 200 in
apEepmdeatly théheotitesnatefigninahnd 1hafteaudbgntigations on

U4 SpyJBY LI BRI R orili o R o fEles gescribec
abewei, ritlis 210 conmeivable dthbédheaseridr apparatusd@00 sends the
cORRST SRR g Rt il i Sk €h Ao, % Cnternet
tfAMRERA 161 B 9BidgurrydipRdiat $BPVeRgUiRd & Bout the control

structure of a confrol 'request occurrenc
reguestcati on packet 903 sent fromthe server

apparatu 0.tq. Internet termnal_ 110, Lts_header

oot Bl 9,68 canflia gl SHAFInd B Bamble dofe i UCture of
peerRbt N@atPsdIt Fronitle 88Fveraappafgtus 200r gecoPdthg to the
and a sender's port nunber 909, and its data part 9

PEesERf ABveatiia type 910 that includes an identifier

¢ ) & - _ _
ot 1RGP IIKStE 58S thlpta stPGeatie B ek Bata pciuding 2
controlr eeqaeset €6 moatamh 902ngehieeatedSimeahe afriver) ana ratus

d.atermnal 1D 911 unigue to the internet ferm na
2@@0}”!:(%5.@@1#%&? e@@&@%ﬁ%@fﬁu@ﬂdréh@f }' epgeRdt by the

nYoisilE Kernifiyl A8vide f?OYerTrﬁ%rBbf:k%gtcgaﬁ?'iﬂﬁm’dégeat least: a
server certificate nanagenment unit 206 of the server
teippanal D 200 ofudie pat&eneBledtntiniad hhdetaupeotomtrolled; and

L e R e A
“XHrt opBFaBngerderaiy cﬁ&ﬁaitﬁw@erat%ggzma% Meldcarded. a
certificate Seri al 25 WO 2004/ 0324
PCT/ JFizn98 @3 Z3liaguabersivawing dee tdata steuatureaft g control

rSBsE el Gl SR TEATORL BB 8350 SR RoRPHY server
apphearati 200( o khee-inkernetdeeasina132102 PItE headtyt part 904
corll?éinasn:da destination address 906, a destination port number 907, -
a sender’s address 908 and a sender’s port number 909, and its data
part 905 contains: a data type 910 that includes an identifier for
identifying the control request occurrence notification (to be
referred to as “control request occurrence notification identifier”
hereinafter), and a terminal ID 911 unique to the internet terminal
110.

Fig.9C illustrates the data structure of a packet 912 for
sending the server certificate held by the server certificate
management unit 206 of the server apparatus 200. Such packet
912 is made up of a header part 913 that includes: a destination
address 914, a destination port number 915, a sender’s address 916,

and a sender’s port number 917, as well as of a certificate serial
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a CA signature 919 created by the certificate

authority. 5 Fig.9D illustrates an exanpl e data
webkomaese of a control request occurrence PCT/JP2003/012054

notification packet 920. Its header part 921

contains: a destination address 923, a destination

port nunber 924, a sender's address 925 and a

sender's port nunber 926, and its data part 922

contains;_ a data type 927 that includes a control
nwa@aggt S3L, ndorGRIE eRA Ebt AUDAN A nasnei {924, a certificate

] ni,Q t i r m TR '

e% w&%n({lér%oﬁg%e%’ugs?@gggn%%n8£g ?‘agﬁ%e?gthé ?gnethe owners
ceptaer irdopanation GOF. énvlaibadgrassd@3®] amaapkstkey 918, and

FLg. 10 i f har t i th ti d
a ofl Jaartsfe LY Aeatea e enaerifigate cOtdigio t ne
firstriglopenhedicpBrds faamMeeApié HEESI gaﬁjéﬂnﬁeccaft 0l control

request” occurrence notification packet fromthe server
regppashteecwoencse wdificatiorequ kst 1920 codts dheader part 921

BRI U FEaTEN FatF8Ga 3 oo dedBheia Port amber 924,
a Rekddr’s SdPss YPonahben séb dearapureduebamnop el Bind its data

recei ves the control request _occurrence notification
PRk Red2 containgb@ datenkyRen? 24l thalyirekudasd agninek request

inkor b BRI | FALRR 0D BAMIAGE DY YadWrfitlue to the
T ey MmAULIED] Snd o8, ontral! reqliestignMmand 929,
aherstotin the Soryes sapaT AETeRb0; Melbeialia sapirobgequest.

t t n notif] L on
LR S0 OT4T Flof BB AYIAGDSR 0L procecurs
foltowkes bie ther mintalrned tesssiesded by tadoeondirgneto the first

e bl Bt oshan e TE nerbives e iR oheedlf becyrrence
nSEifREIEHAL ?}éicFl)&étV)fr%@t PRE FerVRlr tﬁlﬁpér%ﬁédrféézgg when it

mat ches the address of the server apparatus
recgjvesetlrd contwod d@auestati on partner; and (v)

L ol HE S LA L ABAAE 48 conro

requesvalocdlfreenzey AbRifPEatibe apavkepoi(BB003)N0t When the
sati sfied, the conmunication unit 111 returns to the

cQEMutisatignuniteddilinggeivepptihecapnperlk sequest occurrence
n&eRtcRioheAHEREL OGF YR 81T 1), the control request reading unit

115 performs authentication on such received packet data (S1002).
The control request reading unit 115 performs this authentication by
making a judgment, for example, on the following points: (i)
whether or not the data type 910 included in the data part 905
matches the control request occurrence notification identifier; (ii)
whether or not the terminal ID 911 matches the terminal ID
possessed by the internet terminal 110; (iii) whether or not the port
number matches the local port number used when the frame 1 is
generated; (iv) whether or not the IP address matches the IP
address of the server apparatus 200 registered as a communication
partner; and (v ) whether or not the packet data is received within
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notification (N in 51002). Note that the comunication

unit 111 5 waits for receiving the control request
woaewrsersge notification packet when it has neCT/JP2003/012054

recei ved the control request occurrence notification

packet (N in S1001). Meanwhile, when the contro

request reading unit 115 has verified all of the

above points (Y in S1002), the packet generation 10

unit, 113 generates a TCP. connection es i shment .
a ;E’é’@l@& erghinahintmalni JANESHh amy Pnﬁlﬁ% §Eﬁdebpvenaomté Is not

sgEHed Wf@m%@%atﬁ&ﬂoﬁﬁ v 11Rerbpi s %0 Eﬁém\/?% state for
s a rom

110 redei ve connection acceptance packet
retdmvsnegvear aipRr doaal 2packatd fest atxbmtsﬂmds nequréﬁ occurrence

S10 i
nGERZERIAREU (5 P8ty Nabel thag, G o merhnigatiepounit 111

whRGUeRgrs ﬂélfél%ﬁﬁgefchéplflﬂ)’rﬂir% 2@6ufe%tSQf&Jﬂ?f@nc%erHSﬁflcatlon
certificate, in order to verify the validity of

packetrwhespdtabas POt Becaivashmihe ce@n‘e"rolpaequelst occurrence

nOSHRSB B e HaBhat o st v et | S5t

per f avemnavihlentwhen eheoroitesdl S‘%@Lﬁéstceébdfmgahﬂlt 115 has
(S1006) This authentication is _performed by the use

V%rlfl@fd eﬁrombrel abpye BAINts (¥din SrLQQﬁb theHckst generation
uﬁ*itgiiévﬂéh%? tuE Tg'fIH cSﬁf\'@t%lﬁ?oangt%lBl e%ecnﬁéékév and the
used. eén

e va e recel ve serve
cammuficatiorcamniit Ikl 2&nderiiti td (hei lseSSlzé%)ap;id“natus 200

(SEQUR) s ShepiBEaSadhor arningl 1ol 0 ofeeeivm it ¢ Bqaesnection
aGEEYE 1908 HtUdt fr‘b"i‘ﬁ'tgie BapY&F aﬁﬁ@é Hbtu%eﬂébd'a‘"rﬂ:l EReablishes a

internef 'termnal 110 is conmunicating Wwth a
TGRacehoeckien §pd4rQd is. Meanwhi |l e, when the server

Che. JNEH £5 “SE¥ kot ffan sepskaplshed i §£0R4), the
int&PAB ,tefrl"rﬁlﬁlllem r‘é%fdééﬁs%@s&%é@%ﬁﬁrét@sﬁ 2bb%to send the

sends, to server apparatus 200 client
sejatal f¢%l’etﬂécat¢,adﬁ\ed)r\ﬂﬂlh to aveyiifwl the7vwbcnom4p®3mezserver

oA e By gh A R, (38,065 . e

rageipt biflthe egavdrn@ertifidatid)elreseevenpertifidste 20BheAtication
U|§|ntI @ﬂtyhﬁé%r%g%%@nct?ééﬁgnpé"rr\tsrbecrh gese%\(;(e)lz)certlflcate (51006).
This authentication is performed by the use of an SSL public key and
a certificate authority’s digital signature, for example, which are
generally used.

When the validity of the received server certificate cannot be
verified (N in S1006), the server certificate authentication unit 117
terminates a series of processing and waits for a control request
occurrence notification packet again, regarding the internet
terminal 110 is communicating with an unauthorized apparatus.

Meanwhile, when the server certificate authentication unit
117 has verified the validity of the received server certificate (Y in
S1006), the client certificate management unit 118 sends, to the

server apparatus 200, the client certificate attached with a digital
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certificate may be in the X 509 format, an original

format or the like. 5 Next, the communication unit 111
wohod4va24smt ernet term nal 110 checks whet her PO®JP2003/012054

control request packet has been received fromthe

server apparatus 200 or not (S1008). Wen the

communi cation unit 111 has received the control

request packet (Y in S1008), the control request

readln nit 1 .reads out .the c? g‘rol 1o request
% rgverré Yingdathe yalddiy: af ¢ ﬁlr&erm.t F%ra@.mabllo via
t
t*‘iﬁ&‘*é‘i‘.méﬁﬁ‘égﬁPgﬁﬁﬁbi% 1 R iRBTEHAL TS ei¥er apparatus
280008)an tehethamiradi cam mvwniaatio Idarmiers (64007). The client

cbfificatadnal hETBahE X\ S80S REbantsmnaClpimaterthe like.
cont rRkest! thd Wo?ﬁﬁ@unk&dt%ﬂahnltlolli’rof rt@ﬁehc?lf’fﬁernet terminal

appl i ance 103 on connection, accord ing to the control
1i@qala§1ck§owm{dnm9hemnti@d requast d%ﬂ%k@bhasﬁb&&ﬂe received

velscBRUEE" dBRE R 2ND) ot bRtdp1008);  when the

c@ﬂ‘m’ntl.ﬁﬂcamdm@mﬂtlelﬁﬂaé eeaenved The @Bﬁt?dﬂleréqmé%t packet (Y
r'vgpar atus 200 according to the first enbodi nent
i

AR}, th%oatr@hrequ@shéﬁauddagutorhltraa;xSmes?wlsD@ut the control

| e V
SRS ARG 209 1RSRacH Ih L ek dEpBEE G the received
contfalr requeshp anlestof V\hwmd:dne iaenpmdmo&t%rahmd ofl1 fails to

S 85 o et o R U SO, S5 urcatior
GBI ST WAL, B 4 by Pl Ookeurrence

nsélfmaigonhleackebmgamr(Sﬂl()(fh?t)e has a general data
110

el CHED, MR CoPRedT R A4 ot thBInkerdtitgiminal 110

oPQhe h‘é'méfaééﬂénc@ §©’3j%rn éoﬂ%&ﬁénlb%orﬁmgeto the control
sender's port nunber 1106, as a client

re@uesti eatmmersy. 808 vmclz.umd omzmze Pdnrta PRAOB/ ofi 2uBt control
rSRyBSE MR tBglpatle Lrennet termnal 10 e
pr ot oNolteddir thaadboveddetcribet ts'@&VeﬁQi@th@ﬁﬁ%atlon may be
whet her, to use UDP or TCP tao communi cat
omitted in the internet terminal 110 and the server apparatus 200
according to the first embodiment. Moreover, the client
authentication may also be omitted according to need. When both
the server authentication and the client authentication are
performed, any one of them can be performed ahead of the other.

Fig.11 is a diagram showing an example data structure of
packet data 1101 for sending the client certificate from the internet
terminal 110 to the server apparatus 200.

This packet data 1101 for sending the client certificate has a
general data structure which is made up of a header part 1102
including a destination address 1103, a destination port number
1104, a sender’s address 1105, and a sender’s port number 1106, as
well as of a client certificate 1107.
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with the server apparatus 200, the control request

reading unit 115 5 that reads out information included
wonoraceisyed packet data, the server certifi CRCEJIP2003/012054

aut hentication unit 117 that perforns authentication

on a communi cation partner using its server

certificate, and the client certificate nanagenent

unit 118 that manages a client certificate. 10

Accordi ngly, .a connectionl ess UDP protocol that
mvol%é?%gcr'gﬁﬁlt a W@es%h%g'ntééﬂeﬁn'éﬁﬁfﬁﬂ?aké&() Acording to

tHeefilr f:'e'i‘ﬁb%@l%?%‘ g§@£ﬁ§gﬁggﬂtﬁ8r Caﬁgﬁ%‘iér{nmgtlon unit

not i |cat|on erlo
1t4ethat detsrmores n/ahetheralto ajszerLﬂIPn opoTCuPngo communicate
nd the |ike are use

with B é ey IS PR ral 20 | LS o mimal i St EeSding Unit 115
tHERCcveRidS AN iRformBeIH thll@aéasrntﬂa@éiwoo gnag:mata the

appliance and the like, its control resul
sereit edC¢fﬁ‘lijﬂﬁE| outhentieaion o usH | zbla hitgtdty performs

ti_on t her smethe server
2 A BRI et calhIEGRRICH s PPy nuSiid ®lts  server
centifieate cain@ntios thensetéemﬂ@ramérﬁwﬁa@@néﬁtaunw 118 that
conmmuni cat i on partner, it is possible to reliably

MANAGRS o CHEINtERHMERL®d person fromillicitly

cont e ndls, | ph s ub fotdBB A involves

spoo I Ng 'S nore
lignt eroeesséngiloald ama Hw@rdahgesca treal tiiestommunication is

t nds a | acket to the server L
uSEA 205 38 2B0r<ss Nauifioaren 19cak Packehmin peapesiedically sent
byrt‘lﬁYﬁtel"’ﬁé‘t ttEfn’flﬁ'étlef %t o Ee'rtsalFPP?ﬂIﬁh‘é [if¥eA3¢, whereas
router way's a correspon
TCE| ﬁ?abrahdptlnabllbetaae I$$1®dlsf03r rs@m:Mncgjslacpnhe\tg/venformatlon

whiEH TeglEen creur Bl S Ehraz.s Harigal refieas o Controfa home

aplﬁflah@taﬁﬂ tHe Pikes gbé cfdrFt'FbY PésG'ltObé‘hdSHéiStéQ |hF§rrPat|on in
| ocal 30 side at an?/ytlme maki ng i't possible for

ofigkast toredlizrias hiighly sestirencemmarnicakiproperate the

by ¢ Hanite SO PR shive Y EBeVAE colfifatd Aflaigition unit

1 2RO HEBBATS Wﬂhmmaahww méegéﬁf/eraépgl’a%ﬁgstgoo as a
the ﬁr esent invention, since there is no need fo

GRUNHEIGation PAGtRer, itHs I?Qﬁﬁ'@ﬂeﬁ.@ﬂ%lyabhé mrgyem a maalicious
trﬁg%?g% o:)ﬂ‘:bgpelléclt?y PSSR B RGP EhEN i Het! Perminal 110 by
means of “spoofing” and the like.

What is more, since the internet terminal 110 according to the
first embodiment sends a local packet to the server apparatus 200
periodically at a communication interval via the router 101, it is
possible for the router 101 to always hold a corresponding
relationship table that shows a relationship between global and local
addresses and port numbers when the polling method is used. This
allows control information to be sent from the global side to the local
side at any time, making it possible for the user in an outside
location to remotely operate the internet terminal 110 inside the

house in real time by the use of the mobile terminal device 130.
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home appliance from an outside |ocation by connecting
the internet 5 termnal 110 according to the present
wonuews24sm to the existing router 101. ( Secon®@CT/JP2003/012054
Enbodi nent) Next, an explanation is given of another
preferred enbodi nent according to the present
invention. In the second 1o enbodi nent, contro
information is sent to the internet termnal 110 from
an application server apparatus 1201 to be expl ai ned )
bel owlorepyery acsordin@dicaknenbigsgnhinyentien, since there is
. : At o .
GRHELELIR BRI B SERFIRITITGRAL rBYREPT 9900y 4H0 Uk of the
pelioy dinveghioal ,t e is gquossibdebbalr e usad yolbfemotely operate a
I ncorporates the appli i on server par at us, 120

t A . '
hQftR AR 3550 (HRTBERY PYLFIAT SACOHOMBY SCRRURLEAI She Internet
teTYA IR A0eP §ESrding o @@gﬁ’ze@@ﬂtaiﬁg@nfg di¥lto the existing

i [
enbodi nent illustrated in Fid.2, and aracteri ze
raytamidla table 1202 is stored in the storage unit 119

int i nternet ,termnal,110. Note that, in Fig.12,
the s C%dg%&‘i‘?‘fmﬁ{‘% enents as those illustrated
i n Figextar arpsségperhatibh (de g nwbeshotiel preferred

detai | ed expl anations thereof are omtted. This
e didaensnasepvdin Gipisartiaispnesant dnyesdioRr Vi die second

0 j cat | [ .
<R sr oM orMa BRI 80P 4P FREFHEb Sepinal 110
frouh sanleap pledtion s@bvéhe ppatat k202 0stt doedeiexplned below.

recordi ng uni t 159 hol ds agpl_i cati on server . .

i dentffiG;i &2/ 4810R e H429FA B} KR WiNgadd @d"téfe afonfigytration of a

‘- . ) ; dant Lfi _

c&fimBnicafiotBYseehl Bcortihide LHENEELRY cfihgdiment. The
caninamnjaeatiost systeirPaaddrdsngarnd theheepond ennbuediment newly
. the applicat,ion server. apparatus _1201. 30 t, .an o
INGETPERBLPS e SR RLRSHIOT, Rers(st: aPPARatHS: heO1 ifi addition to
tHO NEBRfigih b b Yot Qﬁlea%@)‘?ﬁﬁmﬁ‘ﬂidé%iéﬁes?%@ﬁﬁd according to the

enbodi nent.  \When the user makes a confrol request _
abeoyeraxphaingdiefirstagirobodimewt 20tusioated2 in Fig.2, and is

CRETh AR AT A B P22 S B B g e 119
irsetheer irfeipacdt verddAdl 1no.he §oteethappahatrig,1200the same
the control request occurrence notification unit 20 )
cepstituens elements as those illustrated in Fig.2 are assigned with
the same numbers, and detailed explanations thereof are omitted.

This application server apparatus 1201 is a server which
handles, for example, an application dedicated to remotely
operating a home appliance at home from an outside location.

The table 1202 stored in the recording unit 119 holds
application server identifier/address information made up of at least
a set of: an application server identifier for identifying the
application server apparatus 1201; and a pair of the IP address and
the port number of the application server apparatus 1201.

Next, an explanation is given of the operation in the
communication system according to the second embodiment.

When the user makes a control request from an outside location
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the internet termnal 110, a control request

occurrence notification 5 packet in which an
wappi4saseon server identifier is further i ncecparPad&2054

into the data part. Note that the data structure of

such control request occurrence notification packet is

explained later with reference to Fig.13. In the

internet termnal 110, the control request reading

unit 10 115 extracts, fromthe application server

UshEheinobitriresRInahdeviae i lot0 s BHEBCO LG st is sent to
u t I d

i SRRAFRERH SR abd s 1201, 7 45 SETReR‘abBaratus

208t ahmacondfot ireqaiesieoceeriarece cmwitifichtiorguedt 205 sends, to
occurrence, not.ification packet. Then, the e o

the RSt tehminel Y PoERitil, raaigst, agturrengs, notification

padblett e apMicpat boN appIRfatkORar 3bKPed 2Qdentifier is further
corresponding to the extracted address and port nunber

inc@rpeeipd énta thep datiane@ariton. Nebe ethaiatthehdata structure of

R N R R R ——

|laterngth pafeddhc@adeFig. A ket is sent is the sanme as
that of the above-explained first enbodi ment. Fig.13

showslbhexiatsreegdeaminalct Lo e the coabinlrgquesfuegading unit
cu ot pfi.cat| y r
1 SECUEERIRLOL AR 160, PAGKTEIND, SRl IqEnaRethacress
irifeadmtipgrstdﬁ(d inahfeatablea]d%@w,%gif@di‘@@s agllﬂj @sport number
1303, a destinatiqgn port nunber , . sender's .
thafgFestesannd badhe SARIGALOPoFErYRhiaentdoe, iastuded in the
dats- P t agparh el 388 05N aEENEd daddhirdle refifedt@becurrence
i ncl Udes a control ~ request occurrence notiflication
notiiaatiovr paaketr niThedn ) Dhe3@d nomwuoicationt taiti dtlek netquests,

I ' 11 pdentifi 309 of th 30
vl PhEa: Fafee T apiF atRP R5atioms Serves: aaparaius 1201
COHRED MG P MEBNI 4Rl | BRtEYSHRIM adelr@sdl NInHO Jd¥& number to

second enbodi nent incorporates the application 31 WO

- egmhlisla FLPCHIFRONEN012054 server apparatus 1201,

10! CINHPE B SER PR BPEEBRE B RL Rk internet
tertmisal RA i ther séhees eIpisdrARRART0ISfROP & TAFE connection
shared as a control
request packet is sent is the same as that of the above-explained
first embodiment.

Fig.13 shows an example data structure of a control request
occurrence notification packet 1300 sent by the server apparatus
200 to the internet terminal 110. Its header part 1301 contains a
destination address 1303, a destination port number 1304, a
sender’s address 1305, and a sender’s port number 1306, and its
data part 1302 contains a data type 1307 that includes a control
request occurrence notification identifier, a terminal ID 1308 unique
to the internet terminal 110, and an identifier 1309 of the
application server apparatus 1201.

As explained above, since the communication system

according to the second embodiment incorporates the application
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request receiving server, even when where the system

involves 5 nore than one application. Mreover, even
wono@/case where an internet termnal for proPCUIRE0E012054

different kind of services is to be provided, it is

possible to send address notification packet data to

the sane server apparatus 200 by appropriately using,

dependi ng on need, either 10 the application server

sty PEATT Use 20 s WG HOHSES 4 RS G aERG0aPMIRAION for the
idé&&gggt%%rﬁ%iméﬂlnﬁi()%r! Feriotely ¥p NG a Plb%%réﬁﬁlnignce, it is

odi nent using the internet” termnal”~ 110 accord
possitie fal thesanvamapparaiusTROQ Hior deerdhmtietbras ia control

characterized by that it incorporates an address, |i st.
rSRirst R gy ser st vRRe: WhePE BiE: SVatemdnvolves
mdHeetihgh éﬁér@pphcéﬂbmf a set of application server

identifier/address information stored in the table

1202 Mprepuerst@yegeinindt Cage wlaemﬁanolbnara@tl.temninal for
ol ictlard TN Y ek s b 3plad AU 1B Possivie

td heehdr raddtressippatificstid®3, phbketpdbitaattioontirer g@me server
asgar at us 1206, and the, address list notification .
ag \V@FU%p%QQa ¥s@ PR P PERRS Y H§' MDY dapending on need, either

) |neiion2 Do Fl tﬁ&e r j
t not i |I<|:at||8rq g%!r’\\//%lrFag)eraraa uslmlﬁﬁ%ﬂré?&rivfeﬁ %Bptaﬁgtus 200
thatt pereadicad i neteiMdés & packet. of application server

identjfi.er/address information, is newy added to the
conf i JUNEEH; €W%98|'D§ﬂt§t ed in Fig.12. Note that, in

Fi 9. Idexthe Hameegpiphativent isel gRRINS @6 (d0sEher preferred
illustrated in Fig.12 are assigned with the sane 3
emhodimendndisdegaithed imteiraedt tenminiaér ddf0 aaecording to the

pESebEi it L IRE iR IRHAd RERETs ERatBsarizad by that it
incdtddiagbssgndaddress 195t aprificatibANsePdeM@pparatus 1401 for
2004/ 032452 PCT/ JP2003/ 012054 serv

npbidwing i ¥re dadeensttaraninal dd @ oft géseﬁt@f @Rplication server
AGRATRR e dPsd b FREREIn SEOLIE, 1 Phereaindage of tne
stovidgd 401t thk9® viecehe aouterenOget of

Fig.14 is an example functional block diagram showing the
server apparatus 200, the internet terminal 110, the terminal
apparatus 103, the application server apparatus 1201, and the
address list notification server apparatus 1401 according to the third
embodiment.

In Fig.14, the address list notification server apparatus 1401
for notifying the internet terminal 110 of a set of application server
identifier/address information, is newly added to the configuration
illustrated in Fig.12. Note that, in Fig.14, the same constituent
elements as those illustrated in Fig.12 are assighed with the same
numbers, and detailed explanations thereof are omitted.

The address list notification server apparatus 1401 has an
information notification unit 1402 that sends a set of application

32



10

15

20

25

30

application server identifier/address information from

the address 5 list notification server apparatus 1401,
wand4paees the application server identifi epCaderoess12054

information stored in the table 1202 of the storage

unit 119. Next, an explanation is given of the

procedure of updating the application server

identifier/address information. The information 1o

SRSl BT e g LS e terminal 110

| dentThéeqhtaddeesarThen "@Iﬂ) I‘(Hlﬁg t& th%etﬁl?al @mt{odlment

1202 of the storage unit 119 en receiving
insgludpgl aIaaﬂthmaie@nerddbentumrteMGBdrlmsrenémemal maw set of

anfBERth BetyeRCidedhinig o HerRes, Pl Res it iy bhe address
I|§t6hmi‘f|¢@|lﬁbh sepvépapmaatuef pamat i 9Adas aa'té§Ft‘P{é3§pb‘?lcat|on
est which it has made to the address [ st

S%ﬁrﬂ tlslreréad@éessaﬁﬁarmaxs,onzatpreﬁisnreizlpeanamela 1202 of the
conmuni cati on syst em accor di ng to the
SRR drlis g,

rrent since the storage unit 119 in the

i nt erddext, aa exepharrmdloihh@ givery 6f ther geocwdiar € df updatlng the
r and the address _and por

aﬁ’i'SﬁB@E'%a'lf SEEVRT S téfigtr%afﬁg'ée%rméﬁamaﬂ@@ ithe uaformatlon
t i

UpBBEe S ren P01 k0¥ RaPREL KEFHIIRR) L0 b Ufitates the

amghpatrtonasehuagedemttﬂ:er/mwwmnmﬁoruhatanplstoaeddn the table

136515t 1AERRDR R wat DObr bt retebiind: S B et af application
sevet oigénktifidRad s 139?0%att'|‘k§3n5tﬂfo€i'ﬂe ¥Rk allifess list

“in the internet termnal 110, instead of the address '
n@ﬂﬁlC@é’rqn Srﬂrrv[mrrappatraéuapmoaatomwh;emmceapmaa mew set of

AR shrear R el SalnfiEatEn Feor rasmanse to a

rel:ﬁ.@é)st Thlei ctorituing § ar e Wy tthlellaﬁﬁés%?tl%t hoermddon server
amggl ication server identifier/address information

PYiBAtdin the table 1202 33 V\_o 2004/ 032452

T 2R AIAOD 8L i by i Ghgoraing
to melldnddlmﬁmdldaeatpslmcé&ﬂé Qtoté@eqmﬂtrpw inethiéShternet

OCC“” ﬂfﬁ@%é{/é %%(t'):‘gg ulpo gtle %?353 }Calt?glgl searr\]/%r identifier and
the address and port number of such application server apparatus, it
is possible to identify an application server apparatus most currently
involved. Furthermore, it is easy to support a change in the
address of the application server apparatus.

Note that it is also conceivable that the URL of the application
server apparatus 1201 is stored in the table 1202 of the storage unit
119 in the internet terminal 110, instead of the address and port
number of the application server apparatus 1201. Fig.15 shows an
example of such set of application server identifier/address
information 1500.

The communication unit 111 extracts, from the application

server identifier/address information 1500 stored in the table 1202
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address and port nunber of the corresponding

application server 5 apparatus, using a predeterm ned
worbtdind24sDNS (Domai n Nane Systen) i s an exanplPeTariongoi2054

of extracting such address and port nunber.

Subsequently, the communication unit 111 requests, via

the router 101, the application server apparatus 1201

that corresponds to the above-extracted address and

t nunmber to lo, establish a TCP connecti on.

OAEESran?IQﬁ Wtbjeiéweas URkdihatecpsresppads to the application

séﬁiﬁWiﬂéﬁh‘f@}‘ E’JB'O@ Héldcﬂecﬂﬁﬁeﬂﬁ’f d%t%og'é'i'{" di “cfflghe control

under TCP. Not e one use
rembese Otceunrreak:edleotkfa:atk@ntIoca*mamkeit S0 ehakr esttracts the

afgpé’% 'Taen(gSBO{ﬁ i@j}es‘re ﬂ%%nc'cg%e@%orgq,fpsg r{ag;pllllcan%l%ndserver
appacatwsaludingcan Iﬁ@d@@l‘ﬁ’ﬁ%cpym'&gl% ot pay st FD'E‘n‘iéln Name

deV| ces/ appar at uses i ncludi ng PC and PDA whi ch'can
Y SkE0t isdant @xaﬁephenmetmdrm’tantwacnmglmmlstadduress and port

e S Ek R, I e FShdie v

theernouaéraﬂﬂal,attllseatalblpl‘l@aﬁ@fn §@ﬁdeﬁg FRALR VIDD1 that
acket data to and froma router connected to an

s ds diandhe a(ﬁp\t%ﬁ?gtr@@ﬁﬂdcad@ine@sSa@ld mttenumber to
eé@a%lPsH‘%TETCﬁGE oﬁlaﬁﬁbﬁﬁeﬂ[}rb?cgﬁﬁgsh%gsmle for

term nal apparatu accor ing to
thmcemnnmncataprplumabl bltto eeteive aatondiflarejwest ohder TCP.

r enot operatin | i ances | an i ntegrated
manneh? g\% &Ef é% redaaﬁgeetbswé%% appl thacaohHe terminal
[ c [
AR 055, Wi tng prefitiet hthadiifieffes, but the present
INVeai ol isapyedr éjmderdortOSéhm nghded:laevefrgr@axt'l&tt athateuivalent
m rout r t hat nnegcted to an external

fu ectt\%g'g? \2 Sel‘%—l‘ é{ SMS i 4s '@&ne@é@%r t kgrminal
déb@lmst/ablma]%ltu@lé@aﬁﬁiluamé ﬂ”@'é\gdqﬁ’D!Z\eWI’ﬁéht gaﬁh?e connected

router via a home network; conprising: a pac
togtherigtesnetmetwesk bt @. t o generate packet data to

be sent to the server apparatus; a protocol

determi nation unit operable to deterrri ne a

Industrial Applicability

The home terminal apparatus according to the present
invention is suited to be used as a terminal apparatus at home for
sending and receiving packet data to and from a router connected to
an external network, by being connected to such router via a home
network, and more particularly, the home terminal apparatus
according to the present invention is applicable to a terminal
apparatus for remotely operating home appliances in an integrated
manner as well as applicable to home appliances and the like such as
an air conditioner.
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comuni cati on protocol used between the honme term nal

apparatus 1o and the server apparatus; and a
woaomm24sat i on unit operable to send/receive tReTIRIK&012054

data to and fromthe server apparatus via the router,

wherein the protocol determ nation unit determ nes

that the hone term nal apparatus should comrunicate

with the server 15 apparatus using ( i ) a first

comuni cati on protocol when the conmunication unit

sends address notificati of-bAIRMS data generated by

1t h
Loeri oarone St b dpbarpst ol Seadlfd ety fid hackst data
to ared fabnvian rauterr tuaeris wdnéctédat@mr@(ternal network to
ni cati on protocol. when the co ni cation unit
whiTR S sErwe 0 BB HaTAEHSI S| GRIONRAER GntlS TS WoHT MBLAPParatus
bERIY Fo P ¥§- tl'?e rot®ePafB é%mlne%ﬂf’@ﬂét ¥8mprising:

according to Claim1l, wherein the protoc
det eranpaalkeingeneratn@treumlhemetMIettmgeZEenMekpacket data to
%enera unlt shoul d erate a connection request

ﬁﬁﬂ’ﬁﬁ aaP%% i on request to establish a

connegt Ip%tb@ot hget&PrifatRAPANLATIYS dﬁéﬂwaltehetosea@ﬂérmme a
communi cation protocol, when the conmunication unit

coRyBUsationpretecekrsed hepaeenite home: tgrimialbapparatus

ence of a control request
gqﬁsegg’te?aﬁgbﬁﬁggﬂ‘bﬁe%ﬁ{m nal apparatus, and the
comui edtimanichtioheeriivespetable tite sstidAeceive the packet
daggar at us control packet data including the control

kesandafriaen the sesyen@ppaLatiee4a the router,
PCT/ JGRAQ3{HY f@ﬁrﬁf’é‘@@f&le‘i‘@rhﬁnﬁ% @H'dﬁ@eﬂieﬁ ﬂ'\hﬁes that the

server apparatus usin conmmuni Ca

hone otermlﬁalTapplamaEUSestmortdtl atm:ramUm;cam:owditmgth@ server
wherein.t

first
2 BBahis abstil plok dcdi HStGBMERUNi¢aEoBegiiadocol when the
cERIAYNieatio mmtocgénug TQHEIréfssThﬁoFﬁf@attlSHm P%lcket data

apparatus according to Caim to conprising
gananabedneyit thei paocket apteerationnagdt atacdhiel Siecsee apparatus

pé@r 'JIXaYIi}léHd tyeﬁéattehc?lyhgg% tp?"é e@%lrmlplp%r gEHdlng interval via
the router, and (ii) a second communication protocol when the
communication unit sends/receives control information to and from
the server apparatus.

2. The home terminal apparatus according to Claim 1,

wherein the protocol determination unit determines that the
packet generation unit should generate a connection request packet
for making a connection request to establish a connection to the
server apparatus using the second communication protocol, when
the communication unit receives, from the server apparatus, a
notification packet indicating an occurrence of a control request to
control the home terminal apparatus, and

the communication unit receives, from the server apparatus,
control packet data including the control request, after the
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wherein the comuni cation unit sends, to the server

apparatus, said certificate nanaged by the nanagenent
wondd4/o3afster receiving the notification packePCTAB2053/012054

The hone term nal apparatus according to Caim 2,

wherei n the packet generation unit generates an

inquiry packet for inquiring the server apparatus

about the control request, when the connection is

establjshed to the server apparatus using the 20
C%@E@ﬁ&l%ﬁ%ﬁt@%ﬂﬁhﬁ%r@t& ISery@l aRpaEakuEnIeing she second

Cé'mﬁ‘nufiﬁEgﬁiq?rﬁipqoitBGHil,ry packet to the server

apparatus via the router. 6. The hone term nal

apparatus according to daim1l, further 25 conprising

an authentication unit operahl e to perfor .
3aut neHREQX im tORTRa] are ispaEspLEING T any one of Claims
1CGoRFLNI cation partner, wherein the authentication unit
performs the authentication on the server apparatus

usi ngvhesein dhe éirst faaaneunicatdenf preatodali sy UPP, ahd

hone N8 Aeagr ¢ SoRnRERAREh G R Tas T Ps, “wherei n-
the authentication unit perforns the authentication

36 WD 2004/ 032452 PCT/ JP2003/ 012054 on the validity of
4t ne sERQehoap deiininals appedaklRi e6EPb@intrtonélaimsagfurther

cOP b, HishaHMe SO pERIELACHEABRHYS corcate to

vardly esslidityt b€ ther hemearaniatalsappadatusgrm nal 1D
uni que to the hone term na ppar at us.wﬁ.é The haone
f

| 5 a
t er mi WHRTEHparthia s CRMRBIHNEGtN Uit eSe eitR tHe server
 cati > ¢ _
s SeAd S T A B OERP DR PRl unit, after
redeinvingaha mohifidatiomipasdkeatnt erval . 9. The hone
term nal apparatus according to Claim1, further
conprising an encryption unit operable to encrypt a

s5channphe heiE B iR UBp A L4HT S AlccOPBRT gttes Bt be
server apparatus that _ _
wherein the packet generation unit generates an inquiry
packet for inquiring the server apparatus about the control request,
when the connection is established to the server apparatus using the
second communication protocol, and
the communication unit sends said inquiry packet to the

server apparatus via the router.

6. The home terminal apparatus according to Claim 1, further
comprising an authentication unit operable to perform
authentication on the server apparatus as a communication partner,

wherein the authentication unit performs the authentication
on the server apparatus using a server certificate to verify validity of
the server apparatus as a communication partner.

7. The home terminal apparatus according to Claim 6,
wherein the authentication unit performs the authentication
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15 uses the second conmuni cation . protocol, when the
control information is sent/received to and fromthe
weeomas2agppar at us. 10. The hone term nal appar & TgP2003/012054
according to Claim9, wherein the encryption unit uses
SSL to encrypt the channel. 20 11. The hone term na
apparatus according to Caim1l1, further conprising a
control unit operable to control the home term na
apparat us according to the control information. 25 12.
omtgehzesaﬁdﬂw ®if fde app¥rataRpPatabisiasgatemraumigation partner
[ ' . . 1.nal. r S;
usH B Brtd TRliokufio SR AB SRAACT S8 T iporasket data

rewgdivedkbyeshb ocbnimaidieatiordluritpasat IR esddnessidss the server
rE;\)[?garat us _control_unit ciperable_to contro saij'd each .
ARk Sier ANfal @ I6TEYPR atliledNifyS o t fge home terminal
a gﬁgjm ation unit sends the control information to
F%?c the term nal apparatuses, and 37 WO

2004/ 032452 PCT/ JP2003/ 012054 t he apparatus contr ol

it trol id. h of t t 1 nal t
8 accorind A5 Feifiet PRaRHIRAroR IS CRHeIAlRD,

ter mpRErappaitad UsuBeERtihfbn cuAny deerels A RéM™acket data,
land2, wherein the server apparatus iIncludes: a second

wbemmiihiec soinam winicatipar ubite receseasl/ saickipackeicidata within a

; acket generation unit operable to
p%%ﬁ%%@ﬁ@%%@%ata to be sent to the hone
term nal apparatus, wherein the second packet
generation unit generates the notification packet

9.4 ndi e e teEBUNAdn2BParatue aerridng équetaimed, further
;dﬁ@?rﬁ&'nd hthcEW%ﬂ{)ﬂaluﬁﬂpadﬁé%leW éﬁhgy[}gn%{hg&hannel

uest occurre e server apparatus, a
beweaa tdrenmomediagroninali appandsusand tivg islarvatriapparatus that

ack to the hone term nal apparatus via the royter.
1455 Fhe hamrEOnel nERENTURHARSIGH  eiasaly Meny tHe s control

information is sent/received to and from the server apparatus.

10. The home terminal apparatus according to Claim 9,
wherein the encryption unit uses SSL to encrypt the channel.

11. The home terminal apparatus according to Claim 1, further
comprising a control unit operable to control the home terminal
apparatus according to the control information.

12. The home terminal apparatus according to Claim 11,

wherein a plurality of terminal apparatuses are connected to
the home terminal apparatus via the home network,

each of the terminal apparatuses includes an apparatus
control unit operable to control said each of the terminal
apparatuses itself,

the communication unit sends the control information to each
of the terminal apparatuses, and
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wherein a nobile termnal device is further connected

to the .20 external network, the nobile term na
wdeavi4ps243ei ng capabl e of sending the control requaBi00s/612054

control the specific hone term nal apparatus, and the

second packet generation unit generates the

notification packet, when the second comruni cation

unit receives the control 25 request fromthe nobile

term nal device. 15. The hone term nal apparatus ]

accotbengpparatas mars;rol wheitetontneds ssaighgaghicrétthe terminal

et asy phEOLaRd S IR nalftrof AR SATSEE ona

communi cation unit sends said control packet data to
the hone term nal apparatus via the router, after thc? .
1%onndd1e bomestersninel 3RE@rabuUS AL NGeERiafly one of Claims

1 %%?Ja atus using the second 38 WO 2004/ 032452
/ JP2003/ 012054 conmmuni cation protocol. 16. The

hone wieenéimatheppanat ua pperatdsrigdodEsai m 15,

wherein the second comrtmi cation unib s%nds th .

Cont AoPeCEngAARMUANSALIGN HBIhoRET ¢ BIRTRACNRIRCRINE Packet
datz2 LRg router, only when the control request occurred

in'the server apparatus. 17. The hone term nal

apparasasoadcpadkey gencrationignit aperaibhe tige geseratie packet

' ' ' d h k d
A4 g Yt rodine, BEtRE St To i ABPANRERR, o v mnen
receiwhapeir '@ t Secheae phekatngle mitRAIGH UBNniBNgenerates the

inquiry packet for inquiring about the control
notfjgaston mackeieimdinating kheapcappreacesobéber apRgralorequest

co A ng ot b3, e HES GO RPN S £485rp) reouest
odcuiFed in tthe séplepwparratiuy, nabdon i ncluded in the

packet data received by the second com’run(_jncatlon yni t
as a tH& SeEondr &9 MNUTIEBEIR& HBH: sgndsesaichRot|ficakion packet

o felfTe SHTHIRCL PRERS o fibpbutsiess of (he
port nunber of the router which is a sender's port
1451 :J g?nelglj‘% ncgﬂaﬁn ﬁgf‘(}r{iﬁgﬁ IaopnpallJ rrgttusoggégrbcl:l lengt WL 13,
wherein a mobile terminal device is further connected to the
external network, the mobile terminal device being capable of
sending the control request to control the specific home terminal
apparatus, and
the second pécket generation unit generates the notification
packet, when the second communication unit receives the control

request from the mobile terminal device.

15. The home terminal apparatus according to Claim 13,
wherein the second packet generation unit generates the
control packet data including the control request, and
the second communication unit sends said control packet data
to the home terminal apparatus via the router, after the connection
is established to the home terminal apparatus using the second
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information storage unit, the gl obal address and the
gl obal port nunber which correspond to the term nal
wODposbsi32t he control 25 request to control thechagrmo3/012054
term nal apparatus with said termnal |ID occurred in
t he server apparatus, wherein the second packet
generation unit generates the notification packet
that includes notification information indicating the
occurrence of the control request as well as
CarREnuBiGRtioBoPFeEet i vel y as a destination address
and a destination port nunber, the gl obal address and
the gl obal port nunber extracted by the extraction
16nit THO Wéow#rﬁaﬂéfB%pIB@TﬂatB%O@&@ﬂdl@@ tolelaliﬁinelS,

honme term nal appar atus accor to daim13, ein

the YNOERIMMEHE M5O @r%mm.wmgaal@@ il srnds The Tontrol
BSOS HRA thn 0

cert I f1cat th (t)lt;'Se'rqls?ﬁé gef/rgll o?rastﬁ.gé’s’)g?\/ghe router, only

whppatiae lmnmvlmén'equesﬁeoseuomid dnnthmnsea“MGnrnapparatus.
sends, to the hone term nal apparatus, said server
certificate nmanaged by the second rmanagenent unit,

12f t eTHE R engerrhiRd) Bippdreia st Sé@bf’@ing{ Q@p@fa‘?lWSlS
the connection request packet for reques a lo

connéheoain dhaqesem%rcgmmmgtm rtgntthée@éiSortble control

PEEREY U 58060 B RIS terdhindl PRl UHCtg, tayter, only

whepparicegving t feonh nehedesrhes eepniinal S apyidirentiscabnoninquiry
unit ap erable to perform aut henti cation on the hone

packet .ﬁgr Iagyariamabgytat%rﬁﬁnﬁr@étrﬁ&uqﬁrt ner, wherein
t he second aut hentication unit perfornms the
aut henti cation on the honme term nal apparatus using a

18ert iThedtemicotemaingly a\quardsitus atcoheir’rg)lte Ctaimn k3,
apparagus as communi cat i on The hone

2
B RAETalpAAe, Sar ok SERATG e B anarmiclagies o n ¢ he

serv u n r t
oo 3 R iBglon efotlar; yARSapsbrate vBL e the
fol lrwingl infppanadios sraludies der ke m@tplaehtda;ta hrecetu\sed by the

setgc?naeggﬂ'gmumcatlon unit as a set of terminal information: a
terminal ID of the home terminal apparatus; a global address of the
router which is a sender’s address; and a global port number of the
router which is a sender’s port number; and

an extraction unit operable to extract, from the terminal
information storage unit, the global address and the global port
number which correspond to the terminal ID, when the control
request to control the home terminal apparatus with said terminal
ID occurred in the server apparatus,

wherein the second packet generation unit generates the
notification packet that includes notification information indicating
the occurrence of the control request as well as including,
respectively as a destination address and a destination port number,
the global address and the global port number extracted by the
extraction unit.

39



10

15

20

25

30

comuni cation protocol, when the control information

is sent/received to and fromthe hone term na
weapperar4ss. 22. The hone term nal apparatus aceordprgs/012054

to Caim13, 30 wherein an application server is

further connected to the external network, the second

packet generation unit in the server apparatus 40 WO

2004/ 032452 PCT/ JP2003/ 012054 generates the

notification packet indicating the occurrence of the

control request, the notification packet including an

1 ool 15 Ponecntfing fEBRaratlis eraffitd ki Cthint 33,
sendsvisefgimothid | sakven ppperatus tfartiher hpmel udkgn aakecond
apparatus via_the router, the hone term nal agip_arat us

Mapagnefdnyhit eperabie divagranate 8pe il Cestificate to verify
j,caf i [ i.l.i er/ address i nfornation
Vaﬁa&ﬁgvu%f gﬁ@aféanf%egl;?plp%ggtgg%“ cation server identifier
and avhearkinetheosetbndapph mainicatizar warit sewd4p tanthe home
extr %ﬁti on unjt operable to ext fromthe

.act
teERYINA A PBAa B 6RIG RATET 6T HUGPEEsMaN A Py Ehe second
m%h‘ﬁr At hEngE Oréﬁerunl'écef\hﬁg aggHess @e tMyme | terminal
app t hat A

cation serVer corresponds to the application
asearaiug,dethéf i @nnactioded requast npacketatfaon pagquesting a
when the . comuni cation unif receiv sai d -
caiisetiOh t B eiarer sonprkuS FETpghe Eefipad.rammunication
priAeledl, generation unit generates the connection
request packet that describes the address of the
application server as a destination address. 20 23.

2 ner dTE NPE BRpIRAR P RARERORG Pt R Bifg 13,
nunbeyhefeirt heh@pekiroatri aprpraters tfurtherapptiubés oa second

server identifier/address information, the extraction
authentdgakiai snit operakledapreteMnayEngBEication on the home

el pBPaldEnSSs arCoRimrAEit Poriele? 3a the

port whabein ofthtehe semopld cautdresdécation hatnitorpesfoomds the
algt%etrrl]ﬁcg%oolni %%t{k?g hsoelg'\\ée{erminal apparatus using a certificate to
verify validity of the home terminal apparatus as a communication
partner.

21. The home terminal apparatus according to Claim 13,
wherein the server apparatus further includes a second
encryption unit operable to encrypt a channel between the home
terminal apparatus and the server apparatus that uses the second
communication protocol, when the control information is
sent/received to and from the home terminal apparatus.

22. The home terminal apparatus according to Claim 13,
wherein an application server is further connected to the
external network,
the second packet generation unit in the server apparatus
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identifier included in the notification packet, when

the communication unit receives said notification
woackas24seom t he 30 router, the packet gener aPCOAP203/012054

generates the connection request packet that

descri bes the address of the application server as a

41 WD 2004/ 032452 PCT/ JP2003/ 012054 destinati on

address and the port nunber of the application server

as a destinatiqn port nunber, and the comruni cation
ggReraseaddie Nekitisakian .wk@qmagthﬂagethet@ccuérence of the

?ﬁfl"’cﬂr r?&%ﬁtufhé' ﬁottﬁ‘? ﬂB'he a§< |E§F\.?dmf%pna lication
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setmag@enblfterf fot mdenstfvneg ma@mloatMncgersﬁéwer

ool U8 SE500d B M Uiaikti e Unihgendias natfication packet
t@l@ﬁle' ﬁehh@rte?r%\f?an aéEaﬁ*E%u?ﬂhg:ﬁ’é ?. er;yt extracts,

fromthe application Server addr ess
i nf orthe ihomst tewaing! aima;tatua;gﬁmtmeu' cmmn@esof
the a pI ication serl\fer t hat bgorr ds to

appl i Tat TEH a4 v NG g ORSTABIE G n acm%“catlon server

|dmiﬂ|f|e¢'ﬂédaﬂe§§0#ﬁ‘brn¥@lﬁ6nt h@adéoﬂPUBF G 108stthle application
receives said notification packet fromthe router,

s@Rver hdeobifiamposgk aanadﬁhresgecmfd's'hehaappbﬁata@m server: and

cauesh, EREHRIoh e ciBroa e B5RAER, YEOH, Wla,paplication

séirsdr rwélnfnﬂm't/admlr@%lsviﬂformétlibhfﬂfore@ob?etﬁ@gtéﬁagéle.lmt the
aaat er nal . net wor k t he address list notification server

Eegacf haapalirptinnserygs tntce g asends dotthe Remlication
s&fY ??Herﬁqﬂ FatliHR|u daQHr‘iﬁ Caric?ttlflcg?fdrf B%&g%@, when the

packe i ng anot her appli  on SEerver
codemiirficaticadduasts redeivest | saidvirotification epackat tfhem the
ho term nal apparatus further conprises an update
FR4t&" operabl e to update the application server

i d_ent\}vh'e@éfﬁ‘C{‘FI'eeP%clde'ﬁfé’égé%ﬂﬂnshﬁ‘ite@e?ﬁéﬁa’ﬂ%ssﬂf% @finection
unit, on the bas sal d anot
request packet that describes the address of the application server

as a destination 'add ress.

23. The home terminal apparatus according to Claim 22,

wherein the storage unit additionally stores a port number of
the application server to the application server identifier/address
information,

the extraction unit extracts, from the application server
identifier/address information stored by the storage unit, the
address of the application server and the port number of the
application server that correspond to the application server
identifier included in the notification packet, when the
communication unit receives said notification packet from the
router,

the packet generation unit generates the connection request
packet that describes the address of the application server as a
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application server identifier/address informtion

included in the 30 received address list notification
woackas24seom t he router. 26. The hone term nal PCT/JP2003/012054

apparatus according to daim1l, 42 W 2004/032452

PCT/ JP2003/ 012054 wherein the router is directly

connected to the external network, not via an

i nternet service provider. 27. A conmunication system

conpri si ng: a server apparatus connected to an
destiBasion 36 apdrdiR POSE MuTaberphbEae @prlieationeserver as

t i rk: outer which connects the
a dbs'stlﬁﬁ%nr{‘e?)td’i‘ﬂ ﬂfuxr‘]rgﬂ?r &hé

ext er nal wor k a he  honme network, wherein the
home the gbnam wapicarttauisifib clemtts said comeedtddn request packet

[ ' b) t ket data t
tERELERI VS, AP ailis Vg bR Reten protocol

determination unit operable to deternine a _
communi cation protocol used between the home term nal
2%pparEiedhomel tenmisel wppangiasaaasording I Elaim 22,

' ' ' bl. d i t he, packet
dat a WHERGI? RsnttaratE ARuf ru PR nsEares therappykation server
idemtifibe/ sedvess apporiatso h "EA 3 ea cliid £8 gl appllic?tion server

. communi cation unit operable to send/receive packe
'dé’&%eﬁrﬁf'@@ Y Rle @fnthe annalicaidaser saervanunit operabl e

to g a se 0 N

Lo, IR ERRaleh Wi “ehOdRs eRlahE M ARRcgion server
idemtifidefeddress ihfatmbbiphetered dyyrthal stairpgedtingt, the URL of

shoul d.co nicate with the server apparatus using (

the \aRPkca o SehYScHrabreyresaei dsiHen thiee application server

idePIFia| cathen unid s S Nnofifj Lon

Idpacketekdazggléjérl@ at !argl b?ﬁl?he%gjcatiﬁéét'%gtne?é?%gg’ unf'{1€n the

cammbaicatioer uajipeeceivespeaicddotHitatiendpacketfesiythe router,
a predetermned sending interval via the router,

a@ﬂd (ii) a second conmmunication protocol when the

conmmhieC @b hdfh Litlick ti Gre AL '<RGFd ¥ @R eCeOhhelctidH Pelfd R packet
tot ghgnﬁlRfLrom the server 30 appar at us. ~

25. The home terminal apparatus according to Claim 24,

wherein an address list notification server is further
connected to the external network,

the address list notification server includes a sending unit
operable to send, to the home terminal apparatus, an address list
notification  packet including another application server
identifier/address information via the router, and

the home terminal apparatus further comprises an update
unit operable to update the application server identifier/address
information stored by the storage unit, on the basis of said another
application server identifier/address information included in the
received address list notification packet from the router.

26. The home terminal apparatus according to Claim 1,
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28. The communi cati on system according to O ai m 27,

43 WD 2004/ 032452 PCT/ JP2003/ 012054 wherein the second
woackas24generati on unit in the server apparat BET/JP2003/012054

generates a notification packet indicating an

occurrence of a control request to control the hone

term nal apparatus, when said control request

occurred in the server apparatus, 5 the second

communi cation unit sends_ sai,d notification packet to
the hBRETEE nERg rQb‘SﬁFaﬂ%dee&t{\heC?Bﬂﬁ&t,edt ke the external

NBERPRO N stel/p4 ramﬁ't‘?gwéwsbrof%eey@%awat the packet
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tio o _the.server, 10 apparatus using the second
22?2?%0‘#9%89'?%BOEO%W%FBE‘?PU§;{I@Ql:Ji In tghe hone
ter magleryRpas ppusat@s totftetied Hot hhi &R¢d HhIPREKRbrk:

from the server apparatus, and the conmunication unit
r ecei ¥ 8O Merterm nalsapparatpp soanestedctmard mmaole¢tvork; and

conncteier RLCh catheRts SRR Eerdal Rrlfis fhd the home

neswogk} he second communication protocol. 29. A

cormunhcati_on mef hod in which an external network to
whi chV e§§m/$heabﬁélﬁﬁtﬁ?§mH"Q:loﬂﬁﬁéiﬂ‘éﬁu§r1ﬂC<’aUﬁ©ﬁ"e

net ngﬁaé@béﬁerggi% hO{TE &ﬁ@ﬁ]gh@&%@[@aﬁé bgcket data to

connec connécted Vi a
be ganinte dhieosemeeh@ppanptus;j ng steps A executed by

th h ] nal d st B ted b
the <br DEPtOSRpaPet BEMIRALIRN n UIHE ARGAIE i udetepmine a
cmﬁﬁéaﬁélﬁﬁeﬁét@&ﬁ&§€d°5e€iﬁ8%hafﬁé‘%o%‘é‘;férrﬂﬁli§1 4Bparatus

be sent to the server apparatus; a protoc
aidttdrariseavesrappepatds danet mi ning a  communi cati on

Pr ot Sl ERELRRT E 885EabB T SRR 1A pecket

Samtoaioeton 0w Sheverciphosots; U LB,

the server apparatus includes: '

a second communication unit operable to send/receive packet
data; and |

a second packet generation unit operable to generate packet
data to be sent to the home terminal apparatus, and

the protocol determination unit determines that the home
terminal apparatus should communicate with the server apparatus
Lising (i) a first communication protocol when the communication
unit sends address notification packet data generated by the packet
generation unit to the server apparatus periodically and repeatedly
at a predetermined sending interval via the router, and (i ) a second
communication protocol when the communication unit
sends/receives control information to and from the server
apparatus.

28. The communication system according to Claim 27,
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44 WD 2004/ 032452 PCT/ JP2003/ 012054 a second

comuni cation step of sending/receiving packet data;
wand4a3ssegond packet generation step of gener aPCmgP2003/012054

packet data to be sent to the hone ternmnal

apparatus, and 5 in the protocol determ nation step,

it is determned that the hone termnal apparatus

should communicate with the server apparatus using (
) aWIS'i rst communi cati on protocol when address

Inotif SUEHN PAekEECARCh Rrekeht@aneRation paakein the server

. : . 1 he . at
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program for a communication met _
takherihame ferwminaltapparatus Warthe raperat us is

k to.which a h i nal
pparit B8R BeRera idBof, it et aalies s the packet
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uni.ts in the hone term nal apparatus according
ngia canneaiipy nequegt toxastablistog eanhection to the server

a%ﬁgﬁm§ﬂ§iﬂ§rﬁé Rt Y W@%ggﬁﬂem%ﬁ gﬁlg 58 LRIk chRion unit

a server apparatus i

inrgtevicmed exm irfa laa ppaeaties reoelveppreaidtbfication packet from
connected are 25 connected via a router, the program

th& 36 NET ARBARRLT, 2Bk unction as the units in the
zirvjtr?eaeeﬁﬁﬁ{wic%?% 4 Mie AR t0¥sOFo R tﬁleaéé]ﬁ/ellapparatus,

control packet data including the control request, after the
connection is established to the server apparatus using the second
communication protocol.

29. A communication method in which an external network to
which a server apparatus is connected and a home network to which
a home terminal apparatus is connected are connected via a router,
the communication method comprising steps A executed by the
home terminal apparatus and steps B executed by the server
apparatus,

wherein the steps A include:

a packet generation step of generating packet data to be sent
to the server apparatus;

a protocol determination step of determining a
communication protocol used between the home terminal apparatus
and the server apparatus; and

a communication step of sending/receiving the packet data to
and from the server apparatus via the router,

the steps B include:
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a second communication step of sending/receiving packet
data; and

a second packet generation step of generating packet data to
be sent to the home terminal apparatus, and

in the protocol determination step, it is determined that the
home terminal apparatus should communicate with the server
apparatus using (i) a first communication protocol when address
notification packet data generated in the packet generation step is
sent to the server apparatus periodically and repeatedly at a
predetermined sending interval via the router in the communication
step, and (ii ) a second communication protocol when control
information is sent/received to and from the server apparatus in the
communication step.

30. A program for a communication method in which an external
network to which a server apparatus is connected and a home
network to which a home terminal apparatus is connected are
connected via a router, the program causing a computer to function
as the units in the home terminal apparatus according to any one of
Claims 1 ~ 21.

31. A program for a communication method in which an external
network to which a server apparatus is connected and a home
network to which a home terminal apparatus is connected are
connected via a router, the program causing a computer to function
as the units in the server apparatus according to any one of Claims
1~ 21,
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