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GROUP BASED COMPLETE AND INCREMENTAL COMPUTER FILE
BACKUP SYSTEM, PROCESS AND APPARATUS FIELD OF
INVENTION 5The present invention relates generally to computer data
rights and data identity. More specifically, the present invention is

GRPJIGRIEA KEMPOVIPY Bt AManasemENM BN it ARRIOSeUitERYSIEMB ACKUP
computer data backuép and com&%ters in general. BACKGROUND
< h N

Modern society rel gg@ﬂy%@n ﬁﬁﬁj a‘ﬁg%%ﬂé$ networks

(computer systems) 10and subsequently the Internet, as it is essentially a
large computer system. Manaﬁﬁ?g what person or entity has rights to a
particular file is extremely ot ,%Hﬂ CeNAEMive and critical to

MpkatpiBleg: the dfiNac Riclatan feallieit dorphareeabaliansOhrglataa identity. More
management and file identification are so inefficient that large

SPeCi ey SR E AL RUTARPON SO8 AP IR R PR B A S RASE B i AIG apPlics to

file syleghs LEbrighisrianagerpNhid asapieancs yibrthe prior art, is typically
done on a per user basis. A user is generall authenticated and is granted
rights on an individual or group%g GRREBRmon for files associated

witveaesusetiednesaamany e bifpukitsamiitougiuthendteRks @@ puter systems)

algorithm. Common comparison m.etho%jtj: include a crc-32 signature, a file
8

and subSeanpRily the, el 85 S S0 B he BT Wi Xl BimMa)agipg, what

personasgentitesafHigiaennapseitisa? 61y pieati slenediffaiafsaliRFOCRSE e and
large downloads. A large file would, be supplied with an md5 checksum.

criticar {{p MUBIHRWAIDSARS SR ARG rGrd SRUHES TRRRFGITH Qo Jagute giieent and

file idamgiiarifigsitbab iheftlorRekshunfarpaiaihcEsaditionallyosgpanate Copied@n made
files are maint%{gled for each user. One inefficiency introduced when
across ¢, ;omBYHESIS Gerformed relates to the process of 25 computer backup.

MRitHeaskina deelsnigles el airéakingianpridiediniagepitaiiy dackom Dper user
. the entire contents oka computer system. Using initial images or full .

basis- 5L TR RA5 PSP IO e G Bt il eram il skiponay bass. 1
is confrackuprpiReessesadareiaeadtaiiey sodeloitpecdositedubingrthesize ®F use of

backups that exclude parts of thengPe system and/or,do .not copy data .
some 35X o CESHTN SRPHERRR B R (BBl R 6 L4 N BRHE ALl pgsheck. and
a mortorainlyt eogy ritked dt ah 3Qsl oy pirh Hy eaghl @xistiof hasgactiies) ogiyeuidingarison is

._crc-32 as a checksum along with file name designators.to determine if .

ypicod G B LRSBRIE BBV e R38R NGLI Abaumbfed with an
md5 deatenablTiguasandee theadnitu€ine asdifihedilends thidng aretiealoynloaded file and
Verifié)sotﬁgltbtl?ec mcglsryzl?n“ﬁ?}%sé&):[lqalt%&]}itohr%ﬁ a,rgc%p%é%tg?aﬁigl lcl)pﬁfé%rgrte? trz]nentail%ed for each

same Crc- ata. Moreover, using Crc-3Z techinique has an'inheren
user. file rights problem and file identity problem. If duplicate

One inefficiency introduced when comparisons are performed relates to the process of

computer backup. Most backup techniques rely on taking an initial image or full backup of the
entire contents of a computer system. Using initial images or full backups may result in very
large backups being created during computer backup processes. There are various techniques
for reducing the size of backups that exclude parts of the file system and/or do not copy data
already backed up. One technique for reducing the size of the backups is to only copy files that
do not already exist. This technology utilizes crc-32 as a checksum along with file name
designators to determine if a file is already in the repository. Employing the crc-32 technique
does not reasonably guarantee the uniqueness of the file as there are many possible

combinations of data of the same size that will generate the same crc-32 data. Moreover, using

the crc-32 technique has an inherent file rights problem and file identity problem. If duplicate
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files are not backed up, the backup space is essentially a shared system.
With this shared system one must determine which files each backup
client has rights to. Another such inefficiency is in the process of
configuration management. Configuration management is the process of

files afeaRRABHKLNSAREBARIBN LR GOBRIIRIBY S @MY ed RIZRIACEFHPIREUARR system
a%Pturing and restoring configuration sets. Co,ng,%gration sets may contain

c .
one M detgERIRSS HeEhddlshiGarRa iRt e BAS SelitiPas scripts to update
configneptioninfermation & ima purigsolieaysiamiothadneilisieRcyd@siguration

in the inability of the system to guarantee the uniqueness of files.

managepRg it o AreEts A b RARABIBE LTINS B HOR A ACGHBY fatyytem- This process

includeQRfiphinatioAretss Wil dpaveh tnlecapie Chtheusame flesnsiBbatain file
because of the complexity 1Qof man%\ﬁting files that are not assured to be

structyfgipe configyratian GrforRation A8 SRS SHIRIa oy RO HigHRgemEyprmation
or mafiplldata RRCKKIRRY SIERISRIAtRYES RSO deibiiie b iRs §%anPIe .cdarantee the

. significant amount of inefficiency exists in the process of email storage
uniquepsSoth &l fhe SORSE URHIgB SHS AARiITRIBRIAS Raifllss ShptiextufadaMany

confiGiRiagesctd FUMMARYI1tipleA6pRIEBTINS dhifcm @diaabpf boeapsesihe complexity
inventirlgé_? is to provide a more efficient method and system for managing

of magpeing fIcs Al AR 49haSHERER. 9 W¥dHFdance with at least one

emodinsiineffibe fyiesertinwniasradiateoching datiminiigdata backup systems

. reasgnably upique credential is provided, The method generally ..
continygiy Hé?ﬁtg‘.n;%gé'&t&&m A ARSI U BRI éngfﬁ%ﬁ“fsﬁ s the

proces€Taig SlatageMedidherhereipetb@ifiist ipvantpis aomprisesgilicastoasta
descriptor; comparing the at least one descriptor of the first inventory
StOraggy a list of descriptors associated with a second inventory of electronic
data stored on a backup data stosagdmpagivym, wherein the second

ir%entocqilﬂolaglectroniqq‘d@ata Iforgprises eile\s:tronic data fr(g)m a %?Iur?éi'%/ff?giggt method
StorSgETHE IS EHFRIHSS Hole S T FRBHE St A Gt R
and system for managing files, file rights, and file identity.

In accordance with at least one embodiment of the present invention a method for
determining a reasonably unique credential is provided. The method generally comprising:

receiving a first inventory of electronic data stored on a first remote storage medium,
wherein the first inventory comprises at least one descriptor;

comparing the at least one descriptor of the first inventory to a list of descriptors
associated with a second inventory of electronic data stored on a backup data storage medium,
wherein the second inventory of electronic data comprises electronic data from a plurality of
storage mediums different from the first remote storage medium;

determining that a first descriptor from the at least one descriptor of the first inventory
substantially matches a second descriptor from the list of descriptors associated with the second
inventory; and

reporting to the first remote storage medium that electronic data associated with the first
descriptor is already stored in the backup data storage medium.

As used herein, “electronic data” may correspond to electronic files, portions of

electronic files, chunks of data, data structures, metadata, or any other piece of electronic data.
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determining that a first descriptor from the at least one descriptor of the
first inventory substantially matches a second descriptor from the list of
descriptors associated with the second inventory; and reporting to
the first remote storage medium that electronic data associated with the

firgt BQelgs@intay iscalreadyisteiaddntnehackin data steragepeadisfod\sd other
used herein, "electronic data" may correspond to electronic files, portions

bibliogragictBINETHESN AN BT taifas Bl St SRS IR SR Y Sy 8ttagpres. The
use of HRRSPHRILCHAANIE EalRddimend MRS IPIAL MM F EMbBadioR@filout any

metadata (e.qg., file storage location and other bibliographic information .
substantiali-identis#h 8 lerhing CRpIdgrip e Rttatuld s car Rairds ppRgiklgavithout
actual®f proGSEAPIAE, il QIhosteRbadioWseFimy iitde 1t flegatatacestaaast other

without any substantially identical files being stored more than once. This

software MPRIGILIAE HSEIBNESEitHE S BRIy HROVRIFTS thid RIEAfer Wighstevel
functi6RMPAI HYJNEi®S dihter hithAldatrkasruansbdan i ey seliwaceusp piGaliaNes are

can manaa;ﬁthe descriptors in a system that provides higher-level

exact RN GH IBEURAERE, SORTGHEHIEVBITARCRGAGIF RS GaRge overcome.

Redudif€ausenioanydfl esland expcitcepieRefiothgidites: dacansedmpé bessid®Hmitations
if file management issues can be overcome. Reducing the amount of

in meROYneQFREF <IBFRF HesdG8E ANt because of the cost and limitations

1QiRcneRMBRECS I ageprafchngivationesourcesoAniResEPeRE of tapable of
present inventioB,is a method.and syste that,%?‘eiapable of dete minin%n%\inaltion of

determining AR ORAB L UG TETIRNE dHRs I RER RS ErRSTIP e @ €O

file me@AINADEr Phible-1peiadiaimane ryRiagiaehiTRignakHiptor, sighaleiaBodiment,
The descriptor, in one embodiment, enables a possessor of the descriptor
enablgy i OSSR RS (e L LAl el g 2 ith the processor

and subsbgeenBnihe the@isoessotasdnadight fitetbecfilE eepricileopi@aegaskes the
s G R eSS L et pessese P DUt v
deternpiadicialeit file bebauseadelieicninity diedasecdpianiornadiles wetbaptever a file,

: ossessing the file, is extremely djfficylt even when relatjively weak :
it P8k L5 B S LFRIE AP RS Al S eryrographic
routines are used to generate the descriptor.

A further aspect of the present invention provides for the use of cryptographic routines or
algorithms. The cryptographic algorithms are substantially more difficult to break if the entity
trying to break the routine (“attacker’”) does not have access to both the secret and the message.
In accordance with at least some embodiments of the present invention, an attacker has access to
neither. This makes the authentication of files very secure, as the unauthorized entity would
have to guess the file metadata as well as the signature or signatures, a task that is extremely
difficult if not completely impractical to accomplish. In fact, when multiple signatures are used
to identify a file, one method for generating valid descriptors would be to start with an actual
file, in which case all that would be accomplished by the attacker is they would be given access
to a file they already have.

The term “automatic” and variations thereof, as used herein, refers to any process or
operation done without material human input when the process or operation is performed.
However, a process or operation can be automatic even if performance of the process or

operation uses human input, whether material or immaterial, received before performance of the

3
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20A further aspect of the present invention provides for the use of
cryptographic routines or algorithms. The cryptographic algorithms are
substantially more difficult to break if the entity trying to break the routine
("attacker") does not have access to both the secret and the message. In

proce ACS05gaRER VIt BhiaashepaLMBO e Mg Efi N er BEeRERbINYEMEbedRow the
attacker has access to neither. This makes the authentication of files very

ProceseRiPBCHS e RGtARTO BBty WAIBRYS AR t9 Gl fhe Rfsformance of the

procedfetagRiafsm WelR bR &G0 renafesignatures, a task that is extremely
difficult if not completely impractical to accomplish. In fact, when multiple

99 ¢

)| C X 1S P
SiGRAIGTES afSlEB o iR Tt brfe MMt o dddt YariiaRimerer as used
hereird@8CUR@ R 8RHI Re by stadtintiiRMmAE iypkTle niBtddsHd p5a @Ik ihahathematical

would be accomplished by the attacker is they would be given access to a
operalip (AGHPIIEy have. 30The term "automatic” and variations thereof, as

uged herembaiges 8 andmaeRskArOREIalidh soneMWikedt veaspedhardware,
human input when the process or operation is performed. However, a

softwijit, BB ettt EURbEeATRoMEtE 85k I SEPBHREREL bRIFL IS dgssoftware

that isap PSSPt MMgIRNfiMRUbnaRstAsioN atediali o dianeaiaidat. raceivedile the
befare perf%rmance of the process or operation. Human input is deemed

invenyom b JrS R R S R L PR RO RN rdba} B APRERSRLEH hat

indivipeifoRpeds biumainvepubihahasnspaiatatbepesiormance of the process
or operatign is not deemed toltfe "material”, The terms "deter

Ine’, .
"chiEaTRd QHFTREVAPIRESS M DarRRRRR fTar e SUSalostTs FBﬁﬂ“a‘(FémO“(S)
contaid8@ théRERT ClThRg B by deribelclatuayniyps ahdehbgaiamhuRcCassher complete
mathematical operation or technigue. ‘he term_"maodule” as used .
nor exRERIR Forrs Y o RRH 6  HEVIOEI W A TR e possivte
utilizifiprwiaie oattificialbhiglige oae oiunoyd 0gitede aonebinationtodhardviatesatiskd in
J .I?Pfl)zltware that is capable of performing the functionality associated with
etatl he P ¥tement. Also, while the 10invention is described in terms of
exemplary embo@RHEIHDESORUM eNappr i goRthay indiddual aspects

o%lhe inveg)t(')('ér]((éan be slﬁegaratpﬁg claimed.. .TheS(ta and other h certai
kAR K S SRR TR RS BB SEbINS ThUBRErHgay e with certain
embodomtained the faisethi@amove:described embodiments and configurations
nejther ?oniu?p ete nor%pxha%ustive. As will b(ta alpgreciated, othgr ih certai
oot %rl]) ocks Hagram depic gll%apcoosrg%rlemca o1 device in accordance with certain
embodiments of the present invention;
Fig. 3 is a logical representation of a data structure employed in accordance with certain
embodiments of the present invention;
Fig. 4 is an example of a descriptor utilized in accordance with certain embodiments of
the present invention;
Fig. 5 is a group-based backup data structure employed in accordance with certain
embodiments of the present invention;
Fig. 6 is a flow chart depicting aspects of a backup routine in accordance with certain
embodiments of the present invention; and

Fig. 7 is a flow chart depicting aspects of a restore routine in accordance with certain

embodiments of the present invention.
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15utilizing, alone or in combination, one or more of the features set forth
above or described in detail below. BRIEF DESCRIPTION OF THE
DRAWINGS Fig. 1 is a block diagram depicting a communication
system in accordance with certain embodiments of the present invention;

20Fig. 2 is a block diagrapeieRigtig pESORIEicAtion device in
accordance with_certain embodiments of the present invention;

L Fig. 3
is foigiecitienredbheatiuntaied fslg e camEnshipiioyin 48 steoriahcdripittorage
and b&&HBIBYSIMROHREMISIOHEsRIRSEN IeRiiane Bida 4yisan exampRQEAs) and/or

descrilftetor utilized in accordance with certain embodiments of 25the

databaselsls HGHDEERIGH! 1S NGEYMEITE SPgIRsUYS hanGPaEisprduRs Shtidpunication system

or corfIPIRYS dh BeeartapeRMitharRIakkBrRbadineartsfl theqaseMat the disclosed
invention; ig. 6 is a flow chart depicting aspects of a backup routine

: Fig . :
technigiics BAY BR USSR LBHEAMBIBIATIAR ARP B HEM L SRy EniiyEakifio provide a

groupIsid. fTldvacitay sRavidepicting aspects of a restore routine in
accordance with certain embodiments of the present invention.

DETRIF PP BRSE BT RSN methos ah in iR e b AliaRS £ BiERethin relation

to corGPRIMBStIoNs Witvai & Xxesaplasy Matassierage esndhasidndsysiedvapdhBughver, to
. well suited for use with, e.g., a system usin&%ﬁrver(s) and/or.

avoid Yapereasaryy HRSCHUBREBHAEHIY IREEL B (e At aHg BeitiRargputpvell-known
struct@RR) MNicAlioshE)ysiEMk and devices that may be shown in block diagram form, are well

known, or are otherwise summarized.

For purposes of explanation, numerous details are set forth in order to provide a thorough
understanding of the present invention. It should be appreciated, however, that the present
invention may be practiced in a variety of ways beyond the specific details set forth herein.

Furthermore, while the exemplary embodiments illustrated herein show the various
components of the system collocated, it is to be appreciated that the various components of the
system can be located at distant portions of a distributed network, such as a communication
network and/or the Internet, or within a dedicated secure, unsecured and/or encrypted system.
Thus, it should be appreciated that the components of the system can be combined into one or
more devices, such as an enterprise server, any device with permanent storage capabilities, or
collocated on a particular node of a distributed network, such as an analog and/or digital
communication network. As will be appreciated from the following description, and for reasons
of computational efficiency, the components of the system can be arranged at any location
within a distributed network without affecting the operation of the system. For example, the
various components can be located in a backup server, at one or more users’ premises, or some
combination thereof. Similarly, one or more functional portions of the system could be
distributed between a server, gateway, and/or associated communication device.

Referring initially to Fig. 1, a communication system 100 will be described in
accordance with at least some embodiments of the present invention. The communication
system 100 generally comprises a communication network 104, one or more communication
devices 108, an enterprise server 112, a backup server 116 including a backup application 124

and a restore application 120, and a data storage area 128.

5
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5 or configuration of system elements. Those skilled in the art will

recognize that the disclosed techniques may be used in any

communication application in which it is desirable to provide a

group-based file backup system. The exemplary systems and
meteedsafdhisanyie ntarovill alsp bedagsiiReth inggladiPmirmation transportation
communications software, modules, and associated communication .

mediyga Ad LRaY BIGABYEY RS Oh B RS UIHERRRSA I OB TG TR SrlRgints. The

commitYRAHON nte sall QUiNG AeseIRIoR iekDiEH AYSHWROMR SHMGIUIRSaSTWRHfologies.
components and devices that may be shown in block dia%r['(?m form,

Exampgh Rbldly RO BRI GIAQARE ST Kh AL 37 LG B LA B B AR Plain Old

TelepRoiB S @isnt ebaiBHrasaitortidd SEEaEde IDISVIUaaRIOUSN), the Public Switched
understanding of the present invention. It should be angtreciated, howev

Teleploge e HEkA TSRS AL DI BYAB oA 2 IS At NS 2 BB BVAN. the

Internti€a5BQEHI G UetalpS6E fadkeheraiohed oftiftherRVRTichvdila sReLEreMBIanthe art. In
embodiments illustrated herein show the various comﬁonents of the

additigpHrATBHdRRIEY 1Pt h3 B PaR AER (HaP the G arlJd S Eetpsb RE g ed to any

one néh@osl3igHe) aadiBsdagatad Bé Bistpitsp@dansueh s distdretacth netWwasHs and/or
such as a communication network and/or the Internet, or within a

netwogl fP&ted secure, unsecured and/or encrypted system. 20 Thus, it should
beriappsaciateidhah he cemm®atshefl thesysianHeanhe Gambinesvwiithed and can

) one or more deyices, such as an enterprise server, any device with
includge a1 exampleop EGéaE%Bmfé?: 8%8!?5@@6‘3&%&5 EupAh rﬁdﬁ% bgrgonal
Compllisiuedsnetpops, paeabassdan 3o ansighdigitalebronterdgatigrunits, packet-

twork. As will b iated f he folloying d iption, and
o S SAS S RS oL e SRR 00 B

adjun@k;angechabanywoedtinndidibiriaptisttbuedunetplokewithduhafiketing

the operation of the Sﬁ em. For exampla, he various com on%rklgt%can Pe i

oL BB CRUI S P SHIP B TR LTS BRssTRgag Lispions to provide
serviceombislatied theredbvaimilarly, onamumattfudetioaal pRrtians efidierise server 112

%ﬁ?n&jould be distributed between a server, cgatew‘glg/, and/ar asso i@éed ted
energl R SO B PSS A 1B R M BB URRSy 105 connecte
withirsystaiedoBanill bfudrscpheidiss 3P siacorftancedtiih firlérsimoemase to the

embodiments oLttf&pr;la}slent invention. Thqf mmunication sxstem 100 :
commBKEHATR, SN PHsEL a LB GRS HEN AL HC WS flgreype of processing
medicompatibieatpedenicastidian soietsisamsandohil?dadrackige asyveThe term
“swit l%%”%' yding a %%‘ggfgééfn%h%%‘iﬁf %&3&%‘%‘%’0&{ S @E%LFSE%QB%%@ Aer, a
a data Storage aréa ) € communication networ may comprise
devicanythypenhinefarsnatign dapalsipoitati@rother type of telecommunications system switch
or server, as well as other types of processor-based communication control devices such as
media servers (i.e., email servers, voicemail servers, web servers, and the like), computers,
adjuncts, etc.

The backup server 116 is adapted to provide file backup facilities. The backup server

116 is characterized by the ability to manage a file backup system for a group of users, each of
which may be associated with one or more communication devices 108. In accordance with
certain embodiments of the present invention, the backup server 116 is provided with a backup
application 124 to enable users to backup files from their respective communication devices 108
to either the backup server 116 or to the data storage 128. The backup application 124 may be

available to only subscribing users or certain communication devices 108. Alternatively, non-
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medium and may use any type of protocols to transport messages
between endpoints. The communication network 104 may include wired
and/or wireless communication technologies. Examples of the
communication network 104 include, without limitation, a standard Plain

subsciHthS TsepbanmRMSIRIPHBTS) 188 HisHalRenTard¢s aiRigéahdNSM@Kapplication
(ISDN), the Public Switched Tele%hone Network (PS TN), a Local Area

124 I\RIGIIRY LARYrE NRIHENA IR VORRY YRR AP Y Biremote
storagty PesofapARketcmished G cHitiswitehad piwaik knavinbintbenditulication device

addition, it can be appreciated that the communication network 104 need

108, hasedailfdcdarir s hetrisial e, drtheida sy Berc B stee
scenaBodUMheleqt fifereniuptwgriks iR rdoRIVeIK BipRSunicatib® device 108 the event

communication devices 108 may be packet-switched and/or

of failuge o e REg IR EMatan ThétRigcest s ealigsl dapkenand fespgnbich is supported by

the babaipappliRigialiAasisteris Rt Bipisalar300at§RoMReIer ST BedkupRifRation
acket-based H.320 video phones and conferencing units, packet-based

P .
124 agdrestore applitat gh i b epinaed o8, he PRek ISy Frd dRiBHAIEE pTrip! support
for thédelepheaydhadiyaeiapanive ke Wikeshor THealastuie igihesrse peddad has two

. phones, and the like. . The enterprise server 112 may comprise
Primap apPLeafSPo e St i‘HéF’ﬁfﬁ?c%h%TB E?B?ﬁo@%‘éf\ﬂé’gé% @E%ét@&léa}%?n a

commURWEasH @ iceADENUTNcatiner deyiGRSBHO&). bhBEupNtwERlisR Seiey ddigt that
enerally enables cqmmunications between two or moye communication, .
Cmb‘%‘&&i‘z‘:"eab%é‘é %Wé’&%%ﬁa\%ﬁ PAAH R ARBFBACE SinlP A ERET RS HER SO B6iFpgpdiments

of thegRaR@ClitvEfdioH) @ Emespsiseftththa R ommunieatiancnetweorknhidcatiim device
comprise.an medium

enterprise server 112 m ype of processin
108 bl SRS PR Lt DGR LSBT o SRR A SESTE sk ngor ful
backupheatebanpastehedorliseerasialsbaskapb €oeitnsh euldrvenivatierstieeib ol 08 may copy
include a anp enterprise server, a device with permanent stor
SOy RS e R AR TG
increraénvile hak aihRdypesioh proke Ssomhadeidoantitaynicadimpleaniioddavitesition.
such as 25media server ﬁ&%e., erﬂail Eervers, voifﬁlmail servers, v¥.eb call
sEHArEP SN ka5 UsHHISGSrs? SEbRLTCAtE OF theme SRty uApy dypically
group bhokispadgptet:inepravjaehéite hackupefaailioasisihef baektipesarygs ddbiikremental
back cha{,%cterizeﬁl kz)xfthe ak%i%tﬁ/ 0 mana?qe a file backu systgm fOI’ﬁi ro of
ACKUBSer S EadlT b WHIER ey be BsSOMRRaA With B s HiBe CoRIARh Ratish ecs:
Tradin_itmdﬁg_sn‘dﬁs.dﬁtmdnfdﬁﬂmmwm sl@ﬂacmtamgmbdﬂlmammm‘ sthe_ gegsienthe fact that
o R B R R A s om o
comma@utagsnl 8/ tceditier The baskippaernrelr 1516 draiadteei datd stheadelitP & act as a

mans IS PRER SPGB b aalee onl Ut s o
commusérsficondavicicatidnndenidag tthmayther pgraiitathtpistibzd thectrackugata is
alread?f%?(l)ir%%t.ioijhe communication devices 108 can each uniquely identify each file to the
backup server 116 assuring only one copy is actually stored even though a number of
communication devices 108 have backed up the same file. The backup application 124
combines the backups of all communication devices 108 to dramatically reduce storage and
network requirements.

A reason for volume sets is to provide the assurance that a file can only be retrieved by

someone having rights to the file. Traditionally, this is assured in the volume set backup by

restricting access to the backup repository and various access rights. In accordance with
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124 to store one or more versions of data from a communication device
108 onto a remote storage 128 facility. Computer media, such as the
media that resides on a communication device 108, has a failure rate that
requires copies of the data to reside elsewhere for many usage

embo@PEENA O Tacl fresenteMelRi HRAKERLAHE SRR PR FESI0TRGIR @ access to files by
communication device 108 the event of failure of the original media. This

requirty® the B QUEY| Her b ARk BB ST YeRBHE YR RIP I o HET B st ialig s store) to
provi&Ppicatiaar24iaphRsiaigrRREalieNE 2R rarnethrelyfohaRAckWhly known

] application 124 and restore application 120 maintained on the backup
1ntem§ﬁy

19 B aa @R CEHtFAPRITpISBRE foPHRATYRLMEGRARKAR degniory. Accordingly.

the bagkQpRIARSE hacky PRy siedle HRpIRAGKUN 206k (R IQISPRIGRSS RatiRalPa group-
primary approaches. One is an imaqe or block based back up of the

based Hlchadkumdivicah A Bradmicsten TSRS SRREPRS SGRY Yagugue files
and alRACKHBec N AFRSUISIIREY X pliRal coNiRefilgibasad R a0R hegrde

backup approaches. In accordance with some embodiments of the
commupiealien lraitrsnt & AP A5V the RIRREHG s Uatdtival by the form of a

descrip@fTuneatiokugavicerlO% cantha hackadtin Waptha dhack pappiaaisiver 116,
124 and subsequently incremental and/or full 15 backups can be .

then the FeGHEE & SRAMRUHEN BGRB8 hIB ARSI P Lie R s gy the file
from GRRMANMYEhe:da® thathasechpp@erhen tyasrommenigationdanicent@Prise server

since the last full or incremental backyp. Restoration varies from individual . .
12 gy B0 ke FRStBSaaRo v LR RS PR RHB N TR bt pecificaly.

the entéitpriesnotdmerisiaitperfyieseatinye vion typicady ghaup baslipgadyackups of
. volume sets, where a vofﬂ%]e set cogjist of an entire image;nd
varioys oGP Th AR GRS, oL ARG LR S UEtRSSERSP Ebhidins an entire
imggienibsnpashotd b chabgaaiplyaditionia|yinnoserdditissntoimaiiaris

hared across multiple valume sets despite the fact that typically most of .
b g e RS A S TR ALt G S e ) o T i cient
can beaskreammusicatied daviee TRSbddapaakiep Sy vesylhaiisdhakadis@aedies of all

by the ahility to act as a manager of an indexed storage of electronic data
the b VB 5 20O MU ARV L HOR a gpnould
have dipamiouhethity. diphdicpirnpiape ot eatrabiict gdadapisdtieadisstofeatidlnet of
communication devices 108 can each unjquely identify each file to
com LR 115 ALY S oy e Sl Sk hlgnser e
serverahiuyptiemdiccomasundéatibntae vikedi i haweapplikaibup the same file.
The bac lication 124 bines, the backups. of all communication
bR R R L B A SRR R e P o o
users ® reasdinderfilelsima geiadsbapravdes thdiksshirancedhahafilbecaseaniyo or more
be retrieved b eone havi e file. Tra IS

users JRA R SR Tt ekt B e MRl i ot
commnepcditarydavidevEdba scacaedsdighbtsfdnfiedexdapdaundtbies not necessarily have to
allocate memory for each of the files on each communication device 108. Rather, the backup
server 116 can store a single copy of a file and will provide that file to each user in the
community or group that can prove they have access to the file based on a supplied descriptor
(e.g., identifier of a unique file and credential proving access permissions).

The data storage 128 may correspond to any type of known data storage medium or
combination of storage mediums. A data storage 128 may include any media used for persistent

storage such as a hard drive or drives, optical storage drives, non-volatile RAM, Storage Area

Network, or network attached storage.
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embodiments of the present invention, the restore application 120 restricts
access to files by requiring the restorer (i.e., the person or communication
device 108 requesting the restore) to provide the filename, size, and

unique signature of the file. This information is only known internally to the

softwaigdndeiapiavebliediaiha JiayiRushs g eharates ivantoryi 6, user
Accordingly, 5the backup application 124 and restore application 120 work

comnygissoRideRices Hintam AFoipmEHSEd Tie Badkdies et s hieh ilustration

only HPERSE1d 28tthatosintains omhytRRaORY aftsnayadigsndiataMisn gement of
access to such files by a plurality of communication devices 108 if those

elemeglimmunication devices 108 can provide the proper information, usually in

thee fR6m PAIBIRSHBIRIOth 40 tHievhaeky Pesriv eI 4 kb dt thatdeiaiatiatisidance with

rovided to the backup server 116, 10then the requesting communication

Ceﬂailgsmeadi@g4§ HSVFeRr R AR B b NS  Bie CAGSRE ! oMk GipR lemented

as a |RMIrARgRsldBy AsLanhe RppEeaiaie hyieonaskiletor shenastpthe server 112) and
enterprise server 112 may also utilize the backup facilities provided by the

significapl GHICISRRFSIHE MBREEEURally, the enterprise server 112 may

paviehrehaeketpsod tts WD deda poearscaardinteunackisnsdelvariogssuch as a
communication devices 108 connected to the enterprise server 112.

commyBKAHREA RS BRIVIERADY tha SARIT Sl I EL6! AFAEL SPHAAESShRFARCe With

embodeashonst evbedicnentvehthm prEsertiperienmae essastigipcessor 204 capable of
client/server applications but egch client can be a server as mentioned
CXCCUHBRRIOSAR WAL B IR ’rﬂ};ﬁrw&mﬁ%ﬁﬁ%mﬁ&c |Pfegeneral-
purpokapkspanmdianibus piodidadhe dilelspio casonumsestian slavitks NS tbaiting
. have or should.have a particular file. If the s be supported the ability to .
DD R F B r A BY B BH TGS AV BaE0 WA s Wb fured
appliciittoangdtiei ahitityrinedrovige: pasial)filgiansiarstoe Zergenthdlsyfsigitions to run

becomes a distrjbuted.file distribytion application. ssentially the . .
Prosrqfatklip SErvEr @5?8%3?{8%8535&%%&5% IEShmU ?;FS?l&?g‘a‘ﬁ%’ron device
108. users to coordinate file storage and share access to files that are common

between two or moye users within the community or group. ordingly,

i SO S Bl DA ST T A1 E A8
connetgimotei b chdioretaitiiiie dfaaiogpabiihtigas, nht peeessariphane fior dleeatporary or
lone_fmemor for? c? of the files on each conﬁlunication %éjce 108. Rather,l.d_ at
ong-(HE SIERED LeTHE f R A S U RGe cBpy TS e and it PrRiige soHd-state
memdiaitchideitt, ganto usde ior ileenoanmmaniite oyughoaspDRAMamp SIVR Ay Wélwee the

access to the file base a supplied descriptor (e.q., identifier of a
proce T A A Bho U S e2c R S e gpeessor 204
The netokage 02 &ayay cartedpand/to amy typeikf koowrydata storage medium

o&cog&btinatiﬁ{] of storalge Enedgjms. ,%\ ata storggg 128 may include.an s 212 and

ediaUsed 10F Gersistent storage stich as ahard drive of dives, opticar > -~ "
one ostovagesdrivepunol ol RiiteniR kMo Stanagg s @d Nietlatk, withatwlarktation,

a

keyboa%taas(,:tllggp%gﬁggéh screens, touch pads, and microphones. Examples of user outputs 216
include, but are not limited to, speakers, display screens (including touch screen displays), and
indicator lights. Furthermore, it can be appreciated by one of skill in the art that the user input
212 may be combined or operated in conjunction with a user output 216. An example of such an
integrated user input 212 and user output 216 is a touch screen display that can both present
visual information to a user and receive input selections from a user.

A communication device 108 may also include data storage 220 for the storage of

application programming and/or data. In addition, operating system software 224 may be stored
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It should be emphasized that the configuration of the servers 112, 116,
user communication devices 108, and other elements as shown in Fig. 1
is for purposes of illustration only and should not be construed as limiting
the invention to any particular arrangement of elements. 5It should also be

in the RQigdithatdhe harkepisarerLb0 % nel A0 ERANIR aERpIANGA MEfC storage
certain embodiments of the present invention. Rather, the data storage

device, eolidys 3 HpRTR SRt al PRI rpSRSIS (ESy? hodiq d@t or any combination

of sucBUBMERICatidElavigentDBosprierRHgense tHE idoathan dirianificat may be
efficiencies can still be realized. With reference now to Fig. 2, components

maintgngdiG i SRI8 R EFettlc 1D 8O MRER GO B eomNRTE Qi draedsyare logic,

depen@BRMIIAG plavicE apIR SleRichesith Ripale diadrasrfesmnim accordance with
embodiments of the present invention. The components mag include a

PO e HACap bR UIBE MG 9ol PATKIRSTRRUFGHS N ACE bt S ie

applicRIREESAPEHAOHraaN N alnedecnn tgNATRIr RS FROSRIRIGOSaP &IDEEdescribed in relation
processor, digital signal processor (DSP) or controller for executin

to Figa bl BB GRRHTAHY! Aty THY SRouBRLsr46R ﬂ‘?é(if‘é&r&ﬁ)ﬁ?é( grovide

the absRga@bygaipiguieds fikapplicaianrraciic nediaiadHuietitddiéaliohn®vice 108
processor 204 generally functions to run programming code jmplementing
©a re\?&‘?f&?&"fﬂﬁ%ﬁ%?@ﬁ%ﬁb%@ Bip e ee ni% it H@%%Q"fég’.aﬂo“ ofa group-

based ¢CRBKMbIBIGEsANEeWIRR DS PRy @RsIRRS Ry thepideidee oty 288 faindsaodule 232
_|n connection with the execution of programming by the processor 204,
and ﬁL?nad“%Fsﬂﬁé“fé(iﬂl?&é?y iPEé%‘H@%EW@%?&é% bSerﬁi’éd&PpﬁPo‘@‘i’fPﬁm an initial scan of

local fNS{MéCHARS.alfiecRIesra i RS Maytcavhptine SRlidaglate memonidesideplated,
or remote. in npat

removyabl re, such as DRAM and SDRAM. re the
added S B S PN IS RS 08 ML by selected
numbéhefeesssori v&dorlhiBemactasy 28imaychaéalatirland/opnonavdiatleBy

memory. In addition, the communication device 108 may includ e or
scanny e G 1 A TSRS MO T U e el e capable of
creatinsarfifiutsab2yificiute syvikied ditviatite (ke yboardsy keftpas shéauefent state of the

. screens, touc ds, and mi ones. Examples of user outputs. 216 )

arive T, B e AR et Tt i g
modukcPeenndisplay by, mneléndicaibndighitk. fyyrthemoaieriticandeiappragiateds changes

one of skill in thgﬁa{(t thatlthe user input 212 may be combined or

b
fora Cop Tated i o lfrtlﬁl SRR S 986 r output 216. An example of such an

While the scanning module 232 is configured to cursorily scan a selected media, the file
analysis module 236 is configured to perform a more in-depth analysis of files that the scanning
module 232 has identified as possibly changed, updated, added, and so on. The scanning
module 232 may be adapted to apply a descriptor algorithm to each file identified as possibly
altered. The application of the descriptor algorithm creates a unique descriptor of each file. In
accordance with certain embodiments of the present invention, the analysis module 236 is
capable of generating a hash comprising a unique alpha-numeric string based on the file data
itself. The descriptor algorithm uses, as an input, the file data including raw data and possibly
metadata to create the descriptor that uniquely (i.e., substantially uniquely) identifies the file or a
portion of the file. The results of the application of the descriptor algorithm (e.g., the generated
hash corresponding to each file or portion of a file) may also be added to the inventory to help

describe the current state of the drive.
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30integrated user input 212 and user output 216 is a touch screen display
that can both present visual information to a user and receive input
selections from a user. A communication device 108 may also include
data storage 220 for the storage of application programming and/or data.

IndddiianPRYRND S YSe M Sofuaten Rl MRy (Rl ster el dRdpe sfatRe descriptors
storage 220. The data storage 220 may comprise, for example, a

or jushehARRRd A{BFgE AL O Al SHRIBTS {6y isebBekHPS Y b hlital Sl backup
serverdEMGRNHREPECIFEYITn ALY €O MRINAON Pk eIl daricastlt@hasd Mertbeletermine

be appreciated that the programs and data that may be maintained in the

what {ilge b nege wJer Cam EBHIBTI S SOt SPETRHBIAHE oI are AR ddlycbackup server

116 toelanpReindbackiieopatiauiaésmplementation of the data storage 220.
The data storage 220 maéfurther include a backup apglication 228 and a

reERGE SIS RRISSAD MR IHROIRIBL IR Bh I Giiths tE bkl from a

backupe@erl Lvde skéibeshinuiatation tRViig. MsThahagiticanplicationsd@fe application
resident on the communication device 108 may provide the ability to

240 mgX i G AnGER RS Sthds ikt BifBa RN 2SfHiREdgdhose provided

for th&lB¥i&apLOSHiG4e h IET8atedsterage: |aeatiiles weBd® Bat@asiaragd 138 iR backup
facilitate coordination of a group- baas?ed backup system, the backup

server LSyt 9 USAHRhASVIGR d Wit Hsc A RS RBEROD s R aigrffenn using the

descriptialysigineo eyl @36int e Stannsegsmobd @oradoiaiplavidecbie g fiveani 6, the
initialﬁscan oéASCal files to make a guick determination &5 tq whether file
“ b

restorg apR iz igR cH%%féc}, ES&%&BHE DR AEE! HEHHe Bﬁl?&%ﬁ‘?&% Y9gpd in data
storagdayse Mptoethasapplitagomadole A3a: ikzechs & aelagiecoldrurBdes abtermine if

.storage drives or, other storage media to create a shadow copy of a driye..
any 55y SR & BT ALY eSO e B RGice 108
have dhathde 23 itheppahlénafipeeading pofilti ngventertipicthal selaatedTdidv anning

The file inventqry reflects the current state of the drive . and may include )
o B AT AT e U Bt AUER S VB D et ghe fe
with (RSpoiaralsadetmrppeminied ds adijgesystessopanitohthélesandiunaiilyd as altered

tracks.changes 20for, a continuous real-time backup solution While )
some {5 TRBHLIRS S5O 1eclmLh ROt fploy the fite
analydRenfieanabsis droeuing 36tie atmfigivedittepedary eomenedntdepille. The file
anal isl o£ i%es that the s anning module 232 Pas.i entified as

&d é

ssi(PI e e
analy dh A BF e BRISeR SR R T LE AR GRS Db g urcd fles
and cadpptechio wpply la desciigiorcatgoyithetorgaohs fite nd dnrtifiedt#sp pesinih-time.
Any files or portion of a file having a different descriptor may then be identified by the restore
application 240 as requiring replacement during the restore operation. Otherwise, if the file or
portion of a file has not changed, then the restore application 240 may determine that the file or
portion of file does not need to be transmitted from the backup server to the communication
device 108 during the restore operation.

Although the backup application 228 and restore application 240 are depicted as having a
dedicated scanning module 232 and file analysis module 236, one skilled in the art will
appreciate that a single scanning module 232 and file analysis module 236 may be provided in
the data store 220 and shared by the backup application 228 and restore application 240.

The data storage 220 may also contain application programming and data used in

connection with the performance of other functions of the communication device 108. For

example, in connection with a communication device 108 such as a telephone or IP telephone,
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25altered. The application of the descriptor algorithm creates a unique
descriptor of each file. In accordance with certain embodiments of the
present invention, the analysis module 236 is capable of generating a
hash comprising a unique alpha-numeric string based on the file data

the daSelbrdhierdosahipiacRiGosthimusRaias ApinRubiReilfata inglotiBgexample, a

raw data and possibly metadata to create the descriptor that uniquely (i.e.,

commyniraiam Ry IGRiIERAF e tifss the Hrigiah Atprab PR AN fflesepgerl-purpose
comphiegutigoihtheRrPlcAipRcebiba desshiies Rldantunie®a R IeNARISE

hash corresponding to each file or portion of a file) may also be added to

commypiqatiand5¥ige Hfp Wdsttibatrabie fruntcéridecittireg apd playbagk device may
includeagpie ARPIGRIBIA33HR BYA ihaBkiEmsmith @ stedatadenyventory of the

descriptors or J[ust changes to the inventory of the descriptors to the,

bAC KA RaRER Ons TG E b By ki ARl P B P oMY tion network

interfABYEDIAIYHQAfilpIcaloe 28 Slanachid e sk Sinsateel 284 dakapyiue andadt limited
files will need to be transmitted from the communication device 108 to the

to, 2 nELKRTp BEHASMS o iPlete A BALKEROP YRR ifetcrial of parpdgisia port, radio

frequetiep | iatioaddeaniayibe pro8wmesbie, aclitriethedmnsianakflesiamation network
backup server 116 to the communication device 108. More particularly,

interfapeSrestore application 240 may utilize a scanning module 232 and a file
avalyisisfarentdawasimilas, o dhaserasarideoiosdheohaskug applieatidata
228 to determine what files need.to be transferred from the backu

Str“Ct‘irﬁéé’i’\i’eP%@H@%HSIE&H%}%%‘ Pl 18&ﬁﬁ%r%aP§§t8ﬂéé{oa£é‘?ﬁsﬁc§ﬁme

embodaifias tfaneysini@ihm dasesiptanseafdilesie detssnoinaif eofilprivvedsitonagme (or data

downloaded to, the backyp seryer 116, the restore application 240 utjlizes
Struct R AR S L S T RS BT e P R G Pfed 312 and
descriptorag@d1 2%, Thee réatosaaRppkcaidm 2v Benaynthiize thensereiingr imositteat a

232 ta determine jf any files currently stqred in local memory (i.e., the
com R SFHES I RS PGS 108 151 BB Ea Sl feata storage
128. PhéntHintime fieldeXpomdinbetastdicioagoiesteciesiorgc Tikerseanoingita structure
) .Jnod 2 ma etadata of files and compaye the create timg and
denfg A T R Y e AL AP T CEBOREA G gD opon
creatio@sipriee filthe digsaidarenmnanikad &swliergdnsofoentiierafieththelidaritfied memory
and th%q}gt-in-time, then the restore application 240 may employ the file analysis

0

file 236 to determine if the alterations affected any content of the file.
Thadiid20andlyklS080adaieb23biliray applyracdesprestor énésatingon-limiting
I orE each of the identified files gnd.compare th ith a historical.
xR SF A aEr S SIS AR e A AR Bt e dt
file mpardion sof-h dleltavipgva diffedaind degcripiokdmayhthelkedoe hdentitissitaye floe purposes
restore application 240 as reqyiring replace t (g' ing, the restore
sue S AR TR B SR R R b el
keywdhds restoceunapiplicaiiarn 249. mayt dizte nin enthedtthédive @mo podtidrjeotsfiee put
togeth%(r),efsorng)garrlr?qg %Pverpctategﬁr%érnétgergefrrgﬁot I‘t]grba%au ets r.\é%rdtgdtrpl?nistrative metadata
communicatioh dev during the restore operation.
(e.g., metadata that provides information to help manage a resource, such as when and how it
was created (creating and modification timestamps), file type and other technical information,
and who can access it).
The descriptor generating algorithm field 312 may comprise data related to a descriptor
generating algorithm that is used to generate descriptors for various files. In accordance with at
least some embodiments of the present invention, the descriptor generating algorithm is an

algorithm applied uniformly to all files. Communication devices 108, enterprise servers 112,
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Although the backup application 228 and restore application 240 are
depicted as having a dedicated scanning module 232 and file analysis
module 236, one skilled in the art will appreciate that a single scanning
module 232 and file analysis module 236 may be provided in 30the data

and b&IREB 9200 13NARE M iNEHPGKUR ABRIGHIIR B IRBAAE 48A(Bm uniformly such

application 240. The data storage 220 may also contain application

that a gpoman Ak §asiBeisme dessin s amacin i [serdima st & Bichirrdpoint

generdHICHIRNE QPR COMHRUNIEBHANTGRYIcRAGS bOsIeXAEARIGI1H 69NREEHPIds allows
with a communication device 108 such as a teIeEhone or IP. telephone,

the bagupys¢aYSFok ko 389 Yt s RabH iR Eat ShespiRi e srRasUag file is

alreaddN@SRQT @XANPIe asiaseMuBicatioacderic® g sueh asw Persabaddddigifl the
Assistant (PDA) é)ééaéﬁeneral- urpose computer may include a word

commgicaliaR AP RiSpidAfIRARHRD dRps S Eifes st 2988 o Rokte ficaribhe descriptor
is cenBRVIGEHINRSYCh @t iRdapahicNFisividen siRags ansplahack devigewill afford

may 5include applications related to the playback of various stored

efficicgs sonp-aseA BHHRMMARS R RHALO O iy B UE GREBP RTenerating
algorif@imatHicatisnuigidrk inadasasdddinmxarnplas MDeMkIBEBAIH6, ssh256, crc-
networkhi?nterfaces 244 include, but are not limited tg, a network interface
32, andny QUG AR, SEUGTAINEASSIBATP SORE Lo B p ARSI H Pore PR
algorifresl Webﬁ@@&@&y&ﬁﬁ@%ﬁpﬂﬂe ]pralbiﬁag@r?@g@pmmﬁgmﬁﬁﬁmrepégﬂm?pon the
. cammunication network 10interfaces. With reference now to Fig. 3, a data
desiredERRLAL 501 e HIARA SR BERAGSHOA PSPl St ing

algoribagkupdrestosatipeiatizvaiibbeidpserthedniapbe adriaee itheapdgashtion of the
.some embodiments of the present invention. ‘[#e §ata s}ructure 300 malyf.1 d
descripiinHEA P a&%"*@éi?%%%ﬁ%% FUFENREIE) SRS S6AP'Y HROBARS feitip! file data.

Portio%@&f%}d@ﬁ@tth)ﬁﬁﬁ}gﬁmWé’%ﬂgla@drﬂhmﬁﬂefi@&% aé@@pﬁd@ﬁﬂl ; 'magfaktagd?thm.
. e aata, structure a € maintained, completely or n part, at a
i A ST Ge A O A 533 i B LRy oa above
each elddravidrfitiata prorage128i1d hafilnamecliaip@odssiata tseewilstoree
the electronlgflle name, or data strugturi}%%antlfler. The.file gaéne field 304

descriplgp R BCtb AL 45 00 RB R The QT OB RIG CRaI - oL brretfid e
througlongve i@y el badatfication .infeunatios guctoasoaaadivioirdaveradns and
backu%os%pvcflzrt }ﬁ é”égﬁ reference a common file by independently generating a descriptor for the
file using an agreed upon descriptor generating algorithm. As can be seen in Fig. 4, the
descriptor for a particular file may be a combination of a number of descriptors such as
descriptors 404a-M where M is generally greater than or equal to one. Each descriptor 404 may
be used to represent a different portion of data for a common file and each descriptor may
represent a predetermined length of data. For instance, if a file is one that is not updated
frequently, as determined by its metadata, then the file may be divided into 10MB chunks and
each chunk may have a unique descriptor associated therewith. Alternatively, a file that is
updated frequently may be divided into 1MB chunks to provide a more granular set of
descriptors.

The chunk descriptors may then be combined, usually in an additive fashion, to create a
combined descriptor 408 that represents the entire file. The use of chunk descriptors is useful in

situations where only a portion of a file has changed since it was last backed up. During

analysis by the file analysis module 236, the changed chunks may be identified by their new
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The file data field 308 may be utilized to store or represent file data.
Non-limiting examples of file data that may be represented in the file data
field 308 include actual file data, file metadata such as descriptive
metadata (e.g., metadata that describes a resource for purposes such as

descriflt8E0VERL & chifRBHIGRURE INGIUINELRIRNAAIE ke diderRREH 36kv@UINBMmeeds to

and 25 keywords), structural metadata (e.g., metadata that indicates how

perforgy mRINRIF S Radiemnee Barcrigedity, MPschapiicanirayeauricyiar dsyice 108
may oifl JHEBICRARIARER) taRcka Honiiay ali verieatad ata  Rithn o8 tadatal thRdending the entire

al gjrovides information to help manage a resource, such as when and how it
11E W

SR WiH 4R Ie AR SRObaR EtErE r‘i?e%‘ta'ri’?ﬁ&) hsePRASERARE B ER-
tespifat QIO o PMd MPE EAM ACBE $8aill ta2Addhendessiipt@hication device 108,

enerating iléorithm field 312 may comprise data related to a descriptor

g |
enterpyishiraYig! g St RISKI® S8edtd Jenbhira dicts BRIty (R MR s separate

backuplifcERFRRGRIEE Al IS8Rt Somarsiubesimanit ol sheierrsenDBME b mmon data
the descriptor generating algorithm is an algorithm applied uniformly to all

storaggy 128 AR hATRR HEOTEd e Nenterprise servers 112, and backup

sevRrisidd Aalike Bhoylchapply ha deberiatpdgensgrattog algothdscribed in
niformly such that a comman file has the same descriptor, associgted
accordiio g LS 6 R G GPESa Y SLEH RO HHRRUP data structure

is typidnifoinnigaieseotatienafleipctariclfileady dasenipiassiadl watihedsatkspnd when

erver 116 to know with a reasonable amount of certain hen a
those ﬁiﬁimgﬁﬁﬁ%d%r%aya%a Pt Mo éP&FéB%aﬁﬁsﬁ%r\gé‘%é‘Q&?ﬁYSF 116 may be
desigrie@yoals0giy éhasntoeiadsntifdfesdhaweaursiticatofirdaicas kS thatmay

wish to access the single copy of a stored file. If the descripfor is .
corresGENL R orcity O AR WP ERD & G B oy b ird imventory
504c exgateddhsinditbafferd efiitie mvgroup-5esenhackupsiaragey nh alesistnic

data. Examples escriptor generating algorithm that may be utilized
comm I T LR H A0 U BEETRRS 503k s
maint@inydfoes hashige ndyadifies dlgaritom Kifeswmircdaenariichiierlesaidpiorns associated

) enerating algorithm may be either a cryptographic or -cryptographic ..

with R A e MO P BSSPAR L aoP St IR oA o iz
his/hemayifei previoigd i thedetiesfiomgenef atiiealgaritmitileid 3 d2vorslindiback to

the various inputs that may b inclulcb d in the preparation of the .
the D S T DA D ARG e DA QB L S DALA Lppey be a st of
descrippon 308. dChedl dilefdirtaripbi?ofiBns ot atieiadatacnali@ishahe iaphastetaasn of the
inputs to the descriptor generating algorithm. The generated descriptor . .
sctual 55 RERBE L R e hELE RSP i S bt M B e pomminicarion
devicel@®ronic file or portion of a file may have a descriptor associated

therewith. The descriptor is generally used as the common shogt-h
oD AR ARG AL S DL BAGUL e ShaunCPH e B curenty

storedsiystisntoAcnondingly @ e agu thmmmm&ndaa&éfam«m ﬂ&ﬂ/_iet of backed
w1 S G S LA SIS intainea

he file"a@sing an agree descriptor genérating algorithm. As’can
on thebdaseaoragd-ig.84thehddackipporeforal particyl anditeamays bsta tbmbeadatipfiles 512 as

a list (fo (?esnclfﬁ)] de.© gg S t?};,s (Be %Pl %%%:Igésrcgp tﬁrgs C%%A'a_ic i}lfh%%rr(lalgl\a{lrflzsthe descriptors
geneérally greater thanor ‘equal to one. Eac escrﬂa or 404 may

associated with each user to the descriptors outlined in the list of backed up files 512 to

determined which files each user has access to. Accordingly, the backup server 116 only has to

maintain one copy of any file in the data storage 128 and can utilize a descriptor mapping to

determine which user and/or communication device 108 is allowed access to the one copy of a

file. This is particularly useful in situations where a single file is stored on a number of different
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be used to represent a different portion of data for a common file and each
descriptor may 25represent a predetermined length of data. For instance,
if a file is one that is not updated frequently, as determined by its
metadata, then the file may be divided into 10MB chunks and each chunk

commMBYARyeiavittguesdassiiptonasseiaied daerewitiy nligrativelie &fl€ocally but
that is updated frequently may be divided into 1MB chunks to grovide a

desiregppaciimoidPS Sl o BEL AR IOT8ET heSchlRk ISKEA SIS &) faapiside the
backupqauinRd fusuRlINbap RRYIHYENARNO M i Giaalcp £ BB IRESHRIAING to each

408 that represents the entire file. The use of chunk descriptors is useful

COPY iy G PR UL SR oo F Y 4589724 h Ah BRUASTHE SGFRRAROTAdRE O

descripaskednups Reringanalysis &y dba dida enatysis Bredylgld3Ratbenehanuetle
chunks mgci}be identified b){/ their new descriptors. Those changed

CorreSPRTIMNEE AP B HET Iy DA TR e HAHRE STV P96 HBaY L TG SaPRERAT Y

utilized GMPlRtR hasldpppfitaaenirile. Nieresspenitically (meRmmuRIeatientifferences
device 108 may only need to transmit those portions of a file that have

betwegp isefsd HGAUH S EsRAM L Sl FERIY Rt P e dh B RS h ity unique to
user Aiteg;ragudiod ¢ sierepiptesther Backupdiapeteligng apeRaiaia)ianenieriesslingly also

escréﬁtors maﬁr%e maintained on a communication device 108,

backed i 3168 et PE15° BHLY/b‘F‘He?LHl%OS”eCRFéF HesePrIdesERSs YRL g RGr user has

the exatakialn Senaate HaskupinvRptaiesmanapermeissianadaniatatifesults in descriptor
5 communication devices 108 to the common data storage 128 and

common files stored therein. Referring now to Fig. 5, a group-based

backupidata steuspleetisfitedesspbeding dddecaopeantenyithahierstbase

. same embodiments of the pres nt invention. The1 ackup dat?ﬁ?truc{ure is .
apPliCHIB i i ALAREH Oe G E?é‘&gﬂ?ﬁ KerOBIMOrb' 34 & Fsterdh & (' thd 'aree proportion

of theideminhef s ranc ey thogafilescuey e bmekaehs fikma pRtdigaicbasish user with
More specifically, the backup server 11§ may be designed {0 maintain .
the il o0 R e A LI SR ARGt L B Ao Con the fle from
backupdfrasponddes isesghiradséaongdnvasterypddidimay correspond to user B,
a third inventory 15 504c may coyrespond to user C. The inventor )
o o S AR A et oo e TS 6 S L Rreciate that
the baphiipci¢iaeti$&6. Al supivelyinamunvesttof yi 04 adlyphe soaiiaiAds faageously, as
th user th tidentif'ies fileﬁf om different %ommunicaqlon deviﬁe?fmS fth )
© MU SAET IR AR QTSP 15U RY PRI ORE QR IcafBRy of the system
increadeyvitecd Ok faitsh abilise b friay iulidephisiedilentretinyentatydoseshoradilésn devices
108 if Ll gEhiser communication devies 106 back (9,20, (e PISVOUSH rciiared
aitfed communication device YRERIdES 148 UserSiven ory'may bea
autonlisicaflgé@scitiptoss &Hl0&:sthpttist Of e stviparstbO8dat fachussetodte@ify which files

R e T e LT
efficidnagk patenyehcl B koaysadditibitady onaititaityliskofiiac Kedduplfites $ilés, or portions
or eSS 20T I 1SRN e SOIARE IO PRSKUR REN Fom e
communication device 108 to the backup server 116 for storage.

With reference to Fig. 6, a backup routine will be described in accordance with at least
some embodiments of the present invention. Although the following description is mostly in
relation to full files and descriptors corresponding to full files, one skilled in the art will
appreciate that similar methods may be applied to portions of files, data chunks, data structures,
and corresponding descriptors. The routine begins when a media or number of media are

selected for backup at a communication device 108 or enterprise server 112 (step 604). A
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up files 512 through a descriptor mapping. In other words, the file data
itself may be maintained on the data storage 128 and the backup server
116 may maintain its list of backed up files 512 as a list of descriptors.
Accordingly, the backup server 116 can quickly compare the descriptors

typicafSSREIRIINVEMRACHTA IR e AaSEIpFAr sktingdndnadist ol baekechetwork

~up files 512 to 30determined which files each user has access to.
drlve.A%&

DHIfgRAMRE B SERGheSE NP BURIP R A tamuHeRiATB AELE 8168 Hiy are not to

be badlledgherdata sierae haf sndetAnvitiZe-a d8soimineaRRIAY R amples of
determine which user and/or communication device 108 is allowed access

exclugppsdhgh@an B SHEPALDIARSE Rakds YRS Pcarbiafidis ibng qn the

select&ingtaifile rauad, aReau iR ebgliffe it seepaminisatianodsvices 108.
Each communication device 108 may utilize the file locally but desires a

bALKT P P HESBAT tedip (95 82 5EPTHHE BRERRIECSBHMEE FetBdRe scanning

moduRroyienthe: baskupriretitie ddoictheollechbhicloahe Rl dtadE@ R MARIEIHOs). In this
separate copy corresponding to each copy in the communication sys

. tem
step (s ApRINREIGANS 1M AV HASAE ARG G o BhESAbRSP &t the ability to

read aUEKICE SRRMUVERHION Savicarilbasisexifdnay thisponavbdRBsamedils was
corresponding to descriptor 1. The filef corresponding to desg{ﬁiﬁt r 1 may
[

createfly Mot SRrSHIgA i B8 AR PRILeLLIR g 2p PIRATSA TSt SPR flagf@ minimum,
identiMéorde plébabhirsilitiede. naldifessiaeas heiwartisa medieafilethe time at which

orresponding to descriptor 2, on the other hand, may be a file unique to
those TR o BLroP BHEIFLHEAS 1 R G 2SS BBTEAdEH b scanned

to deténglds ef a6¢aTEN Pl alsohadyhincked ppUsariAndlehedhie only tisessabiekup.
to.access thqse preferences, unless another user has the exact same )
R e LA BB e A BB e NSPIALY [eblfesplected media

(step GEBCripteKarhéng fusinge e3amplerdberdileBoskaspaadiagdiz clesenigior dNmparing it
may. comprise base appljication such as an operatin stem that i .

to Wi R LT URBIE oy MRt AT S T e O (R G gcdia, then all

electrdhandmaiohaiinglecsepakala aapyoatide chioe titetowigiatindscaagtely, if there
user.with the file and the correspond] ility to generate descriptor N

s o B B S TR AR S BB Vb e e

electrehitnigta tiesthie dpaiian.been Altdugicemy thiebaukep.abcopts i@ ahe scanning

epjcted, one skilled in the art,will appreciate that the hackup server 116
o TSR A B S ARG St S RV A g e B ed o
added2Qftheyruhanhes of udarsaikilizirg it tifickuphactewitminiapeasdaslthz3aveiainues by

identi? ff@?ﬂg %hcgrgghe% %¥Sr;[gvrvn € e%{reo%?gﬁaﬁlanés?ethgﬂ N . tt)ellgstp{a?lfég l\élrn \qx/uqugtar%%ic data
es’on two more communication devices 8’increaseés. Fur ermore,
may beffizietifibdbkils ofititeoddiaaacdayliseaient Bstarescadetdabilithteeen deleted

scannb@akiogite 28 attemnppdatincseasenbaglafifik>dificidreytiRatihee, the backup
SRk A QR Al e d e SR AR G O R R etectronic data on

the media, the backup application 228 employs the file analysis module 236 to apply the
predetermined descriptor generating algorithm to each identified piece of data (step 624). In
other words, the file analysis module 236 applies the descriptor generating algorithm to any file,
portion of file, chunk of data, or data structure that has been identified as changed or new to
create a new descriptor corresponding to that piece of data.

Once the descriptor generating algorithm has been properly applied to each identified

piece of data, the file analysis module 236 continues by updating the descriptor inventory locally
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of files, and then requests non-duplicate files or portions of files to be
transmitted from the communication device 108 to the backup server 116
for storage. With reference to Fig. 6, a backup routine will be
described in accordance with at least some embodiments of the present

(step 62¢gNt0R-uDhRUGR BEpilMIBgHSSAEPIRNUa MRS HYWINBRIAHANESR dbldata that
files and descriptors correspondin%to full files, one skilled in the art will

has chapged QaReEh ifsr YeEtRoURISS A9 SsIPe b BerRcHtdi ey ise

removaUinS GhataRiEHCWegiaad caIiesRH ARelERIGHBIQISH IR KVURE descriptor
begins when a media or number of media are selected for backup at a

generiiR MgRIRIMHELRCE IfBRUSY B RiRGHOE Sutvkt ﬁflﬁlfé%‘ﬁléﬁﬂr)‘?sﬂgw&ﬁescriptors

may beaiRgtioadiar ddipdiadni@hthptarGivive Rf Weanmv deicaien aexdaedP8pdated, the
or a network drive. The user may also select exclusions from the media,

backug, Apalichi et b ABR BSRSARS AGTHERIY BRMRUATY SR8 BB Ka Ay type of file
compResisfinablehnasasgyt capropaiGHtgiastExaTiiesabrxsluaionthth@lserdor

be defined by a user include temporary or cache files residin% on the
t

invenigry RelpseHberdn e BeuRs el e duutts Myt BB AREAYL BAaL T RS required to

transn@XeHesdeRns:iptor AREhSelestiogsIne Pnhale deshamtewbackop, the method
continues with the scanning module 232 on the c,ominunication device

108 SEAMRATE e SETEBIEH TERE Bt BB IHIS SHSH e ScHRiRgn cation

netwoRkorM e Bdploayedr eptRebsblagoweepy 16f ($ieptsnem . tsibpequides L descriptor

) abilit ?lo read a crash consistent version of th(i drive as it existge%at the .
inventony IS thee QMRLEREd Ay RS RS L AoFRGHREH @R PR L AR iy S inventory
504 imtieslie A3R:s0aytere s alsnajshion toatp&itm fimdmuos igeotibes 38, the backup

electronic data (e.q., files) resident on the selected medja and the time at
server NS RN U e AR IKoLABEE OF U8 SR AR oture
restorselagtebmedia may be scanned to determine if any files have a changed

timestamp that is re recent than.the last backup. There r, the

i R M R s e I R
receiveB (@de@ipiR)inTbeiesannisg AotenaBe vayfreatkaivel it e the644). In this

selected media comparing it.to t is in the last inventory.. If there wa )
cOmp oD Lok P RN ST e RS CTRRRCA O GEL A U g received
descripale diieeninegisavheeheomsideradpuadiing thie, Waeluopi dlietnalkvef\dafatheréata structure
) was a previous hackup, then.the scanning module 232 may atte to .
s e e R L e RIA B s, PEkeR fpgticaton
124 idasti fiackigptromistdpt® p6rtibes shanmingo? enadrde 2ARddéiermoneseil t8raep 643).

is.an da}a on th? elected megeiat at r:]?\é% been.chaneged é)fisgdc%%ﬂ. [

The b%l%kﬁl ﬁgﬁd%aétl(% ac?f iﬂoerrl1 eI(leerreal eeh |1|E-:-O teanpﬁ]rg%%sa%fﬁﬁg mcgt?ule Eéihat need to

be uploadtih besabyeidentidytng tharchahgena te dew aleatronit8dathe(btepGR0). portions,
w15 GERAE S S0 o B A RIS AT AR p o5

The communication device 108 receives the list of descriptors and identifies the
corresponding files, portions of files, chunks of data, or data structures that need to be uploaded
to the backup server 116 to complete the backup operation (step 656). The communication
device 108 then employs the backup application 228 to compress the identified electronic data
(step 660). As previously noted, the compression algorithm utilized during this step may
correspond to any compression algorithm known in the art. Furthermore, the compression may
be skipped, but does help reduce the file transmission size.

The compressed electronic data, along with their corresponding descriptors, are then

uploaded to the backup server 116 (step 664). The step of comparing descriptors does require
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from the media may also be considered changed. As a part of identifying
the changes, the 25scanning module 232 may update its inventory of files
based on file name. Following the identification of changes to the
various files and other electronic data on the media, the backup

additieRR|sREeR AR LoMRINS e i BNAMsigiRHUIS A6 1R ARER the communication

redetermined descriptor generating algorithm to each identified piece of

. P
devieqi 108 tarls B SEFRE Wor ddOYRY FiebY REfSRInSdhie BrsEapBReshfek of
descrif @SR QAR GitiNg-alaasiiifetonanydilerdRRainr &f filth ChabksPt&ata.116 has

or data structure that has been identified as changed or new to create a

copieyb sk efifteliloredpenbig irusap Rl SPdat8er aPRYfvd fHe can often have a

signifREREERIOL AR ReTatNeh IAQKE UM bas bean P RpaKYcappbaddpeathission can greatly
identified piece of data, the file analysis module 236 continues by updating

increagedheesnssdih ARATHENPRSEHION (step 628). The updated descriptor
INVeBEORYCBIvin iNGlkIdR diHie un deseriptas T daiihie datathaviasiogangashckup

or been added as well as voids for files that have been deleted or

serverohh@ AN RUMRBUF o ITES SRS AR Mt Ry BedROIFYSTERIE HF ppression
algorifRlicRpabSf. thatdeseivplor BerRa/aling Alpelithay, o atkeisideItifiingompressed
izes of chunks of files and corresponding descrjptors 5ma§ﬂ%§ included in

S
formafifar ghorage s et il esAUh s AaR AP A E s SEARES il AR RIS iR ey, 116 then
storestiie brekopiapplicatian A28 conpeEsesltig deactiRioritvep@yifstapscriptor in the
632). A nown type of file compression_algorithm may be employed in
descripiprisia .Grm% 8&%%&9%%85&?&@0%%@@54%? Vﬁé%sbf’é&ﬂl?eg%veer 116 stores
the usamattapdanhisitiyand salbsedieamisuninac doiesspradiigdiéoatianssih the
the descriptor inventory across the.communication network 104. 10Th )
com BB e P ENILIL L B DA IR G 0L P 670, Following
storageNthelnicatiafenetptorknh@4tand thpleadesttenthe hagslegp)server 116 (step
636). Subsequently, the descriptor jnventoyy is de ressed by the
e T S e B R B e ot S g have been
no chiis¢e3ftdeserplars Saddia additiamés mpaiatingzthddisicoboesiertiptons®©Bthen the
%/ also,record the time at.which the back

the back 16
methog SHIF AR TABIF OP S e AT BB BBl dnantained 1 (hE same and

stored along with the new backup time.

With reference now to Fig. 7, a restore/recover routine will be described in accordance
with at least some embodiments of the present invention. Although the following description is
mostly in relation to full files and descriptors corresponding to full files, one skilled in the art
will appreciate that similar methods may be applied to portions of files, data chunks, data
structures, and corresponding descriptors. The recover routine begins with the selection of a
backup inventory for the restore (step 704). In this step, a user essentially selects the point-in-
time that they would like to have their communication device 108 restored back to. This may be
automatically selected if there is only one backup for a particular communication device 108.
Otherwise, if there are multiple backups, the user can select one of the backups that correspond
to the desired point-in-time. If the inventory or list of inventories does not exist at the user’s
communication device, then it may be retrieved from the backup server 116.

Thereafter, the user can select the target media(s) for the restore (step 708). A typical
selection would be to restore a C: drive of a communication device 108 or a particular network

drive associated with the enterprise server 112.
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The backup server 116 may then utilize its backup application 124 to
compare the received descriptor inventory to descriptors in the list of
backed up files 512 (step 644). In this comparison step, the backup
application 124 then determines for each descriptor in the received

degesinier dpsentaediMhethentha caste srondioe: filspidatRartan ok of
data, or data structure 20is already stored in the data storage 128. Based

commyRigati e Agy it HIP Seiss dhe BRlekiSe Wsgricaidiz £94 sanmires thctalentsd media
with tH B RAPNEIERY are NatietsiaretbivitheHatassipcagppl a8 d5teP0aAS). cmploy the

The backup application 124 then generates a list of data portions (e

scannipg GRS Mol SheFhg o RS EH S N e PSP FAk G B, hdetermine

if the fliastorRge:bRFotkeailist Rivdala porhicasitssualpithines i @kcent that the
descriptors, is then sent back to the communication device 108 (step 652).

selecteb ol AN Lot BRI B ubRie drk tap Sraederistbps afp-time, then

there HNHHSS the casRsRPBdRgFirRUPaTicns A flasnchanks ke atalesdatasides on
structures that need to be uploaded to the backup server 116 to complete

the cofpEBRERHBTOHBISHIN TS Pe BB Hi EshihiRRatin aetee" toe Higiever. i the

scannBiP plOYSIHZ3Dakeimanil ieatiash2ehin €aMidass theoidantifiets IES AN electronic
data (step 660). As previously nated, the compression algiorithm utilized

data hgyRGIRIS SR RUSHRSSP IR s HRg CBRTSTLNEi BRPRIGBIRR A sGRARares the

last métithenashtbtirdarneckctbe sRmpiessioBmay beEkippadahstdaes ielaestore
reduce ih file transmission size. The comegresse electronic data,

applicg} SIFEP RS s‘ES’F‘Fd?ﬁ"ga&ééﬁfﬁ?fS%FéP bREFM IRFoRALH fighe inventory
(step TEDKUPhseIcdd thistiaphtdicume stepdif shivpaidngsdasmpioyIcdRgsiace may

. equire . additional processing.as oppased to simply uploading all of the
inctud e R ATSRToh DISV AOB S LB Bh e ath structures
from thewewer, by performing this preliminary check of descriptors the amount

of data transmitted may be greatly reduced if. the Qackup server 116 has

A58 SRS BB A i T SRRy ORIl gie the chilnged
electr@fiplizaiians icanoigohdvg dcsSsigniitdasihstze;misyittedyakpriairn. thdore

fa ?unt of %?tathat.is required for. transmission can greatly incr asef.th

specifgl ek WS kB R S P A TR AT el BIB e S
potentiall caiffertmicatan deriaenipdifee-haskup seaierd 16 gamyraptionadycriptors. If the

.decampress the data by employjng the reverse of the compression .
descriplge AT AL ot P RS HGH 5 e ol TS SO R aiag to the tis
of filektisesampradsedahGivinatéahsiorate seabrtht gequiteatstof dge tapadcitin

is reduced. The b(?cku server 1]f6 thens rebst e el%ctronic data in th% )
scenar os[. ?r 1nstaﬁ ring a L st%eo a particular.bac epso ) comn} nication device 108
ata storage 128along wi eir cofresponding criptor in the

over atlegasiptarsinmtivatlist déviackO8 sychile seafiizd stap 67 2yeflheibaftevetheost electronic
o RSP SR R R e e Chne e Mo (AL o
unchaalmadg fivith blgeHenseaohipgckey dam pletianc(stepitsio) oFdltodestgiptors. The
descriptors from the inventory represent the electronic data at the time the last backup occurred.
Those files or electronic data that have changed since the identified point-in-time are then
marked for restoration (step 728). More specifically, in accordance with certain embodiments of
the present invention, the descriptors corresponding to the electronic data are marked for
restoration.

Once the descriptors have been marked for restoration, the restore application 240

continues by determining if any directories in the inventory are not present in the target media

(step 732). If there are any directories in the inventory and not in the media, the restore

19



10

15

20

25

30

15storage of the user's descriptor inventory, the method ends (step 680).
Referring back to step 616, if the backup application 228 determines that
there have been no changes to the selected media (e.qg., either by
altering, adding, or deleting a file), then the method skips to step 676

appliciiigiebe varsdpsssiptecipMetAhisAnaintaand asghe sanmaendostRigdn
along with the new backup time. 20With reference now to Fig.

. \ ! | ig.7,a
requitReFaFRSE SUER FISEIRIIRAINR B SERYISEN TS B e W ot
DepeiRITMQHIBIEIS @htihe. iese ot ieetiam: Aihaush the bowmine: des&iiBHRRxisting

is mostly in relation to full files and descriptors carresponding to full files,

directees dafldHohated dhalancapresiie teradii HetHedomlrpepifect tee defined

by thelariéans @f lasr dataichwikse dalai St eitsasis LM IBSRIBAIRACh a creation was
descriptaors. The recover routine begins with the selection of a 25backu

not neeRSHRGr oY ¢ SORIEAHAB s YOI TAHID Al Bapker é@é’&ﬁfﬁﬂ?‘é"e%ﬁpt%learonic

data ($h® PADY-inr thRE dpakRBeYswatlipkeatoRave el CRMNBVKNIS IO hegvieent
108 restored back to. This may be automatically selected if there is only

backug o RGO A B GEY EonHR A b RGBT dR bR, treame or

reasoriltsl yRultipde dackippsis @ i sedicamgealectaanaeatite hirekins 1batlly on the local
correspond to the desired point-in-time._If the invenrtory or ”%t\?Of .
commumCAtiReIeYisEd Aot BKiSA ARl ' 3 R AR hICA T G e fpftead of

from thalyBRuietdened fonTthe daskupsarieeldémely eFhebafi@nideassereada
select the target media(s) for the restore (step 708). A typical selectio
SePArgiETRF B TdS %’E&%él%?%%"o‘i’?\sz@’&?ftg%%?ﬁ rﬁ%&t?’dhvﬁé‘%%ée‘fb%l ?"ﬁ“enﬂy be
installpani¢o latotiednekidrve assadiatachiedthatiiaentanwigesenves gk tindftgstem, for
the target media has been selected, the restore a Iicaﬂfoo[%ZiO of the .
examplg SRR GBYARENE0Y LEMR SR SSTUBE AP mUdTAe e CompdpLy s not

availathe lselaBietheneblbaavitidhpphvaitary4(siepvida) tha livesseinatigostapathave been

restore application 240 may employ t anning module to.check the .
mark e B A OB O R SERS] blftndl T CETAAB SRS e RS (peescriptor
to fileahappicatecitaaie datachavaaielyodatad dimestamméhiitistonke IE§Mhe backup

th? the selg}geﬁaﬁ%nt-in- ime. If the update timeftbjémg is older lihaEI the.. d
servershl8 dba BN I HFRY PR AR R AP THBY BIOR S R P rstS et AR ffes an
other élecavpiedtariictdaia gindavié@iseakssesiddsath the camminidadbanielavice0s. The
. 08.in the form that it did d the backup step. However, if the scanning
Files (A S U WS (e OB DR SOP A RE T
corresiendingldetaipoi, Gddldh avenadasdregt siclsa ihkd dantifiechpoilit8n-Anterdingly, the

the restare application 24Q compares the last media.inyentgry to the .
deserig gy ARl S U e B PR LI T R previously
backedpplitatioth@ dondaterivtities detlietd @8e any differences between the media

and.the inyentory (step 720). The changes that might. occur.to a medi

SRS (b R A R R SR Backup server
116 doieldtindsfileslparivninsdat fiteshe heunks tod gladay ondata strdetice 3 08 (step 748). The

received data is subsequently received and decompressed by the communication device 108

which then assembled on the target media (step 752). Then the restore application 240 stores the
all of the electronic data on the target media (step 756). In this step, the file is moved, if
possible, into its original location and all metadata is finalized including timestamps, attributes,
Access Control Lists (ACLs), and so on. In addition to assembling the electronic data and
storing it on the target media, the restore application 240 sets the metadata for the electronic data
(step 760). The directories in the inventory which were not on the target media (i.e., were added

to the target media in step 736) may also have their metadata restored by the restore application
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15 from the media. If any differences are detected, the method
continues by identifying the changed electronic data and its corresponding
descriptor from the inventory (step 724). More specifically, after the
scanning and comparison step, electronic data that is identified as

240. PRtentialbidiferrRptsiie ierdimosiap difflerancasrif AnrlyzeaoigeReiAtentory
the descriptors. If the 20descriptor is different from the previous

may bgantignly draamsd-ristrisr deschpio Pid dhialonsdtReniih o PRI UeS @SS Eences.
ThisieanRiminatesaneatdd ockesiaiel 08 ANl Lada i ©eEtapplication 240

scenarios. For instance, during a restore of a particular backup of a

deterrpigiim e P ILESITL BV CLasIRF d3thARimearBYfARRRIa BBAsTgelpre (step

764). SiRatrgrmaybe pisalyl dHoweve iRt leatrpdiseH e slass BioinsHal Xpplication.
change since its previous backup and such data would be identified as

If such 3 SHUAUAR 641§ SR U SRRAHAG e O thh 95 WHE e8rhisiriush Bietind
electr @8 QHPATTS. ARSI GRSGHIRT 065 S0 Ah B d i BRIPYNEREESRP LiEcRIEEHMIRIdata received

data at the time the last backup occurred. Those files or electronic data
from e Packve SHRNHASCOHLEHEURIATRS DRI HHE HiAgHAfRR Y} the system

reboofESIRIANER) (Starer 218)fi Mona S prétlicaltydim actQEAMER VARABRITAIR restore have
embodiments of the present invention, the descriptors corresponding to

been i O GE I B RARACRRS o ek SO RS BIS: hect ofhenge {eipiore):
haveahedaitiarkeshisiesiarations prescasiareapplicationedé - contiiipstected

. by determining if apy directories in the inventory are not present in the .
medic G0 e SRR (] a2 TSIk ) Ao T R VPR JeaapLors. The
file dddetifidhmanediaatheiresiaramappicationsA4e wigateADsediRGi@HES fill path and
.. the target media %step 736). The infozg%ation re%tfjlired ho create Sl%:ﬁ. Th
file nqi, S ISTHAS b HHIS ARG HONR R LTSS AT A g b Emghigmp. The
file ddspaprdinenagniigiiiayioonefstns prekpn fivariionpand deite imieple\Eenpasgraphy type

.existing directqries files are Jeft alone,.if ppssible, renamed, or deleted
aleorif AU o g AT Bl 8 TS CHRGY AL P sure the
uniquéaecksisifehdirdetaries, iy iwdhikfevrent Sl arhesationsrgshnoidnsadisaiys could have
h the restore ei{,) fzication 24b r%?#ests g'nat the backlfg server retrieve the 1
the sapje SEBATE WA QAP I ARRIBEE HINTRESHPS 'RBBItASe G HAYS some sma
differdirst.|Qbk invheonost secembbackiepl omthencbmsatirication device 108

itself or some other local media. If the same gr reasonably similar
' \ hanal o At 2

oL ARAETASSiY IR AR ATISNE S RAEREAY il RS AL ARy BH R YBea e o
inventbdg dypensnitadiahcOeriem 68 ciheele tiitbpin datwvilleecabpiedtiftobadkep
confiégga%{o%ogywigﬁggf gs% the inventory generation. This generation could be generated
through iterating through the list of all files and only generating new signatures where the
modify timestamp has changed. This generation could be generated through a log kept by the
application of all file writes to the protected media if the operating system provides such an API.
This new inventory can be compared to the last full inventory and all subsequent incremental
inventories. This will provide a subset of all protected files that have changed. This inventory
can then compared to the master inventory on the backup server 116. If the signature (i.e.,
descriptor) exists the file is not backed up. If the descriptor does not exist on server the file is
compressed and backed up on the server.

Some modern Operating Systems provide an API for notifying an application of file

system changes. If the operating system provides such an API the communication device 108

can provide the capability of performing real time incremental backup. When the operating
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from the backup server 116. This optimization is extremely effective in the
case where a separate machine is being used to restore the backup to a
drive that will subsequently be installed into another machine. This
eliminates having to download the operating system, for example,

systerA MM IHOBoARA ARG SH UM Al iharsepaQicimials dhe /laatRmiCand
data is not 15 available locally, then the restore application 240 SFrqvides

subsequentbt elogesifgitidtn stifrivi Basalnaiked e pestbre phcktastfinventory on the
backupaeki? $e6vgiiHelfestNprboekR aRyYRE LlfoublicRsdtap. deaRrimiurtpdiloes not

mapping to retrieve the requested electronic data from the data storage

exist ILEIYRd e SemRIFSEE 1LhASkid bP NoRfmg i tLTRRR incremental

log wiliEMice &t agaeas aevly taasgifiles and other electronic data listed in the
inventory associated with the communication device 108. The 20files that

thEPEITH DI SHIGAL dAC L0 T B HEVEY RAP SR R PSR ¥a A RB S Y ry Hhgn checks

to seetifereofilesRAAsinecheeneidtRmurithne mainfaiRessecedehyin tiesdidid by the client
storage 128, Accordingg%the descriptor in this step acts as a credential to

providHe fic<'GrelBKr hiNB&ES Hef GBte BristidtsAraabRaa B reke dhd! the descriptor

does AMAIRIGRtIGR denvier 1aBfrotieheheRackypieaiMaridihg hasdwtipetdhee file. If

identified electronic data, the hackup server 25116 downloads the .
the degfarmigrutis fgﬁwsrﬁéaa&&iﬂbe SoTRCHeAo H%‘V?EEV%%V(B%”}%)FM

descriphe iaeebiestelntahs SlEasee uantborepaivediand drcammressegbivtheatch both
Egumunication device 108 which then assembled on the target media

0
“Ploaﬁ%% {9 9B STTFHER R SE Y ABIHERABHYAD stores the all of the electronic
dadian theltipleetlenediar{siapwaky. thidigh shepelb@ddensemoredr Bubset restoring
sible, into lts.%lg%nal location and all metadata is finalized including

0s
each ﬁﬁw%%lﬁﬁk‘&?g% ES9Y;WCLess Control Lists (ACLs), and so on. In
additioin Miassambdpgrinalecdimicttatabaokuptormngdtiiiasthe tgpgetlly special

media, the restore applicatjon 240 sets the metadata for.the electronic .
operape (e H50) T LD o VSRR AIVILES AT T fies.
registiRegahdiedivattaliffiare addetdp bheatatgdemadiasimiieréday may alhich degree of

.have thejr metadata restored by the restore lication 240. Files and .
volati 3G B AT o (e e R A S S Operating
systeninfikntomyl thay detidpliosaklyypivamedhade leteidplo itbe d lesdafisatonee addressed by

. dependin on user preferences,., . Following the reassembly and
variot GRSt SPaR A PR AT s I S AR o DA b mTHRIgd e the OS
level ¢hpyenanbacyniilesardathes elpeiraned daisc ooy Cleemityddiebiecoldthen be
exeJSTARAASRETCANSuch 2 sluationypicaly arises 2 fle fo WIS, o o
opén or irYuse By another application. [f'such a situa 1on exiets. the Yestor
will empphicationa4€iviigidantifgardsatsudmtiles ahthélectiahfddatadfgraups of files. In
restor reboot and the corresponding files and electronjc, dat .
the oL T R R B R S li ge reemue
woulddatacstoralfe cneathiofilltha ¢ yistete relydgteh¢sdepen pB). Afier toaifilps @anshires the file
lectronic data not currently capahble.of.a restore hav 1&1 een set for .. ..
s TR DA SF B L IS eGP R eples nd
logicallyAgparatiAs auclaf]titiotablenisedirh dhbvdf Wl peeseifiddwentianieseriptor. If the
copy ]'ﬁé’%né?)r S %]E)Err]r?apcr}ﬂ%gtseod o€ gc}gc%atﬂ bl?l(%’c r&%r%tf%d..él’({‘l é?nér]t%%rggsré/rilé?t(?r I{/Setrification
of all fileS with corresponding descriptors. The Tfile descriptor may contain
begindikainfarvaationcs uthoé shitl ddengitorAGhs ot e ojghts ¢ dulip@ath. dhal dilesistent copy
can nQlB0 Gulis 3 gRaLLe ’o?ﬁ]%t%‘f&*‘u%%atﬁ‘é%ac AN MR R TPH A & borted. This
accessed timestamp. The
technique will work well for log files and low volatility databases. Another technique employs

file system monitoring, which like the previous technique is to copy the file or groups of files

and logically separating each file into blocks each block will be verified with a descriptor.
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15file descriptor may actually consist of multiple file descriptors using
multiple cryptography type algorithms such as md5 ssh256 and the file
length. The descriptor will reasonably assure the uniqueness of the file.
Thus no two different files of the same length and usable data could have

InsteathEr $8ERB IRt RIPWEIRSORAPIR amMassited angwsaaRaSI0neE &pied blocks
those files have some small difference. The inventory is stored both locally

until the RYIAt ST RImS Bk Abicrdhe S m T amRitihative WlGsasERROhEOPY s
consiggégsent invention, when a new inventory is generated, the generation can
be a fullﬂ(%eneration where the entire backuE configuration is walked as in

thENDRFBRCGRIRYAHSniMTROB SR Rolsbengsmbedime el present

inventfehating Aasougl b edishefmalkdle pancudiYgenRaraing me W sigdiuethe snapshot
where the modifé timestamp_has changed. This generation could be

level andbetie idudheanpadipt DY ShE BEEHHRIT 87 SHeHIRIWHESdTecthdhe

commpitgeiassreedid iédbeoperatinaisieicomiprvicasigughyamd R brohiscBensus would
inventory can be compared to the last full inventory and all subsequent

be avapapladsntalliav b %‘?‘lﬁ?ﬂgl%ﬂ?ﬁr&mfe“ﬁ%ﬁ‘&]@P&%ﬂoﬁ?&%{@’dg‘ﬁ RgRdRe

validifiayedehangead ik kyastenasanihentaenpaed o hermasiey fBv@iaty Thus
on the backup server,llG.#f the signatur%(j.e., descriptor) exists the fi{e is
malwafsa3g Seay 85, GRAHRe O8RS ASERRIPBA LBRIAP R Ragtpular OS

revisiGRIRIESSE AnabacksdHap wardR S86VEly impoSEBle snadaipfoReiainge vendor
| Sﬁ/Steme rovide an API for notifying an application of file system
would e, Rassibl-the operating system provides such an API the communication

deyvice BAK AL o¥itieet g eaidiilBysafnpesiobriomeeab P wReNIndividual
. __backup. Whep the operating system notifies the com ication device .
R A AR R R
anyonklénthhe slienirwill analyze the file and check the master inventory on the
b erver 116 if the crigtor exists the file is not backed up. If the .
R R AR G D e R A ROS0at S B R Picula
sequendt ihesenve it Thar dbeappinaedrémmaial Moo whllks e arependadoyii hhout
new analysis. The usef may select a fjle fo.restore from a previous
mater{i S S ORI OB LN TG e THGTHB Bt 1 b GhRRof events
need motoexistdhectifeith rattevedhphrihengerdendystheleliextpphuigieghiiques illustrated

. descriptor of the file. If the. file exists the descriptor is checked. If the . . .
et S B H AR S AU BE AR R O By Rl with the

other pxenipimgy debddbakptonad taehfillesttibothfe desciipialividiahe aritigeparatety
claimztlgﬁe _file is retrieved from the server by providing the

Additionally, the systems, methods and protocols of this invention can be implemented
on a special purpose computer, a programmed microprocessor or microcontroller and peripheral
integrated circuit element(s), an ASIC or other integrated circuit, a digital signal processor, a
hard-wired electronic or logic circuit such as discrete element circuit, a programmable logic
device such as PLD, PLA, FPGA, PAL, a communications device, such as a phone, any
comparable means, or the like. In general, any device capable of implementing a state machine
that is in turn capable of implementing the methodology illustrated herein can be used to
implement the various communication methods, protocols and techniques according to this
invention.

Furthermore, the disclosed methods may be readily implemented in software using

object or object-oriented software development environments that provide portable source code
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descriptor and restored. The files are then compared bit for bit and if they
do not match both uploaded to an error tracking area for further analysis.
Full or multiple file restoration walks through the selected inventory or
subset restoring each file as in the individual restoration. 15Certain files

that cARN3Y RSeRHIgWanx fdficdihjriRackurbrktaasdijRe ek PICREM #RRAN the disclosed
operating system files or database data files. The operating system files

system ey 4 dRBITHLCIaREtArY oatt kb s e Wi U8 HARKTAS brsiqdisuits or VLS
desigithay i@ disieatlyhareemrnave & high deorpepioveatldysemoth adkRdance with this

database files are difficult to backup for the same reason as operatin

invenioR s HeRRI SR SPERHIILAUS T SIERNY SIHHSRTAE iesy SiHBsEe particular

functilsiURd aie prassad ity 40 yarads QP elatings Y serroprstddainbai8crocomputer
API's. These API's can usually he scripted at the OS level copying the )
gH.\Btéated herein

systergg Rt e 1o SAREREIF ML N Rhd s Ehodr AR REIGRP R

can b&xalgidednealy thesenAkdimwomld he ssaditouaritie CRRSKEI er developed
Alternatively the system will employ several technigues to ﬁet consistent

SySter Qh USRI 1B & b ffiase pf ardiady His fiRpjicable art

from tOdifiegoinathiR Rrgaess bRk Rgrem thel Weloh ensell Kanie eIk of the
25would be to locally copy the file and double verify the descriptor. This

Comp‘fé‘?fkﬁﬂdﬁlét@ﬁ%flgg #58-file has not changed and is consistent. Another
technique is to copy the file or groups of files and logically separating each
file into blocks each block will be verified with a descriptor. If the copy
block does not match the source block the block is recopied and the
descriptor verification begins starts over. Once all of the descriptors match
the copy is consistent. If a consistent copy 30can not be attained because
of file volatility the backup of the file or file set is aborted. This technique
will work well for log files and low volatility databases. Another technique
employs file system monitoring, which like the previous technique is to
copy the file or groups of files and logically separating each file into blocks
each block will be verified with a descriptor. Instead of recopying the block
all writes will be intercepted and executed on the copied blocks until the
point in time immediately after the copy completed. This will assure that
the copy is consistent. The backup community, in accordance with at least
one embodiment of the present 5invention, can flag files as belonging to a
particular application. This would be at the snapshot level and the file
level. The name and other information such as security risk level. The
community users could retroactively set these settings individually and a
group consensus would be available as well as individual comments. This
will enable the community to judge the
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validity of the files and quickly ascertain what a file is based on community
feedback. Thus 10malware and spyware can be identified as well as the
proper files to attain a particular OS revision. Rolling back upgrades that
were previously impossible or unsupported by the vendor would be
possible. Since backup sets can be shared this system can become
a P2P application. If individual signatures are shared and posted in a
searchable form any file could be shared and accessible to 15anyone that
can ¥dagicly claimeyiile the above-described flowcharts have been
discussed in relation to a particular sequence of events, it should be

appre Ciate%%%lh%ﬁ%ggf%%ég‘{}r.i% aﬁ?&‘é@t?&@i%lg%ﬁ@éﬂtﬂ Qg&%%%?ﬁgﬁ&%eg:

effecting the operation ention. A xact sequenc ]

of eVEHfY M iy BrEIP Rl SlaoHNin Al SXEsHORA B B%Hﬂ‘r‘?egnlﬂ&gﬁﬁﬁedmm’
wheramibkaeletecniglags dilugtnate da20fe reindare tada tirdéteuli bonthh s porcifically
whtlksiraie disnmpeaims isi canalse R diizehwithnth & RReE gxaRIANbne
e SRRRPmENTE Aneshh deseihe (sae s inddyaly,and separately

claimable. P Adgltlona Iu, the gystems methqd% and protocols of this

inve RABIREHIE B2 i IARTHRIM SASEHPIE 06 bl st betesnig st af descriptors
asgorogedmitied secorspirocessyracinitratontraller@ddipetpbiarpldata storage medium,
whéRINeR atedrl eyt Rl MANIR AN ARIC BLPHRES INRAGHRAUGEIW e plurality of
ohgial signal racessor a hardyired sleguonic or Jodie ciruit such as

ISGrete e ement circuit, a programma e og?c device such as PLD, PLA,

FPGEKtninine Bh miiricdtisHBtaefiew, e chlsds bopRoRETHIY Cdthsdiblaventory
submaatisl] priitehitke. decgehdsadripny tlexiateckpalbléeodripipte menting dveithtehe second
invBasRingythat is in turn capable of implementing the methodology

illustrated. herein can be used to 30 imépgf.emet ttthf varioua %ommunitc tiot the first

meth L B i G BRI s g&cd?&ilngatoe RIY fehtigassoctated with the irs
deciiptfaimdreadistarséissid haekipdkatmepmecrasdivimplemented in

software uging bjead of abject;oriestad hotinase: davealspriprnt of the first inventory
sul VRGN RIRYiRS RQLRPIG SBHICRICANE JRALHANHESE R the first remote

variety Of computer or workstation platforms. Alternatively, the disclosed
Sto§%?éf¥?%‘l’£§‘/ be implemented partially or fully in hardware using standard

logic3eircuitBhemetisidddsipnm\AiHetHer sofpase g riiaetinaddsigsednis data
asdbaplemenhthe systamsripiacaordanie withthisnio\entiondsdependannated to the
bag\%g s&ﬁggt&ggé%ﬁgﬂ[ﬁj&ncy requirements of the system, the particular
5function, and the particular software or hardware systems or )

microproce SR PSRN bEBHb e SR EPHP &G ail el iAg glectronic data from the
firgopmmotmitation mydtems) thetholispaditiaptotagoisdiustatddhierdin dactiogic data
trafRASHYd RIPMeR ted didaar dwaiRoan O FisATiMNAIRIHS IREs AR B vsRieUlakalssociated
Wi%eggglgp&%sxrslt ms or structures, devices and/or software by those of

i

ordinary s in'the ac|ioplicable art ' '
5. The method of claim 1, wherein electronic data stored on the backup data storage

medium and associated with the second descriptor comprises data originally stored on the
backup data storage medium during a backup operation of a second remote storage medium that
differs from the first remote storage medium.

6. The method of claim 5, wherein a first user is associated with the first remote
storage medium and wherein a second different user is associated with the second remote
storage medium.

7. The method of claim 1, wherein a single copy of electronic data associated with
the second descriptor is maintained on the backup data storage medium for use by a plurality of

different data storage mediums and wherein access to the electronic data associated with the
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from the functional description provided herein and with a general basic

knowledge of the 10computer and data storage arts. What is claimed is:

1. A method for managing an electronic data backup system, comprising:

receiving a first inventory of electronic data stored on a first remote

storage medium, wherein the electronic data comprises raw data and

metadata describing the raw data, wherein the first inventory comprises at

least one descriptor and wherein the at least one descriptor comprises a
sedeadricssiiptonimpstadidshicetidorn terpaovnakdarms thasmpisatiteghhdirst lesstiptor to the
badNip desdiptareahaaufirst inventory to a list of descriptors associated with

a Seg.ond lpll:ﬁ%%% ch &J%Fgflglnfc\gﬁ’é%%[glig (‘:ilu%pc%s%ﬁ lfé{pagf{ﬁesstggmdescriptor

medium, wherein the second inventory of electronic data comprises

W RAPEIHE LUt & AP T IR A1RSF OP P SR AR BE GRS h e FPORP thilpip to the

comgnuotdestuipige geradivimg algastenmindnghtrairatlic sodeseniptpntfrommprasaboth the

rave@sh ape geserptor of the first inventory substantially matches a second
desgjiptor frpm the Ist P LA S AIRIRLS ASRRCIAIST With, the Second s with the first
inventory; an reporting to the first remote storage meaium t%at

desoidpirs ARIPAEE SYSGE AR Wi FHEHANIALUE s AHEHER e RS 1Ak measured

in bgekup data storage medium. 2. The method of claim 1, wherein the
at legag! ongglesRiiRIQLOE NG [y Sk iRveRtary subatantially iGN IHRMIesT at least

’ bal;[ Ieas&or}le of a file.and. data structure that. ig.on the first r?inote stor ge
€S, and w ereén e desc (gan?ratln a éOﬁ% m comprises at least one (%a
edium. . The'method 6f claim 1, tarther comprising removing the

CrPIOginie andd ansarsRetrith et descriptor from a list of electronic
datalthat iSTiee becthadsmittachto, thetlizackupdsiiee storage medium. 4.

The meihad A AR St aq RS Ing:, fiiRe:6 IRGHIMG 988Rre operation;

from t?e first remote stara etme Iu?ét%&th% ackuE data sto(gag{? n:lgdlum back

whe FSTR RS A BT ALY TR it S PSS LM BN Hisits e Dackup
inviggpientbeyhads ehwis| sleressiddinnseppiatetalith theefespus epigated with
clebirdihie methiod whelaiiadht wiheiethielaeinomns daigesiaiddmath e dmckugpme prior to
rec‘éﬁlﬁlﬂﬂéaxggd&‘?%}ﬁ%% Q%é&Bl%tS’FeYX{‘iB&he second descriptor

comprises data originally stored on the backup data storage medium

during A BREREE ér%lﬁgtﬁol}fca‘?é&%ﬂ‘a‘% %Po‘ﬁ%@étmé%ﬂﬁ? HAP diteps @
defeomiahfirstatehsodestopagre mméuilini of deguripernaetheidtest eiinghs third remote
stovdaerabiiautirsindser is associated with the first remote storage medium and

S R S IS TuAs o

electronic dAaBEL8digf& it RSP aEEM$ptor is maintained on the
backepetang storagd meditmy fopugbdipiadplumalicys of differedivdataherein the second
inviRRgenadithng RAhWRRRIR: atcasmh i hsrRIedeisriRtRa6ACHIB  ated with
ele\(l:vtirt(r)]ngcr:] Qata currently resident on the third remote storage medium; and
removing the electronic data currently on the third remote storage medium from the
selected electronic data prior to providing the selected electronic data to the third remote storage
medium.
13. The method of claim 11, wherein at least one electronic file from the selected
electronic data was originally uploaded to the backup data storage medium by a remote storage

medium other than the third remote storage medium.

26



second descriptor is restricted to a data storage mediums that provide the
first descriptor to the backup data storage medium. 8. The method of
claim 1, wherein the first descriptor and the second descriptor were
generated using a common descriptor generating algorithm and common
inputs to the common descriptor generating algorithm, and wherein the
common inputs comprise both the raw data and metadata. 9. The
method of claim 8, wherein the electronic data associated with the first
descriptor comprises at least one of an electronic file or data structure

having. a leagibhipersuwathbleiitasum cokpribhie prothedodadaimble instructions
or IS 0.1 ST ROR AR5 epall At east 2 byes and

erein the descriptof generatin OI’I'[ m com rlses at least one Of a
crypﬂégrapﬁél%\‘ﬂaeﬁ%%?%%&éﬁﬁ Cé‘i&%‘ﬁtﬂ% ek YR SYHEnEtABGIgRe:
clair hadkthaptiontivrisidapteddeiving & relsestvieotora ehigt deonatelata stored on a
firSilRIAge M%@ﬁ%fwm@fﬁﬁ@fﬁsoﬁﬁ@ﬂ&@ comﬁﬁf@{@&qmaﬁ@@mﬂ@lptor
corrrll Vaergﬁ?lreyaﬁq hte thlr&i src(::"rﬁn or o%tﬁlrag%tr?nevd Ltg}yvt\é)hg ﬁasltnogh e I‘lptPIp S associated with a
entor Ol’t et |r ote stora € medium- comprises a
Se@éédﬂﬁfargragé&&atwmﬁ% Fé%‘i?ér% yatsyR e sresa Mddmne e the second
invernoyeo$ tdeagenia eldiarpatpa poiplemrtimie datiofrtanr e phivahigyth e steguge st¢diums
dlfgﬁéiqrffbgl kBStere %%?etdlgsm ﬁ ﬁ%ﬁ%ﬂngeﬁﬁ%@%ﬁl%%gﬂéﬁ% SFAPBHN@e at least
CKU at or, medadjum scriptor that m es riptor
o S R e BT B s o
dewtﬁféaﬁﬂmgat% \géle%ém@étr@vﬁetaataat@ {ISBOHHY tk@rﬁéftbr%?@g%orage medium
thangelitionic dath2sIdeearerdthiold toé Claindckdsi fusthie nlcemiprigiregt in thebsikingdata
stofafE Rfuventory from the third remote storage medium, wherein the

seco inv, toc{é/ for %}e thll‘dée Ete Stofé %e medlura comﬁns Fﬁ |st red t

descrlptors gsoéﬁlg?e St eleetOSIE B ARS RUFFERATRESIICR b T grtﬁrﬂ) e¢to
rerpeiole sleptigaierbdanrrosiaid Wbt A drecsipier b @dist ef plestngngmdata that is
to Hearthisohites adatrioragepraediwa fpemébmselected electronic data prior to

prOVidi'“g tﬁ%é&é%?&@@fﬁ!ﬁ%ﬁ%Cﬂ?eﬁ%&?tﬂ%%&@ﬂ&’pr Réﬁtﬁif?'i@%rmda&ﬁpted to
methoa Ialm 11 wherein at least on r@ﬁnlc ﬂlﬁe fr(oimt e

13. Th
“38%?8&? o BRI ORR r&fgmawt%f‘@sa% ‘c gla storage
meskigrageheietiihe bkycar@@m ekastorsgB ek dumprowierl ehapnikalakd ddo@rifwtéirst

in\&litRg e esiWRctronicldatALe50RLE Wk dabiesnRIiIMGOMprising
procggsor %{é@?éeom?ﬁﬂ%‘f?”&&?&@9@&%&*&%&%&8&‘&%‘3%9&% data storage

the metho ?c laim 1
medium and associated with the second descriptor comprises data originally stored on the

backup data storage medium during a backup operation of a second remote storage medium that
differs from the first remote storage medium.

19. The device of claim 18, wherein a first user is associated with the first remote
storage medium and wherein a second different user is associated with the second remote
storage medium.

20.  The device of claim 15, wherein a single copy of electronic data associated with
the second descriptor is maintained on the backup data storage medium for use by a plurality of
different data storage mediums and wherein access to the electronic data associated with the
second descriptor is restricted to data storage mediums that provide the first descriptor to the

backup data storage medium.
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15. A device for managing an electronic data backup system, comprising:
a backup application adapted to receive a first inventory of electronic data
stored on a first remote storage medium, wherein the first inventory
comprises at least one descriptor, compare the at least one descriptor of
the first inventory to a list of descriptors associated with a second
inventory of electronic data stored on a backup data storage medium,
wherein the second inventory of electronic data comprises electronic data
from a plurality of storage mediums different from the first remote storage

medum, deteymitiedbatriilist Weawipiomiamstaesati jeasin@desept@ scriptor
we?étgéﬁ d‘ﬁ?&drﬁ\é Qré’ RSk é@ﬁ%ﬂg&ﬁ&ﬁﬁﬁ%@%’?&%ﬁﬁﬁ' QLHom s to the

escrlp S assaqclated wit secon ntor report tot

CORYBORHRYTAPLES %&r?ﬁ‘é‘él%%PfHH%IMrBHE%tHC&BH%BR}&PﬁFB@F%raW data of
theddsdripior dstalremdiasibrathi theeralckapptizita storage medium. 16.
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means for determining that at least a first electronic file having data and
metadata is in the first set of electronic data and the second set of
electronic data by comparing descriptors of the at least first electronic file
in both the first set of electronic data and the second set of electronic
data, wherein the descriptors comprise a hash value computed based on
the data of the at least first electronic file;  means for notifying the first
remote storage medium that the at least first electronic file already resides
in the first set of electronic data; means for transferring, from the first
remateastofergeanséadiim, taahetim dastgfmostotinga fstivet ofthioowanidor storing a
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metadata Ao SHdcBlediedAmR Afeavherein the descriptors for the electronic files associated

with the second set of electronic data substantially uniquely identify the electronic files.
29.  The system of claim 27, wherein the descriptors comprise an alphanumeric string
of data generated using a predetermined descriptor generating algorithm that utilizes, as inputs,

the data as well as the metadata from the electronic files.
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