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DESCRI PTI ON COVMUNI CATI ON CONTROL SYSTEM TECHNI CAL
FIELD 5 [0001] The present invention relates to a
comuni cation control systemused for a distributed
control systemor the |like. BACKGROUND ART [0002] 10
The distributed control systemis used for plant
operation control in a wide variety of fields such as

petrochem stry, steel p, foods,
phar maceuti cal s, andmggggféTg ower. [0003] 15 Fig.
1 shows an exenplary confiquration of gener a

iS%& TEY

di stri buted BITCEY P B RE Fig. 1, an

operation nonitoring apparatus 1 and a controller 2
are connected to a control bus 3. The controller 2
controls a plant 4 under the nonitoring of the 20
TECHPECALI BREDDNI t ori ng apparatus 1. The operation
nonitoring apparatus 1 is in charge of operation and
[cooDnitoring of the plant. The operation nonitoring
apparatus 1 displays a screen to performcontro
opera iga sanct imnehol bngee lat ex toraangeuniicelt iphecontrol
scale of the plant, a plurality of controllers are 25
sysObat nkbyt edragr @sstihpupbancont¥be epstami on the like.
nonitoring 1 apparatus 1 and the controller 2
aAcRBERYRbCAR® With each ot her
[10002]

The distributed control system is used for plant
operation control in a wide variety of fields such as
petrochemistry, steel, paper pulp, foods, pharmaceuticals,
and electric power.

[G003]

Fig. 1 shows an exemplary configuration of a general
distributed control system.

Referring to Fig. 1, an operation monitoring apparatus
1 and a controller 2 are connected to a control bus 3. The
controller 2 controls a plant 4 under the monitoring of the
operation monitoring apparatus 1. The operation monitoring
apparatus 1 is in charge of operation and monitoring of the
plant. The operation monitoring apparatus 1 displays a screen
to perform control operation and monitoring. In accordance

with the scale of the plant, a plurality of controllers are

distributed across the plant. The operation monitoring
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to control the plant via the control bus 3. [0004]
Sensor devices 5, 6 present in the plant 4 detects the
5 process val ues of tenperature, pressure and liquid
| evel . Valves 7, 8 have their throttle opening
controll ed by an operation signal given by the
gsntrollerfz. Anhanalog signal of 4 to 20mA and 1 to
out put fromthe sensqr devices 5. i S:] o)
appERetEont 1] Ghe COBLEaY 167 ChF S TRRIES TS BhRErorchdtner
unit (not shown) in the controller 2 rforns contro
to epithekt Fle opbriat i BHe and® obRAFHe! é%u%g rati on anount.
The operation anount is output as an anal og signal of
[00@4i0 20mA and 1 to 5V, which controls the throttle
openi ng of the valves 7, 8. For exanple, b
con$$m$¢rr@ﬁvh©6$aiwé5Eﬁ$¥%¥ﬁéiéb§ﬁ@n§1§§to¥ detects the
reacti on oven the process anmount of tenperature or
propEEsSuna ueiss ciontemps eat uf O00BF eFHETom ol L st bf Lavel .
conventional distributed control systemis a bus
valdedi cat exl haver ateds cdntatdlle Theepintocontzolied the an
control bus is a protocol dedicated to process

ope?ﬁﬁﬁbﬁ'sigﬁ@lr@ﬁ@ﬂitmeahé,c@ﬁﬁﬁbkakaZprdgresslbg'$Hgnal
(I'nformati on Technol ogy) or web-rel ated technol ogi es

of Ras,preseed 2 meelr Japdthereperhar skinkect deeiokbst he 6
control bus for a distributed control system As a

15 [89UESE, figle thE 1aRaN Af ohi tegbaen & 15 I t af @onarol
s ne?mo?é?tﬁgﬁ IS based on Et hernet ?regis€§?g§§2a e

unitcr a%’z%ecg‘@r @héﬁm‘)” itnhetﬁ.bsecontroller 2 performs control

arithmetic operation and cbtains an operation amount. The
operation amount is output as an analog signal of 4 to 20mA
and 1 to 5V, which controls the throttle opening of the valves
7, 8. For example, by controlling the valve throttle opening
of a reaction oven the process amount of temperature or pressure
is contrclled.

[0005]

The control bﬁg of a conventional distributed control
system 1s a bus dedicated to process control. The protocol
for the control bus is a protocol dedicated to process control.
In recent vyears, remarkable progress in IT {Information
Technology) or web-related technologies has presented a need
for the open architecture of the control bus for a distributed

control system. As a reguest for the open architecture, a

request for a network that is based on Ethernet {registered
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Wth this background, it is under study to apply

I ndustrial Ethernet (registered trademark) to the
control bus for a distributed control system 5

[ 0006] The Patent Reference 1 describes a

communi cation control systemthat enploys a redundant
configuration of a network adapter transparent to a

user afplication program when a contmuni cation station
tragepmihl cati My BVertthe: TCP/IP 10 (Transnmi ssion Contro

Protocol /I nternet Protocol), cqnnected to %%ggr%et 1
(r eyl 6t ertéd & r haekEFRYNI} 00bY] 1Bat Rt RefErehce tr: 2PP-Y
JP-A-11-205356 is [0008] 15 Industrial Ethernet

Indtstgisl & e 1nelddmmo)s tdges! hsadeprrént 19 1R FSPyTPhLYS
real time property or reliability requested in

forpaodéssriontedl coptrhat systems.difficult to provide
such a comuni cation control system [0009] 20 In a

rooogenventional system it is difficult to inplenent
open protocol conmunications while assuring real tine
pr opeé tps t Antdreébirahicki 1 ebranbelea tomrowiingtion control
ci rcunst ances: (a) Conmmuni cations over a standard

sysPERL 06al Lhatl dys hasedioniarf hesmetgregist esda network
trademark) or TCP/IP (Transm ssion 25 Contro

adagvc%troctqc’:{rléﬂaeﬂélﬁi Protocaldr dgppoicsul bhcipgtynam when a

communication station communicating over the TCP/IP

(Transmission Control pProtocol/Internet Protocol) is

connected to Ethernet (registered trademark).

(0007]

Patent Reference 1: JP~A-11-205356
[0008]

Tndustrial Ethernet {registered trademark) does not
currently satisfy the real time property oI reliability
requested in process control so that it is difficult to provide
such a communication control system.

[0009]

Tn a conventional system, it is difficult to implement
openprotocolcommunicationswhileassuringrealtimeproperty
and reliability from the following circumstances:

(a) Communications over a standard protocol that is based on

Fthernet (registered trademark) or TCP/IP (Transmission

Control Protocol/Internet Protocol) do not sufficiently
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3 satisfy the needs for real tinme property and
reliability when wused in industrial applications such
a process control. (b) Conmunications over a uni que
dedi cated protocol for attaining real tine property
and reliability have only 5 insufficient
conpatibility when connected to another system or when
a network device or software wi dely avail -
sat HEFRGEA SogobdT Tt & foet hor CBec A | o weef Tl Hhen
request for open protocol conqéﬁications. [0019% 10
usedhEn | Hydit i hadPBekTP Bttt 1Shed 510 or derC T sl ve

the problens. An object of the invenxioq%$s to prﬁlid
(b) a Covomminiadatiren evRtr gt S&EBRm Hphste- Ut PEPFGF 'ngigeor
hi gh

conmuni cations that satisfy real time property
attaghiabi lidal andre needpeskYopd pretid@slility ~have™ only
comuni cations by 15 introducing in the sane
insGOfbuhenat tonpst abibhtyrwheévatontenhedi tat avhtReet Fonten
for providing real tinme property and high reliabilitg
or @SeRRemsamrinidatican ceesbifamarbl SCHESYREVEEL FhiEe on the
I NVENTION [0011] 20 In order to solve the problens,
narkBe LHviesdd on 1irsis eerfd gutedudsibakhawy: mp601Rhe (1gqwest
conmuni cation control systemfor controlling

for08gggnb99£bea§ perdhanimedtbehween a plurality of
co nication 25 stations that are connected to

[00o¢@fmuNi cation paths being

The invention has been accomplished in order to solve
the problems. BAn object of the invention is to provide a
communication contrel system capable of performing
communications that satisfy real £time property, high
reliability and a need for open protocol communications by
introducing in the same communication station c¢ritical
communication section for providing real time property and high
reliability as open communication section.
DISCLOSURE OF THE INVENTION
[0011]

In order to solve the problems, the invention 1is
configured as follows:
[0012]

(1} A communication control system for controlling

communications performed]aetweenexpluralitycﬁfcommunication

stations that are connected to communication paths being
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4 multiplexed with a main path and a sub-path, the
comruni cation control system conpri sing:

comuni cation function inplenmenting sections for

i npl enenting a comuni cation function, which are
multiplexed 5 so as to correspond with the main path
and the sub-path respectively; a high-priority

conmuni cat j on section for performng.a igh-priority.

1 ESRRBRPAATY G Avia. EHEComnE I GG R el 44¥ on
I mpl ementing section corresponding to any one of the

contpohubyFpEBxed ebafitRfcat i on paths; and a lowpriority
conmuni cation section for performng a lowpriority
conmumicai tahigha ERacESRRUNIIERLSIFIILMG i gifctions” for
i npl ementing section corresponding to the sub-path,

impMeeestnnghe duinghaprdakiey umhimoatibdshsaéeiBrl apglexed
the 15 lowpriority comuni cation section coexist in

so asSibgl eorcempunidcatitn shat imern.n [POW3] apg) the sub-path
conmuni cation control systemfor controlling

res6@EMHREGgLI ons perforned between a plurality of
comuni cation 20 stations that are connected to
conmgupi g@th e, pat Pschehngi c avl.dh pl @xetbwifior gpemdionming a
path and a sub-path, the communication control system
hig%Q?Bﬁ'o§Ji'%gﬁ Jofiin 1PN Gatd Ofhd Ubskheni ¢apiemesthogion
sections “which are multiplexed so as to correspond

imﬁWéHEnEQ%gWHEQCEQBQ corresponding to any one of the
multiplexed communication paths; and

a low-priority communication section for performing a
low-priority communication via the communication function
implementing section corresponding to the sub-path,

wherein the high-priority communication section and the
low-priority communication section coexist in a single
communication station.
(00131

(2) A commuﬁication contrel system for controlling
communications performed between a plurality of communication
stations that are connected to communicaticn paths being
multiplexed with a main path and a sub-path, the communication
control system comprising:

first communication function implementing sections
which are multiplexed so as to correspond with the main path

and the sub-path respectively, and each of which impliements
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25 and the sub-path respectively, and each of which

i npl ements 5 a communi cation function in a physica

| ayer of an OSI hierarchical nodel; second

conmuni cation function inplenmenting sections which

are multiplexed so as to correspond with the

multiplexed 5 first communication function

i mpl enenting sections respectively, and,each of [.C
5 CORBUBHERS X COMGRT A o of (IGKTLSH I nla) dat & ] ke os

| ayer of the OGSl hierarchical nodel; a high-priority
hieronphieatPo®esection for perfornming a high-priority

conmuni cation via the comunication function 10 :

i nptenend | nghaEeiica’ 106y r Bapehtthg 1RE LERFRoAE Yo S HelOnS

mul ti pl exed conmuni cation paths; and a |lowpriority
whichranmincation ezect soms 60 PerforpeRg va th bhe iy b jriexed

conmuni cation via the communication function .
£irkapl ereRking caedbnon dommaspondi nigrtlendit Sub- pat@ct1sns

wherein the high-priority comuni cation section and
respBetikeMypr bosi by chorruniiciatt omslestdrors coexdmrup hcation

single conmunication station. [0014] (3) The
FunEOTRHNE a4 | @ £ anti{10l1 Syst en adeoodiingiévat@hical 20odel;

wherein the second comuni cation function inplenenting

secti %Wii@@ﬁty ah @l o £8St B rdd isectficanpteformning a
storing C addresses corresponding to the

higF%%?iBEk%&iE%ﬁﬂ%ﬁﬂ£§ﬂ¥ﬂﬂ(¥1§*%Hé(%b@ﬁﬁhi&£%&on_function
priorirty conmuni cation section respectively;
implementing section corresponding to any one of the
multiplexed communication paths; and

a low-priority communication section for performing a
low-priority communication via the communication function
implementing section corresponding to the sub-path,

wherein the high-priority communication section and the
low-priority communication section coexist in a single
communication station.

[0014]

{3) The communication control system according to {2},
wherein the second communication function implementing
section includes:

an address storing section for storing MAC addresses
corresponding to the high-priority communication section and

the low-priority communication section respectively;

a2 transmitting section which attaches the corresponding
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25 a transmtting section which attaches the
corresponding 6 MAC address to a conmmuni cation frane
dependi ng on whether a transni ssion requestor is the
hi gh-priority comruni cati on section or the
lowpriority comunication section, and transmts the
communi cation frane to the commnication path; 5 and

a receiving section which coppares. a destinatio C
MACa@@¢é§§So¥Oaac%%%%%?%%?FbﬁnfEgﬁ%er%%%?Q%ﬂngr%ﬁh%@éﬁker a

first comunication function inplenenting section
tranprhs & hen MAC Jugddicgs st 5t bPed Hiwit e l&&&tégsc%??ﬁaatlon
section, and when a match 10 is found in the ,
sectoapardsorthesdlow-rdrds thhe coageny€3t 168maRFEaPPon and
frame to the correspondi ng conmuni cation section.
trahB015% (¥} Jdrevecwheamicatiomedm toe sOBTBREgeEoPHi Ryt
to (2) 15 or (3), further conprising: a nulticast
andaddress storing section for storing a plurality of
MAC nul ti cast addresses, wherein when a destination
MAC;agddressiaf; aceammnintatdronopaane recéévetnirom MAC
t he conmuni cati on path matches with any 20 one of the

23a2ddLesse s, Stenadnitatthe nVAG 4l t reast vaddifess stior i Agrst
section, the second conmruni cati on function

con%nﬁmli%g%moinn OFuiSEEL 19N 1 88NdEehite neOFRwt Lt | af thr arree t MAC
e high-priority comrunication section, and

add%%g%r¥£§§e&q§1%ﬁgQﬂﬁh&ﬁﬂyg@EQQBbOQeé@ﬂ§ﬁj@@miwheneamatch
is found in the comparison result, sends the received
communication frame to the corresponding communication
section.
[0015]

{4) The communication control system according to (2)
or (3), further comprising:

a multicast address storing section for storing a
plurality of MAC multicast addresses,

wherein when a c;'lestination MAC address of a communication
frame received from the communication path matches with any
onechtheaddressesstoredjjlthebﬂxjmulticastaddressstoring
section, the second communication function implementing
section sends the communication frame to the high-priority
communication section, and

otherwise the second communication function

implementing section sends the communication frame to the
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25 inpl enmenting section sends the communi cation franme

to the 7 lowpriority communi cation section. [0016]

(5) The comuni cation control system according to any

one of (1) to (4), wherein units each including the 5

hi gh-priority communi cati on section, the lowpriority

communi cation section and the comruni cation function

i mpl ementing sections, or unjts each including the
Lowtp ke BF F Br FeF eohrint Cat ot §¥¢tion, the lowpriority

conmuni cati on section, the first conmmunication
{00t@hction 10 inplenmenting sections and the second

conmuni cation function inplenenting sections are

provsded Bl ammmuinglcexddi AOatEPhgEeS LB ARFNTCHTIDAC anY

station, and one unit serves as an active unit and the
oneOthier (Mit txervds , asbarstiandbpiteiteass [Doaypdiey athe

comuni cation control systemfor controlling o
higEOpPUBCali onsmpenfiarateicbrbet seehianpl uktdle t ylgf-priority

conmuni cation stations that are connected to
cor@QANUALEahI Oaeatiks beimg mhkt i ploexech iwiatti cn nefwnction

path and a sub-path, the comrunication 20 contro
imp§¥§5§ﬁ&ﬁ?”p@éﬂﬂﬂbnékhi@h'pﬂnﬂﬂéy egonuniicatligting  the

section for performng a high-priority comunication
hi gfOPERLLY ti @ ddifn(Ridh PAL; 3ebetoRyi Oy  low-priority

co nication section for performng a lowpriority

comﬁ%ﬁqggkﬁghioge¥£§oﬁbe SUb- RatYt:  communication function
implementing sections and the second communication function
implementing sections are provided and multiplexed in a single
communication station, and

one unit serves as an active unit and the other unit serves
as a standby unit.

[0017]

(6) A communication control system for controlling
communications performedioetweeneipluralitycﬁfcommunication
stations that are ;onnected to communication paths being
multiplexed with a main path and a sub-path, the communication
control system comprising:

a high-priority communication section for performing a
high-priority communication normally via the main path;

a low-priority communication section for performing a
low-priority communication via the sub-path;

a path diagnosing section for diagnesing a soundness of
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25 a path diagnosing section for diagnosing a

soundness of 8 the main path and the sub-path; and a

switching section for switching the comuni cation path

of the high-priority conmmunication to the sub-path

when the main path is diagnosed as faulty as a result

of diagnosis by 5 the path diagnosing section. [0018]

(7). The conmuni cation control_system according to (6)
the maifhapdth e E%ﬁr?ék%EﬁEgﬁrﬁF%ection i ncl udes: a

path state storing section for storing path state 0

inf%ﬁW&ﬁP&ﬁWﬁS%F%%?%j%PhFﬂlFFBﬁFgtﬂﬁ%EBQWSP?SﬁE%gn&mth

each communication station; and a fixed-cycle path
of diadnbshigr 5ett FHrCeBRUEE aahbRT nEC t HeS YT fhathen the
path fromthe hone station to each comuni cation ,
naistailon s miadioe eyclfeully WeperAsHhE PExRUREYRFLS bY
pat h di agnosi ng section registers the path state
thel phiohmat ignosbhai sedtfoom t he diagnosis result, in
the path state storing section. [0019] (8) The
[oo¢@muni cation control systemaccording to (7) , 20
wherein the fixed-cycle path diagnosing section
i ncludes andicagnosiispacketont ans mtstiengasect dong ftor (6) 4
broadcasting to other communication stations a path

wheg%§9n9EESpQ§ﬁk8§abﬂ6EﬂﬁbngecteﬁﬁiYﬁcSh@ée:infornation

of path di agnosi s packets from other conmunicati on
Staéigﬁ%h %ﬁ%te storing section for storing path state

information of a path state from a home station to each

communication station; and

a fixed—cyclezpathdiagnosing'section.for:diagnosing'the
communication path from the home station to each communication
station in a fixed cycle,

wherein the fixed-cycle path diagnosing section
registers the path state information obtained from the
diagnosis result, in the path state storing section.

[0019]

{(8) The communication control system according to (7),
wherein the fixed-cycle path diagnosing section includes a
diagnosis packet transmitting section for broadcasting to
othercommunicationstationseaanndiagnosispacketincluding
receive state information of path diagnosis packets from other

conmunication stations, and

on receiving a path diagnosis packet, the fixed-cycle
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25 on receiving a path di agnosi s packet, the
fixed-cycle 9 path diagnosing section registers in the
path state storing section receive state informtion
of the path diagnosis packet transmtted by the hone
station, the receive state information being included
in the received path diagnosis packet, as the 5 path
state information of the conmunjcatio :
patlh oA IR B ROS T o 1R r%%%m?ﬁg%g&ﬂ%&%@% f%é%%%‘fbemg
di agnosi s packet.  [0020] (9) The co ni.catjon.
seclebnb Loy &R RECOHA T F PR P LoF Pray. SuRERar hs e et
fi xed-cycle path diagnosing section 10 broadcasts a ..
tra]pamht’dé@gnb§ﬁ§ Ipawégaitﬁoa}ec%fa%ﬁ&@wet RCatenutiqdiRior
protocol of Internet Protocol, different |Pnulticast
beinddieskededria dd greeited patharhaopashSaRactRE, as the
sub-path respectively, and each conmuni cation station
patperfarad niceadeasn of e coBrusiing tike pPtnfndtise home
address corresponding to a path selected between the
stafBbA tpakht apdshbet sub-gatie a$ phdestimdiroropps packet.
address, and receives a path diagnosis packet of which
[poglgstination | P address matches with the | P nulticast
address corresponding to each of the main path and

t he gubrRat RerAOni 0921bn (260 tTbe costumi satbodaingntool7)
system according to sny one of (6) to (9), further

or © Ii%hgg'iﬁ.d@E@ teh aRSMAAIIRg SLEk | 0N Adfotiing section
transmts 3at a to another conmmuni cation stati on, and

bro%%E%%%%”Hisp%@ﬁ %ﬁébﬂg§¥% packet 1in accordance with a
multicast protocol of Internet Protocol,

differentIanlticastaddressesareassignaitothenmin
path and the sub-path regpectively, and

each communication station performs broadcasting by
usingtheZﬂ?multicastaddresscorrespondingtx)apathselected
between the main path and the sub-path, as a destination 1P
address, and receives a path diagnosis packet of which
destination IP addre;s matches with the IP multicast address
corresponding to each of the main path and the sub-path.
[0021]

(10) The communication control system according to sny
one of (6) to (9), further comprising:

a data transmitting section which transmits data Lo

another communication station, and retransmits the data when

a normal reception response is not returned from the another

10
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25 a normal reception response is not returned from
the another 10 station within a predeterm ned tineg;
and a data receiving section for returning a nornal
reception response to a transmtting source when data
is normally received. 5 [0022] (11) The communi cation
control system according to (10), further conprising:

a path state storing section for storing path state
stafiporihti oh %pr@éﬁﬁgF%%%ﬁé F 10 énﬁéne station to

each 10 communj cation station; a counting_sectio
CoumiPhg TATES TS ERECAGA % FRACKFLLPrt QERE gre cen C1on

retransmitting the data; and a registering section
respbiieh, teheh &IedGH tiainde DPUERR w@@am%ﬁa sect igrmally
reaches a specified value, determnes the 15
recebwadni cation path as faulty and regi sters the path
state information indicating that the path is faulty,
[cokmjthe path state storing section. [0023] (12) The
conmuni cation control systemaccording to (10), 20
further Toesporsiimngcsadicoundihgesestsitem $orordlng itwg(10)
times of the data transmtting section retransmtting
furtherdabaprasdng: swi tchi ng section which, when a count

val ue of the counting section reaches a specified
val yep @6t efiitRessddeing section for storing path state
information of a path state from a home station to each
communication station;
a counting section for counting times of the data
transmitting section retransmitting the data; and
a registering section which, when a count value of the
counting section reaches a specified value, determines the
communication path as faulty and registers the path state
information indicating that the path is faulty, in the path
state storing section.
[0023]
{12) The communication control system according to {10},
further comprising:
a counting section for counting times of the data
transmitting section retransmitting the data; and
a switching section which, when a count value of the

counting section reaches a specified value, determines the

communication path as faulty and switches the communication

11
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25 conmuni cation path as faulty and switches the

comruni cation 11 path. [0024] (13) The comruni cation

control system according to any one of (6) to (12),

further conprising: 5 a nultiplexed conmmunication

station where units each including the high-priority

comruni cation section, the lowpriority conmunication

section, the path diagnosing section and the
patlywi t ching section are provided while being

mul ti pl exed, any one of the units serves as an active
[00Z%lt and 10 the other unit serves as a standby unit,

and a different address is assigned to the .

hi ghlpr i oftie yomwmmactdﬂrbﬁ%éépgo%y%?%é‘a@f%%‘% to any

wher ei n anot her communi cation station which perforns a
oneto@ns$fl ssponl2b, t Rerwiuk ¥ i pPEREHS EBHIuNi cati on station

15 performs communi cation by designating the active

uni 4, mabtipheredf aptinng ite téommstiadars whar e He ket i gech

unit via any one of the nultiplexed communication
incpalihgg rehei esitb-pohount gat ecbyusicathppg aection, the

designation to the standby unit. [0025] 20 (14) The
1ow\iﬁmﬁﬁﬁ§ﬁ | @BmeENnt & ot i sy stem aceoy dithg t pagh3)diagnosing

erein the multiplexed comuni cation station each

secg%hu%ﬁ R eSehfi tdiragnpsidig ssectdon, pidei sed fwhile being

I agnosi ng section in the active unit halts a
mulg%ﬂ‘é%a?t LD apeat Lap white flaeingsthe foneraminti t and

theotherunitservesaseastandbyunit,andzidifferentaddress
is assigned to the high-priority communication section of each
unit,

wherein another communication station which performs a
transmission to the multiplexed communication station
performs communication by designating the active unit, andwhen
failing to communicate with the active unit via any one of the
multiplexed communication paths, retries to communicate by
switching a designagion to the standby unit.

[0025]

(14) Thecommunicationcontrolsystemaccordingto(13),
wherein the multiplexed communication station each includes
a self diagnosing section,

the self diagnosing section in the active unit halts a
communication operation while placing the home unit in a

standby state on detecting a failure,

12
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25 standby state on detecting a failure, 12 the
standby unit places the hone unit in the active state
so as to start a conmmuni cation operation when the
other unit halts the comunication operation, and
broadcasts to the other comrunication stations that
the hone unit has becone the active 5 unit, and each

communi cation station includes a tahle.stqri ,
Pt DRSS AY AR At T S CR ATE B T AR ?‘u‘gﬁllé’%e%tate
comruni cation station is active, perfornms ansp ssion.
so 2% the tadt iy ECIHVR LR ey %&F@ﬁgioﬁgwﬁﬁél ﬁ%?o‘?ﬁ?ﬁ ? 01%@11;
stored in the 10 table, and updates the infornmation j.n
haltheheabbanghésatden ¥pagat %%P BrehRES8E e %ﬁﬁ %Jfﬁler
[0026] (15) The conmuni cation control systen1according
comtan( 6t i onvhersiansiiké e heaer iy hiassherRediconctive
detects a failure 15 in the main path, the path
unidi agnasi ng section broadcasts the failure in the main
path to all communication stations in a fixed cycle.
[ 0027 Eh ( L&)uriTing cadnumni stz i oo conttotiesy gt dmbalct of BPHENY
to (15), 20 wherein when the lowpriority
i nFECREMRALEAt 19K i$eatingn nreceilvesaal tbr oaticaste noniteiplexed
indicating that the main path is faulty, the

comn@Wi PLFQbnt ¥+ §PTBHN £alirtaResepbiobraontiralsuidssion to the
transm ssion so that a transm ssion count per unit

aetiE8f « LewARr ekl ¥neorpuURheat h@Bristegraktbeedr in the
Smal I'er than a

table, and updates the information in the table when receiving

the broadcast communication.

[0C26]

{(15) The communication control systemaccording to (6},
wherein while the path diagnosing section detects a failure
in the main path, the path diagnosing section broadcasts the
failure in the main path to all communication stations in a
fixed cycle.

[0027]

{16) The commuinication control system according to {15),
wherein when the low-priority communication section recelives
a broadcast notice indicating that the main path is faulty,
the low-priority communication section controls a
fransmission so that a transmission count per unit time of

low-priority communication is equal to or smaller than a

predetermined value,
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25 predeterm ned val ue, 13 and when the broadcast
notice is not received for equal to or nore than a
predeterm ned tine, the lowpriority conmunication
section determnes that the main path is restored to
normal operation and halts the transm ssion control of
5 maki ng the transm ssion count be equal to or smaller

than t he det erm._ned, val ue [OO .
coﬁﬁﬁhﬁ@ﬁ?ﬁ&ﬁ c%ﬁ??@?a§§s?%5}%%cor§1nggégg%ggs,for equal
wherein while the |OMF riorjt nlc e [.0

to oo reebgniZEd t Re WEFH E%f%l%%df ?ﬁ MR ity
| ow-priority conmunication sectlon contro a d

commwan@msgn@@cgdqm@@t%rm%%ﬁ%aé‘s%%H@&Maﬁé&%‘?ﬁtc’fe
tine of the lowpriority conmunication is equal to or

to somhhér opiean td opr exet drdd hedthealtgensys SF@@?g]w(nltsf)Ol of
The comruni cation control system according to ang

mak ofig (1B)e thor {rilst)i s sitver eiomnitnbg easel vireros ehall han the
| ow-priority comunication section is recognizing the

prefi@t8rpahbdasataalty, while the sub-path is not under
transm ssion, the lowpriority 20 conmuni cation

[008€¢tion |nned|ately performs the high-priority
conmuni cation, and while the sub-path is not under

tran?ﬁ}SSN%Bco%ﬁ@nhﬂﬁﬁﬂxhﬁc@ﬁthbghﬂ@ﬁkﬁﬁatyordlng13)(6),
communi cation waiting to be transmtted, the

whe%gwﬁp“dﬂ'ﬂy C@H@“”HBQLbQHOQQ%@lOdeﬁﬁﬂMdﬁtldﬂm section
OW- priority conmunicati on.

recognizes the main path as faulty, the low-priority
communication section controls a transmission so that a
transmission count per unit time of the low-priority
communication is equal to or smaller than a predetermined
value.

[0029]

(18) The communication control system according to any
one of (6) to (17), wherein in a case where the low-priority
communication sectio; is recognizing the main path as faulty,
while the sub-path is not under transmigsion, the low-priority
communication section immediately performs the high-priority
communication,andvﬂﬂjfathesubwpathisrxﬂ:undertransmission
and there is no high-priority communication walting to be
transmitted, the low-priority communication section performs

the low-priority communication.

[0030]
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25 [0030] 14 (19) The communication control system
according to (6) , further conprising: an

aut henti cati on section which perforns authentication
between the high-priority communication sections in
different 5 comunication stations so as to enable
comruni cati on between the authenticated conmunicati on

stations. [0031 20) The communj cation control t
acchr i nngteoC?T%)l,glc éPBiW?%&aﬁFﬁEﬁﬁia&g |£ocgms€}ét8i gér?’
i ncludes: 10 a public key generating section for
furgeser @@TUnE a9 el ectroni ¢ public key to be exchanged
between the hone station and another communication .
St atth ong hendricat 1eMeeeF bhPR YBriGPaPeT TREPStHHN Tt eation
uni que to the home station; a key transmtting section
betfoen brmatcabtbngorhsy dsuganbeat el FEsIiieKey bt Gigrent
communi cation stations; a commpn key generating
com@eat tanivhi shagenes atesano ehebieoprrnebhidhl ReyO¢HIRSD
i's unique to the home station and another
the COAMHBHEAL hDBd Stahmani faoima pubticnkey recei ved from
the another station and the private key of the hone
[oosiation, 20 generates the electronic comon key for
each conmuni cation station, and stores the generated

compp, keys Aprawtikenticcatbadr packaitenl ansardinggo (19),
section which perforns at |east either encryption of

whe3cPACKEL gﬁtﬁ&h@QBHEEEH ebcancaut hentibeati on value to
a packet by using the generated

a public key generating section for generating an
electronic public key to be exchanged between the home station
and another communication stations from an electronic private
key that is unique to the home station;

a key transmitting section for broadcasting the
generated public key to all communication stations;

a common key generating section which generates an
electronic common key that is unigue to the home station and
another communicatio; station from a public key received from
the another station and the private key of the home station,
generates the electronic common key for each communication
station, and stores the generated common key;

an authentication packetf transmitting section which
performs at least either encryption of a packet or attachment

of an authentication value to a packet by using the generated

common key, and transmits at least eithner the encrypted packet
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25 common key, and transmts at |east either the
encrypted packet 15 or the packet to which the

aut hentication value is attached; and an

aut henti cati on packet receiving section which
perforns at |east either decoding of the received
packet by 5 using the common key or determ nation on

whet her receptian i al | d,based on c .
or Gt RSSO CR ThE O4PIE  gerhg bt P AEREG F o i Hed
packet. [0032] (21) The communi cation control system

andaccording to (20), 10 wherein the common key

generating section generates the commpn key fromth
pri ¥at eakeyeRhHceheOPUbPREXREY BFCEET hg? dectron’ Wnich
Differ-Hell man nmethod. [0033] (22) The conmunication

perfonnsohtsyeaem atcbedi Agceaipgopl the rerphépd packet by
conprising: a key update section for updating the ,

usiagnuibe deeyndyy keghangiiage rhénpk i oaten kiyptper reception 1s
predetermned tine; a confirm ng section which stores

allbledcoared &eythestommbef dey apdatbeapndthenttestiesndhue
key, confirns the 20 authentication value by using the

beihdt 88t achEEDACKeYcOPackeeei ving the packet, and in a
case where the confirmation is determned as illegal,

[oogenfirms the authentication value by wusing the common
key just before update; and a decodi ng section for

perﬁ@ﬁﬁi@HeQQQ%MﬂEbéﬁiém@oﬂ@%&@%wstemaccordingto(20),

wherein the common key generating section generates the common
key from the private key and the public key by using
Differ-Hellman method.
[0033]

(22) The communication control system according to {20),
further comprising:

a key update section for updating the common key by
changing the private key per predetermined time;

gz confirming géction which stores the common key just
before update and a latest common key, confirms the
authentication wvalue by using the latest common key on
receiving the packet, and in a case where the confirmation is
determined as illegal, confirms the authentication value by
using the common key just before update; and

a decoding section for performing decoding of the packet

by using either the common key just before update or the latest
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25 by using either the conmmon key just before update
or the |atest 16 common key by which the

aut hentication value is confirmed as valid. [0034]
(23) The conmuni cation control system according to any
5 one of (1) to (22), wherein a router for performng
a path control of the connunication path in accordance

W th Internet Pr ot ocol rOV|ded on the .
conBeRTHAY &Y iYBht ¢$ Qﬁﬁﬁﬂﬂq 8§P§oﬁspg?ﬁflrmed as

i ncludes a plurallty of sub- net wor ks bei ng
validterconnected by the router. 10 [0035] (24) The

comuni cation control systemaccording to (23),
[00BAérein a sole master station exists on the

sub-network, the master station transmts an

i nt ¢23het Woe keadimagrios trigon fCoarke dlnel 8 BPREFA T 1ate any

i nformati on on the paths between 15 the honme station
oncand alil) amot(Per) ,cormurdicatd orostat | Hs X SeFhgnonat hath

sub-network to which the hone station belongs and
conRabh &t atlee igshefumidaan conpbhe patdvdietdsesre whiébhéngernet

station and a naster station existing on a sub-network

prot@chii chs t Beovicee siat itae dogsunoicdel @ngpaahd 20hd the
each of all communication stations on the plurality of

comﬁ l%%&ﬁﬁﬁyﬁatﬂciﬁﬁﬁﬁﬁbéQﬁpﬂﬁ%b@ﬁt§¢@¢|§Mb4ﬂaiwdnks being
comuni cation stations includes: a path state

mt%&gl !ggl%c%%(amkgn +her $Leing path state information
g ther the communication path fromthe

[0035]

(24) The communication control systemaccording to (23),
wherein a sole master station exists on the sub-network,

the master station transmits an inter-network diagnosing
frame including path state information on the paths between
the home station and all another communication stations
existing on the sub-network to which the home station belongs
and path state information on the path between the home station
and a master station existing on a sub-network to which the
home station does not belong, and

each of all communication stations on the plurality of
sub-networks including the master station and the other
communication stations includes:

a path state storing section for storing path state

information indicating whether the communication path from the

home station to each of another communication stations is

17
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25 home station to each of another conmunication
stations is 17 sound; a diagnosi hg nessage receiVving
section which registers in the path state storing
section the path state between the hone station and
t he communi cation station existing on the 5
sub-network to which the hone station does not bel ong,
based on the path state information included in the
SOURGE er - network  di agnosing frame; and a data

transmitting, section which selects either the main;
path b2 FHS Stb AT I “EEEITdAfc 8ot Ry et <h registers

information in the 10 path state storin ectioné angh
in peefoars tralsmesiigw srcddrd theosss Egéi‘%@ﬂﬂ%‘ﬁw en the
conmmuni cation control system according to (ig?, or
homé 24 atfiont hed dbeprdcsimig G tsélne ctiag Wb dtd oit Wi ¢t the
generates a |list of network 15 addresses of al
subenatunireatd oshsthtilonsiad stiaidg con dolse ngbbaLteRer KPased
and in a case where an address of the honme station 1is
on the pddnessatbainfsrmatdorl yndétéedi hedtheohgt eheneiyprx
based on a predeterm ned condition, causes the hone

diashatiag Feamepernatie as the master station on the
Sub-network. 20 [0037] (26) The conmunication contro

sysLemarephabAgt tOnamecitong hith)sdiedi2b}) i thhergiamain
the high-priority comruni cation section performns

pat%S%éé%&%?%ﬁit?&oﬁﬁ %}%ﬁ‘%d\é tN t& Pretocol rmdethcdtredhe
path state Storing'section,znnjperforms'transmissioncﬂfdata.
[0036]

(25) Thecommunicationcontrélsystemaccordingto(23}
or (24), further comprising:

a selecting section which generates a list of network
addresses of all communication stations existing on the
sub-network, and in a case where an address of the home station
is the address that is uniquely determined among the list based
on a predetermined\ﬁondition, causes the home station to
operate as the master station on the sub-network.

[0037]

(26) The communication control system according to any
one of {1) to (25), wherein the high-priority communication
section performs communication in accordance with a protocol
dedicated to process control, and

the low-priority communication section performs

18
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25 the lowpriority comuni cation section perforns 18
comruni cation in accordance with an open standard
protocol. [0038] (27) The communi cation control system
according to any one of (1) to (26), wherein the

hi gh-priority conmunication 5 section transfers at

| east one of process data, an operation anpunt and an

alarm and the lowpriority. conmunicati ecti
compR i HF FkORt 11 eASTOT GHRC Bf Y Frlég%nd%?%ntértg%% aelf‘? el

transfer and nessage transfer. [0039] 10 As
[00%hderstood fromthe discussion, the invention

provi des the foll ow ng advant ages: él@ CTitngg{}
comfRihl cathorosEanisH (NTgROPEEBr $YS L @B AR CHIDRC anY

section) to provide real tine property and hH%Q ,
onerefi abl | toy{and, oferr ebmmiine dat JlorP st Hon communication

(lowpriority 15 comuni cati on section) coexist in the
secBAOR CoammAécatdonleasttatdon o fTpirecpsevildes  aan operation
conmuni cation control systemthat satisfies a request

amofift kpdushr kakrappbndati ons and a request for open
protocol conmunications at the sane tine. (2) Wen a
CONMAHAIGAHIIT qRstty gsedufidtatibhiszalt id@0perforns at least
conmuni cations is faulty, the conmmunication path used

onelPF inGhkld L8 teamEyRIrGat { DOS rlas sSWirt shethesaagye transfer.
communi cation path for open communi cations. This

[Oogbgvents the traffic of open comunications that is
ased on a standard protocol from having an influence

on fhe real LigpsPrepsht v efiiiddiGRlion, the invention
provides the following advantages:

(1) Critical communication section (high~priority
communication section) to provide real time property and high
reliability and open communication section {low=-priority
communication section) coexist in the same communication
station. This provides a communication control system that
satisfies a request for industrial applications and a request
for open protocol c;ﬁmunications at the same time.

{2) When a communication path used for critical
communications is faulty, the communication path used for
critical communhications is switched to a communication path
for open communications. This prevents the traffic of open
communications that is based on a standard protocol from having

an influence on the real time property of critical

communications.
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25 conmuni cations. 19 (3) Open communi cations are
under way with sonme restrictions even while critica
comuni cations are using a conmrunication path for
open conmuni cations. This avoids interruption of open
communi cations. 5 (4) A common key to serve as a
comon password between communication stations is

generated and the ca n key is _us or -
autH@ntﬁEﬁ?%oﬁpmﬁyﬂﬁE%BFﬁ¥ﬁ% SFFtiggge%on%%%ié%ﬁ?¥nu§0me
wth a conmon key, it is possible to. prevent :

resteberieys BT YIE Sthht? iﬁ%ﬁ?ﬂﬁ#gEﬁﬁ§ﬁn§%%u%%ﬁﬁg &
from having an influence 10 on critical . L d

commemheat tak | eadh (3L ACBERMAEET G bl i s Baitfg 2VOLHs
mul ti pl exed while critical comunications and

intstamdiaron pp bt cleelh cONMYN €AE+OMS. coexist in the same
comuni cation station, thus assuring high

rel {@bid idonndb XB) tThersvar eSppoveded P ITHETdPegreen
perform acknow edgnent conmmuni cations with an actua

com@@ANUAL Cahi omt 1éms ng aedeaatadctidiheocdiaghdsy as used
path in a fixed cycle irrespective of a comrunication

fort iaMitRGn tThias i .owsB gupekvidéhgetdrdrt iofala femuenigaipions
path, which mnimzes the swi tchover 20 tine of

wi tROMAMRIEAE kel , pat hi 4 bussasser tgptdestieal stbmeity attack
property of comunications. (7) Arouter is provided

viangéh&égﬁﬁﬂydﬁgédyqcBﬁhﬂnﬁ@&tibﬁ%efﬁ@ﬂnﬁﬁﬁhﬁgan influence
sub-networks. This readily supports network

on GQ0PRELHON AYER :RaWidRsar ea of a | arge-scal e networ k.

(5) A communication path is being rultiplexed while
critical communications and standard protocol communications
coexist in the same communication station, thus assuring high
reliability.

{6) There are provided a function to perform
acknowledgment communications with an actual communication
timing and a function to diagnose a path in a fixed cycle
irrespective of a c;mmunication timing. This allows quick
detection of a fault in a path, which minimizes the switchover
timeofcmmmunicationpaththusassurimgtherealtimeproperty
of communications.

{7y A router is provided on a communication path for
interconnecting sub-networks. This readily supports network
connection over a wide area or a large-scale network.

(8) The same communication path and
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25 (8) The same conmunication path and 20
transmtting/ receiving section are shared in the sane
conmuni cation station for conmunications that is based
on an open standard protocol and critica

communi cations. This reduces the conponent cost and

Wiring cost. 5 BRI EF DESCRI PTI ON OF THE DRAW NGS
[ 00401, [ Fi

. . 11 It shows_an exenpl ar figurati
S Dot e e bR ol Shpst BT T G o ine
a bl ock diagram showi ng an enbodi.nent of . 10 {h
compybpRt e §FgtonEqy %Oém%l% Odﬁa&%é% &ho %d on an
comuni cation function inplenenting section.. [Fig. %%
opent sktengalodk adicsfrlani8ho® n§ L afot FRMEHIGH 8 pftnls
the invention. is [Fig. 5] It is a block diagram
redshesi hige anothenceibods reakd Birike $9%ention. [Fig. 61

It is a block diagram showi ng anot her enbodi nent of
BRIENeDEHURNPTOON QFi GUE 72RAYINGS a bl ock di agram show ng

anot her enbodi nent 20 of the invention. [Fig. 81 It
[ooks]a block di agram showi ng anot her enbodi ment of the

invention. [Fig. 9] It is an explanatory draw ng of

swi t ghing jof t shasenhhoixanghiry notltfe gembadioment ashromeral

in Fig. 8.

distributed control system.

[Fig. 2] It is a block diagram showing an embodiment of
the invention.

[Fig. 3] It is a block diagram showing communication
function implementing section.

[Fig. 4] It is a block diagram showing another embodiment
of the invention.

[Fig. 5] It is a block diagram showing ancther embodiment
of the invention.

[Fig.6}It@ksablockdiagrwnshowinganotherembodiment
of the invention. \

[Fig. 7] It is a block diagram showing another embodiment
of the invention.

[Fig. 8] Tt is a block diagram showing another embodiment
of the invention.

[Fig. ¢] It is an explanatory drawing of switching of

a control right in the embodiment shown in Fig. 8.

[Fig. 10] It shows a particular configuration example
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25 [Fig. 10] It shows a particular configuration
exanpl e 21 of authentication section. [Fig. 11] It is
an explanatory drawi ng of the operation of the
aut hentication section shown in Fig. 10. [Fig. 12] It
is a block diagram show ng another 5 enbodi nent of
the invention. [Fig. 13] It is an explanatory draw ng
of a procedure whereby a conmunication station
of PptAPREIpAthCRt 2t PRformation. [Fig. 14] It is a
bl ock di agram showi ng anot her 10, enhodi nent. of the . .
i nvERi® ont 1] Fitgis1a} ﬁ?fpjr%“aat?lf%\ﬂcrﬁé{%%n%ﬁ%w%% gperation
transm ssion procedure, [Fig. 16] It is a flowchart
of thewewghantecepipPBnsepkoedenevn 150 BEST MEDE FOR
CARRYI NG QUT THE | NVENTI ON [0041] The invention wl|
be @Btail R efldrrilAg @o et ngd agreov2F Oy P rdgother
enbodi ment 20 Fig. 2 is a block diagram showi ng an
embeabadhtrenf bhet hevehhiention. In Fig. 2, a
conmuni cation path 10 is duplicated by a main path 11
and[gigubipat bt 12s Theecrphamatcayi dnapant ofozigreeedure
exanpl e the control bus of a distributed control
whe$¥BlMa  communication station obtains path state

information.
[Fig. 14] It is a block diagram showing another
embodiment of the invention.

[Fig. 15] It is a flowchart showing a ftransmission

procedure.

[Fig. 16] It 1is a flowchart showing a reception
procedure.
BEST MODE FOR CARRYING OUT THE INVENTION

[0041]

The invention will be detailed referring to drawings.

~

[0042]

(1) First embodiment

Fig. 2 is a block diagram showing an embodiment of the
invention. In Fig. 2, a communication path 10 is duplicated
by a main path 11 and a sub-path 12. The communication path
10 is for example the control bus of a distributed control

system.

A communication station 20 and communication stations
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25 A communi cation station 20 and communi cati on
stations 22 31 to 3N are connected to the main path 11
and the sub-path 12. [0043] The communi cation station
20 includes a unit 21 for 5 perform ng

comuni cations. The enbodinment in Fig. 1 includes a
single unit. In the unit 21, high-priority

conmuni cation section 211 erfor hj gh-pri.arit

31 ERnTRIM EAatFONLC R pPi TPFt ShRE AR CRaTN e
212 performs lowpriority 10 conmunicati ons.

12.H gh-priority communi cations transfer process data, an
operation amount, an alarmand the like. Lowpriority

{0C&dhmuni cati ons perforns i mage data transfer, file
transfer, nessage transfer, and the_ IliKke. ,

Hi ghher conintpicemiani caEtdm 120 t +RASRERS nBr &ida2l for
tine data while lowpriority comunications are |ess
perEeahihiymeoriant dvghemps i orlitey eoboddRicsat 1.y Theincludes

hi gh-priority communi cati on section 211 perforns
a s€agmunugaations in accordance with a protocol dedicated
to process control. The lowpriority comruni cation
secthomL@nper o Mmei giormLinG £t ¥ arswivm iacdtraasee tioth211
an open standard protocol. The open standard protoco
per%%rﬁ%r exagRlgri Britint ecigtulr odocohg. [004dpw-priority

nmruni cation function inplenmenting section 213a, 213b
communication section 212 perforns low-priority
communications.

High-priority communications transfer process data, an
operation amount, an alarm and the like. Low-priority
communications performs image data transfer, file transfer,
message transfer, and the like. High-priority communications
transfarmorerealtimedatawhilelow—prioritycommunications
are less real time than high-priority communications.

The high-priority communication section 211 performs
communications in a;cordance with a protocol dedicated to
process control. The low-priority communication section
performs communications in accordance with an open standard
protocol. The open standard protocol 1is for example IP
(Internet Protocel).

[0Cc44]

Communication function implementing section 213a, 213b

is duplicated. Communication function implementing section
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25 is duplicated. Communication function inplenenting
section 23 214a, 214b is al so duplicated. These
comuni cation function inplenenting section are
provided to inplenment the conmunication function in a
predeterm ned | ayer of an OSI (Open Systens

I nt erconnection) hierarchical nodel. 5 The

conmunj cati on fupcti.on inpl epenting section a -
2143238, gy Brioti AELRRAFat [6R “FuRCRTOR . ACERE Tunction
. hysical layer (first |layer) of a | hi.erarchical
imphgBentiTHe it at POR f&#&?%ﬂ?$n§?@neﬁﬂﬁ%f%ﬁéﬁithe
214a, 214b inplements a comuni cation functjon in the
comparachitaknl Byertiap s eardatayarnpest Lakepgt an 051 (Open
hi erarchi cal nodel. The 213a and 214a are provided to
systemnsedptadcronens iani nhipaprchicathwodsdp and 214b are
provi ded to correspond to the sub-path 12. [0045] 15
I n The communiicatiion Eonttéobnsyspéamshowngi AeFEgong2lse,
when conmuni cations are under way normally in which
213bhetel ésenos o abhuceicattibe Tonmiidrdti dhe pthgical layer
hi gh-priority comruni cation section 211 uses the

(figemmuaieati o kunokiionilerpletertilngodsécti on 213a and
214a to perform conmuni cations on the main 20 path 11.

The rh@WeBrinki k¥t @RMINheat ban isecknent2h weesibhe214a,
comuni cation function inplenmenting section 213b and

214é%ﬂﬂpiﬁmeﬁ@éEP&@%&QHHEQEQ@EV@ﬂﬁﬂQﬂN{mﬁ1§ﬂbd§@hmjlﬂilayer
en the main path 11 becones faulty, the

(selflir R QLD Yo COMMA ¢Alira SGekhORaRL Uses the
The 213a and 214a are provided to correspond to the main

path 11. The 213b and 214b are provided to correspond to the

sub-path 12Z.

[0045]

In the communication control system shown in Fig. 2, when
communications are under way normally in which there is no
failure in the communication, the high-priority communication
section 211 wuses tﬁe communication function implementing
section 213a and 2l4a to perform communications on the main
path 11. The low-priority communication section 212 uses the
communication function implementing section 213b and 214b to
perform communications on the sub-path 12.

When the main path 11 becomes faulty, the high-priority

communication section 211 uses the communication function

implementing section 213b, 214b and the sub-path 12 to perform
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25 inplenenting section 213b, 214b and the sub-path 12
to perform 24 comunications. In this case,

| owpriority communi cations are restricted. [0046]
The high-priority conmuni cation section 211 can
perform 5 communi cations by using either the
duplicated comuni cation function inplementing section

213a, 213b or th t f unct
comggottoni iaa, SaB0 TG A Gu prGH Y K EAE G o

section 212 can use only its corresponding
arecsafliAi€a€Fon function inpl enenting section 213b and

214b. 10 In this way, the high-priority comunication
[00décdtion 211 and the low priority conmmunication

section 212 coexist in the sanme conmunication

st aFherhi§l00A7io Rty cdimmgtic atHere AB6EL ABNM L S KSRnPERTCI™m

Fig. 2, the 15 high-priority comunication section to
comﬁﬁ@ibdezbaalbylae1pgopethyrahdehdghln@ﬁtaﬁlt@m@uﬁh@atlon

|l owpriority comunication section that uses an open
funst-aneal o peént bhg coext in i21 Ashe2 $ abeo cdimruadvatbnation

station. This provides a communi cation control system

funhmabns@hb&%@%%t&n@e@@ﬂihohOQlwﬁdugﬂﬂmal @ppl Loatponsrity
20 and a request for open protocol comunications at

cont}8 i3aN8 ol NBect {0948k 2Fidhn 3us80ws 18N exempbarysponding
con#]guratlon of conmuni cation function inplenenting

com%%%&'%?éoﬁrfhﬁggggﬁnkbﬁge%enQQEGU%b%@HbﬁnZﬁBBCthHZHQb
yer

Inthisway,thekughrprlorltycommunlcatlonsectlon211
and the low-priority communicaticn section 212 coexist in the
same communication station.

{0047}

According to the embodiment shown in Fig. 2, the
high-priority communication section to provide real time
property and high reliability and low-pricrity communication
section that uses an open standard protocol coexist in the same
communication.statio;. This provides a communication control
system that satisfies a request for industrial applications
mmiarequestforopenprotocolcommunicationsatthesametime.
[0048]

Fig.13showsen1exemplaryconfiguration<xEcommunication
function implementing gection for implementing a

communication function in the data link layer.

The configuration will be described taking as an exanple
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25 The configuration will be described taking as an
exanpl e 25 the comuni cation function inplenmenting
section 214a. The conmunication function inplenenting
section 214b has the same configuration. In Fig. 3,
an address storing section 215 stores a MAC 5 address
corresponding to each of the high-priority

comuni cation section 211 and | ow.priorit.y. ;
the CORMIRREARFORY SBETOR T2 1T ARSI I\ﬁ@é%\?e%i%l%%bes%he
Control) address is assigned to ea%h of e
comnphC BE | 87| T4 Cori ATPETER [S&d Foh T+ 9117 %ﬂ% has the same
| owpriority conmmunication section 212. 10 [0049]
conTiansalteiing section 216 appends a correspondi ng MAC
address to a comuni cation franme dependi ng _on whet her
t heIntFamsm ssirorddafiss tido His & §e Chilgh- Bg'ﬁo?FWeS a MAC
comuni cation section 211 or lowpriority
addeespuniccaticorpagetiion 202 aabhl5 ©fanddiet s Rhgh-priority
comuni cation frame to a conmuni cation path.
comiaaeirwitigns esddtoipi21 2 Lldonpad ed okt rdestiityat fopnvAC-ation
address of the communication franme received fromthe
secCORRUND gat i Hns et MAT | (MRldere Aticeg ssEohiton 1218ddueth 1s
the MAC address stored by the address storing section

ass4kPed@Rd bBcRASe 2Rean@hePrisrioyndoivauhheatoapasesbnon
result, passes the received conmunication frane to

211tgﬁdpﬁthFQQEr@@?"ﬁ@hﬁ@h&@@t§%ﬁt%@BtiéhiQh?priority
conmruni cation seCtion 211 or lowpriority

EOO%%r]munication section 212). [0050]

Transmitting section 216 appends a corresponding MAC
address to a communication frame depending on whether the
transmission requestor is the high-priority communication
section 211 or low-priority communication section 212 and
transmits the communication frame to a communication path.

Receiving section 217 compares the destination MAC
address of the communication frame received from the
communication,functi;nAimplementing section 213a with the MAC
address stored by the address storing section 215, and in case
amatch is found in the comparison result, passes the received
communicatrion frame to the pertinent communication gsecticn
(high-priority communication section 211 or low-priority
communication section 21Z).

[G050]

Amulticast address storing section to store a plurality
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25 A nulticast address storing section to store a
plurality 26 of MAC nulticast addresses may be
provided in place of the address storing section 215,
In this configuration, the receiving section 217 of
the comunication function inplementing section 214a,
in case the 5 destination MAC address of the

conmuni cation frane received.fromthe i t
Of'%%@c%%%thﬁ9sBn@daFeFﬁ@saﬂayegfegrﬁﬁé§%% Jgﬁﬁﬁfﬁééﬁﬁ&:the

mul ti cast address storing section, passes the
addeepinumr Bt 1OnS¢FaheR tol the high-priority communication

section 211 and otherw se passes the commynica iqn
frabe g s TONEREUrGRIEHI oF ﬁyr%%?ﬁ%%ﬁl%a‘ﬁ%%éﬁi oRt the
212. In this way, high-priority comunications uses a
comMACL catif oh castclader 459 HegrerddmauRpEAE PBNsL 43 0081 FaEg) the
Second enbodi ment 15 Fig. 4 is a bl ock diagram of
desﬁﬂﬁhhﬁbnGMh@d&d@nesafOfhéheiQw@hmmbm@tiﬁnFEQQmQHE%%ﬁ&Wed
components as the preceding ones are given the same
frofi @GNS malim phick Bhbediatert antyhenendt tihe ddgriegaeederepent
comuni cation station 22 includes a dual unit 2la and

in 20240 Theiuakhs2ladanedudestdit ghg pseotiby, passes the
conmuni cation section 211, lowpriority comunication

com3BGt £9R 342, rreQaMUBLCathen fugetponot iplenentinglication
section 213a, 213b, 214a, 214b. The unit 21b has the

sec%??ﬁ QQTfEgHrQEhQPw§§etB§SHEEttﬁéaeomhﬁnlbetion frame to
i'TTustrated exanple, the unit 2la serves as an active

the low-priority communication section 212.

In this way, high-priority communications uses a MAC
muiticast address for communications.
[0051]

{2) Second embodiment

Fig. 4 is a block diagram of another embodiment of the
invention. In Fig. 4, same components as the preceding ones
are given the same signs. In this embodiment, the unit is
duplicated.

A communication station 22 includes a dual unit 2la and
21b. The unit 21a includes high-priority communication
section 211, low-priority communication section 212,
communication function implementing section 213a, 213k, 2l4a,
214b. The unit 21b has the same configuration as the unit Zla.

In the illustrated example, the unit Zla serves as an active

unit and the unit 21b serves as a standby unit.
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25 unit and the unit 21b serves as a standby unit. 27
[ 00521 The active unit 2la perforns conmmuni cations.
When the active unit 2la turns faulty, the unit 2la
halts communi cati ons and places itself in the standby
state. The standby unit 21b 5 switches to the active
unit and takes over the communications. In this
enbodi ment, the unit is duplicated thus enhancing the
[00%2]i ability of communications. The unit may be
tri Ilcated or further be|n nul ti pl exed
() Porm it a5t e i PG TS amaﬁae&ca%épsm bindd che
anot her enbodi rent of the inventjon,

-t CoatCAL f BT ROt o B BhuActvaaat as Solimi St rpns

11 and a sub-path 12. 15 High-priori nmunj cat i on
andgeddon 4Gk Igerifoths shagAbprierity é%ﬁhﬁﬁ@é&?ﬁnglByzlb

using the main path 11. Low priority contmunication
swisehtbom 402 pet fve mmitowngr i ok¢ § YO RDAI CAMORLCHYyLons .

usi ng the sub-path 12. Path di agnosi ng section 403

di agneses étieostmadnesheofini 20 st dep ¢ at pathublerncing

the sub-path 12. Switching section 404 switches the
theCOPRURLEBALEOR path cbemweerathenki.gh- ptherityit may be

comuni cation section 401 and its distant party based

tri§@1EQ€e9'égngﬁkﬁhéQSHbingfmhh@lpaéheddlagn05|ng
ection 403
[0053]

(3) Third embodiment

Fig. 5 is a block diagram of another embodiment of the
invention.

In Fig. 5, a communication station 40 is connected to
a main path 11 and a sub-path 12.

High-priority communication section 401 performs
high-priority communications by using the main path 11.

Low-priority communication section 402 performs
low-priority communiéations by using the sub-path 12.

path diagnosing section 403 diagnoses the gsoundness of
the main path 11 and the sub-path 12.

Switching section 404 switches the communication path
petween the high-priority communication section 401 and 1its
distant party based on the diagnosis result of the path

diagnosing section 403.

[0054]
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25 [0054] 28 Restricting section 405 restricts

communi cations by the lowpriority comrunication
section 402 based on the diagnosis result of the path
di agnosi ng section 403. For exanple, the restricting
section 405 restricts the transm ssion band of the 5
| ow-priority conmuni cati on section 402.

Transm t{ing/ Receivin ction 40 on cel Vi

{r oS S DANF GRRReOT A0 THEL R ght sl 2t Bhby the

conmuni cation section 401, sequentially transmts .
LowcBRRUALE Xt F AR HFRs ¢ Set%%?ﬁgd%?ﬁe%f%ﬁﬁep%%%%%oslS

t he communication frames received 10 fromthe na&n
respathoilthe pa'destiamiaomy HefisAn ti%y/ REGS FragPLe, the

section 407, on receiving a transm ssion request from
restheckowgpseot iy 406nnenrcactorthséepnspisgaon band of the

sequentially transmts communi cation frames to the
lowspbipatihyl2ommdnpassésnt hectonmuAPéati on franes

received 15 fromthe sub-path 12 to a destination

Thettrasanttihngheeeeiingg section 406, andn4@Rceiving a

respectively correspond to the conmuni cation function

trah B3Rl 8RBBH NG @eedt oArad3ahe2 MWiagrans: R4S,y 2¢dbrinitcheion
enmbodi nent shown in Fig. 1. 20 [0055] In the

secgﬁgﬁdﬁﬁﬁﬂtséﬁgéﬁtﬁﬁlﬁ&gtrﬁnshﬂt@a&emmhﬁiﬁathon frames to
i agnosi ng section 403 has deternmi ned that the nain

the?ﬁghn%$ﬂ15%JUQE@&basEQ@ S tChimith iseati on f40hesekectsved
e maln path 11 " as the conmunication path of the
fro%iQ%ép%EQEF5%t%oqqu@bcgtH%@tination.

Transmitting/Receiving section 407, on receiving a
transmission request from the low-priority communication
section 402, sequentially transmits communication frames to
the sub-path 12 and passes the communication frames received
from the sub-path 12 to a destination.

The transmitting/receiving section 406 and 407
respectively correspond to the communication function
implementing sectiéh 213a, 2l4a and 213b, 214b in the
embodiment shown in Fig. 1.

[0055]

In the embodiment shown in Fig. 5, in case the path
diagnosing section 403 has determined that the main path 11
is normal, the switching section 404 selects the main path 11

as the communication path of the high-priority communication

section 401. 1In case the path diagnosing section 403 has
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25 section 401. In case the path diagnosing section
403 has 29 determned that the main path 11 is faulty,
the switching section 404 switches the conmunication
path of the high-priority conmunication section 401
to the sub-path 12. In case the path di agnosing
section 403 has determned that 5 the nmain path 11 is
normal , the restrictjng sectiogn 405 does nat restrict
deteRE) iFlndirds | HF AR oPS ERe HowpriBhity e Switcliing
communi cation section 402. In case the athé%iagno ing
secsaehi orf W03 Hakteeter nfRed CRENPREECR pdtdril ?g he
faulty, the restricting section 405 restricts the
hi ghrprdwirddivomobama i cat ion sretien ghilofpt fhe sub-path 12.
conmuni cati on section 402. The path di agnosi ng section
In 4@3caltbe bhabndsegnphéngsabcparh 193ahds datgerésernghat
a fault, generates an alarm [0056] The path
thedinagnophhly sects am @08, , drhaeteertminitigd Wacttipe 495 does
main path 11 is normal, broadcasts the fault in the
notMi8spat htt o | teemmmiiscatdronbahdt | @hs.tiEhelow-priority
| ow-priority comrunication section 402, on receiVing
cortt@ ikr-0adgastepOt bee 4dzhat the dwda pakh pestif aditynosing
controls transm ssions so that the transm ssion count
8lorURios tHate Jeft draWnRid @hiztty t2Q eQTHURLGAL 1ans switblilty,
rop bel ow a predeterni ned val ue. When the broadcast

thé"yéé%%fa€¥h&|¥%dyw A Patsh Hess thaily the Rotinsheeeivedband
for a pre etmwnnegtlne,the lowpriority

or SHILALA SR et mpms dlda e

tra%%gs¥%§w %EQ%ESEing section 403 also diagnoses the
sub-path 12 and, on detecting a fault, generates an alarm.
[0056]

The path diagnosing section 403, on determining that the
main path 11 is normal, broadcasts the fault in the main path
to all communication stations. The low-priority
communication section 402, on receiving the broadcast notice
that the main path i; faulty, controls transmissions so that
the transmission count per unit time of low-priocrity
communications will drop below a predetermined value. When
the broadcast notice that the main path is faulty is not
received for a predetermined time, the low-priority
communication section 402 determines that the main path is

restored to normal operation andhalts the transmission control

whereby the transmission count is kept below the predetermined
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25 whereby the transm ssion count is kept below the
predeterm ned 30 value. [0057] The lowpriority
comuni cation section 402 may control transm ssions
so that the transm ssion count per unit time of 5
lowpriority comunications will drop below a
predeterm ned value while it is recognizing that the
main path 11 is faulty, also in the absence of a
valppoadcast notice that the main path is faulty. [0058]
10 The lowpriority comunication section 402
[O0PPhedi ately performs high-priority conmunications
when the sub-path 12 is not transmitting and gerforns
| owElpe i lori iy eoinitin iCOFTWBHSC 2 fkih Sﬁ%l@@bﬂgétlﬂ yFqtrol
not transmtting and there are no high-priority |
tracomiranionti snd vl tihegtrenpRisFARENTPERE Pathird T15ipe of
is recognizing that the main path 11 is faulty. ‘
1owl 9058k iAgcortinngitetihesenbodi denp bhbar & PrE¢eternined
the high-priority comunication section 401 and the
valhewprierit ¥s cotmyni eabgorhstedticonaddPadsgdcisvebylty,
use separate path while 20 the conmuni cation path is
21 sBOE B he thuiSeshard NG eomAizeat inents cd nhat the main path
non-restricted band. When the nmain path turns faulty,
is %leggqnunication path of the high-priority
comuhi cation section 401 is switched to the sub-path
[00%@? the lowpriority conmuni cati on section 402

The low-priority communication section 402 immediately
performs high-priority communications when the sub-path 12 is
not transmitting and performs low-priority communications
when the sub-path 12 is not transmitting and There are no
high-priority communications waiting to be transmitted, while
it is recognizing that the main path 11 is feulty.

[0059]

According to the embodiment shown in Fig. 5, the
high-priority commuﬁ;caticn section 401 and the low-pricrity
communication section 402 respectively use separate path while
the communication path is normal, thus sharing communications
in a non-restricted band.

When the main path turns faulty, the communication path
of the high-priority communication section 401 is switched to

the sub-path and the low-priority communication section 402

is subjected to restriction on the transmission band. This
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25 is subjected to restriction on the transm ssion
band. This 31 allows high-priority conmuni cations
conti nues while rmaintaining the correspondi ng band,
thus keeping the real tine property. Wen the main
path is faulty, the communication path of 5 the

hi gh-priority communi cati on section 401 is switched to

the sub-path, although the lowpriority co nicati
all@@étio%lﬁgzer%r& ﬁabl%o%?u%éF?gFﬂPﬁg c%%%ggﬁ%%gioﬁgﬁlle
in arestricted band. _ [0060] (4), Fourth,enbodi nen 0
maifkgingnpsthe pre&k s&pggirl% %?Jlﬁndzfna ESﬁB&B? r}‘g?ﬁ ‘—”Sﬁtlt %Jeme
invention. Fig. 6 shows a particular configuration
proeranple of path diagnosing section. In Fig. 6, the
path state storing section 501 stores path state
i nf Ghent i ion meEi weethei st izt Eoriminie SMeHE&ER ioroReTRe© T
15 hone station is sound per interface and per distant
thest aglh-opr 1o DO Honfariswtitimgesee onotP 502 setefved Ty the
transm ssion request fromthe high-priority
subCeRTUNA CBhbaghsees i larw-4041, o rief e rcemres 1 deid qratsk cstared 02
information in the path state storing section 20 501,

is SEHEEIS FF $RUTY EadmNPBbRALNORapabhsaid 4 rassniics edaband.
thereon. The transmitting section 502, in case a

{OO%@ﬁnal reception response is not received within a
predeterm ned after data transm ssion, assunes the

comuyni ¢3Li-eR BALBagRehrul ty and

Fig. 6 is a block diagram of another embodiment of the
invention. Fig. 6 shows a particular configuration example
of path diagnosing section.

In Fig. 6, the path state storing section 501 stores path
state information on whether the communication path from the
home station is sound per interface and per distant station.
[0061]

Transmitting section 502 receives a transmission request
from the high—priori;y copmmunication section 401, references
the path state information in the path state storing section
501, selects a sound communication path and transmits data
thereon,

The transmitting section 502, in case a normal reception
response is not received within a predetermined after data

transmission, assumes the communication path as faulty and

reflects this information on the path state information in the
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25 reflects this information on the path state
information in the 32 path state storing section 501.
The receiving section 503 receives data fromthe

di stant station and passes the received data to the
hi gh-priority comunication section 401. Wen
receiving data fromthe 5 distant conmuni cati on state,

the receiving section 50% Lﬁburns a nornmal reception
ratheghdhgeStor the AFSEARE eBhhunication station. In

this way, the transmtti secti,on 502 and th .

r ec%%i%%@&q%ﬁeﬁééoﬁegg%lrﬁ%ﬁ ﬁaarfg‘n m'the distant
comuni cations 10 whereby diagnosis is nagg,ggsed.on.
staphenhenda piorand FeeeperonvefeSpéasdd shecetedPT hortty
return for data transm ssion. [0062] Fixed cycle path
comiagnesing swctiiom 5021 di afhesesr el virat dagp Hem the
path fromthe home station cyclically per interface 15
disandtpermdirst cat i ot attiadr, Ene resgiistienss ehel dn agRoseEurns
result in the path state storing section 501. The '

a rddpeed cysteppavh dicagrosieng:setheoniiZfanhctomegnication
di agnosi s packet transmtting section 505. The
sta@lii@agnosi s packet transmtting section 505 broadcasts
a path diagnosis 20 packet including the information

on the yrecei ¥hpg Strpt erohnamipati Agdignosirs packetnd the
from anot her conmuni cation station to the other

reciidl i Ons e The f ExedyeyehenpatRndi-aengskng seahiinncabd4ons
on receiving a patﬁ di agnosi s packet, registers in

whe%%%ypagggﬁggﬁg §§9&kﬂ9based,on whether a normal reception
response is received in return for data transmission.
[0062]

Fixed cycle path diagnosing section 504 diagnoses the
statecﬁfthepathfromthetmmestationcyclicallyperinterface
and per distant station, and registers the diagnosis result
in the path state storing section 501.

The fixed cycle path diagnosing section 504 includes
diagnosis packet tr;nsmitting section 505. The diagnosis
packet transmitting section 505 broadcasts a path diagnosis
packet including the information on the receiving state of a
path diagnosis packet from another communication station to
the other stations.

Thefixedcyclepathdiagnosingsection504,onreceiving

a path diagnosis packet, registers in the path state storing

section 501 the information on the receiving state of a path
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25 section 501 the information on the receiving state
of a path 33 diagnosis packet transmtted by the hone
station included in the received path diagnosis
packet as the path state information on the

comuni cation path fromthe hone station to the
transm ssion source of the path diagnosis packet. 5

. [0063] An interface 5 kes_.interventiqn in, .

A1 2T CAEKBhe boRBan LRk rE AT S g hefuded in
communi cation station 50, The interface 507 HHEES v

thej nrecgeiefonPrhlt hel 2gonfhhi AT ohs et P& p&ER-C
12 and the comuni cation 10 station 50. %g064k ,

infageertdiong ofo thise COMPE@ILTEH: OSh &Rt f repg the hgle statlion
function to perform acknow edgnent conmuni cati ons

to witeh tamnsotigsll one remnsiec i Ghet PRithg dRIPE SAEnERCER Mo
di agnose a path in a 15 fixed cycle irrespective of a

[00&@&iMuni cation timng are provided. This allows quick
detection of a fault in a path. [0065] The fixed cycle
pat hndi agnesirfigceect b0A 50dalmy bricdtoastntimpat in  the
di agnosi s packet in accordance with the nulticast 20

conhelieedl i @fs therkh oA | At apaat oBrtet dcol and hncbhinsincasée,ion
a separate IP nmulticast address is assigned to each

st Afi drhes gai nrhpatih tld- and t he7 subxpat ik rEachion in the
comuni cation station perforns broadcasting by using

confifif dastdnati on,d & agddegsspie 18 PafHl theasbraddriession
corresponding to a path sel ected between
station 50.
[0C64]
According to the embodiment shown in Fig. 6, a function

to perform acknowledgment communications with an actual

communication timing and a function to diagnose a path in a

fixed cycle irrespective of a communication timing are provided.

This allows quick detection of a fault in a path.
[0065]
ThefixedcyclépathdiagnosingsectianSOémaybroadcast
a path diagnosis packet in accordance with the multicast
protocol of the IP {Internet Protocol). In this case, &
separate IP multicast address is assigned to each of the main
path 11 and the sub-path 12. Each communication station
performs broadcasting by using as a destination IP address the

IP multicast address corresponding to a path selected between

the main path and sub-path and receives a path diagnosis packet
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25 the main path and sub-path and receives a path
di agnosi s packet 34 where the destination |IP address
mat ches the I P nmulticast address corresponding to the
mai n path or sub-path. Wth this operation
si mul t aneous communi cations to a particul ar
comuni cation station are made possible thus
reduci ng the nunber of c nication cir
wheys| ot ESPIRIACast PrOFBLDl RaGhaR n r@’s ghicast
i nterconnected via a router, a sending station na

addEeRfUAPEAEEPPBIANEoRfURNEATPOR PEEALPHNSON %aWéI wor k
where the honme station exists as well as
conﬁmhhcéhiénOE@é@tbﬁnonShmﬁé¥ﬂb??uéoﬁﬁ%%P%HC@FéO?ﬁeto a
router. 10 This mnimzes the switchover tine

partanmiaiccatdonphtht i dus stagsipri ngrehad @Rl Ppﬁﬁébie thus
property of comrunications. [0066] (5) Fifth

redembadi trat nEilger 7o f scauhl ooka di @gramehidw ngBanseheg the
enbodi nent of 15 the invention. In Fig. 7, protoco

1P RActiens6lpperberns eapAuUnetabién aceninberobnacnhpd via
path 11 and a sub-path 12 duplicated in accordance

a rdhtdr 2 geranahgPsit POSEn eeRNechinont easeprdtocohmunThet ion
general-purpose connectionl ess protocol is for exanple

sta QOH hl 2 {888 IDRgramnRr abReoktd fieh neti Frotacek)l as
0067 UDP/IP Is a higher level protocol of IPin a

forT SR/ LRRA Rohglkergs +0atde rout
ac ﬁgéggg%FI?ggg%ﬂ%ﬁglgﬁs£é§?|ned iﬁ RFC768. JEP is gu =

Thl%9£9§%££9”Ee§ée ﬁ%ﬁ%ﬂgvéyuélme of communication path thus
assuring the real time property of communications.
[0066]

(5} Fifth embodiment

Fig. 7 is a block diagram showing another embodiment of
the invention.

In Fig. 7, protocol section 61 performs communication
control of a main path 11 and a sub-path 12 duplicated in
accordance with a g;neral—purpose connectionless protocol.
The general-purpose connectionless protocol is for example
UDP/IP {(User Datagram Protocol/Internet Protocol).

[0067]

UDP/IP is a higher level protocol of IP in a protocol

group of TCP/IP. UDP/IP belongs to the transport layer and

is defined in RFC768. UDP is a connectionless protocol and

does not have such functions as connection management,
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25 does not have such functions as connection
managenent, 35 acknow edgnent, sequence, w ndow
control and flow control TCP possesses. [0068] In
ot her words, UDP/IP is substantially a protocol 5
whereby an | P packet maybe used by an application of
the distant station. Including a snaller nunber of
functions, UDP/IP is sugl ct to.a % 1 TCP
ackBPRoRFAGSRiCgh® SPesBCBats R danane e e odo
guar ant ee that data is delivered to the distant party
POS§ESEREt it is necessary to provide neans 10 for
assuring reliability. In the invention, reliability is
[00&83ured by perform ng acknow edgnent communi cati ons
over UDP/IP. [0069] In a transmtting/receiving
secfhomB&kr swhrdhi ngDPYT Fsekt | 6nP6GEN Wi ées? aPHaFacol
transmtting port between the dual comunication path
whefabiynaparhpddkandayibe paed M2pn Batld catamnbCiihygdistant
section 602 transmts the send data of the
stakiigh-.pr rael tyingnaunhent éomsssdi arf 40hctdose UDP/IP is
switching section 601. 20 Data receiving section 603
subfecei ves dat a dweam tBednetRuspadlididiroy Subrpatdect? data
and transmts it to the high-priority communication

coﬁﬂ%ﬁ'd%%rg%% [ 9940k fsﬁkﬂ%baﬁgﬁtb% aghtvadied iBydalivered
signal TR generated by data

to the distant party so that it is necessary to provide means

for assuring reliability.

In the invention, reliability is assured by performing
acknowledgment communications over UDP/IP.

[0069]

In a transmitting/receiving section 60, switching
section 601 switches a data transmitting port between the dual
communication path (main path 11 and sub-path 12).

Data transmitting section 602 transmits the send data
Ufthehigh—priority;ommunicationsection4011x>theswitching
section 601.

Data receiving section 603 receives data from the main
path 11 or sub-path 12 and transmits it to the high-priority
communication section 401.

[0070]

A timer 604 is activated by a signal TR generated by data

transmission by the data transmitting section 602 and reset
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25 transm ssion by the data transmtting section 602
and reset 36 by a signal RS generated when the data
recei ving section 603 has received a normal reception
response. The tiner 604, on counting up to a
specified value, transmts a time-up signal TU to the
data transmtting section 602 to nmake a retransm ssi on

5 request. Receiving, the tine- signal . TO t
by Sres L g SRR 605t SPEaNBHTt SoPRE SRl e S b7 603
Counti ng section 605 counts the nunber g%rt%ne-up6o4 a
hasstgaal $ed T e Wigit &P pr@UtSSHiee varde -8t 7 ©
reached, originates a 10 switching signal SWto the,
cousii nehihgte ex tiksti60ed 5 adwiarchrghsiteng Tlme-up signal
conmuni cation path. Path state storing section 606,
TU st bheslatsf branshdhtdRgtsRe tinmp 82 50 1ike Faf At F ORIt falon
hone station to each communication station. 15
reqRegitst er i hgcsecihon 807 deteenitpessitaglt hdU, the data
comuni cation path is faulty when the count val ue of
trahBg: teount kegtieat K0A 665rhasmicachbd daspecified
value and registers in the path state storing section
(00696 the path state information indicating that the
path is faulty. 20 [0072] According to the enbodi nent

shown;hR i RhGedhidd 60S cPassd bhe honmssuorfe imed-wabsliphyls
whi | e enjoying the high-speed data transm ssion

u URKOUGHLR @ £oBAEELL-ARLesS vRNoko6al redBBedygeneiglinates a

versatility of the connectionless protocol provides
switching signal SW to the switching section 601 to switch over
the communicaticn path.

Path state storing section 606 stores information on the
state of the path from the home station to each communication
station.

Registering section 607 determines that the
communication path is faulty when the count value of the
counting section 605 has reached a specified wvalue and
registers in the patﬁ state storing section 606 the path state
information indicating that the path is faulty.

(00721

According to the embodiment shown in Fig. 7, it is
possible to assure reliability while enjoying the high-speed
data trapnsmission unique to a connectionless protocol. The

general versatility of the connectionless protocol provides

an open control bus at the same time,
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25 an open control bus at the sane tinme. 37 A
comruni cation path is switched over when the data
retransm ssi on count has reached a predeterm ned
value. It 1is thus possible to prevent sw tchover of
path due to a tenporary fault in a conmunication
aﬁyr. !g S ?Iso possible 5 to switch over a path
ile identifying a transient fault .and__a per t
{ auft CORBOPACALA) "SRR ohEoGT HhEoe goes” Mg i data
di agram of anot her _enbodi nent, of th% 10 i.nventiaon. In
retppgsng ssa o COPPiteXEd E&ﬁ%ﬁﬁc&t PyRAstEITdReFo value. It
includes a nultiplexed unit 7l1a, 71b. In the
is jfHumst pasedblexdepl Rt eY#Rt uAPE tEEOYaE ithtRatn TRYe o a
units 7la, 71b each has the sane configuration as the
tempomannyi EatibnistEatoonusd ciftdwn BSthe Fig.iualegerppsible
the dual units 7l1a and 71b serves as an active unit
to andttheoother pedtvebide adstbhlbynam ttrafssepdr dpalt and
address is assigned to the lowpriority comunication
a peseabhentoffa@ach unit. Each unit is connected to the
mul ti pl exed comruni cation path (nmain path and
[oogah-path). 20 [0074] Assune that the unit 7la is
active and the unit 71b is standby. Another
COMuni eaki-@necgbatiiRBnf2 transmtting to the
mul ti pl exed comruni cation station 70 perfornmns

com i.fgtggnmémkﬁiig%%iﬂgﬁ&ﬁﬂ%ﬂ@ﬂot@ VR iinferta® £ the
invention.

In Fig. 8, a multiplexed communication station 70
includes a multiplexed unit 71la, 71b. In the illustrated
example, the unit is duplicated. The units 7la, 71b each has
the same configuration as the communication station 40 shown
in Fig. 4. One of the dual units 71la and 71b serves as an active
unit and the other serves as a standbyunit. A separate address
is assigned tc the low-priority communication section of each
unit. Eachlnni:isc;nnectedixJtheKmltiplexedcommunication
path (main path and sub-path).

[0074]

Assume that the unit 7la is active and the unit 71ib is
standby. Another communication station 72 transmitting to the
multiplexed communication station 70 performs communications

to the active unit 7la. When it has failed in communications

with the activeunit 71la on whichever multiplexed communication
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25 with the active unit 71la on whichever nmultipl exed
comruni cation 38 path, the communication station 72
retries comunications to the standby unit 71b.

[0075] Fig. 9 is an explanatory drawi ng of sw tching
of a control 5 right in the enbodi rent shown in Fig.
8 Each unit 7l1a, 71b includes self diagnosing section

Assune that the unit, 71a.s active
paCHaH RS CUVHHAR 1o ATl dndSrad “Sect o 5 RobReto
active unit 71a 10 on detecting a fault, places
thej g5anEoynuphé ¢tAndby state and halts communications.
When the unit 7l1a has halted conmunications, the
[008bandby unit 7lb places itself in the active state
and starts communi cations and broadcasts to the other
confugi Cat & em sxpt ppAsoT Hatr aningsoAc idrhddtd 96 auppptrol
15 The other communi cation station 72 includes a table
righ4 ist ahiengmbnfiomeati ehogn whi EhgunPt of the
mul ti pl exed comunication station 70 is active. The
conmuAhcati oV ist atfilbninZ2udebeseht ekl ddre d info seattiion 73 .
stored in the table 74 to perform transm ssion to the
act p¥auHBi thaOntrecehvi Nyl a 1 cadciast drdomh20unhié dibt is
71b, the communication station 72 updates the

sta @E%rnatlon in the table 74. [0076] In the embodi ment
own in Fig. 8 a multiplexed comrunication station
ass%ﬁgssgi9h5¥a§ﬁbéﬁﬁhes@@ﬁ?@ﬂ'@@HHPW%e active unit 71a,
on detecting a fault, places itself in the standby state and
halts communications. When the unit 71a has halted
communications, the standby unit 71b places itself in the
active state and starts communications and broadcasts to the
other communication stations that it is now an active unit.
The other communication station 72 includes a table 74
storing information on which unit of the multiplexed
communication station 70 is active. The communication station
72 references the infgrmation.storedjjlthe table 74 to perform
transmission to the active unit. On receivingabroadcast from
the unit 71b, the communication station 72 updates the
information in the table 74.
[0C76]
Tn the embodiment shown in Fig. 8, a multiplexed

communication station assures highly reliable communications.

[0077]
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25 [0077] 39 (7) Seventh enbodi ment Authentication
section may be provided in the comunication station
40 in Fig. S. The authentication section perforns
aut henti cati on between high-priority 5 comruni cation
section in separate comuni cation stations and
enabl es communi cati ons between aut henti cat ed

communi cation  stations. Fig. 10 shows a particul ar
conﬂﬁ@u?ﬁ??ﬁﬁheﬁﬁﬁﬁﬁémSPt aut henti cation section. 10
VWil e the configuration of authentjcation sectjon,is
shofH thRnEL§2tiGDf orSeInhi eht¥ of Cexfialfatissh, the the
conmuni cation station 80 also includes the conponents,
comgiuntilve ticonmeibi EaeRorf st &8 o 0. °F 0078]° #BLPEBFfEation
key generating section 801 generates an electronic
sequibini ¢ keyf®ons o betoechangdd obet iediede hakgh-priority
station and anot her conmunication station from an
comghediganion peictabe keys &ia uai queonmoinine: thiore ssedticas and
Key transmtting section 802 broadcasts the generated
ena2( ukddenkel 491 dos abé tweamuaintchehbncstatli onsmuswadion
key generating section 803 generates, on a per
sta3QAni cation station basis, an electronic conmon key
K3 unique to comunication stations 80 and 81 froma

publisg; keyn K2hows egeipead ifiamit heoof hpir st adn osxBhpasdof
the private key Kl o?
authentication section.

While the configuration of authentication section is
shown in TFig. 10 for convenience of explanation, the
communication station 80 also includes the components of the
communication station 4C.

[oo78]

Public key generating section 801 generates an
electronic public key K2 to be exchanged between the home
station and another communication station from an electronic
private key K1 unique to the home station.

Key transmitting section 802 broadcasts the generated
public key K2 to all communication stations.

Common key generating section B03 generates, on a per
communication station basis, an electronic common key K3 unique
to communication stations 80 and 81 from a public key K2’

received from the other station 81 and the private key Kl of

the home station and stores the generated common key in the
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25 the honme station and stores the generated conmon
key in the 40 communi cation station 80. The comon key
generating section 803 uses for exanple the
Differ-Hell man nethod to generate a conmmon key from a
private key and a public key. [0079] 5 Authentication
packet transmtting section 804 uses the generated

common key K3 to en ypt a packet or a :
COMERPAEALILC gﬂ%&a 1807 o W pacier e BoE eanggtF%ﬁtlon

packet transmitting sect on tr nsmts q#ﬁﬂ %ncr tedt
803pasret foF PFRIPhadk® Lo 3 &a; PEReTate a

value is attached to anot her 10 connunlcatlon station
com8en AGVhEMERCat PoA VRAEKEEYr 8BEi i RYPL&Et K6K - 805

encrypts a packet received fromthe other
[00@&mmuni cation station 81 by wusing the conmmon key K3

or determ nes whether reception is allowed based on

t heAcahmon ikey iandoé blke Buttarin iddt iroh segltden 484 uses the

attached to the packet. [0080] Key update section 805
genépdakes corpidrvatey KBy for cavenptpredet@afi ned eppenes an

update a conmon key. Confirm ng section 806 stores a

autCRMAR deeyr watuketor & p2dketpdatithcand thehatiestt iconwanket
key, and confirnms an authentication value by using

traﬁn@%ﬂtaél%t LR, Kieya i T €S etvé Ngnar paeket packatcasethe
the confirmation is determned illegal, the confirmng

paéﬁectt Fonr806, EQQfdJ%ﬂﬂhecM&?f}bﬂgétl@at‘t@bhéd%’o HSoR@er
common key just before update.

communication station 81.

Authentication packet receiving section 805 encrypts a
packet received from the other communication station 81 by
using the common key K3 or determines whether reception is
allowed based on the common key and the authentication value
attached to the packet.

[0080]

Key update section 805 updates a private key for every
predetermined time go update a common key.

Confirming section 806 stores a common Xey just before
update and a latest common key, and confirms an authentication
value by using the latest common key on receiving a packet.
In case Yhe confirmation is determined illegal, the confirming
section 806 confirms the authentication value by using the

common key just before update.

Decoding section 807 decodes a packet by using the commeon
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25 Decodi ng section 807 decodes a packet by using the
comon 41 key just before update or the | atest conmon
key for which the authentication value is confirnmed
valid. [0081] Fig. 11 is an explanatory drawi ng of the
operation of 5 the authentication section shown in
Fig. 10. In a communication station 80, public key

gener at sectlon 80 ener at I
ey T HE pHYVAEE RESHF 251 TRl RoREE SEAPTh “aid BYoadbant e
t he enerated ubllc ke # communi cat i on
aut%@&?%@ﬁElO&OVPﬁU% b%nﬁﬂ%?%ﬁ?? n'dtatton 81 also, the
public key generating section 801 generates a public
[00Rey K2' fromthe private key K1' of the hone station
and broadcasts the generated public key to all
confiugi chti bh statkbhanafopgfraqbngnpofhghe operation of
comuni cati on station 80, conmon key generating
thesauthentseatgenesatésoanSbb@@tﬁanégcohﬁDn key K3
unique to the comunication stations 80 and 81 from
t hetpubl icomkay iK2't ipec eitead cir difi t heulebhaute ¢ aggarating
station 81 and the private key K1 of the hone
secstahi 901 @hSatéard yuklid ke ycBfnimom dttiomprstvatticoffey Kl
81, the common Kkey generating section 803 generates

of @Reehepbr eRheicANERA keyadkdstuntfuegtnerheed public key
comuni cation stations 80 and 81 fromthe public key

k> K2 Leselweguhronttibe cemmuBheati on station 80 and the
private key K1' of the hone station.

In a communication station 81 also, the public key
generating section 801 generates a public key K2' from the
privatekeyKl’ofthehomestationandbroadcaststhegenerated
public key to all communication stations.
foosz]

in thelcommunication station 80, common key generafing
section 803 generates an electronic common key K3 unique to
the communication stations 80 and 81 from the public key K27
received from the coémunication station 81 and the private key
K1 of the home station.

Similarly, in the communication station 81, the common
key generating section 803 generates an electronic common key
K3’ unique to the communication stations 80 and 81 from the
public key K2 received from the communication station 80 and

the private key K1’ of the home station.

In this way, each communication station generates and
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25 In this way, each conmunication station generates
and 42 stores a commobn key serving as a common
password between itself and another communi cation
station. [0083] In the conmunication station 80,

aut henti cation packet 5 transmtting section 804 uses
the generated common key K3 to encrypt a packet or

adds an aut henti cati.on value to a pa
StoRGE I ROTEHEY B SReReet Farsip b e R Leet i PhOS et oe L€

transmts the encr Qted acket or the packet to which
andtﬁ@OtBBFhéﬁWWEﬁﬁFaﬁ Qal @ a%§oattached to the

conmuni cation station 10 81. In the conmunication
(008Bation 81, authentication packet transmtting

section 805 encrypts a packet received fromthe

comonileatd onet bt BB IRE 198 £§ 1t RETBERTDA2keGRKRECKETL

or determ nes whether reception is allowed based on
trahbeitaimynsébtikep K84 awpes tHee AgaRiehtdaRarakgy K3 to

attached to the packet. [0084] According to the
enceybadh neant kshawn aidisFag. altheat toahlon caalon st atpefaket .

to which a public key is not transmtted cannot
TheJERNEF ad et Bc £OIPRN deaykeso thatsiti tecangot setebmp 86¥4  then

tanper 20 a transmitted packet. This assures the

tra®@EU st i SOPFHNt £at HeBBet Byrpro diawkdt gie pwhocht yhe
comuni cations wth a conmon key, it is possible to

autReVe Nk 1A 3eGHN LikYi ftdtatichddtopee |t iardtipn station
conmuni cati ons from having an influence on

g1 high-priority communications.

Tn the communication station 81, authentication packet
transmitting section 805 encrypts a packet received from the
communication station 80 by using the common key K3’ or
determines whether reception is allowed based on the common
key K3’ and the authentication value attached to the packet.
[o084]

According to the embodiment shown in Fig. 10, a
communication statio;.to which a public key is not transmitted
cannot generate a common key so that it cannot wiretap or tamper
a transmitted packet. This assures the security of
communications. By providing high-priority communications
with a common key, it is possible to prevent a security attack
in open low-priority communications from having an influence

on high-priority communications.

[0085]
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25 [0085] 43 (8) Eighth enbodinent Fig. 12 is a bl ock
di agram showi ng anot her enbodi nent of the invention.
In the enbodi nent shown in Fig. 12, routers 90, 91 to
5 performpath control of a comrunication path in
accordance with Internet Protocol are provided on a
mai n path and a sub-path respectively. The main path
is conmposed of sub-networks |la, |lb interconnected
by {he FodRER 99PCHESRhb-path i s conposed of
sub-networks 12a,_ 12Db interconngcted bg t@g router .91, .
10 F0086]2Al80% & hask e QY AET o €% 1Y sFRR-A%T €1P°
sub-network. The naster station transmts an
of itheednnen®drR-di agnosing frame. The inter-network
di agnosing frane includes information on the path
bet ieehhehenhodnsnit FbAWAndneles - of 2t hECBFREF 18
conmuni cation stations present on a sub-network to '
perbirahpd tte conane 1st A ormbeh bhgsiendatir bk meqgifieera Neth
pat h between the hone station and the nmaster station
TntRresentrenoacsubraepnorkded ohixhnaive dedire asdari spb-path
does not belong. In Fig. 12, the comuni cation station
res%gc%q&@Q@_asThBanaﬁ@;naﬁiee stapboadont tshub -su-woatwwol ka,
la, 12a. The communi cation station 23 serves as the

1 1b"ﬁ§£@£c§ﬁﬁé&9@d%y the subteetwor k Thiebsubl2bth [10088hpbeed
t he conmuni cation station 20, path state storing

of sub-networks 12a, 12b interconnected by the router 21.

81 to

[0086]

A sole master station exists on a sub-network. The
master station transmits an inter-network diagnosing frame.
Theinter—networkdiagnosingframeincludesinformation<n1the
path between the home station and each of the other
communication stations present on a sub-network to which the
home station belongs and information on the path between the
home station and the master station present on a sub-network
to which the home sgation does not belong.

In Fig. 12, the communication station 20 serves as the
master station on the sub-network 1la, 12a. The communication
stathm123servésausthenmsterstationcnlthesub—networkllb,
12b.

[0087]

In the communication station 20, path state storing

section 221 stores path state information indicating whether
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25 section 221 stores path state information

i ndi cating whether 44 the comuni cation path fromthe
hone station to another comunication station is
sound. Di agnosi ng nmessage receiving section 222
registers in the path state storing section 221 the
path state between the 5 hone station and a

conmuni cation statipn prese on a sup: rk to
thew&Qﬂ@%Wﬁ?%ﬁﬂﬁ?sPﬁFﬁo#%f SEﬁStqﬁ%E%ngtggée E%1?%%ther
path state information included in the inter-network
conplagRBsLAG FFafe®nl St RBYBRanpl e shown in Fig. 20, the
di agnosi ng nmessage receiving section, 222 gi sters the,
pat Rizonecard BeFwReeR FRECESMENPEStTShH %%gtFﬁﬂlégeﬁﬁdln
a communi cation station on the sub-network lib, 12b
theDat hht $ Ersen TG MG & 6€GtaR™223 sk dtat isttiidre PREVREPNEDE
path or sub-path in accordance with the information in
homkhespat honstait® st orpnguséceitean22atahdonr &spigst on a
data. 15 The path state storing section 221, the
subdinagresikngo waisagéheeteingi saseoni dneg2posnbedang based
transmtting section 223 are provided in a naster
on $hat barhasdatheiafbenacanmunincatided shathensntp@688Lwork
20 Sel ecting section 224 preparing a |ist of the

diaR8lowanky agdsesses 1of wld eemmphecatiosm siat iFdrs 20, the
present” on a sub-network and, in case the address of

diaé?ﬁgﬁQﬁFné%%%@%ﬂr%%ei@ﬁ%gu%b%ﬁabm.QQQe&ébﬁ%deE@Qﬁhe path
redet erm ned condi tions, causes the home station to
staQReLal 888 1He -PRALEA cSkAbhoB: 9PiéN@0 and a communication
station on the sub-network 1llb, 1Zb.

Data transmitting section 223 selects either the main
path or sub-path in accordance with the information in the path
state storing section 221 and transmits data.

The path state storing section 221, the diagnosing
message receiving section 222 and data ftransmitting section
223areprovidedjjlanasterstatianandtheothercommunication
stations.

[0088]

Selecting section 224 preparing a list of the network
addresses of all communication stations present on a
sub-network and, in case the address of the home station is
one'uniquely(jetermined.fronxpredetermined.conditions, causes

the home station to operate as the master station on the

sub-~network. The address uniquely determined refers to, for
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25 sub-network. The address uniquely determ ned refers
to, for 45 exanple, the highest address, the | owest
address, and the like. [ 0089 ] Fig. 13 is an

expl anatory draw ng of a procedure whereby a

communi cation station obtains path state information.
51n Fig. 13, communication stations other than the

mast er { at I I
T
sub-network A, a nmaster station a and a genera

[008Pation a' are interconnected. on the sub-netwrk B,
a master station and a general station b e 0
|ntEl@oﬁﬁ%éﬁe@nf%ﬂﬂ%ﬂﬂaQQ#ﬁéGéﬁwénﬁe?gﬁ%PrOB?aBﬁgsﬁH%reby
is made in the follow ng procedure; The genera

a csmnn@naamony@tabaonyobgahgm pathiatats h%ﬁ@ﬁ&%%%%g
the reception state fromeach station in the hone
subinetiwpr k3t oceemnin bfat hen di@lt ipashe thartHehéhe master
sub- networ k. Each station, having received the

stakeeapitoradtiaidegehe rat quliatelbompat h Sstatre Gwefrdssn@tdloh Blare
fromthe hone station to the distant station. 20 The

i ntERSLBReStatl. ONOh Ntleaciuksule-thetnio Rk eyed $ioal [station a and
transmts via nmulticasting the reception state from

gbhergmsiesrishaii ard nranotdeimetidedet vor khangubheetwork
receptlon state from each station in the hone

syb-petwork to,e86h of theydual geaths.) station b’ are
interconnected.
[0090]

In such a network, processing is made in the following
procedure:

The general station a’ c¢yclically transmits via
nulticasting the reception state from each station in the home
sub-network to each of the dual paths in the home sub-network.

Fach station, having received the reception state,
acquires path state gnformation 1 from the home station to the
distant station.

The master station in each sub-network cyclically
fransmits via multicasting the reception state from the master
station in another sub-network and the reception state from
each station in the home sub-network to each of the dual paths.

Fach station, having received the reception state,

acquires path state information 2 between the master stations

46




10

15

20

25

Each station, having received the reception state, 25
acquires path state information 2 between the naster
stations 46 based on the reception state coning from
the master station in another sub-network. Each
station acquires path state information 3 to each

station in the master station based on the reception
state |

5 the, sourc ub- net wor n
basg8hitant 4t 1 BHOSE AOTORCER Hetabh neoby kS slebils 05 ion
~each of the dual Qgths fromthe path state
in papEPRAL PBR-RSTYO [0091] 10 The enbodi ment shown

in Fig. rovi des the fol |l owin advant ages & %
Eacﬁa@h @h@gk‘ﬁ%t@%‘él%%% Rictlerhate thd o &?%dﬁé’s p egch
path. (b) A general station and a master station
stapéphoim ths mag e cade toanbarsdi oh e SRRt ion state in
information on a path to the outside of the hone
thessbumetwsnk:- necyorh case the path state information of
the hone station is fault w thout exception or in case
conmunibasi eag, apechi nbennuptedipor shapiedetanniipggrmine
time, a fault in the home 20 station is assuned thus
thea%b@hbﬁ@s@Sfo@échrO&bhh&hduhﬂngaahsofro@O@ﬁE]pégp state
Ni neth enbodinent Fig. 14 is a block di agram show ng
infRRgthebrenhodi ment
[0091]

The ewbodiment shown in Fig. 12 provides the following
advantages:

(a) Each of the stations can determine the soundness of
a path.

(b} A general station and a master station perform
multicast transmission to obtain information on a path to the
outside of the home sub-network.

(c)Encasethep@thstateinformathmaofthehomestation
is fault without exception or in case communications are
interrupted for a predetermined time, a fault in the home
station is assumed thus allowing use for troubleshooting also.
[ocez]

(9) Nineth embodiment

Fig. 14 is a block diagram showing another embodiment

of the invention.

Tn this embodiment, high-priority communications and
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of the invention. 25 In this enbodi nent, high-priority
comruni cations and 47 |owpriority conmuni cations
share a single comruni cation path. A comruni cation
station 100 includes protocol interface section 101
for performng high-priority conmunications and 5
protocol interface section 102 for perform ng
| ow priorit conmunj cati ons. A hi gher-rank
Lo BEALY( TSRO & Ot EACec® P ene” Sie
Interface section 101 in accordance with a
pathi-gh-priority communication protocol and communi cates
with 10 the protocol interface section 102 in. .
accAraanee Wrahien Stekiph oPPneiRmPLRLOGH L intertace
protocol. [0093] Communi cation function inplenmentin
secsechi 6A11068rangr I04mapg ba@braéaorétEoPP@§BBhaaFéOP%eand
protocol interface section 15 101 and 102, o
protespéctintelnfacEhese: tcommi@ 2 af¢ orc¢ therjibpg low-priority
I mpl ementing section 103, 104 inplenents a
con@@midaidahison function in the data |ink | ayer (second
| ayer) of an OSI hierarchical nodel. Priority contro
sechi 6N ghRY -GemMiK Qlcss it resigi issi omd T osho@0) t hemmunicates
conmuni cation function inplenmenting section 103, 104
withased peprbheipiheettycefsébeipnol®@raln abt@rdance with a
comuni cation function inplenenting section 103, 104
higlﬂllﬁrti%ﬂtgf ARl 1@ St rrEso cbel amaacerntaiBateaneith
ength and transmts the resulting

the protocol interface section 102 in accordance with a

nic?tion
0oCco

low-pricrity communication protocol.
[0093]

Communication function implementing section 103 and 104
are provided to correspond to the protocol interface section
101 and 102, respectively. These communication function
implementing section 103, 104 implements a communication
function in the data link layer ({second layer} of an OS5I
hierarchical model.\

Priority control section 105 contreols transmission from
the communication function implementing section 103, 104 based
on the priority of the protocol. The communication function
implementing section 103, 104 splits a frame into sub-frames
below a certain frame length and transmits the resulting

sub-frames to the priority contrcl section 105.

Communication function implementing section 106
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sub-frames to the priority control section 105. 25
Comruni cation function inplenenting section 106 48
i mpl enents a communi cation function in the physica
| ayer (first layer) of an OSI hierarchical nodel.
Hi gh-priority conmunications and |owpriority
communi cati ons share the communication function

~inplenenting sectjon 106. .5 The conmunicati,on, .stati

lmpi@@ep§Scéhﬁ%%?%%P%Q%h%ﬁgl E%%ﬂgh?%aﬁpoﬁj¥%uﬁ?gﬁﬁééﬁThggyer
comuni cation path 150 is shared _by | o riority . .

(fiééﬁn&ﬁwééﬂi6ﬁéfﬁhdxﬁﬁd%%%¥?5$¢%9alc%ﬂﬂﬁﬁ?ga%%% égrlorlty

[0094] 10 In the comunication function |nplenenting
compuoticenitns, and MACABAREFE e gF SIBPN 1991 EpF eSPR AT E
address corresponding to a protocol for high-priority

commonmupitéati nsctipansnbdsnent iagcepeiaghselPion 122
accepts a frame transmtted by the contmunication
st arhen df@rurReceptdon sdetépni nh0Sedtsi openegctgd to the
accepts a frame received by the conmunication station
cork@@icaCammuphcatl om. f et conmunpkementi pytkedtd ds $bared
has a simlar configuration. The MAC address register
by 1211 8f-bheceoayUNI cadriram femicidan i nplneiment haghspribonty
104 stores a MAC address corresponding to a protoco

com&%&ik%@ﬁ%hquity 20 communi cations. [0095] Operation
of the enbodi ment showin Fig. 14 will be described.
[0094]

Tn the communication function implementing section 103,
a MAC address register 121 stores a MAC address corresponding
to a protocol for high-priority communications. Transmission
accepting section 122 accepts a frame transmitted by the
communication station 100. Reception accepting section 123
accepts a frame received by the communication station 100.

Communication function implementing section 104 has a
similar configuration. The MAC address register 121 of the
comrunication functiﬁn implementing section 104 stores a MAC
address corresponding to a protocol for low-priority
communications.
[0095]

Operation of the embodiment show in Fig. 14 will be
described.

Fig. 15 is a flowchart showing a transmission procedure.

Tn the transmission procedure of Thigh-priority
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Fig. 15 is a flowhart showing a transm ssion
procedure. 25 In the transm ssion procedure of

hi gh-priority 49 comuni cati ons, transm ssion
accepting section 122 appends the MAC address of a
MAC address register 121 to the source address part
of the transm ssion frane received from protoco

interface section 101 and tenporarily. stores
comppRAEatEORF . ¢ 258 R SEreRs ASSHon |So%%lgoe%i fg%% appends
out put fromthe prioritg control,secti? 1g5 {ﬁ Fﬂg@r
thet HACt pAABAPEsPON? HeteptihgSSebEFbATTE2 gés Bsthe T CE
frane to the priority control section 105, which
addir prediatelaf §g§sé§aﬁﬁ@lﬁﬁéﬁ€ FePle TSRt AFPEnProtocol
function inplenmenting section 106. In case the_10
interénsai sscononl L6 AYdsignaPTaGl pit SEPBATt BRSpfFakety
control section 105 is Low, the transm ssion
acceptiaxe seetiomdBPsskeeps lstwimcngiohe lfeueuadgon the
causes the frame to wait until the transm ssion _
prialliew ngostgonl dectdrdrved Ol ghs THieslpr i Ghiet ytreoatigsion
section 105 controls the transmi ssion allow ng signha
acceptlagede 00ibhe I paskky assifgned to the ppriotradol cbotrol
hi gh-priority communi cati ons. Transm ssion processing
sec®fi JhOWs BEI, Or fih Y cRONMMAE €BL 619 | Sadhes samee agrabevetod a
0 961 20 #lg. 16 is a flowhart showing a reception

comﬁ%%%%%%ﬁ%ﬂ=fﬁHcEE@anﬁﬁi%ﬁéﬁkFﬁ@@ﬁﬁﬁﬂﬂ&%.QU6. In case the

-priority comunications, reception accepting

tra%%%&%%ﬂo%?%l?8ﬂEﬁEQ§i her Jestinatbandinassafy Ebgtrol

reception frane reéecelved fromthe
section 105 is Low, the transmission accepting section 122

keeps storing the frame and causes the frame to walt until the
transmission allowing signal is driven High. The priority
control section 105 controls the transmission allowing signal
based on the priority assigned to the protocel for
high-priority communications.

Transmission processing of low-priority communications
is the same as above?
[0096]

Fig. 16 is a flowchart showing a reception procedure.

In the reception processing of  high-priority
communications, reception accepting section 123 compares the
destination address of the reception frame received from the
communication function implementing section 106 and the MAC

address stored in a MAC address register 121. 1In case a match
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conmuni cation function inplenmenting section 106 and
the MAC 25 address stored in a MAC address register
121. In case a match so is not found, the frame is
di scarded. In case a match is found, the franme is
passed to protocol interface section 101. Reception
processing of Iom#priority connunications is the sane
as above. 097 prlorlt ntroI ct 0]
is D&%ggﬁlﬁﬁest % l&ﬁgr 0 h 9= Ol‘%ll %/&grét%%%rfd
conmuni cat i ons and |OMF riorjt ot ocol 1.
the corpmpi tatPonssd The 1&?%‘???}/ Jc%%?f% CC SRR F b 105
al ways gives a transm ssion right to the 10
tr avepeES]on RICHEPTBTS Of 18V PARE O YaCATGRD pFRbIPEG 16
protocol unless another frame is being transmtted.
theThempr aor fbgvecontrol section 105 gives a transm ssion
right to the transm ssion acceptance of a frane of a
rooboywpriority protocol unless another frane is being
transmtted and no franes are 15 waiting at the
tr ansgi Sspopoattept ancetobla hightpenorii9s protaesifies
and i nmedi ately causes the frane to be transmtted.
comFl8 1 PRk OBhkYi Canhiah-pedbiran yifbo tont I aogntardnsitiisgisonnd
of a transm ssion frame by using the transm ssion
lowabEQW&ﬁg Sir-gRal-030 chhalint be thbarsm $sseopr tountyotontrol
transm sSion frames 20 per certain tine fromthe

Sec%ggguniggt'QﬂwéﬁQCt@£Wbérnﬁ‘”ﬂ¥5d§Mis§¥ﬁﬁ| el gh@3, £t304the
rop bel ow a predeterm ned val ue assigned to

trafdk? h i‘x %c&@?lggﬁ&g%f Qnef HRctizon i pl-granRtdifg protocol

sec

unless another frame is being transmitted. The priority
control section 105 gives a transmission right to the
transmission acceptance of a frame of a low=-pricrity protocol
unless another frame is being transmitted and no frames are
walting at the transmission acceptance of a high-priocrity
protocol, and immediately causes the frame to be transmitted.

The priority control section 105 controls transmission
cof a transmission f;ame by using the transmission aliowing
signal so that the transmission count of transmission frames
per certain time from the communication function implementing
section 103, 104 willAdrop)beloweapredeterminedxvalueeassigned
to each of the communication function implementing section 103,
104.

[0098]

According to the embodiment shown in Fig. 14, both a
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[0098] 25 According to the enbodi nent shown in Fig.
14, both a 51 network using an open standard protoco
and a network using a unique protocol to inplenent
real time conmunications are necessary in the
conmuni cati ons between hosts, interfaces for these
protocols are provided in the same conmmruni cation

station 5 and the proptocol ,processing nct | re. .
netWHéksﬁﬁéngcéﬁnﬂﬂ?%a?Eﬁﬂg?ﬁﬁc?Fgﬁo?ﬁgl%ﬁén%i%gggéggigﬁlng
and communi cation  path. This reduces the hardware
2 UpoSSaREOEABPE FayiHELEBSET TFBBOBTF e PRE Aboyp on® AXe
enbodi ments, a communi cation station is 10 present ig
nectheaspel atiben CABANRA £RRd ORSPER BY 8.1 TP - S §Prtiet'§f§1a€ s tor
control system [0100] Wile the enbodinents enplog a.
thedepbichredl sipine, PTaBloadtin Fag $Ee COPrgacédion station
further being multiplexed. 15 In the nultipl exing of
andt ritplei catdodwcorl alowese ssigicngl Bingiwion pathaand Bhe same
plurality of sub-paths constitute a conmunication
conpahi ca%d oBLAIMS: {d} 1Apdemmntiicat fent tontars] cepguRATAEEON
controlling comunications perforned between a
patBl.urahibyrofucosmnd aalidwerstaidtionsid hablar éaying cost.
connected to comuni cation paths being 5 nultipl exed
[ooWisth a main path and a sub-path, the conmmunication

In the above embodiments, a communication station 1is
presentjjltheoperationnmnitoringapparatusjjladistributed
control system.

[0100]

While the embodiments employ a duplicated unit, the unit
may be triplicated or further being multiplexed.

In the multiplexing of triplication or above, a single
main path and a plurality of sub-paths constitute a

communication path.

-
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control system conprising: conmunication function
i npl ementing sections for inplenenting a
comuni cation function, which are nultiplexed so as
to correspond with the main path and the sub-path 10
respectively; a high-priority communication section
for performng a high-priority comrunication via the
communi cation function inplenenting section
CLAES?responding to any one of the nultiplexed
communi cation paths; and 15 a |l owpriori
ilicoﬁﬁunp@ﬁpﬂﬁﬁc§§éppon?QﬂtﬁﬁﬁfoﬁﬁFgama ﬁ%%#rﬁ?%&%?%ﬁlng
conmuni cation via the comuni cation function . .
comivnpl e b APHA B 1030 K6 ESHoAd Y 310" ©ha fsTfpapheatton
wherein the high-priority conmunication section anqka .
stathens| dusadr | ®¥¢ t FORORRERCC dEG 0RCBBEER 6/ T&BBX R je1nd
single 20 comrunication station. [2] A communication,
nmulcapleakdsystiem feinauith anid aguicomilni (86 epgrunication
performed between a plurality of communi cation
constali epstthatoapeiedngected to conmuni cation paths
being 25 nultiplexed with a main path and a sub- pat h,
t hecgprUHALEat ban F3neqnmol isyslteemrdongr i séegtidng st for
conmuni cation function inplenmenting sections which
i mp@E8 el bigPk €XSiEh$01 @5t L &n carfespand wiiildn the mainipashed
and the sub-path respectively, and each of which
so 4P| eOERLS 1B B oTRMMpNE € atkhen rfnct pethi Anal pitysi sab-path
|"ayer of an I  hierarchical nodel;

respectively;

a high-priority communication section for performing a
high-priocrity communication via the communication functiocn
implementing section corresponding to any one of the
multiplexed communication paths; and

a low=-priority communication section for performing a
low-priority communication via the communication function
implementing section corresponding to the sub-path,

wherein the hiéh—priority communication section and the

low-priority communication section coexist in a single

communication station.

12} A communication control system for controlling
communicationsjperformediaetweenaapluralitycﬂfcommunication
stations that are connected to communication paths being

multiplexed with a main path and a sub-path, the communication
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second communi cation function inplenmenting sections
which are nultiplexed so as to correspond with the
mul ti pl exed first comrunication function inplenenting
sections 10 respectively, and each of which inplenents
a communi cation function in a data link |ayer of the
CSI hierarchical nodel; a high-priority conmunication

section for perfornming a high-priority conmmunication
COHVF%ltﬁ%sg%ﬁnEﬁTﬁﬁ%?%%gfunction i npl ementi ng section

correspondi ng to any, one of the 15 [ tiplexed .
conﬁ%ﬁ$%aﬁ¥ﬁﬁﬂﬂﬁq%,“ﬁhdf&WQﬁhﬂﬁi6?E¥§m8gkﬁﬁﬁic%??%%ons
section for performing a lowpriorit co ication h
whighaz ¥ haniebbfihtead i oh FUk&t €% HempIrere it | ﬁTg“E‘Escmﬂ pa
corresponding to the sub-path, wherein_the,
andhilyh- prbopitl temnaatédelsn aeet FaRand Yhech ogmplements
| ow-priority communi cation section coexist in a single
a commicsation $tatitorn [B1 Fheokownemt cdtiver cohted 051
system according to claim?2, wherein the second
hie¢emaufiicaat nodefuncti on i npl enmenting 25 section
i ncl udes: 54 an address storing section for storing
MACs addghas sesmmugardsasipondf nget oohhe mn lgineurtiiord t yections
comuni cation section and the lowpriority

whiCAMEEILGA 10N SeGt EBNad @spectirvebyndavi tlamse ol hgplexed
section which attaches the corresponding 5 MAC

£1raqdr ess, oA G cation foame depeadingieg whethetons
a transm ssion requestor is the high-priority

res%%%@ﬁ%%ﬁﬁ%!9Hmi§§ﬁﬂ1%%‘%hf@@ {9 BEERFELY communication
ommuni cat'i on section, and
function in a data link layer of the 0SI hierarchical model;

a high-priority communication section for performing a
high~priority communication via the communication function
implementing section corresponding Lo any one of the
multiplexed communication paths; and

a low-priority communication section for performing a
low-pricrity communication via the communication function
implementing sectiog corresponding to the sub-path,

wherein the high-priority communication section and the

low-pricrity communication section coexist in a single

communication station.

[3] The communication control system according to claim 2,
wherein the second communication function implementing

section includes:
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transmts the comunication frame to the comuni cation
path; and 10 a receiving section which conpares a
destination MAC address of a conmuni cation frame
received fromthe first comrunication function
i npl enmenting section wwth the MAC address stored in
t he address storing section, and mhen a mtch is
found in the copparison result, sen e r i ve
continPeat FoR Frame o SEh l@@rﬁ8§b5h nglcggﬁﬁnlégﬁéébes
section. [41 The canmuni cati.qQn control nd
corheeBPERRETIL i ADE MIZ0HE 19r rFHE‘PHE&ﬁS?ERSPnaeCEbOH &
mul ti cast address storing section for storjin
theplgWaPrtyréiyN@@Nﬁﬂﬁ%@@ﬁé@na%%?%%%%sreﬁﬁ%?E+% @%en a
destination MAC address of a communi cation frane
r eceitvathridrh it seciuni Wt Flork PRt 9fal BReSOT ¢ W%@lng
one of the addresses stored in the MAC nulticast
vMACadddesssstorango@Busecatdnn fhengedendnébpfiual cabebher 2
function inplenenting 55 section sends the
trafeRMYB oat irenyfasner t ost heehilghpprmdnijcy communication
comuni cation section, and otherw se the second
sec%QBHUHbﬁatﬁmé1fnﬂwHﬁﬁmbrdhmplem&mmmn@a$e©mioaesemdsfthend
communi cation frame to the 5 lowpriority

+traf QYR AL &Rt & 80i of Sf r e ommMenteakuatcatnbnobath;
system according to claiml1, wherein units each

and ncluding the high-priority comunication section,
the lowpriority communi cation section and the

a receiving section which compares a destination MAC
address of a communication frame received from the first
communication functicn implementing section with the MAC
address stored in the address storing section, and when a match
is found in the comparison result, sends the received
communication frame to the corresponding communication
gection.

[4] The communicaggon control system according to claim 2
or 3, further comprising:

a multicast address storing section for storing a
plurality of MAC multicast addresses,

wherein when a destination MAC address of a communication
frame received from the communication path matches with any
one of the addresses stored in the MACmulticast address storing

section, the second communication function implementing
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10 communi cation function inplenenting sections, or
units each including the high-priority conmunication
section, the Ilowpriority comunication section, the
first conmunication function inplenenting sections
and the second comuni cation function inplenmenting
sections are provided and nultiplexed 15 in a single
comuni cation station, and one unit serves.as.,an . ...
sechtPRvESHAPt CBRd COREUGEREE QR t %%Wwég)ih§egegﬁg%ﬁﬁfrlty
unit. %6] A communi cation control system for
compgnt FaFL PRgSEOBi@BMATcat i ons performed between a
plurality of communication stations that are conpected
t o coheuwieati ofbsat hsSPEPHY nEPEIPPEc8E IR h at 'WFhton
path and a sub-path, the communication control system
imptempnt sihpg:sea thiogh-gu1idT | £ c6ARIHREGRLSAN s ECFFEN Forthe
performng a 25 high-priority conmunication normally
lowvpaibhétpatompanhcatbon Eeakpeierity conmuni cation
section for performng a lowpriority conmunication
via the sub-path; a path diagnosing section for
di agnosi ng a soundness of the nmain path and the
[5]SubrRat bomang: Satism dahingl secttion afcaro sl ionglehe 1,
conmuni cation path of the high-priority comunication
whelt@ihhen $HD- LA whemdihey thRl Ripatprisrdiggnosednasation
aulty as a result of diagnosis by the path

secgiigg.nos{ﬁ'g Sﬂ_gﬁpp‘}r&o A 7Thofhene epRuBhCcadd O €@Ntan@l  the

systém according to claim6, wherein the path

cond 29008519 $86H9RA RGLYLRSnting sections, or units each

including the high-priority communication section, the
low-priority communication section, the first communication
function implementing sections and the second communication
function implementing sections are provided and multiplexed
in a single communication station, and

one unit serves as an active unit and the other unit serves

as a standby unit.

[&] A  communication contrel system for controlling
communications performed between a plurality of communication
statione that are connected to communication paths being
multiplexed with a main path and a sub-path, the communication
control system comprising:

a high-priority communication section for performing a

high-priority communication normally via the main path;
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a path state storing section for storing path state
information of a path state froma hone station to
each comrunication station; and 15 a fixed-cycle path
di agnosi ng section for diagnosing the conmmunication
path fromthe hone station to each comuni cation
station in a fixed cycle, wherein the fixed-cycle path
di agnosi ng section registers the th state .
It o1 YT ORL bt AnEETF B A EReo26°hT AgRos S PESEPETLPE 2
the path state storing section. %S% The conmuni cati on
loweBii PEF Ly SPBRVBEEEEAPRgVES EP&I AT Palérei n t he
fixed-cycle path di agnosing section inc|udes a
di agriosil PaKEts MTAFSATEOM§OE et 20T URY B 68UCSSESTGO T
to 25 other comuni cation stations a path diagnosis
thepacket pimbl atidn§hs7 spéceiplliseate i nformation of path
di agnosi s packets from other comrunication stations,
and acsw T edeivg sgcd ipat fodisagriosiigigpabratommg cation path
fi xed-cycle path diagnosing section registers in the
of Rakhnsyaterdbaernityg cohmsedtdagn onecei veessabepath when the
i nformati on of the path diagnosis packet transnitted
maibly pbit® henBiskabken, akheatiBeei ¥e Statsmlitnfodr Matigowsis by
bei ng included in the received path diagnosis packet,
the®$ he 4R sSthat e datfiemmat i on of the communi cation
paf% fromthe hone station to a transmtting source
of the path diagnosis packet. 10 [9] The comruni cation
control systemaccording to claim7 or 8, wherein the

[7]fiX%%b?%%hﬁuﬂ@%BtQBQQESEkES1S§§§£Qﬂ according to claim 6,
wherein the path diagnosing section includes:

a path state storing section for storing path state
information of a path state from a home station to each
communication station; and

a fixed-cycle path diagnosing section for diagnosing the
communication path from the home station to each communication
station in a fixed cvcle,

wherein the \fixed—cycle path diagnosing section

registers the path state information obtained from the

diagnosis result, in the path state storing section.

[8] The communication control system according to claim 7,
wherein the fixed-cycle path diagnosing section includes a
diagnosis packet transmitting section for broadcasting to

other communication stations a path diagnosis packet including
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broadcasts a path di agnosis packet in accordance with
a nmnulticast protocol of Internet Protocol, 15
different IP nmulticast addresses are assigned to the
main path and the sub-path respectively, and each
conmuni cation station perfornms broadcasting by using
the IP nulticast address corresponding to a path

sel ected between the main path and the sub-pa a
recqist (1A oRREPYR0 40 L EA Al B Ve i oSt er

di agnosi s packet of which destination |IP address
companéhesiant Btekheon® nélei cast address correspondi ng

to each of the main path and the sub-path. [1OL¥The
conpmini eae Lohngoat Path sYE2ERPate oPATRET L 0T RF af MEBd-oKCLe
further conprising: 58 a data transmtting section

patihiichghpanspi tscava regianerReincbhfipptat Fbate storing
station, and retransmts the data when a nornal

seckeeaptdoni vespanseihsonott ieturhétiefy o the Janstisepacket
station within a predetermned tine; and 5 a data

trah€&eiVieads g ettd Roné orc ettt nichg e cwinals tegeeph Formation
response to a transmtting source when data is

beiRQr MRELMdeheeR vied. rddd] vdde comiirigratdion peoktertol as the
system according to claim 10, 10 further conpri sing:

patll ?@ébe St Brstord g rSert I Q01 slrdmgapat fir st atre home
information of a path state froma hone station to

staggigﬁt F%W%@%ﬁ%‘f’&?ﬁ? %glitlg@é £ €aUNtd MY Seckicdn J phcket.
191 The communication control system according to claim 7
or 8, wherein the fixed-cycle path diagnosing section
broadcasts a path diagnosis packet in accordance with a
multicast protocol of Internet Protocol,

different IPmulticast addresses are assigned to themain
path and the sub-path respectively, and

each communication station performs broadcasting by
usingtheZU?multica;£addresscorrespondingtoeapathselected
between the main path and the sub-path, as a destination IP
address, and receives a path diagnosis packet of which

destination IP address matches with the IP mutticast address

corresponding to each of the main path and the sub-path.

[10] The communication control system according to claim 6,

further comprising:
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15 transmtting section retransmtting the data; and a
regi stering section which, when a count val ue of the
counting section reaches a specified value, determnm nes
the conmuni cation path as faulty and registers the
path state information indicating that the path is
faulty, in the path 20 state storing section. [12]

The conmuni cation control system accordin C
102 Parends b Sty S Lot g Bedrrgihae Bdla o
counting times of the data 25 transmtt.in ect.i on h
anof BeFafiRRPRi AL LAB et RICANAEY ftséfrﬁtngtZ“ cfifagﬁ when
whi ch, when a count val ue of the countin% section
a npemeheseaeRpbenfrew Rt e S dstterfitigdechérom the another
conmuni cation path as faulty and sw tches the
statopnunithtinon pPpatktesmin8f ThREBE¢oRHAHNI cation contro
system according to claim6, further conprising: a
mul tide texedcedmimpi scattiiom §patieon mhereantinma leggfeption
including the high-priority communication section, the
resbOnlsew s i ar i #yaconhuinicat sonrsectwosn theapatsh normally
di agnosi ng section and the switching section are
recRi@wladed while being nultiplexed, any one of the
units serves as an active unit and the other unit
serves as a standby unit, and a different address is
assigned to the high-priority comrunication section of

{llqac%heléoﬂﬂﬁﬁication control system according to claim 10,
further comprising:

a path state storing section for storing path state
information of a path state from a home station to each
communication station;

a counting section for counting times of the data
transmitting section retransmitting the data; and

a registering section which, when a count value of the
counting section reaches a specified value, determines the
communication path ;s faulty and registers the path state

information indicating that the path is faulty, in the path

state storing section.

[12] The communication control system according to claim 10,
further comprising:
a counting section for counting times of the data

transmitting section retransmitting the data; and
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wher ei n anot her comruni cati on station which perforns a
transm ssion to the nultipl exed communi cation station
performnms conmuni cati on by designating the active unit,
and when failing to conmunicate with the active unit
via any one of the 20 nulti pl exed communi cati on pat hs,
retries to comunicate by switching a designation to

the standby.unit. [14] The co ication _go
sys?eﬁWhE%%?%gnae? l@%aﬁﬁ%fgfnm%%ér%|$fﬂi§:ﬁﬁﬁq%ﬁ%aét ©
comruni cat i on statkon each incl.udes .25 ag&%g

cout aBAosPRGLEBCEFBRCE0 3t Fd S i Agnosim ST e

ion 1
the active unit halts a conmuni cati on erati on whi

( l e
complnéragl PRePAbRed Binf 101 hY a20St ARt ST at'e® FrPYRIREY T g™
a failure, the standby unit places the honme unit in
pathhe active state 5 so as to start a conmunication
operation when the other unit halts the comrunication
operation, and broadcasts to the other comunication
stations that the home unit has becone the active
[ 130N The ansiveachc zohomni@at Toh stetdromdasgidides te BB 6/
storing 10 information indicating which unit of the
furfdkti pbepedsiagemuni cation station is active, performs
transm ssion to the active unit while referencing the
i nf gr Bt i-9p 18kereddrninieattiall et ancbrupdeates thets each
information in the table when receiving the broadcast

incEORMUR cahikony i dh-bESbrThe cesmmOheaktebncopeeOlion, the
system according to claim®6,

low-priority communication section, the path diagnosing
section andrthe switching section are provided while being
nmultiplexed, any one of the units serves as an active unit and
+he other unit serves as a standby unit, and a different address
is assigned to the high-priority communication section of each
unit,

wherein another communication station which performs a
transmission to the multiplexed communicaticon station
performs communicatic;n by designating the active unit, andwhen
failing to communicate with the active unit via any one of the

multiplexed communication paths, retries to communicate by

switching a designation to the standby unit.

[14] The communication control system according to claim 13,
wherein the multiplexed communication station each includes

a self diagnosing section,
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wherein while the path di agnosing section detects a
failure in the main path, the path diagnosing section
broadcasts the failure in the main path to al
conmuni cation stations in a 20 fixed cycle. [16] The
conmuni cation control system according to claim 15,
wherein when the lowpriority conmunication section
recej ves roadcast noti,ce indicati hat ..tk [
pat Fh?ss?]aﬁlcg)%ﬁ}g%sjtrh% sieo%lp(?rlg g?‘l tccg?lec%%%%igcg%l?gnﬂgws 2
section _controls a 61 transm ssion sq.that a .
ComPRRRAF4SPoP REGH Per bt e PLRG B b e PRy T in @
communi cation is equal to qr smaller than a
stapAbiefErfPned dafaet1afdewhentPhe br oadcast notice is
not received for equal 5 to or nore than a _
pr etibeerraTEY LidE, Piaees ShpPPBRiUlL t danmitcativenstate
section determnes that the main path is restored to |
so aerbal sopet at icsmmrd dedl o R BatdmdniSsito oAt REF BRLT
maki ng the transm ssion count be equal to or smaller
haltBarhé¢ hempradettdron opdrasfios, a0l przpdrRets to the other
comuni cation control system according to claim®6,
comen eiaft 1\whi & €at hend anadr tloe inojneconmirimacab e onng édts aative
recogni zes the main path as faulty, the lowpriority
uni%oMap@i cation section controls a transm ssion so that
a 15 transm ssion count per unit time of the

| OWeRE-1OTd dnifourGQIERINI Cas £ @Pibs edualidee or samléestoring
than a predeterm ned
information indicating which unit of the multiplexed
communication station is active, performs transmission to the
active unit while referencing the information stored in the

table, and updates the information in the table when recelving

the broadcast communication.

[15] The communication control system according to claim 6,
wherein while the path diagnosing section detects a failure
in the main path, the path diagnosing section broadcasts the

failure in the main path o all communication stations in &

fixed cycle.

[16] The communication control system according to claim 15,
wherein when the low-priority communication section receives
a broadcast notice indicating that the main path is faulty,

the low-priority communication section controls a
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val ue. [18] The comuni cation control system accordi ng
to claim6, 20 wherein in a case where the
| ow-priority comuni cation section is recognizing the
main path as faulty, while the sub-path is not under
transm ssion, the lowpriority comunication section
i mredi ately perfornB t he hi gh- priority commruni cati on,
and while the ﬁﬁﬁ ath i s not under transm Ssi i on @Q of
LrapfBé Ste™5Nd P BHHS Tmin? Fal | B WAt I ng
be transmtted, the 62 lowpriority connunlc%ﬁlon
LoWs@ERLEH tye rd THHER  FRE 1 S pPi 1A%t cotmdhi ¢46 r[%%ﬁn @
The communi cation control system according to claim6,
pre@efrgrmiaedc ¥@piriesi ng: an aut henticati on section which
perfornms authentication between the high-priority
conmndi ghehorhs dutdashs 9 th ngitfiicer Lo Edmfmied ifer equal
stations so as to enabl e conmuni cati on between the
to adit hentriec atbdncommpmiecatticomisteat | bhge, 1020l oFheriority
conmuni cation control system according to claim 19,
conthrerieiat itdies agt hentdetatrindmeseth & brrhiencd Lesthal pubbkitered
key generating section for generating an electronic

toFﬂgﬂﬂélk@yeith@ne&ﬁhah@QQsb&ﬂWBGMI&ﬁEmimmmbmtabhbnol of
15 and anot her conmuni cati on stations from an

maﬁln%%%%nt9aﬁEinY§E§onk@quﬁha&e leSrdani gdeot GidlEl fworghan the
station; a key transmtting section for broadcasting

predg%éyyyﬂgg(y%lggpllc key to all comrunication
st at 1 ons;

[17] The communication control system according to claim 6,
wherein while the low-priority communication section
recognizes the main path as faulty, the low-pricrity
communication section controls a transmission so that a
transmission count per unit time of the low-priority
communication is equal to or smaller than a predetermined

value.

[18] The communication control system according to claim 6,
wherein in a case where the low-pricrity communication section
is recognizing the main path as faulty, while the sub~path is
not under transmission, the low-priority communication
section immediately performs the high-priority communication,
and while the sub-path is not under transmission and there is

no high-priority communication waiting to be transmitted, the
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a common key generating section which generates an 20
el ectronic common key that is unique to the hone
station and another communication station froma
public key received from the another station and the
private key of the hone station, generates the
el ectronic common key for each communi cation station,
and stores the generated connmon ke :
LowaRt heRt F¥atPBRVPAERES OF s hitt g‘yfsoeréfﬁ SHEwhT P EROT LY
perforns at |east either encryption of a packet or
comgrpacRfreAt - of an authentication value to a packet by
usi ng the generated comon key, and transmts at
| east either the encrypted packet or the packet to
whi ch the authentication value is attached; 5 and an
[19aut fibat ¢ caniBhCpRERBE CORERP Vi Tl &8t 13 GiP Akhinch to clalim 6,
perfornms at |east either decoding of the received
furpaeketohyrivsingg the conmon key or determ nation on
whet her reception is allowed based on the comon key
andzthen edihentd catn er cvrdlomewh 16h Ipeindfp ratst agheent dcaheon
packet. (21] The communi cation control system
be el €ha g itgh-gddidr iy conheneicattibe soonbonkey different
generating section generates the common key fromthe
com&hhﬁ%%%l%%YSﬁﬁglbﬁ% BUbAd cc Keynd cusbhguniZation between
fer-Hell man nmethod. [22] The comruni cation contro
th S%%E 26 CQRdiNG @ elidiaMi2, shuktiBer.conprising: a
ke
y update section for updating the common key by 20
changing the private key per predeterm ned tine;

[20] The communication control system according to claim 19,
wherein the authentication section includes:

a public key generating section for generating an
electronic public key to be exchanged between the home station
and another communication stations from an electronic private
key that is unigue to the home station;

a key transmitting section for broadcasting the
generated public ke; to all communication statiocns;

a common key generating section which generates an
electronic common key that is unique to the home station and
another communication station from a public key received from
the another station and the private key of the home station,
generates the electronic common key for each communication

station, and stores the generated common key;

an authentication packet transmitting section which
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a confirm ng section which stores the common key j ust
before update and a | atest common key, confirns the
aut henti cati on value by using the | atest comobn key on
recei ving the packet, and in a case where the
confirmation is 25 determned as illegal, confirns the
aut henti cation value by 64 using the common key j ust

bef ore update; and a decodi section _for performn
bex BaEBH g 19 Tihe IBHEReL ChYPRIPRG Bid RBF s £ oRnorL FagH e
just before update qr the |atest onmon ke¥ by whicht a4
of amewhaRdntGaatddY AtAuECT 8 RANFTY ﬁ’é’duﬁén% Daiggrerate

[23] The communi cation control s sten1accordin% t.o
commbaileyl, ang braBsnwherah fcastont BReF dhHERFEVRI-RE RACkeT
path control of the comunication path in accordance
or Whthpdoker et Wristtoddle pathensicwtdea 8altRels attached;

comuni cation path, and the comruni cati on path
andi ncludes a plurality of sub-networks being
i nterconnected by the router. [24] The conmuni cati on
conghol asysteni agcoodi ngatbet!| arer28ying5 whefépn awhich
sol e master station exists on the sub-network, the
per@@%h@raﬁt@bb@ﬁ thansm Hscadingt ef- hetwoekediragnpsichgt by
frame including path state information on the paths

usiPEt PREN-d M NaN®, stalikeBrabdaal bnanotherticomiaiepatiioons s
stations existing on the sub-network to which the

allt'aﬁ:'é% Etsﬁéhognb@ﬂl@ﬂ&ﬁm@n and; pald tskakethphenration oalue
€ pa

_ betmpen the home station and a master
bei%%a%k%ﬁcgéHSEanh%nPQC§QQ1net“Drk to which the home
st'ation 0

0 oes not belong, and
{21] The communication control system according to claim 20,
wherein the common key generating section generates the common
key from the private key and the public key Dby using

Differ-~Hellman method.

[22] The communication control system according to claim 20,
further comprising:

a key update section for updating the common key by
changing the private key per predetermined time;

a confirming section which stores the common key just
pefore update and a latest common key, confirms the
authentication wvalue by using the latest common key on

receiving the packet, and in a case where the confirmation 1is

determined as illegal, confirms the authentication value by
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each of all communication stations on the plurality of

sub-networks including the master station and the

ot her 25 conmmuni cation stations includes: 65 a path

state storing section for storing path state

i nformation indicating whether the conmunication path

fromthe home station to each of another

.comuni cation stations js. sound; a di agnosi ng
USlﬁﬁsggﬁec?%%%?v?ﬁé ggéfi%ﬁf%ﬁ?cﬁp?%g?ét%#g in the path

tate storj tion_th h state bet h
St a8 AP B CLORRUEYE S "SLa] AR B Goi Mo CO AReret

sub-network to which the hone station dqes not EFI ng,

by Usised e iGheghbhp ANHIAREEY] WD ARLGTE PﬁgPﬁae%F i<t ﬁ% st
inter-network 10 diagnosing frane; and a data _,

commpank eyt righ sdetliien amihem sisiadciod detivér 1eheCrAt pmed as
path or the sub-path in accordance with the

vaiidformation in the path state storing section, and
perfornms transm ssion of data. 15 [25] The
communi cation control system according to claim 24,
further conprising: a selecting section which

[239enenat esmauhi 8kt 0bnnedmor &l adgs ess escafrding to claim 1,
communi cation stations existing on the sub-network,

2 o2Nd iyh& £ase Where raficadgeessraf nyhe gwire cstratrcdn cZ0the
is the address that is uniquely determ ned anong the

comhSli RRIeS R R edeterqames ¢ordi thosrneaupestbbel is
one station to operate as the master station on the

pro%HE&£@8¥WHH% cEﬁﬁLnTE%tggﬂmﬁ£ﬁﬁﬁkﬁﬁptﬁéQ&ﬁ@ﬁuﬁ%@ﬁﬁﬂﬁripath
according to claim1,
includes a plurality of sub-networks being interconnected by

the router.

[24] The communication control system according to claim 23,
wherein a sole master station exists on the sub-network,

the master station transmits an inter-network diagnosing
frame including path state information on the paths between
the home station a;d all another communication stations
existing on the sub-network to which the home station beiongs
and path state information on the path between the home station
and a master station existing on a sub-network to which the
home station does not belong, and

each of all communication stations on the plurality of

sub-networks including the master station and the other

communication stations includes:

65




25 2 or 6, wherein the high-priority comunication

section 66 perforns comuni cation in accordance with a

protocol dedicated to process control, and the

| owpriority comunication section perforns

conmuni cation in accordance with an open standard

protogpl. 5 [Zr] The commruni cation control system

according to claim1, 2 or 6, wherein.the

n oh- BREBr iS]Etf‘t@on?ﬁ.ﬁﬁ i SRCELRET GRE Cigters Pafh state
. east one of process. data, an operati.on anount d a
infarapfmioanddio-a iRy BREHEST FS C@’B‘ﬁ’fﬁﬁ?ﬁi{? io&wp%‘é}&%i%ﬁ“ the

performs at |east one of image data transfer, file :
homer ansfréonar neseagelt parsher, gumunication stations 1s

sound;

5 a diagnosing message receiving section which registers
in the path state storing section the path state between the
home station and the communication station existing on the
sub-network to which the home station does not belong, based
on the path state information included in the inter-network

10 diagnosing frame; and
adatatransmittingsectionwhichselectseitherthen@in
path or the sub-path in accordance with the information in the

path state storing section, and performs transmission of data.

15 f251 The communication control system according to claim 24,
further comprising:

a selecting section which generates a list of network
addresses of all cbmmunication stations existing on the
sub-network, and in a case where an address of the home station

50 is the address that is uniquely determined among the list based

on a predetermined condition, causes the home station to

operate as the master station on the sub-network.

(261 The communication control system according to claim 1,

25 2 or 6, wherein the high-priority communication section
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performscommunicationjjlaccordancevﬁjilaprotocoldedicated
to process control, and
the low-priority communication section performs

communication in accordance with an open standard protocol.

[27] The communication control system according to claim 1,
2 or 6, wherein the high-priority communication section
rransfers at least one of process data, an operation amount

and an alarm, and

thelow—prioritycommunicationsectionperformsat1east

mmeofimagedatatransfer,filetransferandn@ssagetransfer.
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