:Description Information Processing System and

I nformati on Processing Method Technical Field The

present invention relates to an information processing

system and an informati on processing nmethod which

i nclude plural devices of which each executes

processi ng i ndependently, and particularly to an

i nformati on processing system and an i nfornation

processing nethod whhehehauaohi gh reliability.

Background Art A plant control system has been known,
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in a plant. Further, such the plant installs a safety

recnnt¥Si €M dQ) realizing safety of plant. The safety
systemis a systemwhich, in case that an anomaly is
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executes the required processing, and the safety
systemis i.n | ed r f..the nlant. Lr
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system recognizes the safety of the plant regardless
Proceat iyt ﬁdo%géfhaﬂiﬁﬁﬂaﬁgh 5¥lfﬁ%&1% € system sends
erroneous information nmust be avoided as much as
Backappesi di'd: Further, i.n case that the abnorma
possibility is indicated, grocessing on the safe side
nﬁsplﬁgtsgP%E¥%&Lsyﬁtem has been known, which manages and

controls field equipments arranged in a plant. Further, such the
plant installs a safety system for realizing safety of plant. The
safety system is a system which, in case that an anomaly is recognized
in the field equipment, sends an alarm and executes the required
processing, and the safety system is installéd.as a part of the plant
control system or installed independently of_the plant control
system.

Refer to JP-A-08-006673 as related art
Disclosure of the Inﬁention

The safety system requires very high reliability because of
itsintendedfunction. For example, such a situation that the system
reéognizesthesafetyoftheplantregardlessofgenerationofanomaly,
or that the system sends erroneous information must be avoided as
much as possible. Further, in case that the abnormal possibility

is indicated, processing on the safe side must be selected.




:An object of the invention is to provide an
i nformati on processing systemand an i nformation
processi ng net hod which have high reliability The
i nvention provides an information processing system
including a first device and a second device of which
each executes the sane processing i ndependently, an
anomal y detector which detects anomaly of the first
dewi e®jeandoad seeondvdevicge reset mpardtidshianh infesehsion
t he second device in case that the anomaly has been
procedet B tsgtd tehyatdi@aranof@in: tdehept ocesAcgondi gl tuhilchi Bave
i nformati on processing system in case that the
high asommbiyiiafy the first device has been detected, the
second device is reset. Therefore, w thout depending
onnhdi agrestién byrbhitdsecondindem0a ont 5@ld-eskhfg Secenéh
devi ce can be reset. The "anonmaly of the first
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device, but includes anonmaly caused by the second
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i ncl udes anomaly detected in the first device and
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detected outside the first device. The above
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device reset part which resets the first device in

by thEaSEoddndl dhecrapomaly has been detected by the
o anoﬁ%ly%éetecfor. In this case, both of the first
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nformati on processi ng system et ector
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is reset. Therefore, without depending on diagnostic by the second
device itself, the second device can be reset. The “anomaly of the
first device” is not limited to anomaly caused by the first device,
but includes anomaly caused by the second device. Further, the
“Yanomaly of the first device” includes anomaly detected in the first
device and operational anomaly of the first device which is detected
outside the first device.

The above information processing system may include a first
device reset part which resets the first device in case that the
anomaly has been detected by the anomaly detector.

In this case, both of the first device and the second device
are reset.

In the above information processing system, the anomaly

detector may be mounted separately from the first device.




:In this case, even when the anomaly is produced in the
first device, the anomaly of the first device can be
detected accurately. In the above information
processi ng system the anonmaly detector may be
mounted in the first device. In this case, the anomaly
caused by the second device can be detected in the
first device. In the above infornmation processing
syst enis tdaeeanoval whedetrechapsmarpy iBeprodvaieehdagie MREst
In.this case, the operational anomaly of the first
devicdpuieeafatnl be fdaiect edt dERe ck nuenbe ale Halchvd descwabsely.
an information processing system including a first
davi ageantboves emdndevoeppbcariiicly egchcpxeecutesnokbey
same processing independently, in which the first
deteclg¥i 68y inCInsdscdaigothatiingtpactishi ch collates data
generated by the first device wth data generated by
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are in disagreenment with each other, and a reset part

detectBichn resets rskhaesecond device in case that the
anomal y has been judged by the collating part.
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data generated by the first devicé and the data

detecggpeﬁfﬁqgaQngﬁghaggoggmﬂpeV|ce are collated, and in

case at their data are in disagreenent with each
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that anomaly 1s produce con evi ce, ese
be degﬁgge@re not in agreement with each other, so that
e second deV|ce is reset. The invention provi des
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including a first device and a second device of which each executes
the same processing independently, in which the £irst device includes
a ceollating part which collates data generated by the first device
withdata generated by the second device and judges anomaly when these
data are in disagreement with each other, and a reset part which resets
the second device in case that the ancmaly has been judged by the
collating part.

According to this information processing system, the data
generated by the first device and the data generated by the second
device are collated, and in case that their data are in disagreement
with each other, the second device is reset. Therefore, in case that
anomaly is produced in the second device, these data are not in
agreeﬁlent with each other, so that the second device is reset.

The invention provides also an information processing system




sincluding a first device and a second device of which
each executes the sane processing independently, in
whi ch the second device includes a second device
reset part which resets the second device in case
that the reset part has detected anomaly of the second
device, and the first device includes an anomaly
recognition part which recognizes anomaly of the
includSeGOAK dev 8&viandnamn kBtondaidnecpar thvbh GacH BRkotnEes
the anomaly of the second device recognized by the
the s&RONBLYcedBGRINAdpAnPaRitly ACTOr Ghigh tOhd hEScond device
-information processing system in case that the

includOpBlycHfd bheiseqrrdrdeyianhas hesrsdeheeednat 88vice
second device is reset. Therefore, malfunction caused
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Further, the anomaly of the second device recognized
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informative part may be installed in the second
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the secon ce may include a first device reset
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reset part Has detected anomaly devi ce.
L sth ase, in case that the anomaly of the first
recog%hdfhe%a%aé been detected, since the first device is
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preven above 1n 0 cessing system

the first device, .and the second .devi ge A be .
1 th d,device has §3e n tec\{: eysecond device
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e sef conduct or evi ces.

, i pforpation processi system.  the first device and
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devj_cé0 can be preventecp. Further, gﬂe F?t—mc.m.zﬁ.y of_g tgg second device

recognized by the ancmaly recognition part can be informed. The
informative part may be installed in the second device.

In the above information processing system, the second device
may include a first device reset part which resets the first device
in case that the reset part has detected anomaly of the first device. .

In this case, in case that the gnomaly of the first device
has been detected, since the first device is reset, malfunction caused
by the first device can be prevented.

In the above information processing system, the first device
and the second device may be separate semiconductor devices.

In the above information processing system, the first device
and the second device may be separate CPU's.

The invention provides also an information processing method




rusing a first device and a second device of which each
executes the sane processing i ndependently, which
conprises a step of detecting anomaly of the first
device, and a step of resetting the second device in
case that the anomaly of the first device has been
detected. According to this information processing
nmet hod, in case that the anonaly of the first device
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“anomaly of the first device” includes anomaly detected in the £irst
device and operational anomaly of the first device which is detected
outside the first device.

The above information processing methed may include a step
of resetting the first device in case that the anomaly of the first
device has been detected.

In this case, both of the first device and the second device
are reset.

Effect of Invention
According to the above information processing system and Fhe
above information processing method, in case that the anomaly of
either device has been detected, the other device is reset.
Therefore,withoutdependingoncﬁagnosticbythecmherdgviceitself,
the other device can be reset.

Brief Description of the Drawings




«(Figs. 1(a), 1(b), 1(c)] They are bl ock di agrans
showi ng an information processing systemof the
invention functionally. [Fig. 2] It is a block diagram
showi ng the constitution of a safety systemto which
an information processing systemin a first
enbodinent is applied. [Fig. 3] It is a block diagram
showi ng partially the constitution of the informtion
pPrecgssiiNG)syst®m iinct herddy ste wEMddARGtamd Hgwidly an
It is a block diagram showi ng a reset procedure in
inforhdei d M igorkE ORg P RGRSS o LtEY ST it dnheuhbeSbnally.
enbodiment. [Fig. 5] It is a block diagram show ng

parigaldy #hes §oNsddit Wl b@Palfs@ingl OREBEdI It itution of
processing systemin a second enbodinent. [Fig. 6] It

a safé*% 2y Dtk diraghaim SReVERD: RA biadd 4k ithlies y LR b h taukl o8t
of an information processing systemin a third

embod ERDOdi nent, kFLg. 7] It is a block diagram show ng a
reset procedure in the information processing system

i npayfount hpenbodi et ool FigagBhn | bndgi gy PLREK: Lidgr am
show ng partially the constl%utlon of an 1 nformation
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detector 102 Secon evice reset part” 103 First
emboadgyice reset part ill Collating part 6

[Fig. 4] It is a block diagram showing a reset procedure in
the information processing system in the first embodiment.

[Fig. 5] Tt is a block diagram showing partially the
constitution of an information processing system in a second
embodiment.

[Fig. 6] It is a Dblock diagram showing partially the
constitution of an information processing system in a third
emboaiment .

[Fig. 7] It is a block diagram showing a reset procedure in
the information processing system in a fourth embodiment.

[Fig. 8] It 1is a block diagram showing partially the
constitution of an information processing system in a £fifth
embodiment.

101 Anomaly detector

102 Second device reset part

103 First device reset pért

111 Collating part




1112 Reset part 121 Second device reset part 122
Anomaly recognition part 123 Informative part 124
First device reset part Best Mde for Carrying Qut
the Invention Figs. 1(a), 1(b), and 1(c) are bl ock

di agrans showi ng an information processing system of
the invention functionally. In the node shown in Fig.
1(a), each of a first device and a second device
exerut escddie pmatte processi ng i ndependently. An
anomal y detector 101 detects anomaly of the first
dewi ce. sGert R icdevése: reset part 102 resets the
second device in case that the anonaly detector 101
has; det geded ot hecapgppelyn et her, a first device
reset part 103 resets the first device in case that

t hes anonpd yetieet pard01 has detected the anomaly. In
the node shown in Fig. 1(b), each of a first device

apgdsa second fdeviceerexecyias the same processing
I ndependently. A collating part 111 collates the data

Best]ﬁﬁﬂ?ﬁﬁ&e@ag¥ viRg it shedeui-6gcimth the data generated
by the second devi ce, and judges anonmaly in case that

these daia argyyn di.sagrepnend Widdk efGlyrahbetnofing an

reset part’ 112 fesets the second device in case that .

infor&ggaé%ﬂﬁrgk leﬂgféys Qa§hbuﬁﬁ&%héﬂa% %ﬂgggianaiﬂy'the

, each of a first device and a

ﬁo&ge 31% ghg%}?ciﬂ eﬁﬁ_ .hg §ﬁnPeaQ:rhO%%S§| Ph-st device and
in e

epende y A secon vice reset part 121 resets
a secong §é¥§¥¥jé¥%%h%§s'Qh&aéﬁhé'Byece%sﬁﬂé 1Zﬁependently. An

anomaly detector 101 detects anomaly of the first device. A second
deviceresetpérthZresetstheseconddeviceincasethattheanomaly
detector 101 has detected the anomaly.

Further, a first device reset part 103 resets the first device
in case that the anomaly detector 101 has detected the anomaly.

In the mode shown in Fig. 1(b), each of a first device and
a second‘device executes the same processing independently. A
collating part 111 collates the data generated by the first device
with the data generated by the second device, and judges anomaly in
case that these data are in disagreement with each other. B2 reset
part 112 resets the second device in case that the collating part
111 has judged the ancmaly.

In the mode shown in Fig. 1(¢), each of a first device and
a second device executes the same processing independently. Asecond

device reset part 121 resets the second device in case that it has




-detected the anomaly of the second device. An anonaly
recognition part 122 recogni zes the anomaly of the
second device in the first device. An informative
part 123 inforns the anomaly of the second device
recogni zed by the anomaly recognition part 122. A
first device reset part 124 resets the first device in
case that it has detected the anomaly of the first

detecteVitEe drbnthe SeEavrRdsedend cdeviRef erni agord yricgsegi2i tien
8, first to fifth enbodinments of the information

part P0€essymizesy $hemeaeardoigtio ddendnientdonnntheé Herst
descri bed bel ow. Enbodinent 1 Fig. 2 is a block

devicdli agh ainhewt Nge thetconstididtinentief adosalgtofr tsysiemnd
to which an information processing systemin a first

devic€Qdigigatys by BPldredalyhiscsafetipnsypstem2s.
configured as a part of a plant control system As
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controller 2 which manages and controls unificly field
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or sensors which are arranged in respective portion
devic®f the plant, and input/output devices 3, 3, .
I nt er posed between the controller 2 and the f|eId
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connected network to the controller 2.
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descré%eaw% ﬁhown in Fig. 2, on the input/output device 3,

Inputf%utput units 3a, 3b, .. which execute interface
EmbodBmﬂ%?%SIng between the field 8

Fig. 2 is a block diagram showing the constitution of a safety
system to which an information processing systemin a first embodiment
is applied. This safety system is configured as a part of a plant
control system.

As shown in Fig. 2, the plant control system includes a
controller 2 which manages and controls unificly field equipments
1,1, . such as electromagnetic valves or sensors which are arranged
in respective portion of the plant, and input/.output devices 3, 3,
interposed between the controller 2 and the field equipment 1. The
input/output devicés 3, 3, ... are connected through a network to
the controller 2. Eurther, the fieid equipments 1, 1, ... are
connected through a terminal board 5 to the input/output device 3.

As shown in Fig. 2, on the input/output device 3, input/output

units 3a, 3b, ... which execute interface processingbetween the field




requi pnent 1 and the controller 2 are nounted. As
described |ater, each of these input/output units 3a,
3b, ... , for purpose of inprovenment in reliability,
executes the sanme processing independently. Fig. 3 1is
a bl ock diagram showi ng a part of the constitution of
the input/output unit 3a. Fig. 3 shows an exanple of a
unit which processes an input value inputted fromthe
equiprfangl O @glitheentntirdilde 2 andk potptes. dasadeowdibddal Hest,
system (controller 2 side system. As shown in Fig. 3,
each &¢hishend tinmol/edepun finist 3yst@m 10. and fer spemwde of
system 20. The first system 10 and the second system
improwfhenitnclinde rneadpbetlivel vy examsker €CRY 1kaand arstaveing
CPU 21 which operate by separate operation cl ocks.
indepdrawhtaf,.t he master CPU 11 and the slave CPU 21
execut es the same processing i ndependently. Further,
ofidhe ifid $llosysdemrkd anshiheasenondrsyisd emsnd0jitation
peripheral circuit 12 and a peripheral circuit 22 are
of theMiEduipapastitved y. rAg. Shenswd AnR:@mpde dhe udiputhich
value fromthe field equipnent 1 is inputted into the
proces@?&%t eh g?ﬁlé-lfalﬁaeiﬁ@fﬁtt@d @P&nl&eﬁ)fﬁ_ﬁmﬁeéquiq:ﬁﬂdnlﬂnfetéﬁde
processi ng on the basis of the input value, and
and oPRRLALES: URlR 0L K@ SfaEmRt (MiHiGhihsrusablR kP=tde) .
host system The master CPU 11 is in charge of
Cﬂ@%v&aﬁhoﬁ%ﬂ th e st S¥eless And khesydahaio and
generated by the master CPU 11 is output toward the
5@@&.%. Eagh pf dihg aRshefo GRY ihoand-dhie sghavg 20
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U™JT executes conmuni cation by asynchronous
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exchange a command and a response for
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asynch

ncnronous

a secC

CPU 21 executes the same processing independently. Further, on the
first system 10 and the second system 20, a peripheral circuit 12
and a peripheral circuit 22 are mounted respectively. -

As shown in Fig. 3, the input value from the field equipment
1 is inputted into the master CPU 11. The master CPU 11 executes
arithmetic processing on the basis of the input value, and generates
data of data format which is usable in the host system. The master
CPU 11 is in charge of communication with the host system, and the
data generated by the master CPU 11 is output toward the host-system.

Each of the master CPU li and the slave CPU 21 executes
communication by asynchronous communication (UART) . The mastexr CPU
11 and the slave CPU 21 exchange a command and a response for each

predetermined processing phase by means of the asynchronous




:conmmuni cati on, whereby their operations are
synchroni zed with each other. Further, through the
asynchronous comuni cation, the input value fromthe
field equipnent 1 is transnmtted to the slave CPU 21
and the slave CPU 21 executes the sanme arithnetic
processing as the arithnetic processing by the naster
CPU 11. Further, between the master CPU 11 and the
commurSila¥ o ePunkebt hthe idabpe gemniemnat ade byynthebni prdeashi ageh
are exchanged, and the respective CPU s collates
otherthese data. In case that disagreenent between the
data has been detected, it is judged that anomaly is
ProdUEed Arkyh tﬂfef)%@?ﬁd:}lﬂngsncm%d cPhReessd igrjesati besht
| ater is executed. The data collating will be

value 988§ rt'hl%efjléﬂ:l g%ﬁﬁ%ﬁerﬁi $0id Rranihftdrenrbadicn®nive APU 21,
shown in Fig. he first system 10 installs a
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1, and the second system 20 installs a watchdog

arlthr&elﬂl%r p(:g\pggi% W%emggkgfscﬁlhe_l.ly ave CPU 21. Fig.

I's a bl ock diagram showi ng a reset procedure in the
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proce erg:éggaéx%%%ggké &gsggy%egafgg&rQ%Ue%%cgggdpe%ge data
collating will be described in detail also in a fifth embodiment.

As shown in Fig. 3, the first system 10 installs a watchdog
timer (WDT) 14 which monitors the master CPU 11, and the second systen
20 installs a watchdog timer (WDT} 24 which monitors the slave CPU
21.

Fig. 4 is a block diagram showing a reset procedure in the
unit shown in Fig. 3.

As shown in Figs. 3 and 4, the watchdog timer 14 counts a
reception interval of a timer clear signal from the master CPU 11.
In case that the timer clear signal is not received for a fixed time,
that is, in case that operational anomaly of the master CPU 11 has
been detected, the watchdog timer 14 resets the master CPU 11 and

the peripheral circuit 12. Further, in this unit, in case that the

operational anomaly of the master CPU 11 has been detected by the

10




:wat chdog tinmer 14, a reset signal Rl outputted from
the watchdog tiner 14 is given to the watchdog tiner
24 in the second system 20. Therefore, by the contro
of the watchdog tinmer 24, the slave CPU 21 and the
peripheral circuit 22 are reset. The watchdog tinmer 24
counts a reception interval of a tiner clear signha
fromthe slave CPU 21. In case that the tinmer clear

watch&dPDahert $4 Natrdeeet wath If OF catfutted tidetht hatchdqy thmer
case that operational anomaly of the slave CPU 21 has

14 isbgenefletectrd, whbendosptichadeg ot mer thé rsesehs thetahave.
CPU 21 and the peripheral circuit 22. Further, in

There£&&E GRatné haoapenabt oftal wanenddy tdfnetthesslane sCRYe 2du
has been detected by the watchdog tiner 24, a reset

21 andl @0@lpR pnavkputiediff om the waighdog tiner 24 is
given to the watchdog timer 14 in the first system

18ne Therelegee ikt bhecKantsr 9l rlepihen WaltGheday of laMetiner
14, the master CPU 11 and the peripheral circuit 12
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he” wat chdog tinmer 24 has detected the anonmaly in
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second syste but al so the other’ systen1|s reset, so

opera%%?ri ]% h@gogr%%kagfskéﬁgegga@é eclgtﬁsflt Jna@"rﬂm ’deltgc‘Eéée the

has en detected in the master CPU

watch&oc{ tﬁg{gr %gge%oyhé‘ %%@ 28 aﬁLd‘l:h Q@{Jhéﬁ: igﬂ:gglt

|s case, contr
22. ]:'W?:t%hdogl t Icgtseg th % E he Slr%\é?ogy %%m?ﬂg ofh%he slave CPU
pﬁé circui rese t he second
tem ers, t e t.e. nther, b
21 ha?é% rlc%%&na QF &F?e d??%ﬁf%%egmétchﬁ%exzEﬂénai4§2

|tse al so. enters_ .t he q%%k;timer

outpuiéYeacil érorsi;th’%qsey ‘}O%I ec ed; is g{]hve ci the Wa

14 in the first system 10. Therefore, by the control of the watchdog
timer 14, the master CPU 11 and the periphexral circuit 12 are reset.

Thus, in case that the watchdog timer 14 or the watchdog timer
24 has detected the anomaly in either CPU, not only its own system
(first system or second system) but also the other system is reset,
so that the entire systems are reset,

Further, in case that the anomaly has been detected in the
master CPU 11, the master CPU 11 outputs a KILL signal Kl to the
watchdog timer 24. In this case, by the cqntrol of the watchdog timer
24, the slave CPU 21 and the peripheral circuit 22 are reset. Namely,
the second system 20 enters the reset state. Further, by the reset
signal RZ outputted from the watchdog timea? 24, the first system 10

itself also enters the reset state. The anomaly detected in the
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:master CPU 11 includes anomaly of the asynchronous
comruni cation between the CPU s and processing
anomal y detected since the data generated by the both
CPU s are in disagreenent with each other. The
detected anomaly is not limted to anonmaly caused by
the first system 10 but includes al so anomaly caused
by the second system 20. In case that the anomaly has
masterhePt dét ectbdidm anbmaty ave tORUas2ichidreus| geamapLyPion
outputs a KILL signal K2 to the watchdog tinmer 14. In
betwedrhithecaB®e’ s bynd lpgrocensind aforbhy detohdoy stihaer the data
the master CPU 11 and the peripheral circuit 12 are
generdtesigly tNamelty, CRiHes &xa $t dispgreamdr entkeeschvdhegsetThe
state. Further, by the reset signal R outputted from
detectdiCan@iaRdog nbi- Memitéd tchensecondasyst et fiseal §ystem
al so enters the reset state. The anonaly detected in
10 butt h&iSlave EPtb Zoridlsl wdascanopalne ekcbhe apynahrzenous
conmuni cati on between the CPU s and processing
angmalsy dahected asbneey tthe data gareratieth he thevdatdu
CPU s are in disagreenent with each other. The
21, trdebestedpuappmlapus N&LLi fdred ko wnenalwateridsgdt hyer
the second system 20 but includes also anomaly caused
14. 1hediteciid stysyst @ndk@a Jhuse whRcEasE tihat 1anycanesst o
has been detected in either CPU, the other system

ceu 1L fahﬁséhé)b%trggh%aﬁeﬁ%glﬁyﬁi Rk FSsd€SeliamdiNg theSeirst
this procedure, in case that the anomaly is not

systerai%eghégrs byt besvatghdeg tiiRheld & chherdalichdggal ra
timer 24, works effectively. In case that the anomal y

outpuﬂtsécp%‘i:oxqe{l'?é:tw%cicﬁtjgsrtltn@% ﬁ@seEhJ %Je%éﬁg’ sygtna% f2br§‘l§self

syst em and the sécond system 20 return to the

also e'?l%r the trgts tdéﬂgtl tanﬁ%"él’lé{maﬁ d@@égféclpqu @b@\éﬁavberU

irst e ment , case that the

21 includes anomaly of the asynchronous communication between the
CPU’s and processing anomaly detected since the data generated by
the both CPU’s are in disagreement with each other. The detected
anomaly is not limited to anomaly caused by- the second system 20 but
includes also énomaly caused by the first system 10.

Thus, in case that any anomaly has been detected in either
CPU, the other system (first system or second system) is reset. The
reset by this procedure, in case that the anomaly is not detected
by the watchdog timer 14 or the watchdog timer 24, works effectively.

In case that the anomaly is not detected after thé reset release,
the first system 10 and the second system 20 return to the normal
state simultaneocusly.

As described above, in the first embodiment, in case that the
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“+anomaly has been detected in either of the first
system 10 and the second system 20, the entire
systens are reset, and there is no fear that the
erroneous information is output to the host system
Therefore, precise failsafe can be executed in the
entire systens. Further, since the entire systens are
rel eased fromthe reset state, the nornal

anomal fiHdsabbgatdcdRcatbiein theneel emsacof iraselsean Weand the
realized. Generally, there is no guarantee that the

secon@Pysh:teﬁe)_lO‘ tRe WhitGRe dR@ ARG Yokt p&ﬁdl«lﬂﬁd_‘ecﬁ@ no fear
detect its anomaly correctly. However, in the first

that @RROAIFBALousachr&Rbhtd@hectss M@;Lﬁnoaml Yhofnébe oybesm.
CPU, and resets the other CPU. Therefore, wthout

Thereﬂ%p@ngkgglg@ £23h 39RO CHOYe @t EBU A teSel £nd 1 MG hems .
the ‘anonmaly is generated, the generation of anomaly

FurthSAN sRhcs Whe! Intdelest adnACrOLdh BOLYq rrbR!drabidddYs0hte,
proceSS|ng in the fail tinme can be inproved. Further,

the nd 06 Qﬁaﬁ???ﬁi&#&f@& ‘cﬂe \Q’@hQQsé he Je%tscya% @@&ems&&

el r abnornmalities nutual y 'S adopte w t hout

a@@hngaﬁf PERLAL lscgyghswﬁw@tﬁgl& £ r}gab ﬁggicg&' ich

accuracy df "anonal tection can tene

the af ;/s at ' ?%%%5?) adtUdheLs SLRSE t&%reeﬁygchﬁgaguér,

IS used In cCo ni cat bet we
in th%%%.rcs:g%ngd 1%1Ven In %ﬁ%@ut ecltgs atalnoolgna? té{F tQ@her

equi e sys em can be con gure
| ow cost c e me Fi 5 shpo
CEU, %bf%ﬁ?§h Qhepargﬁ eéec8ﬁ§t|Y'¥?o% dePendlng on

Iy R e,
A RIS,
reliability of processing in the fail time can be ilmproved.

Further. since the constitutioninwhich thé two systems detect
their abnormalities mutually is adopted, without adcling a special
constitution for anomaly detection, accuracy of anomaly detection
can be helghtened greatly at low cost. Further, since the
asynchronous communication (UART) is used in communication between
the CPU’ s, even in case that insulationbetween the CPU’ s is required,
the system can be configured at low cost.
Second embodiment

Fig. 5 shows a block diagram showing a part of the constitution
of an input/ocutput unit to which an information processing system
in a second embodiment is applied. Simiiarly to the first embodiment,

the second embodiment shows an example of a unit which processes an
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“+input value inputted froma field equipnment 1 side and
outputs data toward a host system (controller 2 side
systenm). In the exanple of second enbodi nent, the KILL
signal KI and the reset signal R2 described in the
first enbodinent are omtted. Such the constitution
is applied to a case where it is thought that: when a
first system 10 which is a master side systemdetects

input anQuel n@fteasecand sysiemRgdpManich s5da askamersitdedata
system it is enough, without resetting the entire

towar8YSteIs:, shi@bmt Neoht ¥&it1 a3y ot emie 19y atmynot i fy a host
system of the anomaly of the second system 20. In the
seponek exbagdh BBt ,sdcdnBasfbddiakna, walLhdeg $idqm &4 and
has detected occurrence of anomaly of the second

the r&¥H 8MyRH LY sEPBeSe0REE FHSEENR W ditehBSHle BHE LERE,
first system 10 is not reset. Ther ef ore, processing

usi;RY dhecdiddiSitusyshem ;Qpplaaa be scontd pHefe itand thB8ght
notification for the host systemis permtted. In this

that: GAR®y a fﬂ:% %E@Iﬁ JQPthlQh £S 52 m£§§é&l J_‘&E gﬁé@bm detects

coIIatlon by nmeans of asynchronous communicati on

ty di t,o e t we ,
sroma S R Qe e LTRSS R DD

enougl’%,apitlﬁggwgg eé%&%gg ghQ 5 tYJ_J% g%lgve C‘éﬁagﬁ):lﬂezplnbst system
10 can %%Qgg{/ %o@f s&%&ee[}ncgﬁt%dgn&pgg( ogﬁl:}geg %ﬁgﬁgkéo&ttleRQZ?.

Iave CP 20. b 1 ns.of the .asynchr
cgnnunlca on embo %ﬁch|?%S|n 5¥nat|ngF%§{tﬁﬁer 24
CPU 20 i s a ormal, th h anot her a
has akeB¥Ea dediidente ?3%%1%?%?% o Bfed SY%E%“ 2Dty ene
in case t an ma roduc din
second | T 0L J&1 SEESE By diars quett i h gy Togarelet -

wat chdo 14.

Therefore, processing using the first system 10 can be continued,
and the notification for the host system is permitted. In this case,
"4n a master CPU 10, as a result of data collation by means of
asynchronous communication between the CPU’s, disagreement of the
data between the both CPU’'s 1s produced, sco that the master CPU 10
can recognize the anomaly of the slave CPU 20. Further, the anomaly
of the slave CPU 20 may be recognized by. other methods than the data
collating method. The master CPU 10 may recognize the anomaly of
the slave CPU 20 by means of the asynchronous communication, or may
acquire information that the slave CPU 20 is abnormal through another
path than the asynchronous communication.

Also in the second embodiment, in case that the anomaly is

produced in the first system 10, the anomaly detection by the watchdog
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:timer 14 or the anomaly detection by the second system
20 works effectively. In this case, the entire
systens including the first system 10 are reset, and
there is no fear that erroneous information is output
to the host system Accordingly, simlarly to the case
in the first enbodi nent, the precise fail safe can be
executed in the entire systens. Third enbodi nent Fig.
timer6l§rE¥M%H§ ineak1 di agfishowyNghad patdndfsyshem 20 works
constitution of an input/output unit to which an
effect QTR QR HPLOELSST REeSYSLEN shBtand Nintdueheding®ent rst
is applied. The third enbodi ment shows an exanpl e of
systef 18Mkte WOLED, RLACASSAS] & HOr8BE ikl fd1PnRoNoSin foymheMbn
(controller 2 side system) and outputs data to a field
i éﬁHﬂ . 3. shewdritndi ¥ BnithiBy W the case
E oulncIEgggkngﬁﬁé%%gysten1loA andﬁh% second §§sten120A.

in theTPEféii_ %ﬁufmé%ﬁér?ﬂp %Q@pQQGiEQefa%.q_%Q@g csa)ﬁsfjgr@x%gﬁted in the
I nclude respectively a master CPU 11A and a sl ave CPU

entir§1é§%¥3ﬂ§1 operate Dby separate operation clocks. Each
of e

master CPU 11A and the slave CPU 21A executes
._.the sanme processing i ndependently. Further, on the
Thlrdf?ﬁ%Cﬁgvggen1loA and the second system 20A, a
peripheral cirtcui A a .perj LI el k. 224
T S e
nmast er U 11A.,s,.in_.charge of . co ni cati on M t
o an R GET BT NG EROLTD AR th 5o TR REOLOL U By LDEn
) 2 side is input jnto the master U 11A. The ster
in a E?&fd:ﬁWRogiggﬁfe%?zﬁﬁﬁ?ﬁﬁgfic %ﬁ<§ﬂ;§§iﬁéb%éé%ﬁﬁgaEQSFé an
of the information fromthe gontroller 2 siql and

e n
examp iR fer 4t 8 1Hat B Ot RFAE P67 nht - WhiHon 5O @ host systen

(controller 2 side system) and outputs data to a fieid equipment 1

side.

As shown in Fig. 6, this unit includes a first system 10A and
a second system 20A. The first system 10A and the second system 20A
includerespectivelyanﬁsterCPU1lﬂinmiaslaveCPUZlAwhichoperate
by separate operation clocks. Each of the master CPU 11A and the
slawve CPU 21A executes the same processing independently. Further,
on the first system 10A and the second system 204, a peripheral circuit
1232 and a peripheral circuit 222 are mounted respectively.

As shown in Fig. 6, the master CPU 11A is in charge of
communication with the host system, and the information from the
controller 2 side is input into the mastexr CPU 11A. The master CPU
11A executes arithmetic processing on the basis of the information

from the controller 2 side, and generates data of data format which
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s usable in the field equipnent | _ The master CPU 11A
and the slave CPU 21A execute nutual conmunication by
asynchronous comuni cati on (UART) . The naster CPU
11A and the slave CPU 21A exchange a command and a
response for each predeterm ned processing phase by
nmeans of the asynchronous communi cation, whereby
their operations are synchronized with each other.

is usddliet her fhehforigh eduépasyhchy onous conmmuni cation, the
information fromthe controller 2 side is transmtted
t Thé heasleavecPUCRUA2 Ad ahd tshevs| V6 CPR 24écwixecyttaml
the sane arithmetic processing as-the arithnetic

commurilc&es & kg dphchirenoas termGPld=t1An FERRTCher , Thetwedn  tOHE
master CPU | 1A and the slave CPU 21A, the data

115 andenes atade yptt hei rexphacgs si agnedrel exé hangegonamdot heach
respective CPU s collate these data. In case that

predetdi SAgE8€ esbehypeqmakbe wat achas beentiet esyedhrdous
IS judge hat anonaly is produced in any processing,

commuﬁﬂﬁ*tﬁBﬁCeﬁﬁ%ﬂ@&ydﬁﬁéﬂﬂ bpdriBil®is hfe SBxetubpized\srishowrh
in Fig. 6, the first system 10A installs a watchdog

otheriimer (WDT) 14A which nonitors the master CPU 11A, and
the second system 20A installs a watchdog tiner (WD)
Zéékﬂﬁgfﬂq QRQBEQBS the =averCRbh2lAoamsbawion N the
Fig. 6, the watchdog timer 14A rests the master CPU

info rlﬂé‘lﬁo@lngr&h Q:h%eEan@ﬁflq_lerCE rSiHel 1 42A-dddnG@seqtthatenthelave
operational anonmaly of the master CPU | 1A has been

et et Gk RxER8Ees thats e aRehat i Opabeess
CPU 21% ol %I y of g{]eeﬁ%gtlér XCPU eiSiA has been det ectgﬁ ?Lsé +ng

as the arithmetic processing by the master CPU 1l1A.

Further, between the master CPU 11A and the slave CPU Z1A,
the data generated by their processing are exchanged, and the
respective CPU’s collate these data. 1In case that disagreement
between the data has been detected, it is judged that anomaly is
produced in any processing, and processing described later is
executed.

As shown in Fig. 6, the first system 10A installs a watchdog
timer (WDT)-14A which monitors the master CPU 11A, and the second
system 20A installs a watchdog timer (WDT) 24A which monitors the
slave CPU 21B.

As shown in Fig. 6, the watchdog timer 14A rests the master
CPU 112 and the peripheral circuit 12A in case that the operational
anomaly of the master CPU 11A has been detected. Further, in case

that the operational anomaly of the master CPU 11iA has been detected
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by the watchdog tiner 14A, a reset signal R outputted
fromthe watchdog tinmer 14A is given to the watchdog
timer 24A in the second system 20A. Therefore, by the
control of the watchdog tinmer 24A, the slave CPU 21A
and the peripheral circuit 22A are reset. The watchdog
timer 24A resets the slave CPU 21A and the periphera
circuit 22A in case that operational anonmaly of the
by the|weatehdgBUt2tAr hedh beeredetestigoal Rk trhputipadchsen the
that the operational anonmaly of the slave CPU 21A has
watchdiget idet ectreds byl viemet wathehdalr dame £imeg £ 4Rain ddet second
signal R2 outputted fromthe watchdog timer 24A is
systejiacen Tletdfereatiohddyg conmerol X d¢het etfhdast tdpst ediA,
10A. Therefore, by the control of the watchdog tiner
the sifA; drve2masted €RU fkrApardal heirqerti glRér akecresal t
12A are reset. Thus, in case that the watchdog tiner
14Ae ovat igaspt cheeg MpmerseR4Athasstletect®d 21 and the
anomaly in either CPU, the entire systens are reset.
peripardingixciit casant hade ther aperat yohds ahesnl et edteedl ave
the master CPU 11A the master CPU 11A outputs a KILL
cru 254 4Rl bKdnt @ddtd edvatchidegrt | terca2Arhhn thd speastiolyl
the control of the watchdog tinmer 24A, the second
anomaﬁy%tfem;géaegt@iﬁZiﬁﬁaé@&ﬁim st et ereduytiher wat@yidgh’eimer
reset signal R2 outputted fromthe watchdog tinmer 24A,
24a, d hesedf 'sriéﬁa§¥§§tcﬁmplﬂ(%tb85ﬁlofm hSQaesh@ly theer egatis given
state. In case that the anomaly has been detected in

to thd n?ar?éh@% CRLRTAR of Nens| Ve + CRLL 24 104l putirse @ tBkb | by
si gnal to the watchdog timer 14A. In this case, by

the c(tnblgfocio er e %aéﬁgoﬁﬁéﬁl&oqm Mehe AL khepd 1118 and the

system 10A enters the reset state. Further, by the

peripf:lg)_sg_{ csjjr%?ﬂlt BEA Al reset.

Thus, in case that the watchdog timer 14A or the watchdog timer
24A has detected the anomaly in either CPU, the entire systems are
reset.

Further, in case that the anomaly has been detected in the
master CPU 113, the master CPU 11A outputs a KILL signal Kl to the
watchdog timer 24A. In this case, by the control of the watchdog
timer 24A, the second system 20A enters the reset state. Further,
by the reset signal R2 outputted from the watchdog timer 24A, the
first system 10 itself also enter the reset state.

In case that the anomaly has been detected in the slave CPU 214,
the slave CPU 21A outputs a KILL signal K2 to the watchdog timer 14A.
In this case, by the control of the watchdog timer 14A, the first

system 10A enters the reset state. Further, by the reset signal R1
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rout putted fromthe watchdog tinmer 14A, the second
system 20A itself also enters the reset state. As
descri bed above, in the third enbodinent, simlarly to
the <case in the first enbodi nent, in case that any
anomaly has been detected in either of the first
system 10A and the second system 20A, the entire
systens are rest, and there is no fear that th
Outpuféjfefdoﬁé@m§hed‘a%t‘a:ﬁd§gomﬂkﬁﬁ 16 tthe seay ébjﬁ?*ﬁﬁé’ﬁf* Yrself
side. Therefore, precise failsafe can be executed in
also Qﬂﬁ?@mﬁhﬁersygte#§¢eFurther, since the entire systens
are released fromthe reset state, the nor nal
i bF tdeglcir 2aed olvodtt ém e théréasbogineriserifakpply to the
realized. In the third enbodi nent, the KILL signal Kl
case amdchehefiresernbpgimint, Rznrmysmtlmﬁ tared anSehy t prs been
constitution is applied to a case where it is thought
detectdmnin aijhenrtdietbadimby softehd Odezohihs yastcont 20/ tafti <H
is the slave side systemis detected in the first
the emg)stem=t@Aswite tebs, tahe Pesteels i easydibbnihg prigneous
enough, wi thout resetting the entire systens, that
data idheukpusttsysteemi20A spnpnehify 4k .hohenforem pfetihe
anomaly of the second system 20A and can cut off the
failsd@ad aaqaWpuketarédanf tied dnt etlisgeenins 1 Fudehet n stibhcs the
case, in case that the watchdog tiner 24A has detected
entird NeyoOEGWH r eR€erofeddrl anamml yhd Nnrédrer secard syist emormal
20A, only the second system 20A is reset but the
initifl 1At i9¥SteMe108hd SrdlRklaseeset reddierRfobe, repIDESESI NQ
using the first system 10A can be continued, and the
nehithicCatirdnediaikber Nest k3Y.5se@his Ko tHede sdtNs 1 sl
case, by processing of the master CPU 10A, the data
R2 maPWdWnilt@dhe field 18

Such the constitution is applied to a case where it is thought
that: when the anomaly of the second system 20A which is the slave
side system is detected in the first system 10A which is the master
side system, it is enough, without resetting the entire systems, that
the first system 10A can notify the host system of the anomaly of
the second system 20A and can cut off the data output to the field
equipment 1 side.

in this case, in case that the watchdog timer 24A has detected
the occurrence of the anomaly in the second system 203, only the second
system 20A is reset bﬁt the first system 104 is not reset. Therefore,
processing using the first system 10A can be continued, and the
notification for the host system is permitfed. In this ‘case, by

processing of the master CPU 10A, the data output to the field
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requi pnment 1 side is off and the data output is
obstructed Al so under such the constitution, in case
that the anomaly is produced in the first system 10A,
the anomaly detection by the watchdog tinmer 14A or
the anomaly detection by the second system 20A work
effectively. In this case, the entire systens
including the first system 10A are reset, and there
equipnenthd fdde fhHapfEravthddivs dataf o Rt dF i®s§rvehefo t he
field equi pnent 1 side. Accordingly, the precise
f Al Feadfdeganupt BRrecifitted iERt it ent cpeesiiileride anomaly
Fourth enbodinment Fig. 7 is a block diagram show ng a
is prodswmd protledurie sitnsgpten iy nhbe cinprdeedstegf ton by the
system.in a fourth enbodi nent The information
watchgrotenst Aghsysttém dronaiy dotaathd cantio dhrerrcondssystem 20A
conposed of a first system 30, a second system 40, and
work ef fidvitridtelgystlamtbOs whassh ithel exfel tehsivsteRt) snclasiishohne
in Fig. 7, the first system 30 includes a master CPU
first 3dy=inoh dORateckdogseét mernB4heEar ttheny fher seedn@drsyseens
40 includes a slave CPU 41 and a wat chdog tiner 44,
informdtdi drhd st Biveh systtem 50eldcdaudesenta Slsavie . CREBrdandly,
wat chdog tinmer 54. In the fourth enbodi nent, the
the piedtdelatpitlisa®e 34niive tdieeduitest insyisd emt3Geoutyptitss a
reset signal Rl, and the reset signal Rl resets the
Fourtlsesthisyesicem 40 and the third system 50. The wat chdog
timer. 44 in the second system 40 out puts-a reset
sikrggal 7R2s andh ddre diageim signaly B2reesetsrddiivker st an
system 30. The watchdog tiner 54 in the third system
informf: MK PHoTedsha§etyStgnaln B3 roanththdesehtsi gnal R3
resets the first system 30. 19
The information processing system in the fourth embodiment

is composed of a first system 30, & second system 40, and a third
system 50 which include their CPU’s.

As shown in Fig. 7, the first system 30 includes a master CPU
31 and a watchdog timer 34. Further, the second system 40 includes
a slave CPU 41 and a watchdog timer 44; and the third system 50 includes
a slave CPU 51 and a watchdog timer 54.

In the fourth embodiment, the watchdog timer 34 in the first
system 30 outputs a reset signal Rl, and the reset signal Rl resets
the second system 40 and the third system 50. The watchdog timer
44 in the second system 40 outputs a reset signal R2, and the reset
signal R2 resets the first system 30. The watchdog timer 54 in the
third system 50 outputs a reset signal R3, and the reset signal R3

resets the first system 30.
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‘Further, the master CPU 31 in the first system 30
outputs a KILL signhal KI, and the KILL signalKl
resets the second system40 and the third system 50.
The slave CPU 41 in the second system 40 outputs a
KILL signal K2, and the KILL signal K2 resets the
first system 30. The slave CPU 51 in the third system
50 outputs a KILL signal K3, and the KILL signal K3
riaggther, heh¢ imesttesySPemM3an the thasftoays erefodrpts 2
the first system 30 and the second system 40 nonitor
KILL stibeht HEnomabi g% miLdatignalakd réectd the syatremsgotemntd
the third system 50 nonitor their anomalies nutually.
and thidetlebyq syisttemot@ur Feacelafe GRBAL yin shsusetonddeveterdid
Thus, by adopting the nutual nonitoring constitution
outputhe tWeEl tdigynadskey LRUtarndKekk [visinavek2 GRigets theufirst
perform ng communi cati on between the slave CPU s,
systemanonmalmhe Blalré athe 5sysi ene thirdesacenr a0 elutpdetest €L L
Accordingly, it is possible to avoid difficulty on
signalMXRNt bRG €ReskELIDsilbhel EANpdd«at athec@imuhi s@dtia@n.3d.n
response to a property required for the informtion
P 9 G8SS EMgr 9y Shbal iapr, Ophé afialsy, s{deent eseindathk Hycond
the reset signal or the IKLL signal nay be omtted,
syster@iolhghintesetnd unehbeam gy mbeua EXgCHhed Hay £ ot fielsystem 30
net hods. Fifth enbodinment Fig. 8 is a bl ock diagram
and trehomi fg s@sﬁaﬁltf)@fmohi:'ﬂEoﬁ Ofeadiirt BhbRd 1 <f mabuh TIPHL / D&t b,
unit to which an information processing system in a
the oct;hﬁéh@éf@@?dr{&ﬁ&ylﬁs appliPdetdbee LML IEBY SIS ngNthe

exanple of a unit which processes an input value
mutual AOMEE&4 fy o fieliOn HRAULRABMe dasidecht aBa each slave

downstream step and outputs a PV value (process 20
CPU, without performing communication between the slave CPU's,
anomaly in all the systems can be accurately detected. Accordingly,
it is possible to avoid difficulty on mounting caused by the
complicated communication.

In response to a property required for the information
processing system, appropriately, the reset path by the reset signal
or the IKLL signal may be omitted, or the reset function may be
executed by other methods.

Fifth embodiment

Fig. 8 is a block diagram showing a part of the constitution
of an input/output unit to which an information processing system
in a fifth embodiment is applied. The embodiment shows an example

of a unit which processes an input value inputted from a field

equipment. 1 side in a downstream step and outputs a PV value (process
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~wvalue) to a controller 2 side in an upstream step. As
shown in Fig. 8, the input/output unit includes a
master CPU 10B and a sl ave CPU 20B, and each of them
executes the sanme processing independently. Further,
the CPU 10B and the CPU 20B execute di agnostic of
peripheral circuits nmounted around their CPU s
respectively. As shown in Fig. 8, an input value from
valuelt h® fa ebdtegqUiqmentsidé is amputstreeougherRn i nput part
71 and an input buffer 72 to the master CPU 10B. A
pe¢ | Plremnalinciircuit e ampuhdottrertimaster iigRYde@Ba naster
di agnosed by a diagnostic circuit 75. Further, a
cPU 16 Gl soulputterl Fommatide eknpubf bidddrerexp2uiss i Hputsame
into the diagnostic circuit 75, and the presence and
proceéﬁﬁﬂ%ﬂQ&d@ﬁeﬁﬂﬁﬂﬂﬂyy I puttieersi ghel ciry dbrgandetdhe dHiE 20B
presence and absence of anomaly in the periphera
executd ACMhtostb.c o APEr ihieprespnaa tanthahsanoeuall @rdredBu’ s
in the signal outputted from the input buffer 72 are
respedtipd1 1.0 the master CPU | OB as diagnostic information
fromthe diagnostic circuit 75. Simlarly, the same
| APUtL MR e ﬁféUﬂBEhgnfiﬁﬂdi UL MBI Ehel Sid1RPYEuipent
through the input part 71 and an input buffer 73 into
is 4 24 2QBut Avder hphgk@larfiiheUt tbdfraar gundo t free
Las §ﬁ§$g§E%%§§gE i's Eaié\%nosed by a diagnostic circuit

Fupkhen, & signah eutpuid 6d af&eHm the hapuwr bebf eos
'maSteggﬁ}s I nput ?n%%?the di agnostic %ircuit 77, and the

is dia ESéS@%gdaaﬁga Qe A AROR yE‘ﬂn@tﬁé}e, §i5961@£l ioﬁtputted
I'agnosed. ~The presence and absence of anonaly in the

from pheral,, g d,.cubt ig6inptﬁnQn{zg'etkM eseRresad ahsaneers,
of anomaly 1n the signal outputted from the input

and trgaﬁ;%%éex?ée 08 DUt 9 thensh 8us, CRY 20351 Sliadgastie.

The presence and ab;ence of anomaly in the peripheral circuit 74,

and the presence and absence of anomaly in the signal outputted from

the ‘input buffer 72 are input to the master CPU 10B as diagnostic

information from the diagnostic circuit 75.

Similarly, the same input value from the field equipment 1
is input through the input part 71 and an input buffer 73 into the
slave CPU 20B. A peripheral circuit 76 around the slave CPU 20B is
diaénosed by a diagnostic circuit 77. Fﬁrther, a signal outputted
from the input buffer 73 is input into the diagnostic clrecuit 77,
and the presence and absence of anomaly in the signal is diagnosed.
The presence and absence of anomaly in the peripheral circuit 76,

and the presence and absence of anomaly in the signal outputted from

the input buffer 73 are input to the slave CPU 20B as diagnostic
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~information fromthe diagnostic circuit 77. As shown
in Fig. 8 the nmaster CPU I OB includes a PV val ue
processing part 11B which executes arithnetic
processing for the value inputted through the input
buffer 72 and converts the input value into a PV
val ue (process value) of format which is processable
in an upstream step on the controller 2 side, and a
informgitagmostiw pae tdiamPBsHAFchleXEdut’ds detection and
judgnent of anomaly upon reception of the di.agnhostic
i b orimat on FEom & hahdi Banost iCEUCPRutRCsiesng FV value
generates a status that is a diagnostic result.
procedaimgherytt hiB ndsichr e@PUUOB Jrichugbsc PrsmTinre aton e
bl ock 13B for executing comuni cation with the sl ave
value GRgu208d ancbwhcbbe irgertebaffon Warnd 14 iiiteh thedsnRit
CRC (Cyclic Redundancy Check) code and update counter
value i@tbhe PRPWasaleu ¢prane ssheastedt 08 Lorprt hvdricht he pPeogees TPY
20B i ncludes a PV val ue processing part 21B which
in an Q¥EEHEAS sakbt hiehiccproeddsiry sfide, tarel wallimyriasgicteart
through the input buffer 73 and converts the input
12B wiMahUsxd Aite sadMectdahlend pudgesst wél aremadly diprmae el &
is processable in an upstream step on the controller
of thd Sififosand anfha@Roshi Craarthe? 2Raghbshi @xecgties 75 and
detection and judgnent of anonmaly upon reception of
generdfi€s Ui agREsLI €hat NfOrTRiiiaghokt DM tdmldi.agnost i ¢
circuit 77 and generates a status that is a
di:agpest | GHeeatkier Rttt hep, ihdruddsave ctituh20Btinel btlesk
a comuni cation block 23B for executing comruni cation
138 M ke ARURkuEPEL 0B, wvaBd ths edave ganerai] omdar tode
24B whi ch adds a CRC (Cyclic Redundancy Check) code

generg‘%ryng:el@OUﬂiér{ AastherBPViraliue eadliidiecst aidtsk) 22de
and update counter to the PV value and the status.

Further, the‘slave CPU 20B includes a PV value processing part
71B which executes arithmetic processing for the value inputted
through the input buffer 73 and converts the input value into a PV
value (process value) of format which is processable in an upstream
stqponthecontroller2side,andacﬁagnosticpart228whichex§cutes
detection and judgment of anomaly upon reception of the diagnostic
information from the diagnostic circuit 77 and generates a status
that is a diagnostic result.

Further, the slave CPU 20B includes a communication block 23B
for executing communication with the master CPU 10B, and a code
generation part 24B which adds a CRC (Cyclic Redundancy Check) code

and update counter to the PV value and the status.
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" :Next, the operation of this unit will be descri bed.
The master CPU 10B conpares the status generated by
the diagnostic part 12B with the status which is
generated by the diagnostic part 24B in the slave CPU
20 and acquired through the comunication by the
communi cation bl ock 23B and the communi cation bl ock
13B in an equalization part 15B, and equalizes their
sNatusethe chveatéquabf Adtisomnifsvpkbdessiergribed-
equalizing the status treated in the nmaster CPU | OB
amtet hess¢at OBU t | @At edndareshdhs| aretTPUIOBratetheby the
equal i zation part 15B generates OR infornmation of the
diagnsd@tcauspartNargd ywitdbhe-hequdlaitrat kbhcipats EB:rifectdue the
that either status indicates anomaly, changes the
diagn@dtier peirat Ussi it cclee slavasCRhiZth andkesquinesd amgraply, the
and delivers its changed status to the code generation
commupBédt ib4Boy Athed esmmirbiet tiaheslodyy 2perdror thagdrrenication
simlar processing also in the slave CPU 20B, the
blockSlzatl Us ahreptad zbnibheamrastse, SRU40811 andthdéer sttatuses.
treated in the slave CPU 20B are equalized. The PV
The “d@ldig zgenehatiedpidcd 18 Ve valdiRapt 006 SiHegs parnts tiBated
iS given to the code generation part 14B. However, in
in thE€asgtkhatet heyp ap@NBley sehted alrestbasibeer deiectort o0B.
the basis of the processing in the equalization part
The e&é&ii%&yiohnﬁﬁftcﬁ5ﬂ3BSné%éﬁéﬁ bR iREOnheoa06e the status.
generation part 14B is cut off by a cutoff part 16B_
NamelghethquQQngéﬂﬂdHTﬁ%%&t1%%5 ganelatesrartCREreede s@Atus
he basis of the input PV value and the status

indicgggggﬁgﬁglpyckgﬁ$§99ﬁ¢B%ﬁgfgﬁatﬁ§ﬁht$555tgﬂﬁihﬁidltakes

every tinme new PV value and status are input, the

its afQde QeNes 419 Paril 148, L est i€ o Catntc AN MRE er a6

generates a code obtai ned by addi ng the updated count
part {%Hﬁbeﬁsté%éﬁ@%bé%«ié%%g?'by'gérforming the similar processing
also in the slave CPU 20B, the status treated in the master CPU 10B
and the status treated in the slave CPﬁ 20B are equalized.

The PV value generated in the PV value processing part 11B
is given to the code generation part 14B. However, in case that the
anomaly of status has been detected on the basis of the processing
in the equalization part 15B, the input of the PV value into the code
generation part 14B is cut off by a cutoff part 16B.

The code generation part 14B generates a CRC code on the basis
of the input PV value and the status generated by the egualization
éart 15B. Further, every time new PV value and status are input,

the code generation part 14B updates the count number, and generates

a code obtained by adding the updated count number to the CRC code.
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+The code generation part 14B, by adding the thus
generated code to the PV value and the status,
generates a frame conposed of the PV value, the
status, the CRC code and the count nunmber. The count
nunber increases every tinme the PV value and the
status are updated. The franme simlar to the frane
created by the code generation part 14B is ener at ed
The coglenpergtatisy BaEbde ByehEratdion E%‘? tEFRIPRE RIS EPATEC
CPU 20B, and their franes are ac red through
the PWomiuni eed itde SBytihe ISORFBRPE A qt&ﬁmm 6?%’%81 ShdtrheEY
conmuni cation block 138. The franme created by the
value cbige sgehet athoARParre BB the et EePaf-t hThhee ity Ritfber
created by the code generation part 24B by a
incregorpaviesyntpaget thel 7Y, viedueagedti Usd u€oapar PRGH 95ar t
17B detects di sagreenent between the both franmes, it
| Dolg @s-atmh es idiisagr eerrbat £ znrorned oAby @@s@@d%é&nﬁmmon
by performng the simlar processing in the slave CPU
part 12B8Bis eachrated kémidsty bERUCPOB sactreiéosimrs CRULR0Be
collates its own processing result with the other
slave MPOCESS, Rdr eselt frandsjadgesquithed dhsagoeamsmunication
between their results abnormal. In case that all the
by theptaaRgsicagibn Hlbe knBd end CPY dfBuaridathen dllavk ICBU 20B:
are nornmal, the collation by the conparison part 17B
frame [@S4kES by t2Qr eeaenfenketwben patrtel bdtis trabeised Wheh the
frame generated by the code generation part 14B is
frame UHPHEG B tHR eUdPUerpaitidB dartaniBpst keasmsiEipon part
However, i1n case that the conparison part 17B detects
17B. (e dissagheenent bekyeersdrheabet h78r agesctaArd siabrésment
judged that anomaly is produced, a cutoff part 18B
betwelWlihe BbEnt hearist, put Qladdie theagBsadndcdhRerk, aldSormal. As
described later, in case that the conparison part 27B
descridkd Ij.gtéjr,avc%/ gggfg%r%eﬁ:ﬁ@té:’iﬂih%r gflocessing in the slave

CPU 20B, each of the master CPU 10B and the slave CPU 20B collates
its own processing result with the other processing result, and judges-
the disagreement between their results abnormal. In case that all
the processing in the master CPU 10B and the slave CPU 20B are normal,
the collation by the compariscn part 17B results in agreement between
the both frames.

The frame generated by the code generation part 14B is output
to an output part 78 in an upstream step.. However, in case that the
comparison part 17B detects the disagreement between the both-frames
and it is judged thaf anomaly is produced, a cutoff part 18B cuts
off the output of the frame. Further, as described later; in case

that the comparison part 27B in the slave CPU 20B detects the
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I -- di sagreenment between the both
frames, the output of the frane is obstructed by a
KILL signal K. On the other hand, the slave CPU 20B
conpares the status generated by the diagnostic part
22B with the status which is generated by the
di agnostic part 14B in the master CPU 10 and acquired
t hrough the communi cation by the comruni cation bl ock
disagns@eatd beheeer oihtuiiotht Forndgl.othe28BEPWE gof the frame is
equal i zation part 25B, and equalizes their statuses.
obstrifeedduale ¥Kablhowigart K25B generates OR i nformation of
the status. Nanely, the equalization part 25B, in case
t fat theét herer dtaatdus thrdisdavesCEMON yGorgldargeshehetatus
other status into a status which takes its anomaly,
generairet def | ver sdidgnosttatupatd £he gode geaesatten wiphgh is
24B. A PV val ue generated in a PV val ue processing
generfasd b2 TBeidiaginvenic part e Bcodehganetat iCOH Phnhd 248uired
However, in case that the anomaly of status has been
throudletiget edmanni e ikasivy ofhet bempindeasseéngeidtid NSB and the
equal i zation part 25B, the input of the PV value into
commut NEatGeGeL1 ganenat i vmnpagha PR tisnCpdriobebyamd cutafiizes
part 26B. The code generation part 24B generates a CRC
their G@G€uO8s | henbasiimliekt i fie paRpUls PYeNatdte: a0l idfrmation
status generated by the equalization part 25B.
of theFUAhRr, @MY, tiHE=qew iRVt Vah parandsstiaf dssatRat BRbher
the code generation part 24B updates the count nunber,
statudRHq98Nes AL 8shna 1& , CaE81gRBIRNAGhLYs @ddisnth e st Reat 88ich
count nunber to the CRC code. The code generation
takes PAd a%éﬁaw%; ARduadi thes tihus sgenes aledneodsid Qenkher BY
val ue and the status, generates a frane conposed of
part 34¢ PV value, the status, the CRC code and the count
nunber. The count nunber

A PV value generated in a PV value processing part 21R is given
to the code generation part 24B. However, in case that the anomaly
of st-atus has been detected on the basis of the processing in the
equalization part 25B, the input of the PV walue into the code
generation part 24B is cut off by a cutoff part 26B.

The code generation part 24B generates a CRC code on the basis
of the input PV value and the status generated by the egualization
part 25B. Further, every time new PV value and status are input,
the code generation part 24B updates the count number, and generates
a code obtained by adding the updated count number to the CRC code.
The code generation part 24B, by adding the thus generated code to
the PV value and the status, generates a frame comiaosed of the PV

value, the status, the CRC code and the count number. The count number
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©:25 17 increases every tine the PV value and the status
are updated. The franme created by the code generation
part 24B is collated by a conparison part 27B with
the frame simlarly created by the code generation
part 14B in the master CPU 10B and acquired through
the communication by the comunication bl ock 13B and
t he communi cation block 23B. In case that the
1ncreemﬁaaﬁmeg0’n tpret th P erdees 20f skt edivdie 2bet Wedt e
both frames, it judges the disagreenent abnormal. In
catles tfiramne tdtt@ad;@miafr tlproparaene 7Rt Hat Bars 2tihel s collated
di sagreenent between the franmes, the conparison part
by a c2mBaoidquupsria 2KBLWitéi gralfrake Séméllgfrlbe@rtah@f%bgﬁdlle tede
‘the master CPU 10B. In this case, the master CPU | OB
generasidropeed| y4F esethbynasiierKERY 19Bgard akguaned tterogghptipe
of a new frane to the output part 78 is obstructed.
commud hestefoor By tiHe chbsmpeossitioe boqr @3BrEnd ke eramome@égstion
data from being output to the output part 78. In case
blocktiat tihecesd pubt tehetdhepaut pot ppat t27B&dtscvbstirasetredpent
count nunber updation is stopped. Therefore, in the
betwedPSthL V3L epamet, ait afirigest age &1 oigddemeant puhopaat .
78, by only referring to the count nunber, it can be
r g0 Z elat Mt @uRut soh pid’iftOImt:ileﬁéchaﬁhe beieragreement
stopped. As described above, in the fifth enbodi ment,
betwebR QASErhRal, 1He CRPRAIISORaRaArt7R dhthass d@tmﬂeélghm
di sagreenent between the frames, the master CPU | OB

-k, anhSgiwLedlysigsel Ry rhhendddds S:'Pgnﬁth K oHtputd ethsef r ene
the conparison part 27B. In the fifth enbodiment, in

nasteb @S {8 < fchﬁfe%lg Sr 2B ¥ hk KR0S es&i NG, Qafndthﬁe output
mast er CPU | e conparison

of a new frame to the output part 78 is obstructed. Therefore, it

is possible to prevent the erroneous data from being output to the

output part 78.

In case that the output to the output part 78 is obstructed,
count number updation is stopped. Therefore, in the upstream step
of a later stage from the output part 78, by only referring to the
count number, it can be recognized that output of information has
been stopped.

As described above, in the fifth embodiment, in case that the
comparison part 27B has detected the disagreement between the frames,
the master CPU 10B is forcedly reset by the KILL signal K outputted
from the comparison part 27B. In the fifth embodiment, in case that

there is anomaly in processing of the master CPU 10B, the comparison

part 27B detects the disagreement between the frames. Therefore,
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‘:.part 27B detects the disagreement between the frames.
Therefore, 26 in the abnormal tinme of the master CPU
10B, the master CPU 10B is reset by the KILL signa
K, so that there is no fear that the erroneous
information is output to the host system Accordingly,
the system as a whole can execute the precise
fail safe. The range to which the present invention is,

in themyincadgal st ofl theteaptes CRE HHovéhenpadfigfeEy. LOB 1s
Further, the invention can be wdely applied to not
reset pglyhet kELIsatenyl ysroehafuthalsds an fasfrokmdt Hom erroneous
processi ng system which treats various infornation.
informdtiiorappl dwatitohoi sherhiset rFtIapaneserPanghy, the system
Application (No. 2005-016675) filed on January, 2005,
as a tvheleantreriscofewhie lpracd shefei hsafecor porat ed by
reference. 27 Clains 1. An information processing
syatemipy itogwaith rigte geesert amdreatsenons amiiied whi et
execute the sane processing respectively, said system
limit&€OHNPF itHeNGboge Cab@timegtaearsinthiech tiod | Atwntdanacan be
between the first device and the second device, and
widely Ug@esean@maby cshgnHeheseetlabasase bun aliccagriedoenttion
wi.th each other; an anomaly detecting neans which
proce8el @ets, ARl ahi oRat r&ilay icoé ihesseadpd.devi ce
i ndependently of the collating neans; and a reset
means aMpiichat esets dhed ok Shpdeyi< eanad: Bhpl secarth (No.
device in case where the operational anomaly of the
2005-6666N gevdLen JRasabeenods) estad hynt e rAROMY Yre herein
det ecti ng neans,

incorporated by reference.
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:wherein the first device functions as a device for
executing a predeterm ned information processing and
the second device functions as a device for detecting
anomal y, wherein the collating nmeans is provided in
the first device, and when the anomaly has been
judged by the collating neans, the first device and
the second device are reset by the reset neans. 2. The
i nformati on processing systemaccording to Caiml1,
wherein the anomaly det¥étfng nmeans is a wat chdog

t i mem’nf Orfor@at fodr priges o8y aysteim Bivinges Feeondedrd ard

= secing WIS JRLL OBl GREP R AL EER PR Dt
syste\foperat@9dseparate CPUs. 4. An information

pr eces sitiggmeishe dimhan icBl! s daia envieer thRdiasseeonde

Vi [ .exe e. S I [ re ctively,
P e T
disageqefpseh Y11é eR¢¥sOtHRYI ce and t he second device, and

, ] uglgisRgnanonat sctihg ebhe @i dRldR taEEs bPefhtSRGEETRRA LY
i t eac er; f ct.i ratiqna
ot eifl UhepSRbodb0 UracBeleihaf of SO I ARG A
dag ar 561t| mednen vhipdd rgssteghef £ *@e’,?eldffﬁf&f tehe Fhe gecond
devi&@VinC CadNGhtRe tHeCahdadeyhLe anbRaBASE WRLEechRE® device

has %’é’%r aLionaly ?”Q{L%' YnSlaii g 80600d device has been
stecred in Phe St 8P BT Ydetecti'Ag Oparati onal anonal y,
wheriaint e first defeidecBuiqbiens Gitsa dsvace dpircexdayring
a pr¥ecsihitgd anpsasatiehMpRededdihgr NBid Ahedr £6R%81 RYv2LE
sunci i Segond devl oe. 28.JNBGLi QNR.05, 2 device for
etecti ng anonaly,

wherein the collating means is provided in the first device,
and when the anomaly has been judged by the collating means, the first
device and the second device are reset by the reset means.

2. The information processing system according te Claim 1,
wherein the anomaly detecting means is a watchdog timer for monitoring
operation of the second device.

3. The information processing system according to Claim 1 or
2, wherein the first device and the second device are separate CPU's.

4. An information processing method having a first device and
a second device which execute the same processing respectively, said
method comprising:

a step of collating data between the first device and the second
device, and judging anomaly when these data are in disagreement with
each other;

a step of detecting operational anomaly of the second device
independently of the data collation; and

a step of resetting the first device and the second device
in case where the operational anomaly of the second device has been
detected in the step of detecting operational anomaly,

wherein the first device functions as a device for executing

a predetermined information processing and the second device
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:wherein the step of judging the anomaly is perforned
in the first device, and when the anomaly has been
judged in the step of judging the anomaly, the first
devi ce and the second device are reset. 29

functions as a device for detecting anomaly,
wherein the step of judging the anomaly is performed in the
first device, and when the anomaly has been judged in the step of

judging the anomaly, the first device and the second device are reset.
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