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A client device encrypts a transaction including a S401
smart contract, and sends the encrypted transaction to J
a first blockchain node, where code of the smart
contract includes a contract state indicated by a
privacy identifier

The first blockchain node decrypts the code of the
smart contract in the transaction, executes the code of S403
the smart contract in a trusted execution environment, J

uses a key to encrypt the contract state indicated by
the privacy identifier, and writes the encrypted
contract state to a database

FIG. 4
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A first blockchain node receives an encrypted
transaction including a smart contract, where code of
the smart contract includes a contract state indicated

by a privacy identifier

S501
v

The first blockchain node decrypts the code of the
smart contract in the transaction

S503
v

The first blockchain node executes the decrypted code
of the smart contract in a trusted execution
environment, uses a key to encrypt the contract state
indicated by the privacy identifier, and writes the
encrypted contract state to a database
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v
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