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What Is Claimed Is:

1. A computer executed method, comprising:

receiving, by an application executing on a terminal device, an application
key comprising at least a service key from a management server of the
application;

forwarding the application key to a management server of a shared
security application residing in a secure element in the terminal device, thereby
facilitating the management server of the shared security application to deliver the
application key to the shared security application; and

invoking, by the application, the application key stored in the shared
security application to perform services associated with the application, wherein
the application key is isolated from other application keys associated with other

applications stored in the shared security application.

2. The method according to claim 1, wherein the application key
further comprises a communication security protection key, and wherein the
method further comprises:

encrypting, by the application, service data associated with the services
using the communication security protection key; and

sending the encrypted service data to the shared security application.

3. The method according to claim 2, further comprising:

decrypting, by the shared security application, the encrypted service data;

processing, by the shared security application, the service data using the
service key;

encrypting, by the shared security application, the processed service data

using the communication security protection key; and
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returning, by the shared security application, the encrypted processed

service data to the application.

4. The method according to claim 1, wherein receiving the
application key from the management server of the application comprises
receiving the application key that is encrypted by the management server of the
application using a public key of the management server of the shared security
application, and wherein the public key of the management server of the shared
security application is distributed to the management server of the application by

the management server of the shared security application.

5. The method according to claim 4, wherein forwarding the
application key comprises:

invoking, by the application, a corresponding interface provided by a
shared security application proxy on the terminal device external of the secure
element;

sending, by the application via the corresponding interface and the
security application proxy, the encrypted application key to the management
server of the shared security application;

performing, by the management server of the shared security application,
decryption using a private key corresponding to the public key to obtain the
application key; and

delivering, by the management server of the shared security application,

the application key to the shared security application in the secure element.

6. The method according to claim 5, wherein the shared security
application proxy is executed in a rich execution environment or a trusted

execution environment of the terminal device.
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7. The method according to claim 5, wherein the public key and the
private key of the management server of the shared security application form an
asymmetric key pair, and wherein an encryption or decryption operation based on
the asymmetric key pair comprises one of the following operations: Rivest-
Shamir-Adleman (RSA), Elgamal, knapsack, Rabin, Diffie-Hellman (D-H), and
elliptic-curve cryptography (ECC).

8. The method according to claim 1, wherein the application is
executed in a rich execution environment or a trusted execution environment of

the terminal device.

9. A computer system, comprising:

a processer;

a storage device coupled to the processor and storing instructions, which
when executed by the processor cause the processor to perform a method, the
method comprising:

receiving, by an application executing on a terminal device, an
application key comprising at least a service key from a management
server of the application;

forwarding the application key to a management server of a shared
security application residing in a secure element in the terminal device,
thereby facilitating the management server of the shared security
application to deliver the application key to the shared security
application; and

invoking, by the application, the application key stored in the
shared security application to perform services associated with the

application, wherein the application key is isolated from other application
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keys associated with other applications stored in the shared security

application.

10. The computer system according to claim 9, wherein the application
key further comprises a communication security protection key, and wherein the
method further comprises:

encrypting, by the application, service data associated with the services
using the communication security protection key; and

sending the encrypted service data to the shared security application.

11. The computer system according to claim 10, wherein the method
further comprises:

decrypting, by the shared security application, the encrypted service data;

processing, by the shared security application, the service data using the
service key;

encrypting, by the shared security application, the processed service data
using the communication security protection key; and

returning, by the shared security application, the encrypted processed

service data to the application.

12. The computer system according to claim 9, wherein receiving the
application key from the management server of the application comprises
receiving the application key that is encrypted by the management server of the
application using a public key of the management server of the shared security
application, and wherein the public key of the management server of the shared
security application is distributed to the management server of the application by

the management server of the shared security application.
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13. The computer system according to claim 12, wherein forwarding
the application key comprises:

invoking, by the application, a corresponding interface provided by a
shared security application proxy on the terminal device external of the secure
element;

sending, by the application via the corresponding interface and the
security application proxy, the encrypted application key to the management
server of the shared security application;

performing, by the management server of the shared security application,
decryption using a private key corresponding to the public key to obtain the
application key; and

delivering, by the management server of the shared security application,

the application key to the shared security application in the secure element.

14. The computer system according to claim 13, wherein the shared
security application proxy is executed in a rich execution environment or a trusted

execution environment of the terminal device.

15. The computer system according to claim 13, wherein the public
key and the private key of the management server of the shared security
application form an asymmetric key pair, and wherein an encryption or decryption
operation based on the asymmetric key pair comprises one of the following
operations: Rivest-Shamir-Adleman (RSA), Elgamal, knapsack, Rabin, Diffie-
Hellman (D-H), and elliptic-curve cryptography (ECC).

16. The computer system according to claim 9, wherein the application
is executed in a rich execution environment or a trusted execution environment of

the terminal device.
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17. A non-transitory computer-readable storage medium storing
instructions that when executed by a computer cause the computer to perform a
method, the method comprising:

receiving, by an application executing on a terminal device, an application
key comprising at least a service key from a management server of the
application;

forwarding the application key to a management server of a shared
security application residing in a secure element in the terminal device, thereby
facilitating the management server of the shared security application to deliver the
application key to the shared security application; and

invoking, by the application, the application key stored in the shared
security application to perform services associated with the application, wherein
the application key is isolated from other application keys associated with other

applications stored in the shared security application.

18. The non-transitory computer-readable storage medium according
to claim 17, wherein the application key further comprises a communication
security protection key, and wherein the method further comprises:

encrypting, by the application, service data associated with the services
using the communication security protection key; and

sending the encrypted service data to the shared security application.

19. The non-transitory computer-readable storage medium according
to claim 18, wherein the method further comprises:

decrypting, by the shared security application, the encrypted service data;

processing, by the shared security application, the service data using the
service key;

encrypting, by the shared security application, the processed service data
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using the communication security protection key; and
returning, by the shared security application, the encrypted processed

service data to the application.

20. The non-transitory computer-readable storage medium according
to claim 17, wherein receiving the application key from the management server of
the application comprises receiving the application key that is encrypted by the
management server of the application using a public key of the management
server of the shared security application, and wherein the public key of the
management server of the shared security application is distributed to the
management server of the application by the management server of the shared

security application.

21. The non-transitory computer-readable storage medium according
to claim 20, wherein forwarding the application key comprises:

invoking, by the application, a corresponding interface provided by a
shared security application proxy on the terminal device external of the secure
element;

sending, by the application via the corresponding interface and the
security application proxy, the encrypted application key to the management
server of the shared security application;

performing, by the management server of the shared security application,
decryption using a private key corresponding to the public key to obtain the
application key; and

delivering, by the management server of the shared security application,

the application key to the shared security application in the secure element.
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22. The non-transitory computer-readable storage medium according
to claim 21, wherein the shared security application proxy is executed in a rich

execution environment or a trusted execution environment of the terminal device.

23. The non-transitory computer-readable storage medium according
to claim 21, wherein the public key and the private key of the management server
of the shared security application form an asymmetric key pair, and wherein an
encryption or decryption operation based on the asymmetric key pair comprises
one of the following operations: Rivest-Shamir-Adleman (RSA), Elgamal,
knapsack, Rabin, Diffie-Hellman (D-H), and elliptic-curve cryptography (ECC).

24, The non-transitory computer-readable storage medium according
to claim 17, wherein the application is executed in a rich execution environment

or a trusted execution environment of the terminal device.
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