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SYSTEMS AND METHODS FOR USE IN AUTHENTICATING USERS 

IN CONNECTION WITH NETWORK TRANSACTIONS 

 

FIELD 

[0001] The present disclosure generally relates to systems and methods for use in 

authenticating users in connection with network transactions and, in particular, to systems and 

methods for use in providing authentication values for transactions by users, in connection with 

tokenization services, where the authentication values are based on authentication of the users 

and validation codes for cryptograms associated with the transactions.  

 

BACKGROUND 

[0002] This section provides background information related to the present disclosure 

which is not necessarily prior art. 

[0003] Payment account transactions typically involve payment accounts associated 

with consumers, where the payment accounts are used to fund purchases of one or more 

products.  In connection therewith, various mechanisms are often provided to inhibit and/or 

prevent fraudulent or unauthorized transactions.  For example, EMV technology has been 

employed where chips included in payment cards, used to perform the payment account 

transactions, cooperate with point-of-sale (POS) terminals to generate cryptograms for the 

transactions, which are then validated prior to approval of the transactions by issuers of the 

corresponding payment accounts (or by parties on behalf of the issuers).  While usually designed 

for card present transactions, EMV technology is suitable for use in online transactions as well. 

[0004] In addition to the above, payment networks also often provide enhanced 

authentication techniques, commonly referred to as 3-D Secure
TM 

protocol, which rely on 

merchant plug-ins, or MPIs, at merchants involved in the payment account transactions, and on 

access control servers, or ACSs, associated with the issuers.  The 3-D Secure
TM 

protocol is 

commonly employed for online transactions to permit cardholders to authenticate themselves 

when they are not physically present at the merchants, when performing the transactions.  As an 

example, Mastercard® provides the Mastercard SecureCode
TM

 service, which is based on the 3-

D Secure
TM 

protocol.  Within this service, authentication values (e.g., accountholder 

authentication values or AAVs, etc.) are generated by card issuers and include results of 

authentication.  These values are then placed into a particular field in authorization messages for 
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the underlying transactions, known as the universal cardholder authentication field, or UCAF.  In 

turn, this information is communicated to support the issuers in connection with payment 

authorization requests and to provide explicit evidence that authentication was completed by the 

issuers.  Other payment networks utilize similar authentication services, which are generally 

based on the 3-D Secure
TM 

protocol.  And, each of these services typically requires the 

merchants’ acquirers (or banks) to add the resulting authentication values into their standard 

authorization messages.  

 

DRAWINGS 

[0005] The drawings described herein are for illustrative purposes only of selected 

embodiments and not all possible implementations, and are not intended to limit the scope of the 

present disclosure: 

[0006] FIG. 1 illustrates an exemplary system for use in providing full accountholder 

authentication values (AAVs) for transactions, based on authentication of consumers in 

connection with the transactions and based on validation codes for associated cryptograms, and 

including one or more aspects of the present disclosure; 

[0007] FIG. 2 is a block diagram of an exemplary computing device that may be used 

in the system of FIG. 1;  

[0008] FIG. 3 illustrates an exemplary method that may be implemented via the 

system of FIG. 1 for use in providing a full AAV, including an issuer authentication value (IAV), 

for a transaction, based on authentication of a consumer; and 

[0009] FIG. 4 is a block diagram of an exemplary format of a full AAV, including an 

IAV, that may be used in connection with the system of FIG. 1 and/or the method of FIG. 3.  

[0010] Corresponding reference numerals indicate corresponding parts throughout 

the several views of the drawings. 

 

DETAILED DESCRIPTION 

[0011] Exemplary embodiments will now be described more fully with reference to 

the accompanying drawings.  The description and specific examples included herein are intended 

for purposes of illustration only and are not intended to limit the scope of the present disclosure. 
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[0012] Payment accounts are widely used by consumers to fund transactions for 

products at merchants (e.g., transactions for goods, services, etc.).  To avoid issues related to 

fraudulent and/or unauthorized transactions, issuers associated with the payment accounts and 

payment networks associated with processing the transactions often impose added authentication 

and validation techniques/services for the consumers initiating the transactions.  Traditionally, 

though, such authentication and validation techniques are only utilized in card-present 

transactions. 

[0013] With that said, the systems and methods herein uniquely permit different ones 

of the added authentication and validation techniques to be utilized for e-commerce transactions, 

which are more generally card-not-present, or CNP, transactions.  In particular herein, when an 

authentication request is received at a directory server for a given transaction, the directory 

server provides a token and (optionally) a cryptogram, as included in the request, to a digital 

service server, or DSS, which maps the token to a primary account number (PAN) associated 

with the corresponding payment account used in the transaction, and further either validates the 

cryptogram or stores it securely for later validation and generates a validation code.  The 

directory server then communicates the request (with the PAN) to an access control server, or 

ACS, which provides an Issuer Authentication Value (IAV) code for the transaction after 

authentication of the consumer initiating the transaction.  The IAV is then compiled into a full 

accountholder authentication value, or AAV, for the transaction, along with another cryptogram 

(e.g., a message authentication code (MAC), etc.), and is provided to the merchant for inclusion 

in an authorization request for the transaction at a specified location therein (e.g., at a universal 

cardholder authentication field, or UCAF, of the authorization request; etc.).  In connection with 

the authorization request, the payment network validates the cryptogram in the AAV, and based 

on such validation permits the transaction to proceed, or not.  In this manner, both the enhanced 

authentication provided through the ACS and the security provided by the cryptogram are 

imposed on the given transaction by the directory server (e.g., as part of the payment network 

involved in validating the cryptogram, etc.).   

[0014] FIG. 1 illustrates an exemplary system 100 for implementing a process that 

may be utilized for authenticating and verifying a consumer in connection with a transaction by 

the consumer, and which is consistent with the EMV® 3-D Secure
TM 

protocol /specification, for 

example.  It should be appreciated, however, that not all details of the EMV® 3-D Secure
TM 
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protocol /specification are discussed herein, since a complete detailed disclosure of such 

information may be readily understood by referencing the EMV® 3-D Secure
TM 

protocol/specification and or discussions thereof.  In addition, the illustrated system 100 includes 

a plurality of entities that interact with each other by exchanging multiple, specifically formatted 

messages over secure communication channels (e.g., as defined in the EMV® 3-D Secure
TM 

protocol/specification  (see, e.g., https://www.emvco.com/emv-technologies/3d-secure/), etc.).  

Accordingly, and as can be appreciated, the authentication illustrated in FIG. 1 is complex given 

the number and extent of entities, messages, and other requirements necessarily involved.  

[0015] In the illustrated embodiment, the system 100 includes a consumer 102 

associated with a payment account, where the payment account is issued to the consumer 102 by 

an issuer 104 and is useable by the consumer 102 to fund purchase transactions with one or more 

merchants (e.g., merchant 106, etc.).  The consumer 102 is also associated with a computing 

device 108, which is configured to access one or more virtual merchant locations.  The 

computing device 108 may include, for example, a tablet, a smartphone, a laptop, a desktop, or 

other device, which enables the consumer 102 to interact and/or communicate with the one or 

more merchants (e.g., via websites and/or network-based applications provided by the 

merchants, etc.).  Also, the computing device 108 includes a wallet application (not shown), 

which is configured to provide payment account credentials for the consumer’s payment account, 

for example, in connection with payment account transactions.  In this embodiment, the wallet 

application includes a virtual wallet application, which may include, without limitation, 

Masterpass® from Mastercard®, Apple Pay® from Apple®, Visa Checkout®, etc.  Upon 

installation and/or activation, the wallet application, and more generally, the computing device 

108, is provided with and/or provisioned with a public/private key pair or one or more symmetric 

keys for use as described below, to generate cryptograms per transaction performed by the 

consumer 102 using his/her payment account (through the wallet application).  The keys may be 

provided by a digital service server (DSS) (e.g., DSS 110, etc.), or a payment network (e.g., 

payment network 136, etc.), or otherwise, etc.  Details of the computing device 108 and other 

computing devices identified herein (e.g., servers, etc.) are described more fully below, with 

reference to FIG. 2.   

[0016] The merchant 106 in the system 100 includes, in this exemplary embodiment, 

a virtual merchant having a virtual merchant location, such as, for example, a website, a 



5 

network-based application, etc., which is accessible by the consumer 102 via the computing 

device 108.  The merchant virtual location may be managed and/or provided directly by the 

merchant 106, or by another entity on behalf of the merchant 106, etc. 

[0017] In general in the system 100, the consumer 102 has previously accessed 

and/or interacted with the merchant 106 at the virtual merchant location, whereby the merchant 

106 includes a profile for the consumer 102, which includes payment credentials for the 

consumer’s payment account.  In connection therewith, the merchant 106, or other entity, is 

configured to request a token from DSS 110 (e.g., which may be embodied in and/or include a 

token service provider (TSP), etc.) in connection with generating the profile for the consumer 

102, for example, for later use in connection with a payment account transaction by the 

consumer 102 at the merchant 106.  The DSS 110 includes, in this exemplary embodiment, the 

Mastercard
TM

 Digital Enablement Service (MDES) server, but may include one or more other 

servers in other embodiments, etc.  In any case, in response to such token request, the DSS 110 

generates the token specific to the consumer’s payment account and maps the token to a primary 

account number (PAN) for the payment account (e.g., in a data structure associated with the DSS 

110, etc.).  The DSS 110 further returns the token to the merchant 106, directly or via the virtual 

wallet application at the computing device 108, whereby the merchant 106 then stores the token 

in association with the consumer’s profile for later use by the consumer 102 in future 

transactions with the merchant 106 (e.g., “on file,” etc.).  For subsequent transactions with the 

consumer 102, the merchant 106 may then use the token to identify the funding payment account 

for the transaction.   

[0018] Alternatively, the DSS 110 may generate and provide a token to the virtual 

wallet application in the computing device 108, which in turn, stores the token therein.  Then, for 

a subsequent transaction, the virtual wallet application provides the token as stored therein, 

rather than relying on the token “on-file” at the merchant 106.  Further, for subsequent 

transactions, the consumer 102, or the virtual wallet application in the computing device 108, 

may directly provide an account number (e.g., a PAN, etc.) to fund the further transaction, 

instead of relying on the token “on-file” at the merchant 106 or the token provisioned to the 

virtual wallet application.   

[0019] As such, transactions between the consumer 102 and the merchant 106 may 

include one or more tokens, or an account number (e.g., a PAN, etc.) provided by the consumer 



6 

102.  Each type of transaction is processed as described below, albeit somewhat differently, as 

indicated. 

[0020] Specifically, in the system 100, when the consumer 102 browses one or more 

products (e.g., goods, services, etc.) at the merchant 106, via the computing device 108 and at the 

merchant’s virtual location, the consumer 102 may select to purchase a product and further 

provide details related to the transaction and an input at the computing device 108 to then 

checkout, via path 112.  The checkout details and input, received from the consumer 102, may 

include, for example, a selection of the payment account corresponding to the token already 

received and stored at the merchant 106.  Or, the checkout details and input may include the 

consumer 102 providing a token, an account number for the same payment account (for which 

the token has already been received), or an account number for a different payment account, 

and/or other details of the transaction. 

[0021] In response to the checkout input (and/or details provided in connection 

therewith), the merchant 106 is configured to interact with the computing device 108, whereby 

the computing device 108, as configured by the wallet application (not shown), generates a 

cryptogram based on the public-private key pair, or on the symmetric key (e.g., a secret key 

generated by a symmetric algorithm, etc.), which is associated with the consumer’s payment 

account and wallet application (and known to or shared with the DSS 110, for example).  The 

cryptogram may be generated by the virtual wallet application, locally at the computing device 

108 (e.g., a digital secure remote payment (DSRP) generated by the wallet), or it may be 

generated based on one or more interactions with other systems (e.g., a digital secure remote 

payment (DSRP) service incorporated into the DSS 110, or other system(s), etc.) (e.g., via cloud 

service(s), etc.) and provided to the merchant 106 via the virtual wallet application.  In this 

exemplary embodiment, the cryptogram is a token cryptogram, and specifically, is a DSRP 

cryptogram.  That said, however, it should be appreciated that other token cryptograms may be 

generated and/or employed in other system embodiments.   

[0022] The computing device 108, as configured by the wallet application, then 

transmits the DSRP cryptogram to the merchant 106.   

[0023] In addition, the wallet application (either locally at the computing device 108 

or at one or more backend servers) maintains an application transaction count (ATC) and 

increments the ATC for every DSRP cryptogram generated for the consumer’s payment account 
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(i.e., either specific to the token for the payment account, or not).  In the illustrated embodiment, 

the ATC is specific to the token, whereby even when a payment account has multiple tokens, 

each of the tokens would be associated with a particular ATC, for example, to inhibit reply 

attacks associated therewith.   

[0024] When the DSRP cryptogram is received at the merchant 106, a merchant 

server plug-in (MPI) 114 associated with the merchant 106 is configured to compile an 

authentication request (AReq) for the transaction.  When the transaction involves a token 

provisioned to the merchant 106, the AReq includes at least the token and the DSRP cryptogram 

received from the computing device 108.  Alternately, when the transaction does not include the 

token (or other token), the AReq includes at least an account number for the consumer’s payment 

account, such as, for example, the PAN, etc., and the DSRP cryptogram.  The MPI 114 is 

configured to then transmit the AReq, via path 116, to a directory server 118 included in the 

system 100.  While the exemplary system 100 includes the MPI 114, it should be appreciated 

that the MPI 114 may be one or more other servers and/or services as is suitable to the particular 

enhanced authentication included herein (e.g., whereby the MPI 114 may be referred to as a 3DS 

server (for EMV 3DS specification), etc.), or otherwise.  

[0025] In this exemplary embodiment, when the AReq includes the token provisioned 

to the merchant 106, the directory server 118 is configured to receive the AReq and to transmit 

the token and the DSRP cryptogram, from the AReq, to the DSS 110, via path 120.   

[0026] The DSS 110, in turn, is configured to map the received token to the account 

number (e.g., the PAN, etc.) for the consumer’s payment account and to generate to a directory 

server nonce (DSN).  The DSN may include a number, for example, an unpredictable number, 

utilized to provide entropy into the AAV and/or an issuer authentication value (IAV) associated 

therewith.  In addition, the DSS 110 is configured to validate the received DSRP cryptogram for 

the transaction (i.e., perform a cryptographic key validation).  Specifically, the DSS 110 is 

configured to diversify a master key from the issuer master symmetric key (e.g., a key generated, 

by the DSS 110, for the issuer 104, etc.) and then to diversify one or more session keys from the 

master key (e.g., based on the ATC maintained by the DSS 110, etc.).  The DSS 110 is 

configured to use the session key(s) to validate the DSRP cryptogram received from the directory 

server 118.  Further, when the cryptogram is validated, the DSS 110 is configured to increment 

the ATC, for example, by recording the ATC value as a used value (thereby potentially 
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preventing its repeated use), etc.  Additionally, or alternatively, when the DSRP cryptogram is 

not validated, the DSS 110 is configured to store the DSRP data in memory in association with 

the ATC and/or the DSN (whereby the DSRP cryptogram is validated later, as described below).   

[0027] The DSS 110 is also configured to return the account number and the DSN 

back to the directory server 118, again via path 120.  In at least one embodiment, for example, 

where the AReq includes neither a token nor a cryptogram, the directory server 118 may 

generate the DSN, rather than receiving the DSN from the DSS 110.   

[0028] Thereafter, when the directory server 118 receives the account number from 

the DSS 110, or when the original AReq includes the account number, the directory server 118 

may be configured to compress certain data associated with the transaction.  For example, the 

directory server 118 may be configured to determine a logarithm of the transaction amount (i.e., 

a log amount), thereby compressing data used to present the amount (e.g., a six byte value for the 

amount may be encoded in two bytes with a potential error of less than +/- 0.02%, etc.).  The 

directory server 118 may further be configured to determine a truncated hash of the merchant ID 

for the merchant 106, again, thereby compressing the data used to represent the merchant ID.  

With that said, it should be appreciated that the directory server 118 may be configured to apply 

one or more different techniques to compress data to be used herein, or not, in other 

embodiments.   

[0029] The directory server 118 is configured to then provide, for example, the 

AReq, with the account number, the DSN, the log amount, and the truncated hash of the 

merchant ID, via path 122, to an access control server (ACS) 124 of the system 100.  The ACS 

124 is a server operated by the issuer 104, or on behalf of the issuer 104, as defined by the 3-D 

Secure
TM 

specification implemented in this exemplary embodiment.   

[0030] In this manner, the ACS 124 is configured to assess a risk of the transaction 

(e.g., based on the amount of the transaction, the merchant type involved, the consumer 102, the 

consumer’s device information (e.g., a recurring device, etc.), etc.).  If the risk is not acceptable 

(based on the above analysis/authentication), the ACS 124 may be configured to further provide 

a challenge question, consistent with conventional techniques, to authenticate the consumer 102, 

decline the transaction, or proceed otherwise, etc.  When the consumer 102 is authenticated, 

through the above risk-based assessment, or through the additional challenge question, or 

otherwise, the ACS 124 is configured to then generate the IAV based on a key(s) shared with the 
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issuer 104, a cryptographic technique (e.g., a keyed hash (HMAC) function, etc.), and one or 

more of the account number, the DSN, the log amount, and the truncated hash of the merchant 

ID, or other data, etc.  In this manner, for example, the IAV is specific to the consumer 102, the 

merchant 106 and also the transaction (e.g., by the log amount, etc.), thereby inhibiting, 

generally, the IAV from being generated for one transaction and submitted in an authorization 

request for another transaction to the same or different merchant.   

[0031] The ACS 124 is configured to then transmit the IAV to the directory server 

118, again, via path 122, as an authentication response (ARes).  

[0032] Optionally, the ACS 124 may further authenticate the consumer 102 through a 

challenge question when the risk based authentication suggests it.  In particular, as indicated by 

the dotted paths in FIG. 1, the ACS 124 may be configured to respond with the ARes to the 

directory server 118, along path 126, where the ARes further includes a challenge indicator (e.g., 

a network address to be called by the merchant 106, etc.).  In this example, the directory server 

118 may be configured to then receive the ARes from the ACS 124 and transmit the ARes to the 

merchant 106 (via the MPI 114 or 3DS server, etc.), via path 128.  In turn, the merchant 106, and 

in particular, the virtual merchant location (e.g., the website, etc.) may identify the challenge 

indicator and call or otherwise invoke the challenge, thereby providing interaction, via path 130, 

between the consumer’s computing device 108 and the ACS 124.  The interaction generally 

includes the presentation of a challenge question (e.g., Enter Your Personal Code, etc.), 

whereupon the consumer 102 provides a response, via path 130.  And, the ACS 124 is 

configured to confirm the response of the consumer 102.  Thereafter, when confirmed, the ACS 

124 is configured, consistent with the above, to generate the IAV, and then generate a response 

including the IAV and transmit the response to the directory server 118, via path 126.  

[0033] Upon receipt of the IAV from the ACS 124, the directory server 118 is 

configured to generate a message authentication code (MAC) for the full AAV (i.e., the data to 

be included in the AAV (e.g., the DSN, the log amount, the truncated hash of the merchant ID, a 

currency code, a key ID, etc.), and then to compile a full AAV.  The full AAV includes the IAV, 

the DSN, the amount and merchant information, and the signature information (e.g., the key ID 

and the MAC), etc.  It should be appreciated that data included in the full AAV may vary based 

on the particular implementation thereof, whereby the full AAV may include more or less data, 

but will generally include the IAV from the ACS 124.   
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[0034] Thereafter, the directory server 118 is configured to provide the full AAV to 

the MPI 114 (or 3DS server), again via path 116.   

[0035] In turn, the merchant 106 is configured to compile an authorization request for 

the transaction, which includes the token or the account number for the consumer’s payment 

account, as appropriate, and also the full AAV.  The merchant 106 is configured to then transmit 

the authorization request to acquirer 132, via path 134.  The acquirer 132, in turn, is configured 

to transmit the authorization request to payment network 136, via path 138. 

[0036] Upon receipt of the authorization request, the payment network 136 may be 

configured to interact with the DSS 110, via path 140 (although this is not required in all 

embodiments (e.g. where the payment network 136 knows the appropriate key(s), etc.)).  

Specifically, the payment network 136 may be configured to validate the MAC included in the 

full AAV and/or the full AAV itself.  The payment network 136 may further be configured to 

otherwise validate and/or confirm the full AAV, or part thereof, for example, based on version 

information included in the full AAV. 

[0037] Once validated, the payment network 136 is configured to provide the 

authorization request, or parts thereof, to the DSS 110.  The DSS 110 is configured to confirm 

the validation of the DSRP cryptogram based on the DSN, when the DSRP cryptogram was 

previously validated by the DSS 110.  Conversely, the DSS 110 is configured to locate the DSRP 

data for the transaction, by use of the DSN (or the ATC included therein) and to validate the 

DSRP data, as described above.  In addition, the DSS 110 is also configured to map the token 

included in the authorization request, if any, to the corresponding account number (e.g., PAN, 

etc.).   

[0038] The DSS 110 is configured to then return the account number and a validation 

result to the payment network 136, via path 140.  In connection with the above, the payment 

network 136 and/or the DSS 110 may be further configured to provide additional services to the 

transaction based on the payment account and/or the consumer 102.  For example, the DSS 110 

may be configured to determine if one or more usage requirements of the token is satisfied (e.g., 

the token is permitted to be used in e-commerce, etc.), or, optionally, to check the transaction 

amount, name of the merchant, and currency, etc.   
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[0039] Thereafter, the payment network 136 is configured to provide the 

authorization request (including the account number and the validation result) to the issuer 104, 

along path 142.   

[0040] Then, the issuer 104 is configured to determine if the transaction should be 

approved or declined, and to respond accordingly, through the payment network 136.  To do so, 

the issuer 104 is configured to validate the IAV based on one or more shared key(s) with the 

ACS 124.   The IAV, more specifically, may be validated in the same manner it was generated 

above, for example, based on a secret key, the same cryptographic technique used by the ACS 

124, and the account number, the DSN, the log amount, and the truncated hash of the merchant 

ID, or other data, etc.  Additionally, or alternatively, the issuer 104 may be configured to 

leverage one or more network services (via the payment network 136, for example) that has 

already validated the AAV (as indicated by the validation result), in order to approve the 

transaction.  What’s more, the issuer 104 may be configured to validate the transaction amount 

(i.e., the amount indicated in the authorization request) based on the log amount from the AAV 

(or, optionally, the uncompressed amount), and also the transaction merchant (i.e., the merchant 

indicated in the authorization request) based on the truncated hash of the merchant ID from the 

AAV, etc.   Once a determination is made, the issuer 104 is configured to transmit an 

authorization response (including the consumer’s account number) back to the payment network 

136, along path 142.  In turn, the payment network 136 is configured to route the authorization 

response (including the token or the account number) back to the acquirer 132, via path 138.   

The acquirer 132, in turn, is configured to provide the authorization response (including the 

token or the account number) back to the merchant 106, directly or via the MPI 114, along path 

134. 

[0041] At this point, the transaction is approved (in this example) and the merchant 

106 may direct the selected product to be delivered to the consumer 102.   

[0042] It should be appreciated that each of the issuer 104, the merchant 106, the 

computing device 108, the DSS 110, the MPI 114, the directory server 118, the ACS 124, the 

acquirer 132, and the payment network 136, etc., are implemented herein in one or more 

computing devices, such as computing device 200 illustrated in FIG. 2.  In connection therewith, 

the one or more computing devices are each in communication with one or more other entities 

via at least one network.  In general, each of the paths included in FIG. 1, along which, or via 
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which, messages are exchanged in the above description are representative of the network(s).  

The network(s) may include, without limitation, one or more local area networks (LANs), wide 

area networks (WANs) (e.g., the Internet, etc.), mobile networks, virtual networks, other 

networks as described herein, and/or other suitable public and/or private networks capable of 

supporting communication among two or more of the illustrated parts, or even combinations 

thereof.  In one example, a network includes multiple networks, where different ones of the 

multiple networks are accessible to different ones of the illustrated components in FIG. 1.  In 

particular, the payment network 136 and the DSS 110 may be connected via a private network 

and, separately, the merchant 106 and the computing device 108 may be connected through a 

public network, such as the Internet. 

[0043] FIG. 2 illustrates the exemplary computing device 200, which may include, 

for example, one or more servers, workstations, personal computers, laptops, tablets, 

smartphones, other suitable computing devices, etc.  In addition, the computing device 200 may 

include a single computing device, or it may include multiple computing devices located in close 

proximity, or multiple computing devices distributed over a geographic region, so long as the 

computing devices are specifically configured to function as described herein.  In at least one 

embodiment, the computing device 200 is accessed (for use as described herein) as a cloud, fog 

and/or mist type computing device.  With that said, the system 100 should not be considered to 

be limited to the computing device 200, as described below, as different computing devices 

and/or arrangements of computing devices may be used.  In addition, different components 

and/or arrangements of components may be used in other computing devices. 

[0044] Referring to FIG. 2, the exemplary computing device 200 includes a processor 

202 and a memory 204 coupled to (and in communication with) the processor 202.  The 

processor 202 may include one or more processing units (e.g., in a multi-core configuration, 

etc.).  For example, the processor 202 may include, without limitation, a central processing unit 

(CPU), a microcontroller, a reduced instruction set computer (RISC) processor, an application 

specific integrated circuit (ASIC), a programmable logic device (PLD), a gate array, and/or any 

other circuit or processor capable of the functions described herein.  

[0045] The memory 204, as described herein, is one or more devices that permits 

data, instructions, etc., to be stored therein and retrieved therefrom.  The memory 204 may 

include one or more computer-readable storage media, such as, without limitation, dynamic 
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random access memory (DRAM), static random access memory (SRAM), read only memory 

(ROM), erasable programmable read only memory (EPROM), solid state devices, flash drives, 

CD-ROMs, thumb drives, floppy disks, tapes, hard disks, and/or any other type of volatile or 

nonvolatile physical or tangible computer-readable media.  The memory 204 may be configured 

to store, without limitation, IAVs, AAVs, authentication requests, keys, MACs, DSRP 

cryptograms, tokens, account numbers (e.g., PANs, etc.), and/or other types of data (and/or data 

structures) suitable for use as described herein.  Furthermore, in various embodiments, computer-

executable instructions may be stored in the memory 204 for execution by the processor 202 to 

cause the processor 202 to perform one or more of the functions described herein, such that the 

memory 204 is a physical, tangible, and non-transitory computer readable storage media.  Such 

instructions often improve the efficiencies and/or performance of the processor 202 and/or other 

computer system components configured to perform one or more of the various operations 

herein.  It should be appreciated that the memory 204 may include a variety of different 

memories, each implemented in one or more of the functions or processes described herein. 

[0046] In the exemplary embodiment, the computing device 200 also includes an 

output device 206 that is coupled to (and that is in communication with) the processor 202.  The 

output device 206 outputs information, such as confirmations of purchases, challenge questions, 

etc., visually, for example, to the consumer 102 or other information to other users associated 

with any of the entities illustrated in FIG. 1, at a respective computing device, etc.  The output 

device 206 may include, without limitation, a liquid crystal display (LCD), a light-emitting diode 

(LED) display, an organic LED (OLED) display, an “electronic ink” display, speakers, etc.  In 

some embodiments, the output device 206 may include multiple devices.   

[0047] In addition, the computing device 200 includes an input device 208 that 

receives inputs from the user (i.e., user inputs) such as, for example, responses to challenge 

questions, checkout inputs, payment account credentials, etc., from the consumer 102 or other 

information from other users in the system, etc.  The input device 208 may include a single input 

device or multiple input devices.  The input device 208 is coupled to (and is in communication 

with) the processor 202 and may include, for example, one or more of a keyboard, a pointing 

device, a mouse, a touch sensitive panel (e.g., a touch pad or a touch screen, etc.), another 

computing device, and/or an audio input device.  Further, in various exemplary embodiments, a 
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touch screen, such as that included in a tablet, a smartphone, or similar device, may behave as 

both the output device 206 and the input device 208. 

[0048] Further, the illustrated computing device 200 also includes a network interface 

210 coupled to (and in communication with) the processor 202 and the memory 204.  The 

network interface 210 may include, without limitation, a wired network adapter, a wireless 

network adapter, a mobile network adapter, or other device capable of communicating to one or 

more different networks and/or one or more other computing devices herein.   

[0049] FIG. 3 illustrates an exemplary method 300 for providing services for a 

consumer in connection with a transaction by the consumer at a merchant, and in further 

combination with enhanced authentication of the consumer.  The exemplary method 300 is 

described (with reference to FIG. 1) as generally implemented in the DSS 110, the directory 

server 118, and the payment network 136 of the system 100, and with further reference to the 

computing device 200.  As should be appreciated, however, the methods herein should not be 

understood to be limited to the exemplary system 100 or the exemplary computing device 200, 

and the systems and the computing devices herein should not be understood to be limited to the 

exemplary method 300.   

[0050] In the illustrated method 300, for a transaction initiated by the consumer 102 

with the merchant 106, the directory server 118 initially receives, at 302, an AReq from the MPI 

114 (or 3DS server) associated with the merchant 106.  The AReq includes a token, in this 

exemplary embodiment, for the payment account of the consumer 102 (as used in the 

transaction), and also a DSRP cryptogram (referred to as a “crypto” in FIG. 3) for the 

transaction.  In response, the directory server 118 transmits, at 304, the token and the DSRP 

cryptogram to the DSS 110.  The directory server 118 does so, in this example, because the token 

is within a token range (or a BIN range for a PAN) associated with the methods described herein.   

[0051] The DSS 110, in turn, maps the token to the account number for the 

consumer’s payment account, i.e., the PAN in this example, at 306.  And, the DSS 110 also 

(optionally) validates the DSRP cryptogram, at 308.  The validation of the DSRP cryptogram, in 

this embodiment, is based on the symmetric key, which is shared between the consumer’s 

payment account and/or the wallet application provisioned with the token for the payment 

account, and the DSS 110.  More specifically, the DSS 110 diversifies a master key from the 

issuer master symmetric key (e.g., generated by the DSS 110 for the issuer 104, etc.) and then 
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diversifies one or more session keys from the master key (e.g., based on the ATC maintained by 

the DSS 110, etc.).  The DSS 110 then employs the session key(s) to validate to the DSRP 

cryptogram. 

[0052] Alternatively, rather than validating the DSRP cryptogram, the DSS 110 may 

store the DSRP cryptogram in memory (e.g., memory 204, etc.) for recall, as described below 

(e.g., based on the DSN, etc.).  

[0053] When the DSRP cryptogram validation fails, the DSS 110 responds to the 

directory server 118 with a transaction failed message, which in turn may be provided back to 

the merchant 106 and/or MPI 114 (or 3DS server) (whereby the transaction may be halted) or 

processed otherwise as directed by the issuer 104 (e.g., the issuer 104 may permit the transaction 

to proceed without validation, etc.).  Conversely, when the DSRP cryptogram validation 

succeeds, the DSS 110 generates, at 310, a DSN.  The DSN includes, for example, a 

concatenation of the ATC, or part thereof (e.g., the least significant byte, etc.), and an 

unpredictable value (e.g., a randomly generated value, a hash function based on a private key of 

the DSS 110, or MAC calculation based on the private key, or other suitable value, etc.).  While 

the DSN may be of any suitable length and/or format, in the exemplary embodiment of FIG. 3, 

the DSN includes a four byte format (i.e., 32 bits) (e.g., the least significant byte of the ATC and 

three bytes of a randomly generated value, etc.).  Notwithstanding the above, optionally, the DSS 

110 may generate the DSN, at 310, when the DSRP cryptogram is stored rather than validated, at 

308, in the method 300.  

[0054] When the DSRP cryptogram is validated, at 308, the DSS 110 further 

designates the ATC as used or “in flight,” whereby it may be used moving forward in method 

300 in a later authorization request, as provided below, but not for any other purpose (e.g., 

prevents another AReq with the same DSRP cryptogram, etc.).  Then in the method 300, the DSS 

110 transmits the DSN and the account number associated with the token, at 312, to the directory 

server 118.  

[0055] At 314, the directory server 118 calculates the logarithm of the amount of the 

transaction (i.e., a log amount) and, at 316, also calculates a truncated hash of the merchant ID 

(e.g., name and/or location, etc.).  While a logarithm of the amount is calculated (e.g., thereby 

reducing 4-6 bytes representative of the amount down to 2 bytes in the log amount, etc.), it 

should be appreciated that other techniques may be used in other embodiments to compress the 
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amount, or not.  Likewise, the merchant ID may be compressed in other embodiments, or not, by 

one or more techniques beyond or apart from truncation and/or hashing.  In general, however, the 

compressed amount and merchant ID, if any, will provide data (or space) reduction over 

providing the uncompressed amount and/or merchant ID.   

[0056] Thereafter, the directory server 118 transmits the AReq, including the account 

number for the consumer’s payment account, the DSN, the calculated log amount, and truncated 

hash of the merchant ID to the ACS 124, at 318.  In so doing, the directory server 118 identifies 

the specific ACS 124 based on the consumer’s account number and, in particular, based on the 

BIN of the account number being within a particular range, or based on other indicators included 

in whole or in part in the AReq.  In various embodiments, the AReq may further include a 

detokenization flag, indicating to the ACS 124 that the AReq includes the account number (as 

converted by the DSS 110 from the token).   

[0057] The ACS 124, as described above, will in turn perform a risk-based financial 

assessment for the transaction, whereby the ACS 124 will authenticate or not authenticate the 

consumer 102.  Optionally, as is conventional, the ACS 124 may use the directory server 118 to 

initiate a challenge question with the consumer 102, whereby the consumer 102 is authenticated 

through interaction with the ACS 124.  Then, once the consumer 102 is authenticated, regardless 

of whether by risk-based assessment, challenge question, or otherwise, the ACS 124 generates, at 

320, an IAV for the transaction, which includes, for example, the log or the uncompressed 

amount, the truncated hash of the merchant ID, and a currency code for the transaction, etc.  In 

general, in this exemplary embodiment, the IAV will contain 4 bytes of value comprising a 

cryptographically generated HMAC value.  That said, it should be appreciated that other 

cryptographic techniques may be employed to generate the IAV in other embodiments.  And, the 

IAV is then transmitted, by the ACS 124, to the directory server 118, at 322 (whereby the 

directory server 118 receives the IAV).   

[0058] Conversely, if the authentication of the consumer 102 fails, the ACS 124 

communicates an authentication failure to the directory server 118 (or, potentially, responds 

otherwise, as prescribed by the issuer 104, for example), which is passed to the MPI 114 (or 3DS 

server) and the merchant 106 (whereby the merchant 106 may halt or decline the transaction, 

etc.). 
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[0059] Next, the directory server 118 generates, at 324, a MAC and compiles, at 326, 

a full AAV for the transaction.  Specifically, in this exemplary embodiment, the directory server 

118 combines the IAV (received from the ACS 124), the DSN, the log amount, the currency 

code, and the truncated hash of the merchant ID (and potentially other management data), and 

then generates the MAC (e.g., based on the above data, a symmetric key and a cryptographic 

function, etc.), etc.  The directory server 118 compiles the above data and the MAC into the full 

AAV.  FIG. 4 illustrates a block diagram of an exemplary full AAV 400, which includes 21 

bytes of binary data.  Specifically, the IAV includes 4 bytes, the DSN includes 4 bytes, the log 

amount includes 2 bytes, the truncated hash of the merchant ID includes 4 bytes, the currency 

code includes 1.5 bytes, the key ID (i.e., the identifier of the shared key used to generate the 

MAC) includes 0.5 bytes, and the MAC includes 3 bytes.  The full AAV 400 further includes 2 

bytes of version information, which indicates, for example, the type of the IAV as being fully 

authenticated, merchant attempt and format, or otherwise, etc.  With that said, it should be 

appreciated that the full AAV 400 may include the same or different data in other embodiments, 

in one or more different formats and/or in one or more different sizes, but will generally include 

at least the IAV and DSN to facilitate further operations (as described below).   

[0060] The directory server 118 then transmits, at 328, the full AAV to the merchant 

106, and specifically, to the MPI 114 (or the 3DS server).   

[0061] In turn, although not shown in FIG. 3, the merchant 106 compiles and 

transmits an authorization request for the transaction to the acquirer 132, with the full AAV 

included therein.  In one particular example, the full AAV is included in the UCAF, which is at 

data element (DE) 48 of the ISO 8583 authorization request.  The compiled authorization request 

generally includes other data conventionally found in an authorization request (e.g., merchant ID, 

consumer name, transaction amount, payment account credential(s), etc.).  The authorization 

request is then passed from the acquirer 132, and received at the payment network 136, at 330.   

[0062] Upon receipt of the authorization request, the payment network 136 validates, 

at 332, the full AAV by, specifically, validating the MAC included in the full AAV.  In 

particular, the payment network 136 locates the shared key upon which the MAC was generated 

by the directory server 118, based on the key ID in the full AAV.  The payment network 136 

then generates the MAC based on the shared key and data included in the full AAV (consistent 

with the data relied on by the directory server 118 to generate the MAC at 324).  Once generated, 
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the payment network 136 matches the MAC to the MAC included in the full AAV, thereby 

validating the MAC and/or the full AAV.  The MAC is validated, in this embodiment, before 

permitting the authorization request to pass to the issuer 104.  That said, it should be appreciated 

that further validation and/or testing of the full AAV may be included here in other embodiments 

(e.g., based on the version information in the full AAV, etc.).  

[0063] Once validated, the payment network 136 transmits the authorization request, 

including the token (or account number, as applicable) and the DSN, or optionally, the full AAV, 

to the DSS 110, at 334.  Upon receipt, the DSS 110 either confirms the validation of the DSRP 

cryptogram, based on the DSN (when validated at 308), or validates the DSRP cryptogram, 

based on the DSRP data included in memory (e.g., in memory 204, etc.) and located based on the 

DSN, at 336.  In addition, the DSS 110 maps the token included in the authorization request to 

the associated account number (e.g., PAN, etc.), at 338.  Thereafter, the DSS 110 returns the 

account number and a result of the validation to the payment network 136, at 340.  In turn, the 

payment network 136 sends the authorization request to the issuer 104, at 342, including at least 

the account number, a confirmation of validation of the DSRP cryptogram, and data from the full 

AAV including the IAV. 

[0064] In response, the issuer 104 validates the IAV based on a shared key between 

the issuer 104 and the ACS 124 (i.e., the key used to generated the IAV), and, potentially, 

performs one or more financial assessments for the transaction, at 344.  The additional financial 

assessments may be provided on any conventional or other basis (e.g., based on whether the 

consumer’s payment account is in good standing, whether the payment account includes 

sufficient funds/credit, fraud scoring, etc.).  Once the transaction is validated and/or approved, 

the issuer 104 compiles an authorization response for the transaction and transmits the 

authorization response, at 346, back to the payment network 136.  The payment network 136 

then transmits, at 348, the authorization response to the merchant 106, via the acquirer 132.  

Conversely, if the validation of the transaction fails, the issuer 104 may decide to assume the risk 

and proceed in the transaction, via the appropriate authorization response, or decline the 

transaction, again, through the authorization response, transmitted back to the merchant 106, as 

described above.   

[0065] While the method 300 is described with reference to use of the token in the 

transaction, it should be appreciated that the method 300 is also applicable to transactions 
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wherein the authorization request includes a PAN or other account number in place of a token, 

whereby certain steps related specifically to handling of the token and/or mapping of the token to 

an account in the method 300 may be omitted.  What’s more, when the token is unknown or 

unregistered to the directory server 118 and/or the DSS 110, thereby precluding token-account 

number mapping, the issuer 104 and/or the ACS 124 may instead handle the token.  In this 

variation, while generally consistent with the description above, once the cryptogram is 

provided, the ACS 124 will communicate with another DSS associated with the given token (not 

shown) to perform cryptogram validation and other token services.  In addition, the ACS 124 

may generate the DSN (rather than relying on the directory server 118), which is then returned to 

the directory server 118 along with the IAV, for use as described herein.  

[0066] In view of the above, the systems and methods herein provide validation in 

two different domains through the full AAV.  In particular, for example, the AAV is segregated 

into the IAV, which is generated and validated in an ACS/issuer domain, and into other data, 

which is generated and validated in a payment network domain.  By segregating the AAV in this 

manner, the systems and methods herein permit the issuer 104 and ACS 124 to inhibit fraudulent 

transactions through the IAV, which is independent of operations performed to generate and 

validate the other data associated with the AAV.  As such, the payment network 136, directory 

server 118, and/or DSS 110 may be changed to alter and/or improve security and/or functionality 

herein, generally, without affecting the operation and/or interaction of the issuer 104 and the 

ACS 124 (e.g., insulating the IAV from format changes or other details of the UCAF, etc.).  

What’s more, the payment network 136 is able to provide validation of the transactions, as 

described above, and provide such validation to the issuer 104 as further data associated with 

approval or decline of the transactions.   

[0067] It should be appreciated that the above is a departure from a conventional 

AAV, where the ACS 124 generates the entire AAV, which could then be validated by the issuer 

104 only (as the ACS used issuer keys for such generation).  Also, as is apparent from the 

description above, the shared key(s) used to generate and validate the IAV (i.e., the issuer and 

ACS keys) are not required to be shared with the directory server 118 (or the payment network 

136), and conversely, the key(s) used by the directory server 118 and/or the payment network 

136 to generate and validate the MAC do not need to be shared with the ACS 124 and/or the 
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issuer 104.  In this way, key management in the systems and methods herein is streamlined and 

simplified.  

[0068] Again, and as previously described, it should be appreciated that the functions 

described herein, in some embodiments, may be described in computer executable instructions 

stored on a computer-readable media, and executable by one or more processors.  The computer-

readable media is a non-transitory computer-readable storage medium.  By way of example, and 

not limitation, such computer-readable media can include RAM, ROM, EEPROM, CD-ROM or 

other optical disk storage, magnetic disk storage or other magnetic storage devices, or any other 

medium that can be used to carry or store desired program code in the form of instructions or 

data structures and that can be accessed by a computer.  Combinations of the above should also 

be included within the scope of computer-readable media. 

[0069] It should also be appreciated that one or more aspects of the present disclosure 

transform a general-purpose computing device into a special-purpose computing device when 

configured to perform the functions, methods, and/or processes described herein. 

[0070] As will be appreciated based on the foregoing specification, the above-

described embodiments of the disclosure may be implemented using computer programming or 

engineering techniques including computer software, firmware, hardware or any combination or 

subset thereof, wherein the technical effect may be achieved by performing at least one of the 

following operations: (a) receiving, by at least one computing device, an authentication request 

for a transaction associated with a payment account, the authentication request including a token 

associated with the payment account and a cryptogram; (b) mapping, by the at least one 

computing device, the token to a primary account number (PAN) for the payment account; (c) 

validating, by the at least one computing device, the cryptogram; (d) generating, by the at least 

one computing device, a directory server nonce (DSN) for the authentication request; (e) 

transmitting, by the at least one computing device, the DSN and the account number to an access 

control server (ACS) associated with an issuer of the payment account; (f) in response to an 

issuer authentication value (IAV), compiling, by the at least one computing device, an 

accountholder authentication value (AAV), the AAV including the IAV, the DSN, and an 

amount of the transaction; (g) transmitting the AAV to one of a merchant and a server, thereby 

permitting the merchant to compile and transmit an authorization request for the transaction 

including the AAV, and permitting the issuer to validate the IAV prior to approving the 
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transaction; (h) compressing at least one of an amount of the transaction and a merchant ID 

associated with the merchant; (i) generating, by the at least one computing device, a message 

authentication code (MAC), the AAV including the MAC; (j) validating the MAC in response to 

an authorization request including the AAV; (k) mapping the token to the PAN after validating 

the MAC, and transmitting the authorization request with the PAN and a validation result to the 

issuer of the payment account; (l) generating, by the ACS, the IAV based on a key and at least 

the PAN and the DSN; and (m) validating, by an issuer computing device, the IAV based on the 

shared key and at least the PAN and the DSN. 

[0071] Exemplary embodiments are provided so that this disclosure will be thorough, 

and will fully convey the scope to those who are skilled in the art.  Numerous specific details are 

set forth, such as examples of specific components, devices, and methods, to provide a thorough 

understanding of embodiments of the present disclosure.  It will be apparent to those skilled in 

the art that specific details need not be employed, that example embodiments may be embodied 

in many different forms, and that neither should be construed to limit the scope of the disclosure.  

In some example embodiments, well-known processes, well-known device structures, and well-

known technologies are not described in detail.   

[0072] The terminology used herein is for the purpose of describing particular 

exemplary embodiments only and is not intended to be limiting.  As used herein, the singular 

forms "a,” “an,” and “the” may be intended to include the plural forms as well, unless the context 

clearly indicates otherwise.  The terms “comprises,” “comprising,” “including,” and “having,” 

are inclusive and therefore specify the presence of stated features, integers, steps, operations, 

elements, and/or components, but do not preclude the presence or addition of one or more other 

features, integers, steps, operations, elements, components, and/or groups thereof.  The method 

steps, processes, and operations described herein are not to be construed as necessarily requiring 

their performance in the particular order discussed or illustrated, unless specifically identified as 

an order of performance.  It is also to be understood that additional or alternative steps may be 

employed. 

[0073] When a feature is referred to as being “on,” “engaged to,” “connected to,” 

“coupled to,” “associated with,” “included with,” or “in communication with” another feature, it 

may be directly on, engaged, connected, coupled, associated, included, or in communication to 
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or with the other feature, or intervening features may be present.  As used herein, the term 

“and/or” includes any and all combinations of one or more of the associated listed items. 

[0074] Although the terms first, second, third, etc. may be used herein to describe 

various features, these features should not be limited by these terms.  These terms may be only 

used to distinguish one feature from another.  Terms such as “first,” “second,” and other 

numerical terms when used herein do not imply a sequence or order unless clearly indicated by 

the context.  Thus, a first feature discussed herein could be termed a second feature without 

departing from the teachings of the example embodiments. 

[0075] None of the elements recited in the claims are intended to be a means-plus-

function element within the meaning of 35 U.S.C. §112(f) unless an element is expressly recited 

using the phrase “means for,” or in the case of a method claim using the phrases “operation for” 

or “step for.” 

[0076] The foregoing description of exemplary embodiments has been provided for 

purposes of illustration and description.  It is not intended to be exhaustive or to limit the 

disclosure.  Individual elements or features of a particular embodiment are generally not limited 

to that particular embodiment, but, where applicable, are interchangeable and can be used in a 

selected embodiment, even if not specifically shown or described.  The same may also be varied 

in many ways.  Such variations are not to be regarded as a departure from the disclosure, and all 

such modifications are intended to be included within the scope of the disclosure. 

 

  



23 

CLAIMS 

What is claimed is: 

 

1. A system for use in authenticating users to accounts in connection with network 

transactions, the system comprising: 

a directory server; and  

a digital service server (DSS) coupled in communication with the directory server; 

wherein the directory server is configured to: 

receive an authentication request for a transaction associated with a payment 

account, the payment account associated with an account number, the authentication 

request including at least one of a token associated with the payment account and the 

account number; and  

transmit the at least one of the token and the account number to the DSS;  

wherein the DSS is configured to: 

generate a directory server nonce (DSN) for the authentication request; and  

transmit the DSN and the account number for the account to the directory server; 

wherein the directory server is configured to: 

transmit the DSN and the account number to an access controller server (ACS) 

associated with an issuer of the payment account;  

in response to an issuer authentication value (IAV), compile an accountholder 

authentication value (AAV), the AAV including the IAV, the DSN, and an amount of the 

transaction; and  

transmit the AAV to a server associated with an entity involved in the transaction, 

whereby the entity is permitted to include the AAV in an authorization request and the 

issuer is permitted to validate the IAV, prior to approving the transaction.   

 

2. The system of claim 1, wherein the authentication request includes the token for 

the account; and  

wherein the DSS is further configured to map the token to the account number for the 

account, prior to transmitting the account number to the directory server. 
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3. The system of claim 1, wherein the authentication request includes a cryptogram; 

and  

wherein the DSS is configured to validate the cryptogram prior to transmitting the DSN 

to the directory server. 

 

4. The system of claim 1, wherein the authentication request includes a cryptogram; 

and  

wherein the DSS is configured to: 

store the cryptogram in memory prior to transmitting the DSN to the directory 

server;  

locate the cryptogram in the memory based on the DSN; and  

validate the cryptogram in response to an authorization request including the full 

AAV.  

 

5. The system of claim 1, wherein the amount of the transaction includes a 

logarithmic amount of the transaction; and  

wherein the AAV further includes a merchant ID.   

 

6. The system of claim 1, wherein the directory server is further configured to 

generate a message authentication code (MAC) based on at least the DSN, the AAV including 

the MAC; and   

wherein the system further comprises a payment network configured to: 

receive the authorization request including the AAV; 

validate the MAC based on a shared key with the directory server; and  

transmit the authorization request, or part thereof, to the DSS.   

 

7. The system of claim 6, wherein the DSS is further configured to validate a digital 

secure remote payment (DSRP) cryptogram included in the authentication request and to provide 

a validation result for the DSRP cryptogram to the payment network; and  

wherein the payment network is configured to transmit the authorization request, 

including the validation result, to the issuer of the payment account. 
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8. The system of claim 1, wherein the DSN includes at least an application 

transaction count (ATC) and a randomly generated value. 

 

9. The system of claim 1, wherein the amount of the transaction includes a 

logarithmic amount of the transaction; and 

wherein the AAV includes the IAV, the DSN, the logarithmic amount, a truncated hash 

of a merchant ID for the entity, a currency code, a key ID for a shared key and a MAC generated 

by the shared key.   

 

10. A computer-implemented method for use in authenticating a user to a payment 

account in connection with a transaction, the method comprising: 

receiving, by at least one computing device, an authentication request for a transaction 

associated with a payment account, the authentication request including a token associated with 

the payment account and a cryptogram;  

mapping, by the at least one computing device, the token to a primary account number 

(PAN) for the payment account; 

validating, by the at least one computing device, the cryptogram; 

generating, by the at least one computing device, a directory server nonce (DSN) for the 

authentication request; 

transmitting, by the at least one computing device, the DSN and the account number to an 

access control server (ACS) associated with an issuer of the payment account;  

in response to an issuer authentication value (IAV), compiling, by the at least one 

computing device, an accountholder authentication value (AAV), the AAV including the IAV, 

the DSN, and an amount of the transaction; and  

transmitting the AAV to one of a merchant and a server, thereby permitting the merchant 

to compile and transmit an authorization request for the transaction including the AAV, and 

permitting the issuer to validate the IAV prior to approving the transaction.   

 

11. The computer-implemented method of claim 10, wherein the DSN includes at 

least an application transaction count (ATC) and a randomly generated value. 
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12. The computer-implemented method of claim 10, further comprising compressing 

at least one of an amount of the transaction and a merchant ID associated with the merchant; and  

wherein the AAV includes the compressed at least one of the amount and the merchant 

ID. 

 

13. The computer-implemented method of claim 10, further comprising generating, 

by the at least one computing device, a message authentication code (MAC), the AAV including 

the MAC; and  

validating the MAC in response to an authorization request including the AAV.  

 

14. The computer-implemented method of claim 11, further comprising mapping the 

token to the PAN after validating the MAC, and transmitting the authorization request with the 

PAN and a validation result to the issuer of the payment account.  

 

15. The computer-implemented method of claim 14, wherein the AAV includes the 

IAV, the DSN, a logarithmic value of an amount of the transaction, a truncated hash of a 

merchant ID for the merchant, a currency code, a key ID for a shared key used to generate the 

MAC, and the MAC.   

 

16. The computer-implemented method of claim 14, further comprising: 

generating, by the ACS, the IAV based on a key and at least the PAN and the DSN; and  

validating, by an issuer computing device, the IAV based on the shared key and at least 

the PAN and the DSN.   

 

17. A system for use in authenticating a user to an account in connection with a 

network transaction, the system comprising: 

a directory server configured to: 

receive an authentication request for a transaction associated with a payment 

account, the payment account identified by a primary account number (PAN), the 

authentication request including a cryptogram and at least one of a token and the PAN;   
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transmit the PAN, a DSN for the transaction and an amount for the transaction to 

an access controller server (ACS) associated with an issuer of the account;  

receive an issuer authentication value (IAV) from the ACS;  

compile an accountholder authentication value (AAV), the AAV including the 

IAV, the DSN, and the amount of the transaction; and  

transmit the AAV to a server associated with a merchant involved in the 

transaction and/or the merchant, whereby an issuer is permitted to validate the IAV, 

based on a shared key, upon receipt of an authorization request including the AAV for the 

transaction, prior to approving the transaction.   

 

18. The system of claim 17, wherein the directory server is configured to receive the 

DSN from a digital service server (DSS) prior to transmitting the DSN to the ACS. 

 

19. The system of claim 18, wherein the directory server is configured to generate a 

message authentication code (MAC) for the transaction based on at least the DSN and to compile 

the MAC into the AAV; and  

wherein the system further includes a server configured to validate the MAC, when the 

AAV is received in the authorization request for the transaction, prior to permitting the 

authorization request to pass to the issuer.     

 

20. The system of claim 19, wherein the directory server is further configured to 

determine a logarithmic value for an amount of the transaction and to determine a truncated hash 

for a merchant ID for the merchant; 

wherein the amount for the transaction includes the logarithmic value; and  

wherein the AAV includes the logarithmic value and the truncated hash of the merchant 

ID. 

  


