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GENERATE A VIRTUAL ADDRESS-TO-FUNCTION MAPPING TABLE
(VAFMT) FOR AN APPLICATION, THE VAFMT COMPRISING A
PLURALITY OF VIRTUAL ADDRESSES OF INTEREST MAPPED TO
CORRESPONDING HIGH-LEVEL APPLICATION FUNCTIONALITY

— 402

:

INSTALL THE APPLICATION ON A COMPUTING DEVICE |— 404

l

REGISTER THE APPLICATION FOR SECURITY SUPPORT
WITH A HIGH-LEVEL OPERATING SYSTEM (HLOS)

l

LAUNCH THE APPLICATION AND BEGIN
EXECUTING THE APPLICATION BINARY CODE

|

INTERCEPT RUNNING PROCESSES FOR THE
APPLICATION BINARY CODE

l

DETECT AND RECORD VIRTUAL ADDRESSES OF
INTEREST FROM THE VAFMT WHEN EXECUTED

l

PROVIDE THE RECORDED VIRTUAL ADDRESSES OF
INTEREST TO A MALICIOUS CODE DETECTION ALGORITHM

|

DETERMINE MALICIOUS CODE ACTIVITY BASED ON THE
RECORDED VIRTUAL ADDRESSES OF INTEREST 416
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FIG. 4
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PLURALITY OF VIRTUAL ADDRESSES OF INTEREST MAPPED TO
CORRESPONDING HIGH-LEVEL APPLICATION FUNCTIONALITY
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INSTALL THE APPLICATION ON A COMPUTING DEVICE |—
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REGISTER THE APPLICATION FOR SECURITY SUPPORT
WITH A HIGH-LEVEL OPERATING SYSTEM (HLOS)

v

LAUNCH THE APPLICATION AND BEGIN
EXECUTING THE APPLICATION BINARY CODE

v

INTERCEPT RUNNING PROCESSES FOR THE
APPLICATION BINARY CODE

v
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VIRTUAL MACHINE HEAP ALLOCATOR/DEALLOCATOR |—
FUNCTION(S) WHEN EXECUTED
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DETECT THE VIRTUAL MACHINE ENTRY INTO A KERNEL SYSTEM
ALLOCATOR/DEALLOCATOR FUNCTION; DETERMINE START/END
VIRTUAL ADDRESSES OF THE VIRTUAL MACHINE HEAP

— 1014

:

USE A SCRIPT OBJECT HEADER SIGNATURE/PATTERN TO
DETERMINE A START OF THE JAVASCRIPT OBJECT WITHIN THE
VIRTUAL MACHINE HEAP

— 1016

:

USE THE JAVASCRIPT SOURCE CODE TO EXTRACT HIGH-LEVEL
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STORE A VIRTUAL ADDRESS MAPPING TABLE ASSOCIATED WITH
APPLICATION BINARY CODE REGISTERED WITH A HIGH-LEVEL
OPERATING SYSTEM, THE VIRTUAL ADDRESS MAPPING TABLE

COMPRISING A PLURALITY OF VIRTUAL ADDRESSES MAPPED TO

CORRESPONDING TARGET APPLICATION FUNCTIONALITIES IN THE
APPLICATION BINARY CODE

1605
I

DELETE THE VIRTUAL
ADDRESS POINT
ENTRIES FOR
CURRENT PSEUDO
BINARY CODE
TEMPLATE

NEW OR
UPDATED
VERSION?

NO

1604

1606

SELECT A PSEUDO BINARY CODE TEMPLATE
ASSOCIATED WITH ONE OR MORE OF THE
PLURALITY OF VIRTUAL ADDRESSES IN THE
VIRTUAL ADDRESS MAPPING TABLE

l / 1608

MATCH THE PSEUDO BINARY CODE
TEMPLATE TO BINARY INSTRUCTIONS IN
THE UPDATE VERSION OF THE
APPLICATION BINARY CODE?

l YES

— 1602

INITIATE OTA UPDATE DETERMINE THE NEW VIRTUAL |— 16810
FOR THE PSEUDO ADDRESSES CORRESPONDING TO
BINARY CODE THE BINARY INSTRUCTIONS
TEMPLATE l
UPDATE THE VIRTUAL ADDRESS
MAPPING TABLE WITH THE NEW [— 1612
VIRTUAL ADDRESSES
1611
NO
ALL TEMPLATES?
1613
FIG. 16 -
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