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DESCRIPTION 

TITLE OF INVENTION: INFORMATION PROCESSING 

APPARATUS, INFORMATION PROCESSING SYSTEM, INFORMATION 

PROCESSING METHOD AND PROGRAM 

TECHNICAL FIELD 

[0001]  The present invention relates to an 

information processing apparatus, an information 

processing system, an information processing method 

and a program. 

BACKGROUND ART 

[0002]  Technology is already known that detects an 

abnormality based on various kinds of signals 

obtained from equipment in a plant or the like.  

According to such technology, a determination as to 

whether or not there is an abnormality is generally 

made based on whether or not a value of a signal 

obtained from equipment or the like is higher than a 

threshold value that a veteran worker or the like set 

on the basis of many years of experience and 

intuition.  Technology is also known that detects 

abnormalities using a method referred to as so-called 

"invariant analysis" (see Patent Literature 1 and 

Patent Literature 2).  In brief, invariant analysis 

is a method that models an invariant relation between 

a plurality of monitoring targets, and determines 

that an abnormality has occurred in a case where the 

invariant relation breaks down in the data that is 
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overall configuration of a non-normal-state detection 

system. 

[Fig. 2] Fig. 2 is a functional block diagram of an 

information processing apparatus. 

[Fig. 3] Fig. 3 is a flowchart illustrating non-

normal-state detection processing. 

[Fig. 4A] Fig. 4A is an explanatory diagram for 

describing non-normal-state detection processing. 

[Fig. 4B] Fig. 4B is an explanatory diagram for 

describing non-normal-state detection processing. 

[Fig. 5A] Fig. 5A is an explanatory diagram for 

describing a correlation coefficient. 

[Fig. 5B] Fig. 5B is an explanatory diagram for 

describing a correlation coefficient. 

[Fig. 5C] Fig. 5C is an explanatory diagram for 

describing a correlation coefficient. 

[Fig. 6A] Fig. 6A is an explanatory diagram for 

describing a total sum of differences. 

[Fig. 6B] Fig. 6B is an explanatory diagram for 

describing a total sum of differences. 

[Fig. 6C] Fig. 6C is an explanatory diagram for 

describing a total sum of differences. 

[Fig. 7A] Fig. 7A is an explanatory diagram for 

describing an inter-data distance. 

[Fig. 7B] Fig. 7B is an explanatory diagram for 

describing an inter-data distance. 

[Fig. 7C] Fig. 7C is an explanatory diagram for 

describing an inter-data distance. 

[Fig. 8A] Fig. 8A is an explanatory diagram for 
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describing a case of using a combination of three 

indices which are a correlation coefficient, a total 

sum of differences and an inter-data distance. 

[Fig. 8B] Fig. 8B is an explanatory diagram for 

describing a case of using a combination of three 

indices which are a correlation coefficient, a total 

sum of differences and an inter-data distance. 

[Fig. 9] Fig. 9 is an explanatory diagram for 

describing a case where a period unit and a 

comparison unit are different. 

[Fig. 10] Fig. 10 is a view illustrating an example 

of time series data. 

[Fig. 11] Fig. 11 is a view illustrating an example 

of trends in temperature changes by season and 

reference data. 

[Fig. 12] Fig. 12 is an explanatory diagram for 

describing a transition condition. 

DESCRIPTION OF EMBODIMENTS 

[0009]  Hereunder, embodiments of the present 

invention are described based on the accompanying 

drawings. 

[0010]  Fig. 1 is a view illustrating the overall 

configuration of a non-normal-state detection system 

according to the present embodiment.  The non-normal-

state detection system according to the present 

embodiment monitors temperature changes in an 

external device 110, and detects when the state of 

the external device 110 or the surrounding 

environment becomes a non-normal state that is 
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different from a normal state based on a temperature 

change.  Here, the term "normal state" refers to, for 

example, a state in which the external device 10 is 

normally operating or a state of the surrounding 

environment in which the external device 10 can 

maintain stable operation.  Further, the term "non-

normal state" refers to a state that is different 

from a normal time, for example, a state in which an 

abnormality such as an abrupt increase in temperature 

occurred in the external device 110, or a state in 

which a sign is detected that is linked to an 

abnormality of the external device 110, including the 

state of the surrounding environment.  Further, 

although time series data of temperature changes is 

adopted as the detection object in the present 

embodiment, the detection object is not limited to 

time series data of temperature changes, and may be 

other data as long as the data is measurement data 

for which a value changes over time.  Waveform data 

of a sound that a motor emits may be mentioned as 

another example of the detection object.  In such a 

case, the non-normal-state detection system detects 

the external device 110 entering a non-normal state 

based on a change in the waveform data. 

[0011]  The external device 110 has a temperature 

sensor 112 and a communication unit 111.  The 

temperature sensor 112 measures the temperature of 

the external device 110.  The temperature sensor 112, 

for example, measures a temperature at one-minute 
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intervals.  The communication unit 111 transmits time 

series data showing temperature changes obtained as a 

result of measurement by the temperature sensor 112 

to an information processing apparatus 100 through a 

network. 

[0012]  The information processing apparatus 100 has 

a CPU 101, a ROM 102, a RAM 103, a HDD 104, a display 

unit 105, an input unit 106 and a communication unit 

107.  The CPU 101 reads out a control program stored 

in the ROM 102 and executes various kinds of 

processing.  The RAM 103 is used as a temporary 

storage area such as a work area and a main memory of 

the CPU 101.  The HDD 104 stores various kinds of 

information such as image data and various programs.  

The display unit 105 displays various kinds of 

information.  The input unit 106 has a keyboard and a 

mouse, and accepts various operations performed by a 

user.  The communication unit 107 conducts 

communication with the external device 110. 

[0013]  Fig. 2 is a functional block diagram of the 

information processing apparatus 100.  The 

information processing apparatus 100 has a 

communication processing unit 200, a normal-time data 

storage unit 201, a period unit dividing unit 202, a 

reference data generating unit 203, an allowable 

error calculating unit 204, a divergence value 

calculating unit 205, a detection unit 206, a display 

processing unit 207 and a data management unit 208.

[0014]  The communication processing unit 200 
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receives time series data of temperature changes from 

the external device 110 through the communication 

unit 107.  The normal-time data storage unit 201 

stores normal-time data.  Here, the term "normal-time 

data" refers to time series data of temperature 

changes measured at a normal time.  More specifically, 

the term "normal-time data" refers to time series 

data of temperature changes measured at a time at 

which the external device 110 was normally operating 

and with respect to which it is known the state was a 

normal state.  In the present embodiment, the normal-

time data storage unit 201 stores normal-time data 

that the communication processing unit 200 acquired 

from the external device 110.  The period unit 

dividing unit 202 divides normal-time data into data 

in period units.  Hereunder, data in period units is 

referred to as "periodic data". 

[0015]  The reference data generating unit 203 

generates reference data based on a plurality of 

pieces of periodic data obtained from normal-time 

data.  Here, the term "reference data" refers to 

standard periodic data that represents a plurality of 

pieces of periodic data.  The allowable error 

calculating unit 204 calculates an allowable error of 

a divergence value that indicates a degree of 

divergence from the reference data of the time series 

data that is a detection object for detecting a non-

normal state.  Here, the term "allowable error" 

refers to a range of allowable divergence values with 
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respect to the time series data that is the detection 

object.  The allowable error calculating unit 204 

calculates an allowable error based on normal-time 

data and reference data.  Hereunder, the time series 

data that is the detection object is referred to as 

"detection object data". 

[0016]  The divergence value calculating unit 205 

calculates the divergence value based on a value of 

the time series data that is the detection object and 

the reference data.  The detection unit 206 detects a 

non-normal state with respect to the time series data 

that is the detection object based on the divergence 

value and the allowable error.  The display 

processing unit 207 displays various kinds of 

information on the display unit 105.  The display 

processing unit 207, for example, displays a 

detection result in a case where a non-normal state 

is detected.  The data management unit 208 manages 

normal-time data, such as updating of normal-time 

data in the normal-time data storage unit 201. 

[0017]  Fig. 3 is a flowchart illustrating non-

normal-state detection processing executed by the 

information processing apparatus 100.  Fig. 4A and 

Fig. 4B are explanatory diagrams for describing non-

normal-state detection processing.  In S300, the 

period unit dividing unit 202 acquires normal-time 

data from the normal-time data storage unit 201.  

Next, in S301, the period unit dividing unit 202 

determines a period unit by auto-correlation analysis 
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(period unit determination processing).  The period 

unit dividing unit 202 then divides the normal-time 

data into periodic data in the determined period 

units (dividing processing).  Note that, as another 

example, the user may set period units through the 

input unit 106.  In this case, the period unit 

dividing unit 202 may divide the periodic data for 

each period that is set in advance by the user and 

stored in the HDD 104 or the like. 

[0018]  Fig. 4A is a view illustrating one example of 

normal-time data 400.  Consider that time series data 

for 30 days that shows temperature changes when 

taking one day as one period is obtained as the 

normal-time data 400.  In this case, in S301, the 

period unit dividing unit 202 divides the normal-time 

data 400 into periodic data 401 on a single-day basis, 

as illustrated in Fig. 4A. 

[0019]  Returning to Fig. 3, after the processing in 

S301, in S302 the reference data generating unit 203 

generates reference data from a plurality of pieces 

of periodic data obtained in S301 (reference data 

generating processing).  Specifically, as the 

reference data, the reference data generating unit 

203 generates average value data with respect to the 

plurality of pieces of periodic data.  At this time, 

the reference data generating unit 203 may calculate 

an average value after performing a correction, such 

as removing singular points, with respect to each 

piece of periodic data.  Further, as another example, 
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as the reference data, the reference data generating 

unit 203 may generate data showing a median value or 

a highest frequency value of the plurality of pieces 

of periodic data.  Reference data 410 is generated 

from the plurality of pieces of periodic data 401 

shown in Fig. 4A.  Note that, as long as the 

reference data generating unit 203 generates, as 

reference data, standard data representing a 

plurality of pieces of periodic data based on a 

plurality of pieces of periodic data, the specific 

processing for generating the reference data and the 

kind of reference data are not limited to the 

processing and kind of reference data described in 

the present embodiment. 

[0020]  Next, in S303, the allowable error 

calculating unit 204 divides the normal-time data and 

the reference data into data in comparison units, 

respectively.  Hereunder, the normal-time data and 

the reference data in comparison units are each 

referred to as "comparison data".  The comparison 

data is utilized when calculating an allowable error.  

Note that, the comparison units are set by the user 

through the input unit 106, and the user can set a 

unit that is less than or equal to a period unit as a 

comparison unit.  In the present embodiment, it is 

assumed that the comparison unit is set as a single 

day similarly to the period unit, and the allowable 

error calculating unit 204 divides the normal-time 

data into comparison data 401 in single-day units as 
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illustrated in Fig. 4A.  Further, because the 

reference data 410 is data in single-day units, 

dividing is not required.  In a case where the 

comparison unit and the period unit are equal, 

instead of dividing the normal-time data, the 

allowable error calculating unit 204 may acquire a 

plurality of pieces of periodic data obtained by 

division from the period unit dividing unit 202. 

[0021]  Next, in S304, the allowable error 

calculating unit 204 calculates an allowable error 

based on the comparison data of the periodic data 

obtained in S303 and the comparison data of the 

reference data that corresponds thereto (allowable 

error calculation processing).  A correlation 

coefficient, a total sum of differences of the 

reference data, a distance between the reference data 

and the comparison data, and a combination of these 

three indices may be mentioned as indices of an 

allowable error.  Hereunder, the total sum of 

differences of the reference data, and a distance 

between the reference data and the comparison data 

are referred to simply as "total sum of differences" 

and "inter-data distance", respectively. 

[0022]  In this case, the correlation coefficient is 

a value calculated by (formula 1) when it is given 

that a data string [(xi, yi)] is (i = 1, 2, ..., n), 

and takes a value from "-1" to "1".  A correlation 

coefficient of "1" means that the correlation is 

maximum, and a correlation coefficient of "-1" means 
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that the correlation is minimum. 

[Expression 1] 

Where, 

[Expression 2] 

are arithmetic averages of data x = [xi], y = [yi], 

respectively.  This is a cosine of an angle formed by 

vectors 

[Expression 3] 

which represent a deviation from the average of each 

data.  The correlation coefficient evaluates the 

similarity of the shape of the data overall, and not 

the similarity of the values of the respective points.  

Therefore, the correlation coefficient is suitable 

for detecting a non-normal state in which a change 

appears in the shape of data, such as an abrupt 

temperature decrease when the temperature is trending 

upward. 

[0023]  Note that, although the correlation 
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coefficient calculated by (formula 1) is generally 

referred to as "Pearson's product-moment correlation 

coefficient", the correlation coefficient is not 

limited thereto, and for example, "Spearman's rank 

correlation coefficient" may be used.  If "Spearman's 

rank correlation coefficient" is used, for example, 

in the case of temperature, when temperature changes 

are biased (that is, do not become a normal 

distribution) even in a normal state, the accuracy 

can be further improved by using a rank correlation 

coefficient that compares temperatures according to 

rank order (for example, the hottest temperature in 

one day) and not according to numerical values (for 

example, 25°C). 

[0024]  Further, the total sum of differences is 

suitable for detecting a non-normal state in which 

the overall data significantly leans toward the 

positive direction or the negative direction.  

Furthermore, the inter-data distance is suitable for 

detecting a non-normal state in which the amplitude 

of the data changes.  In the information processing 

apparatus 100, an index suitable to time series data 

of the detection object is set in advance as an index 

for an allowable error and a divergence value.  As 

another example, a configuration may be adopted in 

which a plurality of indices are set in advance in 

the information processing apparatus 100, and an 

index to be used for the detection object is selected 

from among the plurality of indices in accordance 
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with a user instruction.  In this case, the allowable 

error calculating unit 204 and the divergence value 

calculating unit 205 calculate an allowable error and 

a divergence value for the selected index, 

respectively.  Note that, in the present embodiment a 

case is described in which a correlation coefficient 

is set as the index. 

[0025]  In S304, the allowable error calculating unit 

204 calculates correlation coefficients between each 

of a plurality of pieces of comparison data and 

reference data in comparison units, and determines a 

smallest value among the resulting values as the 

maximum value of an allowable error.  The allowable 

error calculating unit 204 also calculates a total 

sum of differences between each of the plurality of 

pieces of comparison data and the reference data in 

comparison units, and determines a range from the 

largest value to the smallest value of the total sum 

of differences as the allowable error range.  The 

allowable error calculating unit 204 also calculates 

an inter-data distance between each of the plurality 

of pieces of comparison data and the reference data 

in comparison units, and determines a largest value 

among the resulting values as the maximum value of an 

allowable error.  Thus, the allowable error 

calculating unit 204 calculates an allowable error 

based on normal-time data and reference data.  

Thereby, as illustrated in Fig. 4A, a single 

allowable error 420 is calculated with respect to a 
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single piece of reference data 410. 

[0026]  Next, in S305, the communication processing 

unit 200 receives time series data as the detection 

object, that is, detection object data, from the 

external device 110.  Next, in S306, the divergence 

value calculating unit 205 divides the detection 

object data into comparison data in comparison units.  

Fig. 4B is a view illustrating detection object data 

430.  In the example in Fig. 4B, the detection object 

data 430 is divided into comparison data 440 in 

single-day units.  Next, in S307, the divergence 

value calculating unit 205 calculates divergence 

values between the comparison data obtained in S306 

and the reference data in comparison units 

(divergence value calculation processing).  In the 

present embodiment, the divergence value calculating 

unit 205 calculates a correlation coefficient as the 

divergence value.  Thus, the divergence value is made 

the same index as the allowable error.  Thereby, as 

illustrated in Fig. 4B, a plurality of divergence 

values 450 corresponding to the plurality of pieces 

of comparison data 440 are calculated. 

[0027]  Next, in S308, the detection unit 206 detects 

for a non-normal state based on whether or not the 

divergence value is within the allowable error range 

(detection processing).  Specifically, the detection 

unit 206 detects a non-normal state if the divergence 

value exceeds the allowable error range.  In this 

case, the allowable error range is a range of values 
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equal to or less than the maximum value of the 

allowable error calculated in S304.  Note that, as 

long as the detection unit 206 detects for a non-

normal state based on a divergence value and an 

allowable error range, the specific processing 

executed for that purpose is not limited to the 

processing described in the present embodiment.  As 

another example, the detection unit 206 may determine 

that a non-normal state is detected in a case where a 

predetermined number, which is equal to or greater 

than two, of divergence values calculated in 

correspondence with consecutive comparison data 

exceed the allowable error range in succession. 

[0028]  As illustrated in Fig. 4B, the detection unit 

206 performs detection for a non-normal state in 

comparison data units of the detection object data.  

In other words, in a case where the units of 

comparison data are set to small units, detection for 

a non-normal state can be performed at a time point 

at which only time series data for a relatively short 

period of time is obtained.  If the detection unit 

206 detects a non-normal state (Yes in S308), the 

processing advances to S309.  If the detection unit

206 does not detect a non-normal state (No in S308), 

the processing advances to S310. 

[0029]  In S309, the display processing unit 207 

displays a detection screen for notifying the user of 

the fact that a non-normal state was detected on the 

display unit 105, and thereafter the processing 
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advances to S311.  On the other hand, in S310, the 

detection object data with respect to which a non-

normal state was not detected is added to and 

recorded in the normal-time data storage unit 201 as 

normal-time data by the data management unit 208, and 

thereafter the processing advances to S311. 

[0030]  In S311, in accordance with an updating 

condition, the CPU 101 determines whether or not the 

current timing is a timing for updating the allowable 

error.  In the present embodiment, the passage of a 

predetermined period such as one month is adopted as 

the updating condition, and the updating condition is 

set in advance in the HDD 104.  Note that, an 

updating condition is not limited to the updating 

condition of the present embodiment.  As another 

example, obtainment of a predetermined number of 

pieces, such as 30 pieces, of comparison data 

(detection object data) with respect to which a non-

normal state was not detected may be set as the 

updating condition. 

[0031]  If the CPU 101 determines that the current 

timing is the update timing (Yes in S311), the CPU 

101 advances the processing to S300.  If the CPU 101 

determines that the current timing is not the update 

timing (No in S311), the CPU 101 advances the 

processing to S305.  Thereby, the allowable error is 

updated every time a certain amount of normal-time 

data is added.  Therefore, in the processing 

performed thereafter, the updated reference data can 
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be used.  Thus, the information processing apparatus 

100 can automatically update the allowable error to 

an appropriate value. 

[0032]  Next, the relations between indices of the 

allowable error and the divergence value and a non-

normal state that is to be detected are described 

referring to Fig. 5A to Fig. 8B.  Fig. 5A to Fig. 5C 

are explanatory diagrams for describing the 

correlation coefficient.  It is assumed that 

reference data 500 is generated from normal-time data 

as illustrated in Fig. 5A.  In contrast, as 

illustrated in Fig. 5B, non-normal-time data 501 that 

exhibits a data shape that is different from the 

shape of the reference data is sometimes measured.  

For example, a case is conceivable in which the 

external device 110 contacts a cooled object and is 

temporarily cooled rapidly. 

[0033]  Fig. 5C is a view illustrating divergence 

values of respective indices obtained with respect to 

the non-normal-time data 501.  As illustrated in Fig. 

5C, it is found that although the values of the non-

normal-time data 501 and the values of the normal-

time data cannot be effectively separated with 

respect to the total sum of differences and the 

inter-data distance, the values of the non-normal-

time data 501 and the values of the normal-time data 

can be effectively separated with respect to the 

correlation coefficient.  In other words, as 

described in the foregoing, it is found that the 
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correlation coefficient is suitable for detecting a 

non-normal state in which the data shape changes. 

[0034]  Fig. 6A to Fig. 6C are explanatory diagrams 

for describing the total sum of differences.  It is 

assumed that reference data 600 is generated from 

normal-time data as illustrated in Fig. 6A.  In 

contrast, as illustrated in Fig. 6B, non-normal-time 

data 601 that, although having a shape that resembles 

the shape of the reference data, exhibits values that 

are higher overall in comparison to the reference 

data 600 is sometimes measured.  For example, a case 

is conceivable in which the temperature rises due to 

abnormal operation of the external device 110 or an 

air conditioning failure. 

[0035]  Fig. 6C is a view illustrating divergence 

values of respective indices obtained with respect to 

the detection object data 601.  As illustrated in Fig. 

6C, it is found that although the values of the non-

normal-time data 601 and the values of the normal-

time data cannot be effectively separated with 

respect to the correlation coefficient and the inter-

data distance, it is possible to effectively separate 

the values of the non-normal-time data 601 and the 

normal-time data with respect to the total sum of 

differences.  In other words, as described in the 

foregoing, it is found that the total sum of 

differences is suitable for detecting a non-normal 

state in which the overall data significantly changes 

in the positive or negative direction. 
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normal-time data 801 exhibiting slight temperature 

changes with respect to reference data 800 is 

measured in some cases.  For example, a case is 

conceivable in which a hole is formed in a sealed 

space, and wind enters.  Further, with respect to 

waveform data (time series data) for the sound of a 

motor, a case is conceivable in which a bolt of the 

motor is loosened and generates noise.  In such cases, 

as the ranges of the respective allowable errors of 

the correlation coefficient, the sum of differences 

and the inter-data distance, the correlation 

coefficient is set in a range close to 1, the total 

sum of differences is set in a range close to zero, 

and the inter-data distance is set in a range of 

values equal to or greater than a predetermined value.  

The detection unit 206 may detect a case where at 

least one of the three indices of divergence values 

exceeds the allowable error range as a non-normal 

state. 

[0039]  Further, as illustrated in Fig. 8B, non-

normal-time data 811 that exhibits lower values 

overall relative to reference data 810 is sometimes 

measured.  For example, a case is conceivable in 

which, in a sealed space, the output setting for air-

conditioning is changed, or in which there is a 

failure of a cooling device or the like.  Further, 

with respect to waveform data for the sound of a 

motor, a case is conceivable in which the output of 

the motor is weakened by a decrease in the power 
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supply due to a contact failure at the power source 

or the like.  In such cases, as the ranges of the 

respective allowable errors of the correlation 

coefficient, the sum of differences and the inter-

data distance, the correlation coefficient is set in 

a range close to 1, the total sum of differences is 

set in a range of values equal to or less than a 

predetermined value, and the inter-data distance is 

set in a range of values equal to or greater than a 

predetermined value.  The detection unit 206 may 

detect a case where at least one of the three indices 

of divergence values exceeds the allowable error 

range as a non-normal state.  As described above, it 

is sufficient that at least one of the correlation 

coefficient, the total sum of differences and the 

inter-data distance is included as an index that is 

utilized when detecting a non-normal state. 

[0040]  Next, a case where a period unit and a 

comparison unit are different will be described 

referring to Fig. 9.  It is assumed that normal-time 

data 900 is time series data of temperature changes 

for several tens of days.  As illustrated in Fig. 9, 

the normal-time data 900 is divided into periodic 

data 901 on a 30-days basis.  In addition, the 

periodic data 901 is divided into 30 pieces of 

comparison data 902 (comparison data "1", "2" ... 

"30") on a single-day basis. 

[0041]  In this case, as illustrated in Fig. 9, 

reference data 910 on a 30-days basis is generated 
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which corresponds to the periodic data.  On the other 

hand, an allowable error is generated for each piece 

of comparison data 911 in single-day units of the 

reference data 910.  In other words, as illustrated 

in Fig. 9, allowable errors 920 are generated based 

on the comparison data 911 of the reference data, and 

the comparison data 902 of the periodic data 901 that 

corresponds to the comparison data 911 of the 

reference data.  In the example in Fig. 9, an 

allowable error "1" is calculated based on a 

plurality of pieces of comparison data "1" 

respectively included in the plurality of pieces of 

periodic data 901, and the comparison data "1" of the 

reference data 910.  Similarly, allowable errors "1" 

to "30" are generated based on comparison data "1" to 

"30" of the reference data 910, respectively. 

[0042]  Note that, the comparison data of the 

reference data is not particularly limited, and a 

configuration may be adopted in which, after 

reference data is temporarily generated in periodic 

data units, the reference data is then divided into 

comparison data units, or a configuration may be 

adopted that generates reference data for each 

comparison data unit. 

[0043]  In addition, as illustrated in Fig. 9, 

detection object data 930 is divided into comparison 

data 940 in single-day units in correspondence with 

the comparison data 902.  Divergence values 950 are 

then calculated based on the comparison data 940 of 
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the detection object data 930 and the corresponding 

comparison data 911 of the reference data 910.  In 

the example in Fig. 9, a divergence value "1" is 

calculated based on comparison data "1" of the 

detection object data 930 and comparison data "1" of 

the reference data 910.  Similarly, divergence values 

"1" to "30" are calculated based on comparison data 

"1" to "30" of the detection object data 930, 

respectively.  Further, each time a divergence value 

is calculated, a detection is performed to determine 

whether or not there is a non-normal state. 

[0044]  For example, in a case where 30 days is 

adopted as a period unit, and 30 days is also adopted 

as a comparison unit, detection for a non-normal 

state cannot be performed unless 30 days have passed.  

In contrast, in a case where 30 days is adopted as a 

period unit, and one day is adopted as a comparison 

unit, each time that one day passes, detection for a 

non-normal state can be performed based on the 

detection object data for the relevant one day. 

[0045]  As described above, the information 

processing apparatus 100 according to the present 

embodiment can detect a non-normal state that is 

different from a normal state by data analysis, 

without performing complicated processing.  For 

example, in a case where a configuration is adopted 

that detects for a non-normal state by performing a 

comparison with a threshold value, it is difficult to 

set an appropriate value as a threshold value, and it 
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has been necessary for the user to set the threshold 

value.  In contrast, in the information processing 

apparatus 100 according to the present embodiment, a 

non-normal state can be detected automatically 

without determining a threshold value.  Further, 

because the information processing apparatus 100 

according to the present embodiment generates 

reference data based on time series data at a normal 

time that was obtained in the past, and detects for a 

non-normal state by comparing with the reference data, 

a non-normal state can be detected with high accuracy.  

In addition, since the information processing 

apparatus 100 according to the present embodiment can 

generate appropriate reference data by taking into 

consideration the periodicity of time series data at 

a normal time that was obtained in the past, a non-

normal state can be detected with higher accuracy. 

[0046]  Note that the non-normal-state detection 

processing described above referring to Fig. 3 may be 

realized by cooperation between a plurality of 

apparatuses that are connected through a network.  In 

other words, the non-normal-state detection 

processing may be realized by an information 

processing system having a plurality of apparatuses. 

[0047]  (Second Embodiment) 

 Next, an information processing apparatus 100 

according to a second embodiment will be described.  

First, time series data that is adopted as the 

processing object of the information processing 
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apparatus 100 according to the second embodiment will 

be described.  The time series data that is adopted 

as the processing object is, as illustrated in Fig. 

10, time series data of temperature changes that are 

influenced by the outside air temperature in Japan.  

Note that, as illustrated in Fig. 11, when the time 

series data illustrated in Fig. 10 is seen in single-

day units, the time series data shows temperature 

changes having differing tendencies in accordance 

with the four seasons of spring, summer, autumn and 

winter.  In a case where a period unit and a 

comparison unit are set as one day and reference data 

is generated with respect to time series data of this 

kind, average data for the entire year is generated 

as reference data.  Therefore, as illustrated in Fig. 

11, there is the problem that, in comparison to the 

time series data for single days that was measured in 

spring or autumn, there is a large difference with 

respect to the reference data in the time series data 

for single days that was measured in summer or winter. 

[0048]  Although it is also conceivable to set the 

period unit as one year and to set the comparison 

unit as one day, in such a case a long time period of 

10 years or the like would be required in order to 

obtain reference data, and that situation is not 

preferable.  Contrarily, the information processing 

apparatus 100 according to the second embodiment sets 

four kinds of reference data in accordance with the 

four seasons while setting the period unit and the 
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comparison unit to one day.  The information 

processing apparatus 100, for example, generates 

reference data in single-day units for spring based 

on normal-time data for each day that was measured 

from April to June.  Similarly, the information 

processing apparatus 100 generates reference data for 

summer, autumn and winter based on normal-time data 

for each day of the periods July to September, 

October to December, and January to March, 

respectively.  The information processing apparatus 

100 then selects and uses the appropriate reference 

data to be referred to in accordance with the month 

in which the detection object data was measured. 

[0049]  Note that, the information processing 

apparatus 100 may perform switching of reference data 

in accordance with a user operation, or as another 

example, may automatically perform switching of 

reference data based on a value of the detection 

object data.  The latter example will now be 

described in detail.  For example, depending on the 

year, the trend of temperature changes with respect 

to single days may sometimes transition to a trend of 

the next season earlier (or later) than an average 

year.  Contrarily, the information processing 

apparatus 100 determines whether or not the trend of 

the detection object data transitioned to the next 

season.  Specifically, the information processing 

apparatus 100 calculates a divergence value of the 

detection object data in day units.  Further, the 
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information processing apparatus 100 detects a non-

normal state in accordance with whether or not the 

divergence value is within the range of an allowable 

error, and checks whether or not the divergence value 

satisfies a transition condition. 

[0050]  Note that, the transition condition is a 

condition relating to a divergence value that is used 

for switching the reference data, and is set in 

advance in the HDD 104 or the like.  The transition 

condition is different from the allowable error range.  

For example, when the season changes from spring to 

summer, the overall temperature throughout a single 

day rises.  Contrarily, a condition that a 

correlation coefficient obtained as a divergence 

value between the detection object data and the 

reference data is equal to or greater than a 

threshold value (close to 1), and the total sum of 

differences is equal to or greater than a threshold 

value is set in advance as a transition condition for 

transitioning from spring to summer.  In addition, 

the information processing apparatus 100, for example, 

may automatically set a threshold value of the total 

sum of differences based on the reference data for 

spring and the reference data for summer.  

Specifically, as illustrated in Fig. 12, the 

information processing apparatus 100 may set an 

average value of the reference data for spring and 

the reference data for summer as a threshold value.

[0051]  Further, for example, in a case where days in 
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which the correlation coefficient is equal to or 

greater than a threshold value that is set in advance 

as a value close to 1 and the total sum of 

differences exhibits a value that is equal to or 

greater than a threshold value that was automatically 

set have continued for a predetermined number of days 

(for example, 10 days), the information processing 

apparatus 100 determines that the trend of the 

detection object data transitioned to the next season.  

Further, if the information processing apparatus 100 

determines that the trend of the detection object 

data transitions to the next season, the information 

processing apparatus 100 automatically switches the 

reference data to the reference data of the next 

season (switching processing).  Note that, the 

remaining configuration and processing of the 

information processing apparatus 100 according to the 

second embodiment is the same as the configuration 

and processing of the information processing 

apparatus 100 according to the first embodiment. 

[0052]  Although an abnormality of equipment at a 

factory or a plant, or of a server at a data center 

or the like can typically be detected according to 

the present invention, the application range of the 

present invention is not limited to a factory or 

plant or a data center.  It is needless to say that 

the present invention can also be applied to all 

kinds of situations such as to various kinds of 

equipment (elevators, escalators, air-conditioning, 
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conveyors, cranes or the like) in buildings or 

warehouses or the like, electrical appliances in 

ordinary processes, other electronic devices, 

household appliances, and furthermore to 

transportation infrastructure such as vehicles and 

trains.  In addition, the data adopted as a 

measurement object is not limited to data for 

temperature or sound, and various kinds of data such 

as data for electric current, voltage, vibration, 

pressure, acceleration, and light may be a 

measurement object, and it is self-evident that the 

data to be taken as a measurement object is not 

particularly limited. 

[0053]  <Other Embodiments> 

 The present invention is also realized by 

executing the following processing.  In other words, 

software (a program) that realizes the functions of 

the above-described embodiments is supplied to a 

system or an apparatus via a network or various types 

of storage media.  The processing is processing in 

which a computer (or a CPU, an MPU, or the like) of 

the system or apparatus reads out and executes the 

program. 

[0054]  According to the respective embodiments 

described above, a non-normal state that is different 

from a normal state can be detected by data analysis, 

without performing complicated processing. 

[0055]  Although preferred embodiments of the present 

invention are described in detail above, the present 
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invention is not limited to these specific 

embodiments, and various modifications and changes 

are possible within the scope of the gist of the 

present invention described in the claims. 
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CLAIMS 

[Claim 1]  An information processing apparatus, 

comprising: 

 a first divider configured to divide time series 

data measured at a normal time into periodic data in 

a period unit; 

 a reference data generator configured to generate 

reference data based on a plurality of pieces of 

periodic data; 

 an allowable error calculator configured to 

calculate an allowable error of a divergence value, 

based on the time series data of the normal time and 

the reference data, the divergence value indicates a 

degree of divergence from the reference data; 

 a divergence value calculator configured to 

calculate a divergence value between time series data 

for detection and the reference data, the time series 

data for detection is a detection object for 

detection of a non-normal state; and 

 a detector configured to detect the non-normal 

state in accordance with whether or not the 

divergence value is within a range of the allowable 

error. 

[Claim 2]  The information processing apparatus 

according to claim 1, further comprising: 

 a second divider configured to divide the time 

series data of the normal time into comparison data 

in a comparison unit, the comparison unit is a 

shorter unit than the period unit and is a unit for 
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comparison with the divergence value; 

 wherein: 

 the allowable error calculator calculates an 

allowable error based on the comparison data of the 

time series data of the normal time, and comparison 

data of the reference data, the comparison data of 

the reference data corresponds to the comparison data 

of the time series data of the normal time; and 

 the divergence value calculator calculates a 

divergence value between the time series data for 

detection in the comparison unit and the reference 

data in the comparison unit. 

[Claim 3]  The information processing apparatus 

according to claim 1 or 2, wherein: 

 the allowable error calculator calculates the 

allowable error based on a correlation coefficient 

between each of the plurality of pieces of time 

series data and the reference data; and 

 the divergence value calculator calculates a 

value of a correlation coefficient between the time 

series data for detection and the reference data as 

the divergence value. 

[Claim 4]  The information processing apparatus 

according to claim 3, wherein: 

 the allowable error calculator calculates a 

smallest value of correlation coefficients between 

each of the plurality of pieces of time series data 

and the reference data as the allowable error. 

[Claim 5]  The information processing apparatus 
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the reference data generator generates a plurality of 

pieces of reference data corresponding to the 

respective pieces of periodic data; 

 the information processing apparatus further 

comprising: 

 a switcher configured to switch the reference 

data in a case where a divergence value between time 

series data for detection and the reference data 

satisfies a predetermined transition condition. 

[Claim 12]  An information processing system, 

comprising: 

 a first divider configured to divide time series 

data measured at a normal time into periodic data in 

a period unit; 

 a reference data generator configured to generate 

reference data based on a plurality of pieces of 

periodic data; 

 an allowable error calculator configured to 

calculate an allowable error of a divergence value, 

based on the time series data of the normal time and 

the reference data, the divergence value indicates a 

degree of divergence from the reference data; 

 a divergence value calculator configured to 

calculate a divergence value between time series data 

for detection and the reference data, the time series 

data for detection is a detection object for 

detection of a non-normal state; and 

 a detector configured to detect the non-normal 

state in accordance with whether or not the 
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divergence value is within a range of the allowable 

error. 

[Claim 13]  An information processing method that is 

a method that an information processing apparatus 

executes, comprising: 

 a first dividing step of dividing time series 

data measured at a normal time into periodic data in 

a period unit; 

 a reference data generating step of generating 

reference data based on a plurality of pieces of 

periodic data; 

 an allowable error calculation step of 

calculating an allowable error of a divergence value, 

based on the time series data of the normal time and 

the reference data, the divergence value indicates a 

degree of divergence from the reference data; 

 a divergence value calculation step of 

calculating a divergence value between time series 

data for detection and the reference data, the time 

series data for detection is a detection object for 

detection of a non-normal state; and 

 a detection step of detecting the non-normal 

state in accordance with whether or not the 

divergence value is within a range of the allowable 

error. 

[Claim 14]  An information processing method that is 

a method that an information processing system 

executes, comprising: 

 a first dividing step of dividing time series 
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data measured at a normal time into periodic data in 

a period unit; 

 a reference data generating step of generating 

reference data based on a plurality of pieces of 

periodic data; 

 an allowable error calculation step of 

calculating an allowable error of a divergence value, 

based on the time series data of the normal time and 

the reference data, the divergence value that 

indicates a degree of divergence from the reference 

data; 

 a divergence value calculation step of 

calculating a divergence value between time series 

data for detection and the reference data, the time 

series data for detection is a detection object for 

detection of a non-normal state; and 

 a detection step of detecting the non-normal 

state in accordance with whether or not the 

divergence value is within a range of the allowable 

error. 

[Claim 15]  A program that causes a computer to 

function as: 

 a first divider configured to divide time series 

data measured at a normal time into periodic data in 

a period unit; 

 a reference data generator configured to generate 

reference data based on a plurality of pieces of 

periodic data; 

 an allowable error calculator configured to 
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calculate an allowable error of a divergence value, 

based on the time series data of the normal time and 

the reference data, the divergence value indicates a 

degree of divergence from the reference data; 

 a divergence value calculator configured to 

calculate a divergence value between time series data 

for detection and the reference data, the time series 

data for detection is a detection object for 

detection of a non-normal state; and 

 a detector configured to detect the non-normal 

state in accordance with whether or not the 

divergence value is within a range of the allowable 

error. 


