{ 0 APR 2005 WD 02/057865 PCT/ US02/ 00973 SYSTEM AND METHCOD FOR EI[F—]AW_EQ[E
| GATS MANAGEMENT USI NG A STANDARD RENDERI NG ENG NE Fi el d of the I'nvention

0001] The éxveesssi on relates to distribution of_di gital ' ntent and nore
|[oarti]cul arly, to a method and apparatus for facilitati ng(i%}é[fﬁopﬂ‘ﬁ?t"?on of

o 1 cat 1 8% AN M TROH EOR bl Grial sl ST WANACEMENG Sl of  he

| nvention [0002] The Int STﬂﬂDARWEﬂﬂWFFﬁgW k of conputers I|inked
ron [l

‘together Dby various hardware conmuni ca s all running a standard

suite of protocols known as ﬂ;?ﬁ éﬁé% “f}?ﬁi\'ﬁ ssion control protocol /I nternet

protocol). The growth of the 9he 1ast several years has been

expl osi v fueled in the nost part by the w despread use of software tools
(kﬁown ai‘oougro IVENRRN Fplalgs @\/é'%‘b‘éH“‘Pﬂ'm_d’QH? ntent, amghmrare | anguage)

I ew t L avigation. Bro rs all ow
2 o ol e PRRGIER L6 A¥REoE End S5 s B MRBine BBt B s RRIeetRE ver the
| nt er net docinensedisplgged il ﬁﬁeﬁéﬁddﬁn@@néiﬂ% &@%E@érd’éﬁﬂliéa‘ﬂoﬁccess cont ent
on the Internet, i.e. the client conputér. HITP is a conponent on top of

. TCP/ | P aREPYIABY iSHER agsu kiteroeb¥éeh Bravesaunent s of various formats using the
standard page description-language known as HTML and nore recently XM

(extensi bl e markup | anguad@aclkadbukdidftHechivensiodl e hypertext  markup
| anguage), a refornmulation of HTML into XM.. The coll ection of servers on

the I nt e[00H2]usiTe hitdhdetlisTR W&'ﬁﬂ\hﬁ@%ﬁﬂ@&mc@rﬁguﬁsliim%q%%%gﬁ Veb® or
sinply the "Web." [0003] Through HTM., XHTM, .and i nteracti programm ng
pr ot ocol By vafinus hatdwareotoroontrecatidnslirdds! &l tunnindk e sthedsmhssitg ofivai | abl e to
others b¥rotocols known as TCP/IP (transmission control prbtocol/lnterhet protocol).

The growth of the Internet over the last several years has been explosive,

fueled in the most part by the —widesprea'd use of software tools (known as

"browsers™) whi'ch_ailow both HTML‘(hypertext markup language) viewing

| and HTTP (hypertext transfer protocol) navigation. Browsers allow a simple

GUI (graphical user interface) to be used to communicate over the Internet.

Browsers generally reside on the computer used to acbess’ content on the

Internet, i.e. the client computer. HTTPis a compohent on top of TCP/IP

and provides users access to documents of varidus formats using the

standérd page description language known as HTML and more recently -

XML (extensible markup language) and XHTML (extensible hypertext

markup language), a reformulation of HTML into XML. The collection of

servers on the Internet using HTML/HTTP has become known as the "World
Wide Web" or simply the "Web."

[0003] Through HTML, XHTML, and interactive programming protocols,
the author of content is able to make the content available to others by

placing the content, in the form of a Web page, on an Internet Web server.



pl acing the content, in the formof a Wb page, on an Internez Vﬁ?gg% er.
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i denti f i‘,@g@%ﬂgﬁum (Uni form Resource Locator) and, generally, any client—
running a ) Drowser can access the Wb server by usi MEH2UGRTZ A client
conputer running a browser can request a display of a Wb page stored on a
Wb ser vERe bptwarupath ta thiRiserverdsi ekintifibd by URe(UnTirnResbardehe Vb in a
known nner.. [ 00 Aé] Si r}ﬁfe the Web utilizes standard protocols and a

st andar d-9&i0EA € e @ny client pningaeh §rewgeneampceess theowser, t he

Wb has Qi ' "tcg% . e ; ' Lcations of the Wb has
been di s‘?ﬁgbut i %ﬁgyg@ ontéeLrJ]ISDi rfp{:lﬁéem?gr%rédg%r %’@mﬁﬁﬁgwﬁ%%ﬂmnt ", as the
termis regedst aelisplay of a el pagietstofed o arwabisevely ASuidPa Wit ri bution or
transfer, including but not limted to correspondence, booﬁs, magazi nes,

j our nal 9eqHEKIPAPEER the temet faphe Welsiofa kaown mamweygr aphs and ot her
i mages, audio and video clips, and other nultinedia presentations. A

docunent[0084] beSévdeoitiedebntiizésstaddafdpmietblPanera stafddididrderidgt 2 on a
storage nedium or in any other known manner on a variety of nedia. [0005]

However ENGNRe. de- thirepsdering Argineat thedyowser, the dVely headecameespr ead

di stri byt f. dhQi dog .l.e.d I n f readable b

conput ot Didftells, ke Bl PRHERISSnlicatithe 6 e ABINASbost SRUHALN |1 o ¢ ho

current dfaehtedt it Rein sicRUnidits.] Alebbefns! aB PRy ief dg%!@fs of content
u

owners during the distribution and use of those digita ments. Efforts
t o resolhggeint s anpvibptinforavasionesibject tordistributiosl dreicansfer, cpdingy R ghts

Managenent " . (" | PRM "Digital Property Ri ghts Managenent" -("DPRM'),
e o1 2L nt ﬁmﬁ?%%???veﬁ%‘ﬁ&%eé}'?@nﬁmg%&ﬁwaémewamn@?wea@meﬁf& ("RM),
and " El eehdrttders GRWarghbh ! ofhe : ; Y erred to as
"Digital rirgjrﬁﬁ;e mnagené%té{?wdr 8?#?%%68’%&8%%6 \%é(o [:ﬁ;_s,
and other multimedia presentations. A document may be embodied in printed '
form on paper, as digital data on a storage medium, or in any other known '

manner on a variety of media.

[0005] However, oné of the most important issues impeding the
widespread distribution of digital documents, i.e. documents in forms readable
by comput_ers, via electronic means, and the Internet in particular, is the
current lack of protection of the intellectual pro'perty rights of content owners
during the distribution and use of those digital documeﬁts. Efforts to resolve
this problem have been termed “Intellectual Property Rights Management”
("IPRM"), “Digital Property Rights Management” (“DPRM"), “ihtelléctuai ‘
Property Management” ("iPM"), “Rights Management” (“RM"), and “Electronic
Copyright Management” ("ECM"), collectively referred to as “Digital rights
~management (DRM)" herein.

[0006]  In the world of printed documents, a work created by an author is
usually provided to a publisher, which formats and prints numerous copies of

the work. The copies are then sent by a distributor to bookstores or other
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006] I.n the world of printed docunents, a work created by an 8PR AN
%(s)ual}y provided to a publisher, which formats and prints nuner ug o%@g

t he WdP R2/0ST¥E copies are then sent by a distri butor ty. 5/3690;595 or
SI her 2 .2 0 APR 2085 WO 02/ 057865 -PCT/ US02/ 00973 retail outléts, from

i ' ha , ile the | gquality of
Sopy ng e et ford T R eeF Bt PRE B e Pua i ers ol hikie served as
det er r entlowtqualihact ¢eminpdnd dpy higg ovist BDSBIrBULAL %‘i‘ihﬁé%?h'?éﬁ;%ﬁ qal\,% is far

to ¢ nodi f and redistribute unprotected digital docunents.
Zﬁgofgfﬁﬁveégﬁgeﬁgﬁmé toHngyihosged repyingiof mosuﬁpdutmila:]@caimem?ﬁasfgg %li g g
i o i £ . ' i bute t i t hout aut hor ).
ek 1 B RS oyt RO oA A LD G HIEM SR PL auttort zat i on.
prevent , Agcoedinglydebme memnhe:ffﬁr@r@cﬂﬁgbl@ﬁta%@éﬁhﬂé’tﬁtﬂ?ﬂeﬂéﬁégg?b;tr]:jons of

| ectroni c_docunents w thin current general-pqrpose conmputi
gommni cdDRighit meretdifiisult te poRis and distiifautte themutitiout awtiideagibhons, and ot her
devi ces connected over communi cati ons networ ks, such as |ocal area

ks [000Ws) , Unfartumats!p, it hasibebe widdlg ré@igniAhaitiS aREcuE R Provi de
Rgﬁ\é\n\/\;r Z-[ga:]g;)sol utions fo pr event ur_latyjt hori zed copyi ng have proven to be
unsucces$fayen J‘Pfée‘tﬁ’b‘i(j)‘?t\eé%@ﬁ)'@rf@ﬂ malirg tbanttivrizeddistiimatiorgns t echnol ogi es

. | a rizedn | t t
el ect r ontt Ty C o et it BB G Bbad BeSe Gomatihgandmt i on pi o ur es.
and .t husomirhinicatianess etems ebh A SR LhRRLTork SUAALARIL 268 di str i bution

[ ful.
f documents. Accordingly, DRMtechnol ogi es are’ becom ng use
Fooos] TRYRS Sevices qepnestaszanerisommenipaiiyechétovosts, @ieh <0088l aeat he

“gecure DOMAFRL AN iMETp et eliieE Mans afempts i pavids vy o keep
hardware-based solutions to prevent unauthorized copying have proven to be
unsuccessful. The proliferation of "broad'band" communications technologies
(NII) will render it even more convenient to distribute large documents
electronically, including video files such as full length motibn pictures, and
thus will remove any remaining deterrents to unauthorized distribution of

documents. Accordingly, DRM technologies are becoming very useful.

[0008] Two basic schemes have been employed to attempt to sol\}e the
document protection problem: secure containers and trusted systems. A
“secure container” (or simply an encrypted document) offeré a way to keep
document contents encrypted until a set of authorization condiﬁons are met

~ and some copyright terms are honored (e.g., payment for use). After the
various conditions and terms are verified with the document provider, the
document is released to the user in clear form. Commercial products such as
Cryptolopes by IBM™ and by InterTrust's ™ Digiboxes fall into this category.
Clearly, the secure container approach provides a solution to protecting the

document during delivery over insecure channels, but does not provide any
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docunent contents encrypted until a set of authorization cor?li[]t P_\@Bsz@ﬁe met!
and sone copyright terns are honored (e.g., paynent for use). Aft er e
various_conditions and ternms are verified with the docunent provider, the
docunent G @ Edased to the user in clear form Conmerckali/ysopeises s such as
Cryptol opes by IBMIM and by InterTrust' sTM Di gi boxes fall into this

cat egor ynech@nésan ity pravest heteCtra Froft oBRRTAG ek Bleay 568§m%nF8th lon to
protecting the docunent during delivery over 1nsecure channels, but does

not provhereusing andiregisNiiritnggbinwiolation 57 semteRCIWODSE? frtedg@uaiechani sm t o

. prevent bﬁ%@ mat e users from obtaining the clear docunent and then using
and redP uting it in violation of content owners' intellectual
properti(.P é 00?{1tj Crypt ogr aphi ¢ mechani snms are typically used to encrypt (or
"enci ph#?00%]qo Lufvpifidraphigimeghanisias age bipicallytusgddaenseryptdar publicly,  and °

ul ti mat el y.. nriw ' i, €. unencrypt ed, . aut hqri zed users.
Thi s pr%'%//cilrg‘t{aésr )Z& %?&?é’?%%%‘?%%ﬁ?@%gaﬂﬁ %fego%‘ﬂﬁﬁﬁi’ 38& ivery froma
documentitighztélyi griviaesly de fad hios i 7RG, i ot k, as well "
as duri ng_do"gurren_t gtorc?gg on an insgéﬁﬁééd’%giéﬂ%ﬁﬁ?g%f%]e&fnwtﬁ%e "trusted
syst ent pepiriasez Basicterranf pratesyen duning doespentddivery from pr event i ng

unaut hor,i. zed use. and, distribution of the docunent. Building a trusted
syt em teanedt st B an suhefted Hesr Suer dulalCeirthos as Welase

pr ocess@ping 86&8iReRt Aopdie SRAnIRSI ke WRilGH N9 devices. This al so requires
that all sotftware applications that run on trusted systens be certified to

chal 1 eni 18] o it (i L SR e S R E RS iBest that
open anfbr preddritingash=aNIsdreRR eCin@dishibution st the'deelitdrRN Budindga br owsers to
access the Wb, will be the dom nant systens used to access copyrighted
' trusted system-usually-entails-introducing new hardware such as a secure
processor, secure storage and secure rendering devices. This also requires
that all software applications that run on trusted systems be certified to be
1rusted. While building tamper-proof trusted systems is still a real challenge
to existing technologies, current market trends suggest that open and
untrusted systems such as PC’s and workstations using browsers td abcess
the Web, will be the dominarit systefris used to access copyrighted
documents. In this sense, existing computing environments such as PC’ s
and workstations equipped with popular operating systems (e.g., Windows™,
Linux™, and UNIX) and rendering applications such as browsers are not
trusted systems and cannot be made trusted without Signiﬁcan‘tly alteririg théir
architectures. Of course, alteration of the architecture defeats a primary

,P_“_rP‘EEv_F’__f_ the Web, i.e. flexibility and compatibility.

[0011]  U.S. patent 5,715,403, the disclosure of which is incorporated
herein by reference, discloses a system for controlling the distribution of
digital documents. Each rendering device has a repository associated _ '

therewith. Usage rights labels are associated with digital content. The labels
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docunents. In this sense, existing conputing environnents such 2§ RPR 205
and wor kst ati ons equi pped Wi th popul ar operating systems (e.g., e
W ndows TWORRI®ES and UNI X) and rendering appl i cations s%/agozzorgﬁ%gllsers ‘
not trusted systens and cannot be nade trusted w thout signifi y

al tering jngide uﬁg@?ﬁﬁﬁgiﬂt%ﬁegi@;a\i@%nﬁ?joéf:ls}a%ré teibggrpfg;t %Hg a%&?rg; ?gf H te y.

defeats a prinmary ™ purpose o

. Sinditerenprebedant, {D8xerchinglinechasNECoUseMh & Jafel fed
Lg?éﬂ’l gy%r;?err?q€;1 edi'scl os)é?s a s%ster.n_f or cfg};]ste\r,w(}f’%jrlljga ?wgbc'gﬁgib?ﬁ%butlon of
digital dOSHRERE the pse Al 2 lahed prefixeddoidigitah flesaortbpbdiffepsnt @esochat ed

| : re associated with digital content. The
ngre?\ém zhi,'a\}%&g&,&%&g%%ﬁﬁf%%ﬁgygﬁé : Wa seerest 10 pame filsage rights
t hat specd X ' ner of use of the content and any cond!_tl.on_s pr ecedent
f or exerglb@i ﬁg t H&¥GRERierPR0agaes havebepatakan ® @BRiAE dittimitesesf t he use

O 2, abeloctriis el dehab! Al Hheab R R i ool Blge S e

specific encryption capabiTity an

[0012] Twerviaes i whishdhe nser isaorly bRffed akedsd © ﬁﬁﬂéﬁtoéﬂér'bgaﬂﬁy i bution of

[ I pti based
er the \\eb. The first approach is the use 0 i ption I |
ggf\lfrggts%lﬁ\éﬁmfm fege Hrvepvarsoree thegsubsception feesis paid endttet after paying a

es - O S e SRR
docunent AeRUmienfis KAORKS v B i iaisas Ban eany oyt apdmecifand modi fy
t he docutieetiociment,dkl alf e84t of e HB?UHQHP%Q‘&&E g%’t&ltﬁ@]%{%ﬁg sher is lost..

[ 0013] The second approach i1s to utilrze p ‘s wherein the

ni &, select renderi engine that is .
o 1 gat b e T et SeCFREMARRRY i BEE prb&relEry Elmatehermia teppr oach

requi r es dohemesican only tss rgldered BPl QlGdt¥eh@6rY eAReASER SehGaty 1ty to
conbi ne PcI) grr'n%lrcg B‘PEBU['JL%HSI‘IEF'S rights. Of course, this approach requires the use of '

a single proprietary format and loses the ability to combine plural popular

formats and the richness of content associated therewith. .Fur‘ther,rthis
Tapproach requires the user to use a proprietary rendering application that

must be obtained and installed on the user's computer and requires

development of the rendering application for each format to be rendered in a |

secure manner. Further, the documents must be generated or converted
using non-standard tools. ' |

[0014] Further, there are various known mechanisms by which

| functionality can be added to a standard rendering engine, such as a Web
browser. For example, an ActiveX control can be automatically downloaded
and executed by a Web browser. ActiveX is a set of rules for how applications
should share information and ActiveX controls can be developed in a variety

of programming languages, including C, C++, Visual Basic, and Java.

[0015] An ActiveX control is similar to a Java applet. Unlike Java applets,

however, ActiveX controls have full access to the Windows™ operating
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formats and the richness of content associated therewith. F h%@ ?@ﬁs
-approach requires the user to use a proprietary rendering ;%Qli gt t hat
nmust be_obtai ned and installed on the user's conputer and requires

devel opMEhY257866he rendering application for each fornatPGRU$s/pEAder ed in
a secure manner. Further, the docunents nust be generated or converted

_usi ng nosysteranklicrdsoft’t as do@lcedrarédistratidrsysterarss that besiBsde@an
mechani s b}j/ V\hdag% functionality can be added to a standard rendering
engi ne, ‘gg'atl‘f & Bntigaie Reclivedy cantiipeore dawalaadiaxitc oldvBol can be
aut omat i . owse jveX is a set
of rules é%t)é %&@bgﬁ?%@? llagﬁgmg’)s(ﬁggllle%gs'ﬁ%'rv gxwéﬁi%%%o%uréﬁﬁ} ActiveX

cont r ol dinsitedl foe\Miedey©padvirdrimenteéar i ety of progranm ng | anguages, including
C, C++, Visual Basic, and Java. [0015] An ActiveX control is simlar to a

Java apgbaie) Unhi &Sintia¥da I hg%\g : | C. have full
access ltC[o th]e Wndol\ﬁg‘"gope atgﬁ%a ’?dz aIA'ﬁli-'{ f@@?%&zﬁéé%@ PCT/ US02/ 00973
syst em evhbed suetative aterens|io paMia doegimehtsatol initiaty 8 tdoWriead Bal br owser s
can identify and authenticate an ActiveX control before downloading it.

Java appsteliationsef Actyesncentrols padabherfungliense S&girmantiyy MicrosattisdiVebar e

tl L A | ts. LOO16] A I pti |
ol 1 ed st Ee GRS TR PR, Riaboril B ATVERe! cent s i n FTML
docunentyhdreas Netscp' aNdoRtadp Rk erish Ibef ar® UbVEKegant rol s and

Bhaits Bhiyo ,
other functions. Currently,” Mcrosoft's Wb browser, Internet pl orerT™™
suppor t $haughaits phugaissrdapt enabiel skppo eXVBSohipt ead AddiveXagédweMNayi gat or 1M

cuppor 15 Salasiis B {anous plitein SRR softiaie Sabionsers BFRAT var oo
Pl ug-i n cAppbliddtstRe IRET WRpEriEMKe BROYREIhtd HVERETY of problems in

implementing a reliable DRM system over the Web or other open networks.

[0017] VYOU.COM has developed a system for protecting intellectual
property in documents distributed over the Web. The system inclﬁdes a
software plug-in, to the user’'s Web browser. The plug-in includes a
proprietary rendering engine for the proprietary format in which documents

- are represented and transmitted. Accordingly, documents must be
reformatted into the proprietary format and the plug-in rendering engine for
the appropriate final viewing format is used in place of the standard browser
rendering engine. This arrangement requires the rendering engine for each
format must be developed. Therefore, this system is difficult to implement

and loses the advantages of the Web as an open architecture.

[0018] The proliferation of the Web, and its usefulness in document
distribution, makes it desirable to apply DRM features to Web browsers and
other standard rendering engines without requiring the rendering engines to
be rewritten. However, conventional DRM technologies are not easily

adapted to use with Web browsers and other standard rendering engines
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onpl i ' ' f probRefsAPR 2005
sonpl i'cat es the user experience and presents a variety o
?rrprr})errenti ng a reliable DRM system over the Wb or ot her open networks.

: . I
0017] VWOO.LRemséras devel oped a system for protecting |nt]§ t ua
|[or ope]rty in docunents distributed over the Web. The syster#*/ﬁg(fzﬁf’&%? a

. , Yl e
oropr et a5 auseel fobilfe bRt 0midis Apfreadaiad BSines whichi oh docurrent s
are repr esenttatictahd dpearsohitdtre HaBEVILHO e w%gg%ﬂ?dq&ént%sﬁégﬁsﬁ%o%ngi o

formatted into the proprietary format and t ug-rn're
; gr Ort he BISSFYPEi s .gs Wéab biowgens, indepmtdeindy dioed their rrReeingferddifest andar d

' ' ' t requires the rendering engine
For each NForRge RAERUIE 7epl OpBhicHHier aner istitiorspetnanks.s di f 11 cult to
i npl ement | gses, the advant ages of the Wb as an open architecture.

[ 0018] m&oggﬁ i %@Pﬁqudﬁa‘éwom@ replementing BRMsatdme over thedagnt
di stri butg 5@3@5 h%e%i le.to.a Ig DRM features to Wb browsers and
ot her stathgg?%tr{?enderl%g eﬁé%%é@f%qrﬂ%t PedRFYMepts; ﬁértﬁcéllﬂ!‘?’rfphg_ Iengl nes to
[ j } i ' | 0Ql-@S ot ,easily

ggalrote \gtrzll EIgm?sdemﬁvﬁx@\%obmﬁ%ﬁsr%q@%népg%Feeﬁﬁmgg{ra E fgogﬁ%éﬁg%e'e'ﬁgi nes 6 2 0
* APR 2005 "ennoasesy das fersTioutotted 0liiss bgmrapsetdr ey sntd M) RPIsSt ar y

f t en ' ings which contradict the open architecture of

t ﬁren&eg q@%teéf?%gﬁlﬁf Rﬂﬁﬂ LE nt Vbe%bﬁﬁegameonnqj}sgimﬁ;agemwétgaist vvgibf -
Lo apply TR To Aot BebARE Uil TR, esasfonmnsanc: oadbl ock
to i npl erdiikegreDrNAtiiedy Enge as%ﬂﬁme&%théenﬁr@%&&ﬁﬁeﬁtﬁgﬁ. caf rr‘as{]ci"ln

i etary docunments, particularly for limted rightsi

D opr i ot APPSR lTRAS PGS diicraejersathid o3 Foorestemsaelions) trngse cases,
the fees gfarcrédifthftor E@Eérrééboq{o‘?rﬁ)é "rﬁ}c?cgﬁiay%)gn%%né. Sreirz]a?i%;el?/esngaells >
payment, is not practical. Further, since each credit card transaction is
processed as an individual éharge, a customer purchasing a large volume of
documents in various transactions, will generate a large number of smal} -

transactions which is not efficient for credit card transactions.

[0020] Various proprietary solutions have been developed for handling
micropayments, and other payments, over the internet. For example,
CyberCash™, Inc. and ePayment Systems™ | Inc. each provide such
solutions. Also, Intellicent ™ provides a specific solution fof micropayments.

However, these solutions are not integrated in a DRM environment,

Summary of the invention

[0021] An object of the invention is to facilitate the distribution of
documents over networks, such as the Internet. One aspect of the invention

is a system for distributing digital documents having usage rights associated



that one dollar ($1.00) U S. In such cases, the expense assq@cfajpR w'ggh ]
processing a credit card charge, including access fees, transaction fees,
and thgdiHhRaEe relatively large as conpared to the entire docunment fee. y
For such relatively small transactions, often referredP{B/tR42/00973
"mcro-transa ti_})ns," the use of a credit card for the corresponding

" i cropé{}ﬁ‘@r"ﬂ't . The Systemugqroptisessangerver payimarat least ometdigitalct i cal . Fur't her,

. . . . . - d- .- d | h , '
cust ot SHSp RIS ifipleo L S bropuebbRing  Sanfefhepdiitonansact  ons,
Wil gerpeo@fammdl@diggawnb@ﬁnQanmldapab{eaé%ﬁ%geéemo% feRgpt eft!clent

for credit card transactions. [0020] Various proprietary so I ons have
been de¢enigidoa Cammuricationg netivorio paypted ts theadibndahdrthp aenest andover the |
I nt ernet..  For. ex e, ., rCashT™ Inc. and ePaynent SystenSTM Inc.. each
provi de 2" Ysm%@}%ﬁgﬁﬁﬁgi%,%%ﬁ%a@hpﬂé@me Wnﬁﬁﬁﬁﬁ@@@oﬁﬁl@@gfam sol ution
for m crgRaVERI . i {1 grated in a DRM ,
envi ronrrent. Sl'Jn?%?@dﬂgy%tﬁﬁgm?hgZﬁf?%%ls%'bggﬁr n(?eg[;]%e%r#é}hg‘ the invention is
to facilitate the distribution of docunents over networks, such as the

I nternet. One aspect of the invention is a systemfor distributing digital
docunents having usage rjghts associated 7_2 0 APR 2005 WO 02/ 057865

PCT/ US02/ 00973 | t her eniBtrfef Dorcription of famPrawiig a server having at | east
one digital docunment stored thereon, a client conputer having a standard
appl i calQ@22] pridy |ventien isddespribedehmeghraypeigired ecapatimenobnieheg accessed

to rendey_.content. a C uni cations network coupled to the client and the
" Snetied QEMiPg 1y AR,

server, @ | e adapted to be attached to the standard

application program for enforcing security conditions for accessing the
render i i923hgi Adg- 1 s a block diagram of a document distribution system utilizing

DRM technology;

[0024]  Fig. 2 is a schematic representation of a DRM system of the

preferred embodiment;

[0025] Fig. 3 is a flowchart of a method of operation of the preferred

embodiment for causing the server to respond only to a protected client:

[0026] Fig. 4 is a flowchart of a method of operation of the preferred

embodiment for accessing protected content;

[0027]  Fig. 5 is a flowchart of a method of operation of the preferred

embodiment for installing a security module;

[0028] Fig. 6 is a flowchart of a method of operation of the preferred

embodiment for inactivating a security module;

.[0029] Fig. 7 is a flowchart of a method of operation of the preferred

embodiment for facilitating authentication of a client for multiple servers:



Brief .Description of the Drawi ng [0022] The invention is descrgb d@%rﬂﬁf)gh
a preferred enbodi nent' and the attached drawing in which: [00 3? | .2 S
a bl ock dwearasisgté a docunent distribution systemutilizing DRMtechnol ogy;
[0024] Fig. 2 is a schematic representati on of a DRM syst BaT/&802/(0873

3is a flowhart of a nmethod of operation

preferred di nent ;. [ 0025] Fig.

of the pr8 edrﬁgn%bé'?%@#@h?ﬁpfédmﬁhﬁg af wpesationes the prefped only to a

pr ot ect edeflyoBithent k] i I art of a nmethod of operation of
t he pref erred eﬁ%o@?ﬁéﬁ%mﬁo@a%%&% n r&r’\o}gp—@t‘t‘%‘ﬂ 'B@ﬁ'{a%ﬁtqfq@m.] Fig. 5is
a fl owchagdn- a grethad peration of the preferred enbodi nent for
instal l i ngdoé’qiecuﬂgtg%n%g[ﬂcg;o‘??gfaﬂk?f nienthavinaraierenerate usenf a net hod of
* operati onjntt)érféd@ec@f-,?b@é,ﬂgﬁ enbodi nent for inactivating a security nodul e;
[0029] Fig. 7 is a flowhart of a nethod of operation of the preferred

enbodi nen fagllidatl ication.of a client for nmultiple
* servers; %mfg% Aﬁ?'z%g %@6@7’%@5@%@%@9&8&@%@@9?@[Um@aoqfeprag. 8is a
f 1 owchar tembodimeitifodapilyingaliahi-eHc WikrRLRlLer red enbodi ment for
permtting a service to control the user interface of a client; [0031]

Fig. 9 isoa3b) ockigliqg ving references to user interface
corrponentsls; [ 032]lngi gg 1&}:’%&2%116%&\%62@?# Og‘f’p%faﬁgf'ﬁgg“%?“?fﬁgﬁﬁtion of the
pr ef er r ecembodiowntdorn adgegatipg ltieindeictdr RdmsRReE fic wat ermarks; [0033] Fig.
11 is a flowhart of a nethod of operation of the preferred enbodiment for

aggegat i rQ0BARNS &Y. QM aFdW e & method of operation of the preferred
embodiment for address obfuscation; ' |

[0035] _Fig. 13 is a flowchart of a method of operation of the preferred

‘embodiment for using an asynchronous protocoi for HTTP document transfer;

[0036] Fig. 14 is a flowchart of a method of operation of the preferred
embodiment for dynamic certification of software:

[0037]  Fig. 15 is a flowchart of a method of operation of the prefen;ed.
embodiment for dynamic variable encryption; ‘

[0038] Fig. 16 is a flowchart of a method of operation of the preferred
embodiment for embedding security information in a document; . .

[0039}  Fig. 17 is a flowchart of a method of operation of the preferred

- embodiment for determining usage rights based on a requesting URL;
[0040]  Fig. 18 is a flowchart of a method of operation of the preferred
~embodiment for downloading necessary rendering applications; and

[0041}  Fig. 19 is a flowchart of a method of operation of the preferred |
embodiment for time stamping validation tokens.



[0034] Fig. 12 is a flowhart of a nethod of operation of t\rlr\g @rﬁ,grmgﬁj
enbodi nent for address obfuscation; [0035] Fig. 13 is a floweh f

1

met hod of oEeratron of the preferred enbodinent for using an asynchronous

pr ot ocol WO 4P docunent transfer; [0036] Fig. 14 is ectiuesmivart of a
met hod of operation of the preferred enbodi ment for dynam c certification
of software; [0037] Fig. 15 iBemiledopederiptioh a method of operation of the
preferred enbodinent for dynam c variable encryption; [0038] Fig. 16 is .a
fl owchar fooaR)a Meidipderfio® r | t for

enbeddi n[g se(]:urr ty i nforomﬂ%crlﬁag g&cvb‘u%tﬂ rg%e?%%@% oglrg?&%r@nr S a

fl owc harembf.)damm Howilldse apparent that dfie invenfiorican rbedemet’rbredjl iR videor
determnin ?ﬁ% ghts based on a requesting URL; [0040] Fig. 18 is a
f1 owchar Y2 o doBe Spabighinay be qyﬁ@dpff%ﬁ@rﬁf@mth@ﬁﬁmﬂhmnt f or

downl oadj: d atrons 041], Fi 19 is a
flomhad(?'gapgg&% ﬂcfci;m%ﬁ{" §8|7'§$‘?Lg€1‘31?'lés’f Céﬁl’[a PécfHF?rthﬂalfor time
st anpi ngdatalls divtigsedtreemsarednerdly ARe | 00973
Detai |l ed Description [0042] The %vent%ﬁa‘g@ﬁﬂéé’ﬁ‘ﬁg ﬁ:'-gw

to a precrféheermverémodr ment. It will be apparent that the I nvention can be
enbodied in a wide variety-of forns, sone of which nay be quite different

fromthq964B] t Fg. 1drs$cbmkdirayfbﬂﬁmﬂ@mode%?seﬁ§%¢éﬁ'ﬂﬂbrtﬁé‘@!e%ﬂ%icf Ic
struct urdal and functional details disclosed herein are nerel
r epr eserfligifipytion phdigiahdecymants. tﬁ‘réh%bﬁecreﬁtes nagmﬂwnmnﬁpmms] Fig. 1

of i gi taHe Cunant eouRr edor bt RN S A e D e ana”

creator of the content. However, the term “author” as used herein can be the
creator, owner, editor, or other entity controlling the content or an agent (e.g.
a publisher) of one of those entities.' Also author 110 may distribute
documents directly, without involving another party such as distributor 120,
and thus the aut'holr and distributor mey be the same entity. However, the
division of functions set forth in Fig. 1 is more efficient, as it allows author
110 to concentrate on content creation and not the administrative functions of
distribution.” Motetver; such a breakdown facilitates economies of scale by
permitting distributor 120 to associate with a number of authors 110. The term
“document’”, as used herein, generally refers to any tybe of conrent, such as
text,'arjdio, or other data, including any encryption, formatting, or the like. -
The term “content”, as used herein, generally refers to the underlying
information of a document. However, these terms overlap and thus are used

interchangeably herein.

[0044] Distributor 120 distributes documents to user 130 upon request. In
a typical electronic distribution model, the content is distributed as a
document in encrypted form. Distributor 120 encrypts the content with a

random key and then encrypts the random key with a public key

10
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passes it to distributor 120 for distribution. Odi nar'ill Y, aut?gr E’R%}UU?
the creator of the content. However, the term "author" as used h i an

[ [ [ t or
be the aveat/esssowner, editor, or other entity controlli t he conten
an agent (e.g. a publisher) of one of those entities. Alrls]cgmé%ﬂzf%?nllo may

di stri but : ts dir I wi t hout involving another party such as
' d: :t r: butcgorrr%%@ﬂ%;n% L{Sr%?%bhé"%thgrengmpt QPP‘I“E‘GFBF}S W&m:mi‘e_ sane
tity. Haws . f ' t ig. 1 is nore
SP f : ciyent, a\quisithgp%g\:\% %{J?iég?wil%g%{%dgﬁggﬁﬁ%giée){oo%éc lehfVel&eat i on and
not the athiteieneniniéhé mncidroksy ahd ubiesit td tndndyptandvieavde- . -such a
breakdown, facilitates econom es of scale by permtting di S:['I’I butor 120 to
* associ at ed%l‘lm?rﬁ nunber of authors 110. The term "docunent", as used

her ei n, enerallé refers to any type of content, such as text, audio, or
a8

045hcl Haymgnufey the dogpieohis fawsedtitdmyisenn 30 he distisutofhe term
N Pigﬁ{eg?'t'ig, mgraty : refers to the underlying information

her e |1y
Cof a docu@&ﬁrﬁx%éﬁksﬁ%a?"nﬁngﬁéé‘ﬁém%mew%smqs@gpmﬁfsgfcim o
: . S Ry
user 130" oaetter L3R oSt vick? o ettt dARoR, (G RHIRSRARR RS he
content iasaltaltectdpaydeatinformdtioneudh b8 debr tnapkastidmy Bredi 8414l but or 120

ts.the content with a randomkey and then encrypts the random key
\?vinf Lyg ;Gﬁﬂnﬁé‘?‘%ﬁ}ﬁv PHovas kRPN RIeSireRic PRy TENS 66N TS UBOL F@BRITES thee r espondi ng

to user - i : t s .customz solely for the
parti cul {gréﬁﬁcgg?%%gg{éﬁﬁﬁég Iél‘%ﬁfesrﬂ?%géwgoof’@ﬁ{béﬂqs ‘héggcoHquvat e key to
unencr y ptldaniaghanso b eyayaredaineeshirel & tHEOPSFOht £NE f¥L RYY thg.f‘abo@%@lme“t 120
[0045] Payment for the document is passed fromuser 130 to distributor
by way of'Ol%esViegholigtripateriZ0dnay seteirca portiaruetthe Batompagarent 30 and

from clearinghouse 150 for distribution services and forward a payment (for

example royalties) to author 110. Distributor 120 may await a bundle of user

requests for a single document before distributing the document. In such a

case, a single encrypted document can be generated for unencryption by all

of the requesting users 130.

[0046]  Each time user 130 requests (or uses) a document, an accounting
message is sent to audit server 140 which ensures that each request by user
130 matches with a document sent by distributor 120. Accounting information -
is received by audit server 140 directly from distributor 120. Any

' in'consistencies are transmitted via a report to clearinghouse 150, which can
then adjust the payment batches made to distributor 120 accordingly. This
accounting scheme 1s present to reduce the possibility of fraud in electronic

- document distribution and to handie any time-dependent usage permissions
that may result in charges that vary, depending on the duration or other
extent of use. Audit server 140 and clearinghouse 150, in combination, can

serve as transaction aggregator 160 which functions to aggregate plural

11



fromother users who wish to view a particular docunent. C egrm ng@gl.zﬁﬁwo
al so coll ects paynent' i nformati on, such as debit transactions, ¢ i ar d.
transact‘jvarwmﬁgq ot her known el ectroni c paynent schenes, and forwards the
col | ected paynents as a paynent batch to distributor 120°PCTHS@NWPZe,

cl earinghouse 150 may retain a share of the paynent as a fee for the above-
not ed setr@needtions sver apesed witimmandatharge dispioutorotR®in ame bat ch paynent
from cl ear,| 150 for distribution services and forward a paynment (for
exanpl e ?@bﬁ%ﬁif"%‘%&? ﬁ%‘fu e "‘ISCQFP?'EJ‘PYWEE%QEE&?”MPE13058'?1%” e of

user  reprfd Sorl ecRomt ABLANAEH ut#aﬁfuﬂrs?ra@écﬁﬁmg% \a dg,hg gpgpment. In
such a case, a single encrypted docunment can be génerate B unencryption
by all tf thehelectequiesidcngiant eiistritiBibn §86:46bof Bacprefénred esssodident equest s (or
uses) a goctmegt, an ?c untin message i.s sent to audit server 140 which
ensures PIFSOSEd1ErRlyadthely corient casichigersageights asdisserieed sent by
distri buégévelzo. Accounting information is received by audit server 140
directly fromdistributor 120. Any inconsistencies are transnitted via a

report tg.clearinghouse 150, ich can then adjust the paynent batches
mage to @10547& bLFt?&TQ 158 336%'6'@ £ Representgtion oae@@hmqtﬁgamﬁ@re@fgr esent to

d t | et ¥qR T, ' ' distri lon and to
handl o oo AeRt distritiof syrfetih BEbdbicd Alth & pERHEF BhGH MM S Lt oo
t hat varihe idepstivti. ngs ontddebodus, ahé iventiof cBAbe EEM cofndéfiSn witdi t  server

140 and cl eari nghouse 150, in comnbination, can  serve as transaction :
aggr egat oW magels forafiecting mecowntingardypawmpentietfiees 1 suctpas usPRIZ005 WO

i stri burSee G on sAeRIRRRy FhuRtThelaliiolieh he Betdlint i ng -
over head;;gfngﬁis_p_wbw@io&%bmﬁi&%e models. Accordingly, the apparatus for
auditing distribution; effectmg payme_nt and authonng a document is not
described in detail herein and is omitted from the discussion of the preferred
embodiment to simplify description thereof. |

[0048] As illustrated in Fig. 2, digital content distribution system 200
comprises distributor éewer 220, corresponding to distributor 120 described
above, and client computer 230, corresponding to user 130described above.
Server 220 and client computer 230 can be general purbose 'computefs

| programmed to accomplish the desired functions. For example, server 220
can be a standard server or workstation running the Windows NT™ operating
system and including HTTP server software 226 such as Apache™ or another
HTTP server. Client 230 can be a personal computer running the Windows™
operating system. In the preferred embodiment, server 220 and client 230
are each coupled te communications network | 300, such as the Internet, or
more specifically, the Web. Accordingly, client 230 includes browser 232 as a
standard application program having a rendering engine. Browser 232 can

be any HTTP compliant browser, such as Microsoft Internet Explorer™ or

12



* paynent

nodel -for el ectronic docunent distribution illustrated in Fig. pgc?prg]g5
applied to the electronic docunent distribution systemof the prefterre
enbodi memo ofasssdsosed herein. Further, content can include usage rights as
described above. [0047] Fig. 2 is a schematic represent dtGTa¥S0300%3 conput er
architectyre of ﬁ’é’ do uq@n% distribution systemin accordance wiith a
preferre QUSE3RE hawtoater -t fheinhvasa istandarg applicdioatregrarhteasi segnt i on can

paymont aprFROREELs i) dobc N B, Jedidiest i Gam Rl K. S er
Fur t her, ash@godumenttdreatiarsvideingsed éd&ing@%ﬂﬂ%rg‘a%ﬁ@e%ﬁ %gﬁiﬁecomr ce

nodel s. coriﬂi ngly, the apparatus for "~ auditin I stri ef fecting
, %';ﬁﬂ“ &% RbFIaRgaEd apelinasian pregmots indieslenvidreidbronesiasrai Wdkerein and i s’

- omtted frQt e_di sjon_of th referred enbodinent to sinplif
descri pt ibg%%er 8@?&%@%’&’%{3ﬁ@?ﬁ@ﬁfaﬁwemﬁ- W*@balﬁﬁ Rﬂ@@ﬁ‘c‘tna‘is,lafn&wlt e%t

* distributh®hkeystem 200 conprises distributor server 220, corresponding to

di stributor 120 described above, and client conputer 230, corresponding to
user 130 g@@‘ﬁri : =220 and cl.i conputer 230 can be
gener al ;gurp seb%%%%ﬁggggas;%?é]é@'ﬁieng%"ﬁ%ﬁ i SArachibesran.riedhe unct i ons.
For examfdren obWebasag) fort-‘cﬁ@tribati@n.sDae%%ﬂfssgé’ﬁéw%gﬂe@t aljon running

udi ng serv

the Wndows NTTM operating system and inc Tré%of t ware 226
such as APayREEdriareat.aifu ieem "erTPteds aeusedhirsih, R¥rsaaradie a per sonal

e A, S e Tl BB e o ey ommcscat o
Reb o ST B0 5516 o 85y e Py RRE S A o o
HeSsa g plbpalich i iy Lt Al A R
02/ 0578 é@%ﬂ%ge%enwmoﬁ?e 554 lfr]1 tﬁe r?orm of goﬁware, for storing and managing

usage rights associated with particular ones of documents 222, users, and/or

payment amounts or other conditions. Other functions of rights management

moduie 224 are described in greater detail below. Distributor sefver 220 can

be part of a server farm or other group of computers, which can aISo include

distributor server 220" as illustrated in Fig. 2.

[0050] Client 230 also has user interface (UI) module 234 and connection

module 236 each in the form of software and each adapted to attachto .

browser 232 without the need for modification of browser 232. For example,

Ul module 234 and connection module 236 can be in the form of plug-ins,

ActiveX controls, or in any form that allows attachment to the rendering

engine of browser 232 without the need for modifying the code of browser

232. Such attachment is described in greater detail below. In combination,

Ul module 234 and connection module 236 constitute a security module

which is described in detail below. While security module 237 is illustrated as

residing in client computer 230, it will become clear that security module 237
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PCT/ US02/ 00973 Net scape Navi gator TM The phrase "standard app iga Jgga
program, as used herein, refers to any application programide i%ib ¥
acconpl 5‘5(? ﬂ _tg(s_k, such as docunent creation, view ng and editing, and
havi ng &%ePPng engine. Exanpl es of standard appli cRGTMSKROEIBANS
include word processors, Wb browsers, editors, viewers, spreadsheet

pr ogr anmsgardiac iept sige awmpaanedts ame séiviee sideOftHporaityeirgp20 has a

plurality of do nts, 22 tored thereon, in the formof Wb pages, for

di stri bﬁ’ﬁ%‘?»‘?‘%@m@?ﬂ%ﬁ%éé‘? ggaciRedshelpecambaa sesvrsrSige sdmpeneat . The term
“encryptgdocupf Mo8dieheiei n, refers to any nechani sm by which
accessibility of content is partially or conpletely prohibited, such as by

f trisg tri ' I i t.his, mbl i
o gor 1 MRS T Rialh BRI Bl Bt iF priereicapampRnent s
e 8¢ " |
i e o R e o 2 ey

and/ or eaeraTUMRETERERs The rghtemlsoora vagrisseddiethd deatilyasighef rights
managenent nodul.e 224 are described in greater detail bélow D stributor

server 356" [RHESHBIRLFESHIO GOUMRGR 222, BRY Pavsens made by ts usenput ers, whi ch
| | ' ' 0' i 1lustrated i Fig. T. [0050

G et - Y5 &EBpafinghol Bt he SRE Siq A8V il onslibrisn T sasaFon  modul e

236 eacthé nséhmaldraveahe %?fibﬁ\@_f BafiRg cprRClReadaRivg docAnink 265 drgy browser 232

w thout the need for nodification of browser 232. For exanple, U nodule
234 andhighfidee fIrvigning andointingrthbsaine dosuhent222, ad isgwélhknowAct i veX

cont r ol g, ' rmthat.gl.lo attachnent, to the rendering engine of
br owser hé@%vﬁ'%ﬁ‘%’méﬁe{“ﬂé@& 2 ?9?@@”?%@&%‘6%”8?%%@6 232. Such
at t achnpett ofi rightie arigheith tHe 6 &mhEHt gﬁttﬂﬂﬁmgﬁ‘d%‘ﬁ’ongrhe‘f\ﬂﬁm ﬂ%,{;ﬁn, U modul e
234 and connection nodule 236 constitute a security nodul'e ich is

descri bednnectiget mptuled? 3Bof alent 236 esuwddstyibeddelev237 is illustrated as
residing in client conputer 230, it will becone clear that security nodul e

237 [0052] Connection module 236 can be a client side software component
which verifies the integrity of the environment of client 230 by verifyingj that Ul
module 234 is attached to browser 232, identifies the user of client 230, i.e.
the person requesting content, retrieves the document and the appropriate list
of rights sent by rights management module 224, and in appropriate
circumstances, unehcrypts any retrieved documents that are encrypted and
generates any necessary signatures and/or keys.. | Ul module 234 can be a
client side component that monitors requests from the user to-acbess content
_of documents 222 and either grants or denies the request based on the list of
rights retrieved by connection module 236. Further, Ul module 234 can
disable specified functions of browser 232 and the operating system of client
230 based on the list of rights in the manner described below, by interfacing
with the operating system API and intercepting and redirecting commands for
example. Connection module 236 verifies that the industry standard

rendering engine running in the environment of client 230 has not been
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3 20 'APR 2006 WO 02/ 057865 PCT/ US02/ 00973 can include client s§deAPR 2005
conponents and server side conponents. For exanple, DRM nodul e 224

descri bedv@e&t/ovsesan be a server side conponent of secur_ilgcr)g ﬂgdul e 237.
[0051] Rights management nodul e 224 is a server side conponeht'4HW2B can
store | abg ' ; ' I,y _which rights are associated with
each docunehménza%gﬁﬁ%ﬁedtp?gﬂ%egﬁ‘ggﬂﬁgéd\}ém% plewithenset 4o of t he
user reqmeisag)raiecm!scdmemmmﬂ{th’&%ypé@yespg)ﬂ%&lé@ g by the user

t hrough a cl eari nghouse or the like, and any other conditions. For exanple,

(e ueer masapavenhecchenrle PRILARIBDCL SR EOUASHGTEN! 222 or @

hi gher fee for view ng and printing sane

“ known. Riligntsenvanagwosking renchitezt @24, $i5chpbs heORRIAWINB UL %d&:mﬁger the
appropri . t] i St gf ri htﬁ1 al ongﬁwi th the document, via co cations
net wor k 1ating. o Bie $aadard clignt spftwaiee senzsGoftsvadesand bed bel ow.

0052 ' | & lient .si,de.saqf re conponent which
\[/eri f? escqtéﬁ(g@r?ﬁn ggﬁflﬁgﬁ (;R#&ﬁ gq%%\#h%?g@? i'ﬁﬁ@sqéwws%ﬁf £¢0ng t hat

U nodulaborzpgideshaexiting dehverboawass 2282 Ad idboss fibRsuser of client
230,  i.e. the person re%(téesti ng content, reﬁ?aevgggghégﬁtgcurrent and the

appr opr i At@hagesrentdroqyle 4 identifiesywinich nightsanogssmeiitequet] € 224, and in
appropri ' X unencrypts any retrieved docunents that are
enery bt edeEAREn2aR LASE] np RiE L & idvierncan aemieo2Rovr. Ul modul e
234 can bkegample RIS B4 Japatetl t Liors requests fromthe user to
access con?er?t o| docuﬁﬁﬁ 22262%{?%ﬁﬁéﬁﬂé}’%ﬁt%mg%rﬁm%& the request =

based ondetabasesiookep tatilglorshe ke ineletind the eavisaad ﬂi%‘ftg rggggl;%%@gm?a te her,
WS

o B o hent 477 e TASS/ bl anch o2 e et o o aone. mone
?ﬁ'tsg ; IC ggﬁé;gé%nﬁg?ggg[tﬁﬁgbgg Mn‘%ﬁ%l %@f\uﬁ ReA e %ersst r%gqnaAgPelam%rA?

module 224 further interfaces with the operating system API of server 220 to

cause server software 226 to only respond to connections from client(s) 230

having the proper components of security module 237, such as connection

module 236 and Ul module 234. Also, rights management module 224

serves as in interface with database 225 described below,

[0054] For‘example, once rights management module 234 is installed the
procedure illustrated in Fig. 3 is accomplished. In step 302, a new DRM start
- Web page, or other secure interface display, is created which references Ul
- module 234 and the existing server start Web page. In step 304, the various
Web pages of a Web site on server 220 can be placed in a directory having a
~random label or any.unknown directory.. In.step 306, rights management
.- module 224 is programmed to include a pointer to this directory and, in step
308, rights management module 224 encrypts the URL of this directory. In
step 310, the start DRM Web page is modified to reference U module 235

which can instruct connection module 236 to unencrypt the encrypted URL to
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exanpl e. Connection nodule 236 verifies that the industry standg{ QP% ZPQS
rendering engine running in the environnment of client 230 has ndf <
WO 02/ 0543 /27ds APR 2005 PCT/ US02/ 00973 tanpered with or otherw se
conpromi sed 1n a way that may allow the user to access pgiavgsR&dSoNt ent
in a way that bypasses U nodule 234. [0053] The invention can be

i npl enentR&IMirraoessdeoriginalistar kagsvand theé esst of e/ WemsitevorfldiBgt 230
obvi ati ng, or- bypassing

h h dify
the. st andiaes Nt GEmbifing A antepnaentianmetuaass. eddRLiaromsdi nos
Ri ghts nw.g,%@pﬁte@oggg ﬁitl%ztﬁe'\@gb%ﬁ%%lnlsgegvérnzﬁéé’ r'iot 0 aI ong si de the

existing server softmare 226 ove rlg nt nodul e 224
i denti fi re assqciate docurrent S 222 exi sting on
server 3@0%& I a‘t"\ t!?'qgt'(‘f? dCBHn% Wé?‘og%'ﬁ é:’%oq;an g&agste a signgivee aadagenent
el udi mg e SR ROTER it Y RE Rt Reb TR 8% ot her

I ncl udi ng the various rights assom ate

vari abl e4o thWetaSIt& ba SledeTtZZQ'Wmforﬂ'y”leelg‘-i@rﬁtedﬂﬂthe@i@n@l@)’é%“éré%ﬂ? by the
user, in a wel nanner ghts managenment nodul e 224 further -

i nterfac@é‘dvﬁaﬁ'ﬂ %ﬂgh'éﬁétfeé’ﬁthfﬁ &g Eséﬁﬁmefﬁﬁngwwe 224 cap indadse server
softvvarecgag téQa@@éﬂé tﬁg%%{hq 0 connections fromclient(s) 230 having
cu

t hepr oper conponents_0 r|ty nmodul e 237, such as connection nodule 236
serves as in

d ul Al so I s, nrahagenment rmd le 224
?Et erfaggéj%l{eﬁh ﬁpgﬂﬁsﬂséﬁ(@g@@g%?@@ tedé’?&/@“ﬁ‘%@@@ Wséﬁﬁﬁv{ﬂré-’2%nce

ht I"F@]l-& ﬁmﬁg it I t trated in
Ir::g :S% rsﬁagiglgonpl | she 9%I n stdgéd%’l ?2% 'nﬁﬂts %EWQ%'%%F'QHWI 23 or ot her
secure .neemesamseuateqqurm/gomoneamt@‘dseohngﬁmbam%rmens Mduleedul e 234 and

t he existi server sge[b Vb pa In step 304, the various Wb pages of
a Wb si PHCIHAS g8 nstal OE&HGM% ag daseripeg abfp\eﬁ;t Bmpthasirngtians in

the DRM start Web page, in the form of a java applet, ActiveX control, or the
like, instruct browser 232 to download and install Ul module 234 in the
manner described in greater detail below. Download can be accomplished
from server 220 of another server coupled to communications network 300.
Such download and installation can be accomplished in a known manner
—using conventional-mechanisms, and the user can be pfompted to authorize
installation and to enter other necessary information, such as where to. store
the installation files. Connection module 236 carn berimbedded in Ul module
234 and downloaded and installed simultaneously or through a separate -
download and installation process. Of course, if Ul module 234 is detected as
installed on server 230, the installation step can be skipped. If Ul module 234
is not installed on client 230, and the user does not authorize such
instaliation, access to documents on server 222 is prohibited, or limited only

to documents specified as being freely distributable.

[0057])  As noted above, Ul module 234 and connection module 236 are in

a form in which they can be attached to browser 232 without the need to
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.randem | abel or any...unknown directory.. In.step_3.06, right siznﬂnéaanzﬂﬂﬁ
modul e 224 is programmed to include a pointer to this directory and, in
step 3080 63@hdes nanagenent nodul e 224 encrypts the URL of this directory.
In step 310, the start DRM Wb page is nodified to ref ef&AGSUODdul e 235

whi ch can,.| ct. connection dul e 236,t0 unencrypt the encrypted URL to
15 2.0 AE??@%{E‘% RRB%CPE%?)‘Vé%%z%?L bsé%fﬁbcﬁjt?@hsérﬁwsadctmgmwtmri gi nal
start pages td e f el 8- ‘ ' 0. does not have Ul
nodul e 234 % c.onng??ih!)ér%' rr%fgﬁsl e 2@&?%6{5&% {chgagtﬁgﬁ%%goﬂﬁw ed and

t hus t he cowpledl wigh broveserwetho® nartifyingt thbeode et $s6Wser 29H5FL, Al t ernati vel y,

connecti qQn rmp?ul@ 23&& generate a signature and send the signature to
server 2502WPtH APORKRE FoRregieonveedule @36/arede she farm biephigb site on

server 2 ' ' he signature is present and valid. In
this al tﬁr% r'lm #Hveeéggrél/%ﬁtq%tg’%ﬁ%gfeg#ﬁﬁt&mﬁﬁhg{’]ﬁﬁ&eghoﬁ'é‘ltﬁ@&asédﬂe to
" val i dat elntbmet iExpiirer®. TheGhethaMisms Folgse! in@'«’:‘:hg%st‘ég@g%h 230 attenpts
-to access server 220 having rights managenent” nodul e , rights

‘manageneRPMRBAENES gresvelliown.es i f all required conponents of security
nodul e 237 U nodul e 234, such as are installed on client 230 as descri bed

above. |{00%8], iAptacedurefor dotessing pRECRIdINtAMID iPR@Sforibit he form of a
Java app(ljet Activeax ontrol, or the |I|ike, instruct browser 232 to
downl 0ad @RS ZAS, S refiaservend20 is ilusirated imEig. dedorstepdOlntiay eat er

detail b | from server 220 or anot her
server C%E(g)lwgté to Qmﬁgghaétﬁéné&ﬁ@%ﬁag% N & KPRWAJRANBEM End
i nstal | asﬁepmwamé)émemwwﬁﬁebé Hiracts MAWRodRE PRY tbgﬁ%sor}gié;iq% start

U

conventi onal - nechani sns; and t user can be pronpte orize
i nst al | BPFFHOLRRTRDralRfeacedtydherlaRbstan yWeh pageatsimons wEkheas where to

fr;[) SLFe URASHIR AldcRbb %_bfo%.e In s%opngﬁg,tﬁlonr'}bg&g%ﬁ gr?égté:sagnc?t%eir mbedded in U
instance of the rendering engine of browser 232, loads the original start Web
page, and instructs the operating systém to display the new instance in a

__browser window, using known techniques. The new instahce is directed, by
Ul module 234, to retrieve content from server 220 through connection
module 236 in step 408. In other words, in the preferred embodiment, Ul
module 234 intercepts commands from browser 232 and redirects them
throug_h connection module 236. Ul module 234 can instruct the new
instance to utilize a secure asynchronous protocol through connection
module 236 as describe in greater detail below. Therefore, Ul protection is
validated and all user interface events, can be intercepted and controlled in

step 410 For example, when the user initiates a "print” or "copy" command
through the standard user inter_face of browsér;éé, UI mo.trziljle. 234 Virh‘te_rcépts
the request and only permits response if the set of rights received by

connection module 236 permits the requested function to be carried out.

17



234 and downl oaded and installed simltaneously or through a seBa& aARR 2005
downl oad and installation process. O course, if U nodule 234 is det'ected

as instwideasmesserver 230, the installation step can b%&ﬁz‘i&%% [ f Ul
nodul e 234 is not installed on client 230, and the user do T3ut hori ze

it ed TSIt oPBre SRR L DuBR ARG iRmag i g2f easied paudeste. [ 0057

As not edfrabotte reddefRd \engirnd3d Hog IR el formin
whi ch they can rbe gttgcr?gld to br O\ﬁggggg’%drgm{éfﬂgﬁwt Lgé%éagd&t"ggiebs 2 0 APR

2005 WO HiBtdey seBieroy eRhne (0pPseated biyitrhedsled849f.eb o wWssduId 3B4 iThe term

"attacheg" as sed, herein with respect to the nodules, refers to software
modul es CHAE ecd;r‘?nﬁleth@gﬁﬁ eDdeprg e@EE‘&lr@f DRt beasy wRRrerediwilivat  nodi fyi-ng t he,
d f I, : ti dul e 236
re in ARl Conated CIPEE, rbid i< 2 e B R Dae o or
ActiveX Gohtsrobsagemehiemedaie 204 of S8rQeNEL0 Eﬁ@'r@g%:tilﬁes Jéﬁn@%@ﬁé@' sms for

devel opi n% .and installing such conponents are we known. ] A
pr ocedur EtRgYe Reciginalstait dVek page corsamer, 22( ant ¢hé setobfightddortmnt s 222,

stored o Is illustrated in Fig. 4. -1n step. 402, the DRMstart
Vb pageﬂ?%e@é@{ees\g‘éeg) Qiﬂ%ué@ﬂt‘? @%ﬁ@em%m&ﬁﬁﬁﬁﬂmmﬂf%ﬁ ep 404, the
DRM st ar gonietibadnibes ebser! | % tart
page- or - pages referenced bf—tsﬁ%%gﬁéffém%gg@%é e%lr? of the
met hods miedute 2dfiohdimnt 230n TteegortRtiotlcantiibstaBihad 65hermnot her
instance _of the r ndeéi_rg_g egg_isne of browser 232, |oads the original start
Veb  padOtehRth SUe 3L d PrereTbpRBAriany athet standerdips prapyiatary new i nst ance
in a broyWfictivh pi9colSi Ng known techni ques. The new instance is directed,
by - |

[0060] The requested document 222 is then retrieved and delivered to

connection module 236 which unencrypts document 222, if encrypted on
server 220, and delivers the document in unencrypted form to the new
instance of the rendering engine of browser 232 along witH the set of rights
“associated with the document, Once again, the contents of the set of rights
__may be determined based on the document, the user’s identity, a payment
made by the user, or any other appropriate parameter. V Connection module
236 then transmits the set of rights to Ul module 234 which limits the
fu_nctions available to the user based on the set of rights by controlling the

new instance of the rendering engine of browser 236 as described above.

' [0061] The content of the document is now viewable in a window of
browser 232 as any other Web page would be. However, browser 232 does
not have direct access to the Web page of the document because bronser
232 is "wrapped" by Ui module 234 or other components of security modme
237 as will be described below. Ul modules 234 prevents browser 232 from
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U nodul e 234, to retrieve content fromserver 220 through conngcﬁikﬂR 2005
nodul e 236 in step 408. In other words, in the preferred enbodi nent, Ul
modul e 23dolaniess&ept s commands from browser 232 and redirects them through
connection nmodul e 236. U nodul e 234 can instruct the neWwCI/HS®20e8 to
utilize a secure asynchronous protocol through connection nodule 236 as

descri be R&TYMEg apy gerhibitedsfungtipnsrowisisieaidhe Stope of ¢ senof sghtyal | dat ed
and al | %?fheicflﬁ&frﬁ e events, can be intercepted and controlled in step
410. For exanpl e, en the user initiates a "print" or "copy" conmand
--------- . throu t he standard user interface of browser 232, U
modul e 24996%k er?é%?ggfefrﬁg ENLpizes 8 stgadaid kendesipgrarging of he set of
*rights regeams & permts the requested function to
be carri ed qﬁtﬁ@a%n BW%@%%%E%@E%%@égdnﬂ@ﬁe@%ﬁ%%@i@t 8659] More
speci f i capplicatismeor displag progranothe greftfed &$BbYRSerm BEARGES gﬁ}rbgmthe
val 1 dafe

i.ne of browser 232, connection nodule 2 t hat the

rendering_e , AN .

renderi ngf't@ﬁg?'ﬁg wWith theRrplicaiiprhgndstanging beta@en theeapplicatiodahd tRa4 i s
attached § ' engi ne has not . been tanpered with or

ot her wi sg_ogg'qrrlgbg?n} Csée'ﬁ%' Iaﬁ@%%{ 402‘%&@%&‘%*- CRATdinghs aseRArate connection to
ri ghts npragmEytreABdih® erd: | . permssion to
retrieve _the ori grienal s%agr@ﬁ\?‘éqgr %ﬁ%ﬁe/&%%&ﬁg?e@ﬂn%%qjiantg%ﬁﬁggé'et of rights

for the Fusher@oY date fesiatsagportet dittise apphgetiom Wil BeulSpasd byieHs i ni ti ates
220 and connecti on

a connegt] etween server. software 226 of server
nodul e Zg-é)eﬁpo'gthﬁf’pﬁ@g!ﬂc’?h@”'chrﬁ?@cqq seent thetibe pseferedstrobiodisneng any
prot ocol peftHieDEM EFBrR toBET EPaie dar r.proprietary
connection prot ocollggr [0068] Tﬁe é}egSgé%ag%igg%sdas%ﬁtaszggﬁﬂgo?ﬁﬂ@ etrieved
and del i v&¢ @fibrawsers to render HTML. Further, the preferred embodiment '
facilitates various functionality that permits DRM to be applied to systems in a
manner that is transparent to the user. Several examples of methods of

operation of document distribution system 200 are described below.

‘ [0063]  In the first example, client computer 230 initially does not have all
required components of security module 237 installed thérein. As illustrated
in Fig. 5, client computer 230, makes a request of dlstnbutor server220 for
one or more documents 222 in step 502. Distributor server 220 analyzes the
're’queSt and based on a lack of signature information within the request |
(indicating that components of security module 237 are not loaded in client
computer 230), sends a response fo client computer 230 to load the requisite
components of security module 237 in step 504. As noted above, security '
module 237 functions to enforce usage rights in client computer 230, The
response sent in step 504 is specific to the type of client requesting the
content. If the client software on client computer 230 is a Web browser, for
example, distributor server 220 will send a response that is a Web page

including an executable software component. For example, the software

19



connection nodul e 236 whi ch unencrypts docunent 222, if encrypt@lGOIAPR 2005
server 220, and delivers the docunent in unencrypted formto the new’ !
I nst ancewefozioBmes enderi ng engi ne of browser 232 along with the set of
rights associated with the docunent. Once again, the corﬁ%gﬁ(f%'zﬂ?97?he set

of right deter.m ned based on the docunent, the user's identity, a
‘payment ?ﬁ'&"@%ﬁ%ﬁ%ﬂ h@é’? 8 %?”‘g?f?efefrﬂéf*’cﬁﬁﬁr‘-@ﬂﬁi%ﬁr@tﬁér‘s&ﬁh‘é@&ew%nnect i on
modul e 2B@gkhe LHAMSA t [ : l e 234 which limts
The  funcerone oot el he oM, adbeb pablsTn fe HterBREd sinscimddie,

cont rol | cay indiede aeopys the aasighet hequeander tagerngintan efehsopser 236 as
descri bed above. [0061] The content of the docunent is now viewable in a
wi ndow 0f008] owsiler# St eI PR WA ROES Nl dhoPExediUENRL . Dr ovser 232,
does not have direct access to the Wb page of the docunen ecause

browser S¢fbraiescompapgrddhabipcludesinfolrealdd aboubihere toggiaRent s of security
be descri be el ow. U _nodul es 234 prevents browser 232,

nodul e 37 as wll
from 18 qmaoﬁ@gsﬁ@@q‘}@ydﬁpéﬁi? ' PESIepG. 40 99auesra eom efgtheny pr ohi bi t ed

functi ongyRHLSE i ~Set. of. ri for the docunent. :
[ 0062] The ggr)lz rqetg'r g%llelg? 8 |rrentg{10t%elr&?'z\% aggspéﬁgﬁtﬁepgmenbsg gine of an
appl i catsemuriy ogrdate 23T sk SOHT Ses@ity rfodlE D319 CRHRQIredp any ot her
application or_ di SE| ay program The preferred enbodi neht achieves this by

i nt er f acRHgMAticallY RegiagpIruoan beawserd 3R astigipeboeckamistndestpipedcat i on and
the doc t o] to_ the do ...Accordingly, a separate
propri et%rfghgégﬁgéehggt%ﬁﬁa Ssg%rﬂy%%@ﬂ@%%ftgﬁﬁﬁﬁa% E‘}'rg‘]lf'b%éoh'*)éatli Iroed. |
Fur t her ,tharyigitidl 2efQestabr SoMBAL D22 cHNtatr{tR] i?ﬁHEbiW@BirPQt@ne‘;@[vM[cnzﬁv osed by .

the invention without nodification. It can be see preterred

enbodi Eﬁﬁcurity component 237 and resubmit the request to distributor server 220
with a dqult;isecuntyfslgnatL—lreln step512 d.istr'ib'utaf's-érver 220 receives
the signed request and validates the signature on ’the request. Because this
request is properly signed by security module 237, distributor server 220

delivers the document 222 to security module 237 installed on client computer

23U 1or rendering by browser 232in accordance with usageé Tights and
conditions associated with the content of document 222. The method
illustrated in Fig. 5 provides for auto-engaging security control to seamlessly
and transparently provide the client with the software that the user needs to
render content 222 in a secure manner. Security module 237 cén include a
sc_:ftware‘agent that is operative to analyze any rendering engine or other |

- components of client computer 230, in step 508, to validate that the client
environment is secure. Security module 237 can resubmit the request, in

step 510, after such Validation.

[0065] Fig. 6 illustrates another example of a method of operation of the
preferred embodiment. In step 602, security module 237 is directed to

retrieve a document 222 from distributor server 220 server. in this exampie,
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perm ts DRM systens to be adapted to standards, such as TCP/IP%lrﬂdAtPReZ{][ﬁ
-use of browsers to reénder HTM.. Further, the preferred enbodi nent
facilitatvesoyersgggus functionality that permits DRM-to be applied to systens
in a manner that is transparent to the user. Several ex /E802409%Fet hods

of operatl 0 cunent distrjpbution system 200 are descri bed bel ow.
[0063] | raméch%g”?'{tr%? 'ET%EIH‘BT gontent,'dift-. isdigt @neryied or ntheralide/obkargedot have

all  requirmieshteoiamPassd fo ' e 2 i nst a Jéggdj,therei n. As
illustrated in Fig. 5, 8|f'ae‘ﬁeteg®falﬁr%%{ée$ﬁ‘§ws-ﬁéﬁ%“‘angr Bsietyedi st ri but or
server 24 sasver 2biwsecmite miaisTRSY ¢ 2123 60% SBER AU doLARLAL PI8 AT Ser ver
220 anal yz?s.thg Pre ues{ and based on a lack of signature inforifation

s

*wi thin t HE PEGEEs P eFRBladar alharwise markesamosntent St weety torp@ul e 237 are
not | oad ' ' . r sends response to client conputer
230 to |$§35{bﬁgﬂ’$ ZS%EPQWEBH@%%%W"W”%@Gr%%t%ﬁeﬁeangsmitisrmep 504.
As not ed ieal)th ts 1, t - 4 ights i
ont Conput o230, The . ¢ eupeeuad ot 39 RoifksBcHEE 24P A8 o the ¢y

client cgr uter 230. The response’sent In st to the type

of cli enPTOWRIeET4 $ipUithéequashidooument 22D eliretileby seABINGRNE dRiFAl ent
conput er rowser,. for_ exanple, distributor sefver 220 w ||

send a r (ra%%%r% Zort f&gqtgo SEWNRS 2909 Sequrty madue 387 dhen rerabves Keblf nar e

conponent.ruffifn Q})@’M‘ﬂﬂr% t't-h-;e. : : . PR 2005 WD 02/ 057865
PCT/ US02/ 009739corrponerr11t Ica’nﬁgéﬂﬁég |ét%€t;1 dgpét? BTV Fesurges 8f scri pt or

Active S@lieférconm_@@'QBO.nfmjsidptﬁ‘IOpbtdiﬁsdrm%ﬁ,re%lyﬁ'ﬂsWﬁ??edd?asttt?c?r preferred
enbodi ”98&; cay é#ﬂa‘gde a cqpy of the unsigned request for*content sent in
step 502" ‘t'BS%Eﬁ Wascghalrserd byrtae sevusitythedvietR3agbisaislitex ecut es
component o o 2auu| FoerBhol BN TR eBtTe brawSeretiadtieh &gy of  he
CO”pO”e”fO%GP ! be&ec}@%éaur'ltazlr? geéL?n )? Ia\égsen%gr%el L?ssz;[g%l rligshtts,h gll Ee%ra]:;%?sent s o

for content are initially made through security module 237. However, when
the request returns content that does not require security, Security module
J&Umw.p@tﬂabﬂitybﬂ:a_uﬂLuﬂlzemmpute.,t,it;—::&-p_mes_._ in

this example, if security component 237 is not needed, it is removed from a
running state.

[0067] System 200 can use PKI encryption technology or any other
en.cryption, ciphering, or watermarking technology. Of course, each
technology requires that a client making a request for content: be identified as

~an authorized user. A digital certificate or signature can be used for
identification purposes. In other words, an attachment to én electronic
message used for identiﬁcation Purposes is-sent with a message. The most

- common use of a digital certificate or signature is to verify that a user sending
a message is who he or she claims to be, and to provide the receiver with the
means to encode a repiy; €.g., an encryption key. An individual wiéhing to

send an encrypted message can apply for a digital certificate from a
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' dule 237 in step 508. Security nodule 237 is configufeyl ARR 2005
Zﬁfg:nlatiycglol y begin to runpi n browser 232, using the mechani sm descri-ded fY
above fonS: 2wl & In step 510, security nodule 237 then reads the ﬁopy o]
the origi naf)< f%g%ﬁi’est for content 222 contained in the V\ebrerysiwhie
I nvoked security conponent 237 and resubmt the request to distributor

A L oL _ :  but or
2 Xoertiicate Autiogtyt (BA)s FherGA Josties BAtaHRypthA didiel cBhtRicafl St I
22”2; 220 recei Vtﬁ : sl gned request and %Rldﬂs t%e signature on the

request . BAENL8 Sﬁiasc’tprﬁf%@'aﬁeg‘ﬂb'icsk%)’r@ﬁba varistypfedhéryidsatificstion modul e 237,

di [ - : I L ocunment 222 to security nodule 237 -
?Inzt ;: Fggﬁ@ﬁﬁgp?{@mﬁ%gﬁpﬂﬁgkg%M'?gu&'cr yerﬁﬁa'%y @’%‘%tﬁ,‘?v throvghaéeor dance-

i ' leg Aingi s | i t,ent~ of docurre_nt
oy #ﬁé‘%ﬁ;‘é‘&%ﬁ“??T‘ﬂ‘é’ﬁa{"?d"eF%“‘%?‘?%‘éWo eI obsele R CRS  Cooour ity -
154,

control ekRY & dpgodethe digitakeartiticate attached et eeskagalvenfie it he

sof tware eRaneeds to  render content 222 in a‘'secure manner.
Secur i tyakgg%ﬂeted&%ecgﬁ\ fﬁ%ﬁoﬁb@gﬁ?ﬁﬁ%;@x?“q ‘fﬁ%}ia?dén;)'pggat L;/gr t (2)301
?za!s%/ég gj(;eh&tmtgo vaﬂﬂgrate tmhlget:let\ﬂe cl |(:3e(r:§r‘Pi envi rdﬁ‘n@fﬁ Inhrn’@pun,, 'el _SSC;J!’i ty
nodul e 2B5Cipignt ears sbnd anterecryptedasply. The nsdsm/iéé@,us%tﬁ?néé’rﬁh‘o al 1 dation.

' ' [ f the
65] Fi,Q. I l.Lustrat ot her exanple of a nethod of operation o
|[o?2f e]rrea%étﬁgf)ﬂ%'h%?\tﬁ?’ ‘$ﬁé§§£p 602, security nodule 237 is directed to
retrieve a docunment 222 fromdistributor server 220 server. In this )
exanpl e, (0458} 0 TAPRideIUBcatpORr@EE8 65N BPETEWIRDESORE/ FheacUpBaed2a2 | S "cl ear

ol ' t ted or otherwi_se obscured or limted and does
not - have=arh Semet el EilleRhis hnuenteasia 9 Vlesiseqnagherser ver 220 to
securi tyefmﬁpleeof%ﬁﬁe!ﬂﬁbébﬁ@ﬁg%onﬁﬁ‘?ﬁé’éﬁa{fgﬁ%b‘%ocﬁ@eptﬁbgﬂlc% thedNe% OF

encrypted, or otherw se marked as cont ¢ at” nee
identification procedure at plural servers is expedited.

[0069] As illustrated in Fig. 7, client computer 230 requests document 222
from distributor server 220 in step 702. Assuming that PKI encryption
schemes are used, the request can be in the form of “PrivateClient{request]”
in which the request is encrypted with a private key of client computer 230.
Distributor server 220 looks at the signature of the request and recognizes
that the request is not from an authenticated client and generates a unique
“éhallenge” token which is returned to client computer 230 in step 704. In the
preferred embodiment, the challenge token can be in the form of
“PrivateServer[Pri\_/ateCIient[request]]" in which the original encrypted request

is encrypted again using the private key of distributor server 220.

[0070] Client computer 230 answers the challenge taken by transforming
the challenge in a unique way, i.e., signing the challenge token, in-step 7086.
For example the transformation can be in the form of encryption of the

challenge token with the public key of distributor server 220. In such a case,
the transformation will be in the form of
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handl ed by security nodul e 237, security nodul e 237 recogni zes ZrUatAle 2008
no longer required. In step 606, security nodule 237 notifies browser 232

that br dBer/0283 shoul d request docunent 222 directly by ndi_ng t he
original request for content to server 220. Security mapﬁﬁuﬁ‘@’?g?ﬁen

i . 3. ' i.e., i i vates, i t 608 t
b eser ve [T BBlC R e PR RS o gbSiih” Slpt @avpuisraodhonss t hen
r esubmi taret;hmrtgm&fié%f&l to Mﬁﬁmﬁ%“@?&%@ﬁ%@ﬁ%@%ﬁg%ﬁe”t by the

security nodul e 237. stributor server cunents 222
di rect | y ahgllengaiakenza stem 7§8e@iﬁiﬁﬂutorb@ﬂ@@b%@s‘t’étﬂ%ﬁe&%diﬁ‘érmc%itianecur ity
and enforc sage rights, all requests for content are initially nade

"t hrough é’é‘ﬁh&ﬁ@‘eﬂ{)bg|f%0%v2'nmmvgn§fovmehon.meerecmgnmng tie¢ ur ns cont ent

that doeghand | bt [ modul e ---237 becomes . a potenti al
liability beca és}femi:epeaustsﬁ@gs¥%%E§§Frbsrt%%é'§%‘?%t@§.dOFHmGﬂ‘iiQQ%Roﬁﬁ%ﬂ e, if
security 7d@oponent 237 is not needed, it is removed froma running state.

[ 0067] System 200 can use PKI encryption technology or any other ]
ti : . _ . e |
Coch ! o070 et AR e ARl e Rl

t echnol og&reqw res that a 'client ma

i dent i f i Stheisset ahrelatedardramaterssas noddivieal TieEfdré | $atE ORo Si gnat ure can
be used for ideptification purposes. In other words, an attachnment to an
el ect r onPHaraRiee At the sarves thatasts the nextirequestrippthes sessisrmill i fdat a

message. pdh AN f; digital certjficate or signature is to
verify t%gt ﬁ%ggﬁaersé’gndl néﬁage%é%@gbee%gﬁw H@i“?ﬁ'- REEY¥REPHE t0® be, and to

provi de bext sessiinvequest Mal/e redRres tydiseats 2y : 0(encryption
key. An individual w shi ngyto send arfdencrypte Wnegr%%)g.eﬁ’l\ég%n 3@?{? for a

di gi tal EQPPIEr Lalesamndsranother rEqoesRRUZDESHWE0R! ORFIRHRGEENSMY 00973
Certi T Ciereibbs rbdeib by dlifinior s8RER 228" iff S PiS istruie, Cert!ficate
server 220’ iooks for the signature of the challenge token, and finds that the
signature belongs to distributor server 220, in step 714. Since disth’butor
——Sserver 220 has a trusted relationship with distributor server 220", distributor
server 220’ will honor the challenge token of distributor server 220. In
particular, distributor server 220’ evaluates the transformation of the
. challenge token performed by the client and authenticates the client by
identifying server 220 as the creator of the challenge token. In step 716,

content 222’ is delivered from distributor server 220’ to client computer 230.

[0072] Inthis method of operation a token supported by other related
servers is honored by a server receiving a request. In order to simplify the
process, kgy—s-are— net-exchanged-again. The approval.of a previous key
exchange with a related server is used for any other server in a group of

related servers to speed up the process of authentication.

[00673]  As noted above, the use of a standard rendering engine presents

significant complications for DRM systems. For example, when using a
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containing the applicant's public key and a variety of other i dgrtifPRcagfson
i nformati on. The CA nakes its own public key readily avail abl e, through the
| nt er net ol exanpl e. The recipient of an encrypted nessage uses the CA' s
publ i c ké’{} PY0YECode the digital certificate attached to pOEURESGRSE,
verifies it as issued by the CA and then obtains the sender's public key
and i deriimoiiseats e rariderigtarndiahel sridad uBEIAERIL [nstids LN Chi s
information, the recipient can send an encrypted reply. 2 Ho8t wi dely
used st arfiig Brintgom@agHs and adhen earomands inst Keb8ssarlO6Bpatibieswith

i dentifi b wh eat ed at h f

wht ch corgShf Sy RE RS TS KBRWAoSHERETE RUER cPaveandaio wakh Gasapbst of o et hod
f t _ | Pares’ " GREIbS! of

of oper atGurs, elich be the ehinaEeE EUD S gﬁéeaa‘?“’?b%’@@m ddigcudglent 11 cation

procedure at plural servers is expedit trated in Fig. 7,

client coepespendiag toeinabed commanst HRAevdr o1l & Gftéh BURRIsIREENGT 220 in
encryption schenes are used, the request can

step 702. Assum ng that . PKI :

be in thé‘c’ﬁéﬁﬁ‘?‘!ﬁa%yﬁ"?&!ﬁm%cﬂ@mm itefak bedesirahleqini provideccordenbst i s

encrypte | | | .ent cqmuter.230. Distributor server

220 ?/gokgpgtcm?r@e@{ 8%'3{:@? e 'BC%PB% ﬁé dlhg’éfl?ésq erréﬁ'gﬁ Andeonditons fofe request

i s not feaerdse therbefsicbedesd iehd pand W@é%n%ﬁ{m#@r nll{é;}hal | enge”
step :

token which is returned to client conputer 230 in t he
pr ef er r eWash R BIGHERE 2 Rraprietant brangediusiee interfacd er arugdréntepfaie Ahat is

"Pri : ] i e t]1]" i ich the original ted
requeat - SoniSlent WIChier YBRABET S5 sy b deskalyede Ra@ merar server
220. ['Oogé&gcﬁbﬁgmcﬁmbﬁﬁt %&@@%F Eeﬁgﬁg‘ﬁ{kﬂ’ﬁsﬁﬂ‘%é aken by transform ng

the challenge in a unique way, 1.e., signin f éngs token, in stsp
706. Fo npleat f Lon n_be in.the formof encryption o

t he cha[olt?rgge t%%e%ﬁl\/]\]ﬁ%# th%%‘#?éé@?fa@?ncﬂqélﬁ? PrRiegederbediners. | n such
a case, whiuh peranitsfcont@iti spcificl tboldard @ bERidpMyBPhs #e user interface

of browser 232. Documents 222 are stored on distributor server 220, as

described above, in a form compatible with the rendering application, a Web
“pagein the preferred embodiment. Documnents 222 are illustrated in detail in
Fig. 8 and include reference A'to software component 220a and réference B

to description of a browser toolbar and Ut 220b. Software component 220a

can be in the form of a Java applet, an Active X control, or the like. As the
content is rendered, the reference to the software component is identified by
the browser i.e. ActiveX Control; Java applet. |

' t0075] Referring to Fig. 8, browser 232 requests document 222 in étep |
802. Browser 232 attempts to render document 222 and follows reference A

to thereby_ execute software component 220a in step 804. Software
compnéhe'h“tq 220a then looks at content 222 that invoked it and identifies
reference B to description of toolbar and Ul 220b in step 806. Software
component 220a then is operative to build a platform/browéer specific toolbar

and Ul based on description 220b in step 808. In step 810, software
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2 0 APR 2005 WO 02/ 057865 PCT/ US02/ 00973 - _ 20 APR 2005
[PublicCient[PrivateServer[PrivateCient[request]]]." Ci ent conputer 230
then reswubmdssggshe request to the distributor server 220 with the
transformed challenge token in step 708. Distributor sem¢drU$8200973

tabl i th Lcation ith the client by recognizing the
5 et o CATRHERF 2505 FLR0en 5 ek e Smahrohisesiarak e b anc

t Hsh : | t ep. . 711 ].n many, cases,
i st but ar ey SR ARGHTBIN iZ8teg 808 IPishbltogt o KhdreliSe BETHHS r o at ed

conput er heaWelnsital(distobetor Tresesiara20 mhRjscdse) Wdic@ét@rtﬁétr%ggta{lﬁh’é he server
equest for this session wll in fact e sane

that gets_t next |
: servegrJ tH%ﬂt#g@ﬂ@r%ﬂiﬁp@@%a”%éﬂdélmgﬁétailobt{'@mse?tsrbremeplt@theltJgiﬁg‘ next session
request : ' i stributor, server 220'. Wen client conputer
238 send%ﬁ%ég%ﬁg\éﬁg's$a{?r ugf"ﬁ%}'nﬁh@@' nehdIeNEgand dr@bagad the request
IS recei @j’ﬁiy ci._l.st | butor server 220', in step 712, distributor server
220" |00 r tH £¢ g'Haif%ﬁeé apotherananngn efmperaticreof thenprefémets t hat t he

Sever "oSDPRALPER P OILTH AP, o B R ol bR Smianns, * '
Ser ver b%‘é’ftbﬁ?ﬁ’*""ﬁﬁ oo aier bt o e PR T T "
t r ansf or fetElWaSemarkinghin Welhseowolgenemllyfadhaltb vy coftent biveets nd
e I S o S MO 5L 1 3o i« ook o
ol (S N ioaE e AR TAR MR R 200 o
a r equesifomithe degiionebwetarmiarky thabexispirotighsqudiieyRtterieet0hn@ xeRapped again.
;2;‘ gfﬁ;@\fgelen;c Ter'ﬁ‘ﬁﬁﬁi \r%l(r)u%tﬁlisrﬁgrksﬁggigg@ggg%\ﬂaégagpe{rgLE{@:%@?rig\ég;,ltglst,plrjgggsfsO(r)f
aut hent iwiednrt R8I to the light, reveal the name or logo of the paper's manufacturer or
the entity using the letterhead. Similarly, digital watermarks also serve the
,,__wpnsesnf_idemmmg_quality_andhassurin_g.auihenticity. A graphic or audio . .
file bearing a digital watermark can contain information relating to the content
owner or other information. Digita! watermarks may be only perceptible under
~certain conditions, such as when content is printed in an unauthorized
manner. In graphic images, for ekample, digital watermarks alter the image to
provide digital information supplied by the party who imbedded the
- watermark. The watermarks may be viewed with stand-alone or p-iug—in
software and can reveal, for example, a unique identification code that can be
traced to the copyright owner or more complete copyright ownership
information.

[0077]  Asiillustrated in Fig. 10, client computer 230 requests document
222 from distributor server 220 over communications channel 300 in step

1002. Distributor server 220 delivers document 222 to security module 237 in
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0073] As noted above, the use of a standard rendering engi ne Qfﬁsngs 0
[si gni 1‘ I cant conplications for DRM systens. For e?ﬁrrpl e, d\/\/ngan uzlngigng Q?h% 0
APR 2005wy 37865 PCT/ US02/ 00973 browser as the rendering .
st.andar d useir?(%{-,%lkt‘erface i ncludes copy and print conmandsP@EHUSEM6873

mands _not egsarily conmpatible with DRMsystems. It is known to
di sabl e Stich 1BEtaIRlS that daguisrens 223, ae elivasetido ssuntityasotitle A¥mdows G

' ' ' to disabl ed commands. -
o8 T SRS RS B TR e, 1
‘may be desoddbl287tdelivenydoturAent 2 to SPRRdAG JRRAK réﬁ@ﬁ@ﬁ%%ﬂamgzgﬁ ags  ces

hoi ces of usage rights and conditions for exercise . _
f o be paP&l‘?WW?%’C‘r’?em, the preferead embndionentpfor readéringinpthesaainar proprietary

o ' rface that is consistent with other -~
\?;ﬁggreg. H%Eérc')ﬂ,’é]cf 55%%’2@3%%”5@%%’%ﬁég*hﬁr@m@mtmﬁpm@ﬂ i o?s,tsuch as a
~print b [ 0074] .Fig, 8 illustrates a ‘
et hod_of o e (e IRLER T B Bl Bhedts midercant ont
speci fi ccontenbaR2 to apply alcheniayReifRwAtRemEACTHo ﬂh@t\ﬁihﬁéﬁﬂhaf’{heb.r owser .232.

ts 222 are stored on distributor server 220, as described above, in
g)o 1(‘: gmnc GeppidhRirendening eagineruses iasien &aﬂ&oﬁ'hea:h)ééb(sjpfd;ﬂie in tE?g .
' ferreg, ' t nt.s 222 are.illustrated in detail in :
2;13 ieaclﬂ'ge reﬁérggﬁcbee %@%@ﬁl?g\épgt@%mpr leea{jfquref erence gzoto
descri ptwarerafarking! Q66 the QibRAEpEXIGE Wbte%%%?(k c§ﬂfbte"\$p5;9ie%o|ﬂ%§wc$& A? tﬁan
be in the formof a Java applet, an Active controflf*ror I'TKe. “the
cont ent {0san exigirg@ wvatemaarke fEheedEmnt-spetifie veaté trmarked starmensdttdred igfent i f i ed

! 9 . Fra.
b t he i.e. ActiveX Control, Java applet. [0075] Referring to
8?/ bromg‘%ﬁ%%gerdrlgqqusmn%&unent 222 in step 802. Browser 232 attenpts to

nt 222 and follows reference A
render d[%%%f In e|2ther case, because the watermark is applied on the client, it

can be unique to that client, and thus be traceable. Distributor server 220
can deliver identical document 222 to all clients (thus minimizing server side
performance impact). The client then applies a unique waterrhark using, for
exampie, translucent windows to the image. if the consummer of the content
. then uses screen capture or another unauthorized mechanism to capture the 7
| content, the cé\ptured content is then watermarked with an ID that is unique to

that user for tracking and-enforcement purposes.

[0078]  Fig. 11 illustrates a manner of use of the preferred embodiment in
which fransaction payments are easily aggregated. In step 1102 client |
computer 230, prior to installation of the réquisite components of security
module 237, requests document 222 from distributor server 220. In step
1104, distributor server 220 then informs client computer 230 that document
222 s protected and client computer 230 needs to have security module 237
to render document 222, and where security module 237 can be acquired. In

this case, security module 237 can be acquired from a computer associated
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to thereby execute software conponent 220a in step 804. Sof t wael ;&Mﬂ@nt
220a then | ooks at content 222 that invoked it and identifies reference B
to deschiVBtOithHsgg tool bar and U 220b in step 806. Software conponent 220a
then is operative to build a platform browser specific t86TREA20087 Ul
based on description 220b in step 808. In step 810, software 24 2 0 APR
2005 WO BAhdEsrsestiorromenatonti®(Sembigndnt Iregep rdfychsntatompuates t he

standard 00| bar _an replaces themw th those built in
step 808?§qg¥\§§én%%]m%%&§gee?ﬁ'wgﬁe & E%Uf_'tv FePqNEB SeLtEty(rapdule but or for
server 2207 iffon flaAssetis) a@@eﬁbf&ﬁ%@ BMé}ﬁr‘{%Q@e’sgiﬁnswitﬂmé Eomhﬂféf’ _and
appearance and thus tailor the user's browser to the site, ~custom zing
but t ons, agsnarted with transactioardgoregatos 160e ustepahtD8, eednsbation [ 0076] Fi g.
10 illustrates, an ration of the preferred enbodinment in

f
whi ch a 299EGRIEE] aueSland ehlledis valinu Lrsdnorpation naluding bilbag be
argi ta) TofteRn Bl AR Elm R BB R ove content owners to

digital "wat ,

ilrrgledai nfogl% e{ imar I'nigt%jln r aphi Csovvndggﬂgiro files that can be used to

i dentify tﬁi oﬁﬁ@% HONARY Q%tof HEQQ%F‘%‘% atuaye pREUHYgNedHIewat er mar k"
S e | wESr withid RRLRrGREpLORNSHB SR e ALY Bl el aual Tty

| etterhead and certain currency. tional ermar ks |y are not

appar ent Client cheputard2i0, dndtreturnb eachrtydnodule P87 todiient Eevpatertds name or
| ogo of -th "s, manufacturer_or the entity using the |etterhead.
Simlarl '9,5?‘?15 35?@1 éﬁéﬁé}fw@'%é%cw%aﬂﬁ@eﬁzeqowgta@cefofitm@wse:r_yi ng
quality g} \ G .aphi Lo _file bearing a
di gi tal %ﬁ??ﬁ?ﬂaﬁ rn%aggttgﬁ%ﬁaq%nfgﬁ?p r ﬁg{'%néﬁfeqqé?sﬁﬁg&?% Qrﬁtecé’(?f?t ent owner or

ot her i rdroundtit, and iMtgidtait toadteienardes mRYeDBrobsttid ROMEARIIM! fonder
I's printed in-an unauthorized

certain on_gi Il ons, such as when content
manner . 4t Pgﬁﬂﬁe@"?rr%é@ﬁt?@ﬂ1é2aﬁfﬁt@@m§f senver 2gArecognizes al t er t he i mage
to document 222 is being requested by a rendering ehgine that has been

protected with security module 237. And returns document 222.

[0081] ~ ~The protected rendering application, e.g. browser 232 with security
module 237 attached, informs security module 237 that it is about to render
document 222. In step 1114, security module 237 analyzes whaf the digital
rights are associated with document 222, and records an appropriate charge
back to transaction aggregator 160. Transaction aggregator 160 tracks many
sr_nall transactions performed against many forms of content éccessedby this
instance of a public private key, then aggregates them into a single charge

periodically to a financial institution or other party associated with the indicia
in security module 237. |

[0082] The method of Fig. 11 permits a user to log on to a new Web site to
initiate a transaction. If the user's information is already on file at a trusted
site (such as transaction aggregator 160) the new Web site verifies the user

through the trusted site. The trusted site reconciles all of the transactions and
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provide digital information supplied by the party who inbedded t7hg

APR 2005
wat er mar k. The wat ermarks may be viewed with stand-alone or plug-in - :
sof t war evamok/¢agesr eveal , for exanple, a unique identification code that can
be traced to the copyright owner or nore conpl ete copyright’UstiPshi p

information., [.D077] As illustrated in Fig. 10, client conputer 230 requests
document SEH9S tg?(5#"8?5’35&0#}"8&‘38@@'@%éﬂt‘@ﬂ?f&‘ﬂﬁa"&omnﬁhi}zé@ﬂ exampleannel 300
in step AQOLinEISiKd " - Lvers dogument 222 to security
modul e 237 i n '5@’? oé BAE@?O%?%"B@%%%@ ‘%ﬁfﬂ%ﬁ%?@ggsfﬁa'it ep 1004. Note

t hat docmmummiﬂﬂm:nsa)s‘sdbiﬁbdér@ﬂtﬁ@d&méﬁdréf@@lh"a@e%égto t{E@Ry or nay not
have a wat ermark enbedded therein. In step 1006, Secufrity nodule 237

del i ver s AHIEERAIAL Vwpich redugesitheonrtall afstohransadtimrisng engi ne,  browser 232
in the preferred enbodi nent, for rendering in the manner described above.

Security [#®88]l e 7B nemeWebssite dost motdevenebtain the @5l hfStmgidt i ng to
t he instag e of the rendering engine used to render content 222 to apply a,
cl i ent - sPEETG Peeméthichigdices CoRecHisRyewPriMagy issees. iseaditienpthd log-r ender i ng

engi ne u | OIQeféﬂ: jent-speci fic watermark can be applied
usi ng anﬁ??@%ﬁ%ﬁ@s}éor alvgéc:tf#%#é}h?ﬁﬁ%ét Epﬁﬁlﬁ@f ﬂ'lf %@8‘? Yses only

cl i ent - spacfonymEISSIDTBE t6 Afe BasRBNilcedni et ¢ t lsting

wat er mar K. Thggcl i ent-specific vvgt er rlrﬂgf %nggngﬂfgfaetr]frgéegtséﬁﬁgﬁsgﬁhe gener at ed
i n any nHARET PeIseORBRNd gredit infarmadios, theeusarsdnfdnmatiohds peotectsd appl i ed on

the clie ' Jni to that client, and thus be traceabl e. ‘
Di stri buﬂéfn @ér@eégwgﬁsl%ctgay YRS i'@@ﬁ?‘i’tﬂ'& Witlhcunent 222 to all clients
(thus mpimzing sefver side performance inpact). The client then applies
a uni que%“ir mfr“FPtEl@T mgthadhef opseation of the areferesrembbdiduewt utdizese | mage.

I the caRsiBR/ obfustifort R s8Bhrity without the need for a server side
executable component. As illustrated in Fig. 12, the co.ntent owner, or other
party having an interest in documents 222 creates a subdirectory on
distributor server 220 with a random name, or other difficult name to discover,

) to serve as a secure location of documents 222 in step 1202. The interes.ted
Eérty then creates a Webpége which has a reference to security module 237
and-an encrypted .for-m~of—the- new secure location of the documents 222 in
step 1204. The protected documents 222 are then replaced inth the Web

page, in step 1206, and protected documents 222'-are' moved into the secure
directory. '

[0085] In step 1208, client computer 230 issues a request to retrieve a
document 222 from the original directory in the manner described above. The
security Webpage which has the secret location of the content encrypted in it
is returned-instead of the requested document in step 1210. Security module
237 decrypts the location of the content referenced by the Web page and
requests document 222 from the secure location in step 1212. The content is

delivered to security module 237 which creates an instance of a protected
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then uses screen capture or another unauthorized mechani smto dapt APR Fillik3
content, the captured content is then watermarked with an ID that is unique
to thatv&ﬁﬁfmf—/?@r— tracking and enforcement purposes. [0079] Fig. 11

il lustrates a manner of use of the preferred enbodi nent RCT/AGROM73
transaction paynments are easily aggregated. In step 1102 client conputer
230, pri gendering engineaeig brawsar282 iedbe preferred mpobedinmeref as@fakddry  nodul e

237, requgsts nt 22 omdi stributor server 220. In step 1104,
“di stri but icug%%éﬁggﬁétqmiﬁ 'nforms client computer 230 that docunent 222

I's protec nd_client conputer 230 needs to have security nodule 237 to
render ddbﬁgr@ﬁt 2be methad wheperatienfaserbedabbve dogs oot rdguircgsenat. | n

26 2 o AR SbbR s IR Ua B Fe iR bedB B VB AR Bl coat or 160
(See Fi g.nctheckssarlemakiim, Sbhfty. FPURIERIMRSfhd EJHER fs {fifed U STte

conponents of security nodul e security no ansac

aggr egat decaton b?Viﬁggamﬁr@ﬂCHe&Edeiemnminf%lgy a hendampuiraiser (@%%qsé@;d@dt \iVIGB h

t ti tor. 160. | n ste , transaction _aggregator

r 2332?5 s I"gﬁﬁg’ggﬁ'ﬁ?’ g fonseqirty Bemopsﬁﬁf dneat whanithe |U§@:r lfgt?aies E n90080]

I nf ti ke f £l o] Lona nner .

Transact | neaciort Me Ldilis Peactenh oAV BAEE baP PR nIRRRISn 37 i ¢ h a

hi dden umrmmrmtbu'rfcmprTrnatsecpmyrcocmp@ieh@ﬁebg@mr% BEalibs ahdaAki ty of
uter 230, and returns security nodule 237 to client conmputer 230

client co k

in step fﬁ@.“%@&gﬁwyefﬁdaﬁll@aé'@ﬂ-creat es a protected instance of browser

232, or other 3" party rendering application, enforces access protection

around i 100&fd ifig: 13 dlustratestanateer methodafbpeeatiter opthet prif@degont ent 222
1112. Distributor server 220 '

from di ' Qr rver..220 in.ste |
recogni z%ysog]ﬁ'bg%ﬁﬁm Miliges E?éﬁr’]thvg‘f ?&fﬁ%@f‘@(ﬁo’b%ﬁ%ménﬁbﬁﬁﬁg" 3yweb that has
been browser 232 of client computer 230 requests content from distributor server

220. Distributor server 220 recognizes that the content request is not coming

from an appropriate security module 237 (by the lack of a proper signature for

exampte); so-itinstructscient-computer-230 totoad-the requisite components
of security module 237 in step 1304, In step 1306, security module 237
spawns a child HTML rendering engine, i.e. instance . of browser 232, inside
the existing instance of browser 232 so that it can have full control of the child
HTML rendering engine. Security module 237 then instructs the child |
instance to retrieve content through an asynchronous_protobol installed in‘
security module 237 instead of through ordinary HTTP protocol and
addressing in step 1308. For example, the asynchronous protocol! can be
HTML with Active X controls-embedded therein to establish a secure
authenticated communication channel. The asynchronous protocol can direct
browser 232 to retrieve content through another Web site that includes
filtering technology to prevent access from unwanted or unauthorized users.
Document 222 is rendered in step 1310.
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protected with security nmodul e 237. And returns docunent 222. [PquP%Tbﬁg
protected rendering application, e.g. browser 232 with security nodu 37
attached, inforns security modul e 237 that it is about to render document
222. In‘gf’é’ﬂolf@l security modul e 237 anal yzes what t he pdirgisoatoo7si ght s
are associated with docunent 222, and records an appropriate charge back

to transfiNE8)n dyyregame, m@chsyﬁbam%lmato%géaﬁ%éﬁ& tHO9dlrRGks many
actlons perforned agai nst many fornms of content accessed by this

snmal | S

i nst anceﬁk?f“%?r Qs therdmartysee \r&;sfcatlcpmthaégtge ogeart issvaitethdnat o a si ngl e charge
d t th ted th th

Riipe ACQ{J“R‘S%%%?.ﬁ“&wﬁhﬁ’%ﬁ rpisBbTr el ot ot Efgcent porm ts a

user to bogsen 230 @m@qu\éébth@tbﬁ il Hmtﬁb%ﬁa%rféﬁu@%hé%ech the user's

information is already on file at a trust as ‘transaction

aggr egat Bieb15) After W@\/&M&N@lﬂage\)eadsf ites chiie instamce tan agghart he trusted
of the transactions and 27 2 0 APR

site. Th@rustg%.s ereco {js al |

2005, £B% PEE I9CPIIRE S E@ g COmRpNari Parislithe paget Rénpipieated i at e

entity p&dt@ﬂ@@{b¥1eﬁ8053kl)§§@hdgmﬁ Accordingly, the burden of
sma

handl i ng the transacti ons ten o denom nations) is shifted from
t he di st enc ator, which reduces the
overal | [rg rnae(ri;é@g SH y'fé@ﬁ%fé E‘ﬂ‘g'vg\/f BNEETIRIdSOWeMSY, Mave t o
obtai n tthi éi@rﬁplbedom@hws%tﬁ%d B erns over
privacy issues. |n addition, l?émé |epan ﬁ%tgéy\’ggfﬁc}:rﬁrﬁﬂé&%gwqﬁg "site is
sinplif |Bwrem,a@§mgjeumswm ofeameié'Mlorér}dermlg enging taHYd ey to the
trusted.s EI' and o(g the trusted site has the wuser's personal and credit

i nf or mat PB CQROYII pleces of SPRianto Asian grample: standarg Tk raadensdsi te t hat
the Userca‘nsoé G@éﬁ?&bb&i’ss"‘é Eﬂm Wﬁégé“&%ﬁ%n&%hhﬁ&we X WBREAHAI of the

preferred enbodi nent util
The control spawns a chlld rendenng engine which retrieves content through

a specified server, which in turn accesses the server side, which includes the
filtering technology or the like. Note that a Web page (a compound
document) has references to other files and images. Conventionally, only the
top level (HTML page) is protected, and the references are not protected.
However, in this example, since requests are handled through a secured

server, both the top level and the references are secure.

[0990] Fig. 14 illustrates another method of operation of the preferred
embodimrent. This method provides security by prohibiting the loading of
code, such as plug-ins and Dynamic Link Libraries (DLLs), into the rendering
engine unless the code is certified as not compromising security. This
method recognizes that certification can be a dynamic process that should

permit users to use certified software immediately upon certification.

[0091]  In step 1402 security module 237 of client computer 230 loads an
instance of a rendering application, browser 232 in the preferred embodiment.

Browser 232 requests to load a third party add in program, such as DLL, in
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directory obfuscation for security w thout the need for a serv@r] shRfe 2009
execut abl e component. As illustrated in Fig. 12, the content owner, or
other paghYpextNg an interest in docunents 222 creates a subdirectory on
di stributor server 220 with a random nane, or other di f f i BGTAISOReneR73t 0

di scover, to serve as a secure location of documents 222 in step 1202. The
i nt er est eeP P40y TH@Hit: masiule; 237 itersagts thisi rehuestsaral qedgeenee to security

- d f f-th ecure |location of the
-gggﬂlrrgntz 25%%@5‘?%‘522? @%M‘%&? I’#rﬁg}rgﬁﬁde‘?e,etrg V&i%\i’ér&ﬁﬂ%ﬁ@@@ programann r epl gced
| ! 222 are. nove
'hto the sepuroood! skl o EsT apes Pog g SRR bR BAti30 | ssues
- a requestattanpting teelvadasecoity meniil@227 tontactds trostad Savefid Gsdabtsi N the

d | bed above. The security Webpage which has the secret |ocation
of the ngsfﬁéh@seeeﬁﬁfﬁygpgdhﬁ PRfty PregraBisithatare errtifiedirostephd 08 glitiwt ed

| Wt . I f th
" Content T PeR pedGm KRN TR EH e 1R sEEFEY oot Soa o the

ecur e | dbatoaring of Heeirtidiatty JrograAmitethe irénddHld d4ig8 i j Ly nodul e
ZS?uwhi ch creat eg; an i nstancg %-f 9a Brot ected 28 gor?%P% ES@%%ZI 057865

PCT/ US02/ibihedeteaninationdn sieg 06 is.that tbemgmn?&Zcérﬁﬁ%%gg?feﬁ]gengt@tdh o
enbodi ment ; [ LS. document 222 in step 1214. he met ho

oper at i oﬁﬁ 882%%88%%%@98%%%998? %F@ﬁ ﬁoeStﬁszéﬂg\ée}_r’L Q@féﬁgfgggglr ieI gnd
thus is g fatzaly | ] \
ma;;srrljm aﬂggt:uri ty. E;Iltﬁgtt ﬁpgggﬂﬁp%hgﬁﬂgﬂgmége{d [ sbsgg?gg tfer,lun% | ocation
havi ng af@rtiigds inasingiseprohibitedby stepr tdtim nunber (or a pseudo- random
nunber), for security purposes. Then, when the user initiates a _

t r ansact i{@092]t heWheervesthepeadenhgdppiiddtionnwsiiiio RGP ahRLkBahBR | ocat i on
'‘n code, it should be approved, i.e., certified, to avoid compromising security. If
at the time of shipment of the security component a third party product is not
ready for certification, it cannot be included in the approved list in the security

. module._[f the program is approved later, the signature of the program will be

compared to a list updated by logging onto to a server having and updated
certification database, data base 225 for example.

[0093] Fig. 15 illustrates a method of operation of the preferred
embodiment which is well suited for the transfer of content in the form of

video or other large files. Itis known to encrypt only portions of data to

- reduce overhead and data transfer speed while still providing a level of
security. However, in the method illustrated in Fig. 15, the percentage of
-encryptionof a data stream is adaptive based on network latency, connection

. speed and other factors. in step 1502, doéument 222 is requested by client
computer 230. Distributor server 220 determines what percentage of
encryption to use by examining a database, usage rights, or other indication

of encryption associated with document 222 in step 1504. Such information
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an encrypted form The security conponent decrypts the |ocatiof @rﬁpw%
client never discovers the location. [0087] Fig. 13 illustrates another .
met hod of operation of the preferred enbodinent which utilizes relative
addr essi N@E’B‘t‘”%ﬁécuri ty. In step 1302 web browser 232 ofpEliSiloesamput er
230 requests content fromdistributor server 220. Distributor server 220

recogni zesart bastdrbd it @ifitantighte thafdgers mtiul€ oM exfahgfr%‘atﬂeappr opriate
security nodul e 237 (by the |ack of  a proper signatur ‘or g
exanpl ) ,i8giceliomef enewptien cantspeocifipinat en2setion beagreatdrahas aurddifed

.conponent rity._module 237 in step 1304. In step 1306, security
nodul e 2é§F’°§'&§§§§°¥éﬁ%H?Paeﬂmﬁe?'g?%e?ﬁ?@? ‘ne, i.e. instance of browser
232, insi 88 ‘Htehe existing instance of browser 232 so that it can have full
control dPUBHE cin sigp , distrikider srrvengd2e eordiecs vatigusoonditoRS87 t hen

i nstruct ' | - t et.rieve content through an as nc'hrono‘s .-

Ipr ot ogol %%2% aﬁ]%%igi tﬁé@éggﬁﬁt" 98&@%1{](815 Siv%eiofa%?%ﬁnbézf-gﬂ%waﬁ( o?/di nary Ilfﬂ'TP
r ot ocol latefcy astihessi ' ' us .

P ot ool ompoy sbmeRicatioh spEra ot b likerth £KRBh Taddle, IWXREIROBLY 01 on

-a secur disttbyire aervesi22@ anonyptsipodidnsrofcdtenneint 2PRebaswdnehinous pr ot ocol

di 232 t ety tent thr h th Wb site that
el udes COPFRPRS FRERER K pi55,1908 T e encrvedaratma drtaaminest i

unaut hor iszas Seer ' in step 1310. .29 2 0 APR 2005
WO 02/ 05%%;5i %%ﬁ/%gggﬁggg%ﬂ{ B%{%?Héﬁéﬁg%géﬁﬁg%{'ﬁh@é’%g’s?fn' FHEUKESNs prot ocol
can send untikalbofti@ssmerit 222hkagisesn transfeiriid: Qn%éﬁsﬁgfsé/&frit%h?@ddh@n t hat

c

t he user izﬁ%gnt ed and authorized. The asynchronous protoc an cause the
chi | d i néBASEERS the goRient and delivers ddodbe renderingapphaationTMe. page via a

desi gnat g%ﬁw@‘iﬁ\%g p?éfe‘?red%cr%gédi%ré%tt op |l evel page |oads, the child

i nstance can Us€ a :
[0095] A variable portion (percentage) of a data stream can be encrypted:
Content data can be divided by time intervals or based on the byte size. For
example, 10 bytes encrypted, and 90 bytes not-encrypted. The bercentage of
encryption can be adaptive. That is, depending on the data file size and othér
conditions, at different times, the percentage of encryption can vary between

-values spécﬁiﬁed to-speed.up the.process. - ..

[0096] Itis known to embed signatures and other ‘security‘ information in
the body of an HTTP document. However, such a practice requires special
'securify tags and is difficult to manage since the security information must be
parsed out of the document. However, the method bf operation of the
preferred embodiment illustrated in Fig. 16 simplifies this operation by using

only the header of an HTML document for conveying security information.

[0097] Instep 16Q2, browser 232 that is regulated by security module 237
requests document 222 from distributor server 220 and security module 237
opens up a standard HTTP or HTTPS connection to distributor server 220. In

step 1604, distributor server 220, functioning as a standard HTTP server,
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address prefix to retrieve all of the conponent parts of the pag&.APR 2005
Unprotected content can be retrieved via standard HTTP. [0089] Cenerally,
securityweohaigd to HTM. for rendering. However, in this exanple,
content is retrieved using a proprietary asynchronous pr &Cdé¢so2/009Ther ef or e,
a single instance of an HTM. rendering engi ne can be used to "pull"”
conpound "BINEYES OpPuidheerumens22hios damplaading.amdpartictiBM digRaldeHtey  can be

used to t page containing an Active X control in it. The
control Zﬁ%%?ienie@t{ﬁ{)%f‘"? e?r%{&?%?fg?er?é‘“Wnri"é’ﬁuﬁeéiqmlé@@%mc@rdl%tﬁbUtdﬁr ough a
speci fi edePRINGEID, ahbftatds | &Sr whi ch i ncl udes
the filtering technol ogy orﬂ%ga%?@aﬁoﬁgﬁtﬁgiﬁg{%% gée (a conpound

- docunent ynfhersatiest embeddsd frothet eaders loé theaHTTPITBEEESt S7ANBANE gnal |y, only
the top ke\%w elppi‘?e) is protected, and the references are not

pr ot ect ed@" . T8PW-t hi s exanpl e, since requests are -handl ed through a
- secured _server, both the top level and the references are secure. [0090]
Fig. 14 I0098t r dnedepitb0hedistnbutordeoierddrinsértnsefurithenrRbEsk aflo

enbodi ne ' ho ovides_security by prohibiting the | oadi ng of
code, sulft %%Q%‘?Srﬁg? ?W%E‘m" l g’an‘f QF @X3MPIE; thieasacusty infersyatidmisach he

r ender i ngs s0HghaBra/BAeBE drSrRAS of e Blibhdd8d.85, ot rom sing
security. Thig net hod r ecogni zes O¥ ﬁ]a%g@éééérgﬁggt'? &R iégﬁ{m%o%”ﬁ%m c
process @daet fonbubdelowpermit users to use certified software i nmedi ately
upon certification. [0091] In step 1402 security nodule 237 of client

conputer 230 kHaddemsighatatenaa00baa4sETIRI e al rowser 232 in
the preferred enbodi ma%t. Browser 232 reql?g;ggfaﬁgql‘gaye%%teﬁlgrd party add

i n progr @negtuchnage Bkbmpld 02/ 0578 P@/QKSOZI 00973

step 1405}11.? gzcuri ty rmdmple Sg@%%ﬁ%@gﬁfﬁﬁmaﬁ%fs l;ﬁﬁ s |l ocal

dat abasewbigh willbeurendereal iniatconfariceusitiestat@aid HTRAL HhbsdTRarty add in
rograns_.in .

prog signature is @ number as an attribute of the header and will not be rendered

but can be culled for security purposes. In step 1608, the reply is sent to

security module 237 of client computer 230. In step 1610, security module |

237 analyzes the security information in the reply header and passes content
of document 222 to browser 232 for rendering in accordance with the usage

rights described by or associated with the security information.

{01001 Since all of the security information is contained in the header, the
resulting DRM system is less intrusive and easier to manage. Also, a new
security tag schem_a or other specification is not necessary. The security

component need only know to look in the header to get security information.

- [0101] __ Often content and usage rights are dynamic. For example, the
content may change over time and the usage rights may change over time
and may be dependent on where the request for content comes from. For
example, a company may want to let an employee print or save a document if

the document is requested from an on-site, or otherwise secure, computer.
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step 1406. If security nodule 237 does not find the third partyijgg:;@?‘nq;
that is attenpting to | oad, security nodul e 237 contacts a truste vVer:
t 0 updat evg §50s74kat abase of trusted third party prograns that are certified
in step 1408. If the third party programis found in theP&iH2889Mi st |
security module 237 permits the |loading of the third party programinto
the renddi?¥g %n %gf?‘ﬁ epRipyaa ienvesting fhe samecdoturentdrommehe mald06 i s

t hat the j to i isted, in . database 225, the nethod
goes i r oy PR b e B IR i N2 s s P eodgaiseoh hat t he
progr am itee potfeiredtémbogidming thal preliass bath Hdireds & bRE iffdrinkqgdi N9 is
prohibited in step 1412. [0092] - Whenever the rendering appFication wants
to | oad ANresedbgearsIescode, it shoul d be approved, i.e., certified, to
avoid conprom sing security. If at the time of shipnment of the security
conponenf0#02]hi rinlsmsspwoar@iénbtompummormygEeéum?rrﬁ‘]i)éﬁj‘éa%dﬁn, it cannot
be included in the approved |ist In the security mnbdule. I'T the programis

appr oved 'PIHESIS BREUTS; R 23R. tinsten dg0andisiributdresercen20 gdttiersa | i st
dat ed | . . havi r pdat ed tificati
ot abase Mo foflhher S diemiE Soh et SOMI &N 22,50 A . et hod of
oper at othefespbaseie baroath merhied ARe intheshonse 1BL besH! S, 4 SEnpe
0

transfer of content in the formof video ot her I"arge VBl i s known

t o encrypidediimpgrantiod secadty daodule (237ratd7e6989‘a&:l‘étabds@ﬂgSﬁiﬁétambﬁénSf er
speed wh ' a Jevel of securit However, in the nethod

' till .ovid .
i I-lustr atée@l%néﬁﬂrﬁgsr'é)éé, ot ﬁ%%@c‘éﬁﬁ%@rﬁﬁ in iR iﬁ@@oﬁeﬁverasidlat a streamis
dapti ' : ' d at fact O
reh 1500 oo MRS moBLSY AR Bl S05HTRRE WL el ot or

server 2pasefborihe bRl ofthe rpquestiiyageecting ﬂf@ﬁ?mgid@,mrets?pyygﬁ] )étﬁéa[n' Si n_gtﬁ 7
encryption dssoci ated w

dat abase, ,\Wsagge, r.i ght or other indication o
docunent Y F‘?’%@E%ﬁ? i%%m st8ach O8n biraRlv s henseant APRI@ODSMELBR/ 057865
‘ 230 for rendering of the requested content 222 in ac':c:ordanc:e with the
inserted usage rights under control of client side component of secuﬁiy

module 237.

[0103] Since both URL addressing and directory—éddrr'éééi_rié“éré used,
dynamic content and content that is best identified by incoming request URL'’s

- can be handled appropriately. Directories are filtered in order to provide a
high level of confidence that content stored on the distributor server 220 as a |
file cannot be delivered to an unauthorized user no matter what URL is used

| to reach the file stored on the server. By using both types of filters, the |
content owner has flexibility in determining what content shouid be protected
and to what degree. Further, putting security content in the header of an
HTML document permits dynamic content to be handled easily because the
body of the content does not need to be modified for security and thus

permits dynamic content to be used to build a document on the fly.
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RCT/ US02/ 00973 can be stored in digital rights managers nodul e2_2[] AR 2005
exanpl e, the indication of encryption can specify tpat eng;jryptlon be
reater WbR/g78g5ecified percentage or in a range o SP&RIE &S 00073
gercent ages. [0%84] In step 1506, distributor server 220 nnm%eégrﬂs ari ous

diti el S h.as the files size of document
ggg,'l nla?\r/\[g‘r“l)(d]el gﬁﬁggep@n@rﬂ%ﬂggtéﬁug%ié ,m Eﬁtigf'ﬂe 99 %n a known manner.

In step ¥B0Bculany whehhiiﬁtﬂbuwN@rﬁteﬂﬂ@veﬁ*ﬁﬁéYﬂ%&&@r@tﬁﬁ%éﬁvoﬂ&c‘i@e”t 222

h conditions nonitored in step 1506 and the encryption anount
3ng(rjmpgéélatietﬁe USEe fraystet. alwerp b2us e prewel so8laing applidatived Foent | nuous! y or

. : - 22 h .fransferred. In step 1510,
cecuri ty PamE W bauRlooBH FRDE B8 criRal e i Shesprtie  enaer n
- appl i cat iuser tiat @doberAueBEt R3der™ If1Rqliel 8hkiaflaabal 'pgﬁg% S{@g&%

[ [ Cont ent
vari able portion (percentage) of a data streamc _
" data can dg@/nénaﬁ hedsdftyvarem thetusey albes oot Howalbadrthe efingre, thiege. For

90 byt t-encrypted. The percentage of

cnor ypt | SARAMeRRe RIS, MHavevar, dlupimdinginersdiargaeaures o oi ze and
h iflcd i by | t p, ent age of encryption can ‘
Vary bet aaonoafCRelidh ofule PARY 1he TRSren IR OFRIREE e B661 1 ¢ °Ts “known

nbedchoeging ardiseciory fot dewnivedyEexéoutingitae MtaRRidsofiiseDafY g an HTTP
Eigcﬁmsﬁt . mer, such a practice requi rges speci al security tags and is
di f fi cul tK¢-o IRiiRLlycCasese the weers willehagsei nat de deawndeachiret cardenplar sed out  of

VR ' di ment

t he docu . od . rration of t e. referred enbo

i |1 ust ratgg%‘iaiﬂr]lé_@l g. {%o@?%%ﬁe@f ‘6%?@%6@? Qf‘?‘%ﬁ{ rSQBEQ'ﬁ@PPB‘?ﬁt&QW he Pgader _
of an HTMDRM systems| the seey fRyfimgltipRCéhEEMNG Bpgﬁéﬁgjq@}a??%%%mit ntz p
1602, browser 232 that is regulated by secuTi nodul’e req.es
docurrent is89es ¥ thesacunty icompanest is/eet alzehaddo sevewlytiystated réndstihg opens up

[ [ [ . In step
a stand 'P_or HTTPS connecti on to di stri butor server 220
1604, d?éélprﬂ!%ﬁg%'r server 220, functioning as a standard HTTP server,

[0105]) Fig. 18 illustrates a manner of use for providing the proper rendering
applications in a manner that is transparent to the user. Ih step 1802, client
computer 230 requests document 222 that is of a file format that cannot be
rendered by browser'232. In step 1804, document 222 is packaged as a file
of the same format but is “disguised” as an HTML ﬁle;_ For example, the
Windows ™ operating system identifies file types by file extension. In such a
case, the file, for example a PDF file, can be named with an “HTM" extension

to be identified as an HTML file by client computer 230.

[0106] In step 18086, the file is downloaded to client computer 230 and the
user "bpens" the file which client computer 230 recognizes as an HTML file.
Accordingly, browser 232 is launched as the default HTML viewer. In step
1808, browser 232 begins to render the HTML and finds a reference to an
embedded application, like an ActiveX control or Java applet. The browser

embedded application causes 232 to check and finds that the referenced
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32 2 0 APR 2005 WO 02/ 057865 PCT/ US02/ 00973 retrieves or buil ds dfcAPRnt})%22
for downloading. In particular, digital rights mnagenent m)dul e 224 or ‘
anot her se‘@f@r('?/ﬂ'y'fsﬁbdule conponent of distributor server 23 @gt, cates the
requesting client by analyzing security information enbedded i n t eaders of

the HTTP r applesitioans nbtidsesicd orﬁélféﬁﬂ@bﬁ'mp e;f DA% 's\fep [1§tcf§8}rpﬁ B st ep 1606,

di stributor server 220 inserts security orma ion i "¥&8%rs of the
HTTP repl ylolipys téﬁaﬁﬁﬂr%ncq ﬁetheédmto dwnlnhdﬂh@hppmatmh stép 1812igpAt ure can be
an attri bu{h%%ﬂ <Head tag in,an HTML docunent as set forth bel ow

n

<Header > si 'Fg 93 Sots Eg @6@0%95@923‘9%%@%6“96[ Bosedurity the exanpl e
v daneemoilee2! atiaebiibhd 886 PnoloREtn, piRL A58 tndiatdiibony

accordance with standard HTM ru

attribute aﬂpl!tctahoh&dmctaddbyvnddurttwhobmergpd@,@q,e@%ec&ghtg foill ed for
securlty pu osesﬁﬂlml‘_ste 1608, the reply is sent to securlty nodul e 237 of

client conffd BrthQ hiles 'é%fqraimth%@@manw stepul8d4. 237 anal yzes the security
information in the reply header and passes content of document 222 to browser

232 for rdAdgr] ngThendamﬂbatdauﬁ)@smbuhng bears flgg élegt‘grﬁ»,[@}e;socmapﬁqhgy or
associated with t security information. 0105? Since all of.the security

i nf or mat i &?erge%%}ﬁsdpﬂ%@f Vﬁz’f fatardesiand ”’Nf@ is’ ﬂ@gagtstefgdmphsa'sd)mml s less
t It h th
speciTi calTRRICER Rl TRARRS uit ooy SR M eR oy Senow + 0 1 ook
in the headast hangaity installra he‘wld’pfpﬂwfﬂid %ow[eoéroif]thgﬁe%‘ffe égn% and usage

rights are d namc _For exan‘E content my. change i me and the
usage ri giPaskaagd Nsigryan siev tﬁ‘&‘@e\éﬁ@@bmwsbetmaeadelﬂhewmtl(ﬁreﬂaﬁ@e request

for cont e%t&'ﬂgﬁéallfyrfmas tﬁg code (JavaScripts, etc.). If the code sees a registered
application on the client platform it passes the contained data to that client
application. If it does not find an application to han.dle the data type, it calls
upon the browser to navigate to a site that downloads the appropriate
rendering application.

[0108]  Another security issue when distributing content over a network,
such as the Internet, is the possibility that hackers. will intercept messages
and “crack” encryption routines to obtain access to protected content.
However, circumventing enc‘ryption often requireé a relatively great deal of
time (several seconds for example) because of the need to execute complex
software algonthms or generate random numbers. Fig. 19 illustrates a
method of operation of the preferred embodiment in which the risk of

encryption circumvention is reduced by creating tokens that expire after short

~ period so'timé.”
[0108] In step 1902, client computer requests secure content 222.

~Assuming that a server side security component of security module 237 has

not authenticated client computer 230, distributor server 120 generates a
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exanpl.e, a conpany nmay want to |let an enployee print or save a _acﬂ:w?f%tzmlﬁ‘
the docunent is requested froman on-site, or otherw se secure, conputer.
33 2 0 ARR0%98sss WO 02/ 057865 PCT/ US02/ 00973 However, the sane enpl oyee
requesting the same docunent from home may only be per niR¢EHSRHYi3ew t he
docunent . Fi % 17 LI | ystrates a nethod of use of the preferred enbodi nment
that provFRENGERkeHdPaLS imRistapped, in siepigOdo Cliatdcosmutareas0 i ssues.

0102] | ' ' i dul e 237,
| oquost & eeeRRs 8 foldl ol FEHb R il Ay T kb BRTdp 2950 pat her s
i nf or mat i @ neduastaettsign it i atknowarmdynaTh StEPYO0E anaTrekFRS BN %ié?nﬁga”d bui | ds
|

t he responEe in a bggwn manner. After the response has been , a server
- si de congBRERLC Gstuliar seryendd bpenTecriptefdbe sigtat ttkese dR@butbat naps

| b P01« MRL e rights, in 1706. S i d
componentooay e aat VEiths Weisidnds s GrdEn] Cltiter 3flnaiastisdo et th 1 he

‘ reply bagigsh the tokenWdls §éndrBd BEeshi lEhd ! he cfd
corresponding to the U an dat%ﬁa%agﬁg% t?](ra? t@ﬁ%ﬁ%éé&%&’gﬁ%‘if is then
sent to dhedekercwapgeseratedindrertharadeedaterminddtime payiost gdscont ent 222 in

accordancS% Wléh the i r]serted us,age rights under control of-client side
GPNde Q1 §HaPIGoRRiPEe being reeaived inca signesderhionl thaitbkesds ng and

conmponent

1 ect o ecatsgr e Sl ol D20 ARl BR%, <G08 Ao ALy [° Dot

i dentified by incomng request can
Di r ect or ites s@natdrelis etredwise cortlt. to provide a high |evel of confidence
that content stored on the distributor server 220 as a file cannot be

del i ver eq0110]an TatinBetArBEEaHSAdicAR MR IdT i ' LQyy each the
file stored on the server. 9By usi ng bot t)?pfgﬁs%a%g'%?ﬁ% g"r@%?(%ua' ont ent
owner ha# Yarggnertiting that peemés propergiguemorecoutidends mitqdrehitendrystiget ed
circumvention) or the time that the signature was created. i an unauthorized |
party intercepts the message, and tries to imitate the message at a later time,

then the signature will have expired and will not be valid.

[0111]  The invention can be implemented over any type of
cq_rpmuniggt_ith'.Nétwork, such as the Internet, a local area network (LAN),
a wide area network (WAN), difeci ébrﬁputer connections, or the Iik'é, using |
any type of communication hardware and protocols. Any type of hardware

~ or combination of hardware can be used for the various clients and servers.
Accordingly, the terms "client” and “server” as used herein, can refer to any

- type of computing device or data terminal, such as a personal computer, a
portable computer, a dumb terminal, a thin client, a hand held device, a
wireless phone, or any combination of such devices. The various clients
and servers can be a single computer at a single location or multiple
computers at a single or multiple locations. For example a server may be
comprised of a plurality of redundant computers disposed in co-lbcation

facilities at various locations to facilitate scalability, There can be any
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what degree. Further, putting security content in the header,.of ,
Ia—lrrll'(le/Lt gocument ger mts dynam cpcont ent to be handled easily bec%geﬁ‘?ﬁemﬁg|
body of HhsoLmnignt does not need to be nodified for security and thus
permits dynam c content to be used to build a docunment onPGTESF¥0p97334 2 O
APR 2005 WO 02/ 057865 PCT/ US02/ 00973 [0104] Anot her probl em of ten |

encount erBHNPE Pleligats Agd @pytremober pissarivers. af hy clidetncati physibafly bg cont ent

r._pnetwork is that the user nmay not al ways have
?Xgrpﬁ ggeléégrtgﬁﬁ’fh Ejs%bgﬁ%@f'?@nasaﬁ‘se@%wpl e, when downl oadi ng a PDF
file, co 5, PI viders will often warn the wuser that Adobe Acrobat
ReaderTM%i #leq NPEAPRIRPTIALG SeaT qircientisofiwhrekan be usrthanadinyhe sof t war e.

t sof,tware, they cannot render the _
l:]:)nt Qﬁt u%ﬁgnv\rgggréaﬂgé\ﬁg&ggé%ﬂ%q ﬁ% USEH &ﬁp@hpg@a%p@g,an ni fi cant agf[ i ont gpy'
t s ' | ek : enll ng a direc
For Hownload Torecdt oy Lrat: SRS, IS SRiCLabiB ol BRY oGl ML Gd U any |
cases, t Reviigless mannerhsing radio fragudmen) pfdrédeorcsthbeMcHriblogivgl d the

f installing the proper rendering application. In DRM
Cystoms, TPRSAEER PBImAURD GaED sleted Ahdnaiermaband sis estesms ecur | t y

. ! \ ! | . . )
onderi ng > Spar coy Hovd TBEBEFREs 19 g <o bAS B ikSutalifielicnade T or
provi di ndatahaserfipes lockpeaableg orab)@Uiké.amh@rﬁoémnénWBetgg%ﬁmggggg ‘s

t to the user. In step 1802, client conputer 28
E:I(r)?lrjlrsrpe)ﬁ'[ ga‘éfaﬂfé’cn??@ Hy yreigfconteninsuehmas texhsodidmfomeatisr,eddéy br owser

R i Sl i et ey e e T i
syst em i iwantion deséribedl Abypasthay afé HEs@IHeRNSS SBfwhib é&ﬁgoﬁenf‘saécﬁndt he file,
for example a PDF file, can be named with an "HIM eXtension

nBe implemented as hardware. Moreover, while certain functional blocks are

described herein as separate and independent from each other, these

functional blocks can be consolidated and performed on a single general-

purpose computer, or further broken down into sub-functions és recognized in

the art. The set of rights can be one or more rights or rules governing use of

the document, can be in any appropriate form, and can be based on various

parameters such as the document type, the user's identity, a payment by the

user, and the like. The various software modules can be located on the client

or the server. For example, the security module can include one or plural

components on the server side and/or on the client side as appropriate to

accomplish the various functions disclosed above.

[0113]  While a preferred embodiment of the invention has been described
in detail above, it should be recognized that other forms, alternatives,
modifications, versions and variations of the invention are equally operative
and would be apparent to those skilled in the art. The disclosure is not

intended to limit the invention to any particular embodiment, and is intended
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to be,identified as an HTML file by client conputer 230. [0106] ﬂnAqumgs
1806, the file is downl oaded to client conputer 230 and the wuser "opens”
t he fil ewahizobk7sehi ent conputer 230 recogni zes as an HTNLPE&h%uymw73

Accordingly, browser 232 is |aunched as the default HTM. viewer. 'I'n step

1808, br j I . fhe HIM. and finds a reference to an
enbedded%ﬁggﬁyég%?@%Q&ﬁﬁ%é%ﬁﬁﬁggﬁ%Véi'Egaﬁ%%HOQﬁ*v§5ﬂ%n%ﬁB et. The browser
enbedded varglioreat Aedoréinghe she §de lso R0 e b ferenced 35 2
0 APR 2005 WD 02/ 0‘57865g CT/ Us02/ gog%@pﬁ’wggﬁ'%ﬁs ?ésmteootﬁffqi all ed on
client céRpanded gims andtlegalxguivalamte. browser follows the reference in the
file to download the application in step 1812 and the applicationis
installed on client conmputer 230 and attached to security nodule 237 as
descri bed above. The application, now used as the rendering application is
directed by security nodule 237 to retrieve the content from wthin the
HTM. file and render the content in step 1814. [0107] The drawback of
distributing a newfile type extension is that if the wuser receives one of
your data files and there is no registered application to handle the
request, then the user .cannot continue working with the content or nust
manual ly install a new application. However, if the newfile type is
packaged inside an HTM. file the Web browser then | oads the HTM. file and
automatically finds the code (JavaScripts, etc.). If the code sees a :
regi stered application on the client platformit passes the contained data
to that client application. If it does not find an application to handl e
the data type, it calls wupon the browser to navigate to a site that

downl oads the appropriate rendering application. [0108] Another security

i ssue when distributing content over a network, .such as the- Internet, is
the possibility thathackers will intercept nessages
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and "crack"” encryption routines to obtain access to protect Cq(?hte?{;]ﬂé
However, circunmventing encryption often requires a relativel Bgr a al of

time (several seconds for exanple) because of the need to execute conpl ex
~software algorithns or generate random nunbers. Fig. 19 illustrates a
met hod of operation of the preferred enbodi ment in which the risk of
encr ypWHATAS CuUAMgRDE on i s reduced by creating tokens that expire after
short [0109] In step 1902, client conputer requests secure content 222.
Assum ng that a server side security conponent of security nmodul e 237 has
not aut hentileat ed c$ystem d‘orrpaemreQ/SjSswibgﬁﬁg b@b%n§er§éﬁ(§< %3& enerates a
36 2 0 &‘ﬁﬁﬂglﬂ 5 WD 02/ 057865 PCT/ US02/ 00973 chal | enge token; FHLYt is tine
starrpeg, n-step 1904. Cient conputer 230 receives the token and uses its
* non-uni que public key private key pair to add a request and sign it in a
known manneyr _in s&g@. 1906 .and returns the signed token to distributor
server 220. 9 SFofF "EVEIGfONent siaresi thaerprs oken, distributor server 220
verifies the signature of client conputer 230 and checks to see when the
t oken was generated by examning the time stanp in step 1908. If - the token
was gener at®d %F‘g fir¥icea Padomt & nistandard neppéicatioh , dransegqnds for
exanplgy ' ! i i gned fashion, the token is no |onger
val i d aﬁg%@é@ﬁ%ﬁ%orﬁﬁg%&g%%ﬁ?ﬁ%gn enied, in step 1910, even if the
signature is otherw se correct. [0110] The time stanp can indicate how | ong

the signat i gqi I a ver hort time that permts proper .

si gnat ur e ‘but ggﬁ‘gﬁﬂrﬁ*gﬁeé&?’ﬁb&%‘#&%@%@y CPueledh knspignserver end ti me t hat

the sisgithclien deice madt eahfiguted;nupornut RAUBELER aPALHNSHERPLY N

NessagReANd Ffrs!hegg .{yo |mtatr§ t he msssa%e at a later tine, then the

signature Wt EYSQITPALIR @raLPUPIRE O Hre epplication@ragranthe i nvention can

be i npl enented over any type of : : :
wherein said rights management module is further opérative to

download and install the security components on said client device if ‘the

security componentsrare not coupled to the application program.

2. A system as recited in claim 1, wherein the application program
comprises a rendering engine for rendering the content and wherein rights

management module is operativé to attach the security components to the
rendering engine. ' '

3. A system as recited in claim 2, wherein the content is protected
with usage rights associated with the content.

4, A system as recited in claim 3, wherein the usage rights specify
a manner of use of the content.

5. A system as recited in c!a_im 4, wherein the usage rights further
specify conditions that must be satisfied to exercise the manner of use.
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conmmuni cations Network, such as the Internet, a |ocal area network (L :
a w de area network (WAN), direct conputer connections, or t he? Bi BER Mng
any type of conmuni cation hardware and protocols. Any type of hardware or
conmbi nati on of hardware can be used for the various clients and servers.
Accordingly, the ternms "client” and "server" as used herein, can refer to

any type ofg, conputydignosy| r: : . nal , .such as a personal
conputer, a _porta% géigconpté't\t'zts,e 'g%%ﬁbé’ﬁ@{‘%{?ﬁ'ﬁ&}'aé'g i Mappgement a hand hel d
devi cemadulgiiis epetativertordetenminariy saidrdlicnadvibe 3 nHYsh f.%ﬁqé' rpyl N€ various
cli ent? and sgéers can_be si ngl e cor}put er at a S|%g ocah on or

mul t i pFEMPEERPE: BA%ed Ona Hredetermined sanfigueationcreqiives foF ararmgampl e a ser ver

may beprdtesitn 6FtheYorde! Ural ity of redundant conputers disposed in
co-location facilities at various locations to facilitate scalability.

There can be any 37 2 0 APR 2005 WD 02/ 057865 PCT/ US02/ 00973 nunber of

clients andvany The client can . sically be |ocated on
t he samadh;?dwarg%?%rngss%ﬁ&%ﬁﬁflah% Wwe'apﬁﬂ"gﬁsﬁé@%%%ﬁnbr client
sof t wamedubenishepesativedndclratk theosontaht &8 et FS d.

Communi cat i on %n tbe. acconpl i shed over el ect rli cqc?gﬁg,gépi %gnrtg@%t I c cabl e,
or any'SSUHEF L SHFR! Sige securly gompansst madnier disehgage dbie clitnkgigency,

infrar : j . i i nformati on cap be stored in
any. T orrout®] oQiipheh? FRp kol dtiteripd ol YaHE skl RUPR dorfettaass: o any

col | edratgaquire ardlienheitdesecertyrcomspanerdat abase file, a | ookup table, or the
| i ke. The docunents can be of any type and can contain any type of
content, such as text, audio information, video information, or

~ conbi nati ords of Alsysiem appresited it wirien?, wheeeinané ichtertfcdniisisdsnvent i on
descrié}%@u%q)élgoﬁ@g}e are described as software conponents coul d

9, A system as recited in claim 2, wherein said rights rﬁanagement

module is operativ_é to determine if security components are installed on said

- client device by determining if a request for content from said client de\)ice
~ includes a signature component and is operative to send a response to said

client devicg to load the security components is the request does not include a
signature component. ' .

10. A system as recited in claim 2, wherein the application software
is a Web browser.

11. A system as recited in claim 10, wherein the response is a Web

page including an executable software component for installing the security
components.

12. A system as recited in claim 2, wherein the security components

include a software agent operative to validate that the client device is secure.

13. A system as recited in claim 11, wherein the Web page includes
information relating to the location of the security components.
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be i npl emented as hardware. Moreover, while certain functional_ blocks are
described herein as separate and i ndependent from each other, 2 Hed®R 2005
functional bl ocks can be consolidated and perfornmed on a single general -
pur pose conputer, or further broken down into sub-functions as recognized
in the art. The set of rights can be one or nore rights or rules governing

use of the flpcu i appropriate form and can be based on
various paranet g?gé%sﬁgﬁ%aégl%tchgd ﬁ%’@ﬁﬁﬁt “‘F’?[ﬁé“ spidrighis managesmentt y, a

paynentmbgulenehecksethe eartenhby ldetermiing i¥ #id f Les can be

| ocat eqhgﬂ the client . or theyse,r ver. Eor ﬂigﬁ%ﬁeg? 'rﬁc\flﬁg&%’egﬁﬁgm’ermdul e can
i ncl udeghEeRBPiEauires tesRaWiLY eomperenter ver si de and/ or on the cli ent
side as appropriate to acconplish the various functions disclosed above.
[0113] Wil esa preferred enbodi ment of the invention has been described in
detail abovel® it Anstempasecieei inedairhat 4 omhereihoths malkberigai ves,

nodi fi g?;é,{&%. versions and variations of the invention are equally
operative and would be apparent to those skilled in the art. The

di sclosure is not intended to limt the invention to any particul ar

enbodi nent, sand S | d 8,2,0 APR 2005 WD 02/ 057865 PCT/ US02/ 00973 to
enbrace all @ucr] o%é}rs&gpagg%&ﬁgt 1Q edistriiifie r centenbneroteciedi avith amd

vari at pomtectidkcnwo&ianm,saﬁdlgerﬂréﬂéo,%?ﬁgﬁ of the invention is defined by the
appended cl ai ns and | egal equival ents. §9 VWHAT IS CLAIMED: 1. A systemfor
securely distributing content, said system conprising: a server having

cont ent " st omeghristfor AsuRividg &lrbqBstdSMIneS.oMiNgnd: Standard application
program f or ’

a rights management module configured to examine the received
request and determine if security components are coupled to an application
program installed on a client device associated with the request and to
download and install the “security components on the client device if -the '
security components are not coupled To the Application program.

17. A server as recited in claim 16, wherein the application program
comprises a rendering engine for rendering the content and wherein rights

management module is operative to attach the security components to the
rendering engine. ' '

18. -A server as recited in claim 17, wherein said protection
mechanism comprises usage rights associated with the protected content.

19. A server as recited in claim 16, wherein the content is stored on
the server.

20. A server as recited in claim 18, wherein the usage rights specify

a manner of use of the content and conditions for exercising the manner of
use.
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acconplishing a task related to the content; and a rights nanagzgﬁqﬁagﬁﬂ@ie
operatively coupled to said server and said client device and - f rkeer
upon a request to access the content, to determine if security conponents
are coupled to the application program wherein said rights nanagenent
nodul e is further operative to download and install the security

conponent s opi.sai A siveéyg ' L. - ecurity conponents are not
coupl ed to the applicati osnl%%}r{%gﬁa%glréH%sz]%?'@r?ﬁé%“glg§inf'%‘éﬁgememai m 1,

wher ei nMPfklealsPperativeto sietenmine ifcm@péiieﬁweaicbe.@qﬁrésl}g sﬁgisng f.or rendering
t he Corﬁcﬁﬁéoﬁé}ﬂ ﬁj nbrié:jcrts managenment nodul e 1's Gpéer P Wo attach
the security corr%@ﬁ& BsPESEL 10 3 EFﬁigﬁ@rﬁyn%gﬁmﬁgufﬁtioﬂ el 5y recited in
cl aim 2na in@igecub @fgqg,@ ' w,th usage rights associ ated
with the mtgnt ° 4?’ Apsystgtr?ldzgs&{rtgétle{@(g%i%?I%Iagil‘?ﬁsg%%@leéﬁrﬂmﬂhé usage

ri ght s MBISERDT @NYaSeeuite r cohpasentosofthares daiseqt on®saif E’écfe%?n"ﬁﬁ ecited in
[ [ |t|ons?at.rmst be

claim 4, | e rights further specify co

sati sfi egﬂ?@fa@?& %?@e”gﬁ% W@H%@f"m@f't iisdule gs pesgiive2 to Hrévidd syigt em as

r eci t ednissinglsecarigy, comssrm ssindrd I0RbLIANGARPENt modul e is operative to
determine if said client device 1s mssing any Security conponents based

on a predeterm ned configuration required for managing protection of the
content. 7. 28 sy sdrv@sas psditeq8dnichinl 2 1 er.ein said rights nmanagenent
modul e i s oper ative to check thgc%éﬁtgn{ullfedemﬁaéﬁﬂghgs managgumest ed cont ent
requi r BOAIg is eperativectoseheski the camtenh&ndetdithine iﬂie%ﬁ%@%ec&gl%nfl ient side
securi@qmgpé)r@ght gfa%"%éﬂ@’ renderi ngl engine if the requested content does
not require a clrent side E%&Pﬁ%?’l? it disgengageyibeestieat sideci t ed in
cl ai m Secukiie companeat Gom ¢ reriEBihg S@gine if the requested content does

not require a client side security component. '

23. A server as recited in claim 17, wherein the protected content
comprises executable software.

24. A server as recited in claim 17, wherein said rights management
module is opei’ative to determine if security components are ihstailed on the
client device by determining if a request for content from said client .device
includes a signature component and is operative to send a response to the

client device to load the security components is the recjuest does not include a
signature component.

25. A server as recited in claim 24, wherein tﬁe application software
is a Web browser. '

26. A server as recited in claim 25, wherein the response is a Web

page including an executable software component for installing the security
components.

27. A server as recited in claim 17, wherein the security components
include a software agent operative to validate that the ciient device is secure.
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execut abl e software. 9. A systemas recited in claim2, wherei f @a{\p&ﬁ-%ww
managenent nodule is operative to determne if security conponents are
installed on said client device by determning if a request for content
fromsaid client device includes a signature conponent and is operative to
send a response to said client device to |oad the security conmponents is

the request ZRes Abrnidi@ 28 1S - ghat ent,.. 10. A system as
recited jn claim?2, V\heresiwr%%{tﬁ% '@E%Iﬁ}lﬂcgﬁt’%@?g%ﬁﬂﬁa%@b Ragednglugdesr owser. 11.
A syst difos@atior irelating to thedboatidn oftherseicOrityrissRse is a Wb page

i ncl udi ng an executabl e software conponent for installing the security
conponents. 12. A systemas recited in claim?2, wherein the security

cormponents J%cl ulle serearf tawr fecke@ntin ORMIRY | ¥£ t i dat.g t the client
device s secur A system as reci tedﬁ‘llt n cl a‘{arr]r%'('%&-‘ \%‘gr Jib%'tt? he Wb page

. 13
incl udé%a“ﬁ‘grﬂ"a?'ﬁam%iﬁﬂ@ efhacksgthe qoméentobyt determiindiaf staeutbitengonponent s.

41 2 0008 Mg S e, as ifed in.claim?7, wherein said rights
managenment nodul e rgﬁgcﬁi‘:&t Eheé’lcghﬁéﬁe%bfo@é?@r PAVHRS i (?‘et heeCaoifRt ent
i ncl udésmpomentser that the content requires the security conponents. 15. A

systemas recited in claim114, wherein the marker is a signature. 16. A
server adapted to distribute content protected with a protection

mechani sm 88i d Aemseprercagpraciteddin ERamS 2B0rwWhESH iha9 quest for the
content d a rights management nodul e confi g%rr%@dvtbg g%éirﬁqngg the received

a
request'I9BAt Bet ermine if security conponents are coupled to an application
programinstalled on a client device associated with the request and to

31. A method for securely distributing content, said system
comprising:

receiving a request for access to content:

- in-response to the request, determining if security. components for
controlling access to the content are coupled to an application program of a
client device to access the content: and

downloading and installihg the security components on the éiient
device if the security components are not coupled to the application program.

32. A method as recited in claim 31, wherein the application
program comprises a rendering engine for rendering the content and wherein
said downloading and installing step comprises attaching the security
‘components to the rendering engine.

33. A method as recited in claim 32, wherein the content is’
protected with usage rights associated with the content.

34. A method as recited in claim 33, wherein the usage rights
specify a manner of use of the content. |
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downl oad and install the security conponents on the client de\récqe_ldﬁ 72@@7“7
security conponents are not coupled to the application progra /B er
as recited in claim16, wherein the application program conprises-a. . .
rendering engine for rendering the content and wherein rights nmanagenent
nodul e is operative to attach the security conponents to the rendering

engi ne. 18. 38.serA atethsd BEediRg i ' WIRL G d ot ection
mechani sm conpri.ses usage rightshgéegﬂg?g}e r%mﬁé?ﬁgg%?'gﬁgﬁ"ghe&ontent. 19.
A servéPeq E&'&q'ﬁ%ﬁt t st beisstislied teeexercibe the marinier bfusé.or ed on  the
server. 20. A server as recited in claim118, wherein the usage rights
specify a manner of use of the content and conditions for exercising the-
manner of ©6e. 4fpnEthgwPRs Zecitedin clains 82y amhefsin Isagd Héférmil?é%i}é? 17, wherein
said rj : t pdule | § aperative to determne 17t client

devi c.eb‘?@}p?ﬁsggir&%geergﬁ@hgéc i‘f"f”{ aewg%ﬂfemsw a0 Becyity semponents edet er mi ned
conf i gbastd om & eredéetedni OHHRE ' ested content and if
said at |east o?g cli entrfégnci;t |s%t@s’s%ﬁ%gégﬁ§r @%‘{@gﬂl@p@g‘ﬁ%&%ﬂ sof t war e
based m?%%tﬁnﬁar edeterm ned configuration, said rights managenent nodul e
is operative to provide said mssing security conponent software to the
client device. 22. A server as recited in claim17, wherein said rights
nmanagenent 3fodufdnethodms mecited in olairh 32k furthereoMeiting haliRy tHehe | f

reques e uires a cljent side security conponent” and to

di seng%‘ggeﬁﬁ(g& c‘?ltlgtgﬁbﬁ'si He%%’géfﬁfi FontegtysAuies ra siienhside sesurityy engi ne | f

t he r ecpraporehtcand dot didengage the 'HEHI SRIe2sEbirg tCCﬁli]ﬁj(ﬁ']e%}?cfggrbt conmponent .
ot ect e o)

23. A seryver _as r.ecL}eg in claim17, wherelin the pr ent
conpr i '€0deRng GRYine o dBet fpqrested content does not require a client side

security component.

38. A method as recited in claim 32, wherein the conteht comprises |
- executable software.

| 39. A method as recited'in clai_m 32, wherein said determining step
comprises determining if security components are. installed on the client
device by determining if a request for content from the client device includes a
signature component and sending a response to the client device to load the
security components if the request does not include a signature component.

40. A method as recited in claim 32, wherein thé application
software is a Web browser. '

41. A method as recited in claim 39, wherein the response is a Web
page including an executable software component for installing the security
components.

42. A method as recited in claim 32, wherein the security

components include a software agent operative to validate that the client
device is secure. -
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24. A server as recited in claim1l7, wherein said rights 'rranageﬂ;eEE;% mul e
is operative to determne if security conponents are installed On e
client device by determning if a request for content fromsaid client -
device includes a signature conponent and is operative to send a response
to the client device to |load the security conponents is the request does
not include 48, siyg SRR 25 v ecited in claim 24,
wherein the appli cgﬁt%&gg tvvarentqlasf%f%wegé'g@égﬁeé@?gﬁ’%@F@%ﬁ‘r as recited
in cl ailffoppation elaling tchiherlesatimmssf the saclMth corp@fehfic! udi ng an execut abl e
sof tware conmponent for installing the security conponents. 27. A server as
recited in claim17, wherein the security conponents include a software
agent oper atidve tA methodate rebiéd tifeigihi on ihCEailiSclsé atdS 20 APR
2005 28. A server as recited in cl a?:rrzlggd&?' r‘ﬁ%’hng?lﬁecwg&e I'ncl udes

i nf or nﬁPmﬁ'Sﬁ@ﬁlﬁg’& e ieniestaby sletemmining #ctber contendipsingsd & 29. A
server L } [ g I i aid rights managenent nodul e
checksnfaﬁiéé@@ﬁ%gﬁ%técg"}é'bjtgrlteglrj&rlgﬂﬁr%g‘%ﬁjrwéo'@%?gﬁ?' i ncl udes a marker that
the protected content requires the security conponents. 30. A server as
recited in claim-29, wherein the marker is a signature. 31. A nethod for
securely distributing content, said system conprising: receiving a request

for access to content; - in- response to the request, determning if

security cogponept g cont r. Idei.n access to the content are coupled to

an appl i cat}iir%n p)rgoghre Pﬁédofasareg% H?qiﬁ%m &8 ryheleindbe tmarkasnisest ; and
signature. :

46. A method for managing use of protected content by providing a
specific user interface to an application program used to render the content,
said method comprising:

‘""-iderrtifying*'a'trser*interface*descripﬁnn-associated'withfccntent;

building ‘a specific user interface based on the user interface
description; and

replacing the standard user interface of an'application program used to
render the content with the specific user interface. |

47. A method as recited in claim 46, wherein said step of identifying
comprises identifying a reference to the user interface description contained in
the content.

48. A method as recited in claim 46, wherein said step of building

comprises executing a software component referenced by the content in
accordance with the user interface description.

46



downl oadi ng and installing the security conponents on the client device if

the security conponents are not coupled to the application Qgr @% A
met hod as recited in claim 31, wherein the application prog mA?gm?) ses a

- rendering engine for rendering the content and wherein said downloading
and install :}g@g step conprises attaching the security conponents to the

rendering endff.ne. A3dethodreas odched riaCicldae 4 ' ghp ;Lhe content
B he R e BFRESA"R Tothod

is pro ted,wi.th usage rights associated w

as recié@ﬁeq&r"p Mthi%agﬁ%‘gm%ﬂﬁ%@tﬁd‘fd&dbe contgrits  specify a manner of use
of the content. 44 35. A nethod as recited in claim 34, wherein the usage
rights further specify conditions that nust be satisfied to exercise the-
manner of us¥- 36} MAeiiadhes eesitedcint eldimn4g) ahergin, thehekahd Hghid

det er Mo gt,ﬁgnnmslgzogﬁhggtaﬁ%m ng if the client device 1s mssing any

security cohponents ~ ba determ ned configuration required for
managi ng protection of the content. 37. A nethod as recited in claim 32,

further conmpuisi checking the content to determne if requested content
requires ang1f en?‘gg}eg'éoctﬂﬁ?ﬁ‘?"ﬁa ‘"8&#@0‘5{%?{\{“%1&@ the usagemightefurther cl i ent si de
secur i specifymamsiiond iU be's2RERd o RAGERSHE Mndier pFuest ed content does

not . require a client side security conporien $hod as recited in
claim 32, wherein the content conprises executable software. 39. A nethod

as recited Bp. cl Al methodas" Ridkeddif dShe" '.ni n @hﬁa?%?@onraﬁri ses

determning if security conponents are:. | nSta FaliRN  devi ce by

det er PR ip aMebdrewsset.or content fromthe client device includes a

signature conponent and sending a response to the client device to load the

security congonents if the request does not include a signature conponent.
53. A method as recited in claim 46, wherein said specific user

interface is specific to the content.

54. A method as recited in claim 49, wherein said specific user
interface is based on the usage rights.

55. A method as recited in claim 46, wherein said specific user
interface is specific to the supplier of the content.

56. A method as recited in claim 49, wherein said specific user
interface presents a choice of manners of use specified by the usage rights.

57. A method as recited in claim 56, wherein said specific user

interface presents a choice of conditions that must be satisfied to exercise a
manner of use.

58. A method as recited in claim 46, wherein said specific user
interface comprises a tool bar displayed by the application program.

59. A method as recited in claim 48, wherein the software
component is a Java applet.
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40. A nethod as recited in claim32, wherein the application software+s—a-
Wb browser. 41. A nethod as recited in claim 39, wherein the response is a
Wb page including an executabl e software conponent for inst, bl i Eﬁ i@g
security conponents. 42. A nethod as recited in claim 32, eA t
security conponents include a software agent operative to validate that

the client glgvice | ute. 43 .20. APR 2005.43.. A nethod as recited in
clai m 41, wherein th%ﬂm %%gree%?ﬁil Uﬁegprami' nfr WRSTEI BeasPiwai® t he
| ocat i eenmporend issat ActivgX contpeinents. 44. A nethod as recited in claim?7,

wherein said checking step conprises checking the content by determ ning
if the content includes a marker that the content requires the security

conponents. 645. A nietiud ass reeité@din Noighd| 4&4%@3&?@{ e}hgn% ﬁ\”gﬁ%/ker is a

signature. 46. A nethod for nmanagi ng use of protected C provi di ng
a spefPMRONGBE S | exasutedt dnt espanagploi cendesingpobdhantorstertt by tender the

conten : SA conprising: identifying a userinterface description
associ ?PBM"W@Q%@W buil ding a specific user interface based on the
user interface description; and replacing the standard user interface of
-an appl i cat pgn progr used to render fhe content with the specific user
i nterface. g? A%%ﬁi%]'& f}g PRRRgieg Yyse 9{ sPnenb by wreviding gasnedificep of

i dent i biyemigterfaenioi eapplitetibhiprbG@n ussd ?é/{fd?e | face
description caqntai ned Pl?l t he F)C'Lo%ltgﬂent. 43‘.5 né?ﬁ%gggtséh?g i%g%ig'irn cl ai m 46,

wher ei HOVEP(SAId SYStEM eampeising: -

means for identifying a user interface description associated with -
content;

means for building a specific user interface baséd on the user interface
description; and ' -

- means for replacing the standard user interface of an application
program used to render the content with the specific user interface.

63. A system as recited in claim 62, wherein said means for
ident'rfying comprises means for identifying a reference to the user interface
description contained in the content. ' |

64. A system as recited in claim 62, wherein said means for buildirig
comprises means for executing a software component referenced by the

ccontent in accordance with the user interface description.

65. A system as recited in claim 62, wherein the content is protected
with usage rights associated with the content.

66. A system as recited in claim 65, wherein the usage rights
specify a manner of use of the content.
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conprises executing a software conponent referenced by the content in
accordance with the user interface description. 46 1 0 APR 2005 49. A

nmet hod as recited in claimd46, wherein the content is prot eﬁtﬁdApthngl%sage
rights associated with the content. 50. A nethod as recited i'n"clai m49,
wherein the usage rights specify a nanner of use of the content. 51. A

t hod i t [ j | ' i ghts, t h i f
Condi ¢ ons. (it musto g aa eI e, MhetSAife Usdih diohiy huiber 557 7

met hod specifiecondiions that anust 4@, sabisfied toekdieisaRRé NP B uREOJramis a Wb
browser. 53. A nethod as recited in claim46, wherein sald specific user
interface is specific to the content. 54. A nethod as recited in claim49,

wher ei n sai ®8sped systemsay recitstl a ERAR 625 wh ' jghts. 55. A
met hod . as vgglgi ted in claimd46, wherein sai g%ﬁé@?f’@%@ﬁﬁ?éﬁagﬂ ace is
t

speci f %2 REOWSRIbl i er of the content. 56. A method as recited in claim
49, wherein said specific user interface presents a choice of manners of
use specified by the usage rights. 57. A nmethod as recited in claim 56,

wher ei n sai 89sped Syslens@s regitedr inackairpr 82 enherein céaid ceperific @8g# t i ons t hat

nmust bf{ﬁéﬁé\,é?g%cw@x‘@%%ﬁﬁnf manner of use. 58. A nethod as recited in
, " u

claim erern sail ser interface conprises a tool bar
di spl ayed by the application program 59. A nmethod as recited in claim48,

wherei n t heggoftyar onponent i s ava_applet. 47 .2 0 APR 2005
76! Wasﬁsteﬁ'n RO ed in %a‘l]m éas &Rerein said specific user

interface is based on the usage rights.

71. A system as recited in claim 62, wheréin said specific user
interface is specific to the supplier of the content.

72. A system as recited in claim 65, wherein said specific user
~interface presents afchoice“-of manners of use specified by the usage rights.

73. A system as recited in claim 56, wherein said specific user

interface presents a choice of conditions that must be satisfied to exercise a
manner of use. |

74. A system as recited in claim 62, wherein said specific user
-interface comprises a tool bar dispiayed by the application program.

T 7507 A system as' recited “in claim 64, wherein the software
component is a Java applet.

76. A system as recited in claim 64, wherein the software
component is an ActiveX control.
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60. A nethod as recited in claim48, wherein the software conponent is an
ActiveX control. 61. A nethod as recited in claim48, V\herei?ﬁjgﬁ\ejnsgﬁdgware
conponent is executed in response to rendering of the conten itheé-Uy
application program 62. A system for managi ng use of content by providing
a specific wuser interface to an application programused to render the

content on FauserA hIie, oditsy S j Si X for, identifying a
sipterne asS Aeditdy W%l&ﬁﬂ%h, enr{e!ﬁe;@%n 'Rty yi ng

user interface description associated wt con 2"%ui | di ng a
speci f iICOMEEEN 5 epXemited dpetbsponsactousendaringe of athe cOBAE it itigy; and neans

for re 2] ndard user interface of an application” program used
to ren?gﬁﬁ%ﬂ%r‘é@@g% "Wwth the specific user interface. 63. A system as

recited in claim®62, wherein said neans for identifying conprises neans

for identifyBng & rebtoRNCe! tHobBEsiHGStrahBAGIdRC GellEd C b PLbQRnFONt @i ned in
t he COHI?%_ 64. A systemas recited in claim®62, erein sail ans for

bui | di ARSI CUBRMSIRGINS f or executing a software conponent referenced by
the content in accordance with the user interface description. 65. A

system as rggidef ebﬂe%@‘%%‘@‘éh%%?ﬁf?i n the content is protected wth usage

rights associated wth 66. A systemas recited in claim®65,
wherein the usage rights specify a manner of use of the content. 48 -2 0

APR 2005 67therussrsdenivesecatving e diractidra todfuestaesgiuiity @Bmpsagat i ght s
furthei[eoé@%gjgf (ﬁo#ﬂi ti o&sn.that must be satisfied to exercise the manner
of use'®%8! §§§ GHESOMR ed in claim 62, wherein the application ‘
program .
the user device requesting the security component from a computer
associated with a transaction aggregator;
collecting billing information ofa user of the user device;

returning the requested security component to the user device;

creating a protected instance of a rendering engine on the user device
with the security component;

rendering the content within the protected instance; and
reporting said rendering to the transaction aggregator.

79. The method of (_:Iaim 78, wherein the security component is
unique to each user device.

80. The method of claim 78, wherein the security component
uniquely identifies the user device to a document distribution system.

81. The method of claim 78, wherein said step of receiving a
direction to request a security component is generated in response to said
requesting step.
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Is a Web browser. 69. A systemas recited in claim62, wherein said
specific user interface is specific to the content. 70. A SYSLEMLAR 2005
recited in claim65, wherein said specific user interface is based on %he
usage rights. 71. A systemas recited in claim62, wherein said specific
user interface is specific to the supplier of the content. 72. A system as
recited in @dai mBie mMUdsEHNCISHRh 815 bfid i .,nterface presents a

choi ce of manners of use specified’ ﬁﬁgtﬂﬁegﬁlgjgéu?#@ﬁs&p‘f‘gm%ﬁisﬁstem as
reci t edefidesting ihemurohrsecioh thai ahes peanbiec dosementsnbAdf feesBEffignt s a

choi ce of Fﬁm&% | t must b atisfied to exerctse a manner of use.
74. A sd&g:t' em astcpggaksetagitr%ﬁ%rg\grﬁeféé,e ORfF &Y ENPredacyMeidsi fi ¢ user interface
conprises a tool bar displayed by the application program 75.A system as
recited in @3ai mTak metesdion didie 787 FMHeS ccﬁﬁmg?ﬁ%} IiSiy pplet. 76.
A systemas recited in claim64, wherein the soft r%uaggéég%@ﬁ IS an

Acti veRNESHTIRNe sigylap trgngastiong dbatzare repeed insaid remartingdtém cl ai m-64,
wherein the software conponent is executed in response to rendering of the

content by ghe 3apel | Iy met hod of processin
transactions relate t%g%dggﬁg Qtr']aﬁﬂ m*rz@%uﬁW'%Mf‘?%ﬁpsﬁﬁTg devi ce
r eques br mpresimian trandzetiosen d datarelikeanahMeng a direction to request a
security component required to render the content; the user device.

requestin e securi,t onponent ., from a conputer
q 9 hg A systeﬁ (%OI'rr%rocessmg ransactiorrrlg related to content use

comprising:
means for requesting content with a user device:

means for the user device to receive a direction to request a secufity
component required to render the content;

means for- requesting—the" “security “component ~from a compLiter
associated with a transaction aggregator;

means for collecting user billing information;
means for returning the requested security cémponent to the device; |

means for creating a protected instance of a rendering engine on the
- user device with the security component;

means for rendering the content in the protected instance; and
means for reporting the rendering to the transaction aggregator.

86. The system of claim 85, wherein the security component is
unique to each user computer environment.

87. The system of claim 85, wherein the security - component
uniguely ident_iﬁes the user device to a document distribution system.
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associated wth a transaction aggregator; collecting b||||ng |gf
a user of the user device; returning the requested security c &W\1
the user device; creating a protected instance of a rendering engi ne on the

user device wth the security conponent; rendering the content within the
prot ect ed instance and reporting said rendering to the transaction

aggr egat or . f wherein the security conponent is
ug?qug to eac % user %fggﬂ ot ﬂgfn%@ r’}@?eﬂgﬁ' §fid.Meaps Agr rﬁﬁ%‘%@gng{ohe
securi t@lrmmpoimquuwmaqeed:%tyct@ﬁﬁpdneﬁﬁ i§ REndpREd a/ﬁvljegﬁoﬁge %qﬂfjurrent

S

dIStI’IbUtIOth?{?}&e . The met hod of clalim78, ereln said ep of
recei viguastig ?‘?%’WSOWBHDQ'%& a security component is generated in
response to said requesting step. 50 10 APR 2005 82. The nethod of claim

81, wherein gqi d TiRAUGS gqhségph %hé%%éﬁ]guestl n %Fegqli%%r chase of the

one or nore docunents-an e’ securrty 8N ender i ng of

t he on@omprmsaneeoarfmnmue%g teepurehBsd opthecbié & fbrel dHdURTENtEOMPr i Si ng
one nore simlar transactions that are reported in

gr oupi

said r %@r‘?ﬁ%&"% f@pse%ﬁ %Pﬁ@%mpr@p &ihgi rendering of theeeneconpiorasi ng

pr ocesgiodgmidmgs.one or nore simlar transactions in a batch-1like manner.
85. A systemer processing transactions related to content use
conprising: neans for requesting content with a user device; nmeans for the
“user devi ce W r dde& systemdifralzim 85, fm‘theﬂquneairlsmgs&wahstmr ent

requir ns_for est the Secur conponent
f rglrﬁ a‘?éj%étﬂelr 6RAr hbfe g%fa‘?r}ransa R0 {10t 4rS Fassked T socy repol:'tlrlig Y conpone

step

91. The system of claim 90, further -comprising means for
processing the one or more similar transactions in a batch-like manner.

- 92, The system of claim 85, wherein said means for requesting
content, said means for receiving, said means for requesting the security
component, said means for collecting, said means for returning, said means

~ for creating, said means for rendering, and said means for reporting comprise
devices of a computer system.

93. The system of claim 85, wherein said means for requesting
_coment, said means for receiving, said means for requesting the securify
component, said means for collecting, said means for returning, said means
for creating, said means for rendering, and said means for reporting comprise
computer readable instructions recorded on a medium.

94. A method for managing and accomplishing transactions while
preserving the privacy of user information:

storing user information at a trusted Web site:
logging on to a transacting Web site with a user device;

requesting a transaction from the transacting Web site:

52



associated wth a transaction aggregator; means for collecti ng usePr Egdil ng
I nformati on; nmeans for returning the requested security conpo dhtA tPD
device; nmneans for creating a protected instance of a rendering engi ne on
the wuser device Wth the security conponent; neans for rendering the
content in the protected instance; and neans for reporting the rendering
to the transacti . regat or . . The system of claim 85, wherein the
security corrponeSff;”ﬁ(Cé"%b ﬁﬁ?qHée'f gﬁ%’i‘ $8erirggaguiNeb esitei usingeran 87, The
syst emapbnghmauBidéntifeh 86@eshdiitn s REHE! t _yniquely identifies the
user device to a docunent %stri%uh%n&%{lgﬁgﬁﬁé}@%’g@a The system of claim
78, wherein said neans for receiving a direction to request a security
conponent is genéFe@mglishing dup trassadtion betweeadhe isef devichearseiy i ty

conpon : tem of claim 88, erein said nmeans for requesting
" conpri g@bsaﬁé%ﬁs% gﬁéﬁﬁg@t {n‘?ga??f%yrﬁ%%m:?é"@ﬁ%'f “@tﬁﬁubﬁénifﬁfﬂﬁﬂ thedocunent s
and \/\hese{rmfdrh@ti@nqurui,éwaﬁggmm@q%b%qgt_r ols the rendering of the one or
nmore documents. 90. The system of clalm85, further conprising neans for

grouping  togethgr one or nore simlar transactions that are reported in
sai d reportPRg $hepnetbed of glair R4, evhereincthei ured tnfofraatidreis aolepst si ng neans

manner 09 PrrelEndERdYinhindh Foiafhg ld RRERY noanst or request i ng

content, said neans for receiving, said nmeans for requesting the security

conponent, 8Gi d Teamsethod obldaint DAy wisstkith tRARRIsiCT Web Uil R0 4 sai d neans
for cr ati%gi\?r]sai d m%ans for rendering, and said neans for reporting '

conpr i £87° QIS conput er system

97. The method_ of claim 96, further comprising accumulating plural
transactions at the transaction aggregator and aggregating thé plural
transactions into a single charge.

98. _The method _of claim 94, wherein the transaction is a content

use transaction.

99.  The method of claim 94, wherein said requesting step comprises
sending the anonymous identifier and an identification of desired content.

100. The method of claim 94, further comprising using the
anonymous identifier to create a protected instance of a rendering engine on
the user device. '

- ~-101. . The method of claim 94, wherein the anonymous identifier is
_estab%ished between the trusted Web site and the user device.

102. The method of claim 94, wherein the trusted Web site comprises
a repository that maintains specific information related to one or moré
authorized users.

103. A system for managing and accomplishing transactions while
preserving the privacy of user information:
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93. The system of claim 85, wherein said neans for requesting content,

sai d nmeans for receiving, said neans for requesting the securitd ] APR 2005
conponent, said neans for collecting, said neans for returning, said neans
for creating, said neans for rendering, and said nmeans for reporting
conprise conputer readable instructions recorded on a nmedium 94. A nethod

for managi ng and Wb}%}iﬂg utsépﬁi&%@&s%m&s%%dweservi ng the privacy

of user information: storing user ehsit’l Wb site;
| ogging on to a transacting Wb site with a user device; requesting a

transacti on from meansrimdagginggovébd 8ittisalling Web P2 QAR ¥ef:§éryi ng the
user t the trusted Wb site using an anonynous identrfier .

correspondifig to the user information; and acconplishing the transaction
bet ween the user device and the transacting Wb site using the anonynous

identifier w thounhebhaTof @EGIAG; A nfeor LqQn to the transacting
Wb site. 95. The nethod of(ﬁcl a'f‘ﬁ]hgiﬂ'\%ﬁé?tjﬁrﬁl%{ﬂgﬁﬁggqnsiaﬁh%g r@?bon is at
| east one d¥t&ersonal and credit information relating to the user. 96. The

met hod of claim94, wherein the trusted Wb site is a .transaction
aggregator. 97. . f. claim96, further conprising accunulating
plural transact }ﬁﬁéﬁgf&ﬁﬂ%ﬁ'@ﬁ@%é‘??m@w hpntrustednifyehgitecgsing ng t he

pl ur al antaroryauskdentifidroireshbatRgh M BserdRf ' d of claim o4,
wherein the transaction is a contegt use ?raﬁ@é@?gﬁé%g The net hod of

claim94, wherein said _requesting st eglﬁcorrpri ses sending the anonynous
i dentifier and afM$EhiPR iackPMpHSingdihe temsectiorerhetween. thEhaiseet hod of

cl ai m @évickudrid&ie GRAMBAREMJ VIS SRE Uiy the anonymous identifier without
transferring the user information to the fransacting Web ,éite.

104. The system of claim 103, wherein the user information is at Ieést
one of personal and credit information relating to the user.

105. The system of claim 103, whereifi the trusted Web site ié a
transaction aggregator. '

106. The system of claim 105, further comprising means for
accumqlating plural transactions at the. transaction aggregator and
aggregating the plural transactions into a single charge.

107. The system of claim 103, wherein the transaction is a content
use fransaction.

108.. The system of claim 107, wherein said means for requesting

comprises means for sending the anonymous identifier and an identification of
desired content.

109. The system of claim 103, further comprising means for using the
anonymous identifier to create a protected instance of a rendering engine on
the user device. '
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anonynous identifier to create a protected instance of ‘a rend pn% %nﬁug‘ne
on the user device. -- - -101. - The nethod of claim94, where n"F e
anonynous identifier is .established between the trusted Wb site and the
user device. 102. The nmethod of claim94, wherein the trusted Wb site
conprises a repository that maintains specific information related to one

or nore autti®.i ZHtk 4$ste i 3 I ng and acconpl i shing
transactions while p?esg'r3?’%'2"@%??“5%&%‘?%@@8%%% tﬁ-@ﬁ:'SSS 20 APR

2005 nm&stabliisheddedwenn thesbusted Website andake asér dsii@s Wb site; neans for
| ogging on to a transacting Wb site with a user device; neans for

requesting ra cl.i from.the transacting Wb site; neans for verifying
the user th?‘ghghnﬁ'ﬂeeéﬁsﬁ)%}?toéﬁwtgiwr@rﬁﬁ the trustedMésty siteicoringpeses f i er

corr esEondpositdry thae msRtaihe’ S5ErRd Q% B2 of. acconplishing the :
transaction between the user Q%evidcgﬁfgrﬂg e t@%@at& Py MEDM8r8 e using the

anony n@WharFediyserar without transferring the user information to the
transacting Wb site. 104. The system of claim 103, wherein the user

i nformationq4ys a e sonal .and.credit information relating to

t he user. 105?' Tﬁgbggé%%%%gfc@hﬁﬁéiw ?r%étafﬂcﬂ‘% for starieg, weid site is a

t r ansaogans fagtpoeie iy saitilfieadd forsBaLEesirel ssidah her, conprising

means for, accupul atin _El_ural tr_angac'g idghs at tgﬁligﬁra\{elaﬁs&g&%ﬁoﬂ%gggregator

Cand  adgAdREeNs PrassoRplishing commpsisetdeyicesi oftaocampitegbpstehar ge.  107. The
system of claim 103, wherein the transaction is a content o

113. The system of claim 103, wherein said means for storing, said
means for fogging in, said means for requesting, said means for verifying, and

said means for accomplishing comprise computer readable instructions
recorded on a medium. ' |

114. - A method of dynamically protecting content in a system' for
managing use of the content in accordance with usage rights associated with
the content, said method comprising: |

receiving a request from a user device for content stored on a
server;

gathering information from at least one sourée to build the
content in accordance with the request:

- mapping the content to usage rights;

sending a reply including the usage rights to the user device;
and |

permitting use of the content based on the usage rights under
control of a security module for enforcing usage rights.

115. The method of claim 114, wherein said permitting step
comprises sending the content to the user device and rendering the content
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use transaction. 108. The system of claim 107, wherein said neans for -

requesting conprises nmeans for sending the anonynous identifikfl apg 25
identification of desired content. 109.. The system of claim 103, further
‘conprising neans for using the anonynous identifier to create a protected
i nstance of a rendering engine on the user device. 54 2 9 APR 2005 110.

The syswitm®fresd&ing £838in | nonynpus_identifier is established
bet ween the trust er(rjg V\ég g}l\?gﬂgéngséphgeg@gr f%&ﬁ?@?foifi a uspe deyiseem of cl ai m
94, whefMporent af tive securidimaiule conprises a repository that maintains

specific information related to one or nore authorized users. 112. The
system of clajdn 1 wherein.sai,d neans for storing, said neans for

| oggi ng in, 1zl‘aﬁlmd ﬁi"aﬂ?e%ﬁ PE&&@% ilng, fudner eewpsisingr estabiishingga and sai d
means fsubdirecmp th oR@sBoNY § sces C uter system 113. The
system of claim 103, whe?ei n g;tﬁgqgnééééﬁ)g quée EPB%BES??E%ﬁ Vefreans for

| ogging in, said_neans for requesting, said neans for verifying, and said

means for aé'c?gﬂpl-ri%mﬁ?@%mlamm@mnml}hlercbﬁ@ﬁgmg_euét@ﬁ-ﬁmyfgtéwéb recor ded

on a ; ‘ of ~dynam ca protecting contéent in a system

for %&ﬁ%ﬁ %Tisén@ftwﬁ%?rﬂ%'h{oe% %Haﬁ%é’ & sentgint wnubeggerveyand associ at ed

Wi th Mfereinrﬁaﬁd}retuaﬁhglsf@tdmﬁpw@@h[}g:tné%gbY)iaag a request froma user
gat o)

device for content stored on a server, ering‘l rmati on from at | east
one source t19 bu'éj(l}d the content in accordance with the request; | mapping
the content '8 udB§ematiaed ©f claim 114, wherein the at least one source

comprises static and dynamic sources of content.

119. The method of claim 114, wherein said m.apping step is
accomplished using at least one of a Web page, uniform resource locator, and
an internet protocol address of the user device, '

120. The method of claim 114, wherein said mapping step comprises

- dynamically determining the usage rights upon receipt of the request.

121. The method of claim 115, wherein the'securiiy component
decrypts and enforces the usage rights.

122. The method of claim 115, wherein if the security component is
not present, rendering of the content is prohibited.

| 123. A system for dynamically protecting content in a system for
managing use of theT content in accordance with usage rights associated with
the content, said system comprising: |

means for receiving a request from a user device for content
stored on a server:

means for gathering information from at least one source to
build the content in accordance with the request;
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sending a reply including the usage rights to the user device; and _
permtting use of the content based on the usage rights under control of a

security nodule for enforcing usage rights. 115. The net hod pfj P& o514,
- wherein said permtting step conprises sending. the content to the user
device and rendering the content 55 2 0 APR 2005 with a rendering engi ne -of

t he user device mg#hrsf@pﬁ,tabangiqh]e%fﬁeqﬁ&éjﬁﬁ/%&gE.g onponent of the security

nodul e. 116. The met hod of rising establishing a
subdirectory that corresponds to the |ocation of the content on the server.
117. The net hod BTeaﬁﬁefDmeangfauephemcmmgrih@mg@qigtm@uﬁguger%b page
conpri si ng ggﬁc'?%ﬁ er to the location of the conten on the server and
wherei n sai et'urni ng step conprises returning the Wb page. 118. The

met hod of claim 114, wherein the at |east one source conprises static and

dynam ¢ sources giean®TbePermitdiy e f im 114, wherein said
nmappi ng step is acconpl i@?hed usiu-r?gé gm%ggp%g%gdagp@aowége pE&8€ uniform
resour ce | ddgfits undgngontent of atsecuety moduiedot enfducing Bise FbRtsuser devi ce.

120. The nethod of claim 114, wherein said mapping step conprises
dynam cal | yqget 1 1R i ghts upon. recei pt_of the request. 121.
The method 1%@;1;!?%@?%,& meaiﬁﬂ%e%ﬁﬁﬁ'dcm%ﬁew pefaittingt s and

enf or cesnprisesuseges fogbénding 2Re cHitertabag wler A Pl Ry 1 the
pr ohi :

.securi.té Co'ﬁﬁ‘f%gm is, not I_Erese_nt, rendering o

123, Aeugey conontith 8 repdering epginepfdoeueer devica usglet esntfadr  managi ng

use ofoftahg;é;%wwcdmpmw%gemrwn}%%e rights associated with the -
ng: )

content, said systemconprisi

125. The system of claim 123, further comprising means for

establishing a subdirectory that corresponds to the location of the content on
the server.

126. The system of claim 123, further comprising means for
determining a Web page comprising the pointer to the location of the content
on the server and wherein said means for returning comprises means for
returning the Web page.

127. The system of claim 123, wherein the at least one source
comprises static and dynamic sources of content. |

128. The system of claim 123, wherein said means for mapping uses
at least one of a Web page, uniform resource locator, and an internet protocol
address of the user device.

129. The system of claim 123, wherein said means for mapping

comprises dynamically determining the usage rights upon receipt of the
request.

130. The system of claim 124, wherein the security componeh‘t
comprises means for decrypting and enforcing the usage rights.

57



means for receiving a request froma user device for content ﬁé%@g@aga
server; neans for gathering information fromat |east one sour Yld
the content in accordance with the request; 56 2 0 APR 2005 neans for

mappi ng the content to usage rights; neans for sending a reply including
the usage rights to the user device; and neans for permtting use of the

content basddion THeesystegeof éﬂaﬂﬁt@#mferreiﬁqmqé)gea&.ggc WPE’:H@% rodul e for

enf orci n({j usa ? rights. 124. The system of clarm %ai d neans
for peff Pff?ﬁ?g'  Bpfslarisgofitbe sentent isswotibitedt he content to the user device
and neans for rendering the content with a rendering engine of the user

devi d | _ ' t of th ity module. -
155 “The " sydegm aresyshim b L2 WHeGR Talnrgnadenrecebing. ssidbl | shi g a
subdi r ewansyfor lgzthening, wmﬁsofowﬁaﬁrgﬁg{ %}a& méaﬁé“%r%gbﬁ@a 0 0t he

u

server., iI%126. Tﬁr}&s stem of claim 123, er conprisin r
det er nPRAGAgeaN Fé&@'@legﬁﬁmpgﬁﬁgiemesmammnputersMerhocation of the
content on the server and wherein said neans for returning conprises nmeans
for returnt t . T stemof claim123, wherein the at

| east one sgggbemﬁ%o Qtre?'zggdgirﬁtzl 28 Q’ﬁ&%@/ﬁﬂﬁ '@eg%?@"é'gc%'f"”@oﬁ@@nt. 128. The
syst enine@ns|far gattzsingwisaicc meassi fdr md,%aidr&ﬁﬁ&d%gfdﬂ%%ﬁdingﬁ angast one of a
Wb pa%ddﬂ%'agrfén resayrce | ocator, and an internet protoc addr ess of
the user IOTBRMIHRG CoMpUsSR 6pmpliar feadable ingirudtions aedondedns f or

mappi ngn adaegial ses dynami cal ly determ ning the usage rights upon receipt of
t he :

134. A system for controlling use of content in accordance with usage
rights associated with the content and determined in accordance with the
environment of a user device, said system comprising:

means for receiving a request for secure content from a user device;
means for verifying the integrity of the environment of the user device;

means for retrieving the appropriate usage rights based upon the
results of the verification of integrity; and '

means for rendering the content on the user device in accordance with
the appropriate usage rights.

135. The system of claim 134, wherein said means for rendering is
.under control of a security component on the user device.

136. The system of claim 134, wherein said means for verifying the
integrity of the environment of the user device verifies the identity of the user.

137. The system of claim 134, wherein means for verifying the
integrity of the environment of the user device verifies the integrity of a
rendering engine of the user device.
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request. 130. The system of claim 124, wherein the security conponent
conpri ses neans for decrypting and enforcing the usage rights. 57 20 APR
2005 131. The system of claim 124, wherein if the security cgmgoppRt2005
not present, rendering of the content is prohibited. 132. The system of
claim 123, wherein said neans for receiving, said neans for gathering,

sai d nmeans f188, mepHy ter 6F FRARS r ' and said nmeans for
pernmitting conprise (r%\?i ces&of a cgfr:;’%ljt@ﬁﬂgi/s DRMsig:; & Feans dPem of cl ai m

123, witsalingskingtionsof af endedogiefigige of ahd useralvideOn BatdraLhdy. said

means f fmpﬁg .sai g peans for sending, and said neans tfor permtting
conpri s"@{hcorrp ’Q‘?a?‘i@aﬂﬂ@fﬁ%suucu ons recorded on a nedia. 134. A system
for controlling use of content in accordance with usage rights associated

WL the conagat TesgmbAY B e A <ASRAIBAS WHekdn By AL QR of @

user device, said systemconprising: neans for recei fbst for
secur e "ReYIBAL SR gReans e verlBing: said means fooretNeving, yimbsdill nbaieor i ty of

th ' devi ce; f t i th te.
usage rgRPaERha BompSe Y3RooS e Fr iterer | 1 catlon of intogr iy and

means for rendering the content on the user device in accordance with the

appr opr i at e 148ag@hei system ISFecildte b ifM o, Ghatdih134q MBS {fif& sai d means
for rendering is, .under control of a security conmponent on theé user
Liic W‘@r’#)

- devi cel®CEBENITHAX preiilyiiansaitumeans foyl netrinving, rewinsaid onearsy i f yi ng t he
i nt egrj ki f | verifies the identity of
t he 8sgyeﬁq%iﬁ%ﬁgﬁgiﬁgﬁpgﬁé?%%@%ﬁsfmgvﬁéﬁF‘??%%ienﬁdpeam-f ying the

integrity of the environment of the user device verifies the integrity of a
141. A method of controlling use of content in accordance with usage

rights associated with the content and determined. in accordance with the
environment of a user device, said method comprising:

‘receiving a request for secure content from a-user device;
verifying the integrity of the environment of the user device:

retrieving the appropriate usage rights based on said verifying step;
and '

rendering the content on the user device in accordance with the
appropriate usage rights. '

142.  The method of claim 141, wherein said rendering step is
accomplished under control of a security component on the user device.

143. The method of claim 141, wherein said verifying step comprises
- verifying the identity of the user.

144. The method of claim 141, wherein said verifying step comprises
verifying the integrity of a rendering engine of the user device.
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renderi ng engi ne of the user device. 58 1 0 APR 2005 138. ‘The. syst em of

claim 134, further conprising a neans for disabling functi o @E\P@ 0
renderi ng engi ne of the user device in accordance wth the verl agq én of
integrity. 139. ‘The systemas recited in claim 134, wherein said neans for
receiving, said neans for verifying, said. nmeans for retrieving, and said

neans for r@ﬁdefﬁhﬁgn‘@ﬂmb’éelaﬁn\ﬂiéldemmfer%oﬁiﬁfﬁmgeaisﬁﬁﬁﬁimnciiéﬁﬁ The system
g,

as reci ' im 134, erein said neans for ‘recelvi nmeans for
ver i fyi°?n§%?rés@eglqﬂei§nﬂgmﬁo?% KB ARYce dn crasardanoeawith daid vesifgeg | ng

conpri stepeonput er readabl e instructions recorded on a nedium 141. A nethod
of controlling use of content in accordance with usage rights associated
with the content and determ ned in accordance with the environment of a

user devi ce!48ai & St fommricsypting reemténti MY an' edupfie f RfanfgFUr € cont ent
fron1acg§@ﬁsﬂ vice; verifying the integrity of the environnent of the user
device; retri&ving the appropriate usage rights based on said verifying
step; and rendering the content on the user device in accordance with the

appr opr i at emesagdor idehtifyingldie or tafe BBHAL & i m 141, wherein said
rendering step is acconplished underﬁgcont rdgldagéﬁjagééyéh ty conmponent on
t he user device. "L43. The, met hod of claim 141, wherein said verifying step

conpri ses &aNEyioh SetaEMINGgh Nt gnasyptiare ratice that 1dpkecifidte thetohadop! ¢l ai m
141, wasrepbrionsbryakd {o/d SRy SpRLLses  verifying the integrity of a
renderi ng téngi ne Of\ﬂ%ﬁfg’%@ﬁf evi é@' BETONG of t@ébggt encrypt, ang
means encrypting the one or more portions of data based on the
encryption ratio. '

147. The system of claim 146, further comprising:

means for receiving a request for content, wherein said means for
determining comprises means for determining one or more .conditidns
associated with the request and mieans f_or determining the encryption ratio in
an adaptive manner based on the conditions. ' '

. 148. The system of claim 146, wherein the conditions comprise- a
data file size of the content.

149. The system of claim 146, further comprising means for dividing
the content into the one or more portions based on byte size of the content.

150. = The system of claim 146, further comprisiﬁg means for dividing
the content into the one or more portions based on communication time
intervals of the content.

151. A method of encrypting content in an adaptive manner, said
method comprising:

identifying one or more portions of data to encrypt;
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145. The nethod of claim 141, further conprising disabling functions of a
rendering engine of the user device in accordance with said verifying

step. 146. A system for encrypting content in an adaptive manrzeg AP% 2005
conprising: neans for identifying one or nore portions of data to encrypt;
means for determ ning an encryption ratio that specifies the one or nore

portions of digeaniningeas eyiblypass ré‘l"id‘ﬁ{at%ﬁé&;ﬁ?&?géngggg'ﬁrgrp%esncrypt; and

nmeans e crypting the one or nore portio encryption
ratio. O19%ia nRNGyekand ofhet partions 46 datatot it renesyperare ng:  means f or
receiving a request for content, wherein said neans for determ ning

conpri ses nean t I pi_ng _one..or re,conditions associated with the
request and m%mboiﬂgd%‘genpﬁm%ﬁd)qmgn%ggp?ﬁ Pased anitheiencreptiondapt i ve
manner rdilmsed on the conditions. 148. The system of claim 146, wherein the
conditions conprise a data file size of the content. 149. The system of

¢l ai m 146, fggt hs?,[3 con'ﬂri sing neans for- dividing the content into the one
or more porf Pons 1 paseRihed o glaimgiisde fusther compuisirgnt . 150. . The system of
claim 146, further conprising neans for dividing the content into the one

or nore poridceigidase BRgLcation time intervals of the content.
151. A nethod of %ncr%ﬁlr@oconggtﬁt I n an adaptive manner, said nethod

conprising: identifying one or nore portions of data to encrypt; 60 1 0 APR
2005 det er nvhergin said rdatgmining step colipaises Pustbimiag BRe OHE nMreOr €

porti chb%dit%nsdgés%cﬁa?eg r\}\ﬁtrhytﬂte rgagegttahn%’ d&g%%nci)r?gsthcg en(?r;&ignorar’:i%tinencr ypt; and

an adaptive manner based on the conditions.

153. The method of claim 151, wherein the conditions c'omprise a .
data file size of the content. '

154. The method of claim 151 ,' further comprising dividing the coﬁtent
into the one or more portions based on byte size of the content.

155. The method of claim 151, further comprising dividing the content
into the one or more portions based on communication time intervals of the
content. '

| 1566. A system of controlling use of content in accordance with usage
rights associated with the content, said system comprising:

means for analyzing a request for content by looking for a signature
from a user device making the request to determine if the user device has
‘security components for enforcing the usage rights;

means for determining if the request does not have the signature,
sending a software agent to the user device to determine if the user device is
secure and resending the request with the signature if the user device is
secure; and
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encrypting the one or nore portions of data based on the encryption ratio.
152. The nethod of claim 151, further conprising: receiving adr@obeRt20i®r
content, wherein said determ ning step conprises determ ning one or nore
"conditions associated with the request and determ ning the encryption ratio
In an adaptive manner based on the conditions. 153. The nethod of claim

151, wherei npé A ' data fi.l e size of the content. 154.
The net hod of %%amn%gfkﬂﬁgrtﬁﬁe@ra w(t:%ﬁpv?i%fan@ng?(}'f‘%ieﬁ@'%@f tshtset  into the

one or dewice i@@cc@mﬁmcﬁaﬂﬁﬁhemsbgéeigﬁtsziﬂ respdit@ teaRE ?é@ent}é yegtn€ Method of
claim 151, further conprising dividing the content 1nto e ohe or nore

portions ba ok, communicatjon tine intervals of the content. 156. A
syst em of ciﬁ?‘r oﬁh?r’?&% OgFiaHBﬂ@@nfUﬂheré;@amr@mmeahs florisattling i ght s

associ Hteesboﬂri&ﬁcéﬂﬁ?oﬁ@ﬁﬁs%ﬂtheﬁﬂfeﬁd@yiggem conprising: neans for analyzing a
request for content by looking for a signature from a user device making
the request to determne if the user device has security conponents for

enforcing theB.ushige sysiemsof oldms 158 wiereinnsait ngebhs 1o ihe@URst does not
have t Lanat dj ng..a sof e agent to the user devicCe to
determ&ﬁgﬁpﬁh@{egggr?@gﬁef@'q% '"§f§ﬁg{‘%n a&l?trpﬁg%?ﬁji’ﬂ@m@\eaddtﬁssst with the
Si gnat infarmiatioh fuf this eeciilty cémpoRenfstB4h8 uséfdefide 2 0 APR 2005 neans for
rendering the content with a rendering engine of the user device in

accor dance ,méh he usage rights in res&onse to the resent request. 157.
The syst em b17-cl Hi6n 3%8eMs (@t iglaime vBS: | Burther meamprising imebas | fgrg  t he

Secur iVafidsmp eReshRatite bPthe 1R8EnRYLEE:

160. The system of claim 156, wherein said means for analyzing

comprises means for analyzing at least one of a rendering engine and one or
more software components of the client. :

161. A method of controlling use of content ih accordance with
usage rights associated with the content, said method comprising:

analyzing a request for content by looking for a signatufe' from the user
device making the request to determine if the user device has sécurity
components for enforcing the usage rights; '

if the request does not have the signature, sending a software agent to
-the user device to determine if the user device is secure and resending the
request with the signature if the user device is secure; and '

rendering the content with a rendering engine of the user device in
accordance with the usage rights in response to the resent request.

162. The method of claim 161, further comprising instailing the
security components on the user device.
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158. The system of claim 157, wherein said means for installing |

means for sending installation instructions having address i nformation of
the security conponents to the user device. 159. The system of claim 156,
further conprising neans for validating the signature of the resent
request. 160. The system of claim 156, wherein said nmeans for anal yzing

conpr i ses mdéids fThe mettiogzoingaint 15¢ARNeRT 1 [RIMISINGARRAS and one or
contro

nore s re. c nents of the client. 161. A netho ling use of
cont engghﬁ%gc f%%ﬁ% RPTYrtions Jpving giddsesss iformaaténh of tthe tdezueipnt ent, sai d
net hodceRipphkatd)d: anal yzing a request for content by |ooking for a
signature fromthe user device making the request to determne if the user
devi ce has security conponents for enforcing the usage rights; if the

request doed6#ot Thavmethnsl sif gdaimur 1361,Sﬁndielﬁgc@nﬁﬂéihgﬂir}@é%ﬁﬁgtrﬁgﬂe?het hreegag;t

devi ce_; ermne if.the user device is secure an
Wi th tﬁ@géfj@%é’{m%’qsﬁnt fIU§Skr device i's secure; and rendering the content
with a rendering engine of the user device in accordance with the usage

rights in 1 e6RONTRe! dihid I 86 Cabinh c4BSwhifdn ThE Mo of shal m 161,
n )

further conprisi n? installing the security conpone f#iser devi ce.
62 2 CCHUPRISgRHSNAlYERY alfirasteanedf & renddringl 6aginehangionet BE mdat al | i ng step

conpr i §Rfvaradth i | .at i nstructions having address information of
t he secun%r)% cdmfllérﬁgéﬁheﬁlﬁag

onen The met hod of claim 161, further conprising
validating the signature of the resent request. 165. The nmethod of claim

161, wher ei t6Gai Al sysiehyfir sonBOHNg e FENdCHMY GHEBhKAItBrrishkgASt one of a
renderi ng engi ne and one or nore )

means for receiving a request for content;

means for packaging the content with a filename extension that is
capable of being rendered by a rendering engine but is different than a file
extension of the requested content; and

means for opening a program having a rendering engine for the
content based on instructions in the packaged content.

167. The system of claim 166, further comprising means for
forwarding a request for content to a content repository.

168. The system of claim 166, wherein said means for packaging
comprises means for packaging the content in a known file format that is
compatible with the rendering engine and means for associating rendering
application information with the packaged content.

169. The system of claim 166, further comprising means for limiting
access to the content through the rendering application.

170. The system of claim 166, wherein the rendering application is
installed on a client computer.
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software conmponents of the client. 166. A systemfor controlling the
rendering of content conprising: mneans for receiving a requéstt #BR 2005
content; means for packaging the content with a filenane extension that is
capabl e of being rendered by a rendering engine but is different than a
file extension of the requested content; and neans for opening a program

havi ng a rerdddri Midveensyistemf of thm cdoet eﬂlﬁt‘th@%é&nﬁﬂ&hgstrﬁé% qgs i n the
packagmmcﬁ 87”&%% system of claim 166, furth conprisi ng neans
f or QRYIY 2 2P 2lliRg; ac SREUHY component eassociatedi wihy tha 68. The
system, [ ac co ses nmeans for
pgc kag|r§1)rfg;déf‘\'Jihr(;‘T“lJ g%%l?gﬂ?ﬂﬁhg ‘%r@%%ﬂ?‘o‘g r%é?&[ E‘?ﬂ?'g%%fﬂ% $M%- with the
r ender icogpeisgiingtruntivnsdamsbthiming i eosd kit eorh ting application
information with the packaged content. 169. The system of cl ai m 166,
further co mea s for mtin access to the content through the
renderi ng SBZ? FoRYS ?'ﬂ) OfTﬁ(@'rEygﬁg-mV‘(ﬂer@ﬂaihﬁ regranmeiseanWete renderi ng
applicptdvpeeri s installed on a client conputer. 63 2 9 APR 20014 171. The
system of claim 166, further conprising neans for downl oading and
installing a security conponent associated with the rendering application
i f the conpdfdnt The systerprefseaim WiZevdiereinhihe instrucitdrisobEMpASETY | Se
instru évé)aépl%ﬁ obtaining the security conponent. 172. The systemof claim
e

166, er el programis a Wb browser. 173. The system of claim 172,
wherein the instructiaons conprise a Java applet. 174. The systemof claim

172, wher ei h74.he Tiessystem ofndap®MPR| abefdin the instructions comprise an
ActiveX control. |

175. A method of controlling the rendering content comprising:
receiving a request for content;

packaging the content with a filename extension that is capablé of

_ being rendered by a rendering engine but is different than a f le exten5|on of
the requested ¢ontent; and '

‘ opening a program having a rendering engine for the content based on
instructions in the packaged content.

| 176. The method of claim 175, further comprising forwarding a
request for content to a content repository.

177. . The method of claim 175, further comprising:

packaging the content in a known file format that is compatible with the
rendering engine; and

associating rendering application information with the packaged
content.



ActiveX control. 175. A nethod of controlling the rendering content
conprising: receiving a request for content; packaging the conj etk Wit a
filenane extension that is capable of being rendered by a rendering engine
“but is different than a file extension of the requested content; and
openi ng a pgggran1having a rendering engine for the content based on

instructiond78n ithe petticdgefdclaiom g5} furles. cobsrisiy hefiref asdedisMpl 75, further
conpri m{ag%)rhgrv\ﬁlrdi r}g a raquest for content to a contént repository. 177..
The e NEVESYENtRe repdenngaPpligaliensi ng: packagi ng the content in a
known file format that is conpatible with the rendering engine; and

associ at i ngwg_ndq;héqge%gld,fCﬂ%jé,q)gT]ispwerg@iEl]i?tgg %??Wﬁ%@ﬁ%@?ﬁg content.

64 2 0 APR 2005 178. The net clarm limting
accessinstalledran @ elierrmomputenigh t he rendering application. 179. The et hod
of claim 175, wherein the rendering application is installed on a client

conputer. 1 T of cl.ai 75, wherein the instructions conprise
i nrsr}tjr uctions 'or?ﬁ%ﬁ{eﬂ\%ﬁgc’fa cgaé u?? y“@@ﬁ%ﬂn@‘ﬁt instyctiens kempsisapr i si ng
down! diagtrogtiar fonssinbnigd 4 NecUABIddripGRROBRE" LAGRPCLATBASHG! N L NS

‘rendering application if the conpdnent is not present. met hod of
cl ai mdoniogivge aRd: Instaling rthe isecuritne bompooestkrassa@atedTveitethbod of cl ai m

_181’ ‘Méﬂﬂ@ﬁﬂg taBSli&d%Erif'ﬁ\tei éﬁﬁp&%{m%g & Fresd’ 2 appl et.

181. The method of claim 175, wherein the program is a Web
browser.

182. The method of claim 181, wherein the instructions comprise a
Java applet.

183. The method of claim 181, wherein the instructions comprise an
ActiveX control. '

184. A system for controlling use of content by validating a token
comprising: '

[

means for receiving, at a user device, a ‘challenge token from a first
server; ' |

means for forwarding the challenge token to a second server in
-association with a request for use of content;

means for analyzing a signature of the challenge token to determine an
origin of the challenge token; and

means for authorizing the request by a second server to use the
content if the first server is related to the second server.
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183. The nethod of claim 181, wherein the instructions conprise an ActiveX
control. 184. A systemfor controlling use of content by val i2dat AP 280% oken
conprising: neans for receiving, at a user device, a challenge token froma
first server; neans for forwarding the challenge token to a second server
in .association with a request for use of content; nmeans for analyzing a

si gnature ofl8he Teleasystergeftatkian184, Wherer e TRstEdbver i gn@éeé&% chal | enge
server to use the

t oken; ans for authorizing the request by a secon

cont ents%ﬂ%r trﬁ?r?iqréfdeé'ggf@&re pienpire that isoassnsiated ovith stes chelleige 2 0 APR

2005 1&kenTasd ﬁéﬁé@éﬁtg%_tﬁﬁ%@}égﬁo 1ere the first server and the second
ia

server share an identi e si gnar% UM that | S associated with the
chal l enge token and represents a trusted relationship. 186. . The system of

claim 184, 386d mbarsysiem chmidiyzidd) said ingetrisUion anﬁ%ﬁfg ?%a%s for
eval ua&g)ng 8 transforfmatlop ct),f t he chal | enge token rfor y the user
devi ce OTB7SeSH{ECRAYS IR YRIUAtRgNA 1 iansigrBatiom of thieuchallengeotolsrgnat ur es ar e

shar edpeerrieP iy thet¥yeedbvicd! urality of first and second servers. 188. The
system of claim 187, wherein any of the plurality of associated servers

can identif#an aut hori zed signature. fromany other of the associated
servers wi t H8%ai Thensypien of clairh 485 zwhgreirl @9plufdlity o Sigiatafesch@ m 184,

wher ei . a i rst . server Is generated in response
to a pérnhe%/rlegt?gﬁﬁierlggﬁg?e@%? ﬁ&éfu@#ﬂ%%{i@&@pd FEEONA B Ve{S&t em of cl ai m 184,
further conprising neans for delivering content fromthe second server to
the user detB&e.The system of claim 187, wherein any of the plurality of

associated servers can identify an authorized signature from any other of the
associated servers with said means for authorizing.

189. The system of claim 184, wherein the challenge token from a
first server is generated in response to a previous request for uée of content.

190. The system of claim 184, further comprising means for
- delivering content from the second server to the user device.

191. The system of claim 184, further comprisihg means for
gstablishirig trusted relationships between a plurality of servers. '

192. A method of controlling use of content by validating a token
comprising: '

receiving, at a user device, a challenge token from a first server;

in association with a request for use of content, forwarding the
challenge token to a second server;

analyzing a signature of the challenge token to determine an origin of
the chailenge token; and



191. The system of claim 184, further conprising neans for es 1E9g&gi&%
trusted rel ati onships between a plurality of servers. 192. A nét ﬁ
controlling use of content by validating a token conprising: receiving, at
a user device, a challenge token froma first server; in association with a
request for use of content, forwarding the- challenge token to a second

server; analhyesecoml sémBRkURrRhql e ehabdt { erfi.pe an origin
of the chall enge token; and w 290 APRHZOO§Bt g@éﬁ%&é@@ﬂf@'@rﬁ%ﬂt hori zi ng

the r 8§00 ig @lated to flac sepnrwhserver.the first server is related to the
second server. 193. The nethod of claim 192, where the first server and the

d i i t t hat i iated wwth th
challenge. 1 oo aametel okl 105 Syl @Rk did seiier o S 8ecaE mot nod of

cl ai m ¢&er shareiam kientfiaiel sighatdrs tRR isCABIGIES VUL '
transformati on of the chall enge token perfornmed by tht@kggge%vi ce. 195.

The metok68 B EPHAMDE trugtrd &laticnspitural ity of signatures are shared and

known between a plurality of servers. 196. The nethod of claim 195, wherein

any of a pl ysal i The ObnetRSSOG sgyer identify an authorized

signature from anye omeeﬁé%f 8[ héﬁﬁgsgygi a@ggﬁegﬁr \§3|dts ?%I%?Qoﬁ% a request.

197. Temmpesémevallatihgiartrafgiormbtioriof thbecheilahleneker g@ﬁan'héd igenerated in

respoqﬁe to %ggrevi ous request for use of content. 198. The nmet'hod of claim
f

192, fUFHYPE 9€S¥Hri sing delivering content fromthe second server to the
user device. 199. The nethod of claim 192, further conprising establishing

trusted 195. The method of claim 193, wherein a plurality of signatures are
shared and known between a plurality of servers.

196. The method of claim 195, wherein any of a piufality of
associated servers can identify an authorized signature from any other of the
associated servers to authorize a request. |

197. The method of claim 192, wherein the challenge token is
generated in response fo a previous request for use of content.

198. The method of claim 192, further comprising delivering content
from the second server to the user device.

199. The method of claim 192, further comprising establishing trusted
relationships between a plurality of servers.

- 200. A system for dynamically applying digital watermarks to content
comprising:

means for sending a request for use of content by a user device:

means for forwarding the requested content to a security module of the
user device;
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rel ati onshi ps between a plurality of servers. 200. A system fﬁL dKnam' ﬁ@l ly
applying digital waternmarks to content .conprising: neans fo e %ﬁr?@ a
request for use of content by a user device; neans for forwarding the
requested content to a security nodule of the wuser device; 67 1_0 APR 2000
means for dynamcally determning a digital watermark based at |east on

i nst ance i nhegdrat fop RivABAIIEA] [ ACH to the security
‘nmodul e of the user dg\?i ce;a ﬁe%eﬁgﬁﬁ@wbggg@@fd;ﬁa%Hﬁ{g%S&ﬁ% le@St er mar k wit h
the coRfehstaneg infemiiionngboiteacremdering verding ugiedl tlthavedeRUABY k using the

render | _ ' he user device. 201. The system of claim’200, wherein
t he dyh[a%uié]gtg\%t"ger V&Prar k suppl enents an existing digital watermark

that is also rendered by said rendering engine. 202. The systemof claim

200, uher e melahe. fal atsaiatify MOkt wilHHE. Wit tng THSnBYRIEA O cl 3! ™

200, wherein the digital watermark™is not visib t em of
claim m,enm(;heicﬁn?m wiihghe aligital tveateemérk usimpttiesemdeting eagineosie- of - ori gi n
[ nforr’@’tei% o‘é&,ﬁ;@i ght information and. owner. . information. 205. The system
of claim (5 efein said nmeans for dynamically determ ning conprise at

| east one of installed software and hardware on the wuser device. 206. The

system of c2@d.m 'Ei@é)syﬂfeﬁ'reﬁtﬂainﬁlQOD,nﬂhéféir@tﬂéaﬂfdmibicﬁgteﬂl%%ﬂérmgrkr endering
engi ne_of the user devi.ce conprises information aboul the
supplements an existing digital watermark that is also rendered by said

rendering engine.

202. The system of claim 200, wherein the. digital watermark is
visible. '

203. The system of claim 200, wherein the digital watermark is not
visible. ‘

204. The system of claim 200, wherein the digital watermark
- ‘comprises at least one of origin information, copyright information and owner
information. '

- 205. The system of claim 200, wherein said means for dynamically
determining comprise at least one of installed software and hardware on the
user device.

206. The system of claim 200, wherein the instance information about
a rendering engine of the user device comprises information about the
method of rendering. '

207. The system of claim 200, wherein the digital watermark is
unique to the instance information.

208. The system of claim 200, wherein the digital watermark
comprises information about at least one of the rendering engine device and
the user device.
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met hod of rendering. 207. The system of claim 200, wherein the digital
watermark is unique to the instance information. 208. The syst Bm’-\Pfi ﬂm?i m
200, wherein the digital watermark conprises information about "at | eas
one of the rendering engine device and the user device. 68 2 0 APR 2005
209. The system of claim 200, wherein said neans for dynamcally

det er mi ni ng208. f Theheystarasdcclaim 2000 WIBHIO aRD PrEarat fdrqg%nﬂafnydi stributor
dynam cal |y applying digital “wat er mar ks

of th(@ ant ent .. ﬁ&ﬁ A!&an%d_og )

to conP&RMNIEG;1Y RS0 pilgioAyatiar apHY 2k leasy waet disibutareofof  cont ent
by a ufgsfcelaehce; forwarding the requested content to a security nodul e of
the user device; dynamcally determning a digital watermark based at

| east on instance infornmation about a rendering engine coupled to the

security nodife 8fmethed afshynaealyeappiying digital watémearks @ tahten@t er mark with
t he copt.ent..and rendering the content with the digital watermark using the
render?ﬂg m%‘ﬁaar?@"b‘-‘fﬂsf% user device. 211. The nethod of claim 210, wherein
the dynamic digital watermark supplenents an existing digital watermrk

- that is al seeddingarredusitrbngscsaf téﬁnﬁ,e ' . Visible. 212. The net hod
‘of claim 210, V\ﬂ%r eiﬁ the digi tafbnwat e W%PEQI; gé\ﬁ/?es’i bl e. 213. The net hod of

claim 210, wherein the digital watermark is not 214. The nethod of claim
210, wher eifRnwaEing dhe dequested neenteniotpra sesutily medste ohdhefuseri gi n
i nf or rgd\ji@n, copyright information and owner

dynamically determining a digital watermark based at least on instance
information about a rendering engine coupled to the security module of the
user device; o |

associating the digital watermark with the content; and

rendering the content with the digital watermérk using the rendering
engine of the user device.

211. The method of claim 210, wherein the dynamic digital watermark
supplements an existing digital watermark that is also rendered during said
rendering step. '

212. The method of claim 210, wherein the digital watermark is
visible.

213. The method of claim 210, wherein the digital watermark is not
visible.

214. The method of claim 210, wherein the digital watermark
comprises at least one of origin information, copyright information and owner

information.
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information. 69 2 0 APR 2005 215. The nethod of claim 210, wherein said
step of dynamcally determning is further based on at |eastz gn@pRf 2(05
install ed software and hardware on the user device. 216. The nethod of
claim 210, wherein the instance information conprises information about
the met hod of rendering. 217. The nmethod of claim 210, wherein the digital

wat er mar k i s21ni Hhe methodeof mitimn2¢0; nihersint s418- stdb8 d of claim
conprises | nf%tr%ﬁa?fi §Rﬁgﬁ1@9at | east

210, Ln. the.digital watermark

one o:‘mﬁ*ghﬁ'@ P n%r%ﬁﬁiweﬁe\?ﬂcét daast one of dnstdled csoftved®. amie net hod of
cl ai m ZHddwaheoritie sakcdgigtermning step is further based on information
about at |east one distributor of content. 220. An HTML docunent -adapted to

be rendered by Wb browser in a secure environnent, said document

conpri si ng: 238. Hilhe teetbed ok fclaimd2ie winreine g indtagss -info"f‘ﬁlahﬁM body
cont ai nj t. ~..an ecurity information enbedded in said header. 221.
An mw@bﬁéﬁﬁgdﬁﬁg@aﬁ%&?ﬁeﬁ%ﬁ"ﬁ?‘bpﬂmoimdm ein said body does not
contain security information for content in the docunent. 222.° An HTM.
document as 1@ci (e infetbb@i 6f dRim PAer WH%J]-%iﬁ' the G4 el LR TRLTON s in

the formof an attribute.of said header.
unigue to the instance information.

218. The method of claim 210, wherein the digital watermark

comprises information about at least one of the rendering engine device and
the user device.

219. The method of claim 210, wherein said determining step: is
further based on information about at least one distributor of content.

220. An HTML document adapted to be rendered 'by Web browser in
a secure environment, said document comprising:

an HTML header defined between‘header tags;
an HTML body containing content; and
- security information embedded in said header.

221. An HTML document as recited in claim 220, wherein said body
does not contain security information for content in the document. |

222. An HTML document as recited in claim 221, wherein said

security information is in the form of an attribute of said header.
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