24 APRIL 2006 1 SYSTEM AND METHOD FOR PROTECTI NG A PERI PHERAL DEVI CE

AGAI NST HOT PLUG ATTACKS Field of the Invention 5 The present invention

rel ates generally to protecting peripheral devices such as conputer disc
drives. Mire particularly, the present invention relates taagrmesobod for
protecting a peripheral device such as a disc drive, which is restricted
to use wth a designated _host, fraom bei 0 _hat - t r system
after the devi @ﬁ&%ﬂ%&@%@l@&%m‘%&TmeI%gtﬁ?ﬁgﬁl{mwﬁopmnt

of consuner el ectronics techngt RiNsEAROPTEHICE RerTAGKEONVEr gence of

tradi tional consuner electronics such as audi o, video and personal

comuni cation products with the digital worlds of the personal conputer.
This kind of technology allows product t(} interact with each other and/or
may i ncorporate many i ndividual préd %ftstg‘ei Y™ ompact  and interactive
unit. For exanple, one typical application of such 20 technology is a
set-top box. A set-top box is a device that uses a specialized conputer
whi ch transl ates i ndbeiprgsefitginventiari gelates ganemlly torprotegtingiinesipheral vi ewi ng

on a standard tgl evision set. Thte S urge of tl\ge Si r]%lf E,ay be a digital
satellite or t & VESE SIS A5r CHORASE 4% ERBF% t f”éevpgf Hlarhys rthe (Prgfen

vi deo- on- demangnPhRidhadlai@o HRethadl fo8lpRelees hipeeiphbial HbRick BLEH ALk 25
realm a set-top box is essentially a specialized conputer that can "tal k"

to the I|nternetisc dtiesevhichds cestrictey thaise quitlp pedbsignatedshestafyemdesinges in
the form har isc.qdrives so that fo xanpl e. .user.s can order TV
progr ans gb rrg\??'@ uggeg%)éﬁ%t?lgr Wie&ﬁggnéisgfvggr%ﬂ?%g% on the drive, and
then play back the prograns or novies fromthe drive whenever it is
conveni ent .

Background of the Invention

The development of consumer electronics technology explores the

15 convergence of traditional consumer electronics such as audio, video and
personal communication products with the digital worlds of the personal
computer. This kind of technology allows products to interact with each
other and/or may incorporate many individual products into a compact

and interactive unit. For example, one typical application of such

20 technology is a set-top box. A set-top box is a device that uses a specialized
computer which translates incoming digital signals into a form suitable for
viewing on a standard television set. The source of the signals may be a
digital satellite or terrestrial broadcast, a cable television channel or a
video-on-demand program sent down a telephone line. In the Internet

25 realm, a set-top box is essentially a specialized computer that can “talk” to
the Internet. These products may be equipped with storage devices in the

form of hard disc drives so that for example, users can order TV programs

or movies from cable TV companies, store them on the drive, and then play

back the programs or movies from the drive whenever it is convenient.

30 Drives applied to consumer electronics generally require that an individual




30 Drives applied to consuner electronics generally require that an

i ndi vidual 24 APRIL 2006 2 drive be designated to a uni que host to avoid
data such as video/nusic being stored on the drive in a way which

conprom ses privacy. The termhot-plug normally refers to a4pPRICemEr e
involving 5 plugging in or renoval of & disc drive into or froma system
with the power turned on. In_ particular, a hot-plug attack against a disc
drive neans tKHiverbrodesignated do pamiqgerihestdm ayo S‘géﬁ@rﬁ‘&f‘t@rwﬂfmﬁ@“ﬁémred up

and unt ocked et GaRMESI aBl6l 8 ISPPh LOGBH b ARLNEr Syst em il e

keepi ng the drive %owere roce fain an 10

unl ocked node of the drive. In this manner, all data stored on the disc
drive can be copied to other drives or the drive can be used wth another
systemuntil it is pBetesa mugrﬁé)m@%ereé?rsm %JIRF@C%%YSCWVPBT“‘N sc

drives is di ffhﬁ'#é{“%q“qu‘remaﬁ’ @%R’ed&ﬂl‘g Iays @&HréltﬁftL?r a disc

drive is unloc exl sting vance no ogy "Attachnent

st andard secur ipowek aamﬂcbsma]mnparucpraot & tot-ghlisg attadk/ againgtah nisc dricé

attacks. However, hot-p attacks may still take place successfully during
20 the int ervalmqf@ﬁ\ﬁbfgrfh‘s iyeiis gﬁ%‘feécfkoremrﬁa%atsroﬁ iy pewaredgakard e

shoul d be set SHABMBN Sl GG I UELY PEENA O holllis, abkakRe Th' S

inplies that the Securrt coman I ssued
frequently. Thl]kSeplﬁ'gCﬁleOﬂrﬁ/élqmiMrWBSuIﬁ i durinigs thealp@ocedpre rtodmahumg swhth
unl ock pr ocedure in the drive's nornmal operations, 25 The present invention

may provi dd0a d@qekedmeds phihe diie: ofthehis nﬂﬂ%ﬁeﬂ%dat&rﬁﬂoﬁ?ﬂyo%fheeﬁhs‘ét her
advant ages overyfhe.p rﬂeocrop?erdt to otfler drives or the drive can be used with another

system until it is powered down.

The issue of hot-plug attack for disc drives is difficult to address
15 because it generally occurs after a disc drive is unlocked and existing ATA
(Advanced Technology Attachment) standard security features cannot

protect disc drives against such attacks.

However, hot-plug attacks may still take place successfully during
20 the interval between Security Unlock commands. So, the unlock time
should be set short enough to effectively prevent hot-plug attacks. This
implies that the Security Unlock command should be issued quite
frequently. Thus, much of the drives time is taken up in dealing with
unlock procedure in the drive’s normal operations.
25
The present invention may provide a solution to this and other

problems, and may offer other advantages over the prior art.

30




24 APRIL 2006 3 Sunmary of the Invention 5 The present invention provides a
system and nethod for protecting a peripheral device such as a hard disc
drive agai nst hot-plug attacks which addresses the above-nentioned

probl em The present invention nmay provide a nethod for predapriegeéa di sc
10 drive being hot-plugged fromits desj gnated host to another system

w thout affecting the drive's normal read/wite operations. The nethod nay
effectively protect the drive fromhot-plug attacks by maintaining tine
synchroni zati on between the drive and its host. It may also significantly
extend the interval (i.e., the unlock tinme limt) between Security Unl ock
15 commands by using a Feat ur esSnaghayef tholnventipnsecurity i nformation in
each read/ wite command. According to one aspect of the present invention
there is provided a nethod of protecting a peripheral device designated to

a host agai gst hot - TRO ppdseft b bedkSprdvittesBdyaaeh hAg midhaw fdrigotars of 1 (a)
mai ntai ning time synchroni zati on between the host and the peripheral
devi ce; (b) utial peiipheralndevipgrsudy ne r baidz discodrive ageinsl heteplagnattaskelat a i n

the host and the .peripheral, device; and 25 generating a validation code
in the host basY‘gIHab?\a‘gregsgggw?r?é’fehna‘f'nﬁjémfeﬁgré%%ﬁ%n data. According to a
further aspect of the present invention there is provided a systemfor
protecting a peripheral device designated to a host 30 agai nst hot-plug

attacks, the systemlhaeresgnigverdompRYy|previgie ajmethod for preventing a disc
10  drive being hot-plugged from its designated host to another system

without affecting the drive’s normal read/write operations. The method
may effectively protect the drive from hot-plug attacks by maintaining time
synchronization between the drive and its host. It may also significantly
extend the interval (ie., the unlock time limit) between Security Unlock
15 commands by using a Features register to carry security information in

each read/ write command.

According to one aspect of the present invention there is provided a
method of protecting a peripheral device designated to a host against hot-
20  plug attacks, the method including the steps of:
(@) maintaining time synchronization between the host and the
peripheral device;
(b)  utilizing the time synchronization to generate common data
in the host and the peripheral device; and
25 (c)  generating a validation code in the host based on a seed

including the common data.

According to a further aspect of the present invention there is
provided a system for protecting a peripheral device designated to a host

30 against hot-plug attacks, the system including:




(a) nmeans for maintaining time synchroni zati on between the host and the
peri pheral device; (b) nmeans utilizing the time synchronization for
generating conmon data in the host and the peripheral device; and 5 (c)
means for generating a validation code in the host based ore4aprisemd

i ncluding the conmon data. These and vajious other features as well as
advant ages which characterize the present invention will be apparent upon

readi ng of the 10 f &) owRRFEr MAEAiRE HR SYREHoRKation b teigep the hest

associ ated draw ngs,,Bj chideticen of the Drawings FIG 1 shows an
expl oded vi ew of a ﬁ%r E{egléesf%r%ve; C1’5 FIG 2 is a flowchart of a

comruni cation betweg@) a meats anilizinghalie time ssyndhiongzatioar éorn ganetatinglat i on
procedure was successful; and FIG 3 is a flow chart of a_conmunication
bet ween a host and SOHER dag ixthg hogtanghiBe ppripherebdevdes AB% procedure was

not successtul. 20 pgtal el - ' then ;ag%gg rd,
i ssuing a cigmmnd (cont r%?%%?géﬁ%wﬁﬁe?fr}%wg@g%?nto aéb%iﬁgc r|€e can be
i mpl enent ed t hseedyincludéng fheabnmesn datgi st er, Sector Count register, LBA Low
register, LBA Md 25 register, LBA H gh register, Device register and

Command register. Because the Features register is not used for all

read/wite commandS,Gr b & tJﬂioh@étﬁ@P@éaggﬁisnaf‘%lldiaé%dqgﬁgﬁsd mgiﬁﬁan be

used to carry security 1nformation in e read/wite co s may
avoi d addi ng @hambeside fthe pirdsenpinventen ofillpbeobppdreniguponlirealinyg iof ehagai nst

hot-plug 30Q attacks. 24 APRIL 2006 5 5
Ptug 10  following detailed description and review of the associated drawings.

Brief Description of the Drawings

FIG. 1 shows an exploded view of a hard disc drive;
15 FIG. 2 is a flow chart of a communication between a host and a hard
disc drive wherein a validation procedure was successful; and
FIG. 3 is a flow chart of a communication between a host and a hard

disc drive wherein a validation procedure was not successful.
20 Detailed Description

According to the ATA standard, issuing a command (control
information) from a host to a disc drive can be implemented through the
Features register, Sector Count register, LBA Low register, LBA Mid

25 register, LBA High register, Device register and Command register.
Because the Features register is not used for all read/write commands
currently implemented in ATA disc drives, it can be used to carry security
information in each read/write command. This may avoid adding
overhead for the purpose of protecting a disc drive against hot-plug

30  attacks.




The security information to be carried by the Features register may

i nclude a validation nunber generated based on a seed. For exanple, the
following formula can be used for such a purpose: Xn+l= P1Xn+P2 nod N n =
0,1,2, ... (1) where Xo denotes the seed. Fromthe fornul a,24APRL2Wee seed
wi |l generate the sane validation numzer Xi if P1, P2 and N of the host
are the sane as those of the drive. 10 To maintain tinme synchroni zation
bet ween the host and its drive, individual tiners with an initial value
To, may be set betvegpihen urllfbﬁnat?&mcﬁﬂé cAtic&ARNHE IFERfur 8P giferahhpnged to
increnment in mlliseconds and nay be used as a“seed to generate &

val i dati on numnmﬂuée/ervyhdatlml tinabengeneesed basedeorc @ veahdForsexasgledhe | N each

subsequent unlg%f the 15 ¢ g}en of the timer may be updated by
addi ng an unl od¥IAYiR8 ??ﬂ??cﬁPPﬁu“? LRMRPSSt or ed val ue, and the

updat ed congent nay bg stopes,ipthe hasks in agddigion to the |@;tim
value. To illustrate the concept, the following variables are defined. Let

20 Tu = the uniwduke &b dendtestte, sedd.=Fidve tht formale it samte sefedivhidl generate

synchroni zation tiner t he host = e tine-block unit used to
ol i mate- e 884 BAERe vedatiom Yol BrcE 6 VR TRG PREABATS SO ¢ | o s
of host and 2%,8kicYhldriveed generation mﬁthln an unlock time limt. The
timng difference is contributed fromthree sources: 1. Cock difference
between host and drive; 2. Delay, D,,, between starting of synchronization
timers int Be 30 h,?g tme?ip\t%ﬁj r’ajlrr\l/eesynchromzatxon between the host and its drive,

individual timers with an initial value T,, may be set between them. The

content of each timer may be arranged to increment in milliseconds and

may be used as a seed to generate a validation number every time that a

read/write command is issued. In each subsequent unlock command, the

15 content of the timer may be updated by adding an unlock time limit with

its currently stored value, and the updated content may be stored in the

host in addition to the initial value.

To illustrate the concept, the following variables are defined. Let

20 Tu = the unlock time limit,
T = the stored content of the synchronization timer
in the host,
Dmax = the time-block unit used to eliminate the effect

of timing difference between synchronization timers of host and

25 drive on seed generation within an unlock time limit.

The timing difference is contributed from three sources:

1. Clock difference between host and drive;

2. Delay, D, between starting of synchronization timers in the
30 host and drive;




24 APRIL 2006 6 3. Delay, Drw, between generation of a validation nunber
in the host and drive. After power up, the host should send out the
encrypted password to 5 unlock the | ocked drive before conmenci ng nor mal
operations. During unlock procedure, the host may: 1. Upda#@PRin@ostore T
with T+ T,,; 2. Encrypt T - TO and sergd to the drive along vvith an unl ock
10 password; 3. Start timng fromT in mlliseconds, where T tE)

initial value of the syndfipBnPrabstiicer gppsratiqmo é(ﬂ()\ﬁlﬂt}oé‘n‘%lﬁ erdF‘l ¢ my: 1.
Ootain T - To afterydgchyiRfri@n fromthe unlock command; 2. Calculate T by
adding T - To with |ts stored initial value T,; 3. Start timng fromTin
mlliseconds. 20 The purpose of transferrl ng the difference T - To fromthe
host to the drive is to ensure_ t rt their syn hronlz tion

tiners fromthe saftdtey RPYET 1R the o g f\m Ut Hhe enseipted paswor lt%ad/write
command at u\ﬁioctkl'fﬁe ﬂﬁﬁéd HBVe befére élomﬁ@ﬂ&ﬁ h@rrﬂal\(ﬂekﬂﬁﬁl‘son number usi ng

the quoti ent of (T + Dmax as the seed; and 2. "'place the validation

nunber as the content of t he Features regi ster, whi ch may be transferred

to the drive along with th co tLa t he ATA bus. 30 24 APRIL 2006 7
During unlock proce ure, e host may:

1. Update and store T with T + T};
2. Encrypt T - T, and send to the drive along with an unlock
10 password;

3. Start timing from T in milliseconds,

where T, is the initial value of the synchronization timer.

15 Meanwhile, the drive may:
1 Obtain T - T, after decryption from the unlock command;
2. Calculate T by adding T - T, with its stored initial value T,;
3. Start timing from T in milliseconds.

20 The purpose of transferring the difference T - T, from the host to the
drive is to ensure that both start their synchronization timers from the

same value in any event.

When the host issues a read / write command at T + Y, the host may:
25 1. generate a validation number using the quotient of (T + Y) /

Dmax as the seed; and

2. place the validation number as the content of the Features

register, which may be transferred to the drive along with the

command via the ATA bus.

30




Once the drive receives the read/wite command, 1. The drive may respond to
the command as usual while validating the above validation nunber in the

background: i. The drive may confirmthe validation nunber stored 5 in the
Features regi ster by generating its own validation nunber 24aPRig2aobhe sane
formula as the host, based on its own #iner values; and ii. Conpare the

drive's validation nunber with that in the Features register. 10 2. The
drive may continue O&ce esbinge wepren thy read/ aytite ge@mands nmands whil e t he

packgr ound validati g Pr-AceYsiveSnll ARSIy the: SmmIHPSRAUSH LAAL! Wi L
commands with new validation nu rs,” may be I gnored. The above validation
may be conpl eted rehliddtingltlie gbovekiayidation nemdepinethe badkgroihd:second. 15 3.

| f the conparison between the two validation nunbers fails, ~ the drive may
retry the validation prdeedurdedrivg may mige yelatiem ormber floredir r ent

seed of thegdrive. This may .addres p i 41y, - b f nce in
) a ﬁlg € SFealil}es g%?é bly ag%@?}aéhl;-\%t il Tk

the seed between the host rive was c i mng

di screpancy between them 20 validhfiorr eimpecasipgthessamd farins]a dsthediostye may
switch to | ocked node i mediately and may rej ?ct al| future read/wite
commands. Before the unl ock thaRgd Pn {s pwamera@lugsiandiost nay i ssue an

unl ock command to resyg&hro? eFrQechéyd?ﬁ)e%rso{?él?daattiioﬂgn%\{n?%w}?ﬁﬁ gReating its

timer 25 with T + Tu and then transfer t encrypte rence T + T" - T.
to the drive along wth the thoFRemacs rddistsr. both can start timng fromthe

new y updated and synchroni zed value. This step can avoid the_ timng
di fference ccunul ated sihfcdrivEempysgontiage fq) E?éROI&(grﬁ?éﬁl‘}hﬁa@sé]& Reshn.

Hence, the unlock t{gRnlahfl R«rl'ﬁfénthp%aa?éroﬁﬂd validation process is proceeding,

i.e., subsequent read/write commands with new validation
numbers, may be ignored. The above validation may be completed
relatively quickly, for example in 1 millisecond.

15 3. If the comparison between the two validation numbers fails,
the drive may retry the validation procedure by
incrementing/decrementing the current seed of the drive. This may
address the possibility that a difference in the seed between the host
and drive was caused by a minor timing discrepancy between them.

20 4, If retry comparison fails, the drive may switch to locked

mode immediately and may reject all future read / write commands.

Before the unlock time limit expires, the host may issue an unlock

command to resynchronize the synchronization timer by updating its timer

25 with T + T, and then transfer the encrypted difference T + Ty - T, to the
drive along with the command. Thus, both can start timing from the newly

updated and synchronized value.

This step can avoid the timing difference accumulated since the last

30 unlock command passed down. Hence, the unlock time limit can be set to




24 APRIL 2006 8 a relatively large value. For exanple, it can be set to 30
or 60 mnutes or even |longer assumng that the timng difference between
the host and the drive can be ensured to be small enough. However, for
present purposes the unlock tine limt nmay be set to appr ®tiArRit 2dog 30
seconds to mnimze 5 the possibility gof hot-plug attacks. The foll ow ng
description el aborates point (3)_above gn how the effect of timn

di screpanci es @dglapyelydagge, wdue. 1 fongemplei can 88 sgh ol 6bpgutes 98

11§ seconds Rty gl Bl $0ATRe RNl 7iferBnd® bl 36 Aot Anlithe { e

cl ock of the hos?jbeggfoﬁkr than t %t 0 g?#??énﬁi 0.01 nil?isgcon%s per
second (duri ng dirivelcanwetemsured, toi He smayll &roughquowdvérhfdr presenfiptirgoses ar e
multiples of D..). Cbgsjde[ t he fg%lomﬁng t wg caigg' (1) ,For the host, T+T
= 305419880 ( mithd Falock Hae Limiqnay be s} to abperramgiehndd seoRfs f7 THRIBHES) (i.e.,
after 20135gm I d ﬁﬂﬂgTﬁhB' lubattackd) the host). Then, the seed of the
host at T+T+Y is €§%720 0. TEEI%%}ﬂgsponding seed of the drive is
(305440015- 0. 6+0. 8+0. 01*20. 135) /20 = 15272000, which is equal to that of

the host at T+T+Y. For the host, T+T = 305 88 m | l.i secpnds) and
T+TU+Y = 307219888%%%3%@50%6&5@%@ s1aboiatee, PO dgboto T PPN fits br
over 30 m nut %gegio@ggﬁ;[g‘gigcfbprah@eg@s{gereg’gle@d; t he seed of the host at
T+T+Y is 15360994. The correspondi ng seed of the drive is (307219888-

0. 6+0. 8+0. 01*1800. 008) / 20 = 15360995, which is bigger than that of the host

30 at T+TutY by one, In this case,. the dri shoul d decrenent its current
seed, 24 Aliél L~ 200gASsume Tu = %0 minates
Dmax = 20 milliseconds
D. = 0.6 milliseconds
D = 0.8 milliseconds
15 Let the clock of the host be slower than that of drive by 0.01

milliseconds per second (during implementation, it may be required that To

and T, are multiples of Dmax). Consider the following two cases:

(1)  For the host, T+T, = 305419880 (milliseconds) and T+Tu+Y =
20 305440015 (milliseconds) (i.e., after 20135 milliseconds since T+Ty in the
host). Then, the seed of the host at T+T,+Y is 15272000. The corresponding
seed of the drive is (305440015-0.6+0.8+0.01*20.135)/20 = 15272000, which
is equal to that of the host at T+T,+Y.

25 (2)  For the host, T+T, = 305419880 (milliseconds) and T+T,+Y =
307219888 (milliseconds) (i.e., after 1800008 milliseconds or over 30
minutes since T+T, in the host). Then, the seed of the host at T+T,+Y is
15360994. The corresponding seed of the drive is (307219888-
0.6+0.8+0.01*1800.008)/ 20 = 15360995, which is bigger than that of the host

30 at T+Tu+Y by one. In this case, the drive should decrement its current seed,




9 i.e., 15360995 to obtain a match with the validation nunber generated by
t he host based on the seed 15360994. Figure 1 shows a disc drive in

expl oded view Briefly, the disc drive 5 10 includes a housing base 11 and
a top cover 12, which engage a gasket 13 to form a seal ed aAaBRINE0E hat

mai ntai ns a clean environnment therein. A plurality of disks 14 is nounted

for rotation on a sglndle tor hub 15. rality of transducer heads 16

is mounted to &R~ det@Pardio BBAHR i?natﬁwlﬂht%keu‘éf@@ﬁ%avﬁbﬁrlggn%éﬁ& for
pi votal notion m@ﬂ@gtbsggatamegée@m@b@q coil 10 nmotor (VCM including a

voi ce coil 18 and magnets 19 to controllably nove a head 16 to a desired
track 20 along an arcuate path 21. Signals used to control the VCM and the

heads 16 pass via a_flex circuit 22 and a ector_23 tqg a r.om
el ectronic circui trgﬁlgﬁﬁe?;aﬂw%? SRt SIS AR EieC bt fof U e ba
includes a &i bﬁ@ﬂ?@ﬂ@%hd&h@’ﬁa@@@l%ﬁda mﬁ%ifé'lz})%ﬁche%%rg 2884%pi3 26 and a

spi ndl e connector 27. Fig. 2 shows a chart of atlon bet ween
a host and a h‘arfatmhaaealémhmxsm'@@ahmmam@slew |eaani¢>mmemiethemman°d 1 when

th | ft t ti t T+T"+Y.. The h h
geﬁe\r/gt gg a020 Pgﬁﬁﬁé'acp%ﬁ‘sr@r?‘ﬁé’i?&ﬁﬁé r&ﬂ?ﬁﬁmﬁgleo‘?‘g@&g‘&%'lgnxl) usi ng
the quotient Gl §1YM trhhsd@Sed R&d3884s nldIEntfPeS aH'a@ﬁﬁ%ortﬁtﬁigVﬁ' ggRd i on

nunber as the “contént of the Features register, and transférs this to the
di sc drive al oagtuatuirtbedy A& 1s:miammifqumvdthleméﬁm buder ®51tr‘5hef aveice doil ve

recei ves t read/ Co nd 1 and r, to 0 usual
whi te cont 1 AtentvebBualRT a O RUbIB o mgRe o2 £ FOURdChhe dr i ve
confirms the valdwWailan 1B4FRMesBELEEM 20h1bAEan ERARW S%h IS %ﬁ% ubdd
generating its own validation nunber based Oon the sane forffula of equation
(1) as the hosto wentxgl thee VM wandothei headswitd passeviaas B8 ¢itmmits22dndThe dri ve
then compares E:Qr?ne\é%lrIZ attol and Hrom e ectromg ?1?8{1%%% ggntrrg)ller board 24. The

controller board 24 includes a fibre channel interface 25, a serial port

15  connector 26 and a spindle connector 27.

Fig. 2 shows a flow chart of a communication between a host and a

hard disc drive. The host issues a read/ write command 1 when the value

of the synchronization timer is at T+T,+Y. The host then generates a

20 validation number based on the formula of equation (1) using the quotient
(T+Tu+Y)/ Dmax as the seed. The host places the validation number as the
content of the Features register, and transfers this to the disc drive along

with the command via the ATA bus.

25 The disc drive receives the read/write command 1 and responds to
the command as usual while confirming the above validation number in
the background. The drive confirms the validation number stored in the
Features register by generating its own validation number based on the
same formula of equation (1) as the host using the value of its own timer as

30 theseed. The drive then compares the validation number it generates with




24 APRIL 2006 10 that in the Features register. The drive continues to
respond to all host comands while the background validation process is
proceedi ng by ignoring subsequent read/wite commands 2 and 3 which
contain new validation nunbers. 5 If the conparison is suczd@BRIE2do6 as
shown in Fig. 2, the disc drive receiwes read/wite conmand 4 with a new

val i dati on nunber. The drive responds to the command while validating the
new number in th mb@@l@&?%?ﬁﬂe@g@unﬁ% dFWStCOPHEu%Son%FPP%‘b‘ﬁ tyrlihst new

number i s agai RomhhNCRARSIME BRREAROMERIORBAUPRCES 1PRRLESNg! by L he

conparison in t rst rnstance 15 not successf as shown in 1g. 3,
t he drive retr iigsringesutabquiatti read pwritechmmabygs 2i avad 8nwhichngntkéorrevent i ng
the current seed_gf_the drive. This may 15 resolve the possibility of a
difference in VA H8PHEen the host and drive being caused by m nor
timng di scgepanci es between them If the retry conparison is not
successful, the drive switches to | ocked node imediately and rejects
read/ wite command ¥ thadosylasisouénsuccessfd/ aswshowen dorfiign?) sthe 20scTsver esent

i nvention may prevent disc drive si.gnated to.a. host _bei qQt - pl ugged
Lo anot her | ays R Foadl/AVRIE SR E MO HP DR O BB e SHES r i o

and the host afr%s‘fa'bn&@'tgcﬁ{engom};%dpmﬁﬁnbafi&fﬁ@ R0 AT ndhert e gheat ur es

register in each'read/wite command to carry a“validation 25 nunber, which
i s generated basdgromnd.hdsswaihg thatmtlia coemparisonnaftthemewspumbhats agaimal read/

wite operation co nds are not affected. |In this way, the present
i nvention nty a&%ceg%ttﬁ%agﬁ‘rqm g jirepeated.

If the comparison in the first instance is not successful, as shown in
Fig. 3, the drive retries the validation procedure by
incrementing/decrementing the current seed of the drive. This may
15 resolve the possibility of a difference in the seed between the host and
drive being caused by minor timing discrepancies between them. If the
retry comparison is not successful, the drive switches to locked mode
immediately and rejects read/write command 4 and subsequent
read /write commands.
20
The present invention may prevent a disc drive designated to a host
being hot-plugged to another system by maintaining time synchronization
between the drive and the host after unlocking. The present invention may
use the Features register in each read/write command to carry a validation
25 number, which is generated based on the seed from time information, so

that normal read / write operation commands are not affected.

In this way, the present invention may defeat the following two
possibilities of attacks even though the drive is hot-plugged to another
30 system for example, a PC. One possibility is that the contents of the




possibilities of attacks even though the drive is hot-plugged to another 30
system for exanple, a PC. One possibility is that the contents of the 24
APRI L 2006 11 Features register may be captured using an ATA bus anal yzer.
When the exact captured contents are sent to the drive fraapkie2de€, t he
timer used by the drive is now different and thus generates a different
val i dati on nunber. Thus the captured contents cannot be used to access the
drive anynore. Fsattgesiegisteyanaye be spptyredqusing jan BlHibus pgalyser i Whesitheossi bl e

because the dri, ct cg&ﬁé&'&ﬁltérﬂs lafécééﬁgtorﬁ{gari‘y@?%ni g}ﬁe{ Ifty,i the feh gé%c}]léy unl ock

m sconpari son. esent 1 nvention nmay Signi pr o

time limt bechadfive kGholv differeriynd ells gemevitbd ddifferetenlidigactnwnbée
command. 2. Validatjon nay be perforned jn the backgrqund w t hout
affecting the dhusdhe cprivresd pepfents cannet b ysed, tq)acogpiyhes{wvriaRyEP ey en

though numegous, GhalAGLELIR tg'k Q%aﬁﬁﬁ-bifﬁﬂﬁﬁteﬁﬂ%t gfo?éiﬁ‘lEib%Ha%s@ odiipent s of

the present invention have been se or Inth oregol ng descri ption,
t oget her wi th defilehésstodbclietiensde whenitheraiseverh Ui mtit¢commpaafsorar i ous enbodi nment s
of the invention, this disclosure is illustrative only, and changes nay be
made in detail, especially in matters 20 of structure and arrangenent of

parts within the primgip%s%ﬁt Qﬁt“’et“%n%gf%gﬂiﬁ%éea%?géﬂﬁs%}%ﬁ‘\,ﬁtﬂb@ﬁwdmgXt ent

i ndi cated by the broad‘general neanin t he appended
cl ai rs are expliassbetauseor exanpl e, the particular elenents nmay vary
depending on the particular application for the while maintaining

subst anti al1py the sanme functionality without 25 departing fromthe scope

and spirit of the pyeseng iR\ LA Tidh R | ta@Pwritdldpugh the preferred
enbodi ment descri bei'herglrtn a?ssg'%}% {rog‘{:ht eh t%gg‘ cﬁasZW“ '
2. Validation may be performed in the background without

affecting the drive’s performance.

15 It is to be understood that even though numerous characteristics and
advantages of various embodiments of the present invention have been set
forth in the foregoing description, together with details of the structure and
function of various embodiments of the invention, this disclosure is
illustrative only, and changes may be made in detail, especially in matters

20  of structure and arrangement of parts within the principles of the present
invention to the full extent indicated by the broad general meaning of the
terms in which the appended claims are expressed. For example, the
particular elements may vary depending on the particular application for
the while maintaining substantially the same functionality without

25  departing from the scope and spirit of the present invention. In addition,
although the preferred embodiment describe herein is directed to a disc
drive, it will be appreciated by those skilled in the art that the teaching of
the present invention can be applied to other systems, like hard disc drive
system, without departing from the scope and spirit of the present

30 invention.




drive, it will be appreciated by those skilled in the art that the teaching
of the present invention can be applied to other systens, |ike hard disc
drive system without departing fromthe scope and spirit of the present
30 invention. 24 APRIL 2006 12 CLAIMS: 1. A nethod of prot esnPrig2me

peri pheral device designated to a host,iothe nethod conprising the steps
of: 5 (a) maintaining tinme synchroni zati on between the host and the

peri pheral devi B@gpassing timng information with a first comuand

bet ween the host and the peripheral device; (b) utilizing the tine
synchroni zation to generate common data in the host and the peripheral
device; and 101(c) gemeﬁhadioﬂiqpr@tectmgnepéxilylﬁeraladdvd@tde@rgmmdetoiarhdsbethdﬂost
based on a seed jncluding the conmon data with each of a plurality of
second comand¥ C@PHH?P%MW?EP%W@ respective validation code with each
of the plurglity of .sec r

device. 15 g. A netﬁ@d g@co g|ngq%§e€ g?k?ﬁﬁfﬁ8fﬁﬁﬁﬁﬁ%p g?ﬁﬁgggﬁéﬂé
respective validat pemplmaile demica bepgpassing aimsiogi atfexnatidrh witle doftst and

transferring the res e validation code to the peripheral device with
each of the pIuraI?FEmB g@?ﬁﬁﬂtgﬁhﬂﬁﬁﬂétﬂ%HF%PP%' Vie read or wite
commands. 20 3. A ngjho tﬁA&ExQ,{ne Bl 'ﬁm%% ﬁé}ﬂ’omz%nx\ﬂ?% %bﬂeﬁa&%&n%%ﬁtcﬁga' ncl udes

a Features register. hod acc rdlng to clai'lm1 whereint
val i dation code i ncirtlﬂehost and the peripheral device; and

10 ()  generating a respective validation code in the host based on a
seed including the common data with each of a plurality of second
commands and transferring the respective validation code with each

of the plurality of second commands from the host to the peripheral

device.
15
2. A method according to claim 1 including placing the respective
validation code in a register associated with the host and transferring the
respective validation code to the peripheral device with each of the
plurality of second commands, which comprise read or write commands.
20

3. A method according to claim 2 wherein the register includes a

Features register.

4. A method according to claim 1 wherein the validation code includes

25 arandom number.

5. A method according to claim 4 wherein the random number may be
generated by means of a formula in the form
Xn+1=P1 Xnt+ P2 mod N n=0,1,2, ...

30 wherein Xgdenotes the seed.




25 a random nunber. 5. A nethod according to claim4 wherein the random
nunber may be generated by neans of a fornula in the form Xn+1=P1 Xn+ P2
nmod N n=0,1,2,... 30 wherein Xo denotes the seed. 24 APRIL 2006 13 6. A

met hod according to claim 1l wherein the tine synchroni zati @AAPRL 2008 nt ai ned
by periodically setting respective tinmemss in the host and the peripheral
device to an initial value T[err] based on the timng information. 5 7. A
met hod according to claim2 wherein the conmon data is transferred to the

peripheral devigce iR ﬁeﬁ%ﬁ%&g\g’\%gcc% d265 1 WHerei YRS LMY %&Jch%reéafu%ﬁ_tis

read/ wite operations in the 8. A nethod according to claim1
i ncl udi ng genemadintagned bylpedadicelly sdtbingadepdctivé tengyerinphertakt deditbe based

on the common data and_caonparing. . the validatjion code generated in the
peri pheral deviPCEPFRR d%‘ﬁ%e%ama&aﬁ&ﬂue% @E&&%ﬂ%wgﬁfﬁw‘mt. 9. A

met hod accogding to claim8 wherein the peripheral device 15 responds
normally to commands fromthe host during the conparison. 10. A nethod
according to cl7ai m 8 inmtherdli avgorgénpetat ¢laign £ rvewirgiad they abingiaini alataasle when

t he conpari son doeé n8t resul t i,n}aa ch of the wvalidat.ion, 6 codes. and
conparing the tepslergdy Ly i ha: periphaak d6vVis {he? BenDel VEER ofio%so det

generated in tggbﬁgﬁgaugﬂa}feaﬁegmﬁﬁ% g@l;gﬁ(ngg thOd&li@. m 8 i ncludi ng

swi tching the peripher evice to ocked nmode in which the peripheral
device fails t@8.respomdthod adcurdihgrtoctaimahdscliidong ghrerdtosg a walidatioe
. It
conpart sen 1806%0&9 En {heesgergpﬂe?aladevice based on the common data and comparing
the validation code generated in the peripheral device with the validation

code generated in the host.

9. A method according to claim 8 wherein the peripheral device

15  responds normally to commands from the host during the comparison.

10. A method according to claim 8 including generating a revised
validation code when the comparison does not result in a match of the
validation codes and comparing the revised validation code with the

20 validation code generated in the host.

11. A method according to claim 8 including switching the peripheral
device to a locked mode in which the peripheral device fails to respond to
further commands from the host, when the comparison does not result in a

25 match of the validation codes.

12. A system for protecting a peripheral device designated to a host, the

system including:




25 match of the validation codes. 12. A systemfor protecting a peripheral
devi ce designated to a host, the systemincluding: 24 APRIL 2006 14 (a)
means for maintaining tinme synchronization between the host and the

peri pheral device by passing timng information with a fir s#APRDbeaNd

bet ween the host and the peripheral dewuce; (b) means utilizing the tinme

synchroni zati on forggenerating 5 commpn _data iin the host and t

peripheral device; hd (BFaSIHEAIRINRENGSYREranizREoReren g’éﬂqi?%éti on
code 'n the hoSt —DESPhribiREACVE bY Pallink i) MBAAGLAWIN diRRCH Of 2
co ndas fferrimg t

plurality of secon and tran respective validation
code w th each of tdmmahdbatwden thé hestanddhe peaniplnats] deviay t he host to the
10 peripheral devic 13. A system according to claim 12 includi ng nmeans
for placing the re@aectmww' DG S BB RANEGHSROra e rI%Bd Wi t h

the host ang neans céxﬂﬁlohr(ﬁ?a%%léw&afnﬁ%ég@ﬁ?ﬁ&ht’&ev\@; hption code to the
plurality of

peri pheral device wth 15 each of the second commands, which

conprise read or wide meansdndgenetdtingha sgspleetineacalivlatipngode ircthei hosi3
wherein the register includes a Features register. 20 15. A system
according to clai . Bgpein et R BB SRR M SR5Bof 2P V@O
nunber. 16. A systegag diiah8s shdtdhde gi hevd QR r may be
25 generated by neans of a forr?u?% ]%In t he ﬁ‘ro Xr€+ft:EP1Xn+P2 %Q%H%@:
0,1,2,... with each of the plurality of second commands from the host to the

10 peripheral device.

13. A system according to claim 12 including means for placing the
respective validation code in a register associated with the host and means
for transferring the respective validation code to the peripheral device with
15  each of the plurality of second commands, which comprise read or write

commands.

14. A system according to claim 13 wherein the register includes a
Features register.

20
15. A system according to claim 12 wherein the validation code includes

a random number.

16. A system according to claim 15 wherein the random number may be
25  generated by means of a formula in the form
Xn+1=P1® Xn + P2 mod N n=012, ...

wherein X denotes the seed.

17. A system according to claim 12 including respective timers in the

30 host and the peripheral device and wherein the time synchronization is




wherein Xo denotes the seed. 17. A systemaccording to claim 12 including
respective tinmers in the 30 host and the peripheral device and wherein the
time synchronization is 24 APRIL 2006 15 nmaintained by periodically
setting the timers to an initial value based on the tim ng4iAPRIDRAEL | ON.

18. A system according to claim13 whergin the common data is 5
transferred to the perjpheral  deyice .in a manner which does not

substantial |y ZBneds Pﬁ??‘?‘éae%’pwg Shrs tpeTs F‘Fba’aé‘%‘flﬁle‘.’ﬁﬁg%aﬁds%t em
according to clgd ipSiong nmeans for generating a validation code in
t he peripheral device based on the common data and 10 neans for conparing
the validation code generated in the peripheral device with the validation

code generated_ in the host. 20.. A systemaccording to claim19 wherein the
er i pheral devitfe  AesHORs oI P EBRomHEReRy ik CHEUMIL AT ng t he
conpari son. 515 yghsfeftedy % emea?@ﬁpﬁérag deRice! &h M 19ahAG! YRR §&AN$of O
generating a revised validation code when the conparison does not result
in a match of subsanadliyddferioraddaess opanatiorsanshd deviconpari ng the revi sed
validation code wth the validation code generated in the host. 20 22. A
system according to claim19 including swtching the peripheral device to

a | ocked mode 0. WhACk)ldie B kAP AR GRclLairSmband RSNy 4 Ur L her

commands fromthe host’, when the conpari son does "not result in a~ match of

t he val i dati onvebde®mn asle2ih heRIdriph@d device based on the common data and
10 means for comparing the validation code generated in the peripheral

device with the validation code generated in the host.

20. A system according to claim 19 wherein the peripheral device

responds normally to commands from the host during the comparison.

15
21. A system according to claim 19 including means for generating a
revised validation code when the comparison does not result in a match of
the validation codes, and means for comparing the revised validation code
with the validation code generated in the host.

20

22. A system according to claim 19 including switching the peripheral
device to a locked mode in which the peripheral device fails to respond to
further commands from the host, when the comparison does not result in a
match of the validation codes.

25




16 SYSTEM AND METHOD FOR PROTECTI NG A PERI PHERAL DEVI CE AGAI NST HOT PLUG
ATTACKS 5 ABSTRACT OF THE DI SCLOSURE A nethod is provided for preventing a
peri pheral device such as an ATA disc drive, which is restricted to use
wi th a designated host, being hot-plugged 10 to another systanrmiftmé the
drive is unlocked. Thus, violation of privacy of data (eg. nusic/video)
stored on the drive through a hot-plug 48t ack may be avoided. This is
acconpl i shed by naintaining tinme synchroni zati on between the drive and its
desi gnat ed host so that both devices obtain the sane seed from tine
i nformati on t oSYSREVMaANDIMETHQR FOR DROTBECTHNGoA PERIRHERAL: DEVAEED/ wri t e
15 command is issued fromt RGAINST ROTRI®WG ATTACKS

5

ABSTRACT OF THE DISCLOSURE

A method is provided for preventing a peripheral device such as an ATA

disc drive, which is restricted to use with a designated host, being hot-plugged

10  to another system after the drive is unlocked. Thus, violation of privacy of data
(eg. music/video) stored on the drive through a hot-plug attack may be
avoided. This is accomplished by maintaining time synchronization between

the drive and its designated host so that both devices obtain the same seed from

time information to generate a validation number at any time that a read/ write

15 command is issued from the host.

20 FIG3






