WO 02/ 098041 PCT/ US02/ 15200 METHOD AND APPARATUS FOR DYNAM CALLY ASSI GNI NG
USAGE RI GHTS TO DI A TAL WORKS BACKGROUND [0001] This invention rel ates
gener al | ywomapsuri buti on of digital works and nore partipculEsokys20o

di gital works having dynam c usage rights. 10002] One of the nobst inportant
i ssues inpeding the widespread distrihytion of digital works or docunents
(i.e. docunents in forns readable by conputers), via electronic neans, and
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"Ri ghts Managenent” ("RM'), and "Electronic Copyright Managenent" ("ECM'),
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There are a nunber of issues to be considered .in dlglta rights
managenent : MRk RaRtqutalyi tedigitalwesks havingslynamiousagegghtspayment  and
financial clearing, rights specification, rights verification, rights
enforcenment, and docunent protection for exanple. U S. patents 5,530, 235,
5,634, 012, 190925, 46¥e DiedBe 4a®st ainpB1BR9 S80S tmpecdingcltrmesuwmtespfeam ch
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numer ous copi es wor k. The copies are then sent I stributor to
bookst or es B¢k (ﬁfh%!P"'tYrté’t gnforegitthetisteliectinl \ioperty h@h@)mfesoniem pwnemased by
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Management” (“IPM"), ‘Rights Management” (“RM”), and “Electronic
Copyright Management” ("ECM"), collectively referred to as “Digital rights
management (DRM)” herein. There are a number of issues to be considered
in digital rights management: authentication, authorization, accounting,
payment and financial clearing, rights specification, rights verification, rights
enforcement, and document protection for example. U.S. patents 5,530,235,
5,634,012, 5,715,403, 5,638,443, and 5,629,980, the disclosures of which are
incorporated herein by reference, disclose DRM concepts addressing these
issues.

[0003] In the world of printed documents, a work created by an author is
usually provided to a publisher, which formats and prints numerous copies of
the work. The copies are then sent by a distributor to bookstores or other
retail outlets, from which the copies are purchased by end users. While the
low quality of copying and the high cost of distributing printed material have
served as deterrents to unauthorized copying of most printed documents, it is
far too easy to copy, modify, and redistribute unprotected digital works.
Accordingly, some method of protecting digital works is necessary to make it
more difficult to copy them without authorization.



nore difficult to copy them w thout authorization. W 02/ 098041

PCT/ US02/ 15200 -2 [0004] Unfortunately, it has been w dely recogni zed t hat
it is di fwoaalobsosp prevent, or even deter people from nakPcmgsemaizohori zed
di stributions of electronic works within current general -purpose conputing
and communi cations systens such as pe#2sonal conputers, workstations, and
ot her devi ces connected over communi cations networks, such as |ocal area

networ ks (lobdal], iUbfortaattely, amdwatshaeémtvﬂdélgztrech@n‘zeatth@trm& diffiquioo de
har dwar e- based sol utions to prevent unaut hor i zed copy have proven to be
unsuccessf DfeveThe Opryan detari BRORIE HPEh Mrltkg "l?r%’g Gisiriputions  of

conmuni cat %{&ﬁohfé‘:h'\ﬁ&%' e%WlAl CGRER g{/en@ {ﬁUﬂ@éS’é ©oce Jﬁ@h@q es such as

distribute arge docunents el ectronicall

full 1 engt bormpiurdcatiqrsc systems &udhtdm)emddalrmmpetemywmlnmmmsg dederrents
to unauthorized distribution of digital works. Accordin

ly, . DRM
t echnol ogi 8¥esdeviRESRPMIEed BVEh WW'?@'O“FUWB’PFWUS%S%/% 953l 2R erres
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secure con a| ners th st ed systens.” A "secure r sinply an
encrypt ed da:dwmfet-basm‘dfMBtlmmpreaeMemnutummuEmpwmmhemew@vm;qobed unti |

a set of authorization cqonditio ar.e net e ht terns,are
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are verifiggy W?Micét%@t%Hﬁ&B e@r\w'rsﬁaer it Bfen mﬁar&%eh@ntﬁiemtéo the

user in clear form Commerclal products such as |IBMs CRYPTOLOPES and
| nt er Tr ust la3g©IdGCBOESS fewctronmadjytmclgdmt\egm files sTchaas full lengtremotion

cont ai ner approach VI des,a solution to_prot ect t uri ng
G ooy oDRRRRS Bl s i FeR s, R o tenRb i Shldtthrire CREURRyed
prevent | e@ls‘tmmkﬁl @'ﬁ@l@ﬁarf W@mSObA@CdSrUﬁ@I)ﬁ IBRM @hnd@g@’@aate dBgomirtea USI ng
and redi st r| buti ngy In violation of content owners' intell ectual

ypt

property. ographi ¢ mechani snms are typically used to encrypt (or

[0005] Two basic DRM schemes have been employed to attempt to solve
the document protection problem: secure containers and trusted systems. A
“secure container” (or simply an encrypted document) offers a way to keep
document contents encrypted until a set of authorization conditions are met
and some copyright terms are honored (e.g., payment for use). After the
various conditions and terms are verified with the document provider, the
document is released to the user in clear form. Commercial products such as
IBM’'s CRYPTOLOPES and InterTrust's DIGIBOXES fall into this category.
Clearly, the secure container approach provides a solution to protecting the
document during delivery over insecure channels, but does not provide any
mechanism to prevent legitimate users from obtaining the clear document and
then using and redistributing it in violation of content owners' intellectual

property.

[0006] Cryptographic mechanisms are typically used to encrypt (or
“encipher”) documents that are then distributed and stored publicly, and
ultimately privately deciphered by authorized users. This provides a basic

form of protection during document delivery from a document distributor to an



"enci pher") docunments that are then distributed and stored publicly, and
ultimately privately deci phered by authorized users. This provides a basic
form of pwoteembsoen during docunent delivery froma documemCTdiss2/nizout or to
an WD 02/ 098041 PCT/ US02/ 15200 -3 intended user over a public network, as
wel | as during docunent storage on anjiinsecure nmedium [0007] In the
"trusted systeni approach, the entire systemis responsible for preventing

unaut hori zad, e a8sk ety FQHI‘id R8Tk | BE WICANTBDEing BbicLfHeM storabeustt ed

systemusual Ty entalls 1 ntroduci ng new hardware such as a securé
processor, ais #secara madilge. and secure rendering devices. This also requires
that all software applications that run on trusted systens be certified to
be trusted. Wiile building tanper-proof trusted systens is a real

chal | enge [0007§xi dhithg “trestedodystere’s appurachntherenkiss systendis aspyesible hat
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In this se Skl
wor kst at i oﬁéagguﬁ)gped popul ar operating systenms (e.g., WndowsTM ,

Li nuxTM aprboebof), secdre storaye ang seppta cendesing dexi¢esas Thisoalserrequires not
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U. S. patent 5,634,012, the disclosure of which is incorporated erein by
ref er ence, existing technciogigs tawmendmarkat trends syogest that epem@ndomtessted; gi t al

or edot or m REqo S 48 B B BT brbRAR0 Wi B RLPRE I HERY ) (e

reposi torigfl bertheadéminagt eystensnpsed i tghacceassdigitalt workal. t n ahisdsensegnt .
Usage rights are encapsulated with the docupent content or otherw se
associ at edevisting (geERISGRBAYIrQENeRtsy Bchyiash PUse 208 AR tationseeaWRREE ri ght s

can perm t, MArb MWFaf YPERIRG SiifermdGR &S WikiBWs™, RHuk™ USRdATREX) and
rendering applications such as browsers are not trusted systems and cannot
be made trusted without significantly altering their architectures. Of course,
alteration of the architecture defeats a primary purpose of the Web, i.e.

flexibility and compatibility.

[0008] U.S. patent 5,634,012, the disclosure of which is incorporated
herein by reference, discloses a system for controlling the distribution of
digital documents. Each rendering device has a repository associated
therewith. A predetermined set of usage transaction steps define a protocol
used by the repositories for carrying out usage rights associated with a
document. Usage rights are encapsulated with the document content or
otherwise associated with the document to travel with the document. The
usage rights can permit various types of use such as, viewing only, use once,
distribution, and the like. Rights can be granted based on payment or other
conditions and are generally set prior to distribution to the user. For example
the rights may grant the user certain privileges, such as the ability to view and

print the content, in exchange for a specific fee. However, there are dynamic



di stribution, and the like. R ghts can be granted based on paynent or other
conditions and are generally set prior to distribution to the user. For
exanpl e wbhe2npght s may grant the user certain privil egespcauso/aRoe he
ability to view and print the content, in exchange for a specific fee.
However, there are dynam c WO 02/09804} PCT/ US02/15200 -4 conditions that
affect the cost or desirability of distributing a docunent. Conventi onal

DRM t echni ques,.do a for,s ) i,C eopdit : OF THE
PRVENTI O Celameg e e 2Rt The st o BePHARR T of PRHEUINT i M cal 1y
assi gni ng Ccuaagstidnal MRMiteckHigidsado aonaeitunt rsuckidygastiordonditivhe. di gi t al
content on conputer readabl e nedia, associating usage rights with the

digital content, determ ning the st of or, nore dynam c conditions,
and adjusting the usage ri%ﬁMMN?ﬁYﬁ%ﬁﬁe%\?ﬁﬁ@Nmnner based on the
status of the dynam c conditions. [0010] A second aspect of the invention
i s conput e[00083dalh Erstegpact afahe inyentien isie meshad b Ayagmigally ASSi@niRgi gni ng

usage rights to .digi - i udi i uet i termning the
sratus of Eneogrehi Yyl oBRhy shBPr B el He Fblarkghe g 267 et g
the usage gb@buterirdadalfleanediar @és&dating!éfagé rige dithnthé ligitdl @bptendf dynami c
condi tions. BRI EF DESCRI PTI ON OF THE W NG [ 0011] The inyention is

descri bed tdetesmining the stedys elorgBodone AYnamie ¢anditions; 2pdaivstng thg i n
described gHna i Al : Ret t
distri bLti éﬁéggbgngrwItﬁ%’t%dggér%ﬁ.{ﬁédu@g@h\l?\np?%gﬁgﬂg?éé%teﬂggg{eﬁr%&cy | rre%te n [0013]

Fig. 2 is somditieks.di agram of a conputer architecture in accordance wth
the preferred enbodinent; [0014] Fig. 3 is a |lookup table illustrating the
|l ogic of the rights nodule of the preferred enbodi nent; and [0015] Fig. 4
i's a bl ock[eb1agr anA sbtorsd aeped of ianinventien lsesarhplited readablamedia

having instructions for dynamically assigning usage rights to digital content
including instructions for determining the status of one or more dynamic
conditions and instructions for adjusting the usage rights in a predetermined

manner based on the status of dynamic conditions.

BRIEF DESCRIPTION OF THE DRAWING

[0011] The invention is described through a preferred embodiment and the

attached drawing in which:

[0012] Fig. 1 is a schematic illustration of a digital content distribution
system that can be used with the preferred embodiment;

[0'013] Fig. 2 is a block diagram of a computer architecture in accordance

with the preferred embodiment;

[0014] Fig. 3 is a lookup table illustrating the logic of the rights module of
the preferred embodiment; and

[0015] Fig. 4 is a block diagram illustrating how image resolution is varied

in the preferred embodiment.



in the preferred enbodi nent. WO 02/ 098041 PCT/ US02/15200 -5 DETAILED
DESCRI PTION [0016] Fig. 1 is a block diagramof a systemfor the electronic
di st ri butworn2/edo4di gi tal works in accordance with a prefemcadSezinedé ment .
Such works may include correspondence, books, nagazines, journals,
newspapers, other papers, software,, _gudio and video clips, other files or
objects, and the |like. The phrase "digital work"” as used herein refers to

any type of elenment having BYANED DES?F?WTQON eadable form "Content" as
used herein refers to the viqgwabp'e or otherw se usable portion of a

digital wo ut | o At to a
i St v but o188y 8361 & PG BRorda i Sk PE b Ao RRREROL o1 o, %o
t he cont engf. digialaverks it becsreante ‘witht d prefeasd esebdireat.n Sueh vberksimaygr eat or
owner, editor, or other entity controlli,ngat he coptent or an agent (e.qg.

publ i sher)ingludgn&ogesp Cent PRFhss . MaBRgHTSy YN ONRWFPEPLTS: | BYIEE
document s digde! bhwitd, Mo 1AKOVMES LIBEOLIY filé bk Yotfiéctd] 8halihE! ke, 120 and
aut’hor’ an I Stri may be't y.

t hus the ut or he sane entl However, the
di vi si on oThé phecaseotdigite wdrk’ as usad Fiegein Tefess hwraydfpé of elgmentasaving al | ows

aut hor 110 to concent t ent eat | d t. th 1 Ni ti
Functi ons eAManel FOMBRIST. ‘RgRER, B, coERneRh, S8 hsticneBh. e fadhe ' Ve

econoni es QEuseA Br RYhdtidE LEAPIR Forsibhi dTUl Wigifd vdR. 2ABRMIrat 1) Wrédted
nunber of authors 110. Distributor 120 distributes digital works to user

130 upon orgjoaektcontantal1 ) pandl pagsest itotn @ diistributant 168 fayddistribwionaork i s
distributed .as.a docune containing th agntent and, as | at,ed ge
rights in 8&‘”8?9 teadﬁtf'%rr Bntlodssi qt?ﬂ?%f)r_ Oﬁ'gn(c,??&?_lng th@v‘fﬁg’%bsmﬁ ttﬁﬁﬁ random
key and thgmhencdy Risedt MerelrREANbE abie Virbhtor, BWHer C eldRYr, COI bERROBRtitpg t O
user 130. Thus the encrypted work is custom zed solely for the particul ar

user 130. cemteglingthe sonteahonBneagant 48 Q. ehriblisperivel enk & these,RBIESS/pt t he
0o SE gD 11 g UISEoRe NS RS, GRRLET BN S
party as distributor 120 and thus the author and distributor may be the same
entity. However, the division of functions set forth in Fig. 1 is more efficient,
as it allows author 110 to concentrate on content creation and not the
administrative functions of distribution. = Moreover, such a breakdown
facilitates economies of scale by permitting distributor 120 to associate with a
number of authors 110. Distributor 120 distributes digital works to user 130
upon request. In a typical electronic distribution model, the work is distributed
as a document containing the content and associated usage rights in
encrypted form. Distributor 120 encrypts the works with a random key and
then encrypts the random key with a public key corresponding to user 130.
Thus the encrypted work is customized solely for the particular user 130.
Userl130 is then able to use their private key to unencrypt the random key

and use it to unencrypt and view the content at the work.

[0017] Payment for the work is passed from user 130 to distributor 120 by
way of clearinghouse 150 which collects requests from user 130 and from
other users who wish to sue a particular content. Clearinghouse 150 also
collects payment information, such as debit transactions, credit card
transactions, or other known electronic payment schemes, and forwards the



way of cl earinghouse 150 which collects requests fromuser 130 and from
ot her users who wish to sue a particular content. C earinghouse 150 al so
col | ect s waynesto4i nf or mati on, such as debit transacti ons, pcramot/12e0 d
transactions, or other known el ectronic paynent schenes, and forwards the
WO 02/ 098041 PCT/ USO02/ 15200 -6 collectted paynents as a paynent batch to
di stributor 120. O course, clearinghouse 150 may retain a share of the

payment ascéllégéd baymshes #apeynitdt tched\distaButoP120! ihLEsirsd20 may retain
a portion of the batcgs(gaymant from cl eari nghouse 150 for distribution

servi ces afil@aripghause G aRYERtaip Bothare vhis dayoieit esasiee for the abever10.

Di stri but i . . of
o nol e vor RofEr et S PRy 120 MA, Bitgn bR ot batibghEt P, ©
i nstance ofrotrhelearingtyqised 5gofiok distibltprosereices eddfforwardne payyeht (for by al | of

t he requesting users 130. [0018] FEach tinme user 130 requests (or uses)
content of €52 lexfoyé‘ﬁ'es)i@c%\ﬁhf’fké& Heetor d2Q4nay cempilaia PURGle&F 140 whi ch

ensures thBétcﬁ%Qse??%f‘e%ﬁﬁgﬁﬁ%le #(r%tf&%?tﬁsmbhﬂngtﬁgmnh§ to-user

130 by distributor g Information I's received by audit server
140 di r ect bycabepansingilg instdnoecnf the @ncArpted nookhsas bergaresatedefor r ansni tted vi a

a report to _cleainghoyse, 150, whj.ch can n adj ust the paynent batches
made to dPQ?’F?r%B{' BX Ogylﬁ)ﬁﬂuﬁét'?g uf’ﬁfss{ﬂgcounti ng schene is operative

to reduce the possibility of fraud in electronic distribution and to
handl e any _t i Ite- ndent usage rights that may result in charges that
vary, depemﬂ@ o?’fgﬁbt'%#&?fo‘l‘?%ﬂg%ﬁgﬁ &’;Et B?F%/S_)OPO'DJ%@} 9foa19pTii gn 2
i Il ustrat e%cé’omﬁﬁi{ﬁguﬁ%ssé‘q&hé &Gk YbCal Gt sy ﬁé’?"mcﬁ' dubs tHAY lé%alﬁr om

di stributor 120 user 130 in accordance wt he preferred " enbodi nent.
The ar chi t eaguesé bytusier 180 raatcbamwithcatdocomendsent tq userch3@by disteibutarer net |

computer, 820ar SEHHMESHTATSEE & IEN0Ry. 2y sebarcH i dlieoty Rinosk. or
the like, HtruidrMZoit € AWy NineORRISeRCicEe 8" triASnABSPClRL & MR to
clearinghouse 150, which can then adjust the payment batches made to
distributor 120 accordingly. This accounting scheme is operative to reduce
the possibility of fraud in electronic distribution and to handle any time-
dependent usage rights that may result in charges that vary, depending on the
duration or other extent of use.

[0019] Fig. 2 illustrates a computer architecture for downloading digital
works from distributor 120 to user 130 in accordance with the preferred
embodiment. The architecture utilizes a communications network, such as
the Internet, for data transfer. User 130 uses client computer 230, such as a
personal computer, a personal digital assistant (PDA), a data terminal, a
kiosk, or the like, to communicate with computer server 200 associated with
distribution 120. Client 230 is coupled to Internet backbone 60, through a
modem, phone line and Internet Service Provider (ISP) for example, in a
known manner. Client can be running an operating system having a graphical
user interface (GUI) such as Microsoft Windows 98™ or Microsoft Windows
2000™ and an application program known as a “Web browser” that permits a

graphical user interface to be used to control communications over the



distribution 120. Cient 230 is coupled to Internet backbone 60, through a
nodem phone line and Internet Service Provider (1SP) for exanple, in a
known marwero2/o@osent can be running an operating system haernggsoaigo@aphi cal
user interface (GQJ ) such as Mcrosoft Wndows 98TM or M crosoft W ndows
2000TH and an application program knowy-as a "Wb browser" that permts a
graphi cal user interface to be used to control comuni cati ons over the WD

02/ 098041 Bg/n\a’?qggﬁ%gFa‘lggéﬁ?fhnﬁ‘%rn@?ér meh(w bRYta Bianpdra" pdget ocol

(HTTP) and a stan escription | anguage Known as perte Mar kup
Language (d#8sdriptiomhianguagé daowonas fHypertexhdarkepvisarguagien(H HNICP i Bhéknown as

the "Wrld Wde Wh" , or the "Wb". erver 0 . iated,wth
di stribut O?Moﬁﬁg 'E@ﬁn%tes%{v%rér%?%li I liolﬁ)g?%‘?’? a3 9&r ﬁ?r?dsg\ﬂﬁPﬁ% nput er,
a col | ectigmnefvgepmuters, a conputer network, or the like.. Server 200

has storage devices 202 (such as magnetic hard discs) for storing
I nformation including central program 710 and digital works 203. Central

processi ng[darziol ( EdherBd0 IChssRMte@Mith @stribfitdd 28 8hd chAftRy &pethd) n
accordance wth control program 210, and random access nenory (RAM 206

used as a sempefEica $eveCRUNIOConpaterra 2oledtioncolipbmputars, a mampueter
backbone 60 t hrpugh, hi gh speed ni cations, |ink ., O course,,.server
200 can beneERed 15 Tt oPROE EADRIEn SCER0R REUIEER 2 Saeh e RGORRIS SP i n a
manner si nhhgy drsaés)ttdresibriaéqnfoghaﬁéh aludihg eriien ggégranﬁ G Landoemita?!

program 210 is stored in onhe of storage devices 202 and includes dynamc
condi t i onswottuR8321Lentiat tpreeessing angl (GRV) Bp4oforagentraliing dhediow s,

i ohts 1 or AR i SekPReHCERY betd SRSkl 2o MR PaRE T e B8R by
dynami ¢ COp@indrgTRAMIZOE ugdd as @wofkephcd YoraBPY 20N ddriven20@is beuplee tine
of day. For exanple, a user_can access a popular web site to obtain

content dutd Hyemqt-lp@ehboasu%,thfqvgﬂ\ehm spee@ PasmmEnicalipns dinkab2a Hduced
fee. To epGaEagenerBb6Uandie toIHE 1O MilHidi HhcRbonEBBKNRAIGH A RSHLHDT ©

uni form _
and an ISP in a manner similar to client 230, or in any other manner.

[0021] Control program 210 is étored in one of storage devices 202 and
includes dynamic conditions module 212 which tracks a plurality of dynamic
conditions. Control program 210 also includes rights module 214 which sets
usage rights for content in accordance with the dynamic conditions monitored
by dynamic conditions module 212. One such dynamic condition can be the
time of day. For example, a user can access a popular web site to obtain
content during off-peak hours, in terms of web site traffic, at a reduced fee.
To encourage content distribution during off-peak hours (and more uniform
distribution of traffic to server 200), distributor 120 can charge lower fees for
the same content during off-peak hours by monitoring time with dynamic

" conditions module 212 (which can reference the real time clock of server 200)
and setting usage rights in a dynamic manner with rights module 214 based
on the conditions, i.e. the time. The usage rights can be assigned in any
known manner, such as through techniques disclosed in the patents cited

above and incorporated by reference.



distribution of traffic to server 200), distributor 120 can charge | ower
fees for the same content during off-peak hours by nonitoring tine with
dynam ¢ wordiopsoens nodul e 212 (which can reference the realr/tsomes2oé ock of
server 200) and setting usage rights in a dynamc nmanner with rights
modul e 214 based on the conditions, ige. the time. The usage rights can be
assigned in any known manner, such as through techniques disclosed in the
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are listed in the |eft colum and corresponding usage rights 218 are
listed i n COHEMP AGACOLtRSRRNdINGS USage @Qﬁﬁéﬂ ,arﬁé@?ﬁ%‘”ttﬂﬁt”%‘gﬁali“m'bnA§aI ue A

cor respongds, &,0,331&) hgs&ﬁmﬂeg aohemogruaﬁ@éiA%o@%%Bo%i&ganﬁbas(]ﬁ@wm@ e,

condition value B corresponds to 5pm to 11 pmin the United States Pacific
St andar d Tinited Slatesbastern Standardd irge, candiizpeaide B cortaéspandsdodpmi n t he

Uni ted Stat East S d Tine. t hi t he.,. di
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C, price X can be higher than price Y, which is. higher than price Z
cour se, i fthix cage, tedcarespendingr usagsdighys @il 8 canrhesfeesitr diseaunts eff of
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[ 0023] The fee schedul e, or other _usage rights can be dynam call adj ust ed
based on thighejithaaPrige 4 naf eritrger ik X ,@Bﬁefﬁ'le orPreasethas disceupts, 88 ar, by

obt ai ni ng ; ' - I F%r, t : : se, in.
such a cas'%\?érrglggﬁlta geﬁ%\gﬂlcgﬁ% 4 n%g%hg\r/%riaﬁﬁtf)ﬂrgyé g(t)rrp ‘gg{;\)lﬁg)c&qgu&q&a%l e or
ot her | ogitlsan KatUsagebrigits 21Becarabé assigned do bne s niareasfaiigitaliworkeo208spondi ng

usage rights 218 for content.. Al sq, nam ¢ condi tions nodul e 212 can
i ncl ude kmpgﬁ?g'ﬁ&a@'sﬂ&ﬂﬁt?r@ﬁ" aﬁmq‘)t{%'PFnBr YAWMENNERd such as WEB

[0023] The fee schedule, or other usage rights can be dynamically
adjusted based on the status of the network in general or server in particular,
by obtaining various known load parameters from the network. Of course, in
such a case, rights module 214 may have a more complex lookup table or
other logic that combines the various conditions to ascertain corresponding
usage rights 218 for content. Also, dynamic conditions module 212 can
include known software tools for monitoring servers load such as WEB
PERFORMANCE TRAINER™ a commercially available software package for

monitoring server load.

[0024] The concept of dynamic usage rights can apply to fees or any other
rights. In other words, any usage rights that can be specified for a digital work
can be changed based on dynamic conditions. For example, the ability to
print or distribute the content, the number of times the content can be used,
the resolution of an image in the content, and the like can all be set and
changed based on dynamic conditions. The list of usage rights can include all

LTM

rights that can be specified by the known XrML ™ usage rights language or



PERFORMANCE TRAI NERTM a commrercially avail abl e software package for

noni toring server |oad. [0024] The concept of dynam c usage rights can
apply to Wweesomosany other rights. In other words, any usagase?/ghve t hat
can be specified for a digital work can be changed based on dynam c
conditions. For exanple, the ability t@- print or distribute the content,
the nunber of times the content can be used, the resolution of an inage in

t he cont enbther@farnheark ifdredigigdl righhts h@négén@ﬁd Tﬁéﬁfgﬁ@@f ngﬁtsdynam c
conditions. The lList of usage rights can include ts that can be

speci fi ed BPdule2khsan brrivaserd anselgwes fgmglaSa@m@ambamsw/mgﬁhqr _
PCT/ US02/ 1§§Q&hm?ﬁ§meg%%qmcﬁ &o& n%'n%ts%eﬁ]'eght s managenent. The | ogic

of usage ri can b28&d 6R curves, formulas, tables,
dat abases or any other al gorithmusing predetern1ned or dynan1c schenes.

can be & o933 i i EARe G bab Ry RERTaT 9 BE eI Buttha g on
the networ kag bBd Wsayesright thar isvatied elycantidaliys Fotrexampé, ddpendigg bers to the
web site or corresponding downl oads at that nonent), to encourage nore

uni f or m di thern@wprlsﬁom't'%%a@rwtsmaeh a§|num%%rr%f thgvigitorpta B¢ 120 can
h f 0. Thi
charge a %%p%ﬁtg%r&?%ggﬁdxﬂ ichi :%c?:l@éét b H@P@%ntz% e‘?\coﬁ?drg‘é%o?@ 'S

permts dis ut or ervers 1 mthe server farm
t hat constuniferhredistréoution of @@ntend thrbughoetdalcleours edistribugorct2Q san chakse

Furt her, uallt or ot her chara rlstlc of cq can be adjusted
as usage r?}ﬁ@%r RS Bta@ﬁ H@rﬁ@e%Sﬁtﬂqu&ﬁ’?oﬁ@W%@&%'s BeMISKk  hours,
user 130 maffthdr P20 @PlcRuce tROWDRRA of bR fivtleddroer fafffdRap!  content,

or may be charged a premiumfor a high resolution inage. In such a case,

it is desicanstiutes seaker APnamththuswedledbpeiatinglansts.ity of resol uti ons.
However, storing nmultiple resolution inmges (at each desired resol ution)

for each piece of content can be very cunbersone and can take up a | arge
anount of [[0&6]y iRurthemothe qlelitycesothel chamcteristics 0é sontene candmpl | cant

adjusted as usage rights based on dynamic conditions. For example, at peak
hours, user 130 may only be able to download a low resolution image of
content, or may be charged a premium for a high resolution image. In such a
case, it is desirable to make content available in plurality of resolutions.
However, storing multiple resolution images (at each desired resolution) for
each piece of content can be very cumbersome and can take up a large
amount of memory in memory devices 202 and other resources. Applicant
has discovered that application of known wavelet decomposition or other
subband decomposition technologies can be used to provide flexibility of

resolution while reducing resource overhead.

[0027]  The phrase “wavelet decomposition” refers to a method of signal
processing in which the signal is divided, i.e. decomposed, into components
of various frequency bandwidths. Wavelet decomposition and related
transformations are well known generally and described in Wavelets and
Subband Coding, M. Veterrli and J. Kovacevic, Prentice Hall, 1995 the
disclosure of which is incorporated herein by reference. Wavelet
decomposition has been applied to analyzing the time-frequency domain of



has di scovered that application of known wavel et deconposition or other
subband deconposition technol ogi es can be used to provide flexibility of
resol ut i owowbhiobse4r educi ng resource overhead. [0027] The plrcagsol/ vevel et
deconposition” refers to a nethod of signal processing in which the signal
Is divided, i.e. deconposed, into compgments of various frequency

bandwi dt hs. Wavel et deconposition and related transfornations are well

known geneyalibys é‘i@ﬂa%ee?ﬁffbtlﬁkgilte%l @o}fgaggéﬁ@ t@d?ﬁholq&@é?afmgg)%?gﬁte!&son\éet errli

and J. Kovacevic, "Prentice di scl™osure
i ncor por at etidigéabwarks\203sddapted for pravidingt varible rgsofutidindmages ibeen appl i ed

I [ L e f d ' f 02/ 09804 [ USP2/.15200 -10
var fous i Bretr@8ak T e B Shdunln Dofntebyods 20 108 07 ot r at os
one of di Gfé@|im§?é,ki§ d%@ﬁ@@b@@-irﬁﬁges@?@?i-dbw. EichaRlbeimggo! uti on- i mages

in accordance with the preferred enbodi ment. Content of work 203, in the
form of aBOireeRANds te avavelet ienadresuencyragewopentofbesmageacindd- i nage

correspond ' - ency , t. the, i.mmge. In the
oret orroq DistSreo efiodEhent sBbifeht AN F ERANEN irftoe ey . M mge
2072 is a 207, ikest resbiution iragge, SURinagg2020i83 18 rsdluliohdsriget sep- | mage,
sub- i mage, 2074 i; a 1{{]13 resol ution i mage and sub-image 2075 is a 1/32
resol ut i oniM3GRGRY+ Bt I 18reseiptionrigage 804 BubgmageA) 1sds U7 pesetiamd
downl oaded; p ' ] | _ | ' | e,
downl oadi ny%%?'yEgghg??%ghegggé?b%r gc\‘ﬁ{ﬁes %é)% gpé@s%glaﬂﬁngﬁwnlﬁgéqg i)(\Sfxrplli,‘ver,
super posi ngravide aiphergkty 209 possibtehresohuitionmag & o2 @xample\davedoading @imdy

resol ution imge 2 Accordingly, usage rights X, Y, and Z of Fig. 3 can
corres pondS?%"rﬂﬁge %%ahprqvﬁesd%%T%S@&W%F@Q@ggﬂ%‘{vﬂﬁrgégp%ﬁp%m%g i ons
ool ont LRhage 20D PwRRSATHNALE 205 Bro lagd B G eSBIuliBh rhbgkoend) of

content determne the quali he resultant sub-inmge can be varied

in a knownAceeidingly tusagakighis, MuabdZ off Figud-canmpereshand tg thengighteteol ut i on.
b or s UBWhfoatVarktl sBAEYe8 OF tofbiatitt fRefeqr, | U5t Fated 1 Flo. 4. all
[0028] The parameters used in sub-sampling (or filtering) of content
determine the quality of the resultant sub-image and can be varied in a known
manner to make any number of sub-images having any resolution. Further,
while the sub-images 2074-207s are all illustrated in Fig. 4, all sub-images
need not be decomposed and stored but can be decomposed “on the fly”
using known mathematical techniques in control program 210 to provide only
sub-images needed for the desired resolution download. The content owner
may grant only the right to view, print, or copy a wavelet decomposition low
resolution sub-image for trial or inspection purposes, for example. All the
sub-images can be attached to the corresponding content for usage rights
assignment or can be generated on the fly. In the preferred embodiment, all
of the components of the image are in the same package, and the resolutions
or the combination of resolutions are readily obtainable using wavelet
decomposition. The various rights and the associated content can be stored
at the same location or at different locations.



need not be deconposed and stored but can be deconposed "on the fly" wusing
known nat hemati cal techniques in control program 210 to provide only

sub- i mragesonemesedl f or t he desired resol uti on downl oad. ThecTarsbEm20®WNeEr
may grant only the right to view, print, or copy a wavel et deconposition

| ow resolution sub-image for trial orqynspection purposes, for exanple.

Al the sub i mages can be attached to t he correspondi ng content for usage

ri ghts nt d
crbod; men: OB oF¥ ERRUGE sHERELAERCY R ahBile o qisobfidn BURRiGE, o
and the regpjitaf woris. Ror dxrnslerdpymainmissr offcongrménstoranteradevicesidan pe
obt ai nabl e usi ngﬁwavel et deconposition. The various rights and the

associ at edusemht SRy QY@ﬁ”B%CQB@F'@@IS cap bepponitared ppd atsedio shangeHseogr ent

appi i ea. o B ool L Eaahers HegP vats R SR bRGEe] hr e

any nunber ot)ifesmrmmmse:rrsum anti/oe disiemitoesofthe diggtal wmldor eolytenyﬂmweof

condi ti ons_can be nonitored and, used a usage ts aSS|gned to
content inTHR yHﬁHH%FO”%Qﬁ'@%C?” Qﬁt@o'&'iﬁ{eae ’Hﬂ&ep‘r'ﬁ% 35P& estrictions
on use andégﬁarﬁlc%iw'a@.gighea o?fadEMedilajn%ﬁdnu pérwlcéa@nbﬁahlmﬁéﬁ@f The
dynani ¢ conditions’ can be nonitored, and the usage rights ‘can be

dynami cal | gigitabwgrteis torbeadiptiibutatl. constantly, periodically, or only when a
digital work is to be distributed. [0030] The distribution, accounting, and
ot her functions of the distributor and clearinghouse can be acconplished

by any par {003} arbhaldistriteitioRpaccaxding| and otierdomctiams afdhe idistributder ed on an

ebook reader 01 PDA in response t°|eﬁt{j§ of aA_gde ar y%sertl n of a
smartcard PRE&IERNNGRQHLRe SRR PeRGATRISHEC PXAWPADCBAANY I ¢ he

di gi tal %K Elé‘(iﬁé’%h!e'mcgﬁb@ rbﬁdefe‘?jtéﬁ BR@bbBK ResdaICOTPDASAUr ce. The
division o Ks disclosed herein is only an exanple. Usage rights and or

account i ngrekponsedn eyt cagad ar ingeriontofiangmadeayidiinto aveadefranghn be st or ed
e ot el e SRt 5 SEE AR EFLHED APy BHLGF AboriG ik 9 ©

returned to a specific source. The division of tasks disclosed herein is only an

example. Usage rights and or accounting data can be encapsulated with the

digital work or can be stored separately. Code for rendering, decrypting, or

otherwise permitting or limiting use of the content can be stored on any device

or can be encapsulated with the digital work. Any distribution arrangement

can be used with the invention and such arrangements can include any

combination of devices, such as personal computers, servers, PDAs, and the

like communicating with one another in any manner as is necessary to

transfer the desired information.

[0031] The invention has been described through a preferred embodiment.
However, various modifications can be made without departing from the
scope of the invention as defined by the appended claims and legal

equivalents.



or can be encapsulated with the digital work. Any distribution arrangenent
can be used with the invention and such arrangenents can include any

conbi nat iwo oeM9sdervi ces, such as personal conputers, servePsT/URDAs20@Nd t he
| i ke comruni cating with one another in any manner as is necessary to
transfer the desired information. [003t)- The invention has been descri bed
through a preferred enbodi nent. However, various nodifications can.be nade
wi t hout depmyatiigliaimedn the scope of the invention as defined by the
appended cl ains and | egal equivalents. WD 02/098041 PCT/ US02/ 15200 -12-

appen: S / > JOM .
at 1s clalmeady #n@tﬂ&f&%n@hu@é{lﬂg ts?‘]gginﬂ&qué‘é%?ﬁghf&to@@% coh@dhts to

digital content conprising:” stori git ontent~on conputer nedi a;
associ at i nepropegipgri ghts with the digital content, said usage rights
determ ning the extent to which authorized users can use the digital
content; determning the status of one or nore dynam c conditions; and

adj usti ng the ustagegithegtigital cordeptr adeompuoterededimnner based on the status of
dynam c conditions determned in said determining step. 2. A nethod as
recited in claim1, wherein said adjusting step conprises adjusting the
resol uti on of aagrowmgadageaghtovithibe dmitatnontembtsdid usagarightsl e f or use
by a user. 3. A nethod gs recited in claim2, wherein said adjusting step
conpri ses Q@?HF‘WWH@%?‘%%%@IW'FB@U 'Zﬁgdvfﬁe(B%&anus?HQeg@ﬁagﬁ{)?te& plying a
subband deconposition algorithmto the content to create at | east one sub-
i mge, and conbi ni ng, sub-i es created in said ap ng step into the

) I ma | yi.
processed i magedetgr m%tf}%ﬁg% ofene Fdnpre QY%WOL‘PQ%@%% aEEi d determ ning

step conprises determning the tine of day.

adjusting the usage rights in a predetermined manner based on the
status of dynamic conditions determined in said determining step.

2. A method as recited in claim 1, wherein said adjusting step
comprises adjusting the resolution of a processed image of the content that is

available for use by a user.

3. A method as recited in claim 2, wherein said adjusting step
comprises determining a resolution for download of the content, applying a
subband decomposition algorithm to the content to create at least one sub-
image, and combining sub-images created in said applying step into the

processed image.

4. A method as recited in claim 1 wherein said determining step

comprises determining the time of day.

5. A method as recited in claim 1 wherein said determining step
comprises determining the load on a computer system used to distribute the

digital content.

6. A method as recited in claim 1 wherein said adjusting step

comprises adjusting a fee charged for the digital content.



5. Anethod as recited in claim1l wherein said determning step conprises
determ ning the | oad on a conputer systemused to distribute the digital
content. WO oogssthod as recited in claiml wherein said ascwatSongs2sd ep
conprises adjusting a fee charged for the digital content. WO 02/098041
PCT/ US02/ 15200 -13 7. A nethod as recf3d-ed in claim1l wherein said

adj usting step conprises adjusting a distribution right for the digital

content. 8. A MPLAGKiRL BERULIAA daifi SiiRhe e ghisAg isfys T esol ut i ons

conprising: storing a digit I mage on a storage ice; determning a

r esol ut i oncdraprisksradjostihgé dnshr:ebmiicgi tight fonthgedigitgdmopterd. a subband
deconposition algorithmto the inage to create at |east one sub-imge; and
conbi ni ng sub-images created in said applying step into a processed imge.
9. A method as 8.edi methddofgraviding avdigitel imags i \epjougiregolstieps conpri ses
appl ying a wavel et deconposition algorithmto the inage. 10. Conputer
readabl e n®NBN$AYi ng instructions for dynamically assigning usage rights
to digital content, said usage rights determ ning the extent to which

aut hori zed users can use the digital content, said nmedia conprising;

i nstructions fo¥HOHBY &rdigital IageOnsa staiade feyise: or nore dynamic conditions;
and instructions for adjusting the usage ri ghts in a predeterm ned nmanner
based on the status of dynam c _conditions. nput er readabl e nedia as
recited in clai 9eteOMinipea sesplytiprforideyniord PBW@ Q‘Bkta'dﬂ]aéﬂ@tl ng conprise
instructions for adjusting the resol uti on of a processed i mage of the

content that is available for use by a
applying a subband decomposmon algonthm to the image to create at

least one sub-image; and

combining sub-images created in said applying step into a processed

image.

9. A method as recited in claim 8 wherein said applying step

comprises applying a wavelet decomposition algorithm to the image.

10. Computer readable media having instructions for dynamically
assigning usage rights to digital content, said usage rights determining the
extent to which authorized users can use the digital content, said media

comprising;

instructions for determining the status of one or more dynamic

conditions; and

instructions for adjusting the usage rights in a predetermined manner

based on the status of dynamic conditions.

11. Computer readable media as recited in claim 10, wherein said
instructions for adjusting comprise instructions for adjusting the resolution of a
processed image of the content that is available for use by a user.



WO 02/ 098041 PCT/ US02/ 15200 -14 12. Conputer readable nedia as recited in
claim1l, wherein said instructions for adjusting conprise instructions
for det erwomimggoal r esol uti on for downl oad of the content pCrnsbz/as20e ons for
appl yi ng a subband deconposition algorithmto the content to create at

| east one sub-inmage, and instructions_-{f4 conbining sub-imges into the
processed i mage. 13. Conputer readable nedia as recited in claim10 wherein

said instructiqps é&ﬁ%g@?ééadw RRITBE HP ke’*d’ﬁebriﬁfcféﬁﬁﬂpf\)ﬂwér@fné%%erm ni ng
the tine of day. nputer rea media as recited in claim10

wher ei n saindtructisns fortadjustinaonuwrtserinétnictigns domp detar mimisg raukesotrtionffor

determnln th stemused tq distribute the digital
content. Eﬁéﬁ’ﬁaﬂPeﬁeﬁl | lgg%@ogsigr ?%FEJY‘{‘Q&‘ ?@Pt{q |qﬁ tll A n said
instructi OQ@ofrlﬂ{mQQJth@bbﬁl@nﬁmb@at' |Bg&t OHe $NAGE, 3 HStridtibrs fore
charged for ™ the digital content. 16. Conputer readabl e nmedia as recited in

cl ai m 10 whembining sub-images rnjetthe)n@w@se@dpaml ng conprise instructions for
adjusting a distribution right for the digital content.

13. Computer readable media as recited in claim 10 wherein said
instructions for determining comprise instructions for determining the time of

day.

14. Computer readable media as recited in claim 10 wherein said
instructions for determining comprise instructions for determining the load on
a computer system used to distribute the digital content.

15. Computer readable media as recited in claim 10 wherein said
instructions for adjusting comprise instructions for adjusting a fee charged for

the digital content.

16. Computer readable media as recited in claim 10 wherein said
instructions for adjusting comprise instructions for adjusting a distribution

right for the digital content.



