
1  Block Cipher Apparatus Using Auxiliary Transformation  5 Technical Field The present invention
relates to a data transformation apparatus,  data transformation methods, and storage media in which
data  transformation methods are recorded, for encryption, decryption, and data 10 diffusion in order to
protect digital information on information  communications. Background Art Fig. 25 represents an
encryption function which is used in DES  15 described in "Gendai Ango Riron (Modem Cipher
Theory)" (The Institute of  Electronics, Information and Communication Engineers, published on
November 15, 1997, page 46). As shown in Fig. 25, eight S-boxes are used. These eight S-boxes  are
mutually different tables. Each table outputs 4-bit data from 6-bit  20 input data. Fig. 26 shows
non-linear transformation function which is  described in "Specification of E2 - a 128-bit Block Cipher"
(Nippon  Telegraph and Telephone Corporation, published on June 14, 1998, page  10). 25 As shown
in Fig. 26, each S-function unit consists of eight S-boxes.  Conventional encryption devices use
multiple S-boxes. Since some 2  ciphers are equipped with mutually different tables, memory usage is
increased  as compared to ones equipped with one S-box. Since, on the other hand, other  



ciphers use only one S-box, the security of the cipher is decreased. As shown in Fig. 7, when a normal
data transformation unit (FL) 250 is  5 inserted in the encryption unit, it is required to provide an
inverse data  transformation unit (FL") 270 in a decryption unit to decrypt the ciphertexts.  Since,
generally, the normal data transformation unit (FL) 250 and the inverse  data transformation unit (FL")
270 are mutually different circuits, causes a  problem that the encryption unit and the decryption unit
cannot provide the  10 same configuration. Furthermore, in generating extension keys, complex
operations are  required in order to generate the extension keys having higher security. There  is
another problem in case of generating the extension keys that the number of  bits of key data to be
input as an initial value should be fixed. 15 Embodiments of the present invention seek to provide
systems in which  circuits for encryption and decryption are the same, and in which circuit area,
program size and memory usage which are used for non-linear transformation  computation can be
reduced, and furthermore, the extension keys can be  generated using a simpler configuration. 20
Disclosure of the Invention In accordance with a first aspect of the present invention, there is provided
a  data transformation apparatus having: a key generating unit for generating  output key data based
on input key data, and a data processing unit for 25 performing at least one of encryption of data and
decryption of data based on 2a  the output key data, the data transformation apparatus comprising a
non- linear function unit including: a key function unit for performing a logical  



operation of data to be transformed and the output key data; an S function unit  for converting data to
be transformed into other data; and a P function unit for 5 performing a logical operation among pieces
of data to be transformed, and  wherein the key function unit is placed one of before the S function unit
and the  P function unit, after the S function unit and the P function unit and between  the S function
unit and the P function unit in the non-linear function unit, and  wherein the P function unit receives
eight pieces of 4n-bit data, n being an 10 integer greater than 1, zi, z2, , zs and includes: a circuit for
calculating the  XOR of at least two of the four pieces of data zi, z2, za, z4 to obtain the 4n-bit
operation result U1; and a circuit for calculating the XOR of at least two of the  four pieces of data z5,
zG, z7, zs to obtain the 4n-bit operation result U2;  characterized in that the P function unit further
includes: a circuit for 15 calculating the XOR of Ut and U2 to obtain the 4n-bit operation result U3; a
rotational circuit for performing a rotational shift on Ui; and a circuit for  calculating the XOR of output
from the rotational circuit and U3 to obtain the  4n-bit operation result U4, and wherein the data
transformation apparatus  divides U3 and U4 into four pieces of data, respectively, and outputs the  20
resulting eight pieces of obit data z'i, z'2, , z'8. In accordance with a second aspect of the present
invention, there is  provided a data transformation method for executing a key generating process  for
generating output key data based on input key data, and a data processing  process for performing at
least one of encryption of data and decryption of data 25 based on the output key data, the data
transformation process comprising a 2b  non-linear function process including: a key function unit for
performing a  logical operation of data to be transformed and the output key data; an S  



function process for converting data to be transformed into other data; and a P  function process for
performing a logical operation among pieces of data to be 5 transformed, and wherein the key function
process is placed one of before the S  function process and the P function process, after the S function
process and  the P function process and between the S function process and the P function  process
in the non-linear function process, and wherein the P function process  receives eight pieces of 4n-bit
data, n being an integer greater than 1, zi, z2, , 10 zs and includes: a circuit for calculating the XOR of
at least two of the four  pieces of data zi, z2, z3, Z4 to obtain the 4n-bit operation result U2; and a
circuit  for calculating the XOR of at least two of the four pieces of data Z5, Z6, z7, ZS to  obtain the
4n-bit operation result U2; characterized in that the P function  process further includes: circuit for
calculating the XOR of Ul and U2 to obtain 15 the 4n-hit operation result U3; a rotational circuit for
performing a rotational  shift on Ui; and a circuit for calculating the XOR of output from the rotational
circuit and U3 to obtain the 4n-bit operation result U4, and wherein the data  transformation method
divides U3 and U4 into four pieces of data, respectively,  and outputs the resulting eight pieces of n-bit
data z'i, z'2,",z's 20 3  5 Brief Explanation of the Drawings Fig. 1 shows a data transformation unit for
encryption 100 and a  data transformation. unit for decryption 400. 10 Fig. 2 shows notations. Fig. 3
shows a configuration of an encryption unit 200 or a decryption  unit 500. 



Fig. 4 shows another configuration of the encryption unit 200 or the  decryption unit 500. 15 Fig. 5
shows a configuration of a normal data transformation unit  (FL) 251. Fig. 6 shows a configuration of
an inverse data transformation unit  (FL-1) 271. Fig. 7 shows a part of a conventional encryption unit
and a  20 conventional decryption unit. Fig. 8 shows a part of the encryption unit 200 and the
decryption unit  500. Fig. 9 shows the normal data transformation unit (FL) 251 and the  inverse data
transformation unit (FL-') 271 which are placed at point  25 symmetry. 4  Fig. 10 shows relation
between the normal data transformation unit (FL) 251 and the inverse data transformation unit (FL')
271 which are  placed at point symmetry. Fig. 11 shows a non-linear function unit F. 5 Fig. 12 shows a
configuration of an S-box first transformation unit 13  and an S-box second transformation unit 14. Fig.
13 shows a configuration of an S-box transformation unit 21.  Fig. 14 shows a configuration of a linear
transformation unit 85.  Fig. 15 shows a configuration of a linear transformation unit 87. 10 Fig. 16
shows a configuration of a key generating unit 300 or a key  generating unit 600. Fig. 17 explains
operations of a bit length transformation unit 310.  



Fig. 18 shows a configuration of a shift register A 341. Fig. 19 shows a configuration of a control table
of a shift control unit  15 345. Fig. 20 shows operations of the shift register A 341 and a shift  register B
342. Fig. 21 shows correspondence between the shift register A 341, the  shift register B 342 and
extension keys. 20 Fig. 22 shows operations of the shift registers A 341 through D 344.  Fig. 23 shows
correspondence between the shift registers A 341  through D 344 and extension keys. Fig. 24 shows a
computer which is equipped with the data  transformation unit for encryption 100 and the data
transformation unit for  25 decryption 400. 5  Fig. 25 shows a configuration of the encryption function
of DES. Fig. 26 shows a configuration of the non-linear function of 128-bit  block cipher E2. Fig. 27
shows another example of S-box transformation units. 5 Fig. 28 shows a non-linear function unit F
which is equipped with the  first through fourth S-box transformation units. Fig. 29 shows another
non-linear function unit F in which a location  of the key function unit 25 is moved. Fig. 30 shows
another non-linear function unit F in which a location  10 of the key function unit 25 is moved. Fig. 31
shows another configuration of a P function unit 30.  Fig. 32 shows another configuration of the P
function unit 30. 



Fig. 33 shows configurations and operations of Si through S4 of Fig.  31. 15 Fig. 34 shows a proof of
non-existence of an equivalent keys.  Fig. 35 shows a proof of non-existence of an equivalent keys.
Fig. 36 shows another configuration of the encryption unit 200 or the  decryption unit 500. Fig. 37
shows another configuration of the encryption unit 200 or the  20 decryption unit 500. Fig. 38 shows
another configuration of the encryption unit 200 or the  decryption unit 500. Fig. 39 shows another
configuration of the encryption unit 200 or the  decryption unit 500. 25 Fig. 40 shows another
configuration of the encryption unit 200 or the 6  decryption unit 500. Fig. 41 shows another
configuration of the encryption unit 200 or the  decryption unit 500. Fig. 42 shows a configuration in
which the units of Fig. 39 and Fig. 40  5 are combined. Fig. 43 shows a configuration of the encryption
unit 200 or the  decryption unit 500, which is shown in Fig. 3, using the non-linear  function unit F
shown in Fig. 28. Fig. 44 shows a modified configuration of Fig. 43 by using a non- 10 linear function
unit Fin which the the key function unit 25 of the non-linear  function unit F is removed. Fig. 45 shows a
modified configuration of Fig. 44 by merging the  



whitening extension keys with the extension keys. Fig. 46 shows a modified configuration in which the
key function  15 unit 25 is removed from the non-linear function unit F and in which an  extension key k
is supplied to an XOR circuit 298, when the non-linear  function unit F is configured as shown in Fig.
29. Fig. 47 shows a modified configuration in which the key function unit  25 is removed from the linear
function unit F and in which a linearly  20 transformed extension key k' is supplied to the XOR circuit
298, when the  non-linear function unit F is configured as shown in Fig. 30. Best Mode for Carrying Out
the Invention  Embodiment 1. 25 Fig. 1 shows a data transformation unit for encryption 100 and a 7
data transformation unit for decryption 400 in this embodiment. The data transformation unit for
encryption 100 is, for example, an  encryption device which outputs 128-bit ciphertexts from 128-bit
input  plaintexts. The data transformation unit for decryption 400 is a decryption 5 device which outputs
128-bit plaintexts from 128-bit input ciphertexts. The  data transformation unit for encryption 100
consists of an encryption unit  200 and a key generating unit 300. The encryption unit 200 is a data
processing unit for encrypting plaintexts. The key generating unit 300  generates multiple (n) 64-bit or
128-bit extension keys using constants V; 10 from 128-bit, 192-bit or 256-bit input key data, and supply
them to the  encryption unit 200. The data transformation unit for decryption 400  consists of a
decryption unit 500 and a key generating unit 600. The  decryption unit 500 is a data processing unit
for decrypting ciphertexts.  



The key generating unit 600 is the same as or similar to the above key 15 generating unit 300.
Furthermore, since the encryption unit 200 and the  decryption unit 500 can run the same procedure,
they can share one circuit  or one program, though the encryption unit 200 and the decryption unit 500
are illustrated separately in the figures. Similarly, the key generating units  300 and 600 can share one
circuit or one program. That is, one circuit or 20 one program can be shared by the data transformation
unit for encryption  100 and the data transformation unit for decryption 400. Fig. 2 shows meanings of
notations used for the following figures or  descriptions. In Fig. 3 and the subsequent figures, a left half
of data is called "left  25 data L" and a right half of data is called "right data R". Furthermore, the 8
data which are input to non-linear data transformation units 210, 220, 230,  and 240 are called "input
data", the internal data of the non-linear data  transformation units 210, 220, 230, and 240 are called
"intermediate data",  and data which are output from the non-linear data transformation units 5 210,
220, 230, and 240 are called "output data". Fig. 3 shows an example of the encryption unit 200 or the
decryption  unit 500. Fig. 3 shows a configuration in which 6-round non-linear data  transformation unit
210, 6-round non-linear data transformation unit 220,  10 and 6-round non-linear data transformation
unit 230 are cascade. The normal data transformation unit (FL) 251 and the inverse data
transformation unit (FL") 271 are inserted between the 6-round non-linear  data transformation unit 210
and the 6-round non-linear data  



transformation unit 220. Furthermore, the normal data transformation 15 unit (FL) 253 and the inverse
data transformation unit (FL"') 273 are  inserted between the 6-round non-linear data transformation
unit 220 and  the 6-round non-linear data transformation unit 230. Inside the 6-round  non-linear data
transformation unit 210, 6 rounds of non-linear data  transformation units are provided. For example, a
non-linear data 20 transformation unit 280 consists of a non-linear function unit F and an XOR
(exclusive OR) circuit 290. In this way, in case of Fig. 3, 18 rounds of non- linear data transformation
units are provided in total. The non-linear data transformation unit 210 is equipped with a first
non-linear data transformation unit 280 and a second non-linear data  25 transformation unit 281. For
arbitrary two pieces of input data, right input 9  data Ro and left input data Lo, the former performs the
first non-linear  transformation on the left input data Lo using a first extension key ki,  outputs an
XORed result of the output data of the first non-linear  transformation and the right input data Ro as
the first left intermediate data 5 Li, and outputs the left input data Lo as the first right intermediate data
Ri.  The latter performs the second non-linear transformation on the first left  intermediate data L, using
a second extension key k2, outputs an XORed  result of the output data of the second non-linear
transformation and the  first right intermediate data Ri as the second left intermediate data L2, and 10
outputs the first left intermediate data Li as the second right intermediate  data R2. The non-linear data
transformation unit 210, in which the first  non-linear data transformation unit 280 through the sixth
non-linear data  transformation unit 285 are cascade, outputs the final right intermediate  



data R6 and the left intermediate data L6 as the output data after  15 transformation. Fig. 4 shows a
configuration in which a normal data transformation  unit (FL) 255, an inverse data transformation unit
(FL-1) 275, and a 6- round non-linear data transformation unit 240 are added to the encryption  unit
200 shown in Fig. 3. In total, data transformation is performed by 24  20 rounds of non-linear data
transformation units. Fig. 5 shows the normal data transformation unit (FL) 251. Fig. 5 shows that the
normal data transformation unit (FL) 251  divides input data into two pieces of data, left input data 51
and right input  data 52, performs logical operations for the both pieces of the data, and 25 generates
output data from the left output data 60 and the right output data 10  61. The left input data 51 is
ANDed with an extension key 53 at an AND  circuit 54, and then, the ANDed data is left rotational
shifted (also called  "circular shifted") by 1 bit at a 1-bit left rotational shifting unit 55. The  shifted data
is XORed with the right input data 52 at an XOR circuit 56. 5 The output from the XOR circuit 56
becomes right output data 61, and is  ORed with an extension key 57 at an OR circuit 58. Then, the
ORed result  is XORed with the left input data 51 at an XOR circuit 59 to generate left  output data 60.
Fig. 6 shows the inverse data transformation unit (FL'') 271. 10 Fig. 6 shows that the inverse data
transformation unit (FL-') 271  divides input data into two pieces of data, left input data 71 and right
input  data 72, performs logical operations for the both pieces of the data, and  generates output data
from left output data 80 and right output data 81. 



The right input data 72 is ORed with an extension key 73 at an OR  15 circuit 74, and then, the ORed
data is XORed with the left input data 71 at  an XOR circuit 75. Then, the output from the XOR circuit
75 becomes left  output data 80, and is ANDed with an extension key 76 at an AND circuit 77.  After
that, the ANDed result is left rotational shifted by 1 bit at a 1-bit left  rotational shifting unit 78, and the
shifted data is XORed with the right 20 input data 72 at an XOR circuit 79. The output from the XOR
circuit 79  becomes right output data 81. The normal data transformation unit (FL) 251 shown in Fig. 5
and  the inverse data transformation unit (FL"') 271 shown in Fig. 6 perform  opposite operations each
other. Accordingly, using the same extension key, 25 the input data X of Fig. 5 can be obtained as
output data X of Fig. 6 by 11  making output data Y of Fig. 5 be input data Y of Fig. 6. The relationship
in which the input data to one unit can be obtained  as output data from the other unit by making the
output data from the one  unit be input data to the other is called a relation between normal and 5
inverse transformations. The normal data transformation unit (FL) 251  and the inverse data
transformation unit (FL-I) 271 are circuits which realize  such relation between normal and inverse
transformations. Both of the 1-bit left rotational shifting unit 55 of Fig. 5 and the 1-bit  left rotational
shifting unit 78 of Fig. 6 perform left shift, however, both can  10 execute right shift. Furthermore, the
normal data transformation unit (FL) 251 and the inverse data transformation unit (FL-1) 271 can be
one of other  configurations as long as they preserve the relation between normal and  inverse
transformations. For example, the number of shifts can be  



changed. Moreover, an AND circuit with "not" operation, an OR circuit with 15 "not" operation, and/or
an XOR circuit with "not" operation can be added.  Namely, as follows are shown definitions of the
AND circuit with "not"  operation, the OR circuit with "not" operation, and the XOR circuit with  "not"
operation, represented by "andn", "orn", and "xorn", respectively. x andn y : (not x) and y  20 x orn y :
(not x) or y x xorn y : (not x) xor y Some recent CPUs are provided with commands of "and", "or", and
"xor" including "not". These commands can be performed at the same cost  as "and", "or", and "xor".
25 Fig. 7 shows a conventional encryption unit 201 and a conventional 12  decryption unit 501. The
conventional encryption unit 201 is equipped with two normal  data transformation units FL. Thus, the
decryption unit should be  equipped with two inverse data transformation units FL' in order to perform 5
inverse operations. Therefore, since the encryption unit generally has a  different configuration from
the decryption unit, the encryption unit and the  decryption unit cannot share the same circuit. On the
other hand, as shown in Fig. 8, in the present embodiment,  the normal data transformation unit (FL)
251 and the inverse data  10 transformation unit (FL"') 271 are located side by side in the encryption
unit 200, so that the decryption unit having the same configuration can perform  decryption. For
example, the right data R is transformed by the normal  data transformation unit (FL) 251 to get left
data L', and the left data L is  



transformed by the inverse data transformation unit (FL"') 271 to get right 15 data R'. In this case, the
right data R can be obtained by inputting the left  data L' to the inverse data transformation unit (FL"')
271, and the left data L  can be obtained by inputting the right data R' to the normal data
transformation unit (FL) 251. As described above, the encryption unit 200 and the decryption unit  20
500 can be implemented by the same configuration, and the encryption unit  200 and the decryption
unit 500 can share the circuit. Fig. 9 shows a configuration in which the normal data  transformation
unit (FL) 251 and the inverse data transformation unit (FL')  271 are located at point symmetry on the
non-linear data transformation  25 unit 280. 13  In this way, when the normal data transformation unit
(FL) 251 and the inverse data transformation unit (FL-1) 271 are located at point  symmetry on the
non-linear data transformation unit 280, the encryption  and the decryption can be performed using the
same configuration. 5 Fig. 10 shows correspondence between the data transformation  unit (FL) and
the inverse data transformation unit (FL-1) placed at point  symmetry. As shown in Fig. 10, in case of
Fig. 3, the normal data  transformation unit (FL) 251 and the inverse data transformation unit (FL-1)
10 271 are placed at point symmetry on the 6-round non-linear data  transformation unit 220. In Figs.
3, 4, 8, and 9, the data transformation unit (FL) and the  inverse data transformation unit (FL-1) can be
replaced with each other.  



Besides, in Figs. 3, 4, 8, and 9, the right data R and the left data L can be  15 replaced with each
other. Fig. 36 shows a configuration in which the encryption unit 200  consists of the 6-round
non-linear data transformation unit 210, and the  6-round non-linear data transformation unit 220, and
the 6-round non- linear data transformation unit 230. 20 The 6-round non-linear data transformation
unit 210, the 6-round  non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit 230 are circuits that can be used for encryption and  decryption. Here, a
normal/inverse data transformation unit 211 consists of  25 the 6-round non-linear data transformation
unit 210, and the normal data 14  transformation unit (FL) 250, and the inverse data transformation
unit (FL- ') 271. The normal/inverse data transformation unit is a circuit that can be  used for both
encryption and decryption. Namely, the normal/inverse data  transformation unit is one normal/inverse
transformation circuit in which 5 the input data to the unit can be obtained as the output data from the
other  unit by making the output data from the unit be the input data to the other  unit. A normal/inverse
data transformation unit 221 also consists of the 6- round non-linear data transformation unit 220, and
the normal data  10 transformation unit (FL) 251, and the inverse data transformation unit (FL- ') 273.
In addition, a normal/inverse data transformation unit 231 consists  of the 6-round non-linear data
transformation unit 230, and the normal data  



transformation unit (FL) 253, and the inverse data transformation unit (FL"  15 275. The encryption unit
200 is configured by cascading these  - normal/inverse data transformation units 211, 221, and 231.
And this  encryption unit 200 can be also used as the decryption unit 500. Besides, if a set of the
6-round non-linear data transformation unit  20 210, the 6-round non-linear data transformation unit
220, the normal data  transformation unit (FL) 251, and the inverse data transformation unit (FL*  ') 271
is assumed to be a non-linear data transformation unit 1210, the non- linear data transformation unit
1210 is a circuit that can be used for  encryption and decryption. Here, a normal/inverse data
transformation 25 unit 1211 consists of the non-linear data transformation unit 1210, the 15  normal
data transformation unit (FL) 250, and the inverse data  transformation unit (FL'') 273. Further, if a set
of the 6-round non-linear data transformation unit  220, the 6-round non-linear data transformation unit
230, and the normal  5 data transformation unit (FL) 253, and the inverse data transformation unit
(FL-') 273 is assumed to be a non-linear data transformation unit 1220, a  normal/inverse data
transformation unit 1221 consists of the non-linear data  transformation unit 1220, the normal data
transformation unit (FL) 251, and  the inverse data transformation unit (FL'') 275. 10 The
normal/inverse data transformation units 1211 and 1221 can be  used for the decryption unit. Further,
if a set of the 6-round non-linear data transformation units  210 through 230 is assumed to be a
non-linear data transformation unit 2210,  



the non-linear data transformation unit 2210 is a circuit that can be used for  15 both encryption and
decryption. Here, the non-linear data transformation unit 2210, the normal data  transformation unit
(FL) 250, and the inverse data transformation unit (FL'  275 form a normal/inverse data transformation
unit 2211. The normal/inverse data transformation unit 2211 can be used for  20 the decryption unit.
As described above, the encryption unit 200 or the decryption unit  500 can be configured by
cascading multiple normal/inverse data  transformation units. Further, in the encryption unit 200 or the
decryption unit 500, the  25 normal/inverse data transformation unit can be formed hierarchically by 16
nesting the normal/inverse data transformation unit within the  normallinverse data transformation unit.
Fig. 37 shows a case in which the encryption unit 200 and the  decryption unit have the same
configuration including the 6-round non- 5 linear data transformation unit 210. In Fig. 37, the 6-round
non-linear data transformation unit 210  includes even rounds of non-linear data transformation units
280 as shown  in Figs. 3 and 4. Data A is transformed into data A' by a first input normal  data
transformation unit 256, the data A' is input to a first input port 261, 10 the data A' input from the first
input port 261 is output from a first output  port 263 as data A1'. Further, data B input from a second
input port 262 is  output from a second output port 264 as data B1. The data B1 output from  the
second output port 264 is transformed into data B1' by a second output  



inverse data transformation unit 279. 15 The data A1' output from the first output port 263 of the
encryption  unit 200 is input to the second input port 262 of the decryption unit 500 as  the data A1'.
The data B1' output from the second output inverse data  transformation unit 279 is input to the first
input normal data  transformation unit 256 as the data B,', and output as the data B,1 20 The
non-linear data transformation unit 210 inputs the data B1 and  outputs the data B. Further, the
non-linear transformation unit 210 inputs  the data A1' and outputs the data A'. The second output
inverse data  transformation unit 279 inputs the data A' and outputs the data A. In Fig. 38, the
odd-round non-linear data transformation unit 219  25 includes odd rounds of . non-linear data
transformation units 280. 17  Accordingly, the data A' input from the first input port 261 is output from
the second output port 264 as the data Ai'. Then the data Ai' is  transformed by the second output
inverse data transformation unit 279,  and output as the data Ai". Further, the data B input to the
second input 5 port 262 is output from the first output port 263 as the data Bi. The data Bi output from
the first output port 262 of the encryption  unit 200 is input to the second input port 262 of the
decryption unit 500  as the data Bi. The data Ai" output from the second output inverse data
transformation unit 279 of the encryption unit 200 is input to the 10 decryption unit 500 as the data Ai"
and input to the first input normal  data transformation unit 256. In cases of Figs. 37 and 38, the
encryption unit 200 and the  decryption unit 500 have the same configuration, performing encryption  



and decryption. 15 Fig. 39 shows a case in which the second input normal data  transformation unit
257 is provided at the second input port 262, and the  first output inverse data transformation unit 278
is provided at the first  output port 263. Fig. 40 shows a case in which the first input inverse data  20
transformation unit 276 is provided at the first input port 261, and the  second output normal data
transformation unit 259 is provided at the  second output port 264. Fig. 41 shows a case in which the
normal/inverse data  transformation units 256, 258 are provided at the left input/output ports  25 261,
263, and the inverse data transformation units 277, 279 are provided  at the right input/output ports
262, 264. 18  Fig. 42 shows a case in which Figs. 39 and 40 are combined.  Another case can be
implemented by combining Figs. 37 and 39, which is not shown in the figure. Further, Figs. 38 and 39
can be  combined. Further, the 6-round (even-round) non-linear data  5 transformation unit 210 can be
replaced with the odd-round non-linear data transformation unit 219 in Figs. 37, 39 through 42, which
are not  shown in the figures. In cases of Figs. 39 through 42, the encryption unit  and the decryption
unit can be implemented by the same configuration. 10 Embodiment 2. Fig. 11 shows a configuration
of a non-linear function unit F of the  non-linear data transformation unit 280. The non-linear function
unit F inputs F function input data 10,  



performs non-linear transformation, and outputs F function output data  15 40. The F function input
data 10 having 64 bits is divided into eight pieces of data, and processed in the unit of 8 bits. Each
8-bit data is input to  each of eight XOR circuits 12 of a key function unit 25, XORed with an  extension
key 11, and performed non-linear transformation using  substitution at an S function unit 20, Then, at a
P function unit 30, two 20 pieces of 8-bit data are XORed by sixteen XOR circuits 815, and the 64-bit
F function output data 40 is output. In the S function unit 20, four S-box  first transformation units 13
and four S-box second transformation units  14 are provided. Fig. 12 shows an implementation
example of the S-box first  25 transformation unit 13 and the S-box second transformation unit 14. 19
Inside the S-box first transformation unit 13, a transformation table T is provided. The transformation
table T previously stores values of 0  through 255 arbitrarily (at random) corresponding to values of 0
through 255.  The transformation table T inputs values of 0 through 255 and outputs the 5 value (value
of 0 through 255) corresponding to each value. For example,  when 1 is input, the transformation table
T outputs 7. The transformation  table T performs non-linear transformation determined under
consideration  of security, e.g., checking if the function is bijective or not, the maximum  differential
probability is sufficiently small or not, and so on. 10 The S-box second transformation unit 14 includes
the S-box first  transformation unit 13 and a 1-bit left rotational shifting unit 22 (in the  figure, "<<<" of
"<<<1" shows the left rotational left shift and "1" shows 1 bit).  The 1-bit left rotational shifting unit 22
performs left rotational shift by 1 bit  



to an output from the S-box first transformation unit 13. For example, 15 when 1 is input, the S-box first
transformation unit 13 outputs 7, and 1-bit  left rotational shifting unit 22 outputs 14. If the S-box first
transformation unit 13 and the S-box second  transformation unit 14 are configured as shown in Fig.
12, one can obtain an  effect, which is similar to the case in which two kinds of the transformation 20
tables T are provided, though it is not required to have two kinds of  transformation tables T. By
including only one transformation table T, the  memory usage required for storing the transformation
table T can be  decreased, and the circuit scale can be reduced. Further, as shown in Fig. 27, by
providing a 1-bit right rotational  25 shifting unit (5>>1" of the S-box third transformation unit 15 in Fig.
27) as 20  well as, or, instead of the 1-bit left rotational shifting unit 22, a similar effect  can be obtained
to a case in which a different transformation table T is  further provided. In another way, it is also
possible to transform input data  y using the transformation table T after shifting the input data y by the
1-bit 5 left rotational shifting unit ("<<<1" of the S-box fourth transformation unit  16 in Fig. 27) provided
for the input data y. Fig. 27 shows cases of s(y),  s(y)<<<1, s(y)>>>1, s(y"<l), but cases of s(y>>>1),
s(Y<<<l)<<<l,  s(y"<I)>>>l, s(y>>>1)<<<1, s(y>>>1)>>>1 are also applicable. By making  the shifted
amount 1 bit, it sometimes becomes possible to perform faster 10 than cases of shifting by 3 bits or 5
bits in case that CPUs, etc. have only 1- bit shift command. Further, when this shifting process is
performed by  hardware which performs only 1-bit shifting, it sometimes becomes possible  to perform
faster. Further, the shifting is not limited to performed by 1 bit,  



but an arbitrary number of bits such as 2 bits, 3 bits can be used. By 15 shifting by an arbitrary number
of bits, it sometimes becomes possible to  obtain a similar effect to providing different kinds of tables.
Fig. 28 shows an S function unit 20 using the four S-box first through  fourth transformation units 13,
14, 15, 16 shown in Fig. 27. Another configuration of the P function unit 30 is shown in Fig. 31.  20
From 8-bit input data y" y2, y3, y4, 32-bit data Z" Z2, Z3, Z4 are  obtained by referring to Si, S2, S3,
S4, respectively, and they are XORed at a  circuit 913. From 8-bit input data y5, y6, y7, y8, 32-bit data
Z5, Z6, Z,, Z8 are  obtained by referring to S2, S3, S4, Si, respectively, and they are XORed at a
circuit 916. This XORed result U, and the former XORed result U, are 25 XORed at a circuit 917 to
output z1', z2', z3', z4'. Then, the XORed result U, 21  from the circuit 913 is shifted to the left by 1
byte (in (in Fig. 31, "<<<1"  represents 1-byte rotational shift, not 1-bit rotational shift) at a circuit 918.
The shifted result is XORed with the output from the circuit 917 to output  Z5', Z6', Z7', ZS'. 5 As
shown in (a) through (d) of Fig. 33, Si is configured using the S- box first transformation unit 13, S2 is
configured using the S-box second  transformation unit 14, S3 is configured using the S-box third
transformation unit 15, S4 is configured using the S-box fourth  transformation unit 16. The 8-bit output
data from each transformation 10 unit is copied four times to make 32-bit data, and further, 32-bit data
is  masked to output only three pieces of the data (24-bit). The 1-byte rotational shift of the circuit 918
is a cyclic shifting by a  unit of bit length (8 bits = 1 byte) which is processed by the S-box. 



Fig. 32 shows the P function unit whose configuration is equivalent  15 to Fig. 31, but implementation
is different. From 8-bit input data yi, y2, ys, y4, 32-bit data Z1, Z2, Zs, Z4 are  obtained by referring to
35, S6, S7, S8, and they are XORed at a circuit  933 to output an operation result A. From 8-bit input
data ye, ye, y7, ys,  32-bit data Z;, Z6, Z7, Zs are obtained by referring to S9, SA, SB, SC, and 20 they
are XORed at a circuit 936 to output an operation result B. The  operation result B is shifted
rotationally to the right by 1 byte (in Fig. 32,  similarly to Fig. 31, shifting is performed by a unit of bit
length (8 bits = 1 byte)  which is processed by the S-box, not 1 bit) at a circuit 937 and the operation
result B and the operation result A are XORed at a circuit 938. This operation 25 result C is shifted
rotationally to upper (left) by 1 byte at a circuit 939, and the 22,  operation result C is also XORed with
the operation result A at a circuit 940.  This operation result D is shifted rotationally to upper (left) by 2
byte at a  circuit 941, and the operation result D is also XORed with the output from  the circuit 939 at
a circuit 942. This operation result E is shifted 5 rotationally (to the right) by 1 byte at a circuit 943, and
the operation result  E is also XORed with the output from the circuit 941 at a circuit 944.  Output F
from the circuit 944 is output as z,', z2', za', z4', and output from the  circuit 943 is output as z5', z6', z,',
z5'. S5 and SC are configured using the S-box first transformation unit  10 13 and a logical shift, S6
and S9 are configured using the S-box second  transformation unit 14 and a logical shift, S7 and SA
are configured using  the S-box third transformation unit 15 and a logical shift, S8 and SB are
configured using the S-box fourth transformation unit 16 and a logical shift.  



The logical shift is used for outputting 8-bit output data from each 15 transformation unit to a
predetermined location within the 32-bit output  data. The logical shift is set to shift to the left by 0 byte
in S5 and SA, I byte  in S6 and SB, 2 bytes in S7 and SC, 3 bytes in S8 and S9. Namely,  assuming
8-bit output from the transformation unit as z, 32-bit output can  be represented as [0,0,0,z] (0 shows
each of eight bits is 0) in S5 and SA,  20 [0,0,z,0} in S6 and SB, [0,z,0,0] in S7 and SC, [z,0,0,0] in S8
and S9. It is possible to implement using substitution tables whose input is  8-bit and output is 32-bit,
which is calculated for directly producing  predetermined output. In cases of Figs. 31 and 32, the
apparatus can be provided, which  25 performs transformation at higher speed than the transformation
used for 23  the conventional E2 cipher shown in Fig. 26, and further on which flexible  implementation
is possible. In Fig. 11, when the S-boxes of the S function unit 20 are configured  respectively by
different kinds of S-boxes, eight transformation tables T are  5 required. On the other hand, when the
S-boxes are configured as shown in Fig. 12, the memory usage required for storing the transformation
tables T  can be reduced to at least a half. Further, eight pieces of 8-bit data are input time-divisionally
to the  S-box first transformation unit 13 and the S-box second transformation unit  10 14 shown in Fig.
12, so that the conventional eight respective S-boxes can be replaced by the S-box first transformation
unit 13 and the S-box second  transformation unit 14. Fig. 13 shows another example of the S-box of
the S function unit 20.  



The concrete configuration is. explained in detail in Matui, Sakurai,  15 "Galois Field division circuit and
shared circuit for multiplication and  division" (Japanese Patent Registration No. 2641285 [May 2,
1997]). 8-bit data is input to the S-box transformation unit 21, and 8-bit data  is output. The S-box
transformation unit 21 is configured by an N-bit (here,  N=8) linear transformation unit 17, a subfield
transformation unit 18, and 20 an N-bit linear transformation unit 19. The N-bit linear transformation
unit 17 performs operations of 8-bit data. The subfield transformation unit  18 performs operations of
only 4-bit data which are elements of Galois Field  GF (2). The N-bit linear transformation unit 19
performs an operation of  8-bit data. A linear transformation unit 85 of the N-bit linear 25
transformation unit 17 is a circuit which performs the linear transformation 24  shown in Fig. 14. A
linear transformation unit 87 is a circuit which  performs the linear transformation shown in Fig. 15. The
linear transformation unit 85 can be replaced by a circuit  which performs an affine transformation (a
linear transformation can be  5 considered as one style of affine transformations). Similarly, the linear
transformation unit 87 can be replaced by a circuit which performs  another affine transformation. The
linear transformation unit 85  transforms 8-bit data (X) into 8-bit data (XI. The obtained 8-bit data (X'} is
assumed to be an element of Galois Field (28). The upper 4-bit data and 10 the lower 4-bit data (Xi
and XJ of data X' are respectively assumed as  elements of the subfield Galois Field (24) and output to
the subfield  transformation unit 18. Here, for example, let an element 8 of GF (28) be  an element
which satisfies the irreducible polynomial X8+X6+X5+X3+1=0,  



and a =$ 238, a base of the subfield GF (24) can be represented as 15 [1, a, a2, a3]. If, the elements
of GF (24), X0, X1, are represented using  this, the fol lowing relationship can be established as X'
=Xo+$X,. (For  deta i I s, refer to Matui, Sakurai, "Galois Field division circuit and shared  circuit for
multiplication and division" (Japanese Patent Registration No.  2641285 [May 2, 19971)). The subfield
transformation unit 18 is 20 configured only by operation units each of which performs operations of 4-
bit data. Here, as an example of extracting "subfield", the subfield GF (2m)  where n=2m can be
considered for given GF (2n). In this example, n=8,  m=4. 25 The subfield transformation unit 18 is an
inverse element circuit  using the subfield constructed by the circuit shown in "Galois Field division 25
circuit and shared circuit for multiplication and division" (Patent  Registration No. 2641285 [May 2,
19971). As an operation result of this  inverse element circuit, upper 4-bit data and lower 4-bit data (Y,
and YJ,  each of which can be assumed as an element of GF (24), are output to the 5 linear
transformation unit 87 as 8-bit data Y which can be assumed as an  element of GF (28), where Y = Yo
+$ Y,. As explained above, this inverse  element circuit is a circuit for computing Y = Yo +13Y, = 1/(XQ
+13X).  Further, there are some ways of taking a "basis", such as a "polynomial  basis" and a "normal
basis", in representing the element of "finite field"  10 (how to take a basis) in the inverse element
circuit. A first characteristic of the S-box transformation unit 21 shown in  Fig. 13 is to compute data
with a bit width (4 bits) which is a half of the bit  



width (8 bits) of the data input for the non-linear transformation. Namely,  the inverse element circuit is
characterized by performing operations of  15 only 4-bit data. Although the computation speed may be
decreased by performing  only 4-bit operations. This case has an advantage in that a scale of a  whole
circuit can be much smaller than a case of performing operations of  8-bit data. 20 Further, a second
characteristic of the S-box transformation unit 21  is that the N-bit linear transformation unit 17 and the
N-bit linear  transformation unit 19, where N = 8, are provided at both sides of the  subfield
transformation unit 18. When the S-box transformation unit 21 is  implemented using the subfield
transformation unit 18, there is an 25 advantage that a scale of the whole circuit can be reduced and
the 26  configuration becomes simpler compared with a case employing a  transformation table T
storing random values, while on the contrary, the  security may be decreased. Accordingly, the linear
transformations or the  affine transformations are performed at both sides of the subfield 5
transformation unit 18, so that the reduction of the security level due to  implementing using the
subfield transformation unit 18 can be recovered.  In Fig. 13, the linear transformations are performed
at both sides of the subfield transformation unit 18, however, the linear transformation can  be
performed only at one side. In another way, the linear transformation  10 can be performed at one
side, and the affine transformation can be  performed at the other side. Fig. 29 shows a case in which
the key function unit 25 shown in  



Fig. 11, that is, the key function unit 25 placed before the S function unit  20 and the P function unit 30,
is now placed after the S function unit 20  15 and the P function unit 30. Fig. 30 shows a case in which
the key function unit 25 is placed  between the S function unit 25 and the P function unit 30. By
employing the configuration shown in Fig. 29 or Fig. 30, one can  have an effect that an
implementation provides a higher-speed operation  20 than the configuration shown in Fig. 11 does.
Further, by modifying the generation of the extension keys, the same output can be obtained using
the configuration shown in Fig. 29 or Fig. 30 from the same input as the  configuration of Fig. 11. In the
conventional F function unit shown in Fig.  26, two S functions are provided, in each of which first an
operation with 25 the extension key is performed and then an operation of the S function is 27
performed. On the contrary, in the case shown in Fig. 29, a key function  unit 25 is placed at the final
stage of the F function. In the case shown in  Fig. 30, the key function unit 25 is placed between the S
function unit 20  and the P function unit 30. 5 Fig. 43 shows a case in which the non-linear
transformation unit F  shown in Fig. 28 is employed in the encryption unit 200 or the decryption  unit
500 shown in Fig. 3. Left data is input to the non-linear transformation unit F as F  function input data
10, and F function output data 40 is output. The F  10 function output data 40 is XORed with right data,
and the XORed result becomes left data of the next round. When the left data is input to the
non-linear transformation unit F as the F function input data 10, at the  



same time, the left data is used as right data of the next round. In the  configuration shown in Fig. 43,
operations of the key function unit 25, the 15 S function unit 20, and the P function unit 30 are
performed in the non- linear transformation unit F, so the operation load becomes large within  the
non-linear transformation unit F. An example case in which a higher- speed processing can be
achieved by distributing the operation load of the  non-linear transformation unit F will be explained
below referring to the  20 figures. Fig. 44 shows a case in which the non-linear transformation unit F' is
used. The non-linear transformation unit F' is one where the key function unit  25 is removed from the
non-linear transformation unit F shown in Fig. 43.  The extension key ki is XORed with left data Lo at
an XOR circuit 891. 25 Further, the extension key k2 is XORed with right data Ro at an XOR circuit
297. The left data is input to the non-linear transformation unit F' as the F 28,  function input data 10,
and transformed by the S function unit 20 and the  P function unit 30. Output from the XOR circuit 297
and the F function  output data 40 are XORed at an XOR circuit 290 to output left data Li. On the other
hand, the key generating units 300, 600 perform an  5 XOR operation of the extension keys ki and k2
and output the modified  extension key ki+ks. The output Ri of the XOR circuit 891 and the  extension
key ki+k3 are XORed at an XOR circuit 298 to output the right  data. The key generating units 300,
600 modify the extension keys to  generate and output ki+k3, k2+k4, ks+k5, ..., kis+kis. The key
generating 10 units 300, 600 supply the modified extension keys to the processes other  than the
non-linear function process (F) to operate with the data. As a  



result, left data Lis and right data Ris become the same as the left data Lis  and the right data Ris in
case of Fig. 43. The modified extension keys are supplied to the processes other  15 than the
non-linear function process (F) and operated with the data, and  consequently, the operations with the
key data can be performed outside  the non-linear function unit F', namely, at the XOR circuits 297 and
298,  while the operations of the S function unit 20 and the P function unit 30  are performed in the
non-linear function unit F. Therefore, the operations 20 of the key function unit 25 are eliminated from
the non-linear function unit  F, and the load of the non-linear function unit F is distributed, which
enables a high-speed implementation. Fig. 45 shows a case in which operations of the whitening
extension  key kwi are performed as well as operations of the other extension keys in  25 the
configuration shown in Fig. 44. Fig. 45 shows a case in which the key 29  generating unit previously
performs an XOR operation of a part of the  whitening extension key kwli,agh and the first extension
key k, (namely, the  key generating unit modifies the extension key) and supplies the operation  result
to the XOR circuit 891. 5 The figure also shows a case in which the key generating unit  previously
performs an XOR operation of a part of the whitening extension  key kw,,,, and the second extension
key k2 (namely, the key generating unit  modifies the extension key) and supplies the operation result
to the XOR  circuit 297. 10 In this way, the operation at the XOR circuit 293 shown in Fig. 44 can  be
eliminated. Further, in a case shown in Fig. 45, the key generating unit  



performs an XOR operation of a part of the whitening extension key kw21o,  and the extension key
k11 (namely, the key generating unit modifies the  extension key) and supplies the operation result to
the XOR circuit 299. Yet 15 further, the key generating unit performs an XOR operation of the other
part  of the whitening extension key kw,h;gh and the extension key k13 (namely, the  key generating
unit modifies the extension key) and supplies the operation  result to the XOR circuit 892. In this way,
the operation of the XOR circuit 296 shown in Fig. 44 is  20 eliminated. Fig. 46 shows a case in which
the key function unit 25 is removed  from the non-linear function unit F, and instead, the key
generating unit  supplies the extension key k to the XOR circuit 298 when the non-linear  function unit
F is configured as shown in Fig. 29. 25 Fig. 47 shows a case in which the key function unit 25 is
removed 30  from the non-linear function unit F, and instead, the key generating unit  supplies the
non-linearly transformed extension key k'=P(k) to the XOR  circuit 298 when the non-linear function
unit F is configured as shown in Fig.  30. In the case of Fig. 47, the same operation as performed by
the P 5 function process is performed on the key data to generate non-linearly  transformed key data,
and the non-linearly transformed key data is supplied  to the processes other than the non-linear
function process (F) for processing  data to be operated with the data as the key data for processing
data. In  both cases of Figs. 46 and 47, because the key function unit 25 is eliminated 10 from the
non-linear function unit F, the operation load of the non-linear  function unit F is reduced, and the
operation of the XOR circuit 298 located  



outside the non-linear function unit F can be performed in parallel with the  operations performed by
the non-linear function unit IF, which enables a  high-speed processing.. 15 Embodiment 3. Fig. 16
shows a configuration of the key generating unit 300 (or the  key generating unit 600) shown in Fig. 1.
The key generating unit 300 includes a bit length transformation  20 unit 310, a first G-bit key
transformation unit 320, a second G-bit key  transformation unit 330, and a key shifting unit 340. From
the input key  data having 128 bits, 192 bits, or 256 bits, the key generating unit 300  generates 128-bit
key data K, and 128-bit key data K2, and outputs plural  64-bit extension keys. The bit length
transformation unit 310 converts the 25 bit length of the key data to be output so that the bit length of
the output key 31  data becomes fixed even if the key data having different number of bits is  input. In
other words, the bit length transformation unit 310 generates key  data SKh,gh of upper 128 bits and
key data SKow of lower 128 bits and outputs  the former to the first G-bit key transformation unit 320
and the key shifting 5 unit 340. Further, the latter is output to the second G-bit key  transformation unit
330 and the key shifting unit 340. Further, 128-bit key  data which is an XORed result of the former
and the latter is output to the  first G-bit key transformation unit 320. Fig. 17 shows inside operations of
the bit length transformation unit  10 310. When the 128-bit key data is input to the bit length
transformation  



unit 310, the input key data is output as key data SK};gh of the upper 128 bits  without any change.
Further, key data SK1aw of the lower 128 bits is set to 0  and output. 15 When the 192-bit key data is
input to the bit length transformation  unit 310, the upper 128-bit data of the input key data is output as
the upper.  128-bit key data SKh;gh without any change. Further, the lower 128-bit key  data SK,ow is
generated by combining the lower 64 bits of the input 192-bit  key data and the inverse 64-bit data,
which is generated by inverting the  20 lower 64-bit data of the input 192-bit key data, and output.
When 256-bit key data is input, the upper 128-bit data of the input  key data is output as SKh;gh, and
the lower 128-bit data is output as SK,w.  An XOR data of the 128-bit key data SKhigh and SK,,, is
input to the first G-bit key transformation unit 320 from the bit length transformation  25 unit 310,
operated by two round non-linear transformations, XORed with the 32  upper 128-bit key data SKh;gh,
further operated by two round non-linear  transformations, and 128-bit key data K, is output. When the
length of the key data input to the bit length  transformation unit 310 is 128 bits, the key shifting unit
340 generates the  5 extension key using the 128-bit key data output from the first G-bit key
transformation unit 320 and the key data originally input. When the length  of the key data input to the
bit length transformation unit 310 is 192 bits or  256 bits, the 128-bit key data output from the first G-bit
key transformation  unit 320 is further input to the second G-bit key transformation unit 330, 10 XORed
with the lower 128-bit key data SK,,,,, operated by two round non- linear transformations, and 128-bit
key data K2 is output. Two pieces of  



128-bit key data, from the first G-bit key transformation unit 320 and the  second G-bit key
transformation unit 330, are output to the key shifting unit  340. The key shifting unit 340 generates the
extension key using the two  15 pieces of 128-bit key data and the key data originally input. The key
shifting unit 340 includes a shift register A 341, a. shift  register B 342, a shift register C 343, a shift
register D 344, and a shift  control unit 345. The shift control unit 345 outputs a select signal 346 to
each of the shift registers to control the operations of the shift registers. 20 Fig. 18 shows a
configuration of the shift register A341. The shift register A 341 includes a selector A 347 having a
group of  switches for 128 bits and a register A 348 having 128 bits. A select signal  346 includes a
switch signal to indicate to connect all the switches of the  selector A 347 at the same time to either of
A side and B side. The figure 25 shows a case in which the group of switches of the selector A 347
has selected 33,  A based on the select signal 346, and in this case, the register A 348 performs  a
rotational shift to the left by 17 bits. Further, when the group of switches  is connected to B, the register
A performs the rotational shift to the left by 15  bits. The 15-bit shift or 17-bit shift is performed by one
clock cycle. 5 The number of shifting bits (15, 17) is one of examples, and other  number of shifting
bits can be applied. Fig. 19 shows a part of a control table stored in the shift control unit  345. The
control table is a table storing how many bits the register shifts  10 at each clock. For example, in the
register A control table, at the first clock,  it is specified to shift by 15 bits. And, at the second clock, it is
specified to  



shift by further 15 bits. Similarly, at each of the third clock and the fourth  clock, it is specified to shift by
15 bits. At each of the fifth through the  eighth clock, it is specified to shift by 17 bits. 15 Fig. 20 shows
a control result under which the shift control unit 345  controls each shift register using the table shown
in Fig. 19 in case of  generating the extension key from the 128-bit key data. The upper 128-bit key
data SKI;gh input from the bit length  transformation unit 310 is set in the shift register A 341. The
128-bit key  20 data K, output from the first G-bit key transformation unit 320 is set in the shift register
B 342. Under this condition, the shift register A 341 and the  shift register B 342 operate based on the
control table shown in Fig. 19. In  Fig. 20, data in a column having a slant shows to be ignored and not
to be  output. Data in the other columns are output as extension keys as shown in  25 Fig. 21. 34  Fig.
21 shows a correspondence between the value of the registers  and the extension key. Fig. 20 shows
a case in which four shifts are performed by 15 bits at  each clock, and from the fifth clock, shifts are
performed by 17 bits at each  5 clock. Decision to output or not to output the upper 64 bits and the
lower 64 bits from the shift register A 341 and the shift register B 342 as the extension  key and its
outputting order are specified in the control table, which is not  shown in the figure. ' And according to
the control table, by outputting the  select signal 346 including an output instruction signal to the shift
register,  10 the extension key is output from each shift register by 64 bits. Fig. 22 shows a case in
which the extension key is generated from the  



192-bit or 256-bit kev data. Namely, the upper 128-bit key data SKgb input from the bit length
transformation unit 310 is set in the shift register A 341, the lower 128-bit  15 key data SKloo, is set in
the shift register B 342, the 128-bit key data K1 output from the first G-bit key transformation unit 320
is set in the shift  register C 343, and the 128-bit key data K2 output from the second G-bit key
transformation unit 330 is set in the shift register D 344. Data in a column having a slant shows keys
not used for the  20 extension keys. Fig. 23 shows a correspondence between the value of the register
and  the extension key. The keys not used for the extension keys and the correspondence  between
the value of the register and the extension key shown in Fig. 23 are  25 stored in the control table
located in the controller. 35  As shown in Fig. 19, the shift control unit 345 stores the number of bits for
shifting the key data set in the shift register A 341. Namely, the  extension keys are generated
sequentially by shifting the key data set in the  shift register A 341 by Zo = 0 bit, Z, = 15 bits, Z, = 45
bits, Z3 = 60 bits, Z4 = 77 5 bits, Z5 = 94 bits, Z6 = 111 bits, and Z7 = 128 bits as shown in the shift
register  A control table. The sum of the number of shifting bits becomes
15+15+15+15+17+17+17+17 = 128, so that the 128-bit register performs the  128-bit rotational shift
and the register returns to the initial status. 10 The reason why the sum of the number of shifting bits is
made 128  bits (the number of bits of the register) to return to the initial status is that  



the next processing can be started at once if the next processing is assigned  to the register of the
initial status. Further, in case of performing an  inverse transformation (decryption), the process for
generating the extension 15 key is started from, the initial status, and accordingly, both, of the
transformation (encryption) and the inverse transformation (decryption) can  be performed by setting
the initial status. Further, the reason why the sum  of the number of shifting bits is not made greater
than 128 bits (the number  of bits of the register) is to prevent the generation of identical values as the
20 status within the same shift register due to performing the shift more than  one cycle (greater than
128 bits of shift). This is because, for example,  performing the rotational shift by 2 bits, which is less
than 128 bits (the  number of bits of the register) and performing the rotational shift of 130 bits,  which
is greater than 128 bits (the number of bits of the register), produce 25 the identical value. It is
desirable to set such values in the register A 36  control table that, on performing the shifts of the
register by one cycle, the  number of shifting bits varies irregularly through the one cycle. However,  in
order to facilitate the configuration of the shift register, it is desired to  shift by the fixed number of bits.
Therefore, one register is configured to 5 perform two kinds of shifts by 15 bits and 17 bits (at one
clock), and the shift  operation by different number of bits can be implemented using the two  kinds of
shifts, according to the following procedure. Set the relation so that Z, - Zo = 15 (here, Z, - Z5 = B,), Z2
Z, = 30  (namely, Z2 - Z, = 2B,), therefore, Z, - Z, = 2(Z, - Z0). Further, as shown in  10 the shift
register B control table, set the relation so that Z5 - Z, = 34 (here, Z5 - Z4 = 2B2), Z6 - Z5 = 17
(namely, Z5 - Z5 = B2), therefore, *Z5 - Z4 = 2(Z6 - Z5).  



Namely, the differences between the numbers of shifting bits are made 15  bits and 30 bits, or 17 bits
and 34 bits, and the number of shifting bits (30  bits or 34 bits) is set to an integral multiple (2 times = I
times) of the number  15 of bits (15 bits and 17 bits) for one time shifting. In this way, as the
differences of the number of shifting bits are set to  either the number of shifting bits for one time or the
multiple by the integer  which is greater than two (I times, I is an integer greater than 2) and the
number of shifting bits for one time, by operating the shift register A 341 one 20 time or two times (I
times), it is possible to easily implement shift operations  of which the number of shifting bits stored in
the control table. To operate  two times (I times) means that the shift operation finishes with two clocks
(I  clocks) of the operation clock supplied for operating the shift register A 341. Here, on shifting I times
(two times), both the higher data and the  25 lower data of the shifted data up to I - 1 times (2 - 1 = 1
time) are ignored 37  and are not used for the extension key. For example, in case of shifting from  Z,
= 15 to Z2 = 45, I -- (Z2 - Z,)/(the number of shifting bits at one time) = (45 - 15)/15 = 2, and both the
higher data and the lower data of the shifted data  after shifting I - 1 times (2 - 1 = 1 time) are ignored
and are not used for the 5 extension key. This can be seen in Fig. 20, in which the columns of key[8]
and key[9] have slants, showing that these keys are not used for the  extension keys. And either or
both of the higher data and the lower data of  the shifted data after shifting I times (2 times) is or are
used as the extension  key. This can be seen in Fig. 20, which shows key[12] and key[13] are  10
output as the extension keys. The reasons why the shift operation based on multiple by the integer  



greater than two is employed as described above are to enable to perform the  shifting of not only 15
bits or 17 bits, but also 30 (= 15 X 2) bits, 34 (= 17 X 2)  bits (or 45 (= 15 X 3) bits or 51 (-- 17 X 3) bits,
etc.), which varies the number 15 of shifts and further to improve the security. And, the reason why the
cases  are provided in which the shifted data is not used for the extension 'key is  also to improve the
security. It is desired to generate the data which is not used for the extension  key (in Figs. 20 and 22,
keys of columns having slants, which are not used for  20 the extension keys) when, for example, the
processing of the hardware or the processing of the program is not consecutively performed. For
concrete  examples, in Fig. 3, it is desired to generate such data when the operations of  the normal
data transformation unit (FL) and the inverse data  transformation unit (FL'') are performed, or before
or after such operations 25 or at idle times of processes or switching times of processes such as a 38
function call by a program, a subroutine call, or an interrupt handling  process. The characteristics of
the control table shown in Fig. 19 is that the  control table specifies the number of shifting bits of B1 =
8 X 2 - 1 = 15 (3, = 8  5 XJ1 - 1, where J1 is an integer greater than 1) and the number of shifting bits
of B, = 8 X 2 + 1 = 17 (B, = 8 X J, + 1, where J2 is an integer greater than 0,  J1 = J2 or J1 *J2). To set
the shifting amount to a 1 of the integral  multiple of 8 is to perform the shift by odd bits, which
improves the security  compared with performing the shift only by even bits, since the operation of 10
the extension key in the data processing unit is made by 8-bit unit, that is,  even bits unit. And since
the shifting amount can be set by  



adding/subtracting 1 bit to/from the multiple of 8, for example, on some CPU  which has only 1-bit
shifting command, the shift operation such as above  performs a high-speed processing compared
with shifting by 3 bits or 5 bits. 15 And also, in case that this shift operation using the hardware which
can shift  only 1 bit, there are cases possible to perform a high-speed processing. In the above
description of the bit length transformation unit 310,  three kinds of bit widths of key data are input.
Even when the key data  having Q bit length, in which Q is between 128 bits (G bits) and 256 bits (2G
20 bits) (G<Q<2G), the bit length transformation unit 310 can extend the key  data to the same size of
the key data when the 256-bit key data is input,  using some kind of algorithm. Namely, when the key
data having length of  Q, which is between G bits and 2G bits, is input, the bit length  transformation
unit 310 can convert the key data of Q bits into the key data  25 of 2G bits. 39  Next, non-existence
proof of an equivalent key will be explained  referring to Fig. 34. In the following explanation of Fig. 34,
"+" denotes an XOR operation.  Here, it is assumed to input two 128-bit key data SKI and SK2 (SKI  5
*SK2), and that the bit length transformation unit 310 outputs SKlhigh = SKI = (SKH1 SKLI) from SKI
and SK2high = SK2 = (SKH2 I SKL2) from SK2.  Here, SKHi (i = 1,2) means the upper 64-bit data of
SKi and SKLi (i = 1,2)  means the lower 64-bit data of SKi. Assuming that XOR data of SKH1 and
SKH2 is AA and XOR data of  10 SKL1 and SKL2 is AS, it can be said "at least AA*O or A B*O" since
SKi  SK2. 



As shown in Fig. 34, these A A and A B become A A+ A D, A B+ A C,  respectively, by receiving the
two rounds of non-linear transformations.  This means that XOR data (AAI AB) of SKlhgh and SK2hgh
becomes XOR 15 data (AA+A D I A B+ A C) after performing the two rounds of non-linear
transformations to SKh"gh and the transformed data after performing the  two rounds of non-linear
transformations to SK2h;gh. Accordingly, when  these pieces of data after performing the two rounds
of non-linear  transformations are XORed with SKlhigh and SK2h;gh, respectively, at an XOR 20
circuit 999, the XORed results of two pieces of data become (AD I A Q. If  the non-linear
transformation is a bijective function, inputting AX*0 always  causes to output AY*O, so that when "at
least AA*O or AB*O", it can be  said "at least AC*0 or AD=0". Therefore, since it is impossible to
output  the same data from SKlhigh and SK2h;gh through the two rounds of non-linear  25
transformations, non-existence of the equivalent key is proved. 40  On the other hand, as shown in
Fig. 35, another case will be considered, in which the three rounds of non-linear transformations are
performed instead of two rounds of non-linear transformations. Since it can  be said "at least AA#0 or
AB*0", there may be a case such that either A 5 A or A B can be 0. If A A = 0, A C = 0, and in the
same manner as  discussed above, the XOR data (0 I A B) of SKlh;gh and SK2h;gh becomes the
XOR data (A B+ A E i A D) after performing the three rounds of non-linear  transformations to SK1high
and the transformed data after performing the  three rounds of non-linear transformations to SK2h;gh.
Accordingly, when 10 these pieces of data after receiving the three rounds of non-linear
transformations are XORed with SKlh;g,, and SK2high, respectively, at the  



XOR circuit 999, the XORed results of two pieces of data become (A B+A E I  A B+ A D). Here, when
it is assumed A B= A D=A E * 0, the following is  truer (AB+AE I AB+AD) = (010). That is, when these
pieces of data after 15 performing the three rounds of non-linear transformations are XORed with
SKlhigh and SK2h;gh, respectively, the operation results are the same.  Namely, SKih,gh and SK2h;gh
output the same data, so that the equivalent  keys exist, which are troublesome in respect of the
security. Not only the above-mentioned case of three-round non-linear  20 transformation, a general
non-linear transformation may output the  equivalent Kl from different SKi and SK2, that means an
equivalent key  may exist. However, it is possible to prove the non-existence of the  equivalent key
when the two-round non-linear transformation according to  the present embodiment is employed. 25
Further, there may be another case in which the non-existence of the 41  equivalent key is proved
other than the two-round non-linear transformation  according to the present embodiment, however, it
is preferable to use the  two-round non-linear transformation because of a simple configuration in
addition to the proved non-existence of the equivalent key. 5 Fig. 24 shows a computer for installing
the data transformation unit  for encryption 100 or the data transformation unit for decryption 400. The
data transformation unit for encryption 100 and/or the data  transformation unit for decryption 400 is
connected to the bus as a printed  circuit board. This printed circuit board is provided with a CPU, a
memory, 10 and a logical circuit element, and encrypts plaintexts supplied from the CPU  into
ciphertexts using the above-mentioned operation and returns the data  



to the CPU. Or it decrypts ciphertexts supplied from the CPU and returns  the plaintexts to the CPU. In
this way, the data transformation unit for encryption 100 or the  15 data transformation unit for
decryption 400 can be implemented by the  hardware. Further, the data transformation unit for
encryption 100 or the  data transformation unit for decryption 400 can be also implemented by the
software as the data transformation method. Namely, the above operation  can be performed using the
program stored in a magnetic disk drive or a 20 flexible disk drive. In another way, the above operation
can be implemented  by combining the hardware and the software, though this is not shown in the
figure. Further, it is not required to implement all the above operation  using one computer, but it is
possible to implement the above operation by a  distributed system such as a server and a client, or a
host computer and a  25 terminal computer, though this is not shown in the figure. 42  In the foregoing
Figs. 1 through 47, an arrow shows a direction of the operation flow, and the figures having the arrow
are block diagrams of the  data transformation unit and also flowcharts. "... unit" shown in the above
block diagrams can be replaced with "... step" or "... process", so that the 5 diagrams can be
considered as operation flowcharts or program flowcharts  showing the data transformation method. In
the foregoing embodiments, a case in which 128-bit plaintexts and  ciphertexts are used has been
explained, but the data can be 256-bit  plaintexts and ciphertexts, or plaintexts and ciphertexts having
another  10 number of bits. Further, in the foregoing embodiments, a case in which 128-bit, 192=  



bit, 256-bit key data and 64-bit extension keys are used, but the key data can  have another number of
bits. If the bit length of the plaintexts and the ciphertexts, the key data  15 and the extension key are
changed, of course, the bit length to be processed  by each unit, each step, or each process is
changed according to the bit  length. Industrial Availability 20 According to the embodiment of the
present invention, the normal  data transformation unit (FL) 251 and the inverse data transformation
unit  (FL") are provided for implementing the encryption and the decryption using  the same algorithm,
so that the encryption unit 200 and the decryption unit  500 can share the circuit. 25 Further, according
to the embodiment of the present invention, the .43  transformation table T is shared by the S-box first
transformation unit 13  and the S-box second transformation unit 14, so that the configuration is
simplified. Further, according to the embodiment of the present invention, the  5 subfield
transformation unit 18 is used, which makes the configuration  simpler, and the linear transformation
unit 85 and the linear transformation  unit 87 are provided, so that the security is improved even if the
subfield  transformation unit 18 is used. Further, according to the embodiment of the present invention,
the  10 shift control unit 345 can make the shift register operate integer number of  times to perform
the shifting of the key data with the number of shifting bits  (for example, 30 bits or 34 bits) which is not
a fixed number of bits such as  



only 15 bits or 17 bits, and improves the security. Further, according to the embodiment of the present
invention, a case  15 is provided in which the shifted data in the shift register is not used for the
extension key, which further improves the security. Further, according to the embodiment of the
present invention, even  if the key data having different number of bits is input, the bit length
transformation unit 310 changes to the key data with a fixed length, which  20 enables to operate a
flexible key generation. Further, according to the embodiment of the present invention, the  two-round
non-linear transformation is used in the first G-bit key  transformation unit 320, so that non-existence of
the key being equivalent to  Ki can be proved, which improves the security. 25 Further, according to
the embodiment of the present invention, the 44  location of the key function 25 is altered, which
enables a high-speed  processing. 45  CLAIMS 1. A data transformation apparatus having: a key
generating unit for generating output key data based on input key  data, and a data processing unit for
performing at least one of encryption of data  and decryption of data based on the output key data, the
data transformation apparatus comprising a non-linear function unit  including: a key function unit for
performing a logical operation of data to be  transformed and the output key data; 



an S function unit for converting data to be transformed into other data;  and a P function unit for
performing a logical operation among pieces of data  to be transformed, and wherein the key function
unit is placed one of before the  S function unit and the P function unit, after the S function unit and the
P  function unit and between the S function unit and the P function unit in the non- linear function unit,
and wherein the P function unit receives eight pieces of 4n-bit data, n being an integer  greater than 1,
zi, Z2,   , zs and includes: a circuit for calculating the XOR of at least two of the four pieces of data  zz,
Z2, Z3, Z4 to obtain the 4n-bit operation result U1; and a circuit for calculating the XOR of at least two
of the four pieces of  data z5, Z6, Z7, Zs to obtain the 4n-bit operation result U2; characterized in that
the P function unit further includes: a circuit for calculating the XOR of Ui and U2 to obtain the 4n-bit
operation result Us; a rotational circuit for performing a rotational shift on Ui; and a circuit for
calculating the XOR of output from the rotational circuit and  Ua to obtain the 4n-bit operation result
U4, and wherein the data transformation apparatus divides U3 and U4 into four  pieces of data,
respectively, and outputs the resulting eight pieces of obit data  Z'1, Z'2, , Z's  46  2. The data
transformation apparatus of claim 1, 



wherein the S function unit includes: a first transformation unit for inputting a part of data to be
transformed  as first partial data, transforming the first partial data using a transformation  table T,
which inputs data, transforms a value of the data into another value,  and outputs the data, and
outputting transformed data; and a second transformation unit for inputting at least another part of the
data to be transformed as second partial data, transforming the second  partial data by a
transformation using the transformation table T and an  operation for the second part, and outputting
transformed data. 3. A data transformation method for executing a key generating process for
generating output key data based on input  key data, and a data processing process for performing at
least one of encryption  of data and decryption of data based on the output key data, the data
transformation process comprising a non-linear function process  including: a key function unit for
performing a logical operation of data to be  transformed and the output key data; an S function
process for converting data to be transformed into other  data; and a P function process for performing
a logical operation among pieces of  data to be transformed, and wherein the key function process is
placed one of  before the S function process and the P function process, after the S function  process
and the P function process and between the S function process and the P  function process in the
non-linear function process, and wherein the P function process receives eight pieces of 4n-bit data, n
being an  



integer greater than 1, zi, z2,   , zs and includes: a circuit for calculating the XOR of at least two of the
four pieces of data  zi, z2, z3, z4 to obtain the 4n-bit operation result U2; and a circuit for calculating
the XOR of at least two of the four pieces of  data z5, Z6, Z7, zs to obtain the 4n-bit operation result
U2; characterized in that the P function process further includes: a circuit for calculating the XOR of U1
and U2 to obtain the 4n-bit 47  operation result Us; a rotational circuit for performing a rotational shift
on U1; and a circuit for calculating the XOR of output from the rotational circuit and  U3 to obtain the
4n-bit operation result U4, and wherein the data transformation method divides U3 and U4 into four
pieces of data, respectively, and outputs the resulting eight pieces of n-bit data  Z'1, Z'2, "',Z'S. 4. A
program for having a computer perform the data transformation  method of claim 3 or a
computer-readable storage medium storing said program. 




