1 Block Cipher Apparatus Using Auxiliary Transformation 5 Technical Field The present invention
relates to a data transformation apparatus, data transformation methods, and storage media in which
data transformation methods are recorded, for encryption, decryption, and data 10 diffusion in order to
protect digital information on information ‘communications. Background Art Fig. 25 represents an
encryption function which is used in DES 15 described in "Gendai Ango Riron (Modem Cipher
Theory)" (The Institute of Electronics, Information and Communication Engineers, published on
November 15, 1997, page 46). As shown in Fig. 25, eight S-boxes are used. These eight S-boxes are
mutually different tables. Each table outputs 4-bit data from 6-bit 20 input data. Fig. 26 shows
non-linear transformation function which is described in "Specification of E2 - a 128-bit Block Cipher"
(Nippon Telegraph and Telephone Corporation, published on June 14, 1998, page 10). 25 As shown
in Fig. 26, each S-function unit consists of eight S-boxes. Conventional encryption devices use
multiple S-boxes. Since some 2 C|phers are eqwﬁgped with mutually different tables, memory usage is

increased as compar posinee Toamnsk Oé"fﬁéft}%hd other
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Technical Field
The present invention relates to a data transformation apparatus,
data transformation methods, and storage media in which data
transformation methods are recorded, for encryption, decryption, and data
10 diffusion in order to protect digital information on information

cormmunications.

Background Art
Fig. 25 represents an encryption function which is used in DES
15  described in “Gendai Ango Riron (Modern Cipher Theory)” (The Institute of
Electronics, Information and Communication Engineers, published on
November 15, 1997, page 46).

As shown in Fig. 25, eight S-boxes are used. These eight S-boxes

are mutually different tables. Each table outputs 4-bit data from 6-bit
20  input data.

Fig. 26 shows non-linear transformation function which is
described in “Specification of E2 - a 128-bit Block Cipher’ (Nippon
Telegraph and Telephone Corporation, published on June 14, 1998, page
10}.

25 As shown in Fig. 26, each S-function unit consists of eight S-boxes.

Conventional encryption devices use multiple S-boxes. Since some



ciphers use only one S-box, the security of the cipher is decreased. As shown in Fig. 7, when a normal
data transformation unit (FL) 250 is 5 inserted in the encryption unit, it is required to provide an
inverse data transformation unit (FL") 270 in a decryption unit to decrypt the ciphertexts. Since,
generally, the normal data transformation unit (FL) 250 and the inverse data transformation unit (FL")
270 are mutually different circuits, causes a problem that the encryption unit and the decryption unit
cannot provide the 10 same configuration. Furthermore, in generating extension keys, complex
operations are required in order to generate the extension keys having higher security. There is
another prehiéerinacaseofigenkeratihgithtvetie nbiferkey sahbtstheumbereizdits ot keysddta to be
input as an initial value should be fixed. 15 Embodiments of the present invention seek to provide
systems indRIHeRRAFeditofoRen SERES ANt deeRi Rt Ere ThHecsarie tan @thanfian dirtiiearea,
program size and memor. usage hich are used for n n-Ii.nEaFr traasformati n computation can be
st

reduced, and L?ﬁ%élrsr(ﬁgpe, theextéfisio ef«%'f/%ugé & fEREd U ﬁ%efg‘? pler configuration. 20
Disclosure of the Klé/gﬂg%lﬂlaﬁ ._rgﬁ@@ﬁﬁ’iéhrﬁfﬁﬁla&%%ﬂiﬁgﬁﬂﬁ%&%ﬁ @Mﬁn(tm %@J&&,is provided

a data transformation apparatus having: a key generating unit for generating output ata based
on inpsit keyslatandand aklatarregassingiunit far 25 peiformingatjeastienaofienerptigatal data and

decryption of data based on 2a the output key data, the data transformation apparatus comprising a
non- lineartfumctfornunitdinciudingf la ReyMumctioniemiy foioqperfoimingladagicahe ciphertexts.
Since, generally, the normal data transformation unit (FL) 250 and the inverse
data transformation unit (FL') 270 are mutually different circuits, causes a
problem that the encryption unit and the decryption unit cannot provide the

10 same configuration,

Furthermore, in generating extension keys, complex operations are
required in order to generate the extension keys having higher security. There
is another problem in case of generating the extension keys that the number of
bits of key data to be input as an initial value should be fixed.

15 Embodiments of the present invention seek to provide systems in which
circuits for encryption and decryption are the same, and in which circuit area,
program size and memory usage which are used for non-linear transformation
computation can be reduced, and furthermore, the extension keys can be
generated using a simpler configuration.

20

Disclosure of the Invention

In accordance with a first aspect of the present invention, there is provided a
data transformation apparatus having: a key generating unit for generating
output key data based on input key data, and a data processing unit for

25  performing at least one of encryption of data and decryption of data based on



operation of data to be transformed and the output key data; an S function unit for converting data to
be transformed into other data; and a P function unit for 5 performing a logical operation among pieces
of data to be transformed, and wherein the key function unit is placed one of before the S function unit
and the P function unit, after the S function unit agg the P function unit and between the S function
unit and the P function unit in the non-linear function unit, and wherein the P function unit receives
eight pieces of 4n-bit data, n being an 10 integer greater than 1, zi, z2, , zs and includes: a circuit for
calculating the XOR of at least two of the four pieces of data zi, z2, za, z4 to obtain the 4n-bit
operation rESuIPWE Hnb%Y catit foReAalTatRg R SRR AIRIEED GPTHIONE Hedo80f data 25,

zG, z7, zs to obtaip the 4n-bit gperation result U2; c¢haracterized in that the P function unit further
etudes a it T b BT HERBR ok A3 o ChtbifPih e OB bR &L U9 o

rotational circuit for perfermi rotatiopal shift on gtﬁand a Gir uitélor calcylating the XOR of output
rom the rotBEbR A VLA IR U 6 SRR RE! AR T B 0450 WHEHA B Hota

ransformayign apparae Audesiandbdnie don Bireraeldaiay FIPeciialh paauiputs the 20

resulting eight pieces o ata z'i, z'2, , 2'8. In accordance with a second aspect of the present

invention, {eifsisy Rl Videska dota banslarmaiien ethed forexecuing ke asngratingarocess for
a

generating output key data based on input key data, and a data processing process for performing at
least one of BagsyRtBR REd#taancOesiyRipet daia27 bared antBeawnuhkeyiflaial the data

transformation process comprising a 2b non-linear function process including: a key function unit for
performingraflagicahoperatiohef dhats thuhetiran sfonmedian (hefoutpuikeyidatad drGveen
the S function unit and the P function unit in the non-linear function unit, and
wherein the P function unit receives eight pieces of 4n-bit data, n being an
10  integer greater than 1, z1, z2, *--, Zs and includes’ a circuit for calculating the
XOR of at least two of the four pieces of data z, 72, 73, zs to obtain the 4n-bit
operation result Uy and a circuit for calculating the XOR of at least two of the
four pieces of data zs, zs, z7, zs to obtain the 4n-bit operation result Usg
characterized in that the P function unit further includes: a circuit for .
15 calculating the XOR of U; and Uz to obtain the 4n-bit operation result Us: a
rotational circuit for performing a rotational shift on Uy and a circuit for
calculating the XOR of output from the rotational circuit and Us to obtain the
4n-bit operation result U, and wherein the data transformation apparatus
divides Us and Uy into four pieces of data, respectively, and outputs the
20 resulting eight pieces of obit data z'y, z's, *+-, #'s.

In accordance with a second aspect of the present invention, there is
provided a data transformation method for executing a key generating process
for generating output key data based on input key data, and a data processing
process for performing at least one of encryption of data and decryption of data

25  based on the output key data, the data transformation process comprising a



function process for converting data to be transformed into other data; and a P function process for
performing a logical operation among pieces of data to be 5 transformed, and wherein the key function
process is placed one of before the S function process and the P function process, after the S function
process and the P function process and between2he S function process and the P function process
in the non-linear function process, and wherein the P function process receives eight pieces of 4n-bit
data, n being an integer greater than 1, zi, z2, , 10 zs and includes: a circuit for calculating the XOR of
at least two of the four pieces of data zi, z2, z3, Z4 to obtain the 4n-bit operation result U2; and a
circuit for GIBURNG tHEKOR Srecrssstlo e Joliepideastoryamizsioz eperfopsing ebtain the
4n-bit operation result U2; characterized in that the P function process further includes: circuit for

calculating Cﬁb%’Sf’ﬂF%d){Jéﬁ@oﬁaﬁf’_l@fﬁéf@ﬁ@ﬁ?ﬁoﬁ%t rBStG Feey rdgltfon@ cifcuit for
Gircut an O3 UHGHEARTHE A B OHBTARBAPEL U SHNEHETRE ALEE St atoh method
s USAIYA 10 Wt Lo ESREEcl, SR CUR i el St ces o o
cponmon 4805 So RIS A VR 00 EROBPRES oS
function process and the P function process, after the S function process and
the P function process and between the S function process and the P function
process in the non-linear function process, and wherein the P function process
receives eight pieces of 4n-bit data, n being an integer greater than 1, z1, z2,-,
10 2zg and includes: a circuit for calculating the XOR of at least two of the four
pieces of data Zi, Zg, 73, 74 to obtain the 4n-bit operation result Ug and a circuit
for calculating the XOR of at least two of the four pieces of data zs, zs, 77, zs to
obtain the 4n-bit operation result Us; characterized in that the P function
process further includes: circuit for calculating the XOR of U, and Us to obtain
15 the 4n-bit operation result Us; a rotational circuit for performing a rotational
shift on U and a circuit for calculating the XOR of ocutput from the rotational
circuit and Us to obtain the 4n-bit operation result Uy, and wherein the data
transformation method divides Us and Uy into four pieces of data, respectively,

and outputs the resulting eight pieces of n-bit data 7'1, z's,*,2's.

20



Fig. 4 shows another configuration of the encryption unit 200 or the decryption unit 500. 15 Fig. 5
shows a configuration of a normal data transformation unit (FL) 251. Fig. 6 shows a configuration of
an inverse data transformation unit (FL-1) 271. Fig. 7 shows a part of a conventional encryption unit
and a 20 conventional decryption unit. Fig. 8 shows a part of the encryption unit 200 and the
decryption unit 500. Fig. 9 shows the normal daga transformation unit (FL) 251 and the inverse data
transformation unit (FL-') 271 which are placed at point 25 symmetry. 4 Fig. 10 shows relation
between the normal data transformation unit (FL) 251 and the inverse data transformation unit (FL")
271 which are placed at point symmetry. Fig. 11 shows a non-linear function unit F. 5 Fig. 12 shows a
configuration of an S-box first transformation unit 13 and an S-box second transformation unit 14. Fig.
13 shows a configuration of an S-box transformation unit 21. Fig. 14 shows a configuration of a linear
transformation unit 85. Fig. 15 shows a configuration of a linear transformation unit 87. 10 Fig. 16
shows a configuration of a key generating unit 300 or a key generating unit 600. Fig. 17 explains
operations of a bit length transformation unit 310.

5

Brief Explanation of the Drawings
Fig. 1 shows a data transfonnatién unit for encryption 100 and a
data n‘ansfomtion.unit for décrypﬁon 400.
10 Fig. 2 shows notations.
Fig. 3 shows a configuration of an encfyption unit 200 or a decryption
unit 500.
| Fig. 4 shows another configuration of the encryption unit 200 or the
decryption unit 500.
15 Fig. 5 shows a configuration of a normal data transformation unit
. FU 251 |
Fig. 6 shows a conﬁguration of an inverse data transforrnation unit
(FL-1) 271, |
Fig. 7 shows a part of a conventional encryption unit and a
20 conventional decryption umnit.
Fig. 8 shows a part of the encryption unit 200 and the decryption unit
500.
Fig. 9 shows the normal ciatg transformation unit (FL} 251 and the

inverse data transformation umnit (FL-1) 271 which are placed at point

25  symmetry.



Fig. 18 shows a configuration of a shift register A 341. Fig. 19 shows a configuration of a control table
of a shift control unit 15 345. Fig. 20 shows operations of the shift register A 341 and a shift register B
342. Fig. 21 shows correspondence between the shift register A 341, the shift register B 342 and
extension keys. 20 Fig. 22 shows operations of the shift registers A 341 through D 344. Fig. 23 shows
correspondence between the shift registers A 341 through D 344 and extension keys. Fig. 24 shows a
computer which is equipped with the data transférmation unit for encryption 100 and the data
transformation unit fdtig23 Gedryptiorelifioh Heitw2Ershhwnacaaliglitiianofdemasiyption function
of DES. Fig. 26 shows a configuration of the non-linear function of 128-bit block cipher E2. Fig. 27
shows anothétlex&nplent SwoxineersordatioiumisiobBrgiad shoivs@hon-ineaniidtiordnit F
which is equipped with the first through fourth S-box transformation units. Fig. 29 shows another
non-linear fuN@feH AP W& tetation of the key function unit 25 is moved. Fig. 30 shows
another non-linear function unit F in which a location 10 of the key function unit 25 is moved. Fig. 31
shows another configéﬁaﬁér?%f)‘é’?r?‘?fdﬁ&iéwaﬁﬁ Bmetige 3mdhdivs another configuration of the P

function_unit 30. ) .
5 Fig. 12 shows a configuration of an S-box first transformation unit 13

and an S-box second transformation unit 14.
Fig. 13 shows a configuration of an S-box transformation unit 21.
Fig. 14 shows a configuration of a linear transformation unit 85.
Fig. 15 shows a configuration of a linear transformation unit 87.
10 ' Fig. 16 shows a configuration of a key generating unit 300 or a key
generatiﬁg unit 600.
Fig. 17 explains operations of a bit length transformation unit 310.
Fig. 18 shows a configuration of a shift register A 341.
Fig. 19 shows a configuration of a control table of a shift control unit
15 345. |
| Fig. 20 shows operations of the shift register A 341 and a shift
register B 342,
Fig. 21 shows correspondence between the shift register A 341, the
shift register B 342 and extension keys.
20 Fig. 22 shows operations of the shift registers A 341 through D 344,
Fig. 23 shows correspondence between the shift registers A 341
through D 344 and extension keys.
Fig. 24 shows a computer which is equipped with the data
transformation unit for encryption 100 and the data transformation ﬁnit for

25 decryption 400.



Fig. 33 shows configurations and operations of Si through S4 of Fig. 31. 15 Fig. 34 shows a proof of
non-existence of an equivalent keys. Fig. 35 shows a proof of non-existence of an equivalent keys.
Fig. 36 shows another configuration of the encryption unit 200 or the decryption unit 500. Fig. 37
shows another configuration of the encryption unit 200 or the 20 decryption unit 500. Fig. 38 shows
another configuration of the encryption unit 200 or fhe decryption unit 500. Fig. 39 shows another
configuration of the encryption unit 200 or the decryption unit 500. 25 Fig. 40 shows another
configuration of the efigryplicthomit 206bafither Gtidecof ifiencmitgifo frify ddsshows BRSher
configuration of the encryption unit 200 or the decryption unit 500. Fig. 42 shows a configuration in
which the units of Fidii89 2fidskigwa0a Sandé gunaltioad of ith4 hshelissea cdinfiguiationfof ffeldncryption
unit 200 or the decryption unit 500, which is shown in Fig. 3, using the non-linear function unit F.
shown in Fighbekmepler 3hdws a modified configuration of Fig. 43 by using a non- 10 linear function
-unit Fin which the the key function unit 25 of the non-linear function unit F is removed. Fig. 45 shows a
modified configuratiorﬁl%f &79?11'4@’15%/ eigpY eRemple of S.*bOX transformation units,

5 Fig. 28 shows a non-linear function unit F which is equipped with the
first through fourth S-box transformation units.
Fig. 29 shows another non-linear function unit F in which a location
of the key function unit 25 is moved. |
Fig. 30 shows another non-linear function unit F in which a location
10 of the key function unit 25 is moved.
Fig. 31 shows another configuration of a P function unit 30,
Fig. 32 shows another configuration of the P function unit 30.
Fig. 33 shows configurations and bperations of S1 through S4 of Fig.
31 |
15 Fig. 34 shows a proof of non-existence of an equivalent keys.
Fig. 35 shows a proof of non-existence of an equivalent keys.
Fig. 36 shows another configuration of the encryption unit 200 or the
decryption unit 500.
Fig. 37 shows another configuration of the encryption unit 200 or the
20 decryption unit 500.
Fig. 38 shows another configuration of the encryption unit 200 of the
decryption unit 500.
Fig. 39 shows another configuration of the encryption unit 200 or the
deeryption unit 500. -

25 Fig. 40 shows another configuration of the encryption unit 200 or the



whitening extension keys with the extension keys. Fig. 46 shows a modified configuration in which the
key function 15 unit 25 is removed from the non-linear function unit F and in which an extension key k
is supplied to an XOR circuit 298, when the non-linear function unit F is configured as shown in Fig.
29. Fig. 47 shows a modified configuration in which the key function unit 25 is removed from the linear
function unit F and in which a linearly 20 transformed extension key k' is supplied to the XOR circuit
298, when the non-linear function unit F is confi§ured as shown in Fig. 30. Best Mode for Carrying Out
the Inventiga ERRedMeRt 308> Fig. 1 shows a data transformation unit for encryption 100 and a 7
data transformation unit for decryption 400 in this embodiment. The data transformation unit for

encryption 100 is, fagexamplewarueneypionieyieeiniich o At Giphertaxis e 128-bit
input plaintexts. The data transformation unit for decryption 400 is a decryption 5 device which outputs
128-bit plaittexte k8 BMOnput ciphertexts. The data transformation unit for encryption 100
consists of an encryption unit 200 and a key generating unit 300. The encryption unit 200 is a data

processing unit forldgcApthgwhantenighhetkey igewiiatinthenit880c0Eerat s milRigledd) 64-bit or
128-bit extension keys using constants V; 10 from 128-bit, 192-bit or 256-bit input key data, and supply
them f th&TBrRGYPIBIEHNit 200. The data transformation unit for decryption 400 consists of a

decryption unit 500 and a key generating unit 600. The decryption unit 500 is a data processing unit
for decrypting Ciphgffex%s shows a configuration of the ‘encryption unit 200 or the

decryption unit 500, which is shown in Fig. 3, using the non-linear
function unit F shown in Fig. 28.
Fig. 44 shows a modified configuration of Fig. 43 by using a non-
10  linear function unit F’ in which the the key function unit 25 of the non-linear
function unit F is removed.
Fig. 45 shows a modified configuration of Fig. 44 by merging the
whitening extension keys with the extension keys,
Fig. 46 shows a modified configuration in which the key function
15  unit 25 is removed from the non-linear functon unit F and in which an
extension key k is supplied to an XOR circuit 298, when the non-linear
~ function unit F is configured as shown in Fig. 29.
Fig. 47 shows a modified configuration in which the key function unit
25 1s removed from the linear function unit F and in which a linearly
20 wansformed extension key k' is suppliéd to the XOR circuit 288, when the

non-linear function unit F is configured as shown in Fig. 30.

Best Mode for Carrying Out the Invention
Embodiment 1.

25 Fig. 1 shows a data transformation unit for encryption 100 and a



The key generating unit 600 is the same as or similar to the above key 15 generating unit 300.
Furthermore, since the encryption unit 200 and the decryption unit 500 can run the same procedure,
they can share one circuit or one program, though the encryption unit 200 and the decryption unit 500
are illustrated separately in the figures. Similarly, the key generating units 300 and 600 can share one
circuit or one program. That is, one circuit or 20 one_program can be shared by the data transformation
unit for encryption 100 and the data transformation unit for decryption 400. Fig. 2 shows meanings of
notations usé%??éftt’ﬁ@lﬁ;ﬂéw&ﬁ%% & gesanplitrs 400y, inanaho dubsaguent figures, a left half
of data is called "left 25 data L" and a right half of data is called "right data R". Furthermore, the 8
data which are input ﬁd?ﬁﬁﬁéﬁ?ﬁ%ﬁ%rﬁ%ﬁ%f&?rﬁé%rf%nﬂ§mtm,1215>b3}5aﬁt¥ 253 arelealted "input
data", the internal d%\ta of the non-ljnear data transformation upits 210, 220, 230, and 240 are called
"intermediate B5t&® “3Rd ‘fécsvh‘i%lﬁl‘éﬁe CUtBUtFront thethoRRRERFIEE HamafoliRdibh UARYS 210,
220, 230, and,240 are called "output data’.. Fig. 3 shows ap example of the encryption unit 200 or the
decryption lﬁ]llil%&x(éslg ? gﬁ(;auﬁé) 3 g@ﬁ*%ﬁfﬁ%%ﬂ?ﬁ ma%grg%mmﬂn‘%}ﬁ Hafadgamatbenation unit

210, rquagsneal SRS omae IR0, 040 Suupdion lnardete vanglomater

unit 230 are cascade. The no ormaftion Uni

wansformatio it (Ehe) A E1a 815 SRAHPANESH His.OTY S ROINeP. Sg rapsfommation unit 210
200 and a key generating umit 300. The encryption unit 200 ic a data
processing unit for encrypting plaintexts. The key generating unit 300
generates multiple (n) 64-bit or 128-bit extension keys using constants. V.

10 from 128-bit, 192-bit or 256-bit input key data, and supply them to the
enéryption unit 200. The data transformation unit for decryption 400
consists of a decryption unit 500 and a key generating unit 600. The
decryption unit 500 is a data proceésing unit for decrypting éiphertexts.
The key generating unit 600 is the same as or similar to the above key

15 generating unit 300. Furthermore, since the encryption unit 200 and thé
decryp_tion unit 500 can run the same procedure, they can share one circuit
or one program, though the encryption unit 200 and the decryption unit 500
are illustrated separately in the figures. Similarly, the key generatiﬁg units
300 and 600 can share one circuit or one program. That is, one circuit or

20 one program can be shared by the data transformation unit for encryption
100 and the data transformation unit for decryption 400.

Fig. 2 shows meanings of notations used for the following figures or
descriptions.

In Fig. 3 and the subsequent figures, a left half of data is called “left

25  data L” and a right half of data is called “right data R”. Furthermore, the



transformation unit 220. Furthermore, the normal data transformation 15 unit (FL) 253 and the inverse
data transformation unit (FL™) 273 are inserted between the 6-round non-linear data transformation
unit 220 and the 6-round non-linear data transformation unit 230. Inside the 6-round non-linear data
transformation unit 210, 6 rounds of non-linear data transformation units are provided. For example, a
non-linear data 20 transformation unit 280 consists of a non-linear function unit F and an XOR
(exclusive OR) circuit 290. In this way, in case of Fig. 3, 18 rounds of non- linear data transformation

units are provided inliizlalafehnpan-tinerdiidcsantiermaHor fpth a1 15 eaHpRaY Wit firgs
non-linear data transformation unit 280 and a second non-linear data 25 transformation unit 281. For
arbitrary two piete40f inputalisd, fightunpdia S JathRonapehlelt diput datehkonthe fiareaer getforms the
first non-linear transformation on the left input data Lo using a first extension key ki, outputs an
XORed resultwfrsfbuntpitataits theXir8RAoRHdean dransformatitiednt thernghdiapyiddata Ro as
the first left intermediate data 5 Li, and outputs the left input data Lo as the first right intermediate data
Ri. The latteRpEriitas whdcke esadondnyindeeatisformationesr tHe thirstrieftsfntenmediataiata L, using
a second extension key k2, outputs an XORed result of the output data of the second non-linear

transforatioft-andtHe2fitstasshEficirethiieddaaRdsiaié@ Second left intermediate data L2, and 10

outputs the first left infermediate data Li as the second right intermediate data R2. The non-linear data
transformation unit 25681 WHEF RS FrE RIS A RRETY RN IBr Matfor(thir 28w tAesughtine sixth

non-linear da&%i%rgaaformation unit 285 are cascade, outputs the final right intermediate

Fig. 3 shows a configuration in which 6-round non-linear data
transformation unit 210, 6-round non-linear data transformation unit 220,
10 and 6-round non-linear data transformation unit 230 are cascade. The
nermal data transformation wunit (FL) 251 and the inverse data
transformation unit (FL") 271 are inserted between the 6-round non-linear
data transformation unit 210 and the 6-round non-linear data
transformation unit 220. Furthermore, the normal data transformation _
15 unit (FL) 253 and the inverse data transformation unit (FLY) 273 are
inserted between the 6-round non-linear data transformation unit 220 and
the 6-round non-linear data transformation unit 230. Inside the 6-round
non-linear data transformation unit 210, 6 rounds of non-linear data
transformation units are provided. For example, a non—liﬁear data
20  transformation unit 280 consists of a non-linear function unit F and an XOR
(exclusive OR) circuit 290. In this way, in case of Fig. 3, 18 rounds of non-
linear data transformation units are provided in total.
The non-linear data transformation unit 210 is equipped with a first
non-linear data transformation unit 280 and a second non-linear data

25  transformation unit 281. For arbitrary two pieces of input data, right input



data R6 and the left intermediate data L6 as the output data after 15 transformation. Fig. 4 shows a
configuration in which a normal data transformation unit (FL) 255, an inverse data transformation unit
(FL-1) 275, and a 6- round non-linear data transformation unit 240 are added to the encryption unit
200 shown in Fig. 3. In total, data transformation is performed by 24 20 rounds of non-linear data
transformation units. Fig. 5 shows the normal data Hansformation unit (FL) 251. Fig. 5 shows that the
normal data transformation unit (FL) 251 divides input data into two pieces of data, left input data 51

cutput et e TR LSS 5 e R GRS BETECLE B ndreh IO o
ANDed wit xtensi ey 53,at N jrcui and then, t NDed data is, left rotational
shifted (als%%%n%e%“ﬁél}%% ar sfhug}e?%?%i‘%?cgt aaé‘}%- itfeft ot io%gﬁ%ifﬁ?‘%eﬁr??t e Kihifed data
is XORed withishe-right ingiyrdata 52 atan XQRCiSYILA. SiThe tpuidrampdhe XOR:circuit 56
becomes right’output data 61, and is ORed with an extension key 57 at an OR circuit 58. Then, the

ORed result-iasfRediwithie 188 input daibhatARXQREICHLEIIe gresraeiefs ayiRUt data 60.

Fig. 6 shows the inverse data transformation unit (FL") 271. 10 Fig. 6 shows that the inverse data
transf@maltipnamit ¢bkpy & thdilddemippt tdatalintadwadpteessafidataidettddmtddtas Rand right
input data 72, performs logical operations for the both pieces of the data, and generates output data
from left ot Betai8@eridmight it pttodatd 8bn-linear transformation on the first left

)

intermediate data L; using a second extension key kg, outputs an XORed
result of the output data of the second non-linear transformation and the
first right intermediate data R: as the second left intermediate data L, and
10  outputs the first left intermediate data L; as the second right intermediate
'data Rg. The non-linear data transformation unit 210, in which the first
non-linear data transfomﬁation unit 280 through the sixth non-linear data
transformation unit 285 are cascade, outputs the final right intermediate
data Re and the left intermediate data Ls as the output data after
15 transformation.
Fig. 4 shows a configuration in which a normal data transformation
- unit (FL) 255, an inverse data transformation unit (FL-1) 275, and a 6-
round nori-linear data transformation unit 240 are added to the encryption
unit 200 shown in Fig. 3. In total, data transformation is performed by 24
20 rounds of non-linear data transformation units.
Fig. 5 shows the normal data transformation unit (FL} 251.
Fig. 5 shows that the normal data transformation unit (FLj 251
- divides input data into two pieces of data, leit input data 51 and right input
data 52, performs logical operations for the both piec.es of the data, and

25 generates output data from the left output data 60 and the right output data



The right input data 72 is ORed with an extension key 73 at an OR 15 circuit 74, and then, the ORed
data is XORed with the left input data 71 at an XOR circuit 75. Then, the output from the XOR circuit
75 becomes left output data 80, and is ANDed with an extension key 76 at an AND circuit 77. After
that, the ANDed result is left rotational shifted by 1 bit at a 1-bit left rotational shifting unit 78, and the
shifted data is XORed with the right 20 input data 72 at an XOR circuit 79. The output from the XOR
circuit 79 becomes right output data 81. The norméfldata transformation unit (FL) 251 shown in Fig. 5

and the inyersegatas transformation unit (FL 3271 shown in Fig. 6 perfoym opposite operations each
other. Accg%ing y%éfgn% %ﬁ‘g‘g&%@%ﬂ%ﬁ@y%&% %Blﬁ’&&f&%@&%ﬁ Bdt B&cbbiihed as

output dat%i)l_(cgﬂ‘ifig 46 Qﬂcﬂ]th@}?kﬂ% OLHRHL, 8"?‘&% Y % Fig#S%%ggl?fo%gna%%ﬁ%fﬁeFﬂ%ﬁ% ggﬁ%relationship

in which the input data to one unit canbe obtained” as outpu éking the

output dataipmihe oz 01 b npyldata o he o s el laion petwecn pormgl and

inverse transformations. The 'normal data transformation unit

ransformationyunidflal L2 Msa iiguits whichyealize, sughglalion bejyogn pormal and inverse
-pIt |e

transformations. Both of the 1-bit left rotational shifting unit 55 of Fig. 5 and the fotational

shifting unifZ8 ef:big: 6 erorRdeGhiftihanever Qb san AQ&&X@&%@%@&&F&%'@%OV& the

normal data transformation unit (FL) 251 and the inverse data transformation unit (FL can be
one of othérReahfigtiiasiansasdengdethey pieserRhexalation betmaan npumakand.inyerse

transformations. For example, the number of shifts can be
1s XORed with the left input data 51 at an XOR circuit 59 to generate left
cutput data 60.
Fig. 6 shows the inverse data transformatibn unit (FL*) 271.

10 Fig. 6 shows that the inverse data transformation unit (FL'Y 271
divides input data into two pieces of data, left input data 71 and right Input
data 72, performs logical operations for the both pieces of the data, and
generates output data from left output data 80 and right output data 81.

Thge right input data 72 is ORed With an extension key 73 at an OR

15  circuit 74, and then, the ORed data is XORed with the left input dats 7 1at
an XOR circuit 75. Then, the output from the XOR circuit 75 becomes left
output data 80, and is ANDed with an extension key 76 at an AND circuit 77,
After that, the ANDed result is left rotational shifted by 1 bit at a 1-bit left

‘rotational éhifting unit 78, and the shifted data is XORed with the right

20 input data 72 at an XOR circuit 79. The output from the XOR circuit 79
becomes right output data 81.

The normal data transformation unit (FL) 251 shown in Fig. 5 and
the inverse data transformation ‘unit. (FL*) 271 shown in Fig. 6 perform

opposite operations each other. Accordingly, using the same extension key,

25 the input data X of Fig. 5 can be obtained as output data X of Fig. 6 by



changed. Moreover, an AND circuit with "not" operation, an OR circuit with 15 "not" operation, and/or
an XOR circuit with "not" operation can be added. Namely, as follows are shown definitions of the
AND circuit with "not" operation, the OR circuit with "not" operation, and the XOR circuit with "not"

operation, represented by "andn”, "orn", and "xorn", respectively. x andny : (notx) andy 20xorny:
(not x) or y x xorn y : (not x) xor y Some recent CPUs are provided with commands of "and", "or", and
"xor" including "not". These commands can be perf]olrmed at the same cost as "and", "or", and "xor".
25 Fig. 7 shows_ a conventional encryption unit 201 and a conventional 12 decryption unit 501. The

conventionZRAERISPHNICSE Ts YotiBpadPRitRRRS fdtal ddtiEtrEnsformation units FL. Thus, the

decryption unit sho#?"be equipped with twa inyerse data.transformation. units EL' i ?rder perform 5
inverse operations. fere o‘rggrg#\nc% {ﬂev%i}l@r‘i/p |8nmu%%g%%%ra%ﬁy%%% %mﬁﬁgfértﬁecéh igu tion from

the decryptigndinib-beigper/ationniniand hsidssrypliomEnibeannghshase e sareRSiauit On the

other hand, as shown in Fig. 8, in the present embodiment,” the normal data transformation unit (FL)

251 and thesimvebse iggtat kibransformaiondiis(chl)d7a arwdoraietsinedy sideimthgrrncryption
unit 200, so that the decryption unit having the same configuration can perform decryption. For
example, tiBviyhtdtrRisrtratstormmedihe thisroamhad adatdtransformation umiti(F (252348 get left

data L', and the left data L is
and the inverse data transformation unit [FL-1) 271 are circuits which realize

such relation between normal and inverse transformations.
Both of the 1-bit left rotational shifing unit 55 of Fig. 5 and the 1-bit
left rotational shifting unit 78 of Fig. 6 perform left shift, however, both can
10  execute right shift. Furthermore, the normal data transformation unit (FL)
251 and the inverse data transformation unit (FL-1) 271 can be one of other
configurations as long as they preserve the relation between normal and
inverse transformations. For example, thé number of shifts can be
changed. Moreover, an AND circuit with “not” operation, an OR circuit with
15 “not” operatién, and/or an XOR circuit with “nhot” operation can be added.
Namely, as follows are shown definitions of the AND circuit with “not”
operation, the OR circuit with “not” operation, and the XOR circuit with
“not” operation, represented by “andn”, “orn”, and “xorn”, respectively.
xandny:{notx)andy
20 xomy:{notxjory
xxomy: (notx)xory
Some recent CPUs are provided with commands of “and”, “or”, and
“xor” including “not”. These commands can be performed at the same cost
as “and”, “or”, and “Xor”

25 Fig. 7 shows a conventional encryption unit 201 and a conventional



transformed by the inverse data transformation unit (FL™) 271 to get right 15 data R'. In this case, the
right data R can be obtained by inputting the left data L' to the inverse data transformation unit (FL™)
271, and the left data L can be obtained by inputting the right data R' to the normal data
transformation unit (FL) 251. As described above, the encryption unit 200 and the decryption unit 20
500 can be implemented by the same configuration, and the encryption unit 200 and the decryption
unit 500 can share the circuit. Fig. 9 shows a confidl?rration in which the normal data transformation
unit (FL) 251 and the inverse data transformation unit (FL") 271 are located at point symmetry on the
non-linear deerRHeHAHIBA125 unit 280. 13 In this way, when the normal data transformation unit
(FL) 251 and the inverse data transformation unit (FL-1) 271 are located at point symmetry on the
non-linear data tranSkSrSRRRGHIE2S AR BHEW ol 3Ad dseainenypadnveah bwperfommel using the
same configuration. 5 Fig. 10 shows correspondence between the data transformation unit (FL) and
the inversegcﬁoﬂ% (FARRASPRTRAGI BN LS Fdtaced BiSoirth ey At e shovimh isholgldlthén case of
Fig. 3, the normal data. transformation unit (FL) 251 and the inverse data transformation unit (FL-1)
10 271 are%?é‘é@B%%Eb‘i%ﬁWEW%rﬁﬁ‘i@ BRSO AR At ranBfeFRRtibhRe o220, In Figs.

3, 4, 85andlgvgr1e dat%;racnsformafjgn uPit éFL&) and the inverse data transformation upit (FL-1) can be
replacéd WA ELSE QHSERTIONS. erefore, since the encryption unit generally has a

different configuration from the decryption unit, the encryption unit and the
decryption unit cannot share the same circuit.
On the other hand, as shown in Fig. 8, in the present embodiment,
the normal data transformation unit (FL) 251 and the inverse data
10 transformation ﬁni‘t (FL'Y) 271 are located side by side in the encryption unit
200, so that the decryption unit having the same configuration can perform
decryption. For example, the right data R is transformed by the normal
data transformation unit (FL) 251 to get left data 1, and the left data L is
transformed by the inverse data transformatior unit (FL') 271 to get right
15 data R'. In this case, the right data R can be obtained By inputting the left
data L’ to the inverse data transformation unit (FL?) 271, and the left data L
can be obtained by .inputting the right data R’ to the normal data
transformation unit (FL) 251.
As deseribed above, the encryption unit 200 and the decryption. unit
20 500 can be implemented by the same configuration, and the encryption unit
200 and the decryption unit 500 can share the circuit.
Fig. 9 shows a configuration in which the normal data
transformation unit (FL) 251 and the inverse data transformation unit (FL')
271 are located at point symmetry on the non-linear data trans;formatior;

25  umt 280.



Besides, in Figs. 3, 4, 8, and 9, the right data R and the left data L can be 15 replaced with each
other. Fig. 36 shows a configuration in which the encryption unit 200 consists of the 6-round
non-linear data transformation unit 210, and the 6-round non-linear data transformation unit 220, and
the 6-round non- linear data transformation unit 230. 20 The 6-round non-linear data transformation
unit 210, the 6-round non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit 230 are circuits that can be use&for encryption and decryption. Here, a
normal/inverse data transformation unit 211 consists of 25 the 6-round non-linear data transformation

unit 210, and the neymakoeE; 1 dHENSIY Hatem LAk ¢ 1 258nshiisdnyaisergtadransfgrmation

unit (FL- ") 271. The normal/inverse data transformation unit is a circuit that can be used for both
encryptiontied tearystiodatianedndfenmameal/inverse(Hata) tznsfosmatioeatst isaneopimallinverse
transformation circuit in which 5 the input data to the unit can be obtained as the output data from the
other unit $iramaging the dutpuddatmframdhe urheitheiapoidataito2B@, other emaityAtivarmal/inverse
data transformation unit 221 also consists of the 6- round non-linear data transformation unit 220, and
the normaPdidnEodesRarsinTaGoR GatRFIlyrse danaing thocrseggatfigistetiation unit (FL- ') 273.
In addition, a normal/inverse data transformation unit 231 consists of the 6-round non-linear data
transzrmatlon um??%O Lo PO rrsar aepgnidence between the data transformation

unit (FL} and the inverse data transformation unit (FL-1) placed at point
symetry.

As shown in Fig. 10, in case of Fig. 3, the normal data
tmns.formation unit (FL} 251 and the inverse data transformation unit (FL-1)

10 271 are placed at point symmetry on the 6-round non-linear data
transformation unit 220.

In Figs. 3, 4, 8, and 9, the data transformation unit (FL} and the
inverse data transformation unit (FL-!) can be replaced with each other.
Besides, in Figs. 3, 4, 8, and 9, the right data R and the left data L can be

15 | replaced with each other. | |

Fig. 36 shows a configuration in which the encryption unit 200
consists of the 6-round non-linear data transformation unit 210, and the
6?round non-linear data transformation unit 220, énd the 6-round non-
linear data transformation unit 230.

20 The 6-round non-linear data transformation unit 210, the 8-round
non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit 230 are circuits that can be used for encryption and
decryption.

Here, a normal/inverse data transformation unit 211 consists of

25 the 6-round non-linear data transformation unit 210, and the normal data



transformation unit (FL) 253, and the inverse data transformation unit (FL" 15 275. The encryption unit
200 is configured by cascading these - normal/inverse data transformation units 211, 221, and 231.
And this encryption unit 200 can be also used as the decryption unit 500. Besides, if a set of the
6-round non-linear data transformation unit 20 210, the 6-round non-linear data transformation unit
220, the normal data transformation unit (FL) 251, and the inverse data transformation unit (FL* ') 271
is assumed to be a non-linear data transformation tifiit 1210, the non- linear data transformation unit
1210 is a circuit gat can be used for encryption and decryption. Here, a normal/inverse data

transformatiGHPS B e 9% 1@3h {5te sobeatrh Hhe drvaraardastorradaramtion outite(F5 normal

data transf&:g]ﬁ(i)on nit (FL) 250, and the inverse data transformation unit (FL") 273. Further, if a set
of the 6-ro n-lirEaf HhEFORN (RRDSST TR RoUR AD - ivsartishatransibemation unit

230, and the nor a(leb5§ata transformation, unit (FL) 253, and the inverse data transformation unit

Ly 573 K b BB TR B PN o AR i 1350 v s HERRR dladin

transformation upit 1221 consi%ts of the non-li%gar data transformation unit 1220, the normal data
Ians % g

transformation Gnit (FL %fnénc_}stﬁél ?_m‘/‘eor%%‘ YRS IRABR ?Fﬁ?ﬁlt’(ﬁ")"*ﬁ‘?‘ﬁtl@ﬂéma
nomayinessedia e ATIENNN s L, A0gk 1281, cap be el o1 the decnprion unt. Further,

if a set of the 6-round non-linear data transformation units g

non-linear date aRsionatien Wt Qata from the unit be the input data to the other
unit.

A normalfinverse data transformation unit 221 also consists of the 6-
round non-linear data transformation unit 220, and the normal data

10 transformation unit (FL) 251, and the inverse data transformation unit (FL
Y 273.

In addition, a normal/inverse data transformation unit 231 consists
of the 6-round non-linear data transformation unit 230, and the normal data
transformation unit (FL) 253, and the inversé data transformation unit (FL-

15 1) 275. |

The encryption unit 200 is configured by cascading these
normal/inverse data transformation units 211, 221, and 231. And this
encryption unit 200 can be also used as the decryption unit 500.

Besideé, if a set of the 6-round non&ineér data transformation unit

20 210', the 6-round non-linear data transformation unit 220, the normal data
transformation unit (FL) 251, and the inverse data transformation unit (FL
") 271 is assumed to be a non-linear data transformation unit 1210, the non-
linear data transformation unit 1210 is a circuit that can be used for
encryption and decryption. Here, a normal/inverse data transformation

25 unit 1211 consists of the non-linear data transformation unit 1210, the



the non-linear data transformation unit 2210 is a circuit that can be used for 15 both encryption and
decryption. Here, the non-linear data transformation unit 2210, the normal data transformation unit
(FL) 250, and the inverse data transformation unit (FL' 275 form a normal/inverse data transformation
unit 2211. The normal/inverse data transformation unit 2211 can be used for 20 the decryption unit.
As described above, the encryption unit 200 or the decryption unit 500 can be configured by
cascading multiple normal/inverse data transformaltton units. Further, in the encryption unit 200 or the
decryption unit 50(;, the 25 normal/inverse data transformation unit can be formed hierarchically by 16
[

nesting the NOTHRA&Yin JEBPHERERG R0 wWilin thedormaminviiee davetsnsitamation unit.

Fig. 37 shows a case in which the encryption unit 200 and the decryption unit have the same
configuratio%%ﬂ%ﬁﬁﬁam%%- jﬁ&%%near data transformation unit 210. In Fig. 37, the 6-round

non-linear data tranﬁl;grgﬁatio unit il& j ;él%gies evgn rounds of non-linear data transformation units
. he B

280 as shown in Flgs.r A .aDgaet. _ 55‘%% .oqﬂ’(}di&i%?ﬁ% %W@Fﬁfﬁﬁﬁﬁiﬁ%l%ﬁa |
eniomatopunh 5,11 e LTI Ut 21,10 it o o e

?nput port 261 !‘s output from afirst ou put por
Secon oLt o D e D e A R oyt SESen oty eRsiorabion Wit
(FL') 273 is assumed to be a non-linear data transformation unit 1220, a
normal/inverse data transformation unit 1221 consists of the non-linear data
transformation unit 1220, the normal data transfoi‘mation unit (FL) 251, and
the inverse data transformation unit (FL) 275.
10 The normal/inverse data transformation units 1211 and 1221 can be
used for the decryption unit.
Further, if a set of the 6-round non-linear data transformation units
210 through 230 is assumed to be a non-Lnear data trahsformation unit 2210,
the non-linear data transformation unit 2210 is a circuit that can be used for
15 both encryption and decryption. |
Here, the non-linear data transformation unit 2210, the normal data
transformation unit (FL) 250, and the inverse data transformation unit (FL
Y 275 form a normal/inverse &ata transformation unit 2211.
The normaliinverse data transformation unit 2211 can be used for
20  the decryption unit.
As described above, the encryption unit 200 or the decryption unit
500 can be configured by cascading multiple normalfinverse data
transformation units.

Further, in the encryption unit 200 or the decryption unit 500, the

25 normal/inverse data transformation unit can be formed hierarchically by



inverse data transformation unit 279. 15 The data Al' output from the first output port 263 of the
encryption unit 200 is input to the second input port 262 of the decryption unit 500 as the data Al'".
The data B1' output from the second output inverse data transformation unit 279 is input to the first
input normal data transformation unit 256 as the data B,', and output as the data B,1 20 The
non-linear data transformation unit 210 inputs the data B1 and outputs the data B. Further, the
non-linear transformation unit 210 inputs the data K1 and outputs the data A'. The second output
inverse data transformation unit 279 inputs the data A" and outputs the data A. In Fig. 38, the
odd-round restimear dhea traosfoatiaticremit 2b63a25 inshedesmddisaundmof . neitdinear daia
transformation units 280. 17 Accordingly, the data A" input from the first input port 261 is output from
the second BoTmRAEIY o6 sk tac rrrainimBHéonthmdata Ai' is transformed by the second output
inverse data transformation unit 279, and output as the data Ai". Further, the data B input to the
second input 5 port&2 |§’6lﬁb9?’fﬁoﬁq ﬂ?@iflrsﬂoﬁtbﬁft}pdmmm@@ataimtT%@OdatacBmhﬂtput from

the first output port 262 of the encryption unit 200 is input to the second input port 262 of the
decryption G}ﬁﬁ@@@l% fHRib a1, GaTBEA PBRSHRGI hnsBrbmE Egﬁut@lﬁ\%%é data-
transformation unit 279 of the encry tion un|t 200 is input to the 10 decryption unit 500 as the data Ai"

and input t \&fir ARG GRS Gt Ration unit 256. In cases of Figs. 37 and 38, the

o TR S PR A RO

includes even rounds of non-linear data transformation units 280 as shown
in Figs. 3 and 4. Data A is transformed into data A’ by a first input normal
data transformation unit 256, the data A’ is input to a first input port 261,

10 the data A’ input from the first input port 261 is output from a first output
port 263 as data A, Further, data B input from a second input port 262 is
output from a second output port 264 as data B,. The data B, output from
the second output port 264 is transformed into data B, by ;a second output
inverse data transformation unit 27 9

15 The data A, output from the first output port 263 of the encryption
unit 200 is input to the second input port 262 of the decryption unit 500 as
the data A,. The data B, output from the second output inverse data
transformation unit 279 is input to the first input normal data
transformation unit 256 as the data B’ and output as the data B,.

20 The non-linear data transformation unit 210 inputs the data B, and
outputs the data B. Further, the non-linear transformation unit 210 inputs
the data A, and outputs the data A’. The second output inverse data
transformation unit 279 inputs the data A’ and outputs the data A.

In Fig. 38, the odd-round non-linear data transformation unit 21é

25 includes odd rounds of .non-linear data .transformation units  280.



and decryption. 15 Fig. 39 shows a case in which the second input normal data transformation unit
257 is provided at the second input port 262, and the first output inverse data transformation unit 278
is provided at the first output port 263. Fig. 40 shows a case in which the first input inverse data 20
transformation unit 276 is provided at the first input port 261, and the second output normal data
transformation unit 259 is provided at the second qutput port 264. Fig. 41 shows a case in which the
normal/inverse data transformation units 256, 258 ‘are provided at the left input/output ports 25 261,
263, and the inverse data transformation units 277, 279 are provided at the right input/output ports
262, 264. K cbigiidgishaivs doasea innyhictiogs 188 ardrdhpie gsrnbded. if\oatiaiicasercan be
implemented by combining Figs. 37 and 39, which is not shown in the figure. Further, Figs. 38 and 39
can be cotiSineeraifithertipiats pethd2@dersoting) Hekalindar datdrsyrdhsfodatRiofUni®210 can be

ore ot SHOTRMIP o s 1A GAREC 4 g8 oo B Eh 45 tne SREIGRRGACH hH edecryption
unit can be, ipplemsaieskbihesaME configralien 10 Embodiment:2: gl d-saouisiAgonfiguration
of a non-linear function unit F of the non-linear data transformation unit 280. The non-linear function
unit Fanpupe it BA2tisnonpptit étardGhe first output port 263 as the data B;.
The data B output {rom the first output port 262 of the encryption
urtit 200 is input to the second input port 262 of the decryption unit 500
as the data B;. The data A;” output from the second output inverse data
iransformation unit 27¢ of the encryption unit 200 is input to the
10  decryption unit 500 as the data A;” and input to the first input normal
data transformation unit 256. |
In cases of Figs. 37 and 38, the encryption unit 200 and the
decryption uhit 500 have the same configuration, performing encryption
and decryption.
15 Fig. 39 shows a case in which the second input normal data
transformation unit 257 is provided at the second input port 262, and the
first output inverse data transformation unit 278 is provided at the first
output port 263.
Fig. 40 shows a case In which the first input inverse data
20 transformation umnit 276 is provided at the first input port 261, and the
second ocutput normal data transformation unit 259 is provided at the
second output port 264.
Fig. 41 shows a case in which the normal/inverse data
transformation units 256, 258 are provided at the left input/output ports
25 261, 263, and the inverse data transformation units 277, 279 are provided

at the right input/output ports 262, 264.



performs non-linear transformation, and outputs F function output data 15 40. The F function input
data 10 having 64 bits is divided into eight pieces of data, and processed in the unit of 8 bits. Each
8-bit data is input to each of eight XOR circuits 12 of a key function unit 25, XORed with an extension
key 11, and performed non-linear transformation using substitution at an S function unit 20, Then, at a
P function unit 30, two 20 pieces of 8-bit data are 1(3Red by sixteen XOR circuits 815, and the 64-bit
F function output data 40 is output. In the S functioh™unit 20, four S-box first transformation units 13
and four S-box second transformation units 14 are provided. Fig. 12 shows an implementation

example of the S-lygy fuist stptransiesmatioRuidhl Bigad deea3:00sec R MBNsérMation unit 14. 19

Inside the S-box first transformation unit 13, a transformation table T is provided. The transformation

table T previously Atesehatalceseotnthve ugipkahatbddahly (@nalbaany diresponding ®values of 0
through 255. The transformation table T inputs values of 0 through 255 and outputs the 5 value (value

of 0 throughtZ6B) torrspostaingtoinathe digeirBor eRamipler, wWhigs.1 38inpod tB8 treaxsfdrmation table
T outputs 7. The transformation table T performs non-linear transformation determined under
consideratfsinBidurity, &gkl the-fifienen idHipetRrerhot, Beaniagmuntaifferential

probability is sufficiently small or not, and so on. 10 The S-box second transformation unit 14 includes

the S-box FrRPIFAFIBHARIGHUNT 19 47 aPE BIERRGOthtbHE Shifi RGP R GiPR HERE, "<<<” of
"<<<1" shows the left rotational left shi d "1 show it). . The 1-bit |eft rotational shifting unit 22
performs | ?%tg%%%ﬁewgv? B,H’up 5?& i1 Figs. é?l tgg tgrougg AE WE’HC% are not

shown in the figures. In cases of Figs. 39 through 42, the encryption unit

and theldecryption unit can be implemented by the same configuration.

10 Embodiment 2.
Fig. 11 shows a configuration of a non-linear function unit F of the
non-linear data transformation unit 280C.
The non-linear function unit F inputs F function input data 10,
performs non-linear transformation, and outputs F function output data
15 40. The F function input data 10 hav'ing 64 bits is divided into eight pieces
of data, and processed in the unit of 8 bits, Each 8-bit data is input to
each of eight XOR circuits 12 of a key function unit 25, XORed with an
extension key 11, and performed non-linear transformation using
substitution at an 35 function unit 20. Then, at a P function unit 30, two
20 pieces of 8-bit data are XORed by sixteen XOR circuits 815, and the 64-bit
F function output data 40 is output. In the S function unit 20, four $-box
first transformation units 13 and four S-box second transformation units
14 are provided.
Fig. 12 shows an implementation example of the S-box first

25 transformation unit 13 and the S-box second transformation unit 14.



to an output from the S-box first transformation unit 13. For example, 15 when 1 is input, the S-box first
transformation unit 13 outputs 7, and 1-bit left rotational shifting unit 22 outputs 14. If the S-box first
transformation unit 13 and the S-box second transformation unit 14 are configured as shown in Fig.
12, one can obtain an effect, which is similar to the case in which two kinds of the transformation 20
tables T are provided, though it is not required to have two kinds of transformation tables T. By
including only one transformation table T, the mer’h%ry usage required for storing the transformation
table T can be decreased, and the circuit scale can be reduced. Further, as shown in Fig. 27, by
providing a 1-bit rightFstatdsab-Pexfinsid tansormptiinharstobk thitdarefefonattiontabiel5 in Fig.
27) as 20 well as, or, instead of the 1-bit left rotational shifting unit 22, a similar effect can be obtained
to a case inwHich:8affGentthshdRRHaER Ept TtRbIRIthepisridualy Isteresthealnay, dfidalso

possible togtansform input data 3{ uzjing the_transformation table T after shifting the input data y by the
1-bit 5 left FORABRRI<HIRGIEAT PE 28 Fardosnd uwsenemdinadombiien At hewabi@o57) provided

for the input.data y. Fig. 27 shows cases of s(y), s(y)<<<1, s(y)>>>1, s(y'<l), but cases of s(y>>>1),

s(Y<<<|)<ﬁ‘<fq,es%‘;%%@;@t??(%ﬁig&ﬁff??@{wi‘ 3%%?@%%%8%&%%@%@%&%@ the shifted

amount 1 bit, it sometimes. becomes possihle to perform.faster 10 than gases Qf shifting by 3 bits or 5
vt%futg @ &ee?if.%ua%\gg%‘%?é%laibt) s%cfﬁt%gﬁwgrﬁrgﬁ’ag QrFt witeHEhis SHiffirg ss is

bits in Case
e T M S e s LSRR P
table T performs non-linear transformation determined under consideration
of security, e.g., checking if the function is bijective or not, the maximum
differential probability 1s sufficiently small or not, and so on.
10 The S-bex second transformation unit 14 includes the S-box first
transformation unit 13 and a 1-bit left rotational shifting unit 22 (in the
figure, “<<<” of “<<<1” shows the left rotational left shift and “1” shows 1 bit)..
The 1-bit left rotational shifting unit 22 performs left rotational shift by 1 bit
to an output from the S-box ﬁrst transformation unit 13. For example,
15  when 1 is input, the S-box ‘ﬁrst transformation unit 13 outputs 7, and 1-bit
left rotational shifting unit 22 outputs 14.
If the S-box first transformation unit 13 and the S-box second
transformation unit 14 are configured as shown in Fig. 12, one can obtain an
effect, which is similar to the case in which two kinds of the transformation
20 tables T are provided, though it is notl required to have two kinds of
transformation tables T. By including only one transformation table T, the
memory usage required for storing the transformation table T can be
decreased, and the circuit scale can be reduced.

Further, as shown in Fig. 27, by providing a 1-bit right rotational

25  shifting unit (">>>1" of the S-box third transformation unit 15 in Fig. 27) as



but an arbitrary number of bits such as 2 bits, 3 bits can be used. By 15 shifting by an arbitrary number
of bits, it sometimes becomes possible to obtain a similar effect to providing different kinds of tables.
Fig. 28 shows an S function unit 20 using the four S-box first through fourth transformation units 13,
14, 15, 16 shown in Fig. 27. Another configuration of the P function unit 30 is shown in Fig. 31. 20
From 8-bit input data y" y2, y3, y4, 32-bit data Z" Z2, Z3, Z4 are obtained by referring to Si, S2, S3,
S4, respectively, and they are XORed at a circuit ¢¥3. From 8-bit input data y5, y6, y7, y8, 32-bit data
Z5, 76, Z,, Z8 are obtained by referring to S2, S3, S4, Si, respectively, and they are XORed at a
circuit 916. ¥his aD&Rethstsatt bf thne tHe fdafieroX@Ratkiesulfiih @rerdb KO Rethal @-Gifgsit 917 to
output z1', z2', z3', z4'. Then, the XORed result U, 21 from the circuit 913 is shifted to the left by 1
byte (in (in G4g. Bt, thtatbed elpresenisel ibyte hothtion i Heife motttshitforatiotiahshifhlat B ¢ircuit 918.
‘The shifted result is XORed with the output from the circuit 917 to output Z5', Z6', Z7', ZS'. 5 As
shown in (dpeierigpraiédig. [33a sitbeonfaudd asikiy thesSitiexditsttrafisformationdatii 13, S2 is
configured using the S-box second transformation unit 14, S3 is configured using the S-box third
transformatiofstii 45 Bansiesmtia tadis Trriemekifsing theastornddtn hit tee THES-bit output
data from g}g transformation 10 unit is copied four times to make 32-bit data, and further, 32-bit data

is maSked fFotRERTORR} PRELIBE BRIbI RS Tatad2BsIF PRE {oMyid rotansfashifiast theltircuit 918

S B Oy Ol g o oviied e the put Btk v e 97 Shons wases of 26,

s(y)<<<l, s(y)>>>1, s(y<<<l), but cases of s(y>>>1), sa(y<<<l)<<<l,

_s(y<<<1)>>>1, s(y>>>1)<<<1, s(y>>>1)>>>1 are also applicable. By making

the shifted amount 1 bit, it sometimes becomes possible to perform faster

10 than cases of shifting by 3 bits or 5 bits in case that CPUs, etc. have only 1-

bit shift command. Further, when this shifting process is performed by

hardware which performs only 1-bit shifting, it sometimes becomes possible

to perform faster. Further, the shifting is not limited to performed by 1 bit,

| but an arbitrary number of bits such as 2 b_its, 3 bits can be used. By

15  shifting by an arbitrary number of bits, it sometimes becomes possible to
obtain a similar effect to providing different kinds of tables.

Fig. 28 shows an S function unit 20 using the four S-box first through
fourth transformation units 13, 14, 15, 16 shown in Fig. 27.

Anather configuration of the P function unit 30 is shown in Fig. 31.

20 From 8-bit input data y,, v, v, ¥, 32-bit data Z,, Z, Z, Z, are

obtained by referring to S1, 82, 53, 5S4, respectively, and they are XORed at a

circuit 913. From 8-bit input data vy, ¥s, ¥, ¥s, 32-bit data Z,, Z,, Z,, Z, are

- obtained by referring to S2, 83, S4, 51, respectively, and they are XORed at a

- circuit 916. This XORed result U, and the former XORed result U, are

25 XORed at a circuit 917 to output z/, 2., 75, z,. Then, the XORed result U,



Fig. 32 shows the P function unit whose configuration is equivalent 15 to Fig. 31, but implementation
is different. From 8-bit input data yi, y2, ys, y4, 32-bit data Z1, Z2, Zs, Z4 are obtained by referring to
35, S6, S7, S8, and they are XORed at a circuit 933 to output an operation result A. From 8-bit input
data ye, ye, y7, ys, 32-bit data Z;, Z6, Z7, Zs are obtained by referring to S9, SA, SB, SC, and 20 they
are XORed at a circuit 936 to output an operation result B. The operation result B is shifted
rotationally to the right by 1 byte (in Fig. 32, similar%} to Fig. 31, shifting is performed by a unit of bit

length (8 bits = 1 byte) which is processed by the S-box, not 1 bit) at a circuit 937 and the gperation
result B and%ﬂ‘@oﬁéera%ﬁ‘fgsa% éﬁes)bé%@é% g Fofclntioly %h%@ﬁe“é’titﬁ@S FesultETe shifted

rotationally_ t er (le at a circult 939, and the 22.. gperatiop.result C is alsg XORed with
the operatigé) r%%tﬁ?% ait)é?ﬁf%a%%%pﬁ%%b%?ﬁ%-%Iéuﬁ?%%oéil tgguﬁ a%?o%éi’rfﬁ%%;g er’(left) by 2
byte at a_cirguit:3dd.andihgiapereifpdssuhRisalsn AR ithdhe QuRus o, the Girguit 939 at

a circuit 942. This operation result E is shifted 5 rotationally (to the right) by 1 byte at a circuit 943, and
the operatiggi,resuli;’E4s.also XORed with the output from the circuit 941 at a circuit 944. Output F
from the circuit 944 is output as z,', z2', za', z4', and output from the circuit 943 is output as z5', z6', z,',
z5'. S®and SC arefeoahigwodudmgttimesghoidiref Fagskimalids aninfitsiandiagotieatshift, S6
and S9 are configured using the S-box second transformation unit 14 and a logical shift, S7 and SA

are configuped d8ivly RBEBHAHAE VaHS(dPnatenitsonEgined vgina thft SSBansSBRde

configured using the S-box fourth transformation unit 16 and a logical shift. ] .
transformation unit 14, 53 is conflgured using the S-box third

trapsformation unit 15, S4 is configured using the S-box fourth
transformation unit 16. The 8-bit output data from each transformation
10  unmit is copied four times to make 32-bit data, and further, 32-bit data is
masked to output only three pieces of the data (24-bit}.
The 1-byte rotational shift of the circuit 218 is a cyclic shifting by a
unit of bit length (8 bits = 1 byte) which is processed by the S-box.
Fig. 32 shows the P function unit whose configuration is equivalent
15 to Fig. 31, but implementation is different.
From 8-bit input data yi, vz, y¥s, va. 32-bit data Zi, Z, Zs, Za4 are
obtained by referring to S5, S6, S7, S8, and they are XORed at a circuit
833 to output an operation result A. From 8-bit imput data vs, Vs, V7, Va.
32-bit data Zs, Zs, Z7, Zs are obtained by referring to S9, SA, SB, SC, and
20 they are XORed at a circuit 936 to output an operation result B. The
operation result B is shifted rotationally to the right by 1 byte {in Fig. 32,
similarly to Fig. 31, shifting is performed by a unit of bit length (8 bits = 1 byte)
which is processed by the S-box, not 1 bit) at a circuit 937 and the operation
result B and the operation result A are XORed at a circuit $38. This operation

25  result C is shifted rotationally to upper (left) by 1 byte at a circuit 939, and the



The logical shift is used for outputting 8-bit output data from each 15 transformation unit to a
predetermined location within the 32-bit output data. The logical shift is set to shift to the left by O byte
in S5 and SA, | byte in S6 and SB, 2 bytes in S7 and SC, 3 bytes in S8 and S9. Namely, assuming
8-bit output from the transformation unit as z, 32-bit output can be represented as [0,0,0,z] (0 shows
each of eight bits is 0) in S5 and SA, 20 [0,0,z,0} in§6 and SB, [0,z,0,0] in S7 and SC, [z,0,0,0] in S8
~and S9. It is possible to implement using substitutign tables whose input is 8-bit and output is 32-bit,
which is calculated for directly producing predetermined output. In cases of Figs. 31 and 32, the
apparatus cepee peovidedltvihichai2s BéBevisrtishdfbenatmathighenispead thandhi Bagsformation
used for 23 the conventional E2 cipher shown in Fig. 26, and further on which flexible implementation
is possible. Wbﬁg@ﬂquamwnmﬁélﬁ-goi%§bifﬂ@S@@ﬂﬁ@ﬁﬂMt@O@p@u’oﬁﬁ@)rbyi Jdspectitely by
different kinds of S-boxes, eight transformation tables T are 5 required. On the other hand, when the
S-boxes ar€E5HAE W a8drdRrPreradion rerutdmdeyaleageOdndred forthiugrhe framsformation
tables T can be reduced to at least a half, Further, eight pieces of 8-bit data are input time-divisionally
to the S-boa’ﬁrsf’ti’éiﬂgfoﬁ%%tiéﬁ Ghitti BHd ﬁ%-boﬁ@@c&ﬁﬁ?ﬁﬁ@fbrm}ﬂﬁ Jhitis oshdfetdwn in Fig.

unit 13 i e ST Ge Bt ARG IR IREL £ FEEAS e BholHePESEHRHIE SPNLS.hov of
the S functi%p ysnigfs%' XORed with the output from the circuit 941 at & circuit 944.
Output F from the circuit 944 is output as z,, z,), z,, z,, and output from the
circuit 943 is output as Zs) Zg s Zr, Zg -
S5 and SC are configured using the S-box first transformation unit
16 13 and a logical éhift, 56 and S9 are configured using the S-box second
transformation unit 14 and a logical shift, S7 and SA are configured using
the S-box third transformation unit 15 and a logical shift, S8 and SB are
configured using the S-box fourth transformation unit 16 and a logical shlft
The logical shift is used for Qutput;ting 8-bit output data from each
156  transformation unit to a predetermined location within the 32-bit output
data. The logical shift is set to shift to the left by 0 byte in S5 and SA, 1 byte
in S6 and SB, Z bytes in 87 and SC, 3 bytes in S8 and S9. Namely,
© assuming 8-bit output from the transformation unit as z, 32-bit output can
be represented as [0.0,0,z] (0 shows each of eight bits is 0) in S5 and SA,
20 [0,0,z,0] in 56 and SB, [0,2,0,0} in S7 and SC, [2,0,0,0] in S8 and S9.
It is possible to implement using substitution tables whose input is
8-bit and output is 32-bit, which is calculated for directly producing
predetermined output.

In cases of Figs. 31 and 32, the apparatus can be provided, which

25  performs transformation at higher speed than the transformation used for



The concrete configuration is. explained in detail in Matui, Sakurai, 15 "Galois Field division circuit and
shared circuit for multiplication and division" (Japanese Patent Registration No. 2641285 [May 2,
1997]). 8-bit data is input to the S-box transformation unit 21, and 8-bit data is output. The S-box
transformation unit 21 is configured by an N-bit (here, N=8) linear transformation unit 17, a subfield
transformation unit 18, and 20 an N-bit linear transformation unit 19. The N-bit linear transformation
unit 17 performs operations of 8-bit data. The subfiefd transformation unit 18 performs operations of
only 4-bit data which are elements of Galois Field GF (2). The N-bit linear transformation unit 19
performs athepecatiemn tit::biEdatap Kelindartianaf@ieatis) unitChetlae Nrbikinerr®5ble
transformation unit 17 is a circuit which performs the linear transformation 24 shown in Fig. 14. A
linear transforplaticentiaii &7 is posisthiie which performs the linear transformation shown in Fig. 15. The
linear transformation unit 85 can be replaced by a circuit which performs an affine transformation (a
linear transformatior: caigbél Swebasidbeel-hexmseattyleeof difinetiansfaimaficns) «SitAilardthe linear
transformation unit 87 can be replaced by a circuit which performs another affine transformation. The
linear trangfesarifovelinib Bsliffanersring 8soif dabopesintaghbitimaiocmEbeobisited B-bikdata (X'} is
assumed to be an element of Galois Field (28). The upper 4-bit data and 10 the lower 4-bit data (Xi
and X3 of A&t este r&%ééﬁx@%@%é}%@d"é@eéléhﬁeéé}@?ﬁﬁ%@ﬁoﬁ@tﬁ@anﬁé Riekh() amnd output to
the subfiel .trarﬂ]%for ation unit 18. Here, for example, let an element 8 of GF (28) be an element

|

which satioht t %%%@%l%&ﬁﬁﬁ%gﬁ%%%%ﬁhe transformation tables T

can be reduced to at least a half.
Further, eight pieces of 8-bit data are input time-divisionally to the
S-box first transformation unit 13 and the S-box second transformation unit
10 14 shownin Fig. 12, so that the conventional eight respective S-boxes can be
replaced by the S-box first transformation unit 18 and the S-ﬁox second
transformation unit 14.
Fig. 13 shows another example of the S-box of the S function unit 20.
The concrete configuration is explained in cietaillin Matwi, Sakurai,
15 “Galois Field division circuit and shared circuit for multiplication and
division” (Japanese Patent Registration No. 2641285 [May 2, 1997)).
8-bit data 1s input to the S-bozﬁ transformation unit 21, and 8-bit data
is output. The S-box transformation unit 21 is configured by an N-bit (here,
N=8) linear transformation unit 17, a subfield transformation unit 18, and
20 an N-bit linear transformation unit 19. The N-bit linear transformation
unit 17 performs operations of S-bit data. The subfield transformation unit |
18 performs operations of only 4-bit data which are elements of Galois Field
GF (2%. The N-bit linear transformation unit 19 performs an operation of
8-bit data. = A linear transformation wunit 85 of the N-bit Lnear

25  transformation unit 17 is a circuit which performs the linear transformation



and a =$ 238, a base of the subfield GF (24) can be represented as 15 [1, a, a2, a3]. If, the elements
of GF (24), X0, X1, are represented using this, the fol lowing relationship can be established as X'
=X0+$X,. (For deta il s, refer to Matui, Sakurai, "Galois Field division circuit and shared circuit for
multiplication and division" (Japanese Patent Registration No. 2641285 [May 2, 19971)). The subfield
transformation unit 18 is 20 configured only by operation units each of which performs operations of 4-
bit data. Here, as an example of extracting "subfielét, the subfield GF (2m) where n=2m can be
considered for given GF (2n). In this example, n=8, m=4. 25 The subfield transformation unit 18 is an
inverse elesimwirbnitFiging4he subfinfhrotrstrsdtsunintitm cirvdiit S7ovis ia "Getoild Rdddivision 25
circuit and shared circuit for multiplication and division" (Patent Registration No. 2641285 [May 2,
19971). Aspffﬁ@ﬁg"rét reRERO RS IpBRdRThOMRiFBLItigpber 4-bit data and lower 4-bit data (Y,

and YJ, each of w, sumed as an element of GE (24), are e 5 linear
transformation unit Ch%eoa{c?tg F iC écan bea a‘gsgé] oa't(.1 Agﬁ F?ngrv&ﬁgre Y=Yo
3 Y,. As explain eﬂé?%st%'%\iﬁﬁ@ {IEMENL AL @ %ﬁé&é%ﬁﬂ%ﬁi@&uﬁn ¥R IRY, = 1/(XQ

+13X). Further, there are some ways of taking a "basis”, such as a "polynomial basis" and a "normal

basis"sin represeriing the eiametiynd '@ﬂléﬁt@&'&é@:ﬂﬁ@miaﬁ@kgﬁ basis)itathe itverseelement
circuit. A first characteristic of the S-box transformation unit 21 shown in Fig. 13 is to compute data
with a bit witkimédopisy Udrichisia 3 ofale bt replaced by a circuit which performs
another affine transformation. The linear transformation unit 85
transforms 8-bit data 5 into 8-bit data {X’. The obtained 8-bit data (X7} is
assumed to be an element of Galois Field (28). The upper 4-bit data and
10 the lower 4-bit data (X, and X)) of data X’ are respectively assumed as
elements of the subfield Galois Field (24 and output to the-'l subfieid
transformation unﬁ: 18. Here, for example, let an element 5 of GF (28) be
an element which satisfies the irreducible polynomial X8+X8+X543541=0,
and «=5238, a base of the subfield GF (24 can be represented as
15 [l.a, a2 «3]. |If the eiements of GF (24, X, X, are represented using
this, the following relationship can be established as X’ =Xt B X, {For
details, refer to Martui, Sakurai, “Galois Field division circuit and shared
circuit for multiplication and division” (Japanese Patent Registration No.
2641285 [May 2, 19970)). The subfleld transformation unit 18 is
20 configured only by operation units each of which performs operations of 4-
bit data.

Here, as an example of extracting “subfield”, the subfield GF {2m)
where n=2m can be considered for given GF (27, In this example, n=8,
m=4,

25 The subfield transformation unit 18 is an inverse element circuit

using the subfield constructed by the circuit shown in “Galois Field division



width (8 bits) of the data input for the non-linear transformation. Namely, the inverse element circuit is
characterized by performing operations of 15 only 4-bit data. Although the computation speed may be
decreased by performing only 4-bit operations. This case has an advantage in that a scale of a whole
circuit can be much smaller than a case of performing operations of 8-bit data. 20 Further, a second
characteristic of the S-box transformation unit 21 is that the N-bit linear transformation unit 17 and the
N-bit linear transformation unit 19, where N = 8, ar&provided at both sides of the subfield '
transformation unit 18. When the S-box transformation unit 21 is implemented using the subfield
transforma@ig Wit #8dhesBageh 2eiEmvantiopr thanktjdidatpme andle divdsionin (Rakesiiced and
the 26 configuration becomes simpler compared with a case employing a transformation table T
storing ranBSASIEREE e gﬁ‘ﬁ&%@n@ﬂ%’f, the 1820y My e aperaties IasEStamM giAishe linear

transformations or t%]gng%g{%e transformations, are performed at both sides of the subfield 5

transformatforr it St e dtRRSh & ik BPRVISHTR fo iR rRndiNg the

bfield t f ] it 18 b d. In Fig. 13, the li i ti f d
2t both SIGPB e} T BIE b TaeT EFORIENaF: (A ol haeiortoh Gurbe
perforged %@%ﬂﬁ‘iﬁs’%&%ﬁb@%%@’@ya@%Jﬁ?aéﬁéﬁ?q{’ﬁ?érlg%zé%%@%ﬁ#ﬁé@rg},egx?t one

side, and the affine transformation can be performe the othe OWS a case in which
the key fungieReuRit#SPNOYa iNghere Y = Y, +8Y,. As explained above, this inverse

element circuit is a circuit for computing Y = Y, +8Y, = 1/(X, +8X,).
Further, there are some ways of taking a “basis”, such as a “polynomial
basis” and a “normal basis”, in representing the element of “fnite ﬁeld”

10 (how to take a basis) in the inverse element circuit.

A first characteristic of the S-box transformation unit 21 shown in
Fig. 13 1s to compute data with a bit Widtﬁ {4 bits) which is a half of the bit
width (8 bits) of the data input for the non-linear transformation. Namely,
the inverse element circuit is characterized by performing operationis of

15 only 4-bit data. |

Although the computationn speed may be decreased by performing |
only 4-bit operations. This case has an advantage in that a scale of a
whole circuit can be much smaller than a case of performing operations of
8-bit data.

20 Further, a second characteristic of the S-box transformation unit 21
is that the N-bit linear transforrnation unit 17 and the N-bit lnear
transformation unit 19, where N = 8, are provided at both sides of the
subfleld transformation unit 18, When the S-box transformation unit 21 is
implemented using the subfield transformation unit 18, there is an

25 advantage that a scale of the whole circuit can be reduced and the



Fig. 11, that is, the key function unit 25 placed before the S function unit 20 and the P function unit 30,
is now placed after the S function unit 20 15 and the P function unit 30. Fig. 30 shows a case in which
the key function unit 25 is placed between the S function unit 25 and the P function unit 30. By
employing the configuration shown in Fig. 29 or Fig. 30, one can have an effect that an
implementation provides a higher-speed operation 20 than the configuration shown in Fig. 11 does.
Further, by modifying the generation of the extensiof keys, the same output can be obtained using

the configuratign shown in Fig. 29 or Fig. 30 from the same input as the configuration of Fig. 11. In the

conventiorFPRIEREREATINPERoWASh BIFNEIET vAOBIRMETbN AR provieRSE irfBaRkBINgich first an

operation with 25 the extensign key is performed and then an operation of the S function js 27
performed "R %ré%%ﬁ%?y%ﬁqﬂﬁ?éﬁg%ﬁmd%@l f@:{]‘é%yg’ i G SRR ed 3t the final

stage of the F f ign. In the wn j Fi%.ggI he.key.f ncti%n unit 25 is placed between the S
function ungl'E3 E@ﬁfﬁ?‘é@?ﬁ%ﬁ%ﬁ%ﬁw& %clglg. ého%vgg ﬁl{?ggg in'w %C%rfﬁgtg%%- irolga%r'%1 © )
ransformagiaunit e, sieun nbles 284 epaiRyeldn therensivption sl 200 epihedagiion unt
500 shown in Fig. 3. Left data Is input to the non-linear transformation unit F as F function input data

10, angl F fynglign:ouipidaianOlis ouipuhFhedk AQriupgtion suipit data, AR si¥RRedwifh right data,
and the XORed result becomes left data of the next round. When the left data is input to the
non-linear irapianereting usitz asdhablsdtiondrpo-aatactd  atithes can be recovered.
In Fig. 13, the linear transformations are performed at both sides of
the subfield transformation unit 18, however, the linear transformation can
be performed only at one side. In another way, the linear transformation
10 can be performed at one side, and the affine transformation can be
performed at the other side.
Fig. 29 shows a case in which the key function unit 25 shown in
Fig, 11, that is, the key function unit 25 placed before the S function unit
20 and the P function unit 30, is now placed after the S function unit 20
15 and the P functon unit 30. |
Fig. 30 shows a case in which the key function unit 25 is placed
between the S function unit 25 and the P function unit 30.
By employing the configuration shown in Fig. 29 or Fig. 30, one can
have an effect that an implementation provides a higher-speed operation
20 than the configuration shown in Fig. 11 does. Further, by modifying the
generation of the extension keys, the same output can be obtained using
the configuration shown in Fig. 29 or Fig. 30 from the same input as the
configuration of Fig. 11. In the conventional F function unit shown in Fig.

26, two S functions are provided, in each of which first an operation with

25 the extension key is performed and then an operation of the S function is



same time, the left data is used as right data of the next round. In the configuration shown in Fig. 43,
operations of the key function unit 25, the 15 S function unit 20, and the P function unit 30 are
performed in the non- linear transformation unit F, so the operation load becomes large within the
non-linear transformation unit F. An example case in which a higher- speed processing can be
achieved by distributing the operation load of the nan-linear transformation unit F will be explained
below referring to the 20 figures. Fig. 44 shows a thse in which the non-linear transformation unit F' is
used. The non-linear transformation unit F' is one where the key function unit 25 is removed from the
non-linear REHSIBRRRIoRBARE SABKRIY Fig 2 srrecshanpikdligi RKoRey immioBata Lo at

an XOR circuit 891. 25 Further, the extension key k2 is XORed with T%]t data Ro at an XOR circuit
297. The I6f08aePidS Al Hom SREL TARS kPR G RHRCHOR. ¢ BB CASRRAMADIR data 10,

and transformed by the S function. unit 20, the_ P function unit 30, Output frgm the XOR circuit 297
and the F fu 't%ir?’ é&?pg%a%f“an ﬁl 3%%@2%’&? ﬁ%i%ﬁ%ﬁ?@ég‘&? %rﬁfﬁ‘%‘?}aa%. n the other

hand, the k{ﬁ%g&g@ i é{ﬂﬁ? ; 690 perform an 5 XOR operation of the extension keys ki and k2
and output the mod%?i‘e extenséigx?] key ki+ks. The output Ri of the XOR circuit 891 and the extension

key kisk3 are XORag a1 3 QR Gif c4it 298 @eitnutibe ghtidaia. iTha key-ganerating:tipits 300,
600 modify the extension keys to generate and output ki+k3, k2+k4, ks+k5, ..., kis+kis. The key

generatingshremits 386,688 supphplogedoififiddeextensiotideysritt thOProcebsedathgstitian the
non-linear function process (F) to operate with the data. As a

unit 500 shown in Fig. 3.
Left data is input to the non-linear transformation unit F as F
function input data 10, and F function output data 40 is output. The F
10 function output data 40 is XORed with right data, and the XORed result
becomes left data of the next round. When the left data is input to the
- non-linear transformation unit F as the F function mput data 10, at the
séme time, the left data is used as right data of the next round. In the
configuration shown in Fig. 43, operations of the key function unit 25, the
15 5 function unit 20, and the P function unit 30 are performed in the non-
linear transformation unit F, so the operation load becomes large within
the non-linear transformation unit F. An example case in which a higher-
speed processing can be achieved by distributing the operation load of the
nbn—h‘near transformation unit F will be explained below referring to the

20 ﬁgureg

Fig. 44 shows a case in which the non-linear transformation unit F’ is
used. The non-linear transformation unit ¥’ is one where the key function unit
25 is removed from the non-linear transformation unit F shown in Fig. 43.
The extension key k: is XORed with left data 1o at an XOR circuit 891.
25 Further, the extension key k2 is XORed with right data Ry at an XOR circuit

297. The left data is input to the non-linear transformation unit F’ as the F



result, left data Lis and right data Ris become the same as the left data Lis and the right data Ris in
case of Fig. 43. The modified extension keys are supplied to the processes other 15 than the
non-linear function process (F) and operated with the data, and consequently, the operations with the
key data can be performed outside the non-linear function unit F', namely, at the XOR circuits 297 and
298, while the operations of the S function unit 20 and the P function unit 30 are performed in the
non-linear function unit F. Therefore, the operation%gzo of the key function unit 25 are eliminated from
the non-linear function unit F, and the load of the non-linear function unit F is distributed, which

enables a HigRcsissbinpp clatathfomrigransiasmed &astha Gifichaierausit 30taasHiening
extension key kwi are performed as well as operations of the other extension keys in 25 the
configuratic?n %’%‘fkfr‘?ﬁ %b‘t . Fi§ﬁ?%€5§‘%‘ 55&%%%#%3 kS 2§88k hafating WtsR viously
performs a i Hen X } ey kwli.agh.and the first extension
key K, (nan?é%? ﬁﬁ%%%:%%?ﬁg%ﬁ %ﬁ%@tﬁ%ﬁ%&%&%%%%%ﬁéﬁ ae%b“peration result

to the XOR circuit 8.1 d hasfigue-aep shavised GRstinuhich;iiekaygengsating iyl preyiously

performs an XOR operation of a part of the whiténing extension key kw,,,, and the second extension
key k25(naHOIR tisckayigensfating awitrpesifieeiiaeclextension keviiand supplies thapparation result

to the XOR circuit 297. 10 In this way, the operation at the XOR circuit 293 shown in Fig. 44 can be
eliminated .eRtiethsinmin kayade shawn ThEigodbytlie ReydeneeatiigRnitircuit 891 and the
extension key Ki+ks are XORed at an XOR circuit 298 to output the right
data. The key generating units 300, 600 modify the extension keys to
generaie and output Ki+ks, ko+ks, Ka+ks, ..., Kig+kis. The key'generaﬁng
10 umits 300, 600 supply the modified extension keys to the processes other
than the non-iinear function process (F) to operate with the‘,ciata‘ As a
result, left data Lis and right data st-_'-becgimé the same as the left data Lig
- and the mght da!:a.t.Rmmcase dfFig. 43, | | S
The modified extension keys a.ré supplied to the procésses other
15 than the non-linear function process {F} and operated with the data, and
consequently, the operations with the key data can be performed outside
the non-linear function unit ¥, namely, at the XOR circuits 297 and 298,
while the operations of the S function unit 20 and the P function unit 30
are performed in the non-linear function unit F. Therefore, the operations
20 of the key function unit 25 are eliminated from the non-linear function unit
F, and the load of the non-linear function unit F is distributed, which
enables a high-speed implementation.
Fﬁg. 45 shows a case in which operations of the whitening extension

key kw: are performed as well as operations of the other extension keys in

25  the configuration shown in Fig. 44. Fig. 45 shows a case in which the key



performs an XOR operation of a part of the whitening extension key kw210, and the extension key
k11 (namely, the key generating unit modifies the extension key) and supplies the operation result to
the XOR circuit 299. Yet 15 further, the key generating unit performs an XOR operation of the other
part of the whitening extension key kw,h;gh and the extension key k13 (namely, the key generating
unit modifies the extension key) and supplies the operation result to the XOR circuit 892. In this way,
the operation of the XOR circuit 296 shown in Fig. 42 is 20 eliminated. Fig. 46 shows a case in which
the key function unit 25 is removed from the non-linear function unit F, and instead, the key

generating ggilesaiplieuiie PrenvREKey:AortAe XARTIWItAAR 1RGN te Nopslinegs fynction unit

F is configured as shown in Fig. 29. 25 Fig. 47 shows a case in which the key function unit 25 is

removed 3@vhening Reddingan fuastion ynit manthingiese e ks gepeyating Ui «pipplies the

non-linearly transformed extension key k'=P(k) to the XOR circuit 298 when the non-linear function
unit F is cobbigugedasshoyvarii fighd80:dntlesase ofdniddy) theisams Bpsration gsraerfermed by
the P 5 function process is performed on the key data to generate non-linearly transformed key data,
and the nomdinganly tlansiOthed ey 8éfa is supplied to the processes other than the non-linear
function process (F) for processing data to be operated with the data as the key data for processing
data. If both cases'beFiggnns ameb4Fhbwsaasatise Key fenhditibn it R8vs gliminatiees] Gifrim the
non-linear function unit F, the operation load of the non-linear function unit F is reduced, and the
operation GHIRBINGEY crexfitoe rieatétR operation of a part of the whitening extension

key kw,,, and the second extension key k, (namely, the key generating unit
modifies the extension key) and supplies the operation result to the XOR
circuit 297.

10 In this way, the operation at the XOR circuit 295 shown in Fig. 44 can
be ehminated. Further, in a case shown in Fig. 45, the key generating unit
performs an XOR operation of a pért of the_whitening' extension key -k\;vzml
rand thé éxteﬁsion ..key ."k” (namely, tﬁe.-key geherating ﬁni-t JICtra,oldiﬁe:s,"- t_he-
extension key) and suppliés thg operat_ion‘ reéult to the‘ XOR circuit 299. Yet

15 further, the key generating unit performs an XOR operation of the other part
of the whitening extension key kwy,; and the extension key k; (namely, the
key generating unit modifies the extension key) and supplies the operation
result to the XOR circuit 892.

In this way, the operation of the XOR circuit 296 shown in Fig. 44 i5

20  eliminated.

Fig. 46 shows a case in Which the key function unit 25 is removed
from the non-linear function unit F, and instead, the key generating unit
supplies the extension key k to the XOR circuit 298 when the non-linear
function unit F is configured as shown in Fig. 29.

25 Fig. 47 shows a case in which the key function unit 25 is removed



outside the non-linear function unit F can be performed in parallel with the operations performed by
the non-linear function unit IF, which enables a high-speed processing.. 15 Embodiment 3. Fig. 16
shows a configuration of the key generating unit 300 (or the key generating unit 600) shown in Fig. 1.
The key generating unit 300 includes a bit length transformation 20 unit 310, a first G-bit key
transformation unit 320, a second G-bit key transformation unit 330, and a key shifting unit 340. From
the input key data having 128 bits, 192 bits, or 25638its, the key generating unit 300 generates 128-bit
key data K, and 128-bit key data K2, and outputs plural 64-bit extension keys. The bit length

transformatforruniha 18ocohverns then2bidit lengthlof dael kinystedd take RuUipwese thatibe bitlength of
the output key 31 data becomes fixed even if the key data having different number of bits is input. In
other wordsunglbie|dhgttneankforardviotranifatfigdneratasskay Heya BKRGH abupher 12&kbits and
key data SKow of lower 128 bits and outputs the former to the first G-bit key transformation unit 320
and the keySisitihg $urihanthemebelinpernduactioutputttt thesabagno<d-hit KeywransBrmation unit
330 and the key shifting unit 340. Further, 128-bit key data which is an XORed result of the former
and the lattefis é&p@h‘%o%%e 5t Bebitkey thinFormmatine e G20 Fige i sheds hysitesoferations of

the bit Jlength transformation unit 101310' When the 128-bit key data is input to the bit length
transfotmatighction process 1s periormed on the key dafa to generate non-linearly

transformed key data, and the non-linearly transformed key data is supplied
to the processes other than the non-linear function process (¥) for processing
data to be operated with the data as the key data for processing data. In
both cases of Figs. 46 and 47, because the key function unﬂ: 25 is eliminated
10 from the non-linear function unit F, the operation lo.ad of the hon»linear
function unit F 1s reduced, and the operation of the XOR circuit 298 located
outside the non-linear function u.nit_ F can be performed in parallel with theA
operations performe& by the non—lingar fiméﬁ_iém unit - F, Whicéh fénablje_s a
high—speed-processing.. | | L )
i5. | -
Embodiment 3.
Fig. 16 shows a configuration of the key generating unit 300 (or the
key generating unit 600) shown in Fig. 1.
The key generating unit 300 includes a bit length transformation
20 unit 310, a first G-bit key transformation unit 320, a second G-bit key
transformation unit 330, and a key shifting unit 340. From the input key
data having 128 bits, 192 bits, or 256 bits, the key generating unit 300
generates 128-bit key data K, and 128-bit key data K,, and outputs plural
64-bit extension keys. The bit length transformation unit 310 converts the

25  bit length of the key data to be output so that the bit length of the output key



unit 310, the input key data is output as key data SK};gh of the upper 128 bits without any change.
Further, key data SK1aw of the lower 128 bits is set to 0 and output. 15 When the 192-bit key data is
input to the bit length transformation unit 310, the upper 128-bit data of the input key data is output as
the upper. 128-bit key data SKh;gh without any change. Further, the lower 128-bit key data SK,ow is
generated by combining the lower 64 bits of the input 192-bit key data and the inverse 64-bit data,
which is generated by inverting the 20 lower 64-bifdata of the input 192-bit key data, and output.

When 256-hijt key data is input, the upper 128-bit data of the input key data is output as SKh;gh, and
the lower 1 ﬁﬁt%%ﬁ?ﬂ?% IRGH LY SR 1. then beyrdade bewiad 2Bfrkey datmBithighbaisdisK,,, is

input to the.first%}b' k%gansformaﬁ%n unit 320 from the bit length transformation 25 unit 310,
operated by tR8'ro TR g dth SR RE terRedoRmR R AR NIh AP ReRMates kinta SKh:gh,

further operated by.two round nqn-linear transformations, and 128-bit key data K, is output. When the
length of thé%?g'ygoé’t'ahiﬁ W%eﬁqé%%b%gaﬂa‘f ?%:%ﬁ% it 3298 igé biks svedisitBRMINg unit
340 generay e b5 extension k sing the 128-hit key data output from the first G-bit key
transformazﬁgg g&rﬁ?’ffo%%ﬁ et?i%i%?}%)al\?agg |gﬁﬁ%ﬂ§?ﬂb’ﬁ’tgmH%quﬁg‘fﬂdof}fﬁéiﬁé‘ysébﬁtéﬁﬁput to the
bit length tr. ormation un| is bits,or. 256 bits, the 128-bit.key data output from the first G-bit
By o %&@Qf@g e 1§tge]f1 ?ecSHEpébetﬁe %ﬁnssf%?%%ﬁo (&?ﬁ‘f 356Y10 XORed

key transformation unit 320 is further input to the it ey
Wit the IoWELAQB LI G213 o0, ARTLCERY RN AP BAeo RASIR THIgRE B 12601
data which is an XORed result of the former and the latter is output to the
first G-bit key transformation unit 320.
| Fig. 17 shows inside operations of the bit length transformation unit
10 310
When the 128-bit key data is input to the bit length transformation
unit 310, the input key data is. output as key data SK,,, of the upper 128 bits
?vithou‘t any change. Further, key data SK,_, of the lower 128 bits ié set to O
~ and output. | | | |
15 ‘When the 192‘-b1t key data is input to the bit length transformation
unit 310, the upper 128-bit data of the input kejf.data 1s output as %:hé upper..
128-bit key data SK,,, without any change. Further, the lower 128-hit key
data SK,, is generated by combining the lower 64 bits of the input 192-hit
key data and the inverse 64-bit data, which is generated by inverting the
20 lower 64-bit data of the input 192-bit key da’i;a,‘ and output.
When 256-bit key data is input, the upper 128-bit data of the mput
key data is output as SKy,;,, and the lower 128-bit data is output as SE, w-
An XOR data of the 128-bit key data SKyen and SK,, is input to the

first G-bit key transformation unit 320 from the bit length transformation

25 unit 310, operated by two round non-linear transformations, XORed with the



128-bit key data, from the first G-bit key transformation unit 320 and the second G-bit key
transformation unit 330, are output to the key shifting unit 340. The key shifting unit 340 generates the
extension key using the two 15 pieces of 128-bit key data and the key data originally input. The key
shifting unit 340 includes a shift register A 341, a. shift register B 342, a shift register C 343, a shift
register D 344, and a shift control unit 345. The shift control unit 345 outputs a select signal 346 to
each of the shift registers to control the operations 0f the shift registers. 20 Fig. 18 shows a
configuration of the shift register A341. The shift register A 341 includes a selector A 347 having a
group of sWRBRBSISB128 by aieta lister ANB4S havieg a8l bits. tvselectsignabiBifmineiudes a

switch signal to indicate to connect all the switches of the selector A 347 at the same time to either of
A side andtErgigOrTHEL IR e BIshbvRiA ke d atavBichstasigratip of switches of the selector A 347
has selected 33, A_based on the select signal 346, and in this case, the register A 348 performs a
rotational shift to th& byt he bireglinet, Wien B gréabrof SWitthe o istdsnnbtiedan®hthe register
A performs the rotational shift to the left b ]%)5 bits. The 15-bit shift or 17-bit shift is performed by one
clock cycle BRFHERATEE SHYfifihg lﬁit%?{% 1457 G0 ke h BRI g Bt atasetbe shifting

e e b SIELIBLIS Or A 0Tt gl red e S copra e e
register 1 ErAIhiaRinBL g Fbelgh didaeRegliat R ARy 45N ARLRhe Rt clock s
of the key data input to the bit length transformation unit 310 is 192 bits or
256 bits, the 128-bit key data output from the first G-bit key transformation
unit 320 is furfher input to the second G-bit key transformation unit 330,
10 XORed with the lower 128-bit key data SK,,, operated by twe round non-
linear {ransformations, and 128-bit key data K, is output. Two pieces of
128-bit key data, from the first G-bit key transformation unit 320 and the
second G-bit. key transformation unit 330, are output to the key shifting_ unit
340, . The key .-Sh}:ftil‘.lg un1¥:340 generates thg exi_:eﬁsion _k_eﬁ-f 'usi_ﬁg thé two'
1-5 pieces of lZS»bit key dé_té. and the key data dri.gi;l.alij inﬁ‘u’t. S
The kejr sAhifting unit 340 includes a shift.-reg:is.ter A 341, a shift
register B 342, a shift register C 343, a shift register D 344, and a shift
control umit 345. The shift control unit 345 outputs a select signal 346 to
each of the shift registérs to control the operations of the shift registers.
20 Fig. 18 shows a configuration of the shift register A341.
The shift register A 341 includes a selector A 347 having a group of
switches for 128 bits and a register A 348 having 128 bits. A select signal
346 includes a switch signai to indicate to connect all the switches of the

selector A 347 at the same time to either of A side and B side. The figure

25 shows a case in which the group of switches of the selector A 847 has selected



shift by further 15 bits. Similarly, at each of the third clock and the fourth clock, it is specified to shift by
15 bits. At each of the fifth through the eighth clock, it is specified to shift by 17 bits. 15 Fig. 20 shows
a control result under which the shift control unit 345 controls each shift register using the table shown
in Fig. 19 in case of generating the extension key from the 128-bit key data. The upper 128-bit key
data SKI;gh input from the bit length transformation unit 310 is set in the shift register A 341. The
128-bit key 20 data K, output from the first G-bit ké@ﬁtransformation unit 320 is set in the shift register
B 342. Under this condition, the shift register A 341 and the shift register B 342 operate based on the

conirol tabla shaumds Fig: el JFn A0 daaia selmed ey ingea sfel shavss e opgred and not

to be output. Data in the other columns are output as extension keys as shown in 25 Fig. 21. 34 Fig.

21 shows aacesrespantiehct betieer thbyane pktheFegigiers windhihp e xengios ke Figs20 shows
a case in which four shifts are performed by 15 bits at each clock, and from the fifth clock, shifts are

performed hycbhhitsed eadh) theloekiderisipaitrouipuhermenttoaulnitihe sipRenss bifsand the
lower 64 bits from the shift register A 341 and the shift register B 342 as the extension key and its

outputting bnder aithspideifiedsin thercdiitiat talblé, ishiehfisraot dshowndrlbefiguie. ' And according to
the control table, by outputting the select signal 346 including an output instruction signal to the shift
registe¥, 10 the exidrsiprikdeis ougffiom kdeh(3hift 18yisterby 62 bitsnRilp2 2ashibwslacase in
which the extension key is generated from the
number of shifting bits can be applied.
Fig. 19 shows a part of a control table stored in the shift control unit
345. |
The control table is a table storing how many bits the register shifts
10 at each clock. For_example, in the register A control table, at the first clock,
1t 1s specified to shift by 15 bits. And, at the second clock, it is specified to
shift by further 15 bits. Similarly, at each of the third clock and the fourth
clock, it is specified to shift by 15 bits. At each of the fifth through the
eighth clock, it is specified to shift by 17 bits. o
15 - 'Fig. 20 sﬁows a- control fesuif: un&ér which iihe-‘s}i\if't' "cbx:itrbi' umt '345_ :
controls ea(‘;h shift 'reg’ister using f;hé tablle. shown iﬁ Flg -19‘ -in- .case ‘of '
generating the extension key from the 128-bit key data. o
The upper 128-bit key data SK,, input from the bit length
transformation unit 310 is set in the shift register A 341. The 128-bit key
20 data K, output from the first G-bit key transformation unit 320 is set in the
shift register B 342. Under this condition, the shift register A 8341 and the
shift register B 342 operate based on the control table shown in Fig. 19. In
Fig. 20, data in a column having a slant shows to be ignored and not to be

output. Data in the other columns are output as extension keys as shown in

25 Fig. 21.



192-bit or 256-bit kev data. Namely, the upper 128-bit key data SKgb input from the bit length
transformation unit 310 is set in the shift register A 341, the lower 128-bit 15 key data SKloo, is set in
the shift register B 342, the 128-bit key data K1 output from the first G-bit key transformation unit 320
is set in the shift register C 343, and the 128-bit key data K2 output from the second G-bit key
transformation unit 330 is set in the shift register D 344. Data in a column having a slant shows keys
not used for the 20 extension keys. Fig. 23 shows-%‘correspondence between the value of the register
and the extension key. The keys not used for the extension keys and the correspondence between

the value of the regiEtgr dddstierextersiore keyrshavee ibdtige2d arke 2Ambtered iththe adeteaktable
located in the controller. 35 As shown in Fig. 19, the shift control unit 345 stores the number of bits for

shifting the W&é&@@?#ﬁiﬁé knit register A 341. Namely, the extension keys are generated
sequentially by shifting the key data set in the shift register A 341 by Zo = 0 bit, Z, = 15 bits, Z, = 45
bits, Z3 = 60 bits, Z&E 775bRE 75 easa brgv gk fouribifand =7 pe181bid ay sobidrathe shift
register A control tahle. The sum qf the number of shifting bits becomes

15+15+15+1850 ALK PRk From sBeifihaeinek stiHi égr mepersia vel 128tsintotatidnal shift
and th% regiite retycns. to the ini{!ifl status. 10 The reason why the sum of the number of shifting bits is
made 128 %I?S(:liﬁhe DHBER 5P SRS RYidR ARPRRtURe s aRe itk bstamads heatower 64

bits from the shift register A 341 and the shift register B 342 as the extension
key and its outputting order are specified in the control tabie, which is not -
shown in the figure. ~ And according to the control table, by outputting the
select signal 346 including an output instruction signal to the ghift register,
10 the extension key is output from each shift register by 64 bits.
Fig.'22 shows a case in which the extension key is generated from the
192-bit or 256-bit key data.
Namely, the upper 128-bit key data SK,, input from the bit length
) trapsfo;'mation unit 310 i1s set in the shift registeij'A ‘341, the lewer.iZ&bit' ”
15 key_data SK,“w _:isi'set, in the-shift_registeﬂr -B 842the J‘;Z&bit'ke;;; déféé K1
om:put ﬁom "t?ie_‘ﬁrst" G-bit i;éy ‘trah'sfé.rrmatiénln umt 320 is sét'.in' theshxft
register C 343, and the 128-bit key data K, output from the second G-bit key
transformation unit 330 is set in the shift register D 344. -
Data in é column having a slant shows keys not used for the
20  extension keys.
Fig. 23 shows a correspondence between the value of the register and
the extension key.
The keys not used for the extension keys and the correspondence
between the value of the register and the exteﬁsion key shown in Fig. 23 are

25  stored in the control table located in the controller.



the next processing can be started at once if the next processing is assigned to the register of the
initial status. Further, in case of performing an inverse transformation (decryption), the process for
generating the extension 15 key is started from, the initial status, and accordingly, both, of the
transformation (encryption) and the inverse transformation (decryption) can be performed by setting
the initial status. Further, the reason why the sum of the number of shifting bits is not made greater
than 128 bits (the number of bits of the register) is* prevent the generation of identical values as the
20 status within the same shift register due to performing the shift more than one cycle (greater than
128 bits of shift). This isteseause Fig. ed@nthte shidtfosming] the IoBasNe)saEt e 2hitshahigh is less
than 128 bits (the number of bits of the register) and performing the rotational shift of 130 bits, which
is greater tHzins128 Ishsftime rilmabarotiaite ebthardbistel)ifproeeet 35 shaddentiNalmalye ¢ Hes
desirable to set such values in the register A 36 control table that, on performing the shifts of the
register by eKteoyita, ¥eesrumalgsmelshftrig ditsviardy e ghitihnthheghdhalane sycle, thewever, in
order to facilitate the configuration of the shift register, it is desired to shift by the fixed number of bits.
Therefore, 8hetEgREET O fighYel: (T 8 pirfdur thiv Kivid Lo skt i, 15, bit§ Ahét 4,770its T@t one
clock), and the shift operation by different number of bits can be implemented using the two kinds of
shifts, &ccofdifigto THetBiicwig iddctiife 288t4h& reldtibi s6 st v s thesshidracgist®s = B)), 72
Z,=30 (namel Zi 2551‘: 2B,), therefore, Z, - Z, = 2(Z, - Z0). Further, as shown in 10 the shift
register B rﬁ?%‘ltfg R8¢ the relation so that Z5 - Z, = 34 (here, Z5 - Z4 = 2B2), Z6 - Z5 = 17

(namely, Z5 - 75 = ‘%g theslé,%];?re’ 2%5 i tzlf'e: 2%\?}:&%952' of shifting bits  becomes
15+15+15+16+17+17+17+17 = 128, so that the 128-bit register performs the
128-bit rotational shift and the register returns to the initial status.

10 The reason why the sum of the number of shifting bits is made 128
bits (the number of bits of the register) to return to the initial status is that
the next processing can be started at once if the next processing is assigned -

to the register of the initial status. Further, in case of performing an
inverse transforma?:ion (decryption), the process for generating thé ext:énsi(‘}n o
| 15 key ié started from . the ini.ti’al 'statué, ami _a:cc.ording‘_ly,- both. 'o'f: ti-lel _
transformation_('enc'rj.rpti«:ﬁ)’n) and the iﬁvéfse traééforﬁaﬁién (décfypfioﬁ) éaﬁ_ :
be perféfﬁed by séﬁting the initial‘ status. Further, the reason thr the su'zﬁ ‘
of the number of shifting bits is not made grea.terrthan 128 bits (the number
of bits _of the register) is to prevent the ge.neration of identical values as the

20  status within the same shift register due to performing the shift more than
one cycle (greater than 128 bits of shift). This is because, for example,
performing the rotational shift by 2 bits, which is less than 128 bits (the
number of bits of the register) and performing the rotational shift of 130 bits,
which is greater than 128 bits (the number of bits of the register), produce

25  the identical value. It is desirable to set such values in the register A



Namely, the differences between the numbers of shifting bits are made 15 bits and 30 bits, or 17 bits
and 34 bits, and the number of shifting bits (30 bits or 34 bits) is set to an integral multiple (2 times = |
times) of the number 15 of bits (15 bits and 17 bits) for one time shifting. In this way, as the
differences of the number of shifting bits are set to either the number of shifting bits for one time or the
multiple by the integer which is greater than two (I times, | is an integer greater than 2) and the
number of shifting bits for one time, by operating thééshift register A 341 one 20 time or two times (|
times), it is possible to easily implement shift operations of which the number of shifting bits stored in
the control eaisiercl d dplerdbe tiven tipeefogintimes fnecahF it atfthhes hiftiteraliorofieishesawithawo clocks
(I clocks) of the operation clock supplied for operating the shift register A 341. Here, on shifting | times
(two times) MeEpeicohigihéiinathisnd arte L irmgul atdta itheghifted dataygdo | - Hdimasf2 - 1 =1
time) are ignored 37 and are not used for the extension key. For example, in case of shifting from Z,
= 15 to z2 Fusrier v fagilitate fdmisendismaingbied ahonehtifhelegibtr, 16)id sles@rahddoth the
higher data and the lower data of the shifted data after shifting I - 1 times (2 - 1 = 1 time) are ignored
and are nottBsEdHSrihe BiSdeReBRKe Pl THIES canl be teforan Fig. Pagistevhishcgrliepluathsof key[8]
and kefg[Q] have slants, 5%10 ing,that the%c,e ke;gs, are not used for the extension keys. And either or
both of’the RfGHETEAE S H’gﬁaqg%é‘lfﬁ’a ¥ o thE S Rned dhatartar srrirgammad sipmulfis or are
used as theogé%e%sg%nbkeg. g¥his ctan be seen i Egh; 20, which. shqws ke¥[12] and keg[lS] are 10
output as the extenalon keys THar %‘6@%8 RESHIRD K HBRIEREEA MEmSEhy tanteger
kinds of shifts, according to the following procedure.
Set the relation so that Zil— Zy = 15 (here, 7, — Z{; =By, Z,~Z, = 30
(namely, Z, — Z, = 2B)), therefore, Z, — Z, = 2(Z, — Z,). Further, as shown in
16 the shift register B control table, set the relation so that Z,— Z, = 34 (here, Z,
— Z,=2By), Zs - Z; = 17 (namely, Z; — Z; = B, therefore, Z; — Z, = 2(Z, - Z,).
Namely, the differences between the numbers of shifting bits are made 15
bits and 30 bits, or 17 bits and 34 bits, and the number of shifting bits (30
bits or 34 bits) is set to an i_n_tegrai_ multiple (2 times =1 timeS)-éf the number
15  of Bit,.s_.(lﬁ bite and 17 bits) for one time shifting.
, - In this Wéy,_ as the differeﬁ_c;es of the numﬁer of éhifting-bits are sretrto .
either the number of shifting bits for one time or the niultiple by fhé integer
which is greater than two (I times, I is an integer greater than 2) 'énd the -
number of shifting bits for one time, by operating the shift register A 841 one
20 time or two times (I times), it is possible to easily implement shift operations
of which the number of shifting bits stored in the control table. To operate
two times (I times) means that the shift operation finishes with two clocks (I
clocks) of the operation clock supplied for operating the shift register A 341.
Here, on shifting I times (two times), both the higher data and the

25  lower data of the shifted data up to T — 1 times (2 — 1 = 1 time) are ignored



greater than two is employed as described above are to enable to perform the shifting of not only 15
bits or 17 bits, but also 30 (= 15 X 2) bits, 34 (= 17 X 2) bits (or 45 (= 15 X 3) bits or 51 (-- 17 X 3) bits,
etc.), which varies the number 15 of shifts and further to improve the security. And, the reason why the
cases are provided in which the shifted data is not used for the extension 'key is also to improve the
security. It is desired to generate the data which is not used for the extension key (in Figs. 20 and 22,
keys of columns having slants, which are not used fof 20 the extension keys) when, for example, the
processing of the hardware or the processing of the program is not consecutively performed. For

concrete exatdples,iaiged ftisliesiechin geresate Push datayybem besanarationmef sihg normal

data transformation unit (FL) and the inverse data transformation unit (FL") are performed, or before

or after sucl pperator, 25461, tid[E, tinfs¥©hpronesbes of shifehiedirnes ohergesssesgych as a 38
function call by a program, a subroutine call, or an interrupt handling process. The characteristics of
the control th)& Shoviln imBihotd ihehhigher chritioh iablelspbeiies the nuwhbies ahshifinghits of B1 =
8X2-1=15(3,=8 5XJ1-1,where J1is an integer greater than 1) and the number of shifting bits
of B, = 8 X 2fter shift{Bg ¥ 8 X timed (Where IR tisoae) integergreateriand ndl ws32 ¢5:)4K5)2). To set
the shlftlng amount to a 1 of the integral multiple of 8 is to perform the shift by odd bits, which
improv@s tHExseBEHY) E8nparBtE\WRE perfeening theesHif oy whichethbitsolsintestid &pefation of 10

the extension key in the data processing unit is made by 8-bit unit, that is, even bits unit. And since
the shifting %dﬁf §§t5 nts showing that these keys are not used for the

extension keys. And either or both of the higher data and the lower data of

the shifted data after shiftingI times (2 times) is or are used as the extension

key. This can be seen in Fig. 20, which shows key[12] and key{13] are
10 output as the extension keys.

The reasons why the shift operation based on multiple by the integer
greater than two is employed as described above are to enable to perform the
shifting of nof only 15 hits or 17 bits; but also 30 (= 15X 2) bits, 34 (= 17X 2) _
b1ts (or 45 (— 15X 3) bits or 51 (-- lTXS) bits, ete.), Whlch varies the number

, 15 . of shlfts and fux'ther to 1mprove the secuuty A_nd tbe reason wh}r the cases
'are provxded m W}nch the shlfted data is- not used for the extension kev is
also to improve the sécurity. - | |

It is desired to generate the data which iz not ﬁséd for the extension
key (in Figs. 20 and 22, keys of columns having slants, which are not used for

20  the extension keys) when, for example, the processing of the hardware or the
processing of the program 1s not comsecutively performed. For concrete
examples, in Fig. 3, it 1s desired to generate such data when the operations of
the normal data transformation unit (FL) and the inverse data.
transformation unit (FL?) are performed, or before or after such operations

25 or at idle times of processes or switching times of processes such as a



adding/subtracting 1 bit to/from the multiple of 8, for example, on some CPU which has only 1-bit
shifting command, the shift operation such as above performs a high-speed processing compared
with shifting by 3 bits or 5 bits. 15 And also, in case that this shift operation using the hardware which
can shift only 1 bit, there are cases possible to perform a high-speed processing. In the above
description of the bit length transformation unit 310, three kinds of bit widths of key data are input.
Even when the key data having Q bit length, in whith Q is between 128 bits (G bits) and 256 bits (2G
20 bits) (G<Q<2G), the bit length transformation unit 310 can extend the key data to the same size of

the key dataftusiothe-2R0Hyt key tateeiminauuiisbaienenedddca! AGorbE Namalahen the key
data having length of Q, which is between G bits and 2G bits, is input, the bit length trans otmation
unit 310 camprotessit the key data of Q bits into the key data 25 of 2G bits. 39 Next, non-existence
proof of an equivalent key will be explained referring to Fig. 34. In the following explanation of Fig. 34,

"+" denotes an XORI bperhtionctetestids isfagsemeatioinpilonehadbih keydata SKiandSK2 (SKI 5
*SK2), and that the bit length transformation unit 310 outputs SKlhigh = SKI = (SKH1 SKLI) from SKI
and SK2highP2 8K X ahig kpieciBiel 2 fommdKe oHarEt BigHi (b 2111R) mears the 4ppe(4-hif data of
SKi and SKLi (i = 1,2) means the lower 64-bit data of SKi. Assuming that XOR data of SKH1 and
SKH2 i8 AA’2Md X R HEECOT 1 16 SRUD %S SKISEkeAShited) bedailidatieabbAATQIorAR*O" since

SKi SK2. .
bits of B, =8X2+1=17(B,=8XJ, + 1, where J, is an integer greater than 0,

dy = dJy or J, #Fd,). To set the shifting amount to a =1 of the integral
muitiple of 8 is to perform the shift by odd bits, which improves the security
compared with performing the shift only by even bits, since the operation of
10 the extension key in the data processing unit is made by 8-bit unit, that is,
even bits unit. And since the shifting amount can be set by
adding/subtracting 1 bit to/from the multiple of 8, for example, on some CPU
which has only 1-bit shifting command, the shift_operation such as above
performs a high-speed processing compared with shifting by 3 bits or & bits.
15  And also, iﬁ case that this shift operation using the hardware which can shift -
only ,1‘_b.it, there arelcases possible to ﬁérfofm; a hig'h-,si:}eeé broééésiﬁg. | |
In the above description of ﬂle bit length transformation ..uﬁi"c 310,
three kinds of bit widths of key data are input. Even when the key data
having Q bit length, in which Q is between 128 bits (G bite) and 256 bite G
20 bits) (G<Q<2G), the bit length transformation unit 310 can extend the key
data to the same size of the key data when the 256-bit key data is input,
using some kind of algorithm. Namely, when the key data having length of
Q, which is between G bits and 2G bits, is input, the bit length
transformation unit 310 can convert the key data of Q bits into the key data

25  of 2G bits.



As shown in Fig. 34, these A A and A B become A A+ AD, A B+ A C, respectively, by receiving the
two rounds of non-linear transformations. This means that XOR data (AAIl AB) of SKlhgh and SK2hgh
becomes XOR 15 data (AA+A D | A B+ A C) after performing the two rounds of non-linear
transformations to SKh"gh and the transformed data after performing the two rounds of non-linear
transformations to SK2h;gh. Accordingly, when these pieces of data after performing the two rounds
of non-linear transformations are XORed with SKIﬁ@h and SK2h;gh, respectively, at an XOR 20
circuit 999, the XORed results of two pieces of data become (AD | A Q. If the non-linear

ransformation 1 2 GG, HneUee AMBGLAD IR CAUSES IRAMRNHAL,50 thatyhen “at

least AA*O or AB*Q", it can be said "at least AC*0 or AD=0". Therefore, since it is IMpPossi to

output the samedatatfieLSkihigh and SK2h;gh through the two rounds of non-linear 25
transformations, non-existence of the equivalent key is proved. 40 On the other hand, as shown in

Fig. 35, another cas&wﬂbﬁezwgf@eéggza@m&bdb@igr%e;{@w%ﬂ%méw%ﬁ%ﬁﬁf fiagions are
"at

performed instead of two rounds of non-linear transformations. Since it can be sai east AA#O or

AB*0", there may bé&Taxase sughsthatdithelrd b oA Bebit he0. dhfe/SK 0. M E S 28gtin the
same manner as discussed above, the XOR data (0 | A B) of SKlh;gh and SK2h;gh becomes the

XOR data (AKRE awd Dhaftehpebiorivingtthethredoomndioaf oeitlipear oligmetermrLQns 0 SK1high
and the transformed data after performing the three rounds of non-linear transformations to SK2h;gh.
AccordinglySWHen (EXHas S Bibde Srofwl S hhendrS36Ring~83Bred BAHAS SFHR) irearSKe.
transformations are XORed with SKlh;g,, and SK2high, respectively, at the
Here, SKHi (1 = 1,2) means the upper 64-bit data of SKi and SKLi i=1,2)
means the lower 64-bit data of SKi.
Assuming that XOR data of SKH1 and SKH2is AA and XOR data of
10 SKL1 and SKL21is AB, it can be said “at least AAF0 or AB=0” since SK1
+=8K2.
As shown in Fig. 34, these AA and ABbecome AA+AD, AB+AC,
respectively, by receiv;'ng the two rounds of non-linear transformations.
This means that XOR data (AA|AB) of SK1,, and SK2,., becomes XOR
15 da’;a (AA-i-_ADI AB+AC) after -pez‘i‘forming_the two rounds of: .non»linéar a3 "
transfozfmatioﬁs to "S-Kl;hihgh and the tra.n-sfor"med da'..t.a éftér pelr'fdz;n:.xing“ﬂﬁe‘ |
two rounds of non-linear transformations to SK2, - Accorciiﬁgly, ‘Whén
these pieces of data after performing the two rounds of non-linear
transformations are XORed with SK1,,,, and SK2,..y, respectively, at an XOR
20  circuit 999, the XORed results of two piéces of data become (AD|AC). If
the non-linear transformation is a bijective function, inputting A X#0 always
causes to output. AY#0, so that when “at least AA¥0or AB#0”, it can be
said “atleast AC#0or AD+0". Therefore, since it is impossible to output
the same data from SK1,,, and SK2,, through the two rounds of non-linear

25  transformations, non-existence of the equivalent key is proved.



XOR circuit 999, the XORed results of two pieces of data become (A B+A E| A B+ A D). Here, when
itis assumed A B= A D=A E * 0, the following is truer (AB+AE | AB+AD) = (010). That is, when these
pieces of data after 15 performing the three rounds of non-linear transformations are XORed with
SKlhigh and SK2h;gh, respectively, the operation results are the same. Namely, SKih,gh and SK2h;gh
output the same data, so that the equivalent keys exist, which are troublesome in respect of the
security. Not only the above-mentioned case of thré@-round non-linear 20 transformation, a general
non-linear transformation may output the equivalent Kl from different SKi and SK2, that means an

equivalent key maylexishéiawkver hikisdpossitiadevarope thesnopsexistenseof the. egyivalgnt key
when the two-round non-linear transformation according to the present embodiment is employed. 25

Further, theterrsisle trslanathehdasetirewitichethenadexistense Dite 44 aaubalen; kay isproved
other than the two-round non-linear transformation according to the present embodiment, however, it
is preferablpesiosetdensiead widwondimeds tfnsforiation hacatiseof B@iwplescapdiguration in
addition to the proved non-existence of the equivalent key. 5 Fig. 24 shows a computer for installing
the data traR@fRtAatINeRRt forlemcdyptich BB00Sr the tata amhsfarmmationuchitiordeniygtion 400. The
data transformation_unit for encryption 100 and/or the data transformation unit for decryption 400 is
connected o e &% 428 phftdd difcdithcar: TAIS prinfdd arduirbéhel Eaprovidecnith asCPU, a

e S S S ep e e
AOR data (AB+AE| AD) after performing the three rounds of non-linear
transformations to SK1,;,, and the transformed data after performing the
three rounds of noﬁ-linear transformations to SK2,,,. Accordingly, when

10 these pieces of data after ‘receiving the. three rounds of non-linear
transformations are XORed with SKlmigh and SK2,.,, respectively, at the
XOR circuit 999, the XORed results of two pieces of data become (AB+AE]
AB+AD). Here, when it is assumed Z}.BzAD'—"-”.&E#:O, the fo}lov;ring is
true: ( AE+@EE AB+AD) =(010). That is, when these pieces of data after

16 performing the three rounds of non-linear transformations are XORed with
SKlggh and SK2, .. respectively, the operétion ;‘esultsf are th.e samé.
Namely, SKlye and SK2;,., output the same data, so that the é@uivaierit
keys exist, which are troublesome in respect of the security.

Not only the above-mentioned case of three-round non-linear

20  transformation, a general non-linear transformation may output the
equivalent K, from different SK1 and SK2, that means an equivalent key
may exist. However it is pessible to prove the non-existence of the
equivalent key when the two-round non-linear transformation according to
the present embodiment is employed.

25 Further, there may be another case in which the non-existence of the



to the CPU. Or it decrypts ciphertexts supplied from the CPU and returns the plaintexts to the CPU. In
this way, the data transformation unit for encryption 100 or the 15 data transformation unit for
decryption 400 can be implemented by the hardware. Further, the data transformation unit for
encryption 100 or the data transformation unit for decryption 400 can be also implemented by the
software as the data transformation method. Namely, the above operation can be performed using the
program stored in a magnetic disk drive or a 20 flexible disk drive. In another way, the above operation
can be - implemented by combining the hardware and the software, though this is not shown in the

figure. Furtheq,di\isllemrb@tuH@@lﬁ@viB@&M‘ﬂ%ﬁﬁ%élﬁﬁ)@f&ﬁﬁtﬂh-@@gp%ﬁ%@é@ﬁ%ﬁﬁg ytitis
a

possible to implement the above operation by a distributed system such as a server an cﬁent, ora

host computescandiag2totehminpakeemputabdtioneh thisdweotshown inthe.figyre. 42 o the foregoing
Figs. 1 through 47, an arrow shows a direction of the operation flow, and the figures having the arrow

are block didgrenrmsisidheowdindransfamsftion atitaidedsadayichaiss ple Woilk rshomniinthg above
block diagrams can be replaced with "... step” or "... process", so that the 5 diagrams can be

~ considered a8 @ipEratiortiiowenuas oopregrararfmvehdrtse showdhmthieedata transformation method. In
the foregoing embodiments, a case in which 128-bit plaintexts and ciphertexts are used has been

explainéd, but the d&ig céh Horsbhroplaextanddiphonette deplaintextéaantheiphedas having
T i 100 O R S Mo 2 oo e o ol 102
r decryption 400.
The data transformation unit for encryption 100 and/or the data
transformation unit for decryption 400 is connected to the bus as a printed
~ circuit board. This printed circuit board is provided with a CPU, a memory,
10 -A'an'd a libg:ical circuit element, and encrypts plaintexts supplied from tge CPU
into ciphertexts tising the above-mentioned operation and returns the &éta
to the CPU. Or it decrypts ciphertexts supplied from the CPU and returns
the plaintexts to the CPU. |

| | In this way, the data transformation unit for encryption 100 or the

15 - data transformaﬁioﬁ--_unit for decryption 400 can be Vmpiemented. by the .
hardware. Further, the data transformation unit Ifor éncryp*;;io.ﬁ .100-‘ ér the
data transformation unit for decryption 400 can be alsc implemented by 'thé
software as the data transformation method. Namely, the above ogieration
can be performed using the program stored in a magnetic disk drive or a
20 flexible disk drive. In another way, the above operation cén be implemented
by combining the hardware and the software, though this is not shown in the
figure. Further, it is not required to implement all the above operation
using one computer, but it is possible to implement the ahove operation by a

distributed system such as a server and a client, or a host computer and a

25  terminal computer, though this is not shown in the figure.



bit, 256-bit key data and 64-bit extension keys are used, but the key data can have another number of
bits. If the bit length of the plaintexts and the ciphertexts, the key data 15 and the extension key are
changed, of course, the bit length to be processed by each unit, each step, or each process is
changed according to the bit length. Industrial Availability 20 According to the embodiment of the
presentinvention, the normal data transformation unit (FL) 251 and the inverse data transformation
unit (FL") are provided for implementing the encryﬁaon and the decryption using the same algorithm,
so that the encryption unit 200 and the decryption unit 500 can share the circuit. 25 Further, according

to the embodiment dintttbepfesamntiinydigen] therddchraTsfarmationtablenk ig gharas by dhe,g-box first
transformation unit 13 and the S-box second transformation unit 14, so that the configuration is
simplified. Farpkertiacc8aiingtol thecefmpodim dntvoh thelp esentvinvesticlciheli Bsubiieldf the
transformation unit 18 is used, which makes the configuration simpler, and the linear transformation
unit 85 and @tRdeantinstetinationiuand 2ve frowbedtso that thristeltyisi e e even if the
subfield transformation unit 18 is used. Further, according to the embodiment of the present invention,
the 10 shift Riisoliferams can hakemeitvedister. opemtedntégemmoniset, afotithes thperform

the shifting of.the key data with the number of shifting bits (for example, 30 bits or 34 bits) which is not
a fixed ﬁuméé?%lfadﬁg £aBnbgsconsidered as operation flowcharts or program flowcharts

showing the data transformation method.

In the foregoing embodiments, a case in which 128-bit plaintexts and
ciphertexts are used has been explained, but the data can be 256-bit
plaint_exts and ciphgrtexts, or plaintexts and ciphertexts having another

10 number. of bits. |

Further, in the 'foregoin‘g embodiments, a casé in which 128-bit,. 192‘-
bit, 256-bit key data and 64-bit extension keys are used, but the key data can
have another number of bits.

If the bit length of the plaintexts and the ciphertexts, the key data -

15 and the extension key are changed, of course, the bit’iength'to be .processéd
_ by each unit, ea_ch step, or eéch process 1s chra-r.lged acéerding to the bit.

length.

Industrial Availability

20 According to the embodiment of the present invention, the normai‘
data transformation unit (FL) 251 and the inverse data transformation unit
(FL'") are provided for implementing the encryption and the decryption using
the same algorithm, so that the encryption unit 200 and the decryption unit
500 can share the circuit. |

25 Further, according to the embodiment of the present imvention, the



only 15 bits or 17 bits, and improves the security. Further, according to the embodiment of the present
invention, a case 15 is provided in which the shifted data in the shift register is not used for the
extension key, which further improves the security. Further, according to the embodiment of the
present invention, even if the key data having different number of bits is input, the bit length
transformation unit 310 changes to the key data with a fixed length, which 20 enables to operate a
flexible key generation. Further, according to the eribodiment of the present invention, the two-round
non-linear transformation is used in the first G-bit key transformation unit 320, so that non-existence of

the key beirgampfvatentitn: KalshnDegedvad NCEHISONES thersesstror: FuERekAcceding to
the embodiment of the present invention, the 44 location of the key function 25 is altered, which
enables a highisfised-processingl 452 ifatnGHioA data tiansiormationiappaiatys:haring i@ key
generating unit for generating output key data based on input key data, and a data processing unit for
performing &tadsfiede of encryption of data and decryption of data based on the output key data, the
data transformation apparatus comprising a non-linear function unit including: a key function unit for
performing a logicaFopéhsgorefoddiagotbet ieansibudacamt dficbutput keytdataention, the

5 subfield transformation unit 18 is used, which makes the configuration
simpler, and the linear transformation unit 85 and the linear transformation
unit 87 are provided, so that the security is improved even if the subfield
transformation unit 18 is used.
| Further, according to the embodiment of the present invention, the

-10 shift contrcgl unit 345 can niake'the- shift register op.erafe integer number of
times to perform the shifting of the key data with the number of shifting bits
(for example, 30 bits or 34 bits) which is not a fixed number of bits such as
only 15 bits or 17 bits, and improves the security.

Further, according to the' embodiment of the pres‘ent invention, a caée

15 s provided in which the shifted data in the shift register is ﬁot used for the
extension key, which further improves the security.

Further, according to the embodiment of the present invention, even
if thg key data having different number of bits is input, the bit length
transformation unit 310 changes to the key data with a fixed length, which

20  enables to operate a flexible key generation.

Further, according to the embodiment of the present invention, the
two-round non-linear transformation is used in the first G-bit key
transformation unit 320, so that non-existence of the key being equivalent to
K, can be proved, which improves the security.

25 Further, according to the embodiment of the present invention, the



an S function unit for converting data to be transformed into other data; and a P function unit for
performing a logical operation among pieces of data to be transformed, and wherein the key function
unit is placed one of before the S function unit and the P function unit, after the S function unit and the
P function unit and between the S function unit and the P function unit in the non- linear function unit,
and wherein the P function unit receives eight pieces of 4n-bit data, n being an integer greater than 1,
zi, Z2, , zs and includes: a circuit for calculating tfih XOR of at least two of the four pieces of data zz,
Z2,Z3, Z4 to obtain the 4n-bit operation result U1; and a circuit for calculating the XOR of at least two
of the four pieeemaf efatehs5 k86, Ziln@sda atBails thd vbrei! opRiationredlil3; dhatagissized in that
the P function unit further includes: a circuit for calculating the XOR of Ui and U2 to obtain the 4n-bit
operation resualtedsiregrotational circuit for performing a rotational shift on Ui; and a circuit for
calculating the XOR of output from the rotational circuit and Ua to obtain the 4n-bit operation result
U4, and wherein the data transformation apparatus divides U3 and U4 into four pieces of data,
respectively, and outputs the resulting eight pieces of obit data Z'1, Z'2,,Z's 46 2. The data
transformation apparatus of claim 1,



wherein the S function unit includes: a first transformation unit for inputting a part of data to be
transformed as first partial data, transforming the first partial data using a transformation table T,
which inputs data, transforms a value of the data into another value, and outputs the data, and
outputting transformed data; and a second transformation unit for inputting at least another part of the
data to be transformed as second partial data, transf@?ming the second partial data by a
transformation using the transformation table T and an operation for the second part, and outputting
transformed data. 3. A data transformation method for executing a key generating process for
generating output key data based on input key data, and a data processing process for performing at
least one of encryption of data and decryption of data based on the output key data, the data
transformation process comprising a non-linear function process including: a key function unit for
performing a logical operation of data to be transformiggicand the output key data; an S function
process for converting data to be transformed into other data; and a P function process for performing

a logical operation aingng, Rieces At dainte e transfoumed,and wherein the key function process is
placed one of before oféhe S function rocegs and the P functjon p oceés a% esS funct{olrg rocess
gta NPUL Ke

t
and the P function ploses8 Y BaRie i tHe SRIKEASH Brotees and t e

' _ _ unc |(§)r111plrc}%:ess in the
non-linear furfétion andcedetanaosersian wdt FoupetibrproBcslpactives dighepaitddrigibit data, n
being an and decrvption of data based on the output key data,

the data transformation apparatus comprising a non-linear function unit

including:

a key function unit for performing a logical operation of data to be

transformed and the output key data;

an S function unit for converting data to be transformed into other data;
and

a P function unit for performing a logical operation among pieces of data
to be transformed, and wherein the key function unit is placed one of before the
S function unit and the P function unit, after the S function unit and the P
function unit and between the S function unit and the P function unit in the non-
linear function unit,

and wherein

the P function unit receives eight pieces of 4n-bit data, n being an integer
greater than 1, zi, zs, -+, Zs and includes:

a circuit for calculating the XOR of at least two of the four pieces of data
21, 72, 73, Z4 0 Obtain the 4n-bit operation result Uy;

and a circuit for calculating the XOR of at least two of the four pieces of
data zs, ze, z7, Zs to obtain the 4n-bit operation result Us;

characterized in that

the P function unit further includes:

a circuit for calculating the XOR of U; and Uz to obtain the 4n-bit
operation result Us;

a rotational circuit for performing a rotational shift on Uy and

a circuit for calculating the XOR of output from the rotational circuit and
Us to obtain the 4n-bit operation result Uy, and

wherein the data transformation apparatus divides Us and Uy into four
pieces of data, respectively, and outputs the resulting eight pieces of obit data

Z'], Z'z, ey Z'g .



integer greater than 1, zi, z2, , zs and includes: a circuit for calculating the XOR of at least two of the
four pieces of data zi, z2, z3, z4 to obtain the 4n-bit operation result U2; and a circuit for calculating
the XOR of at least two of the four pieces of data z5, Z6, Z7, zs to obtain the 4n-bit operation result
U2; characterized in that the P function process further includes: a circuit for calculating the XOR of Ul
and U2 to obtain the 4n-bit 47 operation result Us; a“fotational circuit for performing a rotational shift
on Ul; and a circuit for calculating the XOR of output from the rotational circuit and U3 to obtain the

4n-bit operatign resqihy&agzp%ﬂ%@&t@&ﬁ%ﬁﬂ@gﬁj@@@l@%ﬁethod divides U3 and U4 into four
pieces of data, respe |ver,gdpi tpu sthe resultl ht pieces of n-bit data Z'1, Z2'2, ",Z'S. 4. A

program for having ¥ SFﬁHb a]ilr% C]’r%rmanon method of claim 3 or a
computer-readable st&@@érﬂeﬁfgwﬂ%ﬂnglﬁaﬁcfwégﬁmﬁmg a part of data to be transformed

as first partial data, transforming the first partial data using a transformation
table T, which inputs data, transforms a value of the data into another value,
and outputs the data, and outputting transformed data; and

a second transformation unit for inputting at least another part of the
data to be transformed as second partial data, transforming the second
partial data by a transformation wusing the transformation table T and an

operation for the second part, and outputting transformed data.

3. A data transformation method for executing

a key generating process for generating output key data based on input
key data, and a data processing process for performing at least one of encryption
of data and decryption of data based on the output key data,

the data transformation process comprising a non-linear function process
including:

a key function unit for performing a logical operation of data to be
transformed and the output key data;

an S function process for converting data to be transformed into other
data; and

a P function process for performing a logical operation among pieces of
data to be transformed, and wherein the key function process is placed one of
before the S function process and the P function process, after the S function
process and the P function process and between the S function process and the P
function process in the non-linear function process,

and wherein

the P function process receives eight pieces of 4n-bit data, n being an
integer greater than 1, zi, 7z, -+, zs and includes:

a circuit for calculating the XOR of at least two of the four pieces of data
71, 72, Z3, Z4 to obtain the 4n-bit operation result Uy

and a circuit for calculating the XOR of at least two of the four pieces of
data zs, zs, 27, zs to obtain the 4n-bit operation result Us;

characterized in that

the P function process further includes:

a circuit for calculating the XOR of U; and Uz to obtain the 4n-bit



47

operation result Us:

a rotational circuit for performing a rotational shift on Uy and

a circuit for calculating the XOR of output from the rotational circuit and
Us; to obtain the 4n-bit operation result Uy, and

wherein the data transformation method divides Uz and Uy into four
pieces of data, respectively, and outputs the resulting eight pieces of n-bit data

T t T
L1, Zg, *v,Z8.

4, A program for having a computer perform the data transformation

method of claim 3 or a computer-readable storage medium storing said program.



