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WO 02/ 45373 PCT/ GB01/ 05253 - 2 The invention presented in this docunent is
illustrated wth reference to the ITU H 323 standard as that is the
predom navo oztsmmylard for real-time nmultinmedia conmmuni cat POV&BoveR2spacket
networks including I'P networks. 5 However, it is equally applicable to

ot her standards or nethods that need to dynamically assign ports to carry
bi- directional information (e.g. I ETF Session Initiation Protocol (SIP)).
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apparatus without regard to the protocol. That is not to
15 say that some implementations may provide ‘protocol’

checking for security or other reasons.

The rapidly evolving IP (Internet Protocol) data network
is creating new opportunities and challenges for
20 multimedia and voice Communications Service Providers.
Unprecedented levels of investment are being made in the
data network Dbackbone by incumbent telecommunication
operators and next generation carriers and service
providers. At the same time, broadband access technologies
25 such as DSL and cable modems are bringing high speed
Internet access to a wide community of users. The vision
of service providers is to make use of the IP data network
to deliver new voice, video and data services right to the
desktop, the office and the home alongside high speed

30 Internet access.

The H.323 standard applies to multimedia communications
over Packet Based Networks that have no guaranteed quality
of service. It has been designed to be independent of the

35 underlying transport network and protocols. Today the IP



35 underlying transport network and protocols. Today the I P WD 02/ 45373
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is fundamental if terminals from different manufacturers
15 are to inter-operate. In the multimedia arena, the current
standard for real-time communications over packet networks
(such as IP data networks) 1s the ITU standard H.323.
H.323 1is now a relatively mature standard having support
from the multimedia communications industry that includes
20 companies such as Microsoft, Cisco and Intel. For example,
it 1s estimated that 75% of PCs have Microsoft’s
NetMeeting (trade mark) program installed. NetMeeting is
an H.323 compliant software application used for
multimedia (voice, video and data) communication.
25 Interoperability between equipment from different
manufacturers is also now being achieved. Over 120
companies world-wide attended the last interoperability
event hosted by the International Multimedia
Telecommunications Consortium (IMTC), an independent
30 organisation that exists to promote the interoperability
of multimedia communications equipment. The event is a
regular one that allows manufacturers to test and resolve

inter-working issues.

35 Hitherto, there had been a number of barriers to the mass



inter-working issues. 35 Htherto, there had been a nunber of barriers to
the mass WO 02/ 45373 PCT/ GB01/ 05253 - 4 uptake of multinedia (particularly
vi deo) covonnissati ons. Ease of use, quality, cost and coPOTGBOH0I26MS
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transport over the wide area between private networks.
Therefore, implementations of H.323 over IP concentrated

15 on communications within a single network.

However, IP continues to find favour as the wide area
protocol. More and more organisations continue to base
their entire data networks on IP. High speed Internet

20 access, managed Intranets, Virtual Private Networks (VPNs)
all based on IP are commonplace. The IP trend is causing
H.320 as a multimedia protocol to decline. The market
demand is to replace H.320 completely with H.323 over IP.
But perhaps the main market driver for transporting real-

25 time communications over IP across the WAN (wide area
network) 1s voice. With standards such as H.323 and SIP
users had begun to use the Internet for cheap voice calls
using their computers. This marked the beginning of a
whole new Voice over IP (VoIP) industry that is seeing the

30 development of new VoIP products that include Ethernet
telephones, IP PBXs, SoftSwiches and IP/PSTN gateways all
geared at seamlessly delivering VoIP between enterprises
and users. H.323, SIP and MGCP are expected to be the
dominant standards here.

35



and users. H. 323, SIP and M3CP are expected to be the dom nant standards
here. 35 WD 02/45373 PCT/ (B01/ 05253 - 5 Unfortunately, unforeseen technical
barri erswoovis73 eal - world, w de area depl oynent of H 32BCHoBIBIR St |
exist. The technical barriers relate to the comunications infrastructure
at the boundaries of IP data networks. 5 Tonsequently, today, successful

i npl ementation of nultimedia or voice comruni cations over |P are confined
to Intranets or private managed | P networks. 10 The probl ens arise because
of two | P teénhorogrately Netitbpkeagene s chrgivsilathanr {asT) tandhpi mesdi s.
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enterprises d .t i heir_ data security is
bei ng nmade. %%?en]f@%%#% i%%sg?% ?ﬁ%@@g%%%} %ﬁsfge%ﬁar en?%seo%]ﬁ?'si de or
external 51 P address(es) of enterprise to becone public to anyone with whom

that enterprises w sh to c ni cate 20 (voice comunicatjons usuall
i ncl udes eve(;?/%snee?l?e%efey’ i nv %gllégh pr es's%(:rlcfe(es %Ué'r ei n“ﬂ%ggmﬁﬁjfagh??er i s
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the "trusted. service provider, which is. h t he blic Internet has
| argel y evoldvgalfa C AT HAS B rf‘%??%%%cﬁ%/ Ii‘%t"%%ukv%' the “shortage of

addresses' problem Any endpoint or "host' in an IP network has an "IP
address’ to jdentify that endpoint so that data packets can he correctly
sent or LPout®Bf t (?q(%%%%“%noa%]a%?etkée?aéﬁ%? vetd f rof i tIPca%eEg‘ i %S ed from

wher e Network Address Translation'(NAT) and Firewalls. Security
is also an 1issue when considering solutions to these
problems. Where deployments of real-time communications
over the data networks transverse shared networks (for
15 example the public Internet), enterprises must be assured
that no compromise to their data security is being made.
Current solutions to these problems require the outside or
external IP address(es) of enterprise to become public to
anyone with whom that enterprises wishes to communicate
20 (voice communications usually includes everyone). The
invention presented herein does not suffer this shortfall
as enterprises external IP address(es) need only be known
to the ‘trusted’ service provider which is how the public
Internet has largely evolved.
25
NAT has been introduced to solve the ‘shortage of
addresses’ problem. Any endpoint or “‘host’ in an IP
network has an ‘IP address’ to identify that endpoint so
that data packets can be correctly sent or routed to it
30 and packets received from it can be identified from where
they originate. At the time of defining the IP address
field no-one predicted the massive growth in desktop
equipment. After a number of years of . global IP
deployment, it was realised that the number of endpoints

35 wanting to communicate using the IP protocol would exceed



they originate. At the time of defining the IP address field no-one

predi cted the massive growh in desktop equipnent. After a nunber of years
of . gl olvad 02/8378lepl oynent, it was realised that the nunbreT/GBoRORISDI Nts 35
wanting to conmuni cate using the IP protocol would exceed WO 02/ 45373

PCT/ GB01/ 05253 - 6 the nunber of unique |P addresses possible fromthe
address field. To increase the address field and nake nore addresses

avail able requires the entire IP infrastructure to be upgraded. (The
industry is phanmwabes doft hirigieh IR |Pdegsieon eisHehe pbion ) .tlEhe
sol ution of ' w KLef A T ut j
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few hosts ( e €Al ver il er.s r) W thin an.aqrganisation
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enterpri $e¢ tDP cVentkom Pravasend Pooedwpr k where each endpoint w thin that
enterprise has an address that 15°is unique only within the enterprise but
is not globally wunique. These are private |IP addresses. This allows each
host wit hi n Bime osganitsahi onf t theordani tat eic . eefades@ssp anynarherrHrost

wi thin the organi safion.  For external .communication, a public or_qglobally
uni que | P adégﬁg% ﬁ%*260%8§a881 K tha%ﬁkﬁ?é%r§§éa?ﬁi@ﬁtélmpiﬁe rkds a
device thatIETF reBpDO31pl @eséerat basskatbng mappiivagt e chReadthirss bdffd om a
public LP T functio The8 gﬁterprise wi |l have one or nore

d - . NA )
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fewer publ i cenatldr esseset hapihest sanksecneededeet Reikhibe ISR M s A ffRW
because the nunber of sinultaneous

hosts need %ﬁﬁﬁﬁggupicaée eéternallxtog _ _
external co t FONSOMPEN AT F e PXTAT B &Y s SPhitS R c Are@TemFddionentVATF  NAT
has a allows an enterprise to create a private IP network where
each endpoint within that enterprise has an address that
15 is unique only within the enterprise but is not globally
unique. These are private IP addresses. This allows each
host within an organisation to communicate (i.e. address)
any other host within the organisation. For external
communication, a public or globally unique IP address is
20 needed. At the edge of the private IP network is a device
that is responsible for translating a private IP address
to/from a public IP address - the NAT function. The
enterprise will have one or more ©public addresses
belonging exclusively to the enterprise but in general
25 fewer public addresses than hosts are needed either
because only a few hosts need to communicate externally or
because the number of simultaneous external communications
is smaller. A more sophisticated embodiment of NAT has a
pool of public IP addresses that are assigned dynamically
30 on a first come first served basis for hosts needing to
communicate externally. Fixed network address rules are
required in the case where external equipment needs to

send unsolicited packets to specific internal equipment.

35 Today, most private networks use private IP addresses from



pool of public I P addresses that are assigned dynamcally 30 on a first
cone first served basis for hosts needing to comrunicate externally. Fixed
net wor k adolozss73ul es are required in the case where extRena&BIEG2EHNENt
needs to send unsolicited packets to specific internal equipnment. 35
Today, nost private networks use private 1P addresses from WD 02/ 45373

PCT/ (B01/ 05253 - 7 the 10.x.x.x address range. External communications are
usually via a service provider that offers a service via a nanaged or
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was aga?ﬂ reached because now many désktop. machi nes needed to communi cate
outside of the préyatersnety@rk. TBReveQlutiny aspspeshdi edsé?véE;fF REC
0

1631, allows a many-to-one napglng of private |IP addresses
examples of hosts that would need a static one-to-one NAT

mapping to allow external communications to reach them.

15 A consequence of NAT is that the private IP address of a
host is not visible externally. This adds a level of

security.

An extension to simple NAT additionally uses ports for the

20 translation mapping and is often referred to as NAPT
(Network Address Port Translation) or PAT (Port Address
Translation). A port identifies one end of a point-to-
point transport connection between 2 hosts. With mass
access to the World-Wide-Web (WWW), the shortage of public

25 IP addresses was again reached because now many desktop
machines needed to communicate outside of the private
network. The solution as specified in IETF RFC 1631,
allows a many-to-one mapping of private IP addresses to
public IP address(es) and instead used a wunique port

30 assignment (theoretically there are 64k unique ports on
each IP address) on the public IP address for each
connection made from a private device out into the public
or shared network. Because of growth of the Internet, PAT
is the common method of address translation.

35



public I P address(es) and instead used a uni que port 30 assi gnnent
(theoretically there are 64k uni que ports on each |IP address) on the
public | Waddss3s for each connection made from a privat BCOEBOUE263t i nto
the public or shared network. Because of growth of the Internet, PAT is
the common nethod of address translation. 835 WO 02/45373 - 8
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port is free to be assigned to a new connection.

-15 While computers and networks connected via a common IP
protocol made communications easier, the common protocol
also made breaches in privacy and security much easier
too. With relatively 1little computing skill it became
possible to access private or confidential data and files

20 and also to corrupt that business information maliciously.
The industry’s solution to such attacks is to deploy

‘firewalls’ at the boundaries of private networks.

Firewalls are designed to restrict or ‘filter’ the type of
25 IP traffic that may pass between the private and public IP
networks. Firewalls can apply restrictions through rules
at several levels. Restrictions may be applied at the IP
address, the Port, the IP transport protocol (TCP or UDP
for example) or the application. Restrictions are not
30 symmetrical. Typically a firewall will be programmed to
allow more communications from the private network (inside
the firewall) to the public network (outside the firewall)

than in the other direction.

35 It is difficult to apply firewall rules Jjust to IP



at several levels. Restrictions nmay be applied at the IP address, the
Port, the I P transport protocol (TCP or UDP for exanple) or the

appl i cat ivom02/BB33rictions are not 30 symetrical. Typical Pgr/aBbi/oesal | will
be progranmed to allow nore conmunications fromthe private network
(inside the firewall) to the public netwrk (outside the firewall) than
in the other direction. 35 It is difficult to apply firewall rules just to
| P WO 02/ 45373 PCT/ GB01/ 05253 - 9 addresses. Any inside host (i.e. your PC)
may want to adthress.t oAayy bwbidede Huxtt ((d.web genwerPC)dombgd wamundo t he
gl obe. To allow fyrther contrql .the concept of .a well . kno ort' i
applied to tF&5iTbl & aﬂypoorlfotﬁlcfgent???gsqg 35S IF B g8¥\ﬂ?8t B-rﬁblinﬁt
transport cameeciliave betoeshlaw hestSer Aconekblkabwncpatkpti faapokielthat
carries one known' type of traff'[c. , the Internet Assigned, Number

I , , 2h
Authority sp@di &°the wel 12 por t Rgnd®HARd ey e BPTEr dPEnEiLdesi ed

over thesn Rple exald® HOpbidO-baspdOnbeeraaspbafedohAbcwebnsyekivagn(bttp
protocol) traffic, _port Sinple Mail Transport Protocol etc., K An exanple

25
of a firewalsfs t efi ng'Stt e XONVEBO BT f 4Ty 2wdRNE bEhats Fewriesi geel p

addr ess/ any neidwrumisipdray, CORRGFitd amanOut sihde hRtaddessnBarnynd@
using TCP (Transport nnection protocol) and HTTP (the application

protocol foNYeETr SrERAGTtY26PRd IdGfhebbPorald pkooR e®OGal aRS th&f fi C

may flow bagkpef rgmdher b Servesq ofvdhergage paihexé(mgleOFe&ti got haly the
connection has to be initiated fromthe inside. 25 An exanple of a firewall

filterihg r@eenfopsaiaredmafobe Welny ssufdinge (IPtRldmad/aant poteaddabter may
connect to kBrt 25 simple Mail Transport Protocol etc.

An example of a firewall filtering rule for Web Surfing
would Dbe:

15
Any inside IP address/any port number may connect to any
outside IP address/Port 80 using TCP (Transport Connection
protocol) and HTTP (the application protocol for Web
Surfing).

20
The connection is bi-directional so traffic may flow back
from the Web Server on the same path. The point is that

the connection has to be initiated from the inside.
25 An example of a firewall filtering rule for email may be:

Any outside IP address/any port number may connect to IP
address 192.3.4.5/port 25 using TCP and SMTP.

30 (Coincidentally, the NAT function may change  the
destination IP address 192.3.4.5 to 10.6.7.8 which is the

inside address of the mail server.)

Filtering rules such as “any inside IP address/any port

35 number may connect to any outside IP address/any port



address 192.3.4.5/port 25 using TCP and SMIP. 30 (Coincidentally, the NAT
function may change the destination IP address 192.3.4.5 to 10.6.7.8 which
is the iwabdesasldress of the mail server.) Filtering rul peT/SBONORS3 "any

i nside | P address/any port 35 nunber g connect to any outside IP

addr ess/ any port WO 02/ 45373 PCT/ GB01/ 05 837~ 10 nunber for TCP or UDP and
vice versa" are tantanmount to renoving the firewall and using a direct
connection as it is too broad a filter. Such rules are frowned upon by IT
managers. 5 MHIEXSr hdorbdéiP desi Q@é’d étIUi belfad¥panaéntanst tanhamowmdelPyi ng
network and fLa05n0 tt 0%998 311Ng 255, di@é@@?ﬁﬁ%&f’%r&’fa’é‘ §¢3 in
an | P network 1I's po SI evmt the ow ng nmappi ng of the mai n concepts:
10 H. 323 addressobPhagddess H. 823r | oguclal rubeanelreTGR/dudrdPasrport opne i on
In the irrpl ﬁ;%‘ n of H 323 over IP, H 323 protocol 15 nessages are
sent as the payfoad in |IP packets using either TCP or UDP transport
protocol 8. Many of the H 323 nessages contain the H 323 address of t he
originating oi or .the destinati ndpgi nt .or . bot h, endpoi Q her
signal ling pfo o1 Bagockest S el dmis P A0 dtmridie et i ke

signal ling pnmat:wlrp@yheadorkiowmertratw@tﬁ epratb8essi nN'ehatrtNéIess,
functions wll _ change the app ILP addresses d ports) of the urce
and dest i nati"5H $st W?rho%f ghgﬁé g e ”;‘?f(r}? egiegoégl]?hetwé . 323
payl oad. As dihe oSty ise niaﬁfpll'ﬂlcﬁ?&faﬁﬁh‘eﬁssﬁs catgefay s exchanged in t he
H. 323 pa?gl oad to associate the various received data packets with the

cal |, s causes the H 323 protocol to break and requires internediary
H.323 address : IP address
H.323 logical channel : TCP/UDP Port connection

In the implementation. of H.323 over IP, H.323 protocol
15 messages are sent as the payload in IP packets wusing

either TCP or UDP transport protocols. Many of the H.323

messages contain the H.323 address of the originating

endpoint or the destination endpoint or both endpoints.

Other signalling protocols such as SIP also embeds 1IP
20 addresses within the signalling protocol payload.

However, a problem arises in that NAT functions will
change the apparent IP addresses (and ports) of the source
and destination hosts without changing the H.323 addresses

25 in the H.323 payload. As the hosts use the H.323 addresses
and ports exchanged in the H.323 payload to associate the
various received data packets with the call, this causes
the H.323 protocol to break and requires intermediary
intelligence to manipulate H.323 payload addresses.

30
Because of the complexity of multimedia communications,
H.323 requires several logical channels to be opened
between the endpoint. Logical channels are needed for call
control, capabilities exchange, audio, video and data. In

35 a simple point-to-point H.323 multimedia session involving



intelligence to mani pul ate H. 323 payl oad addresses. 30 Because of the
conplexity of nultinmedia comunications, H 323 requires several |ogical
channel s woobes3opened between the endpoint. Logi cal chanrel/sBat/es2aeeded
for call ~control, capabilities exchange,_ audio, video and data. In 35 a
sinmpl e point-to-point H 323 nultinedia stlsion invol vi ng WO 02/ 45373

PCT/ (B01/ 05253 - 11 just audio and video, at |least 6 | ogical channels are
needed. In the IP inplenentation of H 323, |ogical channels are mapped to

TCP or UDP pbist cenddet i and, vwiwep, ottwhiedstar ® assgyned dyhrameaks | pre5 As
the firewall iong, fi r t t.raf.fli S at y have.no.rul es
for, either I%%]éeg%{r ewg?l :tégopglr%ed,l%\g?f'ﬁn%hno%e@g%{s %ﬁe %U?%gée gLP%tl %l
firewal |, orchamielsf ahe mHpB28 ttoaffGR @kl [UDFotpgasscohneoghoni) many

Therefore, b e!p__q fitewall.f 1.0 tween endpoints prevent H. 323
(and ot her r(gjgl 1Jtl\il%rlé\e pr otéosf:%\,@ed ﬁ%%ﬁ&% for exanpl e) comrunications

wor king. 5This w il typically be the case when the endpoints are in 15

di fferent prjvat.e network en_one e oint is n .private netwrk and

t he ot her enAdspg’%kh? i%r?vﬁaf%e%rh&%%ﬁ Pﬂft%eﬂufhtrﬁﬁﬁbgi HPSPSngi cX

di fferent nerregedhbPe net wonkss 204 323thapd 3P, fMEERaglc.)s coparabcati on

is therefore an a(%%tah ma to firewalls. _Ei i}lréer a firewall nust becone H 323
et TreTt mr

aware or somE- it yE PRt BIFPYRAcRT S dre oF HRUpr pE the

assi gnment s H /BB SBCITE JTaiNgr nodb p@ye pessidyte solution to this problem
woul d b% a conplete IP H 323 infrastructure upgrade. This requires: H. 323
upgr ade fo the NAT function at each I P network

Therefore, both NAT and firewall functions Dbetween
endpoints prevent H.323 (and other real-time protocols,
SIP and MGCP for example) communications working. This
will typically be the case when the endpoints are in
15 different private networks, when one endpoint is in a
private network and the other endpoint is in the Internet
or when the endpoints are in different managed 1IP

networks.

20 H.323 (and SIP, MGCP etc.) communication is therefore an
anathema to firewalls. Either a firewall must become H.323
aware or some intermediary intelligence must manipulate

the port assignments in a secure manner.

25 One possible solution to this problem would be a complete

IP H.323 infrastructure upgrade. This requires:

e H.323 upgrade to the NAT function at each IP network
boundary. The NAT function must scan all H.323 payloads

and consistently change IP addresses.

30 e H.323 upgrade to the firewall function at each IP
network boundary. The firewall must understand and watch
all H.323 communication so that it can open up the ports
that are dynamically assigned and must filter all non-

H.323 traffic on those ports.

35 e Deployment of H.323 intelligence at the boundary or in



boundary. The NAT function nust scan all H 323 payl oads and consistently
change I P addresses. 30 H. 323 upgrade to the firewall function at each IP
net wor k oanzlaw3ys The firewall nust understand and wat ch Pel/GBHiI/G233
conmuni cation so that it can open up the,ports that are dynamcally
assigned and nust filter all non- H. 323 %rafflc on those ports. 35

Depl oynent of H 323 intelligence at the boundary or in WO 02/45373

PCT/ GB01/ 05253 - 12 the shared |IP network to resolve and arbitrate
addresses. | P &88r es¥Rrefe L& elBPHEULK di ERct ISPIRL VauserBd | pipHdcEitee, | P

address aliaseggaresusad. rbntghhigescs iseededits ﬁ§é8' V& Al L@SEes pho an
IP 5 address. This H. 323 functlon is contained wt H. 323 entities

cal | ed Gat ekeep€PRES -Thddi SHREN%Ryes BF t%@@r%®%5|ﬁﬂéa§§$utﬁéﬁ arsed.Each
or gani sati on/ priyane i geheer ki guslﬁegéag tég»g 3288 1 L0 la‘?%glse uncg@fa%de 10"

H. 323 communi cation to exist. The up is costl ionality or
new equPprent agdseske 6Uﬂ¢ha§e@23pﬁanﬁédoandaﬂﬂwmmﬁmhedTWthmag@r§2@ust

| earn about H. %ﬁ@ltlggec s63Lg ggt%%gggg deployment will likely not be 15

readi ly adaptable to the enan S on it as the technology is
progressively adopted, requiring a larger and nore costly initial

depl oynent t nd requires. The
cont i nual pgﬁg?ﬁg%ﬁdé§35é§g£qﬁéﬁgﬁpg%%%so vetﬁé¥%%&93|np e NAT and
fireval l fURCtEQBhp|@ﬁ@§nﬁséﬁi@ﬂ¢$frbﬁéﬂ@n ne@wdhe shgral hakfeea&te NgLwar K

boundarY. The | atency _tol erance for audio and video is very snal
BecauselPhere 4F¥SL Rl FPOGAESOF O&t HndAPdSORBHNLgaEiPANEC Egifini cation and

each of the,5|?§gllh%%rgkg;oc§gs BBst§§ t hese, 5%%ﬂﬁ§£ﬂ§n§{ety'f£§regt an
enterprise wou
equipment must be purchased, planned and deployed. IT

managers must learn about H,323.

e The scale of such a deployment will 1likely not be

15 feadily adaptable to the demands placed on it as the

technology is progressively adopted, requiring a larger

and more costly initial deployment than initial (perhaps
experimental) demand requires.

¢ The continual parsing of H.323 packets to resolve the

20 simple NAT and firewall function places a latency burden

on the signal at each network boundary. The latency

tolerance for audio and video is very small.

¢ Because there are a multitude of standards for real-time

communication and each of the signalling protocols of

25 those standards are different, an enterprise would need
multiple upgrades - one for each protocol it wishes to
use.

e The media 1is expected to travel directly between
enterprises or between an enterprise and a device in the
30 public network. The consequence of this is that the IP
addresses of an enterprise become public knowledge. This
is regarded as a security compromise as any potential
attacker must first discover the enterprises IP address

as the first step to launching an attack.

35



mul tiple upgrades - one for each protocol it wishes to use. The nediais
expected to travel directly between enterprises or between an enterprise
and a dewa@e2/#3373 he 30 public network. The consequence oPCT/AiB81/0®R53 hat t he
| P addresses of an enterprise becone publi,c_know edge. This is regarded as
a security conprom se as any potential 4&ftacker nust first discover the
enterprises |P address as the first step to launching an attack. 35 WO
02/ 45373 PCT/ GB01/05253 - 13 As a result of these problens, the H 323
protocol is Mdt2 B&WGusel FBESRUPLPReENS  cdMsurii 3 opsopeal t Asr @dts a

firewal | andj@infetwerk AdHr gastthadshabbpRunNAL) ; oFae WHRROT OB ha% heen

to place H 323 systens on the public 5 side of the flrewa | an
functions. Thisewalbws2ngpr etk 899raBE| et aandlalliomi n@\TPérJh)em tQne

protect the gengiadenof Lhghr ebetg@aée The o 'S@gy@&@g%@ {] el 1.

The nost ubi qui tous device for vid conmuni cati ons 1s top PC.
It is nofsensidal ofo tﬁl%cﬁlawaljbskndeA&omn@@m t%l@ubﬂ[toww délen?.

The 11328 oYed ST .0l DLASE! oy L oA AGKE! Prafl | Lhe BURLS Side O

the firewall. e conpani es are no ake "advant

potentially Imﬂaqlmcﬁ@c:SOf\athﬁeer ofe V3R, C@imaéiiﬂdwantkaegespﬁfci‘dllsyﬁeﬁs
wll be allowed to conduct H 323 conmunications. 4. The conpanies will not
be able to take full advantage of the data-sharing facilities in H 323
because t he 120rHe reoak| ubiilduioese mtetilve I-fc8r23visqj(sd; easminnircacteasi ig t he

dat a. ning the fir all ow dat a-t ransf functions_fromthe H 323
systemqig Ino'? écnrho |%}r%@08etg§usgt V:Ysméluqrhs éﬁjocfﬁ Oa'ltjl? %ﬁli%raﬁ) &S 1tRE

H 323 computers on the public side!
2. The H.323 systems are not protected from attackers on
the public side of the firewall.
3. The companies are not able to take advantage of the

15 potentially ubiguitous nature of H.323, since only the
special systems will be allowed to conduct H.323
communications.

4. The companies will not be able to take full advantage
of the data-sharing facilities in H.323 because the

20 firewall will prevent the H.323 systems from accessing
the data. Opening the firewall to allow data-~transfer
functions from the H.323 system 1is not an option
because 1t would allow an attacker to use the H.323
system as a relay.

25 5. In the emerging Voice over IP (VoIP) market there is a
market for telephony devices that connect directly to
the data network, for example Ethernet telephones and
IP PBXes. By virtue of the desktop nature they are
typically deployed on the private network behind

30 firewalls and NAT. Without solutions to the problems
described above telephony wusing these devices 1is
confined to the Enterprises private network or Intranet
or must pass through IP-PSTN gateways to reach the
outside world.

35



systemas a relay. 25 5. In the enmerging Voice over IP (VolP) market there
is a market for tel ephony devices that connect directly to the data
net wor k, Wwon2/¢ahpl e Et hernet tel ephones and | P PBXes. BpCviGBOUes285 t he
desktop nature they are typically dep_l_o¥ d_on the private network behind
30 firewalls and NAT. Wthout solutions T0 the problens described above
t el ephony using these devices is confined to the Enterprises private
network or Intranet or nust pass through IP—PSTN(gatemays to reach the
out si de wor ITde 33dVgnb2yas3PF pPeTiaBo Hs2880adhand TRenaREARPAgERC ofNEsi ng
the broadbang,conecd 0Bot0 Jdike eBhar BFi g f a5 mlcle aad ydwdeoraguyek! as
data require secure solutions to these issues. 5 It is an object "of the
present inveRqWG® ﬁ@LﬂﬁﬁQ§§;ﬁQNﬁﬁﬁsanﬂﬁuﬁﬁ& Accordingly, the invention
provi des a comuni cations systemfor handling a conmunications session
with a 10 destination conmuni cati on system conprising a first |ocal
term nal 5 arftexitsraal okgever ofofdeom st ogitait ishantel sddbesaetgheshe
first local terninal and the external server for carrying the
conmuni cat i (?ns session over a shared conmunications network, said
communi cation nmeans including 15 a first NAT function through which the
conmmuni cat i SI pa .Whi ¢ e first local termna
has at | eas onedﬁ gﬁort %dd?gggh &ch 'ﬁéﬁﬁ%ﬁ% cati ons sessi-on: °20 b)
the first N&T/sfttenct ifor apEndsinget wor kcadduressat henppi ngss ohon hewt thAnsport
addressggi Qnne t| ons obetv\I{ee atthe fi rst term nal and thg shgrg 1
conmuni tl H.é)tv\d. [12 communic 10n ystem, comprising a irs ocCa
termlnal an external server, one or more logical channels
between the first local terminal and the external server
for carrying the communications session over a shared
communications network, said communication means including
15 a first NAT function through which the communications

session must pass, in which:

a) the first local terminal has at least one transport

address for the communications session;

20
b) the first NAT function applies network address
mappings on the transport addresses on connections between
the first terminal and the shared communications network;
25 ) the system includes a first proxy interface agent

arranged to act on behalf of the first local terminal in

communications with the external server;

d) the first proxy interface agent 1s capable of
30 establishing a logical channel on one or more outbound
connections to the external server, said logical channel
serving as a control channel Dbetween the first proxy

interface agent and the external server;

35 characterised in that:



25 ¢c) the systemincludes a first proxy interface agent arranged to act on
behal f of the first local termnal in communications with the externa
server; oyOohes3first proxy interface agent is capable of PGUG®B8t/ed2bs shing a
| ogi cal channel on one or nore outbound connections to the external server,
sai d | ogi cal channel serving as a contrdP thannel between the first proxy
interface agent and the external server; 35 characterised in that: WO

02/ 45373 - 15 PCT/ @01/05253 e) said outbound connection(s) are dynanic
out bound comnecsadds estabbinsheddmnedida dni 9t prexy dphenfaceocuassnhy 5 f)

the first pr | nterface t.1.s adapted_to ke association(s) between
the t ransporcfg%ndédér}'{als%qses)esg%%?mrfeSh?C?r :ﬁ)yl ot&f {Tgrlﬁ?ﬁal PERHYi déRtFPELaBEe

| ogi cal charemr(ts) between the first proxy interface agent and the
external server, said identifiable |ogical channel (s) being 10 established

on one or nore of said dynam c outbound connections fromthe first proxy

interface agant the thersexipeozgl set¥efacd sancondi ngaigcdhie dohvgpkrLon,
a conmuni cati ons session In a

there is provided a, 15 t hod of handling

comuni cat i @r?ssos%??t%elrﬂn (tsﬁg gSWﬁﬁPcaﬁh%n§r§F§P@|¥f¢ cRAPEESF hgSh fafr stheocal

termnal, arfiexfter Dabasereeminal fakst iBEﬁ%XfEQbQSf aGsy AgeNt cf?sﬁx‘ﬂ\@fgs} hgo
ns

first |ocal term nal. and the shared network, sai communi cati on ne

i ncl udi ng a?ﬂqWﬁeqwﬁh?uﬁéfﬁBnHﬂ%&&uﬂﬂ@ﬂﬁﬁ#ﬂQhége@bn@m@(ﬁhdoﬁstgesslon
nust pass, iserwhixGh tBeiBet hogen€oRPLh8es they s SLAPS ehanib1Ga%T Vi pg; fbe
conmuni cati ons sessi on over a shared 25 conrmuni cati ons net V\Dl)k over ne or
mor e Iob@ca@s@ﬁgﬁﬁ§p§d on one or more of said dynamic outbound
connections from the first proxy interface agent to the

external server.

Also according to the invention, there is provided a
15 method of Thandling a communications session in a
communications system, the communications system
comprising a first local terminal, an external server, a
first proxy interface agent between the first local
terminal and the shared network, said communication means
20 including a first NAT function through which the
communications session must pass, in which the method

comprises the steps of:

i) carrying the communications session over a shared
25 communications network over one or more logical channels
between the first local terminal and the external server,
the first local terminal having at least one transport

address for the communications session;

30 ii) allowing the first NAT function to continue to apply
network address mappings on the transport addresses on
connections between the first terminal and the shared

communications network;

35 iii) using the first proxy interface agent to act on



between the first local term nal and the external server, the first |ocal
termnal having at | east one transport address for the communi cations
sessi on; W0 024#P7al | ow ng the first NAT function to conti NPETGBORETEY

net wor k address mappi ngs on the transpgr% addresses on connections between
the first termnal and the shared commuhfcations network; 35 iii) using
the first proxy interface agent to act on WD 02/ 45373 PCT/ GB01/ 05253 - 16
behal f of the first local termnal in communications with the external
server; iv) hehabfthRé tihestfigsdxyldanlerfeeinglenint sovsuapicieshoas witdgi cal
channel on apng Oéx{@£§a£)u§£)£)y£|p’. connections to the external server, said

| ogi cal channel serving as a control channel between the first proxy
interface agent and the external server; 10 characterised in that the

met hod conprises e st f)) Lag j I st ter .agent to
establish dly‘?I)am' %Q%Iﬁfbgﬁ%d%égﬁ)éeggﬁg (s?)tnl%teeorfft%cze e%%rl(%ajf sgrs&%%?l%g \%-I )
using the firsgiqgrbxyhamiel f aceoagent nmoremketbpendr comeetdssecitat ithes

bet ween t he transrgoit addéess es f {(t)ael f}lg Eeiogglrvtgrm' réal ac%%trol

i denti fiabl 1oyt car ERARRR! (25 % bRt Tk’ t RRFIPSt SBFEY Y Afert 458 ent
and t he ext ethmxinebebeeweesnaitthe déhtsti gyt oghtakfahanrsddrs) baedngh20
establ i shed on one or nore of said dynam c outbound connections fromthe
first proxy $htertace®@gent’ to the external server. The sumof the | ogical
channel s provides the 25 communications session and the outbound

connections create the necessar %‘ge mappi ngs_t hat, enabl e i nbound and

out boun&%or%ﬁﬁ%%‘i?%%e%ejt%@?gtt f‘é&ﬂ? ICURF 13 637 ef HalPS @t ver .
Communi cation to and fromthe first local termnal is transparently napped
by the first prox

y vf) gging' the first proxy interface agent to establish

dynamic outbound connection(s) to the external server;

15 vi) using the first proxy interface agent to make one or
more associations between the transport address{es) of the
first local terminal and identifiable logical channel(s)
between the first proxy interface agent and the external
server, said identifiable logical channel (s) being

20 established on one or more of said dynamic outbound
connections from the first proxy interface agent to the

external server.

The sum of the logical channels provides the
25 communications session and the outbound connections create
the necessary NAT mappings that enable inbound and
outbound communications between the terminal and the
external server. Communication to and from the first local
terminal 1is transparently mapped by the first proxy
30 interface agent onto the identifiable logical channels.
The external server communicates with the destination
communication system as if it were the first terminal. The
communications system therefore can be used to provide a
transparent communications means between  the first

35 terminal and the destination communication system, the



30 interface agent onto the identifiable |ogical channels. The external
server communicates with the destination communication systemas if it
were the wopx#s3termi nal. The communi cations system t her ePOT/€BoHOS2BE used
to provide a transparent conmmunications ans between the first 35

term nal and the destination connunicati% system the WD 02/45373

PCT/ (B01/ 05253 - 17 external server being responsible for onward
forwarding of the comunications. In order _to allow inbound conmmunications
over TCP, 5HreiidlsPrEstabriBHedcBPOonpibee] §Ra coWRBeuTPerrdan ofs

are made to gsd albddsh, N+ pgRRei ngs. In order to allow inbound

communi cati ons over UDP, probe packet(s) are sent to establish the NAT
mappi ngs. 10 During the conmuni cations session, the first NAT function

continues torApPLyqOEt Wik afdises [RPRLOES LonfORNESELONS BSLyechdihe
first proxy interface agent and the external server. dentifiable
| ogi cal Eharredwiomsl beentibbi pbbrédbintdrentional mordboonde clanmes tisisg

normal nmul ti_pl ex] t.echni . of a transport address is an IP
addr ess pIu§B%E§%%§%J$%fﬁaﬁﬁgf%Q@ﬁggﬁgﬁ%ggﬁngadress mappings will in
general therefore be mappings of I P addresses and/or ports. In one

enbodi nent the,inventi the first proxy. .interface agen kes said
associationgﬂ}no¥%%ﬁo%§% %Ql%WzénLSHBQSFOFF§ﬁ%F g1§§¥%r%% S@P Erprpﬁe

anot her enbgdigkestt (0f die sewviento osstdhibel 4h ridte NAOXymappiegd ace agent makes
said assqciations in response to a request generated by the first proxy
interfa agent 30 itself. The external server itself (or alternatively
the first During the communications session, the first NAT function

continues to apply network address mappings to connections
between the first proxy interface agent and the external
server.

15
Identifiable logical channels may be multiplexed into one

or more connections using normal multiplexing techniques.

An example of a transport address is an IP address plus a
20 port number. The network address mappings will in general

therefore be mappings of IP addresses and/or ports.

In one embodiment of the invention, the first proxy
interface agent makes said associations in response to a

25 reqgquest from the external server.

In another embodiment of the invention, the first proxy
interface agent makes said associations in response to a
request generated by the first proxy interface agent

30 itself.

The external server itself (or alternatively the first
proxy interface agent) may also be adapted to request the
external server to make associations between the said

35 identifiable logical(s) channels and the logical channels



proxy interface agent) may al so be adapted to request the external server
to make associ ati ons between the said 35 identifiable |ogical (s) channels
and t he Ivogobzad37hannel s WO 02/ 45373 PCT/ GB01/ 05253 - 18 pof/GBonoazss cati on
bet ween the external server and the destipnation conmunication system such
as a destination termnal. 5 The transport address(es) of the first |ocal
termnal are preferably assigned dynamcally. Simlarly, the transport
address(es) of the external server may be assigned _dynamically. 10

Al ternativel9f e gticdelen algioracaddihess Rl heerdgrer ABL séhger
may be assi ghesk dyharsgaldopmuthe AamRINLGaLERNSssYRt &8 My haskuderachi rst
firewall through which the communications session nust pass. The 15 first
firewal | is §¥¢¥l@minohfigured to restrict certain types of conmunication
between the first local termnal and the shared conmuni cati ons network and
being configured not to restrict comunication between the first proxy
interfacé adém bnansperexaddnabssesvert ZheAtfirsistlerrl oferhenat ansport
addr ess(es) e L r e at. l. n ex i
(somet e PR A P R U™ ChRRBSPPhs
fromthe firasddproxiesnt eofaceéhagermixteontie 5wt et skeversslignedses
sai d pre-assigned rt(s). Preferably, all the transport address(es) of the
ext er nal fﬁﬁfﬁﬁﬁg§%;%$ich t he sai d out bound connections fromthe first
proxy interface agent to the external server 30 connect, have pre-assigned

ports. this case,, it. may be that all the transport address(es t he
exter nathe%lztrer ei{llevea y’m)gfmeoO%r gggssﬁrgannes(fopro t %fidﬁ'ﬁasﬁﬁﬁzero f %Le
pr e- assi gnecespadraa ofsdheeexiay nad seriverted dynamically.

The communications system may include a first firewall
through which the communications session must pass. The
15 first firewall is then configured to restrict certain
types of communication between the first local terminal
and the shared communications network and being configured
not to restrict communication between the first proxy

interface agent and the external server.

20
At least one of the transport address(es) of the external
server may have at least one pre-assigned (sometime
referred to as ‘well-known') port. The outbound

connections from the first proxy interface agent to the

25 external server then uses said pre—assigned port(s).

Preferably, all the transport address(es) of the external
server, to which the said outbound connections from the
first proxy dinterface agent to the external server
30 connect, have pre-assigned ports. In this case, it may be
that all the transport address(es) of the external server

have at most two pre-assigned ports.

The number of pre-assigned ports of the external server

35 may be less than or equal to the total number of



35 may be less than or equal to the total number of WD 02/45373

PCT/ (B01/ 05253 - 19 dynamcally assigned ports for the termnal (s). For
exanpl e, woe2/edrernal server may have three pre-assigned PODGBS1/028E f or
TCP and two for UDP. 5 The comuni cati ong system may include a second | ocal
term nal and the external server is a pr Qy server between the first
termnal and the second termnal that acts for each termnal as a proxy
for the other termnal during the course of the conmmunications session. 10
I n many casedynameealhny pasagnedondordcal f@f mi Bae wtekmanagdsond fFOrrewaII

and/ or _second Ty dunehbonihoah w0LGD: 4G GOIRINARELO RRSYN

pass. The second fiTewal e con red to restricct certan types

of 15 commr@@la’ftfporprhfetﬁ@erif(iﬂl@rsécw fernib&dl and the public

conmmuni cations network. The external server will then have | ogical

conmmuni cation ports for communication wwth the termnals including, for

exanpl e, Son€eltoe rmremp’riesasis:irgnecbyqjmm s fay clommudeata orsaewdrid t h@csadcond
not to re

termnal. The %Oﬁg f%?{eev‘@ Qlt%e?"gﬁdggﬂél %6P§ya§$raﬁ§dbﬁ e(eé]) of

communi cat i on bet ween e secon et m
t he proxy setrh@rflaatl desmdond apfcbxtyhe nsecbacde tagetinals ’@Ileqnttoyedst G@oact on
behal f of the .second terminal inits co ni cgél on.with t ext.ernal 25

server. The SEEbndt BT t%?n?n%¥oﬁ3éyf?ﬁ Engage’ti ﬁe§ml€8 ¢ &c

sessi on W t hcausse ail feoxprmirardaceoragesdssidna simlar manner to that
descri bﬁg above. Additionally, a second term nal and second proxy interface
30 agent“may connect to a second external server. External server(s)
cormuni cat e M andrhe @,&As £ teshaney et wokkcohbe lskaned ceainuni athons
network will in gangraI f' ude , the public co ni cati ons network and/ or
the | nternetSecen irewa and/or second NAT function through which
the communication session must pass. The second firewall
may then be configured to restrict certain types of
15 communication between the second terminal and the public
communications network. The external server will then have
logical communication ports for communication with the
terminals including, for example, one or more pre-assigned
ports for communication with the second terminal. The
20 second firewall can then be configured not to restrict
communication between the second terminal and the
pre-assigned port(s) of the proxy server, and a second
proxy interface agent is deployed to act on behalf of the
second terminal in its communication with the external
25 server. The second local terminal may then engage in a

communications session with a second proxy interface agent

in a similar manner to that described above.

Additionally, a second terminal and second proxy interface
30 agent may connect to a second external server. External

server (s) communicate via the public or shared network.

The shared communications network will in general include
the public communications network and/or the Internet.

35



35 WD 02/ 45373 PCT/ (B01/ 05253 - 20 The proxy interface agent may be
co-located with the local termnal, or alternatively, the proxy interface
agent mawobz43ehote fromthe local termnal. 5 The i nvenPCDGBIREYS283 so be
useful in cases where there is nore thag one |l ocal termnal per proxy
interface agent. The proxy interface ag 8t “can then act simultaneousl y on
behal f of termnals using the sane or different real-tine (or

non-real -tine) protocols, for exanple both H 323 and 10 SIP. The signalling
gat eway functhorarexy {—ﬂ’é?rEiéﬁpﬁ@enbemﬁﬁeﬁeHCQZQO§ﬁBeSI P tis theeflecadl y

provi ded wi thi g &ithepyt %@Lt%’fh%%’l@%l%;e“@{e 2%}? Pﬁ@é‘.ﬁ’fé@éeé%éﬁ’é gagnt .
e arrp 15 a

Additional features and functionality (fo n secarity
vi a encrypt ilon)reregt el penviked ayat h‘@emmayli nterface agent and ext er nal
server transparently to the endpoints. Such a system nay be used for
making a voice or a 20 multimedia call according to the H 323 standard of
the Int eEnatTMainTehéd:ommwiycaﬂjsnmsbdynhsaqul ter mstdeselwhetdethsyst és nay

be used for i ng r?eE oL cglm.g tfrﬂ‘.?n éal_,l §(L:¥ord111@gr%o ';nhgﬁglnﬁét o

standard of ‘the In er ne ngrneering or c& cha sys
may al so be 'ﬂi&edpfoxyzar&@rtﬁaw@ Lﬁg@tmecahym@smmnsmmlbanseeslpnsn

th h d, NAT t ot

fi Irgu?ransf Vylaﬂlrfit af tSFH@P%ﬁ n%&ﬁ%& Ein%%vn%e rtﬂg%g%%lﬂit' TER a?gg‘ﬁ of

| ogi cal chanfwet snodentili-edmby grroamcpﬂrst aﬂdressaﬁzpflbatbcﬂﬂe hed23 and
dified NATs.. 30 _Fuyrth t

Subpor t 1 x el pr (i oF LERLLOAROnPRCCTRY prdisE T T e Gt SHATOIE

co-located \/Metthze’ﬁh endims ntar(d orsExanple dREremblynab)otiderly weshde in a

35 separate device fromthe endpoint(s) it is acting on
P d'ther the externalrgervér)or the proxyganterface agent.

Additional features and functiocnality (for example QOS
15 and/or security via encryption) may be provided by the
proxy interface agent and external server transparently to

the endpoints.

Such a system may be wused for making a voice or a
20 multimedia call according to the H.323 standard of the
International Telecommunications Union. Alternatively, the
system may be used for making a voice or a multimedia call
according to the SIP standard of the Internet Engineering
Task Force. Such a system and method may also be used for
25 setting wup other types communication sessions through
firewalls and NATs using non-real-time protocols, for
example file transfer, that in order to function involve
the dynamic creation of logical channels identified by
transport addresses that are left unmodified by said NATs.
30 Furthermore, the communications system may support mixed

protocol environments.

The proxy interface agent may be co-located with an
endpoint (for example a PC terminal) or may reside in a

35 separate device from the endpoint(s) it is acting on



WO 02/ 45373 PCT/ GB01/ 05253 - 21 behalf of. The termnals nmay be adapted to
transmt and/or receive multinmedia nedia signals together with associ ated
5 mul ti mvdda2/emi rol signals, the control signals being spar/GBbooase of the
pre-assigned ports and the nedia signals__being sent to the other
pre-assigned ports. Preferably, at | east?bne the | ogi cal communi cati ons
ports 10 is a pre-assigned port, said request being sent to the
pre-assigned port as an initial request to initiate a conmmunication

sessi on. Thecelmmfind€ati on nmeans nmay be adapted for naking a voice 15 or a
multinedia call at least in part via the internet, in which case the
external server will have a public internet protocol address by which one
or both of tTheetéemmiakds comyrubecatdaplictch the teanemidl sedler, releive

firewall (s) ing confiqured not_ito restrict muni cation between.the 20
term nal (s) Hélﬁrjljgtjtrﬁ%&%ar e- glgescl?lganed SIS of g%g‘ftrer nﬁ'lltthser \?g’ls.oc’f’ﬁ%eg
i nventi oB i snappinedid ecoot the shgeaWherehs heoetrsl oségnail snbeénpaisens) of

first termnals and o{ icond 25 term ncflls.ﬁgor excﬂnghe, seyeral .first
voi ce or nult? nBlfa °t eritnadf TS HHE ST t BOfa§ 4t findfttd Stonals
correspondi ngeiy hegntsec®nchey G e OrpraHdd SRl teyrdnal s at a variety of

other sites. 30 The invention allows two termnals |ocated in separate
private networks to communi cate via a conmon public (or shared) network in

whi ch one orphotdrdpiyat er nebwetksnar eheCorhgcded tomhhigi pablbasngbwekk Vi a
firewalls and/ or NATs that restrict cerjiﬁali n types of conmunication.
Equal | y19t het 853 REHTION HEOWE8he t¥4H naPIPRSE RSiAd e SRBEWOTR tHeWD

02/ 45373 PCHLBRUHDRARH - p&2t as an initial request to initiate a

communication session.

The communication means may be adapted for making a voice
15 or a multimedia call at least in part via the internet, in
which case the external server will have a public internet
protocol address by which one or both of the terminals
communicate with the external server, the firewall(s)
being configured not to restrict communication between the
20 terminal (s) and the pre-assigned port(s)of the external

server.

The invention is applicable to the case where there is one
or more pair(s) of first terminals and of second
25 terminals. For example, several first voice or multimedia
terminals at one site may each connect to corresponding
other second voice or multimedia terminals at a variety of

other sites.

30 The invention allows two terminals located in separate
private networks to communicate via a common public (or
shared) network in which one or both private networks are
connected to the public network via firewalls and/or NATs
that restrict certain types of communication. Equally, the

35 invention allows one terminal in a private network to



communicate with a termnal in a public network, wherein the two networks
are connected by firewalls and/or NATs that restrict certain types of
comuni ca¥® 0145353 The i nvention will be described by referpareBondigsi o the
operation between a first endpoint, hereibp referred to as the first |ocal
termnal and an internediary server, herein referred to as the external
server. The operation between a second term nal and the external server
mrrors 10 the operation between the first term nal, and the external
server. AddiTBHEHSATSNBEEDL e SREBHAE ef fri RalPYRL1G PEETPYKcoMHEEREd to

the public neidwtle thised:Sks edvbval@fediad thPeifgLRNNCt 8HqY 9 anaFisvat e
network in which the firewall and NAT i | ement null functions. That 15

is, the firdfl HRodsr iyt F5EFIRIERRS CVh B WHCHREPt he NAT uses t he
sanme address on both sides for a given connection. The invention involves
t he depl oynent of an external 20 server in the shared or public network
and a prbxy Thet ekneetagentviild thee gesvatlechebomef sHrnascterhyl tOséh\seer

may be owned, rpgga}%tqbe R&T abed, bYna,PliG SEIMEs prr?é’fé’ﬁ{’réfg £Qas )é" as

typically al provi sioned “prior t an énterprise W Sh pl oy
H. 323 25 corhhmi cfamsjhs Jasrads s ttdmnlpralvata@/%ubﬂm cm@tamteldllamyndaleyrveﬂhe

proxy lnterfg%%%ﬁ?ep%f€%¥e$ t&ng n?ﬂée%x%%r t (gr e$ e F erﬁtghelgane

may be indep erm na I pl enen i on, opéra
devi ce as t hetwesrm mabecondi ttemminbkd iamst aiﬂeedezclneansbpaeatrerdm\ur(rerSBO

VWhen enapl e the [o n f agent. W LI .establi connect Lon to
t he ext g?naﬁ:h é)ratl‘% llé %%%‘h’gc |on viT5e % tevﬁmiq%é ??(Ij 3&gpl eﬁﬁ&FBta
if either orsekxoztetr .ar eAdgiesentl1¥hi s whema r eshé¢ he sficdoswial | téombhddbw is
out goi ng TCP .35 nections to.the external server' S & ddr ss vvel I -known
WD 09/ 42373 Feerreagn, ouosasctea’ "ET AL pEETYE HANESES it

equlvalent to it being connected to a private network in

which the firewall and NAT implement null functions. That
15 is, the firewall does not restrict any connections and the
NAT wuses the same address on both sides for a given

connection.

The invention involves the deployment of an external

20 server 1in the shared or public network and a proxy
interface agent in the private network. The external
server may be owned and operated by a public service
provider, and thus will typically already be provisioned
prior to an enterprise wishing to deploy  H.323

25 communications across the private/public network boundary.
The proxy interface agent may be implemented as part of
the terminal, or it may be independent of the terminal
implementation, but operate on the same device as the
terminal, or it may be installed on a separate device.

30
When enabled, the proxy interface agent will establish a
TCP connection to the external server. This connection
will be via the firewall and/or NAT if either or both are
present. This requires the firewall to allow outgoing TCP

35 connections to the external server’s address & well-known



- 23 port(s). The NAT is able to provide a private to public address
mappi ng (and vice versa) because the connection is created in the outbound
directi owoAm4past of the setup process, the external sePUBRGBIHYS253
authenticate itself with 5 the proxy iptgéfgce agent, and the connection
may be encrypted. The protocol that operates over this connection allows
the multiplexing of nultiple signalling protocols. Such signalling
protocols include, but are not limted to, H 225 RAS, H 225 call .

si gnal | i ng, R9246 JandTBeP NAThdbedable te sceonkéet Pophiyadif fiei enblier all

comuni cat i 8t ‘é}%ﬁﬁgc‘iéﬁétvi%%&% S]I‘égé&aégg exLberBahe8es ¥ar 150

r
whi ch the perfornmance ‘characteristics of [ connection are acceptable.
Once est abl isteaied heanmithie ppekkedundoniaeritaenwi |As r pratn dfar gt y sédrmant

except for i odi eqistratio a i : (o] Lacam n
c)a(tl I P atten‘gfgécgedgnsg{dééhéorgkzﬁ ?t%}lo%gl@%gcﬁ %%%\?@%@%%C%?%ﬁgfng@%ge ’
conti nuabl y tset uprany diistcemiectedagentequind Ylshoragnravttgioral sayEabk

t f th t i i ] i t
Th the NAT TG b TanaeRaa Sher Chi Y oibRESEe? aPr eiceres ERaheBlist ™"
expl oi ting tdiilowonnieet imonl tdpd exdngeque ntu Yt iekicetigndheéitgapspaptols.

characteristjcs of, th | tiplex connectipn, are,, however ot . ropriate
for real - ti i tEikhing BESEOGPE ahdc Li%0, Dheaber Bali femtPRUhSed
RTP/ RTCP caupad i RAS, t ¢ .[2¢ 5esdéabl | shedabeimgenHt Bds5praaxy §DPer fadeedagent

dth t al ., Both in-b .and out —bound. . RTP/ RTCP, 1ect i
7 oqui oL0P T { [OTIEBHT o ecohbise LB schaometii-k 1 FOIFORSCAEIRIRal o

the public 3:thelawrknhyi gitthe exd&nateset NI, ahbe il server semds
H. 323 nmessages, to the ter %18%1' via . the proxy. interface Eﬁgent usi t he

n
mul ti pl exed tROnPEEHRETPRSBr (ERTARE ST dCRalCh s FPEnﬁﬁa‘anto
the proxy i et facecgaible (Thichaan ketdena shsid)g staedar ehullt3d3exed

procedures Qﬁmnection will remain largely dormant except for periodic
15 registration messages until an outgoing or incoming call
attempt is made. For additional security, this connection
may be continually setup and disconnected at regular
(short) intervals. Each setup of the connection can
potentially create a different port assignment in the NAT
20 function, and new encryption keys. Attackers’ chances of

exploiting this connection are consequently reduced.

The transport characteristics of the multiplex connection
are, however, not appropriate for real-time media such as
25 audio and video. These require UDP Dbased RTP/RTCP
connections to be established between the proxy interface
agent and the external server. Both in-bound and out-bound
RTP/RTCP connections require UDP traffic in  both
directions. To send media from the terminal to the public
30 network via the external server, the external server sends
H.323 messages to the terminal (via the proxy interface
agent using the multiplexed connection) that instruct the
terminal to send its media to the proxy interface agent.
(This can be done using standard H.323 procedures by

35 populating the various data fields of the H.323 messages



35 popul ating the various data fields of the H 323 nessages WO 02/ 45373
PCT/ (B01/ 05253 - 24 wth address and port values that give the illusion
that thaevoermianal and proxy interface agent are the two paUs&Bof/0526he H. 323
call.) The proxy interface agent nust t_h??% _establish UDP data exchange
both to and fromthe external 5 server rough the firewall and/or NAT. In
principle the proxy interface agent can establish a UDP connection to the
external server by sinply sending a UDP packet to the address and

vel | - known péttl sidgresre angl e3ater napleepvénatTiaive rehal Lléufips that

configured tonleferhPhS1tERETHECLPT OHOB rERD LRENNAL 1CARKET €81 eRds of

private-to- public address mappi ng because the connection is created
t he out boundti r ébt3dh. dddvever The dEVPéE t hatehfade esagemt t inplss catlhlesl

i nvol vi ng ¢ 1PP; SEniBst | Hags g% g g% eté%gsogxgﬁgn@koaefaes{j};x%%%a' 'y

uses the IP estl nati1 on ad ress r source address and
port to &ssosdeNer theowpP g oﬁ*mweo]nl vaI‘uCh/cmeNZabpropri ate call. In the
case of the external server, all the UDP data nust be sent to the sane IP
address and one of the well-known ports in 20 order to be allowed through
the firewal |In There¢opket bire | Proxlpsinhatfancadderss candepmabldray RO Dire
used to di fferentl at e Ehe connectl ons

S , fromthe
per spective Bt" Q%e Xt erlo"la se?vgﬁr gfi I]ﬁ'y a%JsT%fryaﬁemg%?%c?i \%)IPy
random sour geadiR@addresstiend guatrte g0 tahﬁi U%E&Wﬁt ddtats)i t ofenﬁt&e The
result EL; thattthe P source ddr S an ports f the UDP dagl hﬁé
arrives=at tFE-SE R er fa-'S&rver Wi | Ilrr‘?&a dor PaBpdtfl £6REAYISE He® nedita
channel s t hathidetextetrvathseuyer 40d *ahéemat bMﬁJ yrebee proxyviagketbace
agent) has ne t| at ggt hr ough t he v3¥| ous gnal |i qﬁéfhannel S. To sol ve

t he associ atf S E h&2Ek &en e%%lr‘%%r Sr C%ﬂri T vi? y SERE T 5Foxy
interface ag@ﬂtﬁh@nshtbéhﬁdtH@rectlon. However, a device that handles

multiple calls involving many UDP connections (such as the
15 external server) typically uses the IP destination address
and port, and/or IP source address and port to associate
the UDP information with the appropriate call. In the case
of the external server, all the UDP data must be sent to
the same IP address and one of the well-known ports in
20 order to be allowed through the firewall. Therefore the IP
destination address and port may not be used to
differentiate the wvarious UDP connections. Also, from the
perspective of the external server, the NAT will assign an
effectively random source IP address and port to the UDP
25 packets that it sends. The result is that the IP source
address and ports of the UDP data that arrives at the
external server will not correspond to any of the media
channels that the external server (or alternatively the
proxy interface agent) has negotiated through the various

30 signalling channels.

To solve the association problem, the external server (or
alternatively the proxy interface agent) instructs the
proxy interface agent (via the TCP based multiplexed

35 connection) to send it a probe packet using the same IP



proxy interface agent (via the TCP based nmultipl exed 35 connection) to send
it a probe packet using the sanme | P WO 02/ 45373 PCT/ GB01/ 05253 - 25 source
and dest iwat/ess7hddresses and ports that the proxy interpPareBayesnss wil |
send subsequent UDP data for this connection. The probe packet contains a
uni que token chosen by the external serger-(or alternatively the proxy 5
interface agent) that allows the external server to associate the received
probe packet with the appropriate UDP connection. In turn, the external
server can atsrsnodatmdtdestE’nabﬂcneadddedestsi Raid q_crbaﬂdﬂrﬁﬁﬁstla@dpﬁ@kys of

the probe pa ket w th_the nnectj on.. Know ng i S addres nd port

i nf or mati on ]trﬁce a6t ngfgegl(gr v"éjr ﬁaﬁeggso%‘lﬂ%?%qw &Q}P éﬁB@edﬁs?é 6

recei ved w tdorrheeste drP adﬂ*reessﬂsab@nd papletts Wohltatiie appr apigakte €akén
to/fromthe destination conmunication

enabllnglt to for corr

system s aqr}:'ﬁ aﬁ@eeéﬁﬁ %‘r]rer?teréﬁert h H MRER T HE T YHeY t BRenPIsxY
infornatﬁonﬂﬁﬁéﬂﬂhdﬁﬂtag&ﬁﬁmﬂiﬂHh@MtiHEEWQ Liﬁépaékﬁérnéhatsé?vé?ntto
Addltlonally, mJ tiple |logic channels can be nmultiplex onto the sane UDP

connecti on. t 53R FPCeL RPN PIIRE IBF‘FE?taﬁ’&F@ac’q‘i‘? s2pPprephsekve

port usage lmop t&tﬂlrf&ﬁxﬂbri Ntet fage agem - c A 886N ds @8YaNt age 5%&&5@@“06
20 bandwi dt h _taken by the UDP header information that is normally sent on

every RTP/ REGS pHtkePurgernd Gadtigrtinmbeddsessep and OpRteomiecthons
are used begauge (Hadﬁgt WIHH X8 Sdnh o8t £&h . C@ﬁ@@fﬁ§1tﬁDQS§ddre%s

connectl ons pl ace onto pre-assigned or well-known ports at
proxy 25° @@&M%g&ﬁormﬁ@%mftﬁ/@@qm%@ewitw ngsoPcidiee YPPewal |

Fules. To send datapbegithheyextesdale$erMen t onthe pfé%mh:@%%@%ac agent,
it is necessary for a public-to=private 30 address mapping t made in

the NAT. AsPOHt§ j¥ithygiheal pppaopristaarse Wappinagl iNATsiar &ot yporedty

unabl e correctly to/from the destination communication system. In
an alternative embodiment of the invention, the token

15 information can be multiplexed in with each UDP packet
that is sent. Additionally, multiple logic channels can be
multiplex onto the same UDP connection. The advantage of
taking the latter approach is to conserve port usage in

the proxy interface agent. A second advantage is to reduce

20 bandwidth taken by the UDP header information that is
normally sent on every RTP/RTCP packet. When a smaller
number of TCP and UDP connections are used because of the
multiplexing of logical channels, those connections may be
place onto pre-assigned or well-known ports at the proxy

25 interface agent. This allows a further tightening of the

firewall rules.

To send data from the external server to the proxy
interface agent, it is necessary for a public-to-private
30 address mapping to be made in the NAT. As this 1is
typically a 1—to—m§ny mapping, NATs are typically unable
to dynamically make sﬁch a mapping. However, it 1is
observed that the network path established when making an
outgoing UDP connection from proxy interface agent to

35 external server as described above is in actual fact bi-



to dynam cally make such a mapping. However, it is observed that the
networ k path established when naki ng an outgoing UDP connection from proxy
i nterfacavagem37s o 35 external server as described above PeT/GBOHER288| fact
bi WD 02/ 45373 PCT/ GB01/ 05253 - 26 di r_eg%i onal in nature. Hence, to
establish a UDP connection fromthe exté&rnal server to the proxy interface
agent, the sane steps as for establishing a UDP connection fromthe proxy
interface agent to the external server are 5 followed. However, once the
associ ati on @ireddiessaés did peFuseis &smalsli shed, etvd aitiermal as el

uses this 1O0RROBLION EPoReRfle UBR:daharBLASL ! 'eenthgcgal By I daldce The

proxy interface agent t hen sen ta on d termna
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15 the ekt erhallageeder prevnede aroEnmiing casisonisysbvema@andaddir-hedeko anabl e
the first t I c i W t fination comunicatio ystem
t hr ough LS AR rcotmuRieehea N | B8, 8 s%egnﬁécoﬁﬁﬁ"?ﬁed WS q)thEs

nodi fyi ng t henfoldn@sses to séedpvbPodata(Ha8B8y ShBn 2@cetite) tmmfdatﬂmat t he
term nal nicates with the first prp nterfac ent _as if it were
the desti nar%%l%np58ﬁﬁuﬁfl§? T8 s yt%EHs Véjrﬁthl%elaeésfapﬁa% URBnfighec & on
syst em comuin cattese W ttlerifi@adxt er pahndsedaverd 2323 f werghdleidd r stusing

term nal; nd by 25. b n mcaII maki soci atlo between 1) the
| ogi cal 1% %plffs% b%d‘?ﬁ%ssf‘l? ?%F%gﬁ fuﬁftﬁaﬁ) i 4ERG f5° %ﬁr@ﬂadf@ cal

channel s framé he:éﬂrdh&ia]pr axy rleﬁteQRrEaCehé.getmIth ddte extdi nalhesepixy sai d

i dentifi abl e I oegr ace cgggrglel s being created on dynanmc

As has been described, the first proxy interface agent and
15 the external server provide a communication system and
method to enable the first terminal to communicate with a
destination communication system through unmodified NATs
and Firewalls. This is accomplished by:

a) modifying the addresses in the protocol (H.323, SIP
20 etc.) such that the terminal communicates with the
first proxy interface agent as if it were the
destination communication systems and the destination
communication system communicates with the external

server as if were the first terminal; and by
25 b) dynamically making association between 1) the logical
channels used by the first terminal with 2)
identifiable 1logical <channels from the first proxy
interface agent to the external server, said
identifiable logical channels being created on dynamic
- 30 outbound connection(s) from the first proxy interface
agent to the external server with 3) the logical
channels between the external server and  the

destination communication system.

35 Modifications to the addresses within the protocol may be



30 out bound connection(s) fromthe first proxy interface agent to the
external server with 3) the logical channels between the external server
and the we@er#33ati on conmuni cati on system 35 Modifi cati ORPETAGBO/IRS3
addresses within the protocol may be WO O %4_5373 PCT/ GB01/ 05253 - 27 nmde
by the external server, the first proxy interface agent or both. \Wherever
said nodifications are nade, requests and instructions need to be

communi cated between the first proxy interface agent and external server
so 5 that, s&fdyREniasssécanednsSearche ide. LRegueqmoxandinterface

i nstructions fygcargy eddih 2 GHSUvIer el dpr%ag@hfa@%ﬂ@enakée hhoat

proxy interface agent (client) and external server (server), said
client - ser verrgsrustsdcol andbel Rgtcaerieds overdt e dunt coimehbemetd t hatwesnal so

10 carried onan gutbeund sanneation LLomide: LSl BLOXY{ nterface agent

to the external server he external server iI's responsi bI°& o1 maki ng
the addréss thedi f$abd i dpsainhct lves guradtaddains t¢mn emeemaaile sa&tamredits i sndai d

to be master fst%%t\%ae%nt 5 %veé Jpﬂ)éé)colnan tgflerfljcrsér\péox#%g%%{;éﬁce

agent is the Si%ave n the proxy 1Tnterface s responsi
maki ng the dddwessn nodief | ddtrsans piroxtyhe iptetrdack, tbentir ¢tlpenky 28nd
interface is §<z%| C]]:na(i besenraster f the cllent ervg o 1Erotocol and é e
external server A§&it FSTNE sl BVE YShien bothl fi rEtShr oXSt YTt er PARECEGEnt
and external beskegy protrdedl owdidf i ¢caki orentirbdy phynnegot thhe of shea250
confi gurﬁg t o _make one the ICE t.he ot her,. the _sl ave. aus one or
nore out un&afgﬁﬁgct?%nsanfr8ﬁ1 ﬁgnldl r%?nn%?%&?fl e8Py agée éLIth'5 oPrBRE or
nmore cal |l s mayntarfiave agenthecsane xarspelt sadgeess at the external
server, and 30 said outbound connections may have passed through one or
nore NATs that cause the source address of the outbound

When the external server is responsible for making the

address modifications in the protocol, the external server
15 1s said to be master of the client-server protocol and the

first proxy interface agent is the slave.

When the first proxy interface is responsible for making
the address modifications in the protocol, the first proxy
20 interface 1is said to be master of the client-server

protocol and the external server agent is the slave.

When both first proxy interface agent and external make
protocol modifications, they may negotiate or be

25 configured to make one the master, the other, the slave.

Because one or more outbound connections from the first
proxy interface agent for one or more calls may arrive at
the same transport address at the external server, and
30 said outbound connections may have passed through one or
more NATs that cause the source address of the outbound
connections to be randomised, probe packets containing
known identifiers, said identifiers Dbeing exchanged
between first proxy interface agent and external server

35 (or vice wversa), are used to establish said outbound



connections to be random sed, probe packets containing known identifiers,
said identifiers being exchanged between first proxy interface agent and
ext er nal wervey3785 (or vice versa), are used to establishperGBogu2bdOUNd WO
02/ 45373 PCT/ GB01/ 05253 - 28 connections. Said identifiers enable the
external server to conplete the associatken-it needs to correctly forward
the call to/fromthe destination conmunication system 5 The invention wll
be described by way of exanple, with reference to the acconpanying

drawi ngs, in whiedee Figuregsl igs fdé{:@ﬁ@éﬂsc dhagiamofe a-£PEPNA Cald, QRS

system according to the invention for making a voice 10 or a nultinedia
cal | between t@nC@mPéeb?|§@§|ﬁ$&ﬂﬂuﬂilQNu¥RN@&®d$nt@rﬁ@ééGQQéﬁtﬁQ§Ward

co- I ocat ed Fﬁ}ﬁe %1?“@@%9&11 A¢ t(ﬁ sl St for {@Hﬁ\}ﬂlcﬂf&{ &éﬁ'ar to

t hat of igure 1, except t e proxy Interface agent remote from
t he endp0|nt and Figure 3 is a schenatlc dlagran1of t he connunlcatlons

systens of. Fyﬂ%£e§ %eﬁ@ 5 b2 0yG aQﬂ?|§X$H%98tb%HQ%

|
connectlons for 'R “ou ouﬁ@' cEbun %e i cations
enterprise bem\’é@mnwletdm’dada a@ctwmpmrbym dmlexg@,rrﬁat wereer . The
alternative to a conplete H 323 upgrade is presented 25 in the exanple
described with reference to Figure 1. This shows a comruni cation system 1
having a first entEiymiselejand achemehﬂcemﬁe&pﬁmsexﬂ aeamﬁmmﬁnﬂd&bibns

include private net rks 6, 8 a ? gp ich hav one or E

termnals 10,12. Exch ed? GareTAetdorR 678 nay PrNAL eF 9P %*6 ihla%ir 8s§’é’§cf4 16
coi nci denmal | y MAkhﬂnatmelﬂﬂméanXcaﬂﬁrBsﬁweéﬁngeo Eheeppiriate hB athdredsses
14,16 may result froma static assignment or_dynamc ﬁﬁ’E%Q%F hrougP

normal DHCP procedtif e T THEI v T The H5Vat & hetSibr

endpoint;

Figure 2 1is a schematic diagram similar to that of
15 Figure 1, except that the proxy interface agent is

remote from the endpoint; and

Figure 3 is a schematic diagram of the communications
systems of Figures 1 and 2, showing the logical
20 channels on outbound connections for both outbound
and inbound communications, at one enterprise between

the local terminal and the external server.

The alternative to a complete H.323 upgrade is presented
25 1in the example described with reference to Figure 1. This
shows a communication system 1 having a first enterprise 2
and a second enterprise 4, each of which include private
networks 6,8 both of which have one or more H.323
terminals 10,12. Each private network 6,8 has private IP
30 addresses 14,16 coincidentally within the 10.x.x.x address
range. The private IP addresses 14,16 may result from a
static assignment or dynamic assignment through normal
DHCP procedures. Included in the private networks 6,8 are
proxy interface agents 11,13 that act on behalf of
35 terminals 10,12 respectively. If the proxy interface



proxy interface agents 11,13 that act on behalf of 35 termnals 10,12
respectively. If the proxy interface WD 02/45373 PCT/ GB0O1/ 05253 - 29
agents ameonpis3gdb-| ocated with their respective term nal P6)/GBoesnss he
proxy interface agent(s) will have a gi@ue | P address within the range of
their respective private networks 14,1 I n such cases, each proxy 5
interface agent 11,13 nmay act on behalf of multiple termnals 10,12. In
figure 1, the proxy interface agents are shown as co-located, and in
figure 2 th@g@r‘@ sha#® neotco- ecapsatetxt eash cobh@Aitcat FEAPPSLYVE a

shared,  manageg on aubl I dtaIDgi: G, Fale il et naloboTmTLeal | Ao 10 the

first enterprlse as one or | P addr exanpl e
in a range begiqud ngPataddigss. w11hand ﬂh% gerged eht é?fpﬁ*ll%erﬁshagtéﬁ@ or

nore publi dre 4, 1for cexanpl e Lp r egi nning

206.1.1.1. %ﬁéﬁé¥% ﬁéﬁgégﬁg 14 {ggterqgt,3§u?ﬁat%%%£§§pli%%h&Ethéﬁy

Addr ess POruﬁherfaqﬁl(agqﬂﬂAPIﬂ tle myganbcalIpnnabebeﬂﬁeenfinmhﬂéip@e

addr esses 14, 16 .an o ers..on th ressss(pr an ne_of

t he out si deé}c’qugl 5{3%7325156651%2”2 % gutrhe p’or nw?b s)ﬂ rll ]t‘é%;éce ec?gpgs

addr ess(publaxce) le@wﬂ'hasprcm/-a]Ice:art@d/)orde;& arieyopd | Enatlhleyy em'xh photect ed
functi.ons 26,28. The firewall ﬁtloas are

at their Wi t ewa
confi gur ed ﬁﬁﬁh ?ﬂ é@ h5Wﬁ35?a%ab?%mTun%8a5}PBMﬁ%eaIl?lﬁ% S
COHﬂUﬂICatlQ@&dﬁﬂﬂ1d¥5ﬁduﬁmbbaﬁﬁﬂn&ﬂ:ﬂm}4ﬁaﬂ edhernal esomakeicatboaccount

the t Ik t d und I
ot orr o0t o W X N 5 ZTFONE Ay 21 nPAPacE B B eqhae tBIBH fer X or

Y. WO 02/ 453H3res¥es) 22, for example in a range beginning at
192.1.1.1 and the second enterprise 4 has one or more
public IP address(es) 24, for example in a range beginning
at 206.1.1.1. Each enterprise has a router 32,34 that

15 applies Network Address Port Translation (NAPT) to
dynamically map between inside IP addresses 14,16 and port
numbers on those addresses(private) and one of the outside
IP addresses 22,24 and the port numbers on the select IP
address (public).

20
The private networks 6,8 are optionally each protected at
their edges with firewall functions 26,28. The firewall
functions are configured with the rules shown in Table 1
to allow real-time communications such as those based on

25 H.323. The rules take into account the two or more new
well known ports proposed under an earlier invention,
referred to as X,Y and Z. Port Z may in practice be equal

to either X or Y.



Tabl e 1: PCT/ GB01/ 05253 Rul eFrom | PFronTo | PTol PApplication

Addr essPort Addr essPor t prot ocol 1AnyAnyExt er nal ZTCPQut bound server Mul ti pl ex
Connect i w0 23323 nal ZAnyAny TCPI nbound server Mul ti pl ex ConP€TAGIBON05253
3AnyAnyExt er nal XUDPQut bound server Medi a (RTP) 4Ext er nal XAny AnyUDPI nbound
server Medi a (RTP) 5AnyAnyExt er nal YUDPCut3dbund server Medi a ( RTCP)

6Ext er nal YAnyAnyUDPI nbound serverMedia (RTCP) In Table 1, ideally the
listed port nunbers, X, Yand Z 5 are registered port nunbers according to
st andards age®ded ttaq by | ANA. The advantage of these ports being industry
standard ports is that internediary equi pnent such as firewalls and
routers woul d know the associated nmedia is real-time traffic and coul d,

therefore, [Raldl ErkbmIU BPPEPOR! [FETY, P! T anpl[gpt oure A%?li :.Q:aQ i6h
hi gher priority forwarding in drder to m(ni m se |del ays. Iﬂ ler for H 323
ternminals L0 in fAddtesst PRoBE praddress { g Rsprbunipoait®aul h ot her H 323
term nal s Z—a-the—seeendib—enterpri-se—4—therdpust—exi-st—a—shared
net work 20 tALo MUK o ext EPRYI [S8F Ve Hb [i conﬂg(?t ed, fol O@)FQI%‘I“Q vial| a
router 38.|The external sefver 40sdwageda pyblic IR address|#hlthipnesxanplie
45.6.7.8. [The external serpyer uld al so|have ngw wel |l known ports nunbers
X, Y and Z 46 WD |02/ 45373 PCT/ GB(1/ 05253 Connection
2 External |7 Any Any TCP Inbound
server Multiplex
Connection
3 Any Any |External [X UDP Outbound
server Media (RTP)
4 External [ X Any Any UDP Inbound
server Media (RTP)
5 Any Any External |Y UDP Outbound
server Media (RTCP)
6 External |Y Any Any UDP Inbound
server Media (RTCP{J

In Table 1, ideally the listed port numbers, X, Y and %
5 are registered port numbers according to standards agreed
to by IANA. The advantage of these ports being industry
standard ports 1is that intermediary equipment such as
firewalls and routers would know the associated media is
real-time traffic and <could, therefore, handle it
10 appropriately, for example a router could give i1t higher

priority forwarding in order to minimise delays.

In order for H.323 terminals 10 in the first enterprise 2
to communicate with other H.323 terminals 12 in the second
15 enterprise 4, there must exist a shared network 20 to
which a external server 40 is connected, for example, via
a router 38. The external server 40 has a public IP
address 44, for example 45.6.7.8. The external server

would also have new well known ports numbers X,Y and % 46



- 31 that would have to be agreed and registered in advance wth | ANA
Figure 3 shows the conmuni cations paths between the 5 various entities
fromtheweospseii ve of the first termnal 10, the first pPeDGBOI/O26Fface
11, the first firewall 26, the first NAPT router 32 and the external
server 40. The figure shows the nultipleX connection 51 between the proxy
interface agent 11 and the external 10 server 40, via the firewall 26 and
NAPT router 32. Wthin the nultiplex connection 51 are one or nore | ogical
channel s 52ttt @ealst haese tios Phe aBifeol 2rPhadREl sE2redanin e 3@ NSTher s
53 carry sigpaldipggRrotocols such as H 225 RAS, H. 225 call signalling,

H 245, SIP and M3CP. As 15 part of the operation described bel ow, the proxy
interface agent 11 will send probe packets 55 to the external server 40,

and establ | %&#BP cognec) L,90s fe 5Zo¥hﬁh¥¥§%@twﬁs ;géghga' phQ Rl tzt%e
external server 40. e or nore |ogical channels y be multiplexed into
the UDP 30 comnect$onsnS6LibZ t droar r ycheedipesipdrbsveRTPOANd tRECP Figst

exanple. Th | nterface ag 1 pe ! n f u of
nodes depengﬁ’%g&ﬁa%pef%’ti gcﬁla ?Eg%&ljcr etggéf(g. %%#%%?p?[f& iatthé(;an eSt

ei ther prot otiatewghbsricc other dtiosd NAWar eoultkri t32 s apdot teel eagreastalc t he
external server 40 ill..co nd_t he_.proxy,.jnterface enf 11 tp.open.and
cl ose any Uﬁﬁ%%%]ﬁe#y'ne%}beegﬁ?ﬁlrg isskp(?"ﬁse Fr%gt mfull%;ii ll%g( RBUe 85 ? %1I ows
term nal s emdtoyedry rewe ppebagol snterbec80 agded La tdedprihat exteinnarik

oL oLt 4por SCLng. LHB. PLOYY N EILacs OB 3 dp pusiet oot S,
the proxy i nimes f anelegenéx t ccopesctiFh clemnelr® f @nd | ldici tnoxpur pesdsalFor
this reason, i ahis ppde s adopted hLls 35 fecomendsy Lhatags 4.,
while the others 53 carry signalling protocols such as
H.225 RAS, H.225 call signalling, H.245, SIP and MGCP. As
15 part of the operation described below, the proxy interface
agent 11 will send probe packets 55 to the external server
40, and establish UDP connections 56, 57 between the
terminal 10 and the external server 40. One or more
logical <channels may be multiplexed into the UDP
20 connections 56, 57 to carry media such as RTP and RTCP for

example.

The proxy interface agent 11 may operate in one of a
number of modes depending on operational requirements.
25 Principally it can be either protocol agnostic or protocol
aware. If it is protocol agnostic the external server 40
will command the proxy interface agent 11 to open and
close any UDP sockets needed. This is the most flexible
mode as it allows terminals employing new protocols to be
30 added to the private network without upgrading the proxy
interface agents 11. However, without due care, this could
present a security threat as third parties could instruct
the proxy interface agent to open UDP channels for illicit
purposes. For this reason, if this mode is adopted, it is

35 recommended that as a minimum the proxy interface agent 11



WO 02/ 45373 PCT/ GB01/ 05253 - 32 performsone formof auditing. If the
proxy interface agent 11 is protocol aware, then it can allocate ports
when i nstwaores7by the external server 40, but not i npl erenGBoh@s26&! ayi ng
function until it has observed 5 appropr'%gtg protocol signalling to
indicate that these ports are being used for an approved application.
Further nore, when the proxy interface agent is protocol aware, there is

no need for the external server to be protocol aware because the proxy
interface agettiid Ke8<eal Forhe ah ianEifiingenceé fni Ehe WISt o1nEgEESEST he

external seryfind 011make LHRE+BEEESSAIYrASSOBLAl i NS 50 141 LML Y Oyhdest he
correct forwardi ng between the |ogical channels that are established on

out bound corifaft i oS FrEHiehe Py oxyhei neskearel agearved t BB, exbBEnahoser ver
and t he destinatd 5 [ - 1L,an m. L. e gal b)... Thi IS
nore secur el,lﬁﬁluét et:sLs t?%?)?%?%%\nh?h ?gég?gbéo ‘glé%{ti;yilgtg rrll)éav% g%%ﬁfqggtal ons,
or appl i Eat ianpugmyriades. pEotogiofpl séongllihg exanpidickistrithed bthewe
assunes the i nte t i LRg.| to ostic
mode. 20 ARG o i o APeR: Seart (IRPESLeADRER | PRe LR, P AL RE90

mul ti pl ex commexgtiohesl the aproryudindatifaTse shanbelis tprotwecekt ewnak,

server 40 by_.,initiafi u u T ti to the ,address _and port
of the 25 ex hee;yr?al féée?l\%e?l%ﬁﬁo g.(gg % g%%%%% iS%QymeFI ttoyp]?(?:a}pff?%%goEE
aut hent i cat etvaared leacaype edthebubtrsxigh imdetrénsecaraydgyondw tiae scpethk this

' or matPon BGAA AT & 0 Tl £ 1Bt 6 TEP AmS oDy SoS) BHE R 5 Lehntsr the
| ogi cal channides whehimetdesanyt igdsocicomest isen 5t widi parostiale cahky
al located; iy particplar, the cgtral channel 52, other |ogical, channel's
established on outbound <connections from the proxy
interface agent to the external server and the destination
15 communication system (i.e. the call). This mode is more
secure, but less flexible with regard to deploying new
applications, or application upgrades. For simplicity, the
example described below assumes the proxy interface agent
11 is operating in the protocol agnostic mode.
20
When the proxy interface agent 11 1s enabled it
establishes a multiplex connection 51 as a communications
channels to the external server 40 by initiating an
outbound TCP connection to the address and port of the
25 external server 44, 46. (This connection will typically be

authenticated and encrypted, but such matters are beyond

the scope of this document.)

The multiplex connection 51 is capable of transporting the
30 information pertaining to multiple TCP and UDP sessions
52, 53. Some of the logical channels within the multiplex
connection 51 will be statically allocated; in particular
the control channel 52. Other 1logical channels can be
dynamically created as the need arises. Some of the

35 logical channels 53 will be relayed to/from the terminal



dynam cally created as the need arises. Some of the 35 | ogical channels 53
will be relayed to/fromthe term nal WO 02/45373 PCT/ GB01/ 05253 - 33 10 by
t he proxywont/esface agent 11. Wth each such | ogical chara®iGBOhes2ps oxy
interface agent 11 (or the external s_erygr_dependi ng on i npl enentati on)
associates the IP addresses and ports of the specific TCP or UDP
connection 5 used between the proxy interface agent 11 and the term nal

10. In other. words, the proxy interface agent_ nakes an assocjation between
a transport HidResefP¥PeY t Brrehsdce apdetheltr afishdr e2abdpesE 4A9i€3Lown

end of a | oghigdlne champel prdQyAsi Padtrfle t hgeti tial conf gy abkesrnbne
external server 40 may instruct the proxy interface agent 11 to create
sockets to |SHYET f sleRayidd atdron iMpflermeatiadd cand aggPgarkgsScatheat Bnpt s

fromthe terjgfalsddy dmalpotbe B?r%%@a%p%gﬂﬁﬂk§%ﬁ%ﬁngéﬁUgaéegﬁhécEQOn

register with a gatekeeper/server, such nessages ( , SIP REGQ STER
etc.) may beissshtbatasie Hhoxgroxy einbeelfagentgent. 1Thengr ke tareinate

agent 11 wil,fo r i t] SAQESF t t server
40 via a Iolgol 'camlghéajlcn}%e]ie égrgrggSgé.Hﬁn Qg}e{ggzlnses aatrcge sgﬁ?ﬁﬁs%ag&eltshegﬁ
reverse routasscihietexirer hatwsenver #0anepbrst gragindss ©E€r milreal terpingdt e

transport a S 4 it h i.dent ity or a ri -addr . t he
mul ti pl ex cgag{logc P%n %%ﬁng V\ﬁlhgﬁetgﬁe CEgiegitl}sé ra ‘%%n%\?\l/a%g Ir)ie:c% vgggl%‘}s

i nformati on dlsarsigflf.i cient to forward incomng calls to the term nal when

t he neeg arises. To establish an incomng call the external server 40 needs
30 to e 9ab| ish a call control channel (H 225 call control for H 323 or

SIP) to the Asrpamal of0thkiea inhéiprloxypnfiguration, the external server
40 may instruct the proxy interface agent 11 to create
sockets to listen for —registration information and
outgoing call attempts from the terminal 10.

15
If the terminal 10 subsequently attempts to register with
a gatekeeper/server, such messages (H.225 RAS, SIP
REGISTER etc.) may be sent to the proxy interface agent
11. The proxy interface agent 11 will forward the

20 registration messages to the external server 40 via a
logical channel 52 or 53. Any responses are sent using the
reverse route. The external server 40 will store the
terminal’s private transport address 14 along with the
identity or transport address of the multiplex connection

25 51 on which the registration was received. This
information is sufficient to forward incoming calls to the

terminal when the need arises.

To establish an incoming call the external server 40 needs
30 to establish a call control channel (H.225 call control
for H.323 or SIP) to the terminal 10 via the proxy
interface agent 11. If an appropriate logical channel 53
does not already exist between the external server 40 and
the proxy interface agent 11, such a logical channel is

35 instantiated. As part of this process, the terminal’s



interface agent 11. If an appropriate |ogical channel 53 does not already
exi st between the external server 40 and the proxy interface agent 11,
such a | ogdozaksschannel is 35 instantiated. As part of thi BCpGBOESRS3t he
term nal's WO 02/ 45373 PCT/ GB01/ 05253 - 34 _private transport address (IP
address and port) 14 to which the proxy interface agent 11 is to create
the TCP or UDP connection 54 is specified. The nessages needed to create
the |l ogi cal channel 53 are exchanged between the 5 external server 40 and
the proxy i mmrfdce ég@msppxtusaﬁgre%e déht pedreEsE candcHa@ifel 52 ©Rce

the | ogical &haaﬂggéhca‘a rs%gg cald  eont role si gpal {ing, hasapeepner eabed,t he

r
external server an 10 H. 3237 SIP create call nessage (Setup for
H 323, | NVI TIPH ocongepPtépn) b tke ypesdfieder fhce ngenrges. Heusgst oky

interface agent .w | h el ay i ssag he ' Alsipg the

TCP or UDP g%%ﬁ%%%i%%é5ﬁﬂ¥%ﬁ5%1i%ﬁ%@ngﬁhgg ?ﬁ%gl%gigﬁﬁs%ﬁgﬁﬁgﬁ*%% was

creat ed. 515 dxtarimalcaseroér H1823ndt they phexyecedsmiaae ageribl 1$hugangH, 245

connecti on tween ,th t er nal r\er and the termnal 10. The address
% e'c%ﬂt;éi:2§Qﬁﬁ%;1é§%$H%l %%.

Wi thin the termmn 'S conrection is to connect is contained
in the 20 responses sent back to the external server 40 by the term nal

10. If the ternal server 40 choogses to tabli.sh such an H.24 i on,
then it cre ag% 09859 afﬁgﬂgﬁ%elé%ﬁ ?ﬁetﬁ@léad%oﬂﬁ§0?tSéégggzgﬁghe
cal | - signaldashgbel@annelreatAsl paht oéxtdisar coedure t4e praoxy s2hd nterf ace

cgent 1ot W kAl s TOR comeetion | asilis, BiLval oL afieee B
signal | i ng pateh eamr)beter eahed p36xpetveadr fdree t ergdntal 100 améhet herextyer na
server 40 m@%&erface agent will then relay this message to the
terminal 10 using the TCP or UDP connection 54 established
when the logical channel 53 was created.
15
In the case of H.323 it may be necessary to establish an
H.245 connection between the external server 40 and the
terminal 10. The address within the terminal 10 to which
this connection 1s to connect is contained in the
20 responses sent back to the external server 40 by the
terminal 10. If the -external server 40 chooses to
establish such an H.245 session, then 1t creates a new
.logical channel 53 in the same way it created the call-
signalling channel. As part of this procedure the proxy
25 interface agent 11 will establish a TCP connection to the

private IP address and port specified in the terminal’s

responses.

For an outgoing call, a signalling path can be created
30 between the terminal 10 and the external server 40 when
the terminal 10 connects and sends a create call message
(Setup for H.323, INVITE for SIP etc) to the proxy
interface agent 11. If a logical channel 53 for this type
of connection does not already exist within the multiplex

35 connection 51, then such a logical channel is created by



the termnal 10 connects and sends a create call nessage (Setup for H. 323,
I NVITE for SIP etc) to the proxy interface agent 11. |If a | ogical channel
53 for twaorypes of connection does not already exist w par/eBbhes2sul tipl ex
35 connection 51, then such a | ogical gh@gngl is created by WO 02/45373
PCT/ GB01/ 05253 - 35 the proxy interface agent 11 using the control channel
52. The proxy interface agent 11 can then relay the nessage(s) to the
external server 40. 5 If a separate H 245 connection is required for the
out goi ng caltihe theoext Brharfaee vegend wll Psépgatbeacpafrologheanedhannel 53

wi thin the i c i dqqi r t 0 I rf gent
11 to creat ?ﬂaé ﬂ%%n?ﬁggg%%ggt 5&%&% \1/zlil E%g gﬁégdgr@ég i%lg gltg%tsag%qtsﬁe 10
creat ed socket tdre exdtammeld sorvdre €kternal server 40, which it includes
in the H 323 signalling sent in response to the Setup nmessage. This
information allows the termnal 10 to connect to the |listening socket
created by tihe proxyepandeef aBe2éfentofiectboncést heenedesdar orncdiieng or

out goi ng call .contr ol hs , .have_been_est abhl i shed,i{ .may ecessary to
establish SHEBUAE aﬁgﬂhbotﬁhed e ?Jén%gt ﬁse.r‘)/ér déequc%ﬁggd ée%ger |eerf§ %te%’e
medi a pat hs lafgiaddl cehisenslyS8efiinéd nl R Hrsasedl 200 hast t coedeat Appl bEatnons

(including H. 323, SIP and MCP) wuse RTP. RTP is hased on_UDP, and a

uni di recti or?aﬂsth’?Héc coﬁh%ct P(’Jﬂﬁ)“?’eqdinrte?srfﬁ&eh fatgr%/%rd d F%vef;gga%ﬁP fat hs

to be establishetingt sbekethermiorealnesesFaraddeeest ahbi ortUDPE patles

fromthe termnal 10 to the external serve£940t[ 25 vi proxy _interface
o

ia the
agent 110 afFe3'Gif t Reckelerdt? SR h0 e Fé?ﬁirﬂﬁll 1%?¥% i 1% a
the proxy iyHien ace agentddd. iAddhki anabBy sithe1RTRgasenRTCR reamaectl ons

require a fitxoedthreelgéii:ggsrgeiagslajgze\f\e%knlighgn@?)g:}ngtion allows the terminal
10 to connect to the listening socket created by the proxy
interface agent 11.
15
Once the necessary incoming or outgoing call control paths
have been established it may be necessary to establish
outbound and inbound media paths. As described earlier,
the media paths of all currently defined IP based
20 multimedia applications (including H.323, SIP and MGCP)
use RTP. RTP is based on UDP, and a unidirectional RTP
connection requires both forward and reverse UDP paths to
be established. It is, therefore, necessary to establish
UDP paths from the terminal 10 to the external server 40
25 via the proxy interface agent 11, and from the external
server 40 to the terminal 10, again via the proxy
interface agent 11. Additionally, the RTP and RTCP
connections require a fixed relationship between the ports
they use. Therefore, in addition to being able to open a
30 single port at a time, 1t is necessary to be able to open
UDP port pairs which have the necessary RTP/RTCP port
number relationship. Therefore, while the text below
describes opening a single connection, the same principles

can be employed to simultaneously request and open port

35 pairs.



they use. Therefore, in addition to being able to open a 30 single port at
atime, it is necessary to be able to open UDP port pairs which have the
necessar WRIPARTCP port nunber relationship. Therefore, MMT/IGB01/R53 ext

bel ow describes opening a single connection, the same principles can be
enpl oyed to sinultaneously request and o% n port 35 pairs. WO 02/45373
PCT/ (B01/ 05253 - 36 The follow ng discussion assunes that the H 323
protocol is being used. The sequences of protocol nessages versus control
messages nayTher fofldpvarigerdpr@totiols 88idheastipp iRl , PEgocrd

principl es regapn; he fane. nd Ots%ghehuegho% DR Rty bRt uesge s heetary nal

10 and the ‘external server external server 40 instricts the proxy
interface agemtndl toeopagea UBP pory for poherprirpFocphat (sMeht @sniSA&l 10

can connect éﬁﬁ M&@@ §t§ﬁg hge%¥950%§?§§éﬁﬁﬁﬁﬁ§t | figs, a token that the

proxy interface agén should ass e connection. On
successf @ |y opening the port, the proxy interface agent 11 indicates to

t he external, server.40 the i ti 1 t he t terna e ris
then able to ¢sS8 apééS%hé%egggr %épgﬁgﬁﬁﬁﬁglcgﬁéaﬁgggggggpg%pagﬁéd%ég
channel (e.gxték24b ©penclrogi®Gal titharrebrnalt bervase 4F Hn8RByctsorhai ni ng

the private | P address _and port on.the prox i rfac nt % \Whi ch
t he terninajpﬁfﬁ%hbﬁfﬁrg%ﬁa ﬁgepfslngongg. ehepgcgﬁf?ogggfpf %s%%&#ﬁand,
the proxy ithetfane agemtin=l ays the connend tw.tHEhd eertaahalisisegvetrhe
connection e 6ab ishe%ﬁ%%gyiously for thbstpgyepse. The,t éninal 10 can now
start séﬁdid@ R¥PSand %Ti>a2%°E§Ek5 §%5 ()Q$ﬁ§¥w6§§ fhE &Pt 898 &gent
11. However,1primsul® #esveidiaowitiesehpackaisctionhe external server 40,
the proxy interface agent 11 nust send probe packets 55 which
On successfully opening the port, the proxy interface
agent 11 indicates to the external server 40 the identity
15 of the port. The external server 1s then able to issue the
necessary sSignalling commands to open a media channel
(e.g. H.245 Open Logical Channel in the case of H.323)
containing the private IP address and port on the proxy
interface agent 11 to which the terminal 10 should send
20 its UDP data. On reception of this command, the proxy
interface agent relays the command to the terminal using

the connection established previously for this purpose.

The terminal 10 can now start sending RTP and RTCP UDP
25 packets 56 to the proxy interface agent 11. However, prior
to forwarding these packets to the external server 40, the
proxy interface agent 11 must send probe packets 55 which
contain the token specified by the external server 40 when
the connection was initially configured. In addition to
30 creating a private-to-public address mapping in the NAPT,
the presence of the token allows the external server 40 to
associate UDP packets 57 received from the source of these
probe packets 55 with the correct logical media channel.
Note that it is preferable to defer sending the probe

35 packets 55 for as long as possible as if they are sent too



contain the token specified by the external server 40 when the connection
was initially configured. In addition to 30 creating a private-to-public
address me@p2/#s373 n the NAPT, the presence of the token aPCDWBOU/IRSEXT er nal
server 40 to associate UDP packets 57 r$9e| ved fromthe source of these
probe packets 55 with the correct |ogicaf ‘nedia channel. Note that it is
preferable to defer sending the probe 35 packets 55 for as |ong as possible
as if they are sent too WO 02/45373 PCT/ GB01/ 05253 - 37 early the address
mappi ngs cr e%ﬁl@kﬁﬂthq h@imsmampm%u@re@é@ﬁ@r énahyerrﬂaﬂ‘améait 4ise |O$1tsent

Also, it is g QY@L esghat, sQﬁ"ﬁ”gAP EtEe %%e@%%'%?g

may be | ost. t |s t ere?ore necessary to have t é abi |ty to
than one prdbe paeket ©5%or baigioveWDEonrndet i pnobeOweckeps obe pa@fkefoeSS

has been semigodherproxy LLeCtase ACSNl. £A 8 Alarecsied PP dgta 56 to

the external™ " Server (as’i ivel he token ormat i on
can be ntl t|qdrei<enbﬁmtﬁdaaao¢nwtﬁ>rqﬂa@kpack@at530fos aegtLveAd(d:lomena;llloyL.

mul tiple IogB cal chan eles ma E rTElI eeexed orrllto ge or g £
connecti ons.”he et hda® of 8%8 aPPon 3% T 1 37 For “2R Pﬁﬁét‘fn&n Sptace
connection. afentextcannakesayveredéivast rmm s dalta pB6xytd5 tihd eekaeenagent

11 to open a ort (or por air) that used . t.o end data.to the
terninal 10. é'[l)*"heerpro ¢ﬁ rf ac&™ ageEh BﬁFSFﬁﬁltﬁ &-dxt er maf %ro\}‘r?rn 40

of the idemtnﬂqzrnca‘tﬁdﬁ ScOr be Trhﬂtﬁ)fil@f;dh’:d mtaerea@@l amptb@aketmtlh@@e

th|5|nforrrat|on|nth rotoc speci naII co nd to open a
medi a chinnel® (858t H. J@f@ﬁuL ogi E‘Hﬁ!téﬁ ﬁn ‘-?Jnc"i‘ e 0288°4f HXY3PS hat

is sent to ntdle;:_tgﬂremertalonlt% Wrie tdie riprexyintesfaes agent 11. The termninal
10 will reply to this command, giving the private |P address and port at
which it wishes to receive UDP data 25 for the connection. This nessage is

rel ayed backHe0 #WB€hod of operation is similar for an inbound UDP
connection. The external server 40 instructs the proxy

15 interface agent 11 to open a port (or port pair) that can
be used to send UDP data to the terminal 10. The proxy
interface agent 11 informs the external server 40 of the
identity of this port. The external server 40 can then
include this information in the protocol specific

20 signalling command to open a media channel (e.g. H.245
Open Logical Channel in the case of H.323) that is sent to

the terminal 10 via the proxy interface agent 11. The
terminal 10 will reply to this command, giving the private

IP address and port at which it wishes to receive UDP data

25 for the connection. This message is relayed back to the
external server 40. The external server 40 can then inform

the proxy interface agent 11 of the address to which it
should relay UDP data for this connection. Further, to
create the public-to-private address mapping in the NAT,

30 the external server 40 requests that the proxy interface
agent 11 send probe packets 55 for this connection to the
external server 40 containing a token. This creates a
private-to-public address mapping that in turn acts as a
public-to-private address mapping for data sent in the

35 reverse direction. The external server 40 uses the token



external server' 40. The external server 40 can then inform the proxy
interface agent 11 of the address to which it should relay UDP data for
this conveav2/¢3373 Further, to create the public-to-privat BCHGBOESERSIBPPI NQ
in the NAT, 30 the external server 40 r_eggegts that the proxy interface
agent 11 send probe packets 55 for this nnection to the external server
40 containing a token. This creates a private-to-public address nmapping
that in turn acts as a public-to-private address mapping for data sent in
the 35 reverise dheeprpbe. PRskedxtodr il defeenrin® wkésht NATt 6REHCRD 62045373

PCT/ GB01/ 05 CR 0t o 55 t t 1 N k T ress
and port | tzéélhtouﬁg ggl%gl%%ﬁﬁgj?% ?%ﬁ'at ﬁios%s%gs?%ir? 5%.6&%*’18&[? %\I)?f e?ﬂgl
server 40 nesxtremnal aservendidig MIDP medi atBTtt sendiing diR essdiahb7NAT wi | |

relay this tg the [ fa}@a nt. 1 | C id 1. rn I it
to the ter ni%nla fg&?é%s?t enmf%s) , ug'?lcrholrrpljre ll g &hgsl’coryrégcttl on. %&ﬁgﬁ t he
UDP connéct iionsemafaceo abgendgerltequhietd, whiel eérterural selsgr 140 wh | the

instruct th r oxy. 4 rface, age 10 11 to.close th ssocj at ed .sqcket s.
Any privat ef;cté(;r-“b][%?jf Qf&\azﬁsre %&1}(2%%}' ’nggshlilsn ?%Irépoiﬁ\ﬁn% tfarfe e(\jléerh eucgc[ Y time
out as no data will be passing through them In this illustration of the

i nventi on, V@jhav assijrsb%d 15 that the external ferver isS a.sin Ietglevi ce
with a singl®9%P ess | frOOPREF8R5odF irENt B° of “THE T nvierti'dit Y’ he “1€
‘external sermeirndBysdeve£vVEe0 akitD- opetatingtdevipeesy iAddirtherakkgntt he

t | devi h, | tiple | P add .
Wier o miPLi e 10 BYARECELE T S LAY, STNES Hor i pRicires T8 POPai Focat o

them from a acduii€ suppehgst hen die Papor aamilngwnthha iy revwsd | outl as
beconmes specifying the allowed ports to and froma subnet rather than

i ndi vi dual I'P® &ffrestes! D% R@TE AR IHEDFRAFe | P address and port

nunbers of an
In this illustration of the invention, we have assumed
15 that the external server is a single device with a single
IP address. In other embodiments of the invention the
‘external server’ may be several co-operating devices.
Additionally, the external server device(s) may each have
one or multiple IP addresses. Where multiple IP addresses
20 are used, the normal practise is to allocate them from a
single subnet, then the programming of the firewall rules
becomes specifying the allowed ports to and from a subnet

rather than individual IP addresses.

25 Note that the private IP address and port numbers of an
H.323 terminal may in fact be the same as the public IP
address and port numbers to which it is mapped, in which

case the mapping is transparent.

30 The advantages of the approach described above are that:
e NAT and firewall functions do not need to be upgraded.
e Latency of the signal is kept to a minimum.

e Organisations only require a protocol agnostic proxy
interface agent(s) that can be used with any appropriate

35 real-time protocol.



H 323 termnal may in fact be the sanme as the public IP address and port
nunbers to which it is mapped, in which case the mapping is transparent.
30 The advanr/&zers of the approach descri bed above are thaPCT/GBNATS280d
firewall functions do not need to be upgé ded. Latency of the signal is
kept to a mnimum Organisations only r %ufre a protocol agnostic proxy 35
interface agent(s) that can be used with any appropriate real-tine
protocol. WD 02/45373 PCT/ GB01/ 05253 - 39 The | P address(es) of the
enterprise doeﬂﬁﬂthBEGmWEesmubblc'kﬁOWﬂ&ﬂgenﬁ@Ipﬂghapk@ﬁﬂssa@i elciong:

calls with that nter ris t service and ot her base
ol | ci o5 5 ( DAHRHG HEORTF SR | GREPUPReBHAGE ny BEKIAS ceptaq vt
pi eceneal and dort Jmedpaisingl e consistent end-to-end solutlon For

exanpl e, the external server may instruct the proxy interface agent to
process one he@M@ﬂ§¢WEamf\M&@ﬁVnC§ cand wiothex cdsegen Qasedeveloligdiesg a

met hod 19 that ?&Hﬁ@@w§¥fil 4l cpopecthn Elg§ Egel&bq ray Fﬁed

|nterface agent an the external server, the e Server
that to correspammamgmg}addadﬁnften&ﬂda@leln@letcanﬂheeoerDMetwoemd

Likew se, a meLidl salh eHGYRLIARIEY be. used el peen-bhe RLQHYIteCkace

15 agent and t he external” server ndepend securi Snisis used
for the other mamﬁsp(¢£gs}nbérfheecabbntlntgupuacyssthnuanme@iaomtpeamudes

a nethod and a s§§ten1 for L%owﬁnng %% &gogdgﬂheve F}ltlms rot %
te |

confor mant 20 &n 0|nts) nal s”I 6cate private SorkSt
does nonoconprQMB$eﬂﬁuappmagnua;euﬂnutmg pomcedui es beﬁweanaShee@xo&bat

avoi ds the need to ungrade, exf sLing fd reyeLLsa) QUGS 2" 283N
server may then map that to corresponding QO0S levels
availlable to it in the core network. Likewise, a method
of encryption may be used between the proxy interface
15 agent and the external server independently of security

mechanisms used for the other parts (legs) of the call.

In summary, the invention provides a method and a system
for allowing H.323 (or other real-time protocol conformant
20 endpoints) terminals located in private IP networks that:
does not compromise the existing security procedures and
measures; that avoids the need to upgrade existing
firewalls, routers and proxies; and that allows full NAT
to be applied to IP connections without the NAT function
25 interpreting or understanding the communications protocol
being used. The invention also permits standard H.323
equipment in one private network to communicate with other
H.323 terminals in the same or different private and/or
public IP networks via an protocol independent proxy
30 interface agent and via an H.323 proxy server using a

shared or public IP network.

Organisations can therefore subscribe to a shared resource
in a shared IP network. Costs are kept to a minimum and

35 security is not compromised.



to be applied to I P connections without the NAT function 25 interpreting or
under st andi ng the comruni cati ons protocol being used. The invention al so
permts sva@andasd H 323 equi pnent in one private network POT/GBATURSE at e
with other H 323 terminals in the sane or different private and/or public
| P networks via an protocol independenf gpof(y 30 interface agent and via an
H. 323 proxy server using a shared or public IP network. O ganisations can
t herefore subscribe to a shared resource in a shared |IP network. Costs are
kept to a m®lawws and 35 security is not conprom sed. WO 02/ 45373

PCT/ GB01/ 05253 - 40 dCdainms 1. A conmunications systemfor handling a
communi cations session with a destination comunication system 5

conpri sing alfiAstcomuealidadrimimml syahemxtfemdiastivey , a omemmom immte dnegi cal

channel s bet ween. the fi{@}% Iogal h%%@iﬂgltio%nd tcg%m%%gﬁg%@glonser\g stfet?n
e

r
carrying t he”€otmiini calTons Session over-a shared comrini cati ons net wor k,
sai d cosmuncaaidionmeanstinst ulbnglatbimshaNATahupgteenafhseugler,1®nshi ch
t he conmuni cations session.nmust pass, .in which: i)_the first.lqcal .term nal
has at |east®orE°tf aﬁggb‘ﬁ?l & sfd?enct"heeerbo%nﬁléﬂo gcgésgcie&ﬁrflnfsl ii)
the first NAnhd upgki asxiapphd S seetvaar kKfaddioass yimgp ptings comnmiung datarsor t
addresses on connections between the first term nal and tJFﬁe shared _,
comuni cat i otts héttor RYSFi i )2 t h§h§§§§emqwmtd'%sr stBFBRY X1 nt S e
agent 20 aré¢@anged da st meabehahélafiihyeafl Fisttl gpal fuacmival through
comuni cations with the external, K server; jv) the first proxy jnterface
agent i <0capibi@ dihe BT LFR P2S | BT TP 2 Bir ok ‘}é?l%b:re out bound
25 connections to the external server, said |ogical channel serving as a

control channel between the first proxy
i) the first local terminal has at least one transport

address for the communications session;

15 1ii) the first NAT function applies network address
mappings on the transport addresses on connections between

the first terminal and the shared communications network;

iii) the system includes a first proxy interface agent
20 arranged to act on behalf of the first local terminal in

communications with the external server;

iv) the first ©proxy interface agent is <capable of
establishing a logical channel on one or more outbound
25 connections to the external server, said logical channel
serving as a control channel between the first proxy

interface agent and the external server;

characterised in that:

30

V) said outbound connections are dynamic outbound
connections established by the first proxy interface

agent;

35 vi) the first proxy interface agent is adapted to make



interface agent and the external server; characterised in that: 30 v) said
out bound connections are dynam c outbound connections established by the
first proxgor/mi3es face agent; 35 vi) the first proxy inteP¢HGBOIHGRAE | S
adapted to nmake WO 02/ 45373 PCT/ GB01/ 052 - 41 association(s) between the
transport address(es) of the first local"term nal and identifiable |ogical
channel (s) between the first proxy interface agent and the external

server, said identifiable |ogical channel (s) being 5 established on one or
more of sai cRAfEmA tl outDouke tweenmnethe ordsr Framnntheaffrsssprexy eht ébkace

agent to theflﬁé@ eqpal  SIMelin A AnfEl Qflﬂntoﬁfﬁ%rl@ 'f&gf‘c&?m&%ﬁéﬁ' (S

session in a communi cat’i ons” system e ‘comuni cat ¥ ons™ syst
conpr|5|ngabétw&&nlbhalfneﬁmlﬁﬁoxmhlekeefﬁae sgensr arad thesexpemmyl

interface age t we the and,.t har.ed mork
said communic %ﬁl%ﬁ? ne%%s |ngﬁugﬁhgggghlrstiﬁéggéhncgﬁbﬁgFﬁ'gﬂgh %% e the
15 conmufi ceatstoatsl isessi omnmstnqoasm: inmonwehi ot t lsainet hlquham@rrpbm$e>suhhte
steps of: i) _carryi.ng t ni cations session a sha
connunlcatléﬁguﬁetléh:overgﬁglor% Ipﬁfﬁﬁﬂl%ﬁ RS ﬁ?%ﬁ%mﬂ%ntpﬁe
first |ocal dseremmeal serde external server, the first local termna
havi ng at | east one transport address for the conmuni cations session; ii)
allowing the first NAT function to continue to apply 25 network address

mappi ngs on Z.heat raaspodt cldhessiesngn @ommtjnqmﬂ:tetnweeeetsbeoﬁi rst a
termnal and the shared connuni%etions ﬁtmor iii), usin the flrst pr oxy

interfat8 aé%?ﬂqu}Qﬁﬁ eLer system, e commuricatio system

comprising a first local terminal, an external server, a
first proxy interface agent Dbetween the first local
terminal and the shared network, said communication means
including a first NAT function through which the
15 communications session must pass, in which the method

comprises the steps of:

i) carrying the communications session over a shared
communications network over one or more logical channels
20 Dbetween the first local terminal and the external server,
the first local terminal having at least one transport

address for the communications session;

ii) allowing the first NAT function to continue to apply
25 network address mappings on the transport addresses on
connections between the first terminal and the shared

communications network;

iii) using the £first proxy interface agent to act on
30 Dbehalf of the first local terminal in communications with

the external server;

iv) using the first proxy interface agent to establish a
logical channel on one or more outbound connections to the

35 external server, said logical channel serving as a control



30 behalf of the first local termnal in communications with the external
server; iv) using the first proxy interface agent to establish a | ogical
channel owmOones3e3 nore out bound connections to the 35 extrenaBosenser, said
| ogi cal channel serving as a control WO 02/45373 PCT/ GB01/ 05253 - 42
channel between the first proxy interface€ agent and the external server;
characterised in that the nethod conprises the steps of: 5 v) using the
first proxy interface agent to establish dynam c outbound connection(s) to
t he ext er nalClEmek ; betyeasi ndia hE1FsE sProroxyliheefrate 3tpeYt 39 mkke one
or 10 nore assogciations between the transport address(es) of the first

| ocal termnal and i1dentifiable |ogical channel(s) between the first proxy
interface agent and the external server, said identifiable |ogical

et ! arl il j i d 15
channel (s) r%%%%#a@a shed 0N AR Yt TE n tg%ﬂgﬂ?éenxsfte%]gaﬁ%"n

connecti ons I TSt proxy interface agen server.
3. Anethod as clained in daim2, in which the first proxy interface

agent makes sai d associations: jnr se 0 I st fr :
ext ernal server. L%.Sl%@crrgbﬁo %{_&C' g?grrgg ielr{l%oraflan% ,a?’%yl\ithi% %%%P?Lrlgp
proxy i nt er fdyoenmaigertuirakes] sairthegsiao (@)i drs tihe ressiponsel dereerequest
generated by the first proxy interface agent 25 itself. 5. A nethod as
claimed in any of Clainms 2 to 4, in which the external server itself (or

al ternativelyit haxdiingtther 6xyst npevkacenagerfbrel sagapted hakeequesbrt he
ogi cal (9) TG S SHIET T ogf CaTe tnatmer SoorPoE bl E8E1 B wPeh CA°
desti nati on fiarsRINi 6akl o eaysiingyD Saedd identifiable logical channel(s)
between the first proxy interface agent and the external
server, said identifiable logical channel (s) being
established on one or more of said dynamic outbound
15 connections from the first proxy interface agent to the

external server.

3. A methed as claimed in Claim 2, in which the first
proxy interface agent makes said associations in response

20 to a request from the external server.

4. A method as claimed in Claim 2, in which the first
proxy interface agent makes said associations in response
to a request generated by the first proxy interface agent

25 itself.

5. A method as claimed in any of Claims 2 to 4, in which
the external server i1tself (or alternatively the first
proxy interface agent) is adapted to request the external
30 server to make associations between the said identifiable
logical (s) channels and the logical channels of
communication with a destination communication system such

as a destination terminal.

35 6. A method as claimed in any of Claims 2 to 5, in which



as a destination termnal. 35 6. A nmethod as clainmed in any of Clains 2 to
5, in which WO 02/ 45373 PCT/ GB01/ 05253 - 43 the comrunications system

i ncl udes veOo oY/iBms - server protocol on the control channel PChveBatvo®s3 sed in
that: 5 i) the client-server protocol on the control channel is wused to
enabl e the dynam c association of (a) 1049% cal channel s of communication
used by the first termnal, with (b) identifiable |Iogical channel(s)
between the first 10 proxy interface agent and the external server, said

i denti fi abl ghkogi cammuhdsasliesr besngtemst abinshateson @ne céienbreesvresai d

dynam ¢ out Q%Q%c\‘;%ﬂ{‘h’b%c%ﬂ;:}fé‘scofr{t%f he aphichst proxy interface agent to the

external server, I"'ogi cal” channel's of comruni cati on between the
external 15 server and a destination comruni cation system resulting in

t he appearance that t.he fi.rst .termnal is |located at transport addresses
on the ext eF%‘glrag%re\}:elrseanqu ﬁélaecdesti nation conmuni cation systemis at the
first proxy interface transport addresses. 20 7. A nethod clained in daim
6 in which the external, server is adapted to b% mast er, of thlg 14
client-servél profocottEhd S5 opﬁ%aﬁ??é/jltﬂﬁ R SPOHET U ofr AR b ng
carried in ubedreab-ténRbler #on- dgabmticnmedspootacddbn igf 25a9r deogibal t he
first termn

LTSt o neLcsommnl sates b le Lot ppIaky LiLel facerogent ap! It
conmuni cati qpy  SylsheMEPIYI dabesal t BhbhaeeXker nakbtaeever tae i firstwere
the first termnal ., ?3C0 8f. A rreé heOdt as_ ¢ ait d igxtCIe%ilarHG iser‘?Qi:Ch ngdfi rst
pr oxy proxy interface gen e '
identifiable logical channel(s) being established on one
or more of said dynamic outbound connections from the
first proxy interface agent to the external server, with
(c) logical channels of communication between the external
15 server and a destination communication system, resulting
in the appearance that the first terminal is located at
transport addresses on the external server and the
destination communication system is at the first proxy
interface transport addresses.
20
7. A method claimed in Claim 6 in which the external
server 1is adapted to be master of the client-server
protocol and also to modify the transport addresses being
carried in the real-time (or non-real-time) protocol, in
25 order that the first terminal communicates with the first
proxy interface agent as 1f it were a destination
communications system, and the destination communications
system communicates with the external server as if it were
the first terminal.
30
8. A method as claimed in Claim 6 in which the first proxy
interface agent is adapted to be master of the client-
server protocol and also to modify the transport addresses
being carried in the real-time (or non-real-time)

35 protocol, in order that the first terminal communicates
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conmuni cations system comuni cates with the external server as if it were
the first termnal. 5 9. Anmethod as clained in any of Clains 2 to 8, in
which the tw'ahfspcbhte aﬂﬁx@@s@ggyyofimherﬁm%tag@nél aser hf nalt avereagdiggned
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between the first oxy int eg ce 25 agent and the external server. 13. A
met hod as cl%‘??ﬁeﬁl%w BFc nms 2 to 12, in which at |east one of the
transport address(es) of the external server have at |east one

pre- assi gned ort, and the 30 _oytbound connections, fromthe first proxy

interfaé t BtBethedegfeCarrest vy PeeLis 4P Pre- %\SEPgﬁedlﬁor”"th(léﬁh 14.
A et hod as ﬂllé“ neeh i spdFai nddred N MY cho@l ltHe external server are

assigned dynamically.

11. A method as claimed in any of Claims 2 to 9, in which
15 none of the transport address(es) of the external server

are assigned dynamically.

12. A method as claimed in any of Claims 2 to 11, in which
the communications system includes a first firewall
20 through which the communications session must pass, the
first firewall being configured to restrict certain types
of communication between the first local terminal and the
shared communications network and being configured not to
restrict communication between the first proxy interface

25 agent and the external server.

13. A method as claimed in any of Claims 2 to 12, in which
at least one of the transport address(es) of the external
server have at least one pre-assigned port, and the
30 outbound connections from the first proxy interface agent

to the external server uses saild pre-assigned port(s).

14. A method as claimed in Claim 13, in which all the
transport address (es) of the external server have

35 pre-assigned ports.
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agent uses pre-assigned ports. 19. A nethod as cldined in any o
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term nal andg &ﬁepgétgg né&ré§¥ +4S a proxy server between the first
terminal and the second terninal that acts for each terminal as a proxy

for the éther terminal during the course of the connunlcatlons session. 25

20. A method gs g1 41 pRdai 0s Dy, of @l ams 2 L0 Mot ML LG, oo on

connunlcatlons system i ncludes a second ternlnal
external seraki whechracsgons addpeesyeﬁmroﬁhéhsegawdytmmhenﬂaqﬁuhgent

connunlcathg bet en 39 ékﬁé&lrs external server and the second external
server is via a pu TN % shared network. 21. A nmethod as

claimed in any of Clains 2 to 20, in which the shared conmuni cations

netvor k jigncl yes, the, 35 public, commyni gati gus dagtuarly 002/ 45373, )

at least one of the transport address(es) of the proxy

interface agent uses pre-assigned ports.

18. A method as claimed in any of Claims 2 to 15, in which
15 all the transport address(es) of the proxy interface agent

uses pre-assigned ports.

19. A method as claimed in any of Claims 2 to 18, in
which the communications system includes a second local
20 terminal and the external server is a proxy server between
the first terminal and the second terminal that acts for
each terminal as a proxy for the other terminal during the

course of the communications session.

25
20. A method as claimed in any of Claims 2 to 18, in
which the communications system includes a second local
terminal and a second external server which acts as a
proxy for the second terminal and communication between
30 the first external server and the second external server

is via a public network or a shared network.

21. A methed as claimed in any of Claims 2 to 20, in
which the shared communications network includes the

35 public communications network.
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method as clainmed in any of Clainms 2 to 21, in which the
nications network includes the Internet. 5 23. A nethod as

clainmed iwoamys3ed Clains 2 to 22, in which the proxy inteecT/aBel/eent is
co-located with the local termnal. 10 24. A nethod as clained in any of

Clains 2 to
local term
whi ch there
26. A net hod

22, in which the proxy inteerfface agent is rempte fromthe
nal. 25. A nmethod as clainmed in any of Clains 2 to 24, in

15

is nore than one local termnal for the proxy interface agent.

as claimed in any of Clains 2 to 25, in which the proxy
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time an non- rea nme pr 0COl s7

claimed in anjtioh Clthiens shared@6,cammundfuathi drize exdterardt siatalkeides the

si mul t aneous
using differ
5

i0

15

20

25

30

acts.,on behalf of 25 termnals and/or proxy interface agents

iﬁ?erpgﬁr-tine and/ or non-real -tine protocols. 30

23. A method as claimed in any of Claims 2 to 22, in
which the proxy interface agent is co-located with the

local terminal.

24. A method as claimed in any of Claims 2 to 22, in
which the proxy interface agent is remote from the local

terminal.

25. A method as claimed in any of Claims 2 to 24, in
which there is more than one local terminal for the proxy

interface agent.

26. A method as claimed in any of Claims 2 to 25, in
which the proxy interface agent simultaneously acts on
behalf of terminals using different real-time and/or non-

real-time protocols.

27. A method as claimed in any of Claims 2 to 26, in
which the external server simultaneously acts on behalf of
terminals and/or proxy interface agents using different

real-time and/or non-real-time protocols.



