%3e@6FT HS' r 8 June 2002 ELECTROMC BOOKSHELF W TH MUJLTI - USER FEATURES
1. Field tion The present invention rel ates %Yolelectronic books
t hat arem“mwum“mmm over a 5 network, such as the Internet nio oFr S

jer sonal [, or work station. 2. Background of the | nv "1"(???
resently, an I'ndi vi diial  wi ELEGTRONIO BRIOKSHIPLE &IT8Han access web sites on
the Internet of book stores. AMULIHISERFEBAJURES a user can search for a
parti cul ar book or type of book, view a selection of books that neet the

user's sear ¢hpigldi Jrelid Rverdidd Of der a copy 10 of one or nore books that are

identified in the searching process, which are then sent to the user's
address. This tyjbhe @fess!ys!tlewﬂmrrﬂstem ¢le¢tmmccmlrﬂmt amtrmmtﬂe%@w:a

Fbwever this sys books ar e frequently
updat ed. Exa?rtﬁl}ﬁ(s ‘?’1??’qu&%ﬁtﬁtﬁgﬁga%?@arsé%ﬁ%mt’l& Ioddveorlf &%+ erence books
that are used in the |egal, banking and insurance industries. These books
are periodically updated to reflect 1 ~ changes in the |laws that govern

t hese i ndus®r Beekgraumd of Hiedaventipes of books, web sites have evol ved t hat

al l ow a custoner Kk ook of teres The
custoner can the?\}eg%nglg & tnﬁ Wd%aF E% 5%%)1183 %Pgt%romfcﬁesg “beg etesfroghet he web

site and vi Ei\t‘érﬁe&loﬁbdcﬁ(itdﬂﬁg@ﬁsﬂ:ﬂl at»tfsb sb@@ktseﬁmaﬁ feaich f@er;&analarmmntﬁfe or
wor kst ati on. Books that are accessed in this fashl on, are pically referred
to as "el eceitpkcricwasrisctione! Boaks hatmecidhe ¥ES savaineri amﬁor Bfres Ry

| nvent iign | s ik bPfbRrbdops aat%@htamadhﬁthe\e@acmgEtotégs% Ll RSRAGH to the

current systens t at allow custoners to subscribe to ectronic ooks.
The probl enthe mset'sy ediiresse Treedypeorf systemr wbrkis kil fodl Lcahsumen oemntadgmnkszati onto

have access to a particul ar, el ectroni nder the ption
Cystem tht EONEG Fetiorsun o PSS Oy RAl 201 PBTIC: o HeCHAETY S85ATD &
subscri pti oaxafnwtemtﬁﬁtqhamy\updttet bédkatnchRE Uhd REEr&HeE 88Skst it tatteus@@trt t'h€U| ar
book. As a consequence, each individual with a subscription was able to

access t heilegabvhankingand idsrhnce axpiystnes tThesewoks are parrmyiltallmpdamiatoppﬁm nt

i nvention r co n|z st hat not, al | .of .t diividual s in
an orgahl za gﬁlatwé?]ha oove:matlﬁxse lglhlz?tsc:c g‘ “% ty?eﬁé’f goo&s(, Wﬁb Sges rftilé/eabl eto
access the @Ql\bﬂQkataﬂlchﬁstdﬂﬂer tafdke a6l b e6teSpidiesta Sbéuat in@Acst.bThpr ovi di ng
several individuals with the right to access an el ectroni ¢ book but
limting t tfélStaﬁteD%H“ thencsesss e ntqﬁteretfabt\dlttqa o s ook frogn the b sidoand el vi dual

at a tinme. @H*}%Bes"&*zﬁéboo?&% th&YS&%;hHPco%eﬁYér%‘?%vo?t&ta‘?toﬁchwk thaROK that

can be share “nunber users ent invention addresses a
nunber of pn:odsslsc&rm this $shioatascty pically xpfemdchasgelehtmred wokess to an el ectronic
book. In providing shared access to an el ectronic book 5 over the Internet
or an intranet, it was recognized that there is no provision for

det er mp@i ng when an i ndi vi dyghiNARYOLSHEINRIRNESHN 0 or use of an
el ectronic book has term nated or should be considered to have term nated.

W t hout the abi [Theprasentdwstertian indir¢ctedtten piohler bat wesddantified wall respeatdo ef f ect
term nat|i O,?h%t tgug{)egl s;lcfu(r%f;lishn{h(){ all? W %[IS%I\JP gqo sebs%}tg éo tegectr%mc E)olpsav%ha right

to access er
problem involved the need for several mdmduals in an organization to have access to a

particular electronic book. Under the prior subscription system, this need required the
25  organization to purchase a separate subscription for each individual that required access
to the particular book. As a consequence, each individual with a subscription was able
to access their own individual copy of the book at any time.
The present invention recognizes that in many situations not all of the individuals
in an organization need to have unlimited access to the book, i.e. be able to access the
30  book at any time, and addresses these situations by providing several individuals with the

right to access an electronic book but limiting the actual access of the book to one
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10 nechanismthat permts the user to explicitly rel ease the book so that
the book can be used by others, such a nmechanismis unreliable because it
depends on the user to execute the rel ease. The present in ‘{P ? gldr ess
this problem by making use of a "cookie", i.e. a tenporary iden PI er that
is assigned llt(-bVléuanm tippaclin otes Wesds; tfacm@sB@splavrd@oarmlcoaoanéopk tha$ea:h in
comruni catl ween the ser and the web server. The "cookie" is part of
the 15 W)rl ?t“ﬁ?%%’ Pseﬁsf“ot ocol and was included in the protocol to
provide a web Se'I’H@ﬁre.an Mvértion aldrkdskya ﬁtﬂtﬂéﬁ@ﬂbréﬂl@ﬁﬁs@ém&&ﬁmtﬁfn%'ifﬁmgof
conmmuni cations between the web server and all of the users that are

accessi ng t Beargletrcessity e eleptionie begke dn p[qvedmg;@mkqdeacccrsg ttaaruﬁlﬁqmlc bakpor ar y
identifier ti L gne c a a web erver.
contrastset ototb%ethﬁzlf1 %f%*k %? ragc%?rﬁrgguge‘% Fef {Z% otgfl(t &'%Ieetss Bmwsé?ﬂ% nventi on
makes use ofietZ@nihing wiraakiislividedhartiasivd aecéLntobN@e®dfan dkefrosic 6361 ki ve use
of a book, thereby permztting other users to access the book. To el aborate,

upon accessFeﬁ‘@mtaﬁé opsuiddevansidsred faihays teranaesds Widhaut e ebibiny to dstsomines

I_ocat ed, a Eﬁ%lﬁﬁo@ﬁ '&@lﬁ{jedaor tc? tt%rmx {onLtﬁgbéoQ illdfl)%gg Ofde %r%'é}' cations
V\nththewe server he user is en a eto regues oashared

el ectroni c bseekthat haveherigiao accesd Ehretlrooku da"uﬂmhmkwhlﬂ;e ﬁ\tﬁpd)saiblld%to prbeideser is

grant ed exclusive 25 access  to the book fo red term ned period of tine.
Each réQuesMetivaim fat Resays theaigarip explicyl 1 23iB® ek 0rthat thnbg UsPBIE to the
book duri ngydeRiv§ ofe adatﬁameeﬁﬂumsluﬁgnmetec%ett%eﬁaggamemsétt@ kg
"cooki e" assigned to the user. web server does not see t)h cooki e"
assi gned tothtetne}eaaseﬁmmnmawtlﬂtga@rqsequmblvmbhnmémgeeeto&aheocbimjkld: 0 which
t he user has bee@g tqe ei< ussw acce 'tilhi n the L{érede erm cgd peri od
of time or 3GTEEHE HEFHICHRAL AL ‘tzh'éseﬁ‘g&?“ © BSEEPERSFSTR YERELE MYt he
shared el ecfige@m dbnm,kcansnstbef»men @HeBMerlap@he WePlsérddrl The WookibeisPrRdeiher m ned
period of tinme. At this point, the book is again available to all users
that hdde aWorlghfideWebkuese: arAecelowi was inchgled iméheamopcotdo peasiide a aeb

term nati on_of rt| MUY ctronic
book when t¥e eﬁg'é@qon b‘fﬁ’rk 5&%‘%{)@6 él% %ﬁt’e f‘%%ugiﬁcahlg%%e;w genf}g?orga bri ef
period of tieARr ardiull dfherlebgs tha ke ztctmsxlagcﬁe vadbasehvah | Ia ek@nid) theOkbsliciser s, one

enbodi nent of .the invention jnvolves releasing the book from a particul ar
user upon eX{iaus: ICBROBFY et hatly assigned héachpteﬁrtaa IHICCETING 2{WEDSRRYEr cooki e
and associ %%Qnt?z@ﬂﬁ‘%ﬁé"s{a?é"%blaﬂg LR okl "bRler Qﬁ@?r%ht 156&1%%{%%(24! &s'é'o@ a
portion of the predeterm ned perlo of tinet commences after

predet @0m ntbd"q@ekxﬁ’buiedtamsmrte teshanatesy, us&tsrex@xavq)lsepf abqué therehy aa:rmxmeg | S

rant ed excl usi ve access,t for 30 m nutes and th ot ed
por 11 on of T 156° frereep Brfiod & LR HO irstas Pha SSYEs WITLAEs of ¢ he
30 m nute p@hieatiectbni@ b6l AKloated, @l udkd B @ssidhed @ "EoURidY TBKudeSn RAbse§@AD I N the
| ast 15 minutes of the 30 mnute period, the user's access to the book IS
ter ni nat ed aepRHneRpPnsatithghe BED sereer S@hWSQUtS@epébiCGHFGQWEWCPer taa'shgeki e" was
seenlnthef [S. S t hat
when a user l? ltugﬁé% g}églgtsﬁa?gﬁ%le%%%cﬁ%agis\'}gag%bgégﬂquer Jg{?ﬁte e%’l Sﬁeneeds to
access2$ he ok t6uhde kdok &mda pretetarnshal perjodr dfodimaf Edchnequest thar th¢se.~res are not

forecl osed from obtai ni ng access to the 15 shared book for an extended
period of tYaREmity 1] BEETAEFVE B dSREhI, thebepkdhunng thipredgtgminsddiirisd obxt end

the period Ea&%mg%ewy 1B &3 834i RAVS HRNGLLISEH UR VABGESSr ddls aot%bar ed

el ectronic tthe user is dgranted exclusive access to a shared
el ectronic tb@dcbookml‘ asigpedddheusai awemnmmgdremme&tmtbrespéct the'boolotoi velticland
associ at edéFeﬁue t re een edet er m ned

20 peri od 1h83s lteﬁ@at I gﬁ% %xgluély gﬁtcgﬂs ‘ﬁf‘tﬁ F‘terPé?degeé‘F‘f‘t?g p%he%grrbﬁ”ﬂg Ple access

to the3@ooksom50;sor@mm&@,f the isBes bhEcisivieSackdisltb ahd ¥h@édBleeforic $QokriiaIut €
period of exclusive access to a book and a "cookie" with an associ ated

request re|t@rmnrrpggedtttpoa BEpirsten of the prsdeterpynadiperiophef tirs: \Adrthig apinhgthe hpek 30

m nute peri kof exclusive access to
t he book. égg%fri ur't g{OAnE sgfsﬁrgght%q‘aﬂ%{l%gtg;e]g&fﬁgﬁéclgéri}cer ns of ( 1) providing
a user that has been granted exclusive access to a shared el ectroni c book
with the ability to renew or extend the period during which they have

excl usive access to the book and (2) ngt forecl osing other users from
havi ng access to a shared el ectronic bbok when a user that has been granted
excl usi ve access t-0 a book only needs to refer to the book quickly and for
a short 30 period of tine. This enbodi nent of the invention only renews or
extends a user's exclusive access to a shared book if a "cookie" and

associ ated request relating to the book are received during a portion of
the predeternlned perlod of tlne that comrences after the predeternlned
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30 it is difficult to distinguish the situation in which an authorized user
is alternately accessing an electronic book fromtwo different conputers

and the situation in which two different users, at |east OQ§J§B deah is an
unaut hori zed user, are accessing the el ectronic book. Consequ iig , 1 f two

individuals at twe fiifif2gy RRhina86:500al pENRHRES &KcludiEkcdess t8 a) bikged2002
stations are using an authorized user's password to access an el ectronic

book, each @kewonig ppolywhernsBigaiger-oniinnepde o' ehe kg tre boplp quisklyrasiddor & haef i r st
user at the first:.per t il | i " kieOl " t.he
second user PEISTAREL BB SEPERRE L nolhsbaiiBie T Sfher FREBEmbBiPSto”  as
previously Bpthethvediondfakves releRihgniEtvioR SrogaaarteuRORFY ihdhadxpiddtion/oFhea USer
to the web server. The present jinvention |ooks for a pattern in the timng
of the two OFdeerEnedasrRpeartimge if thy spoakiegarpagsoaiaier yequast relpang to st t he
comruni cat i L: 11 : I to

Cdent 1y i faiof BALOB LARR £ icd be HRHuBERANRGH BERRe CATBIN AR U e s
are using aafiérniy gredaserhanddzeediod €tims spers sharedarhple aopesailanseal iegtanhadi ¢ book

10 I n one enbodinment, it |s S d,that two, communi cati o ¢ontai ning a
particul ar © ﬁ&meéﬁcea%@iaﬁbéﬁﬁéoog&?gb%q *ﬁv‘gteéfmda&ﬁ)@?%aownp? the RariHg whi ch a
first indi vidialis 4eFindf 02 THdEstQBEniRkted Bt ﬁﬂrﬁﬁﬁt’é%@x‘i&l. PPk okiet ,retlzﬁﬁxgpe” ods
of tinme associated with the two uni que cookies that have been issuéed to

what apgpear b theobénk iangl segh & thaldsbli mewtegoé the@Panihutp petidr thet Usiess dcgess

consi der ed Q qg %ndicatuwg of thetsitg@%bgn.m@ere.gn unaut,hori zed 15 user
i's obt ai ni n BCEREL PEMGAELPRINAIPLRO8 PELE PBRIIRTRYS 57 X SPNE VA (1)
"cooki e0l " §een i the firdt @6 @AiM@Es @tthe BORINUd perdBd Thid aurds @R WHeH a@berlthate "t 2";
(2) "cookie02" is first received at tine "t3" and |ater received at tine
"t4"; (3) thaydeen gantgd exalusivreacarss o & berksonly peedgiggicegss the bealy qpigklytande "t 4"
is later th ti AN o re.l I hat_.is indicatiyve of
fraud, 1n corearreridier SHE S REden® RS 0ok Thahis TR b

associ ated wated boble fo2@n 2k lebédd period Bf ihe.ch a single authorized user is
alternately using two different conputers to accesi one or npre books. To
address this si tHaReeH emROFimeRhaHsE sl uieAtY Prsxirad theprard e ifenssipene ap
happen Over wficf ffhbelS00kdefed b hrddleidelritiic Bl Malfline Rsdrti brinida! | kel y
that a S|ngve authorized user s alternatingly using two diffeFent

conput ers. &olsvatatsesetom shard¢daeatroargloek forfa pradetatinffedrpencd obeémeedhfiat i nes
"t2" and "t3" .i.s, | ess than a predet.erm ne 5 periqd.of ti and. there is
an”over | ap, CPPHE LS RO EReS T4 HBF OREraTR ALTIng 18 PERGRETEE RN, oh ¢ he
two di bher entiod 6POME Qe uRt & dr&fi&d ¥ BRthESpFOABF HRMisWe bk NoQh&BIJKOFok €l at ed
to the distance between personal conputers with fixed |ocations to identify
a si tuat i orexemplghif gte useras utiadly|graatadyp J0gnipate peaest efiepglusiToackessgordoek t hi s
enbodi nent s _hased. th [ » ] [ 0 30
cccurring. viied Thg s Rl el ARSHTREL A bRD @R Beh U Bl
define the dinclpehinds niduté pericaly dielwder is grahed a fiirtiepdrive dfiexduditve avoedsdo
reasonably take for the authorized user to travel between the | ocations of
the two coﬁBﬁP@#@. To continue with the prior exanple, if the difference

bet veens i Mes * hbrodimdrBaddfs s A8nR of (1 FBrob e (S madbedyine 2002

reasonably take for an individual to travel between the fixed l[ocations of
the first ograhtskbaxohsivpescssatala shampelearaic hdoknvithtthé abiliyke kgnewtoaexignd

unaut hori zed i ndivj dual .i ccessing the electronic b . Anot her. probl em
that 1's addneEgid Be RSy BSCRY SeRTuir wheF FBF Btk PRIALe RN GnE T
whi ch an orgré ek ifdm Rasndricedas AGhind® cREtrdiRY KbokeRdhal BeStHacRdsitekA ONS to
t he sanme el ectronic book for individuals within the organization and the

book is avairings exclugve prsesssen boakasty asrds inrelsnietthe haok arickiyand fara shert er net .
An | nt ganet e%iﬁd STIRY. | RhisYenfbokGak 'of Bk i\‘x%xﬁibf?%ngf refxé\% Lﬁéﬁérﬂﬁtat h{é ghi ch an
organi zati on has a web server, a nunber of persdnal conputers at each has
a web browsselusizadcasnet wahired bookcidadoadkiaignd asyotiated adquesiseldhgiettheen t he

web server and the personal conputers. In the intranet situation, the
el ect roni ¢ 1986 Rreirece}vgd a&‘%‘&g 6ﬁ°¥‘ﬁ%°g5h§8?ﬁ1?5‘f‘}‘%"14'p§“9\‘£%‘et§8? that CamReAREr ef or e

out of the fhf @€ breAQBTiRLd fFiol BEHRE thEcefTd d3RtiRAMth thOplidl exafmBRS, 1t 1S
necessary to make it difficult for the electronic book to be electronically
copi ed. The present invention addresses this problemby encrypting the

el ectroni c book 15 and only decrypting3the pages or portions of the

el ectronic book for as long as it takes to service all of the requests for
access to pages or portions of the book. Once all of the requests have been
serviced, the pages of portions of the el ectronic book that have decrypted
are then re-encrypted. Wth this protection schene, unauthorized el ectronic
copying of the electronic book becones difficult and if possible, likely to
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Fig. 2A shows the display, as seen on a subscriber's nonitor, of the

subscri ber's personal "bookshel f' and the subscriber's shared "bookshel f';
Fig. 2B shows the display, as seen on a subscriber's nDnitOé, %f pages
of one of the books fromthe subscriber's shared bookshel f; fH i%?“23 is a

fl owchart ofif i heokiet ik BBodiital RgGespldtiag netheibbok 4t sednds tHedndt ¢ 5 haakwbel f web
server to assure that a shared electroni¢c book that is reserved for a

particul ar W&k 3 minuisrResiag, the Bsiodinlexelsiyy asesss issstanded for affuriler pEBOG i ght t o
access the d Wadle . Aal3.CJ : that a
user can ext% gﬁ@%t ﬁ@?l?hgerl o?jmg(? %@:@%gﬁ}gwgglté‘ég?%tﬁﬁ%r?ési%%%e@%%u%oc rage‘;\li c book
under cert ainpt b mubslhstriéesinutes & the 3 mihuielpeticd, tretbesk Brcleased.| Byis teleatdre
patternn;gn whi ch two. "coqki es" are bei uscled, that is indicative of someone

" n I ng
obt ai ni ng f PEEHILEERLT 2 ceidE angd a-iSﬁ@atéﬁ EOHTShIRANG Holkg bogk gre seenjia the ffshwchar t
of the evenyg SGRLE0 ndidB&Hd4f Yi ng unaut hori zed access to the
el ectronic 625’?(121%% f Eyg%}ﬁﬂrhﬁa thori zed individual who has obtained the
user nane and pasS$weddiesstheposabititymf h nea beisgable mmontRali geew Gdirancdus® ar e

flowcharts illustratjn h t d.to ter copyi ng of | ectronic
boo tnnt i 2sskold shig bck 3 AR2 SR brRe et SR Bt BorE o T on
Figure 1 geqgiairinty inhlbited,r #oRr enbcdiReH: SddufRtMQEdetSYSthe nbREI ke &4 ng

el ectroni c books to a plurality of subscriber's conputers or conputer
t erm nal0s, visingmberofimnewaly afcraapes2 B anaftemativg embodimenty e awnli@ of Tieekisy'st em 10

i ncl udes an_el ectronj ¢ Gopk, web rver .l 2 pluraljity of subscriber
conputers o?n(i:aéc'ﬁgpﬁlﬁ %drref“ée %‘ilﬁ%%lr%usiﬁe, Segrrl]gurédrg ﬁ‘ﬁtp 5??1e?h%%gtué%%i%eﬁctws“gonveyi ng
comuni cat i agtessheh weedbdoRen SEEMS bbthih ABEEwWaRE incefasddhe tiehgbert dfeéneamEput er s
14. The el ectronic book web server 12 includes or has, access to the

el ectroni ¢ Bi&sest HawR Hrtbermmhel bt Yo RE RGHISTEHIeR SrPriosiptrdsr df 2415¢7 a t he
Internet. | L L r.enf he
comuni cat i ger@gs\?\% {)k?gsf;%gﬁ&s]gsb%ﬁe;dﬁ%FJ%g?r%&%%%sﬁ%ﬁ%k@thsﬁ os%rgr{lirbglg‘r—‘gg%%put ers
14 can 1Ibe pexchehalacezeshetusersyithnbe lovwet pdidronwjll nuebe grehted b sinewsl, @rd athe ot her

type of machine that is capable of ¢ icating wth the server 12.
General |y, pointtgatihghoo 0891 broTeaBLE P Be eewefgélﬂesh@lzﬁr@&eﬁ% HeTamd a web

browser, a pRMisivRhc@BoBookiftith Rfiol BPtthe. dRMEL furthbKEntbdiBURORLGsQr MoUSe.
In addition, the subscriber conputers 14 are ‘each equi pped wth software
for use in hisdwemgranted eatlosive agress thadkesk prdsontauedsiermined siember ofitherThe

I nternet syste 16 includes a .server I/Qinterface 18 for. fagilitating
comuni cat i Bsf%sngavferrgﬂli"‘atsl’fg Lo P ﬁ%%so%koﬁ%au% %er“séef?f%t "o°°?ﬁ%e°%§‘8%3§? Y9 5and from
the senger diistreudtRsspPeHsd,thdAREr WillTPUbatdth reddwlsE VWEE thaugubeenisber 1/ 0O
interface 20 conveys conmunications _fromthe server 12 to the subscriber
conput er s 1accgsiderieGbenninge and ihs bpolhwil hembrrewe avatlabledo theothes uegss. 12,
Generally, the f i : i

subscriber 110 i Maapy Pty g ARKEID drb b Rlcdiert o B0 HonlcloK 11 der
(1'SP). The &ndt ehidelpeficens iba oyirchad aser @an acoessntheir ook abf foémgpaktidubarel s. The
| evel presently being used to comuni cate el ectrgni,c book rel at ed

i nf or mat i on®!FEPORKEORBRIAY WG VR B CRRIRRN 21O Aehng ?WeWIEPém%’ba'ﬁ Ri%tes

accor dbRg t Qs PESHRE 8EdTIhE SthsB1RAAGE bf thEPAsswH 1d StSin RAAIRERE] heWBt 1S
termed a "cookie." A cookie is a unique identifier that is assigned 15 to a
conput er whareledrenic baplut Bie firgsent iaveniiomrddeossss Susproklpmde the dnternpHimtransiki e
permts the.web server t «track,of the. te.of . pg¥la)] i,ons between
Phe server sty et eS8 RS i e o RhER bR T RS8R

i |1 ustrat esomdre dariguath S fraydulatly bethining atoepd walpapticake slettrordidiBodkonitt or of a
subscri ber conputer 14 after a suhscri ber obtains access to the server 12.

)

The di spl ayshepidbg appresiptge thabat ks RURAN thenspceps dusing thigh "seokigsapresByizd al | of
t he el ggt r oni: : thes : g i,e. does
not shgge Wi t'% dgﬁ‘g@ﬁg}r Hgﬁ%%%ﬁll @ggﬁﬁ%@gﬁp‘g@@ %?ggﬁén%fds%lggils 5155‘?? astélg shar ed
| i brary poriccesing8n tlbettonid Yook fromittes differentfortpueredndche simatonbnekshttivat t he

subscri ber shares with other supscribers, i.e, has the right to access but
cannot acc e‘i‘E‘grﬁPt Ysfrs: Al Least onp Préwg‘gﬁ BBRafthazel wer B’?rac?e§515£g‘8§ B8™f he book.
2~ Figure 2Bkl |tbubéqieRdy, aNod) Ralvidiiscat 206 ki fitkp hadond? cblightedsortwdrk cal |y
seen on the nonitor of the subscriber conputer 14 after the subscriber has
sel ected a book for viewing fromeither the personal library portion 26 or
the shared library portion 28 of the Iﬁbrary di splay 24. The book di spl ay

i ncl udes a page display 34 that shows one or nore pages of the selected
book. 30 Wth reference to Fig. 3, the operation of the web server 12 is

di scussed with respect to the situation in which several subscribers share
a particular electronic book. In particular, the comuni cations between the
server 12 and subscriber conputer 14 that relate to (1) termnation of a

o v o oy



8 June 2002 the other subscribers that have the right to access the book
have an opportunity to do so; and (2) the ability of a subscriber to renew
or continue their exclusive access to a book. Initially, th J@bg nger
must obtain access to the server 12. This is acconplished b %’r

I nternet sysitom 46 usingan amhositedaisersaanavoed adcgsaan wedttbnid uskpeashhsar i ber 5
conputer 14 to the server 12" | f the usernane and password are valid, the
server 12 a¥dl Bpdssyed agwiqus " cpelis quBos %PSthéF the fisst WS 3t Bhs firsh @erseBMsmi t s

t he cookie e ut er.
Subsequent |y éo%p o g WZIE §§§4eg etooﬁggg 2%lﬁethé]ssu}= srlg ﬁhrs‘%) e(rFthg EEC%? gérrsoﬁis{ogmu%e@
comuni cat esrlla be aequed t"coottiedN. | Ac| prdemutl enooxdp lai éqookm" tdoeorspmniear eakR f or

access to a particul ar shared book. If t book i.s avai . nhot
pr esenttt’y AMBRUHBHOR FORG USFIP Hs VA EEER Pﬁewmfrréméeer%to ?Szf%&ameve

nmessage to jhhge §HRIEF %rtw‘éQ{ﬁRHttee’rcodldesV'o@ dfi&d Hf@fe?é’nﬂ tatstﬂegﬁﬁm 16¢ tthgat the
subscri ber has been granted excl usive access to the book Subsequently t he
subscri ber q@gemummwaubemm"béomctd)mfuﬁeandlzbco@ perboriat cmeq'uexstte identifhe server

12 t hat t I I t d k b t,toth b b
comut er " 1A uaRZRRR Nt a5 & WA RS dReT Rl of beife ot

assi gned tQui%ﬁz@@%@ib@@f/or@%Q@Bmﬁn%flec%mc%@k anal yzed by the server 12
for determ ning whether or not to term nate the subscriber's exclusive

accessl@o the bdokongnembastimeratt & 15 diswgjedviteat Hep mmuticatione gemadinghe peri od
of the subs " X€ Q h 12
initially é’ra ?Elrt 8ﬁsu eﬁ%ﬁ%@%@%@?%&%\?ﬁ%@@@és 8gt&/ﬁ“e£3tg5§fnd?‘hé‘%l

subscri ber i$ scceddlng ope aninet etecpondBbsks N MBepgpiods efdingd associutddsiitethagwess. For
exanpl e, the server 12 may grant the 20 subscriber a 30 mnute period of
excl si ve dei@esopke: fat BEIcheEnissBHbIC Wit SPRETSErRict sagle uBeTAN VB cei ve a
request wit R Kiagreli OB IARaHRESE dd Gikbflod Whae BY BERE ed
period of tOk}eItlm 1que)“slgrl%:/%(r?l fZ e?evgies taﬁe sd sdr:agoe&r shir?(glﬁ ulgdﬁlvkgfr{a%@ess to

t he bobk, tukeriethtaimmiiangss toa riadalnlaavhhﬂrcam booko Fot tvempda, fsdn) I'toeks=01To
facilitatet rmnation.of a, cul ar subscy L ber', pUsi.ve access to a
book 25 whdntehecaietimpal” B hierbadtei TR LBty Rt A FG e ang

bri ef peri qfyQt "G BEd 1ateheec§rr@§ SAURE i, gﬁt}tﬁi‘rﬁé §31 ERO8PebdRf tifde® M1t ey
subscriber conputer 14 to the server via the Internet system 16 are
further anat2yzed (4)Speet’tﬂ'i g ddterythan time H2", thenvhere ig 2n d*ovelep that is rreh@rtl\ve of
subsequent e subscriber, co thin. th tLer portion
of the perr ?rEré gfh‘ran% e uCh &Y ngeéfrapt():% Sthl e%%%%‘tl %a tess to

t he bomk, tsh@atﬁ)anwruch?a shkld artmrmae&rtlhﬂtemmﬁnsth&,em&dlmehmmpet@ccess to
t he book upon expiration of the predeterm ned period. In many cases, the
subscri ber 'ha&8s a8 OFEICE RRokS-of tl%egééh‘éé‘t“@{)‘o%@(fkmﬂ"érm?ﬁ%@t tSHJéPﬁ fae

predet erm L ty Shi

provi de a g%dovgﬁéﬂu p% o5t QFEI tilvﬁlryzs%&?g‘?{&tdlr@ ‘?%5@8?? bgrﬁtlfdge&lt%ﬁ}dﬁltahe peri od
duri ng whi aBingleytioare remcrb ah;ema&mgbosm t*tvodtffee:nbmhpute@ss Tohowinienwili g. 3, if
the server 12 receiy ubseguent u, I fram.t ubscriber within the
pr edet er mi rtrté“uexf'll'“ﬂ?g: fﬁg‘? g“lfﬁéﬁn%@%rw?rbté‘?‘%n 2 ?Ef‘ﬁtgﬁf‘ LpeferemiBed ccess,
the sulyscribgsd f tBes hRtthek lgeagpwéslhyqia@gqgefsgsuh&dextended To 5 accommodat e

t he need to term nate the subscriber's exclusive privilege when the

subscri ber onl yImaegsr erbadinaentt thetine aiv ey thetweodiientfiepolsies efre yseeivesd of tine
and the need t t t he
server 12 opariyie S iutifnsREh [ dttedlo BEELURRAGE FRROIE bHEER W LS (¢
subsequent f‘rxe&]utﬁﬁtxortsrterﬁueﬂtsfysubexeﬁmbm whihrfeneiiy ¢deiyitd beroctitéing aty portion

of the predeterm ned perid of exclusive access. 10 To address the
possi bi | i t flabpEe. athis,FRbediment is Haghg Wpon; th) sshmpigyy thah Faud ‘ﬁdﬁﬂﬁ@r togge

ext ensyPns oL Oy il heR 8ld GtrefhcSNE likhes K?trﬁct%su%l Jeh%o&é?%d'tﬁét%ﬁn&'%er whi ch
the server 12 grants extensions are nodified. F%r exanpl e, the server 12
can requi r endpoatts mﬁjheoveetqprsslm thoe theetgreé umuldmchtsmabt)’rrekerbdtlmeuthhezqﬁeri od of
ti me when one o rrustélg1 recei v xt.ensi on.

A Lottt SR e iR et TS8R b e ahg R rts s o P e 1 BRET b e

the nunber pfm@¥! 8NEd GifBrdnbs bEFEEStimbs Par biErt3alst18dsNALd HE tinfe it Wolle- assi gn
users a priority code. The server 12 then uses this priority to determ ne

whet her or not to renew a user's exclusive access to a book Specifically,
the server 12 will not renew a | ower p?rorrty user's exclusive access if a
hi gher priority user has requested exclusive access to the book during the
| ower priority user's period of exclusive access to the book. 20 Anot her
nmet hod that the server 12 can utilize to address this problemis to deny
renewal of a user's exclusive access to a book if a predeternined nunber of
other users. have requested access to the book durrng the user 'S perrod of

o o " o o o A~



TFhe conditions under which a subscriber’'s exclusive access is renewed are

t he sane as descri bed herei nabove. However, the manner in which renewal
occurs involves the view ng software establishing a commniﬁgk'bg%o@%t ween
the subscriber conputer 14 to the server 12 via the Interne nd™t hen
conmuni cat i mepsenably take farainvedivigpal 1o trava betveiem ther fbrediedatios afithe Supsud | ber' s
excl usi ve acges ., .ex rver. 12. . _have..

det er mi ned £ Cz’fl agérg?%ﬂgornpp%?%&drﬂg ﬁt lgég‘gpl{hgt i‘/\’}/a‘g}ke‘ﬁ“?]‘g’“F %Jlgélé”ec{sl%%f ReBk and

i nform t he shdgedtiobRrboeRMput er 14 that the renewal is being denied. In this
case, the viemﬁnaﬁéoftmare operates to disallow view ng of the relevant
book just as if they prablemplet & aderepssd by the praspitdnveationinraeesibgisienriitn ed. 1 ~
Wth referer { ' 4. re [ ' |, sses the
or ol em or - Gngist btz s Burchitfs R Hibre LEUSERE LR R, AL GRS
passwor d, t Rkittré@iic Bodkhr Indéddimlbsichin frerorgmeatibm aiChe 6ol Bavabblab tH?2 and
using this information to obtain unauthorized access to el ectronic books
provi ded by U$He QEF R ntmpet rather diap (e Intepnel g dndaganst 5sgenyaldy pdesabizedagai n
making use. Gbistor GRS ih MHRINVE LMt B SUPSLLRRE RATHRHb Aol 20
where the |nJ}V| ual or 1 ndividual sTassociated wth the subscri ber

conput er s 14oroptters Hatieamb bess web btowmsers erderetworkufer engrdactinglcooimsmibrstonsber ' s
access information. Specifical]y, the server 12 |ogks. for a.pattern in the
cooki est% ecBFVEET ?l?eo%&? ﬁ%rvfwdlsﬁ‘ﬁsofﬁoﬁ rco&?H‘bCﬂst'ehré (a'f4mfrﬁ’éett Sfrggioﬁdlﬂtﬁat ive of
fraud. WthepatdniChoRls b&&QT RNELogtiFdtigHs wéb §iekr and WRRRHOHR oPihe M

i ndividuals uses two different subscriber conputers 14 to obtain access to
t he server 2&ubpofthtprovider of tiesook blythis easpit i@ nscesspryntoanaka atfditfisel fonée a

uni que cookie for the subsequent ..co ications. For exanple, one of the
subscri ber 8§H%ﬂ¥%?¥&fﬂg%86@8”%@”2&@?%ned "cooki e0l " and the other

subscri ber conpurky prigencigidntiohad@sstgnBrontan sy @Actyptinkhie slettvwaiic Bodkl 00ks
for a pattern in these two uni que cookies that is Indicative of fraud.

Speci f ileal | 9ad quipdecpmiiag theopages PrROELIQNS 6B etrStroRjF bpglalorjas dangaspitakasper
conputer 14 - i Lo i ooki es.
[ Ko ge, Lt AP e e L SR el Dol o O TRV B IE 10 T e
server 12 teqhestd hevet beer sbwicadethe tagesadipeetms iof ehe elektranse bddk thhehaei s an
overlap in the two sessions, tgg egver 12 Pres nmes tha%gsone?ne i S

fraudul ent | JCRERELYF ﬁﬁ“t"h‘&"%@t r With thig profeqtian scheme, yrguthgrzed electigricr  per i s
- 11 8 ‘]u&ﬁJyg’%ng 1R QYRDbAE bbb BeafRs bl bR iBFENBLe, likell Qo WeCHiR0OKS.
Typical ly, al'l’" requests for access that are associated wth the suspect
passwor2@ arexpgeniveed for a specified period of tine, after which the user
that is the owner of the suspect password is asked/required to change their
password. To avoid | ocking out a valid subscriber that is using two
subscriber 5 conputers 14 to access the server 12, the period of overlap
that the server 12 uses to nmake a determ nation that fraud is likely to be
occurring is relatively narrow. For exanple, the overlap needed for the
server 12 to take renedial action nay be 5 mnutes or |ess. A possible
refinement to the overlap period having to be | ess than a predeterm ned
period of time in order for the server 12 to conclude the one or nore 10
individuals is likely to be fraudulently accessing the server 12 is
possible if the |ocations of the two subscriber conputers I-1 are fixed. In
this case, fraud would be indicated if the overlap period is |less than the
time it would reasonably take for an individual to travel between the fixed
| ocations of the two subscriber conputers 14. Wth reference to Fig. 6, the
present invention al so addresses the problem of 15 unauthorized copyi ng of
the el ectroni c books when the systemis inplenented in an intranet or | ocal
networ k environnment in which the provider of the el ectronic book does not
have direct control over the access to the electronic books. In this
situation, copying is deterred by encrypting the el ectronic books and
decrypting an el ectroni c book or portion thereof only for the period of
time during which there are pending requests for 20 access to the book.
Once there are no requests for access to the el ectronic book, the book or
portion thereof is re-encrypted. Wth reference to Fig. 6A this

nmet hodol ogy is inplenented by initiali%ing a counter to O in the server 12
before any requests for access to a particular electronic book are
serviced. The counter is used to keep track of requests that are
potentially being sinmultaneously processed by nultiple versions or threads
of the 25 process illustrated in Fig. 6B. It should al so be appreciated

t hat because the counter provides this tracking function, operations

i nvol ving the counter, such as increnenting and decrenenting the counter,
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12 8 June 2002 0 to a value of 1, the electronic book or relevant portion
of the book are decrypted and provided to the first subscriber that
submtted a request. After the decrypted el ectronic book OrSBgIWei%Ubrff t he
book has been provided to a first requesting subscriber, the counter is
decrenented. |f there arBRIGFTR¥SCRIPTIGN OMTHE &REWINGSor access to the

rel evant portion,.5 of the baok (i..e. i|f the counter iis still greater than
0) after the firdg SR ‘ﬁ@g@%‘&f@r‘\’%éf’wﬁhgPE‘E@W§§PW%F°IPH§“8@&ypt ed
book or por§benstffont 1Rat RAGK hbsSa WeBroe:t Sidt e 1B MM S Qfhvagihscr i ber
by a second active version of the illustrated process and so on 1 n FIFO
order unti |coainhunidagionse fetwsers edvdivef the plurslgy \df edsonddnmenpaitdrs nind theeyelest s have
been segvi cbed i.e. the counter has been decrenented such that it is now
equal td 0)°™Y#& | ast 10 active version of the illustrated process causes
the book or rel eyani pewt itediplayt RebiPGKa LB sEder EmERIETY PLtBsubbdttepdy maki ng
it difficult for soneone to nmake unaut horized copies of the electronic
book. To f wpershaal "Heakshel€ ppgithrpubsandetssbired Sbaokighstféd with the server's
domai n name, ang.deggr el i |l n.the server whose.domain nane
mat ches the dorr%i’%i%%as%(‘rg&’sengghéﬁ%laﬁgﬁgn%gﬁscgbqémonﬁ?{eoﬁw S5 040

descri pti ornvfere HobRs froviehd sudscribvass dhaed bpsieseiit ed for purposes of
illustration and_description. Further, the descridpti on is not intended to
limit the i nvenfi®a it dlewdar of he drdsorguecsstisrformed inthesdastierie bookshadt i at i ons
and nodi fi Gy sﬁﬂr%r FPANT R $H: 35 Rarkd El@ct{oﬂﬁ %QEY}?M ﬁs%&lilv' e;a%%]a E‘i}qcﬁg}%s@#' Il or
know edge in the relevant art are wthin the scope of the present

i nventi on. vEbbemxamyhitabld toethenugans thertevarhe ragpploiacedss thetsbaredbodknindemet , 20
an intranet and ot her conp ter net}(x\or ks. Moreov t he {nventions, while

L, .

descri bed WFEH? FESFREICELIE 1R AIHEHNY 23BN e‘étre%‘?glfgtﬁe’é PEXEHFXE B ot her
types of regdeQRhtd €REPonid bockhRHEdeRhiA RirBBnARRESC] ated that steps of the
various inventions can, in many instances, be performed in different
sequentes from Fimdelutstes inbpvdrlaphinehqpatiémnn wdich o déavisies” e being bead

her ei nabove i s .further .i ntended to expl.ain the best de .kho of
pract i oi ng SRS HGE B E say rRlsshiener & B el kenit FOte art to
utilize the invent kqNa ABw¥R dTUse SFHQeHNBEYS infiaehtiih B uhAiBhOHREd BdESss
nodi fications required by their particular applications or uses of the

i nvent i on. tq the plsctranichpgisehetifpyan ppauthoppreiadividasl ayhedapebtaipesthe usesnams | ncl ude
alternate I t ng. permtted by the prior art. 13 8 June
2002 CLAI @E@Sﬁ%&gn@noggégutkg%?ﬁéﬁ %néir i nsuring that when a data resource
whi ch 40s | ocat eBigerofaanidB seflvetchaan dlussatagabs segsl wedi detagpopyatg éfjanof
conput er users that egch. have a weh browser but is only useable by one
conput er ugKFrogHc g"ocki &‘ét ﬁé’éovb‘feegﬁoé‘ﬁs%bﬂ%ﬂ’ef@'&"@&ﬁ‘rputer user, the data
resource will be nmade available to other conmputer users under certain
conditions, the nethod conprising: first transmtting a tenporary
identifier to a first conput ePER4EIT) BESERPTIOMN first conputer user of the

plurality of copputer users.that have the right to access,th at a
Pesource! 111 ot Fied s UL Hn B P Fpaatnt O i REBE Rt Fehda
resour ce f pedkstd@piliralistofCaEpLbeRE cafm bt at@ehpuict Rrhingls WHisH is aadpufter user,
said initial request including said tenporary identifier; determining if
the dada r &fergdce a5 sYsigmil Padhe systimyig mgﬁlg,es ¥ eleqironighogk ek serverl . @

det erm ned : Yol i I i i first
comput er LB RHELCHRR cFmphf of Wt PR R4 AR AL S 15 1R

pr edet er m nereyisg coumohicitionebetweandhelserec &2 midggclnoSthb seorer computerst  t hat

| ates t data r. f he fi t jated with th
Fret comitoimarronE B G b b ehatnE b IR re g edart oy
identifieraesReemd thud wBtdibeNGniutdP] 4/vih theJaierhet URSAGBRALhE SAWRSD 1 f said

subsequent request is received within said first predeterm ned period of
time; 30el ebasisoffwalsdonrinanagingsrcoamemiitueatighs withthesnbscoberrppmptitersnled. plhgr al i ty of

conput er users.that have,fthe.right to es .data [ n the
xpr rat | onSGperky T 14 P8 ot b inel BuREER BarcGRubR, Bed BRIt quen
request fr ot thpe bf hadhime0hiUE Edpabls O cinrhalcating vithitRe §drvaatl 2C Gaperhley, user is
the nost recent request fromthe first conputer and is not accorded a tine
that is within a second predetgrnined,Period of time, wherein said second
predeterm ned period of time is within said first predeterm ned period of
time and less than said first predeterm ned period of time; and renew ng,
if said subsequent request fromthe first conputer associated with the
first conputer user is the nost recent request fromthe first conmputer and
is accorded a tine that is within said second predeterm ned period of tineg,
excl usive access of the first conputer user to the data resource. 14 8
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2. (Amended) A nethod, as clained in Claiml, wherein: said second
predeterm ned period of time starts after the start of said first

predet erm ned period of time and ends when first predetermgﬁgnggobgd

time ends. 3. (Arended) A nethod, as clained in daim1l, whe d step

of renew ngtherabs¢eibar dotipavers iy bdeh iehedelasy abebraw e SEmehitdriad fsbms kimlagtput er
user to the data resopurce for a third predeterm ned period of tine if said
subsequent {Bghsewee. like 3KeyEPE T Blopsemin %qqleﬁona the HbsRibAT compmtess Mg cach

predet erm DagigBes bl sfitwiit I uséin vieWIRNAEHdctOn RO Gro A by A dBHlct 5. O 21 I 1

wher ei n: tep o renew ng I ncludes renew ng the excluosive access of
the first cOnoteatet systemstl 6 itcheedadeaver E@muerd’m.el&forfaaﬂxtﬂmgmﬁmﬁluhmaﬂidiﬁr

pr edet erm ned riods of tine if required nu r. of further subsequent
requesté oractg‘érsaléi‘} BFrrf‘é‘g“H“rﬁ%ff lgr@ SHYVEF & ﬂ?i@@f‘bﬂ‘rﬁ HEYFT it Onteof one

of said furstuB?anQf %ﬂ{g@fe’ﬂ ned pefleasks, of shbs@ﬁbera% rigtef@sd N tcgﬁ\é ta

resource for allocation to any of the plurality of users upon t
expirat i on einmurecaibns &ioth thsrr gemear 13r wdE eubdcribet mnmmfds ldf andi fremi thesai d

requi red nunber., of sal subseque st accor d tinmes
that are wPRroELraRplasdEcP ihs SV dper s Rdal Eadionotats S

predet er m NaRrPES | PokT/O the istBscriber O MREIAE, 203§ pedvaddiEsl bl uﬁl»rﬂbtr@eflverwher ei n:
said further predeterm ned periods of tinme decrease in |length as the nunber

of renébhal sPrP‘ﬂéfPfdb%Pés The Intamgesysisa 15&@eé1t§|qwllnrrbecpéﬂlrﬁe¢m \ehvelseiThe t he
nunber of ch gxe;slger}tn{} E&JE’S% y%&%m S%S tr&r{)«%&o&ﬂ" %Porm‘%«éxp 1sqh§ ai d

predet er m né °sa| one o erm ned periods of
time to obthﬂdW1dem&‘M(bvm\v)creases as the nunber of renevval S increases. 7.
(Amrended) A nmethod, as claimed in daiml, wherein: said step of renew ng

i ncl udes renewi ﬂ"@et%é“‘é%Fi‘ilé)\fe\?é’l’é’i?&?é§%c°6%‘m?e ket FffF‘?’eé@tm’értFﬁ‘mJ‘?té?o uSartof o t he
data r esourtﬁ'l?plfo%clglﬂg t@%{ idl R EALESEEL Ped PRI 19§Iurﬁgletlhém1 Dh&SS Ia% g?g(pond

conputer user wt 8 June 2002 | gher priority t an sa Irst

conput EY user céraputéyedrenderdosghutee oesdly hccessaea welt servees hr @ekatypermmi¢s thai d fi r st

predeterm neecri) S%Ievreir ?odkeogp ttrz{cﬂedf the state of communications between the server and the
computer in subsequent communications.

Figure 2A illustrates a library display 24 that is typically seen on the monitor of

a subscriber computer 14 after a subscriber obtains access to the server 12. The display

20 24 includes a personal library portion 26 that shows all of the electronic books that the
subscriber can access at any time, 1.e. does not share with another subscriber. Also part
of the display 24 is a shared library portion 28 that illustrates all of the electronic books
that the subscriber shares with other subscribers, 1.e. has the right to access but cannot
access at the same time as another subscriber is accessing the book.

25 Figure 2B illustrates an electronic book display 32 that is typically seen on the
monitor of the subscriber computer 14 after the subscriber has selected a book for
viewing from either the personal library portion 26 or the shared library portion 28 of the
library display 24. The book display includes a page display 34 that shows one or more
pages of the selected book.

30 With reference to Fig. 3, the operation of the web server 12 is discussed with
respect to the situation in which several subscribers share a particular electronic book.

In particular, the communications between the server 12 and subscriber computer 14 that

relate to (1) termination of a subscriber's exclusive access to an electronic book so that

y 8



8. (Anmended) A nethod, as clainmed in CQaim1l, wherein: said step of

renewi ng i ncludes renewi ng the exclusive access of the first conputer user
to the data resource for a third predeterm ned period of tigﬂgqul 803 2
predet er mi ned nunber of other conputer users have been denie cgess to the

dat a resour e ok duBerbads that hAvithddh 8H &S REE% RRDoPERIVRUn 8hpdriuiRy tPdo &;Met hod,
as clainmed in daim1l, wherein: said second predeterm ned period of tine is

| ess than saidd2Xthe shilifyrofdgtlscribardel rqpewion donsinue thew exelndvesaicess$¢ @podd. second
transmtting.includes repnew n he excl usi,ve access..of .the first conputer
user 1o t hatiag HESBrPaR Y b FRE IR eReR R FRarBois SompiTetddiT sai o
subsequent \(sgfpUBS TntefmeBSBRNTO6l tRtrhdsiBt & Df¥madnfe AMdtgabshos@ ImSL iakkiber
predeterm ned period of time. 10. (Anended) A nmethod, as clainmed in Caim

1, wher &i n:cogwutpr déde e ssrecddedringayerpame e passworderasyalid thegerver 12he start

of said firgst. pre neyri LITE. sal d st. f 2w ng
i ncl udes re%%%% naggﬁ]@é Mﬁﬁ%@gé tgégscugécsr}b S%ﬂrﬁ%lr&gée %’%{}‘r‘gﬁ% tgure S‘:J’Jbgglr%vxl{ o the
dat a r esourg@mphert 14viaheidteeedetrr 16, Ifabsqgedntlodhefubkdriver isks thakubsetties equent

request is accorded a time that is within said second predeterm ned period
of time. 1IOMPRIFEHHOHPMAIRIRIES A repssteyBichengludas @F 599K to hespet2 94 d
second pre | N [ | - it o first

pr edet er m %§%£f){§rzﬂ%d ldgﬁ E%@og%dﬁgaé&%i%ﬁf;l%b%% Elr%te%gtég{rl%lgﬁloe%égg?i od of
time ehlds; apaihdr stbeqibef, thewoved |2 cameys & niesngt waheigbscribenevnmyert Ideviexcl usi ve

access of t first co er user to the data resource for a thir

o edet er i HGTSEI S T TRnE Ptk biibeuranie PelaReecss BAohiA a time
that is w thibfeqaaitd, aRGAPRBEALET BE BhRESbdR 86hMderOfs (b isinit i@ uestProtHie 2002
12. (Amended) In a’'systemthat includes a web server with a data resource,

a pluralityewér Bshat pasieplat pagss eflibg seleced daoihbessride ihatsescmiter boropuierst 4whi ch ar e

aut hori zed to acgess. the data resource and.each have.a b, browser, and an
I ntenet/int raneﬁ%F Bt S%%’ﬁ%ﬁquggf’iwﬁ‘éc eﬁeholrn?rgg? tﬁ%mﬁ&e\ﬁ@éﬂ’e&ﬁo&h%‘%s%%rel\L/er and

the pl al icbyip@tr Us alte SRMREL BY Ge sé@veraRfodddt@mati owhahdrivg Ubt t6 Gertrladte When t he
data resource is allocated to one user, the data resource wll be made

avai | abl e tthe sybsabenssaelysiyangeasss tadhe Beak 46 fyidetemHang thetheror Refdo €WRYt i si ng:
first receigyl i t i from
the web: serfiifiog BEnk Wbsbiied oltRRlveSpIRL ool STRB B Yerb DAY LT
a web browgeints the subschibed exchgivesiccésono aochsk, the vuheridat @ ands grantd 4 rom t he

first user conputer to.the_web server,; erein saﬂd initj)al request
i ncl udes sa&refe eérﬁﬂgpé)'eyo aEsciysivgraccess. For example, the server 12 may grant the

20  subscriber a 30 minute period of exclusive access to the selected book. If the server 12
does not receive a request with the noted cookie from the user within this predetermined
period of time, the server 12 revokes the subscribers exclusive access to the book, thereby
making the book available to other subscribers.

To facilitate termination of a particular subscriber's exclusive access to a book

25 when the subscriber only needs to access the book for quick and bnef period of time, the
subsequent requests transmitted from the subscriber computer 14 to the server 12 via the
Internet system 16 are further analyzed. Specifically, if the server 12 does not receive a
subsequent request from the subscriber computer 14 within the later portion of the period
of time during which the subscriber has exclusive access to the book, the server 12

30 terminates the subscriber's exclusive access to the book upon expiration of the
predetermined period.

In many cases, the subscriber needs to make use of the selected book for more

than the predetermined period of time. In such situations, it is desirable to provide a
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second receiving, at the first user conputer and in response to said
initial request, exclusive access to the data resource for a first

predet erm ned period of time; second transmtting, fromthesfhlbit qbzer
conput er and using the web browser, a subsequent request to fj i%] al
request thamedhahiielr iR subfridat @ dxemauie ferfodQlirin evHidll they HSRIexeRBRYt er to
the web server; wherein said supsequent request 1 ncludes said tenporary

i denti fi er;aceefstelthedwekvAnghovar intlig 3, itk t8e sasesrl 2derapies @subsaqyespreguess sai d
subsequent St 1 fsal o : : i } it h aid
first pr edel{r(gg %%nsggéc%ggrﬁ}lgg“%% tﬁl ?%?%6%??' #ﬁﬁ%é?evsﬁlﬁg‘{gbg{ I%g rl?\gcr# 3 eguser
conput er, agxclubitte cateson thehatbstiiiger'd ajeio esO erdasivaacdreeis rertendst:d For

al | ocat%on to any of the plurality of user conputers if said subsequent

request? i s FRINHBdate tacBFd Pel§IBERICARE SHBSCHBET SaBtcHIHE PR eV heRdfe s
within a s r ! i 3 j i

predet er m ﬁsgﬁ’ gké%ioggﬁ%%sr{% Pﬁg tﬁgsém&? ﬁ?{]q&s%%dszé@g&%?ggg?grﬂg% B%ri od of
ti me and | essxttibthe paiod of Exchisiveracchss ©rthe v, the seroet 1@fopetatms so antb dril§ t h
receiving, ifeﬁaayed subse%uent. request.is . the nost recent request and is

accorded a % hBFI9AsOhGREHSINE 85hes Y YheedyrifatushiraBdhn S1RsebsAS t i ne, a

reply to a fahelevitifaeesdr portl AL AreddidimittatRribESOIKERSivE Radesd. s Dased upon
a renewal of the exclusive access of the first user conputer to the data

resour te. 13. (Aeaddrssh)thepaseibiiathabassubbeiberid obiimdigaminprlinagghauneen of sai d
renewal of .excl usi ve.. f the fi,rst er c t.er ,fto the data
onoutt et SRS S Rl s LGRS W Xhn RS SREPHRER ededctydf1 5505 |,

(Anended) Ardiddredsibay areiaedified. | Fos exdniie, tHeabrvahtan rddatrethhefed r@@edthat i s
| ocated on a web server, accessible by a plurality of user conmputers that
each have &cwedsivsdander thegeduce s RaTIog Adimg WoRE@MEPIHROrS ARIUSTS RSt b ural i ty

of user CONBULEH S, Al LS ANLACAIRA Qetef [7 6 MASE uEOIRYY B 4o t he data

resource Wi e ava 0 user conputers un in
condi t i5ns extehgoned the dumberpif iestendonsinaeasds. g fadthel altehatidie/i§ ot praasdigrf or
conducti ng comuni ¢cati ons_between a web server and the plurality of user
conmput ers; UiHeR BN APEE: | ESETYET 17 Thep MPfsthif REORLY S A iR isthe CatPon port

for communiicatihng Wik M@m%&ssﬁ%ravo%k srgﬁéagﬁl ,?ﬁiesgrgllapfﬁl(fﬁleﬁdtire%}ltewet has a

user conmuni cation port for conmmunicati urality of user

conput er s; lgpvay\pridiingyseUséxetpsyaiadcess dra o gimmpniog gt usenhgsaoeduestad txaipdvar y

identifier to a first user conmputer;.first recei.ving, at sai se

comuni cat AETSsJB e o %H‘i‘qﬂgtﬂi_"ealfm%w& U5°hy peé‘(?ﬁfgggxc?%fvfﬁ%‘:eﬁéf’gh%ggur ce from

the fizest usBheCARRNE Bhs thnekr | Dbdd @lliz6 BOHdasREs thdroslEfGs Salely t@RRar ary

identifier; first transmtting, usi n_g sai d server conmuni cation port, said
é

initial reglessersexeheivoetseseloviebooksea prrieteaniard nugberaf ofher asehoe
conmmuni cat .lré?q@fes%)c{ doc 3% 18 ph&S Ghl se?é‘béjridd’Ufteké}L%i%eélES‘sﬁt . an indication
that the fir user conputer has“exclusiVe access to the data resource for
a first predet eWwhilaee speeid Bochas bedni describsed axanchitoriap dripetioduat assibsegibemi d user
communi cation port, said indj cat{)on to said fi rPt user )
has exclusive access period to a book or portion thereof, another embodiment of the
25 system 10 downloads both the book or a portion of the book and the viewing software to
the subscriber computer 14. In this embodiment, the viewing software monitors the
period or periods of exclusive access to the book that are accorded to the subscriber as
previously described. Specifically, the viewing software disallows viewing of the book
or portion of the book that has been downloaded onto the subscriber computer 14 if the
30  subscriber explicitly terminates exclusive access to the book or the period of exclusive
access has expired. In the situation in which the subscriber explicity terminates exclusive
access, the viewing software establishes a communication link with the server 12 via the

Internet 16 and then informs the server 12 that the subscriber has terminated their
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conputer; third receiving, at said user comuni cation port, a subsequent
request fromthe first user conputer relating to the data resource, said

subsequent request includes said tenporary identifier; thir r £ tinNng,
asi ng the server comunication port, said subsequent reques&‘j%@%m%\eb

server; fouglclisivea&ie¥d tBthe bk SBkFrafi6 ¥ the GRABHE &elusiOOadeestis nidnltiRlHY tO
sai d subsequent request if said subsequent request is accorded a tine that

i's within skybpthiheserveriddnd themiavens pmiatsd Toe sarverd 2, upsn detecting eepie@iog f ourt h
transmttin usi .sai d _user. ¢co nicatiagn port. .sajd reply to id first
user conput rt,hefef(‘ﬂ?ﬂv? 5%C§?Sv?er§1§,8’ gm]t&l?atﬁ%lt"g@? \i}‘ézﬁ?lal%l&!ﬁrﬂthe’éé‘f SS%beﬁ%r tsr,%ean

i ndi cati on HbaingsbBvdatupon e&eting expiation 6 tBasetisivehcibd Ret] nBvdnes ey of the
plurality of conputer users upon expiration of said first predeterm ned

period ®f tiubtsribsairemivirtiiegtie dawniesdnditionly oppertisiersaf- d subsequent request
was the most recgit. regle %nd%?%%sa s’ﬂ%d@gr%oefxgﬁgvgaéc'e&qs treq]%gvagvasé githina
of ti1ne, wherein cond prede

second predeternined perio sai d se erm ned
peri od of tdan® ab 8esefibddibaresiabel el IHosev@ e afamiarimehicipenewws ooturk invelvand | ess
than said first predeterm ned period of tinme; fifth transmtting, using

sai d user CBAHENINEAPIHACFERRIIShiaaRqOMAYRIERHINSRIYEEN the sultsPHRS cABBRISE hput er
SIXth recelyifseltr $2) HaSHOIRGMENT 6 LAANRA cobinlfufD Shn' AREUrvLegIest and

. . . ti ,
is accorded a tine t i's wWithin sai d second predeterm ned period of tine,

a repl 0t o candaminpesnewalpfebe subedriber'nexctusive hecedatoahe ewdufoe exduatle,itbe based

upon a renewal t he excl usive access of.the first.user co ter to the
ot s resourtaer bamey BRI RS HBE h oo BRI Yo AT TAT A o
sai d step ghdsifindithe 8QRENIeR BorRHAA1S tiHd FHeReheRval Bbéify Rt A ARd peri od of
time that is continuous with said first predeternm ned period of tine and

duri ng whi chewiog spReereuepsratesoiopdisaiow viewingoolethetrolewant ook tine adaif dhe esour ce.
16. (Amendesdg cA,Brrret Qr?oddo':t%&cw%ﬁcicg htacrllat i}/\e/gen a data resource which is
| ocat ed on “AOIEBTRBFNETC and i's” AcE8s ST bR y a plurality of conputers users
that epch have avieRfdémevaeFighutand S, tBdpr¥scusBadition biyo sllgessTReprobledser at a
time has been allocated to a conputer user, the data resource will be nade
avai | abl e to60%f {EROTE BEFERITS @PtAiNdRg e [RTEIAtIN: FYCAI4H 2 PERHPTY) BAan auderiaed hod

oD ) AR R LSRN IR b
t hat have tabesss t@hblecttaniaboss prohideddat thersesmtiiz.e The iserser 2 addredsegthan i niti al
request f Orpro%(l:e%(lag; aéa?n rtnglgng gste%f Iih%scgc%igs%egeliv%?ﬁtorr}lenjois{lbsstcriggrpggltpgtrers 14
20 where the individual or individuals associated with the subscriber computers 14 obtained
access to the server 12 using a valid subscriber’s access information. Specifically, the
server 12 looks for a pattern in the cookies received from the two subscriber computers
14 that is indicative of fraud. With particular reference to Figs. 4 and 5, when one or
more individuals uses two different subscriber computers 14 to obtain access to the server
25 12, the two subscriber computers 14 are each assigned a unique cookie for the subsequent
communications. For example, one of the subscriber computers 14 could be assigned
"cookie01" and the other subscriber computer 14 could be assigned "cookie02". The
server 12 looks for a pattern in these two unique cookies that is indicative of fraud.
Specifically, the server 12 defines a session for the first subscriber computer 14 as the
30 time between the receipt of two consecutive cookies. Likewise, a session for the second
subscriber computer 14 is defined by the server 12 to be the time between two

consecutive cookies. If there is an overlap in the two sessions, the server 12 presumes

that someone is fraudulently accessing the server 12. In this case, the valid subscriber is
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associated with the first conmputer user, said initial request including
said tenporary identifier; determining if the data resource is avail abl e;

19 8 June 2002 providing, if the data resource is determ 9@ t?m

avail abl e, the first conputer associated with the first cong 0F 415 with
a conput er preeshadl foncapyssinf thdwerdat 2toviesobroke ; Typically dilingquidess o acséss conmput er
with nmeans for preventin ccess by other of said plurality of conputer
users that ﬁfl?étvaégi‘ﬁsf_%m?tleﬂ)ﬁ’?thtt e%i‘é_?:eéégasf‘ﬁ%ﬁ&éﬁéf“?egsfﬁhf%c‘?‘ﬁdi’ﬁéo"cﬂftt@% esour ce
that has begh: RhRYEGHel Ratlidi8e BM&Ef&@E&‘FE&FMBM‘is LREU/RG I 5 E&HLT an
event; and meking the data resource available to other conputer ugers t hat

have t he ritybir ppswactels aveid lokking qut 9oihd eulistrileaitioht ey vsing bew subscritk?. A

nmet hod, .as clained,in Claiml6 rein. .said event ipcludes.at | east one
of the’ 7 or 1 SRS bR s Rishe S 2 B B So LRI e BRI s 801 o ve
access by thgkeCHaRuinghatitnethatRshd R 8ikeNPior ft bRk 8 rélh qamdwedoper i od of
tinme. 18. A nethod, as clainmed in Caim1l6, wherein: said step of providing

a conput er xamdigbthe ovalep npeded ke sePvsy | Hiorfakeaemediplactipn magdaBiminetepy of t he
entire data_rgsour .9, fHEH d [ . i en..an
i ndi vi dual '%sf %gst'ho;g?pzog iglgnr(e 0 a%gce{és[ﬁ\%%&g{?a P%goguE§%$§M?%hm?Sst 58 zhg

provi ded bypredeteiiserpegibd of sinfeeih Pglead $@tthdyerderf i2r tdtcoheldde/ ihd wak ofttnoge i r St
conput er and_a second indjvidual at a second conputer, with at |east one of

the fit&t dRYHVIERUDIRAKFHA? bF HRRAUSTIGECCREINE PeET R 5 Bassitl Hehedeeatiohe dat a
resource, IJiehtRb Mt ANBEhAIG1L Ik fiRld RAR bl rauddoliliBe HARARAIMAL . 3

first initial request for access to the data resource that 1s nade by the
first indiivddg pamedngleshibar ihe simecbwpuit e¢asemalllyi talod fodes indbediahdi wivdlal ' s

aut hori zation to acce the data resource; first transmtting, fromthe web
server, a fbie%etef‘f}?n%i‘fﬁi??“i"&feﬂt”?efti“’@rwlfsﬁng‘i’{é:_o?‘ipll@fs 1_c40rrput er associated with
the first indiviyaalefer®@dedolHis S, theeRRnamyedtaHtdof dFestQrthdpRbLRM 8@l d first
conput er i n subsequent conmunications with the web server; second

recei ving, uatuthérezedesbpging wéthe decsreniorpdoknivhénathe spyjerads ifigememgedssan 0 t he
data resource tha t he sec ndi vi.du ond

conputer a IHragFtsoétl?C:%@?eg\g%E e?ﬁ‘éonﬂ?ﬁri D iwﬁcgﬁ tllesp rgﬁ‘tdﬁrocﬁji tgé:l?l:e%%nﬁcgo%gggiégss t he
dat a r esoumgehavéQirect control over the access to the electronic books. In this situation, copying
is deterred by encrypting the electronic books and decrypting an electronic book or
portion thereof only for the period of time during which there are pending requests for
20 access to the book. Once there are no requests for access to the electronic book, the book
or portion thereof is re-encrypted. With reference to Fig. 6A, this methodology is
implemented by initializing a counter to 0 in the server 12 before any requests for access
to a particular electronic book are serviced. The counter is used to keep track of requests
that are potentially being simultaneously processed by multiple versions or threads of the
25  process illustrated in Fig. 6B. It should also be appreciated that because the counter
provides this tracking function, operations involving the counter, such as incrementing
and decrementing the counter, are atomic, i.e. cannot be interrupted.
With reference to Fig. 6B, each request for access to a particular electronic book
cause a separate thread or version of the illustrated process to commence. Initially, the
30 validity of the request is tested by assessing whether the requesting subscriber has the
right to access the book. If the request is invalid, the process terminates. If, on the other
hand, the request is valid, the counter is incremented and tested to determine if the

counter is equal to one. When the counter is first incremented, i.e. goes from a value of
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r 8 June 2002 second transmtting, fromthe web server, a second tenporary
identifier to the second conputer associated with the second i ndividual,
said second tenporary identifier for use by the second comgujshe '26 2
subsequent conmuni cations with the web server; identifying, In SaI%
-subsequent 0éomualicaf 1,dnseléqtomicttioek pi relvant pdrivs of He bookpretdscryptedandi ncl ude

said first and. secopd_.t orary.identifiers pattern in tines associ at ed
with the fi P@t"‘dﬁ‘ﬁfﬁ)_t %Ebsﬁgﬂls%’ﬁi%%g?‘bﬁd‘&ﬁ‘ﬁ’ﬁ“@?‘s ”ta‘fféﬁ‘_ei%cﬁyﬁiﬂigfﬁﬁre‘acof at
Teast one ofodkh pbitibs bf BEBoskea® BéknipRFAideH tHafirst reqiesttRisikcAbErNAE Editbrt O
access the data resource; wherein said step of identifying includes

defini ng a fsideeremputed. ddithgre ar¢ prhertonistanding raquestsifex gosess té thegeleeantipertiennd ti mes
that are as ' M, cutj v c f ' i

tompor acy | ok PRdi fdle b SRR HRETRE A5 RauSTE bl
occurrence his tssh dersRedNHe HesrpRedboki aepttioni ofithe badksit peatidsdnd tha@ext when
said third tinme occurs between said first and second tines, an overlap tine
period that resuestias gebserlsmby 2isgeopd ipstéyetviersiontad thedflusteated reress #d so98dBNd

det er m ni nggf i I i i LS:ide8S ined period
of 1 me and F1oL PRl Ol APy L R bE bt Onl A8 BB bR AR
resour ce, oserviteds@edhevamtahat bevn.doaemeted sick thanlt is soweq@il ead)ethetllisan sai d
predet erm ned. period qof tjme and thereby indicative of an, ac t ab) e and
possi bl'¥ si AV a?rém@?al&dhg%ratﬁrf] PEOFESSFALSES Pl_eg’a?}? praeleyg mrtw_a@ﬁﬁ@,boa_ cl ai ned
in G ai m 19 WhRlebRpRa! HerdlRathe h IRRATH RGP HRERalioFisdd dpfdni ng a
first period of timé based upon the tines associated with two occurrences
of said firsefthtelposmae hodkd elint fuftherdetes expyimg, tiebbok ngnendsé eathdheperiawd of tine

based upon the .times associated wth t of said second tenporar

Cdont i 1§ or : CGIREin BTG AR ReRG P SalbueenlERtbp SV Tare (A USRS wi ¢
said first pRrdcRdidiantd dxBededin thAbaBE hod, as clainmed in G aim20) wherein:
said first period of tine is based upon the tinmes associated with two

consecutsi ve occufhefireging deseripgioniof dte invanpon hasybepnl presénted for purppsesafnet hod,

| ai med in d ai in:. said first perjod of tine.i s based
the timos. allstinaut AeetPienor bt dbsier st B iy Btnde QB hgmreeE o
tenporary i gemt idnn@Ssclod@ifhefeln. Céhsddiiefily? 0RAtisR Md sRammaidsicb@ehefurhte e i s

based upon the tinmes associated with two consecutive occurrences of said
second t enpwiithrile dbgeptdathings, andthe shbteri daely ledganptthorelevar! at ap #ahin ed ai m
19, wherein;_ said, step of Leralni ' : er ni.nj [ ast a
por 1 on of  SsBondeuFRalmyRLfr BRI 2 MRS AE Pl g e oS
tinme. 20, Aafkitrbied and@hd kainpier defivdoksaiMoraer, eédvehtions swhitk desceibbdpitext ends
for a period of tine that is |ess thﬁcn %t‘i{?a‘gdeterm’ ned perjod_of tinme. 25.

(Anended) ATSTRIChIOFIacEPIE BPQAE A igfSAUtpBACaR FLAYRFS QK read-9plyaa; J0PWA t o

access a dapg, | h(Cleds o RBE DEHRE AVeAB6hsD¥NRiVBRNT Ss¥fies, be bei ng
used by a f%?gtbgisaﬁglfeg?tcf&a gltagtaedasl ffi ir%st (lzorrput er égnd nélsecg%d Si nd?svi dual at a

second conpperormediin hlifigrenteskguengeefrom those deserdted afbe predored doplidunental s not
bei ng authorized to access the data resource, the nethod conprising: first
recei vi ng, SFSCHpRd W%@Ye\}éhrﬁ’ﬁr ‘Fllgetn_g?ﬁlor‘?_?‘?lf“_glt}_‘ertéedhrélg{lé Y “aorc%)’é_ M8 the
dat a resour g ih{dtioh andBsienable dth@s Elin&t initRdiry ioditalze U Mgerltid if Varsdusconput er
and includes the individual's authorization to access the data resource;
embodiments and with the various modifications required by their particular applications
or uses of the invention. It is intended that the appended claims be construed to include

alternate embodiments to the extent permitted by the prior art.
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first transmtting) fromthe web server, a first tenporary identifier to
the first conputer associated with the first individual, said first
tenporary identifier for use by said first conputer in subge 2
comruni cations with the web server; second receiving, at the web server, a
-second initial request for access to the data resource that is made by the
second i ndividual using the second conputer and al so includes the

i ndi vidual's authorization to access therdat/® resource; second
transmtting, fromthe web server, a second tenporary identifier to the
second conputer associated with the second individual, said second
tenporary identifi u the. se¢ R £ |

connunication% mﬁéﬁhth&%e%q@%%ﬁ%@?”?@%ﬁ?ﬁ?y|ng%‘%ﬁlE%?gagﬁﬁgggﬂ%ﬁ¥edon
comuni cawemasvdrraadns dveeskibiesty apldradigodivdmporpudees thatt daalh havecd welebeabat blut r st

and second te r.a identi Fters, a pattern in.ti associ ated with, the
Prst ands CBLOBMIERS sns Fompyenist pih Bk i Bre hentediold Eobpdter tspb i dabhe of
the firsksoufdt $RCBO thatld dialiabldab tiEdlcoRPugusted et zeghih QoALHRES tHeNRetAG a
resource; 22 ., 8 June 2002 wherein said step of identifying conprises ftrst

def i ni nFOHPISINGt period of tine based upon the times associated with two
oceurr ences. QfriSghibafiting o EARREA! Mo RALH T T g debiinbigvit, 3egend
period of tinésbasedluﬁgﬁft e t%geseassocFate smlt t wo o?lgg?gwgbgoﬁgp

t enpor aropnipdeenusdrioéthe piuralitsi of eamputérrigers thaghdve tissoright to preessdhk ditta tesovece;
overlaps with.said.first .period of .tine rejn said oyverl extends for a
er i od of "t 1 HESisesiving $h JBTH Ryl g oy BT e TR REMFRCHER BF BT <BRBTra g
sai d welasseia@r with the fpabinpaeadiset, iid initilirequestiindliding 5416 tenfothr RISHHREr;
conputers; and using,ag%d ositional information to determne a travel tine
for an indi vidGEERIn iHHrdaReesRuEs 1§ #@!f%at i ons of the first and second

conput ers;  angoRdRkL Ay inedafdkddubdeay Sdterhlifnd tb 8e 8diRble] S fEaicomphedat&imiged
period of tinme. 26. (Arended) In a client internal conputer systemthat

i ncl udeswish thetfirsteqopmuter ysqs|Withagxclugivefaceeseto the dptatresoyreedor  first arsdetefoned
connuni%%kggg jipkormati on between the web server and each of the plurality
of wuser conpugersﬂ a proprietary digital data resource |ocated on the web
server and a spcondeaterivingadsubsmjpent rofuests thats rebaieshtor theedhtd cesarce siont the first

proprietar igital data resource, a method faor protecting the proprietary
G ot camputer dstieel R FROHGT Byl ary colar @ PHER! ciflenoBoBHEE e

i nt er nalteraporatiti@éntiFégt em conpri sing: encrypting the proprietary digital
data resource | ocated on the web seréér; initializ;gg é counter to O; .

i ncrement i ng SEXANY EARSTHIERS @At fondid, spRsqaneat reaesteld Spidediibpesuentcieaisst {5 t he

propri etgdeyvedivaitimbaidl attplre8sOMiin& ferielopi@eof the authorized conputer _
users; decrypting the encrypted proprietary digital data resource when said

counter is i meleasenthe datarsauerce: o phlocation to any of the plurality of computer users that
have the right to access the data resource upon the expiration of said first predetermined period

of time if said subsequent request from the first computer associated with the first computer user
is the most recent request from the first computer and is not accorded a time that is within a
second predetermined period of time, wherein said second predetermined period of time is within
said first predetermined period of time and less than said first predetenmined period of time; and
renewing, if said subsequent request from the first computer associated with the first
computer user is the most recent request from the first computer and is accorded a time that is
within said second predetermined period ot time, exclusive access of the first computer user to

the data resource.
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transmtting the decrypted proprietary digital data resource to each of the
aut hori zed conputer users that has requested access to the proprietary
digital data resource as long as the counter is equal to 1§ﬁuﬁé‘i@b§r t han
1; decrementing said counter in response to the transm ssion Of the
‘decrypted proprietary digital data resource to one of the authorized
conputer users requesting access to the proprietary digital data resource;
re-encrypting the decrypted proprietary digital data resource if said
counter) after2.sai dAsteegeddfA dedod/mnriding] iniGlaimglavhet@n0. 23 8 June 2002

27. A nethod, as clainmed in Clgqim.26, .wherein:_ sajd step o rovidin

i ncl udes conve%?idrﬁcqqqeorﬁ‘&éwmegcﬂ’eﬁ?cgﬁwrg? Stpes 'i’iﬁte.(jiad?edsft?‘aﬁt) %P”ﬁ g%&ﬂfeéﬁtef‘%“’fdne
aut hor i zegkrie@ BPHINE and!&fls SvhRA Sied piaedrmingd pordalof tieWhiich the requests from
the authorized conputer users are received. 28. A nethod, as clained in

Claim 26, wherein: said step of decrypting includes verifying the web

server domai n nane. A B, . A . A LA LA AS2

A A A rgy, A AARHS o et o Ryt B G L2 Al ca) c<a
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said further predetermined periods of time decrease in length as the number of renewals

increases.

6. A method, as claimed in Claim 4, wherein:
the number of said further subsequent requests that must occur within said predetermined
extent of said one of said further predetermined periods of time to obtain a renewal increases as

the number of renewals increases.

7. (Amended) A method, as claimed in Claim 1, wherein:
said step of renewing includes renewing the exclusive access of the first computer user to

the data resource for a third predetermined period of time unless a second computer user with a
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higher priority than said first computer user has been denied access to the data resource during

said first predetermined period of time.

8. (Amended) A method, as claimed in Claim 1, wherein:

said step of renewing includes renewing the exclusive access of the first computer user to
the data resource for a third predetermined period of time unless a predetermined number of
other computer users have been denied access to the data resource during said first

predetermined period of time.

9. A method, as claimed in Claim 1, wherein:

said second predetermined period of time is less than said first predetermined period of
time; and

said step of second transmitting includes renewing the exclusive access of the first
computer user to the data resource for a third predetermined period of time if said subsequent

request is accorded a time that is within said second predetermined period of time.

10.  (Amended) A method, as claimed in Claim 1, wherein:

said second predetermined period of time starts after the start of said first predetermined
period of time; and

said step of renewing includes renewing the exclusive access of the first computer user to
the data resource for a third predetermined period of time if said subsequent request is accorded a

time that is within said second predetermined period of time.

11. (Amended) A method, as claimed in Claim 1, wherein:

said second predetermined period of time starts after the start of said first predetermined
period of time, and ends when first predetermined period of time ends;

said step of second transmitting includes renewing the exclusive access of the first
computer user to the data resource for a third predetermined period of time if said subsequent

request is accorded a time that is within said second predetermuned period of time.
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S&10%ds1s& () - %Stﬁfaiqj%tt%s mt4¢, 115t user computer’and using a web browser, an 1mt1al request

for access to the data resource from the first user computer to the web server;,

wherein said initial request includes said temporary identifier;

second receiving, at the first user computer and in response to said initial request,
exclusive access to the data resource for a first predetermined period of time;

second transmitting, from the first user computer and using the web browser, a
subsequent request to the initial request that relates to the data resource from the first user
computer to the web server;

wherein said subsequent request includes said temporary identifier;

third receiving, at the first user computer, a reply to said subsequent request if said
subsequent request is submitted within said first predetermined period of time;

fourth receiving, at the first user computer, an indication that the data resource has been
released for allocation to any of the plurality of user computers if said subsequent request is the
most recent request and is not accorded a time that is within a second predetermined period of
time, wherein said second predetermined period of time is within said first predetermined period
of time and less than said first predetermined period of time; and

fifth receiving, if said subsequent request is the most recent request and is accorded a
time that is within said second predetermined period of time, a reply to a further request relating
to the data resource that is based upon a renewal of the exclusive access of the first user

computer to the data resource.

13, (Amended) A method, as claimed in Claim 12, wherein:
said renewal of the exclusive access of the first user computer to the data resource is for a

third predetermined period of time.
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14.  (Amended) A method for use in insuring that when a data resource that is located
on a web server, accessible by a plurality of user computers that each have a web browser, but
can only be allocated to one of the plurality of user computers at a time is allocated to a first user
computer, the data resource will be made available to other user computers under certain
conditions, the method comprising:
providing an Internet/intranet for conducting communications between a web server and
the plurality of user computers;
wherein said Internet/intranet has a server communication port for communicating with
the web server;
wherein said Internet/intranet has a user communication port for communicating with the
plurality of user computers;
providing, using said user communication port, a temporary identifier to a first user
computer;
first receiving, at said user communication port, an initial request for access to the data
resource from the first user computer, said initial request including said temporary identifier;
first transmitting, using said server communication port, said initial request to the web
server;
second receiving, at said server communication port and in response to said initial
request, an indication that the first user computer has exclusive access to the data resource for a
first predetermined period of time;
second transmitting, using said user communication port, said indication to said first user
computer,
third receiving, at said user communication port, a subsequent request from the first user
computer relating to the data resource, said subsequent request includes said temporary
identifier;
third transmitting, using the server communication port, said subsequent request to the
web server;
fourth receiving, at said server communication port, a reply to said subsequent request if

said subsequent rcquest is accorded a time that is within said first predetermined period of time;
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predetermined period of time, said indication resulting because said subsequent request was the
most recent request and was not accorded a time that was within a second predetermined period
of time, wherein said second predetermined period of time is within said first predetermined
period of time and less than said first predetermined period of time;

fifth transmitting, using said user communication port, said indication to the first user
computer

sixth receiving, if said subsequent request is the most recent request and is accorded a
time that is within said second predetermined period of time, a reply to a further request relating
to the data resource that is based upon a renewal of the exclusive access of the first user

computer to the data resource.

15. (Amended) A method, as claimed in Claim 14, wherein:
said step of sixth receiving occurs during a third predetermined period of time that is
continuous with said first predetermined period of time and during which no other user computer

is allowed to access the data resource.

16. (Amended) A method for insuring that when a data resource which is located on
a web server and is accessible by a plurality of computers users that each have a web browser but
is only useable by one computer user at a time has been allocated to a computer user, the data
resource will be made available to other computer users under certain conditions, the method
comprising:

first transmitting a temporary identifier to a first computer associated with a first
computer user of the plurality of computer users that have the right to access the data resource;

first receiving an initial request for access to the data resource from the first computer
associated with the first computer user, said initial request including said temporary identifier;

determining if the data resource is available;
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providing, if the data resource is determined to be available, the first computer associated
with the first computer user with a computer readable copy of the data resource;
providing the first computer with means for preventing access by other of said plurality
of computer users that have the right to access the data resource to the data resource that has
been provided to the first computer until the occurrence of an event; and

making the data resource available to other computer users that have the right to access

the data resource if said event occurs.

17. A method, as claimed in Claim 16, wherein:
said event includes at least one of the following: an explicit termination of the computer
user's exclusive access by the computer user and the expiration of a predetermined period of

time.

18. A method, as claimed in Claim 16, wherein:
said step of providing a computer readable copy includes providing a computer readable

copy of the entire data resource.

19. (Amended) A method for detecting when an individual's authorization to access a
data resource, which is being provided by a web server, is being used by a first individual at a
first computer and a second individual at a second computer, with at least one of the first and
second individuals not being authorized to access the data resource, the method comprising;

first receiving, at the web server, a first initial request for access to the data resource that
is made by the first individual using the first computer and includes the individual's authorization
to access the data resource;

first transmitting, from the web server, a first temporary identifier to the first computer
associated with the first individual, said first temporary identifier for use by said first computer
in subsequent communications with the web server;

second receiving, at the web server, a second initial request for access to the data
resource that is made by the second individual using the second computer and also includes the

individual's authorization to access the data resource;
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10% L& ( )nc?u(fé s?t%f!’{% an secong temporary identifiers, a pattern in times associated with the first and
second temporary identifiers that is indicative of at least one of the first and second individuals
not being authorized to access the data resource;

wherein said step of identifying includes defining a first period of time that extends

between first and second times that are associated with two consecutive occurrences of said first
temporary identifier, defining a third time that is associated with an occurrence of said second
temporary identifier, first determining, when said third time occurs between said first and second
times, an overlap time period that extends from said third time to said second time, second
determining if said overlap time period is less than a predetermined period of time and thereby
indicative of an unauthorized access of the data resource, or if said overlap time period is equal
to or greater than said predetermined period of time and thereby indicative of an acceptable and

possible simultaneous access of the data resource.

20. A method, as claimed in Claim 19, wherein said step of identifying comprises:

first defining a first period of time based upon the times associated with two occurrences
of said first temporary identifier;

second defining a second period of time based upon the times associated with two of said
second temporary identifier; and

determining if said second period of time overlaps with said first period of time.

21. A method, as claimed in Claim 20, wherein:
said first period of time is based upon the times associated with two consecutive

occurrences of said first temporary identifier.

22. A method, as claimed in Claim 20, wherein:
said first period of time is based upon the times associated with two consecutive

occurrences of said first temporary identifier; and
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said second period of time is based upon the times associated with two consecutive

occurrences of said second temporary identifier.

23. (Amended) A method, as claimed in Claim 19, wherein:
said step of determining includes determining if at least a portion of second period of

time does not overlap said first period of time.

24. A method, as claimed in Claim 20, wherein:

said overlap extends for a period of time that is less than a predetermined period of time.

25.  (Amended) A method for detecting when an individual's authorization to access a
data resource, which is being provided by a web server, is being used by a first individual at a
first computer and a second individual at a second computer, with at least one of the first and
second individuals not being authorized to access the data resource, the method comprising:

first receiving, at the web server, a first initial request for access to the data resource that
is made by the first individual using the first computer and includes the individual's authorization
to access the data resource;

first transmitting, from the web server, a first temporary identifier to the first computer
associated with the first individual, said first temporary identifier for use by said first computer
in subsequent communications with the web server;

second receiving, at the web server, a second initial request for access to the data
resource that is made by the second individual using the second computer and also includes the
individual's authorization to access the data resource;

second transmitting, from the web server, a second temporary identifier to the second
computer associated with the second individual, said second temporary identifier for use by the
second computer in subsequent communications with the web server;

identifying, in said subsequent communications from the first and second computers that
include said first and second temporary identifiers, a pattern in times associated with the first
and second temporary identifiers that is indicative of at least one of the first and second

individuals not being authorized to access the data resource;
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providing said web server with positional information on the first and second computers;
and
using said positional information to determine a travel time for an individual to move
between the locations of the first and second computers; and

employing said travel time to establish said predetermined period of time.

26.  (Amended) In a client internal computer system that includes a web server, a
plurality of user computers, an intranet for communicating information between the web server
and each of the plurality of user computers, a proprietary digital data resource located on the web
server and a predetermined number of users authorized to access the proprietary digital data
resource, a method for protecting the proprictary digital data resource from copying by
individuals that can use the client internal computer system comprising:

encrypting the proprietary digital data resource located on the web server;

initializing a counter to 0;

incrementing said counter each time a request is received for access to the proprietary

~ digital data resource from one of the authorized computer users;

decrypting the encrypted proprietary digital data resource when said counter is
incremented from O to 1;

transmitting the decrypted proprietary digital data resource to each of the authorized
computer users that has requested access to the proprietary digital data resource as long as the
counter is equal to 1 or greater than |;

decrementing said counter in response to the transmission of the decrypted proprietary
digital data resource to one of the authorized computer users requesting access to the proprietary
digital data resource;

re-encrypting the decrypted proprictary digital data resource if said counter, after said

step of decrementing, is equal to 0.
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