WO 20101097347PC17E1' 2010/ 052 BO - Description Title Security systemwth
control device State-of-the-art The invention refers to a security system
for the surveillance and/or for the control of sections in a surveillance
area with at |east one control unit, which is designed for the input and/or
output of information and/or signals in one of these sections, and with a
comuni cat ivpg 20ae54, Which is arranged for the comrgniERbdiIN32IS0NNEct i on
of the at |east one control unit, wherneby the control unit has a first

Et her net - connection for conmunicating with the comruni cati on network.
Access control systens, e.g. in buildings, have the function to verify the
access authorization of persons, who want to enter or |eave the building or
sections thereof. Wile there is only one access control wth many
installations, it is common for security-relevant areas to define sections
with different access authorizations. It is also possible that buildings on
a terrain are provided with different access authorizations. Wile in case
of a single accessDeseriptil t he access control systemcan be locally placed
at the entrance,

Title
Security system with control device

State-of-the-art

The invention refers to a security system for the surveillance and/or
for the control of sections in a surveillance area with at least one control
unit, which is designed for the input and/or output of information
15 and/or signals in one of these sections, and with a communication
network, which is arranged for the communication connection of the
at least one control unit, whereby the control unit has
a first Ethernet-connection for communicating
with the communication network.

Access control systems, e.g. in buildings, have the function to verify
the access authorization of persons, who want to enter or leave the
building or sections thereof. While there is only one access control
with many installations, it is common for security-relevant areas

25 to define sections with different access authorizations. It is
also possible that buildings on a terrain are provided with different
access authorizations. While in case of a single access control
the access control system can be locally placed at the entrance,
it is necessary in case of an access control system with multiple

20 sections and with different authorizations to place decentralized
verification devices. For the central operation of these verification
devices, they must be connected with a data network, by which
the authorizations can be activated or updated and processed
verifications can be transmitted.
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it is necessary in case of an access control systemw th nmultiple sections
and with different authorizations to place decentralized verification
devices. For the central operation of these verification devices, they nust
be connected with a data network, by which the authorizations can be
activated or updated and processed verifications can be transmtted. WO
2010/ 09734 P /052150 - 2 - For instance, the lspcati on DE
100 012 53%@5@2% a device for theg_input and/or gﬁ?%ﬁ?&lg?@fhﬁ?or mat i on,
whi ch serves for the use of one of thé application areas tine control,
access control, security eqU|pnent or buil ding equi pnent. The device is

designed as a unit rea cati on nodul e,
whi ch provi des t hel® rqun i{gﬁ t%bﬁelptpﬁéatﬂﬁDgnl‘aplgzﬂigﬁ?ﬁeg%\\g'a o

communi cat i on happéﬁ\@ceefogthempat adRsegipu LR MEligh W 'Chéﬂf"?ff {853'9 security
networ k). Di scl osuuse affont laéthie Bp@biicoraréas timeneonitblt dccesrecantiolesrclidi, a

security system fop,gun¥giol b@riafhs eam :‘n@ﬁt frﬁlaf ddvite iSQRlgned aoh uﬁuesébupns in a
surveill ance area

[ racterijs
Preferred or favor&’éf’gagg@” dw@?@ 8@@”8‘?3 °he" |dH(?e‘|R’1"t1§€ ]\;"cei%u fromthe
subcl ai ms, the fol b@wen@nd@@dhe prriEnicaian NeRWORH ENOWHNYNIGHPRs. Prinarily,
the security systepppgensuyigt abbeRsusehetwodesi reni(Idcal sectrity hepbedrent at i on of
time control, access control, security equi pment or building equi pment. The
surveillance area can be arranged as a building, several buildings or a
bui |l di ng conplex, a site and/or another |ocal surrounding. The sections are
pr ef erabl y arr ange®isa®sgatobtrednenioms, whi ch are designed e.g. as
turnstiles, doors, separating devices or simlar. The security system has

at |east one contr ?I Iwg&\/t}hglﬁé mﬁ n?or?r a%gcxrltg?)és%rﬁ%Ysmelﬁ#ﬁgaﬁd?&%lol devi ces,

which are (is) desi'y gr mati on and/ or
signals in one of ﬁh@g:og@@ltquonq:a@ SERENRNE argdia pf"r’?f’%‘?drfﬂ’(hi % can be
i nformati on about ahdrbaeiistias ofamsgm twhietdredroefavorahleni tted to the control unit

for the purpose of qugpi {dr&atd GhARMHREN ARLIDASH ZRtduBDaifREBE .

following description and the enclosed Figures.

Primarily, the security system is suitable and/or designed for the
implementation of time control, access control, security equipment or
building equipment. The surveillance area can be arranged as a
building, several buildings or a building complex, a site and/or another
local surrounding. The sections are preferably arranged as

gate sections, which are designed e.g. as turnstiles, doors,

separating devices or similar.
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The security system has at least one control device, preferably an

array of such control devices, which are (is) designed for the input

and/or output of information and/or signals in one of the sections.

For example, the information can be information about authorizations,
3¢ which are transmitted to the control unit for the purpose

of verification and/or authorization check.

Particularly, the information can consist of information about

authorizations, such as information on an uploaded authorization

card, badge etc., of an entered authorization information,

e.g. a code, and/or of a recorded authorization

information, such as biometric data.



Particularly, the information can consist of information about

aut hori zations, such as information on an upl oaded aut horization card,
badge etc., of an entered authorization information, e.g. a code, and/or of
a recorded authorization information, such as bionetric data. For exanpl e,
the signals can be in formof status signals and are particularly rel ated
to the stagyézgﬁmbaa7gate (e.g. open/closed/ faulty) panrdipiioioBersgcti vity of
the gate (e.q. actlve/paSS|ve) In thg first place, the signals enconpass

t he control S|gnals for the opening and closing of the gate. The security
system i ncludes a conmuni cati on network, mhich i's designed for the

conmuni cati on conn ctlon f the at |east particularly b
means of exchange H‘r‘?&nfh&f‘fqn8ﬁ 8f' gRal ' g Ofcs’?;{%%g%&r}ahe Control devi ceycax
exchange the infor ﬁwwaﬁwumw%ﬁﬁed Wéh%ﬁtQWQPéthéﬂa‘teK%Qd%eé clesef/t he

conmmuni cati on net \Mﬂardny ahdfr eemtvily oaine gates e gnadtise/passivp). éftee éilst y arr anged as

Et hernet -data- tr a %rth@é&ﬁﬁ%}c@]&gégﬁn@éorﬁlr'ogélér?a'ls o tﬁ@@béwmg-rahﬁ control

devi ce has an Et he con e conmuni cation with t

communi cat i on net WGPR'“Q‘F H8egfRer net - connection is preferably a 10 Moit/s,
100 Moitis, 1 Ggabit/s or 10 G gabit/s Ethernet-connection, particularly
realized as fast EtRgci&kity9BRAGHIIRIRs alcomPReREIIMetwdre vEﬁdnes net - connecti on

|s defined by the st andﬁlfordthe comr%Hr%Ca%o? Fnrle'c{h% d@‘tﬁe@tq%@tlzdnﬁ\é%mdlon it is

proposed that the 8?{9'? net - connecti on
for the communi cat iudib PATticHathey BeRifAlPERengHof r?@f‘\ﬂHP!Eat'Oﬂf‘éQ"E cond
Et her net - connect i oBoitiat pleabetrd ldbyice eal dxziehga trenfotntrsios antorghaindar d as t he

first Ethernet- CO”@%?\EI% SPtaRE(aQia the eBhinGAkation ne@bP. THE bbrAMu@sdlioh or

identical in functi
SIQnaIs are preferably arranged as Ethernet-data-

transfer batches and/or as digital signals.

The control device has an Ethernet-connector for the communication
with the communication network. The Ethernet-connection
is preferably a 10 Mbit/s, 100 Mbit/s, 1 Gigabit/s or 10 Gigabit/s
Ethernet-connection, particularly realized as fast Ethernet-connection.
If possible, the Ethernet-connection is defined by the standard

0 IEEE 802.3.

In line with the invention, it is proposed that the control device has

at least a second Ethernet-connection for the communication with the
communication network. The second Ethernet-connection is preferably
realized under the same standard as the first Ethernet-connection
and/or identical in construction and /or identical in function.

A possible advantage of the invention is the fact that a redundant

link of the control device to the communication network is possible
36 via the doubled Ethernet-connection. Particularly, the first and the
second Ethernet-connection can be operated independently from
the function status of the other Ethernet-connection. The modification
according to the present invention makes it possible to keep the
control device operational, if a supply line to one of the two Ethernet-
connections is disrupted or faulty. It can be seen as a big advantage
that both network connections can be based on the same standard,
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A possi bl e advantage of the invention is the fact that a redundant |ink of
the control device to the comuni cation network is possible via the doubled
Et her net - connection. Particularly, the first and the second

Et her net - connection can be operated independently fromthe function status
of the other Ethernet-connection. The nodification according to the present
i nvention rRRKe1d/do7Ressi ble to keep the control devi ggraaeialdserssl . if a
supply line to one of the two Ethernety-connections is disrupted or faulty.
It can be seen as a big advantage that both network connections can be
based on the same standard WO 2010/ 097347PCT/ EP2010/ 052150 4 so t hat
during the proj ect rtlg r%’th%gzr%hctt Ialnn% asss%f’%yy aRIi 5819%'? %Sér%ﬁ'mone must take

into consideration® TSt 28°0 . regarding
t he unshi el ded cabloge Wﬁtjﬁ'ﬁa intprfioBsigR AP NNl the ﬁh%r?féefﬁﬂ@tof@%%t%qaf?jesu gn
version it i s possiely. eegahtig thbenshenied @bblddangthe shieldihgetal | y supplied with one
voILage,fe.g.dvig its own power supply unit or a supply line. However, in a
much preferred advancenen e _invention, t i st d/or the second

Et her net - connect i oﬁ‘ 'i‘feé”cl? %‘?'EFPEQG? ‘fer%‘é%?ﬁé’gs{'lﬁ%{h@g%ﬁﬁﬂ ©htion si gnal s a
suppl y vol tage can dpéce isderaiiii supebdfvdih anaeokagspe.g- F H & control unit. In
many design versi opswet dpply WAY ol sUpbRMES Hsle0er, Bfa fiieh Befppéy vol t age can be

d PoE (P h
fact that the cont P BEyERFBTbnic S ﬁ‘et???%’”’”tﬁés%%*‘i.fﬁ{égggiﬁgﬁ{“y Vol L age

or additional cabl égn'TeGFO’b%fBHPW’?‘F& tha{ besides Ay OMMHMICAUGN E9NHTF &f er r ed
advancenent' of t he supphevd!age carbiestr ahewitiet éor Etehaupplytof theconmtraliniitat i on si gnal s
a preferably anal og additional signal can be transmitted in the first

and/ or second Ethernet-connection I tofl;a pply voltage, it

i s advant ageous t halt MY eI Vg RS t| rdng ?ﬁssm{ the@\?ffay and

suppl ementary si gnapltaggrq:ab@e pa@ﬁ@fﬁ Pq%e?ower over Ethernet). The beneﬂt of this
enhancement is the fact that the control device does not need a self-

sustaining supply voltage or additional cables for supplying the voltage.

4
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In a much preferred advancement of the invention, besides the
Ethernet's communication signals a preferably analog additional

signal can be transmitted in the first and/or second Ethernet-connection.
Similarly as with the supply voltage, it is advantageous that without

any additional effort for wiring and supplementary signal can be
transmitted.

The additional signal is much preferred as alarm signal, particularly
as fire alarm signal. Because of safety-related reasons, in many
countries it is not allowed to transmit in terms of software alarm signals,
in particular fire alarm signals, in the normal data stream. It is rather
stipulated to transmit the alarm signal as a separate, preferably
analog signal. By the fact that the first and/or second Ethernet-

30 connection are (is) designed for the transmission of the additional signal,
the already existing cables of the Ethernet can be used for the
transmission of the additional signal as well.

As a much preferred option, the control device is connected with the
3% communication network via the Ethernet-connectors by multiple,
particularly eight-wire network cables. These network cables have



The additional signal is much preferred as alarmsignal, particularly as
fire alarmsignal. Because of safety-related reasons, in many countries it
is not allowed to transmt in terns of software alarmsignals, in
particular fire alarmsignals, in the normal data stream It is rather
stipulated to transmt the alarmsignal as a separate, preferably anal og

signal . By ng f@shs4hat the first and/or second Et hegAgip6Rehi on are
(is) designe foor t%e transm ssion of_<he additional signal, the already

exi sting cables of the Ethernet can be used for the transm ssion of the
additional signal as well. As a nuch preferred option, the control device

is connected with the ¢ nication network . via {h e -connectors by
nul tiple, particul zgfef%?/ra@?g%f tmq?éép?‘ire‘f erslzv'tﬁéérbiog%?'g \@tseg’ %éét?(\%\%r k cabl es have
WO 2010/ 097347PCT/ ERYdaw/o0s2 vses aresised g Bediaggnigsienefithe Gireted- pai r cabl es

with in total eightoiiriugBationBiabYe aethyinihgtbur ortws wireswcaretss wsee farsed for the
transm ssion of the,Ff %Fn%%h%f’fﬁg‘éﬂépﬁﬂdn?&e ﬁrﬂmfiheélg'r‘?n &igygi ning four or two

wires can be used for the transm ssi.on of the su y volta and/ or the
al arm si gnal . For tFﬁr@'W&?ag’eiow%”a|er’§)'Vé‘ﬁ%|'%E'|§§W”‘a?ﬂ§’fﬂSe?6| e network
cabl es of hi gh qualhighyquelitn cdrebeaissed fdrdine wiieg of thé agnoenieaiien deviseuni cat i on
devi ce and even so ghBevsgrhy syl sgedid threddriddiatsighapdansegnal can be

transmtted at the sape .much preferred option, the
Et her net - connect orstraﬂgﬁ'ggés%gﬁee@?ea“ i'ch are designed for eight-pin (8P8C)

nodul ar plugs, particularly "RJ-45". The nodul ar plugs can be designed
wi t hout shi el di ng, Asaveverprefieedéeomibh thevEtherrehta@indetng.haleiseckeiot ent i al

B e AR Uil fdr Sch bR TEIAE) ibALIat figes: PattErydov 0 19
Si smi, , Lt S| . age in
J R4RE TR ogui s e The vt bl nRiife, NoukoLr 20° 0

wires of the networ S, WAT
This nodification waefergbysitbeiyelding. advantage that in a single network cable
the supply voltage as well as the additional signal can be transmtted.

Preferably, both nef ﬁ@&é@%ﬁﬁcemtw FrReMPANGShRddyd fhbt thhe two
S t

redundant syst em | SORG FREES BARRAEY ¢ RerEtiEs ARS8 ey on. ¢ he suppl v
vol tage and the addhg suppkxlvokdggimvires & the raiwerk caldes. Waigh BeRvRery .

in the Ethernet-communication. This modification has possibly the

advantage that in a single network cable the supply voltage as well as

the additional signal can be transmitted. Preferably, both network cables,

which are connected with the two Ethernet-connectors have this

functionality. By this way, a completely redundant system is

formed, whereby the Ethernet-communication, the supply voltage

and the additional signal are transmitted redundantly.

Given the structure of the communication network it may be intended as
an option that two different netwark segments are formed, which function
independently from each other, whereby one network segment is
assigned to each Ethernet-connector. In this design version, not only the
network cables are arranged in duplication or partial duplication, but also
entire network segments are realized in duplication or redundantly, in
order to ensure the functioning of the security system in the case of

a breakdown of one network segment.

The communication network has particularly a first master
controller and a second redundant master controller, whereby the



G ven the structure of the conmmunication network it may be intended -as an
option that two different network segnents are forned, which function

i ndependently from each ot her, whereby one network segnment is assigned to
each Ethernet-connector. In this design version, not only the network
cables are arranged in duplication or partial duplication, but also entire
net wor k se%%ﬁ]/@ﬁ?‘ﬂr ealized in duplication or redunpdgntgiodsdisarder to
ensure the functioning of the security systemin the case of a breakdown of
one network segnment. The conmmuni cation network has particularly a first
master controller and a second redundant master controller, whereby the WO
2010/ 097347PC F/ EP20101052150 - . _nmaster co r r the second
redundant master cdMr6F? rlpﬁ%{ragdgégﬁﬁﬁceol dgg_@un@%@%%%ﬁﬂcg ion with the
control unit. As seenddsionad fonéerremppinicatian vt the eontichenithfg 888N fOFht rol | er and
t he redundant nast atie Gavadrk @lrlicture aBs masteatontrolipednd theaedtodadn net wor k segnent

or al'so in w0 net yorfe s5ARRI S, BELRandoAdeREBARBH bR gGE B 10 @
f avor abl e advancenment of the inventl on, %{]ﬁﬂiﬁ?ﬁr ol e(\}/téce is designed as a

gate and/or door cdhtHRJIEWaiHFRIMERLERSINGIN PP R8I 5% on control at

t hese access areas, In the case of realization of the invention, the

Cﬁntrol devi c]§ iRCllr‘\JQ%‘i/oﬁhBIegﬂ%r%bhaﬂtcﬂltr%’m\mnti&ﬂlthetdﬁﬁtrblmﬁube@f a signal for
t he openi ng of the i : [ y a tactile sensor
and/ or a reader fordg%é'i_eﬁtoﬁrsfal @agé ?%ﬁ&%géééeo\éﬁg%w 'grr?[:%rh%é‘?%,&es for the

si gnal -rel at ed conEbETZOMEINOL 3itResgACeRS IRAS- oper ati ng el enent or

i dentificaticon badge reader.

In the case of realization of the invention, the control device includes an

operating element for the input of a signal for the opening of the gate or

door respectively, particularly a tactile sensor and/or a reader for

identification badges and/or interfaces for the signal-related connection
t& with this or another operating element or identification badge reader.

Further characteristics, benefits and effects of the invention result from
the following description of preferred design versions of the invention
as well as from the enclosed Figures. Therein are shown:

ary
A

Fig. 1 a schematic picture in batches of a security system sector
as a first design version of the invention;

Fig. 2 a schematic picture in detail enlargement within the Figure 1;

]
&1

Fig. 3 a schematic picture in batches of a possible first structure
of a security system as a second design version of the
invention;

Fig.4  another structure of a security system as a third design
version of the invention;

Fig. 5  a schematic picture of a control device in the security
system:



Further characteristics, benefits and effects of the invention result from
the foll owi ng description of preferred design versions of the invention as
wel | as fromthe enclosed Figures. Therein are shown: Fig. la schematic
picture in batches of a security systemsector as a first design version of
the invention; Fig. 2a schematic picture in detail enlargenent within the

Figure 1; E&gaoﬁﬁw§£@enatic picture in batches of a pesaimbr/dsbiset
structure of "a security systemas a second design version of the invention;

Fig. 4another structure of a security systemas a third design version of
the invention; Fig. 5a schematic picture of a control device in the

of anot her componeh® fn triEheatlTyee) Sta cprrs LA N ER oned i bur es.

of anot her conpone abovenentT o i
ned Figures.
system of the abovementioned Figures. 9

The Figure 1 shows in a very schematic picture a security system 1,
which is arranged for example as a door control system. The
security system 1 includes an array of control devices 2,

which are designed for the control of doors or gates for their

and closing. In terms of data, the control devices 2 are connected
opening via a communication network 3, so that data can

be exchanged with the control devices 2 via the communication
network 3.

The control units 2 are designed as local devices, which are

placed near the door or gate to be controlled.

For the communication with the communication network 3, the control
device 2 has two separate Ethernet-connectors 4, which are
connected with the communication network 3 by the Ethernet-cables 5.
The control device 2 is designed in the way that the Ethernet-cables 5
are used redundantly, so that in case of damage or malfunction of
either Ethernet-cable 5 a communication between the control unit 2
and the communication network 3 is still sustained.

The Figure 2 shows a detailed picture of the control unit 2, in the Figure
1 as well in a schematic picture. Each Ethernet-connector 4 is connected
with an Ethernet-cable 5 having eight wires, whereby for example two
wires each are twisted with each other. The socket of the Ethernet-con-
nector 4 for example is designed as J45-connector. The communication
with the communication network 3 takes place digitally according to the
Ethernet-standard via four wires 5a each of the Ethernet-cables 5.

393 The other four cables 5b can be used for the transmission of the supply
voltage and/or additional signals. The transmission of the supply voltage
via the four free cables 5b is also known as Power over Ethernet (PoE).
Alternatively or additionally, analog signals and/or additional signals
can be transmitted as well via the four wires 5a being used for the
network communication. By doing so, for each Ethernet-connection the
following options are possible:



The Figure 1 shows in a very schematic picture a security system 1, which
is arranged for exanple as a door control system The security systeml

i ncludes an array of control devices 2, which are designed for the control
of doors or gates for their and closing. In terns of data, the control
devices 2 are connected opening via a conmuni cation network 3, so that data
can be excRangefhhis the control devices 2 via the gefqiRmpfaiskeo network
3. The control uni'ts 2 are designed ag_|ocal devices, which are placed near
the door or gate to be controlled. For the conmunication with the

comuni cation network 3, the control device 2 has two separate

Et her net - connectors 4, which are connected wth the comunicati on network 3
by the Ethernet-cables 5. The control device 2 is designed in the way that
the Ethernet-cabl ed:5 aNetwggewpmreuningternandsureiy veli?§e i n case of damage or
mal functi on of either Ethernet-cable 5 a comunication between the control
unit 2 and the co Nni CAk4 k3 ki ained. The Figure 2
shows a detail ed E%tur@g%@ni%?%ﬁ@i é@nﬁd‘tlgbal?‘ﬁﬁ%lhe Figure 1 as well in
a schematic picture. Each Ethernet-connector 4 is connected with an

Et her net - cabl e 5 h&vi ngNeiwght commuicatiolandedsiditipaa! sigralmpH sURRMOVAiRS®s each are
twsted wwth each other. The socket of the Ethernet-connector 4 for exanple

i s designed as J45-conngector, The j i i ) Lgation

network 3 takes pl ggge "Eﬂ natp?ﬂ/nt%{?gggrglweﬁ%é{'?ﬁemﬁz 8&%@?‘?@ an g%d via four

wires 5a each of t[§an P® peirpielelydgpiprad 'B.d“%ﬁé“%‘t Re?rangine REHPEEHY can be

used for the transm sstioasn Aok ot Deinshegasy By thietsapgey eitdg@wodd de réadizeal si gnal s.

The transm ssion Of,lh ﬁlgmélayse\?@ugl%&ﬁ\tg\guﬁpl%_b(ﬂtap@ﬂfthé ESfrof@iles 5b is also
ernative

known as P Et t (PoE). Al L3 , I
ST onal o andl or adaPBRGeNSR g oPRaion P Bl SRk enEY, Ana oF

wires 5a bei ng usedirst Gthetrieeconmediionid i epsraleH @atarding topptienfARd 86, for each
Et her net - connect i oRetdne Hiiedrhawong:cod 4 Brpediterl goosdinloption BAD

2910/ 097347‘?%0 / EP2QI‘]"9IJIF%%?E];§9 integration of further Ethernet-connectors 4 into the
control device 2 is also possible.

The Figure 3 shows a first structure of a security system 1in a

schematic picture in batches as another design version of the
24 invention. The security system 1 can be divided in three levels or
layers, whereby the first layer | encompasses a data management
server 6 (DMS), which is designed for example as a personal computer
with a Windows server operating system and a data base management
system, such as Oracle, MSSQL or MySQL. All information of the
security system 1 are managed on the server 6. For example,
authorizations and information of identification badges can be entered
on work stations not being depicted, which are queried and verified

Ny
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with the control devices 2.

30 In a second layer Il, one or mare main control devices 7
(Main Access Controller) are implemented, which
communicate with the control units 2 and for example
receive information of the position of persons in the surveillance
area. For example, the main control devices can be designed
to supply 64 control units 2 with communication signals.



A: Net wor k communi cation and supply vol tage Network comruni cati on and

addi tional signal Network communi cati on and additional signal and supply
vol t age Dependi ng on the intended arrangenent, the two Et hernet-connections
4 can be conpletely designed in duplication, by arranging them according to
options A, Bor C In the case B, the supply voltage would be realized for

exanpl e vi %'lézﬁﬁl/otﬁﬁt"}s'[ ai ning supply voltage of the eemigpdbiouBiso2.
Al ternatively, a mXxed operation is algso possible, where for exanple the

first Ethernet-connection 4 is operated according to option A and the
second Ethernet-connection 4 is operated according option B. In principle,
an integration of further Ethernet-connectors 4 into the control device 2
is al so possible. The Figure 3 shows a first structure of a security system
1 in a schematic pircsusheetuityrasiehes saralmatimeantrelelsviges Yer si on of the
invention. The secusd by akdrgbeWhbrébgforegadibiifctedcti n three | evel s or |ayers,

wher eby the first %@%Qgﬁgwamgé%g@ema%to@fdmga,g,fﬁg;%nj[ server 6 (DMVB),

whi ch i s designed € as a personal co ter wwth a Wndows server
operating system aﬁ@“@!eﬁﬁﬁeat‘bg%'ée%?%é%ﬁba@9g{') 4%uch as Oracle, MBSQL
or MySQL. All i nf oconitd devicef7 it heovsled.Uks a supplgstestre igasle managed on t he
o ver O For XAl QM0 TReatine her abideat | dont [ cat on

0 S ions.n : ich are
queried and verifi MW?’H%%@E’@B%PV% a%@%n@‘e)%r%gmfoﬁtﬂgggh%%gﬁd | ayer 11, one
or more main cont r ekblefkifAsen optionviiesigretBLRlYEsHE? BIPT BP)2YETE i npl enent ed,
yvhl ch communi cat e Waé ferichely @an ntéralptiomirtes pdveasobdlyo? foe xenuphgetheecei ve
information of theg '\;d'ltg% of persons in the surveillance area. For
exanpl e, the main control devices can be designed to supply 64 control

units 2 wth comunication signals.
The control devices 2 are implemented in a third layer Ill, which

encompass an array of inputs and outputs for monitoring and control
of the doors and if applicable devices for the reading of

identification badges, e.g. identification cards. In the structure depicted
in Figure 3, only the Ethernet-cables 5 and the Ethernet-connectors 4
are redundantly designed.

20 The Figure 4 shows in contrast a structure, which is arranged
similarly to that one in Figure 3, whereby two main control devices 7
are provided for each building or each logical area. As an option,
separate signal supply devices 8 and interruption-free power supply
units 9 can also be provided. In this structure, each control

25 device 2 is supplied by at least two main control devices 7
with communication and if applicable additional signals and
supply voltage. In this structure, the operation can be secured even
in case of breakdown of one main control device 7, because the
entire communication can run redundantly via the other
main control device 7.

In another structure, which is depicted in the Figure 4 by a dotted line,

two separate servers 6 functioning independently from each other are

provided, so that even in case of a server breakdown a redundant
server 6 can supply the control units via the main control device 7

[¥]

with communication signals.



In such security system 11, several main control devices 7 can be arranged,
wher eby for exanple for each building to be kept under surveillance or for
each nore conplex area to be kept under surveillance such nain contro
device 7 is provided. As a supplenent, a signal supply device 8 can be
provided in the |layer H,£ which feeds the supply voltage and/or the

addi ti onal @bgg hooh ;0 the Ethernet-cables 5. As an epii@ngioid3gisei gnal
suppl y device or the layer Il has geperally an interruption-free power

supply 9 for securing the supply voltage. The control devices 2 are
inplenented in a third layer 111, which enconpass an array of inputs and
outputs for nonitoring and control of the doors and if applicabl e devices
for the reading of identification badges, e.g. identification cards. In the
structure depi ct ed The FBuegur ghows inombsry et giclied the SHPeRSItEN H7 t he

Et her net - connect or sorftrcat@videctivsng eatprevicle Figurad Theltuatrbli dguice 24 shows i n

contrast a struct Upg, yigh 6 BulofeRL5ARGEL Hidild eé!ar%ﬁteﬁ‘?ro”%kggﬂulga! n Figure 3,

whereby two main céﬁ%tr evi ces are prov r _eac i ng or each
| ogi cal area. As aRS¥ft P%HP“%%’B&FB’P'@”“%’?@H&P”% fﬁ@r%@‘mp 9" %nd
interruption-free poweut tufopihy statistdetegtionef tee dapr begate wpeaeldsed)n t hi s
structure, each cophlifput fEM6F §€exderhsl chEiRBhd BétoRyasdtell Rastput sanA@E N cont r ol
devi ces 7 wi th comyal 6ol Lo the' dop ABRIEICFRE Boddllolel AORE s lealighig. and.
supply voltage. In this structure the oper at 1 on cdn pe secured even in
case of breakdown @esigirs ardiEK-viReayestioh ity ASupBerRSI¥S seRECeRttfe

conmuni cati‘on can isuwptivedypadahitd wcoording foestaptih@R2A38 n control device 7. In
anot her structure, which is depicted in the Figure 4 by a dotted line, two

separate servers 6_functioning i ndependent f each ot her are provided,

so that even in caggeg’fg”_ée 3{8?”6’P§°&1€' %‘{Bﬂleﬁ“eﬂe@ﬁnﬁﬁﬁ ur esry\gjtgrrnalES can supply
the control units wharebhin seassiblesiesionveigioniot bie pioRpsPRY APMIGE £ at i on si gnal s.
WO 2010/ 097347 PCDERZ#:L84052grih Oarr bd roufbh @iaFthg Btherrzt-sdbtass tbthea very schenatic

picture the Conposkéﬁt%mdwice%.Qggtﬂogéiblg?égps%e%oftr{e%éemaﬁrgra%yri'lOUS Figures.
The control device |, , B
signal, the door being controlled by the control unit 2 is unlocked

and/or opened. For that, the signal supply device 8 has an alarm
signal input 15, through which a fire alarm signal, e.g. from a
manual fire alarm box, can be connected. The signal supply
2 device 8includes also at least one Ethernet-input 17, which is
connected with the server 6, and several Ethernet-outputs 18, which
are connected with the Ethernet-connectors 4 of the control units 2.
As an option, the signal supply device 8 is equipped with an
interruption-free voltage supply unit 19,batteries or rechargeable
25 batteries, in order to transform the present fire alarm signal into
an analog, electrical signal or to amplify it. Alternatively, the signal
supply device 8 is equipped with another voltage supply device.
The analog signal being transformed from the fire alarm signal is
fed into the Ethernet-cables 5 as described above, whereby
the entire signal route between the alarm signal generator and
the control unit 2 is analog. In other design versions, the fire
alarm signal is fed into the Ethernet-cables 5 via a
passive component.

By using two Ethernet-connectors 4 per control unit 2 preferably
each with PoE-capacity, the invention allows for an inexpensive



has the two Et hernet-connectors 4 being separated from each other, as well
as optionaliy supplenenting connectors for a supply voltage 10, an input 11
for the status detection of the door or gate (open/closed). an input 12 for
an external operating button, as well as output channels 13 for the control
of the door or gate. The operating button is for exanple designed as
REX-unit ( ~1o-FExit). A supplenenting service g2t i onal |y
provi ded asggﬁﬁﬁﬁ%ﬁ‘g standard R232. _The Figure 6 shgaghgﬁﬁggﬁiona

suppl ement for the security system 1, whereby in a possible design version
or the signal supply device 8 a fire alarmsignal can be routed via the

Et hernet-cabies 5 to the c?ntrol deiﬁf ZW'A% a ﬁO@SEbl% response to the
present fire al ar m"&IgaHRN Of ¢ AAMRIBSE "BLNAG L IBRET'SIFRG B Phe control unit 2
i s unl ocked and/ or spgemddwhiFlocornpligs with e requiisanens @hproyilevi ce 8 has an

al arm si gnal i nput ghBlicatidHs@8 BptidhiamhwiticH is aBlead gamensl dirakblare signalf r om a

manual fire alarm . ! ted. The signal supply device 8includes
al so at | east one E@ﬁ%@ﬁ@?ﬂﬁﬁB@@E@gg rhich is connected with the server 6,

and several Ethernet-outputs 18, which are connected with the

Et her net-connectors 4 of the control units 2. As an option, the signal
supply device 8 is equipped with an interruption-free voltage supply unit
19, batteries or rechargeable batteries, in order to transformthe present
fire alarmsignal into an anal og; electrical signal or to anplify it.

Al ternatively, the signal supply device 8 is equipped with another voltage
supply device. The anal og signal being transforned fromthe fire alarm
signal is fed into the Ethernet-cables 5 as described above; whereby the
entire signal route between the al arm signal generator and the control unit
2 is analog. In other design versions, the fire alarmsignal is fed into
the Ethernet-cables 5 via a passive conponent. By using two

Et her net - connectors 4 per control unit 2 preferably each with PoE-capacity,
the invention allows for an inexpensive WD 2010/097347PerrEP20101052150 -
11 -



realization of a conpletely redundant inplernentable security system1,

whi ch conplies with the requirenents of security applications and
optionally which is able to transmt a tire alarmsignal according to the
provi si onsyo 20{d/883397 097347PCT/ EP2010/ 052150 - 12 - CRCTVEP2010/052trity
system (1) for the surveillance and/ari2f-or the control of sections in a
surveillance area, with at |east one control device (2), which is designed
for the input and/or output of information and/or signals in one of these
sections, with a comunication network (3), which is arranged for the
conmmuni cation connection of the at |east one control unit (2), whereby the
control unit (2) has a first Ethernet-connector (4) for comunicating with
t he conmuni cation network (3), thus characterized, that the control unit
(2) has a second Ethernet-connector (4) for communicating with the

comuni cation network (3) and the control unit (2) is designed, so that in
the first sand in tdgingecond Et hernet-connector (4) a supply voltage can be
transmtted. 2. Security system (1) according to claiml, thus
characterized, that the second Ethernet-connector (4) is designed as a
redundant conmuni cht i orPeconityegstemr(1) for the surveillance and/or for the control of

sections in a surveillance area,

with at least one control device (2), which is designed for the input
and/or output of information and/or signals in one of these
sections,

with a communication network (3), which is arranged for the
communication connection of the at least one control unit (2),

whereby the control unit (2) has a first Ethernet-connector (4) for
communicating with the communication network (3),

thus characterized, that

the control unit (2) has a second Ethernet-connector (4) for

communicating with the communication network (3) and the control unit
(2) is designed, so that in the first and in the second Ethernet-connector
(4) a supply voltage can be transmitted.

2. Security system (1) according to claim 1, thus characterized,
that the second Ethernet-connector (4) is designed as a redundant
communication connection.

3. Security system (1) according to one of the previous claims,
thus characterized, that in the first and/or in the second Ethernet-
connector (4) an analog additional signal can be transmitted.



3. Security system (1) according to one of the previous clains, thus
characterized, that in the first and/or in the second Ethernet-connector
(4) an anal og additional signal can be transmtted. WO

2010/ 0973AV0QUI®PBAD/ 052150 - 13 - 4. Security syst eRCT/EP20HEW2#0g t o
claim 3, thus characterized, that the 1@nal og signal is arranged as alarm
signal, particularly as fire alarmsignal. 5. Security system (1)
according to one of the previous clainms, thus characterized, that the
control unit (2) is connected via the Ethernet-connectors (4) by eight-wire
network cables (5). 6. Security stem (1) according to one of the
previous clains, thus @@&b&fdlswtﬁﬁbﬁl mg feeclaigng. tiyys haracterized; haljesi gned

to transmt the anpkegaldy @ikl @@%ﬁgedwalauﬁ@igyiawpémag@ny&ﬁnfer es, which are
not used in the co nlcatlon connection to the comuni cation netmork (3).

7. Security systen'ﬁ’?f} 'dlor di ng to one of the previous clains, thus
characterized, that the communication network (3) has two different net wor k

segnents, wher eby gne rwcumylé SIEEB NhcRAdiRy tSorSSTita dvions e fthdshe
Et her net - connect or Yor$ §t( g cQr dj F‘ e of the
previous cl ai ns, g %ﬂ&f*&‘f‘@?@&&" ?Iﬁ’é{ @H% %%ﬂﬁ?f? |Véaa{'\eg‘=r} %rQFGork (3) has

one redundant rrasttmnnecintsr(éb byeeight-@ire Gelwork cables($d.em (1) according to one

of the previous clains, thus characterized, that the control unit (2) is
designed as a gate and/_or door co Secur i tpé"ﬁ;stem (1)

trol device. .
according o one oI t heSFHRYSHIEM I1g??@fﬁ'}t‘/émf?so@n‘éﬁ%%?@ﬂo?@& at the
control unit (2) Hhss thayhetenzedythdy theecontrot uritd25ierdesignedhtty toansaitr eader f or

identification badggsnalog signal and/or the supply voltage in wires, which are
not used in the communication connection to the communication
network (3).

7. Security system (1) according to one of the previous claims,
thus characterized, that the communication network (3) has two
different network segments, whereby one network segment each is
assigned to one of the Ethernet-connectors (4).

8. Security system (1) according to one of the previous claims,
thus characterized, that the communication network (3) has one
redundant master controller.

9. Security system (1) according to one of the previous claims,
thus characterized, that the control unit (2) is designed as a gate
and/or door control device.

10. Security system (1) according to one of the previous claims,
thus characterized, that the control unit (2) has lighting body,
a tactile sensor and/or a reader for identification badges.



