WO 2005/ 093587 PCT/ US2004/ 005900 COVMMUNI CATI ONS SYSTEM AND METHOD FOR
ACCESSI NG A SERVER AND PREVENTI NG ACCESS BLOCKING AND M NI M ZI NG NETWORK
TRAFFIC Field of the Invention [0001] The present invention relates to
network conmuni cations, and nore particularly, the present invention

rel ates to avQe®wsh¥sgs? nternet servers. Background of therdnusenidw@spep 00021
The Internet is grow ng exponentially and tenporary network outages are
commonpl ace on the Internet. A client, whether operating a personal
conputer at hone, in a |ocal area network, or froma nobile, wreless
device, often attenpts access to a server on the Internet (e.g., a
website, an e-mail server) , but fails to connect to the server and
initiate the communi cations session. After repeated failures in accessing
a server, a user may wait a period of time and try again, perhaps naking a

successful connection or failing to nake a connection. |In the case of
failing to connect, the server could be actively blocking a connection
request. In other instances, however, a "failed" access attenpt will be
successful if retried after a sufficient delay. It has been found that
sonetimes a server fRfrtieY ¥I@k§0§ s Py AP MR 0B ORBRCACOs sBEIEST S
based upon the 0“9' ”at' f Gh®S PrREVENOTRE! addEms pridexINes ver or  the
I nternet connectivity to the i fﬁyZﬁQQQﬁﬁﬁ@@K trYEr2605/ 093587

PCT/ US2004/ 005900 |ntern1ttent and/or transient failures, including

service and network failures. [00Q3Lq4t.fScleGeRAY ohhen to distinguish
between a permanent or persistent—tTanstent fartrure 1n accessing
1000117 The present invention relates to network

communications, and more particularly, the present
invention relates to accessing Internet servers.

Background of the Invention

[0002} The Internet is growing exponentially and
temporary network outages are commonplace on the
Internet. A client, whether operating a persocnal
computer at home, in a local area network, or from a
mobile, wireless device, often attempts access to a
server on the Internet (e.g., a website, an e-mail
server), but fails to connect to the server and
initiate the communications session. After repeated
failures in accessing a server, a user may wait a
period of time and try again, perhaps making a
successful connection or failing to make a connection.
In the case of failing to connect, the server could be
actively blocking a connection reguest. In other
instances, however, a “failed” access attempt will be
successful if retried after a sufficient delay. It has
been found that sometimes a server may actively block
or throttle connection requests based upon the
originating IP address. At other times, the server or

the Internet connectivity to the server may encounter



t.-he sbrver, such as by a server consistently bl ocking access, and an
intermttent or transient failure caused by other reasons. If it were
possible to nonitor every nmil server or other Internet server to be
accessed, then it would be possible to blacklist a particular server or
devi se a di W@r¥AP?38Bnnecti on engine route for a parti cPCEUSHeVsH0 |t
woul d al so be advantageous if sone decision could be automatically nmade to
det er mi ne when ahytemwtttemit snshioul drives ade fati lvaesesshaguaiagrver, and
whet her a set pesré ovd c%f atnidmrslet%hoglg ng al l owed to pass before reattenpting
access, or if a differént C6nnatti oh elgitie shoul d be used to initiate
communi cati on. SiMfRly of Itheésl neeatiory [(2Q4koThespi agaenthchatnedn a

i nvention overcomes problems when tenporary net%/orj;‘ﬁouta es occur_on the
Internet and "f a1 g AccESsPRf TPt ard Fetrred THE® pleSERESFHYZNti on
is al so advant agecuscavean atdhtas Wy sCcidrveheRo6LEEBEALSON KEHSE K IRY
actively block a connecti,on request,%‘l 0005] I n the present invention,
connecti on engi ME&%5¢anB8 Al st PFBEFET GePnbFePptet EubAét ez aneewifd i pl e

| P addresses to iy etest atheopts atr biwockiRgpoBsdatabasemghital! egeattenpts
can be maintained.gnd an intel]ljigent routing server, such as a nobile
office platforfio SfaﬁérreISBFv‘éFh‘g?s?grﬁm@GulsrY?éc‘kot]H% 2aagRFedde of

failures as probjrem ABgRbLULES: SO €t t3 pdatabase. 2 Dakaccanis€l ate to
t he probl em nmagni tude versus tine for a specific connection engine and
webpage or serverFVieRTa S8t Verd ndstisFpé SeRBESREPT 200l PE05PWYR587

PCT/ US2004/ 0059G0r hopaexasplex ascwden arclibenl £heckse anqemmilqsalver,
t he dat abase can be consulted to choose a connection
. 1f some decision could be automatically made to

determine when any reattempts should be made at
accessing a server, and whether a set period of time
should be allowed to pass before reattempting access,
or 1f a different connection engine should be used to
initiate communication.

Summary of the Invention

[0004] The present claimed invention overcomes
problems when temporary network outages occur on the
Internet and “failed” access attempts are retried. The
present invention is also advantageous as an aid to
discern when certain servers may actively block a
connection request.

[0005] In the present invention, connection engines
can be distributed over multiple subnets and multiple
IP addresses to prevent attempts at blocking. A
database of failed attempts can be maintained and an
intelligent routing server, such as a mobile office
platform or other server system, could track the
magnitude of failures as problem magnitudes stored in a
database. Data can relate to the problem magnitude
versus time for a specific connection engine and

webpage or server. When a server has to be accessed,



engi ne having a | ower problem magnitude for the server of interest. A
plurality of engines could be distributed over nmultiple servers and
mul ti pl e subnets. [0006] In one aspect of the present invention, a proxy
engi ne, operative with WAP or SMIP, for exanple, makes a service request
to a connectW8alefigissie, which wuses a POP, | MAP or HTTPneCT/upnoevoewh, for
exanpl e. The connection engine attenpts to access the server and, if
errors are recei¥ed,etdig1dgt akagBegan sipse theckkabkhueraidrsar-particul ar

connecti on engi ne and server ajr by assigning pr obl em magni t ude and
adding it to a Eﬁﬁré%ﬁéaﬁﬁﬁoﬁéﬁtpﬁlF nﬁ%k%?%d“ﬂé%ﬁﬁﬁ?eaeﬁ?? Aoy with a
time stanp. The @onnectii0nengi NBweaANy FGKE:M mdetieuaenabi ommdfs hect ype of
error to distinguish network failures fromother types of errors such as

i ncorrect passwotds:MIEHASY f ofnBULF 4L GNERAPI GPULerPors not

attributed to nejyikihalddutessr khiihsl e pfobleam mrannhudepis febpuea. set
threshold, the next attenpt is nade after a sufficient delay. If the

probl em magni t ude?WB&eeds & PREedfBFEt ¢he iy strerrif| FhvadEidwt rg and

instead waits fqgs-d.he SfEblemprEALivde, 4D wecay tarbel eut thes th1eshol d
before retrying. The delay can be a function of a preset rate of decay of
t he probl em magrtdkfdfe.2 ASdiviFer EREUEDhNELtd siPresgihe aReh e ["6WeF1 pr obl em

magni tude for thesane wervenasad: atdmdbe sglecked, i pBoonexaspest of the
present invention. [0007] In one aspect of the present invention, a

communi cati ons s¥st éinneEltdaes chyHat ARG tot 6FFPRYS athprasbieny magni t ude
relating to failggh atit@nL e kN, 8CLESSI NG A 13T H%;Eals‘%é‘%&r?ﬁsé?dé?%@ﬁé on

engines. An intelligent routing engine is operative Wt
2005/ 093587 PCTI4382004 d@3960particular connection engine and server

pair by assigning a problem magnitude and adding it to
a current exponentially decayed database entry alcong
with a time stamp. The connection engine can make a
determination of the type of error to distinguish
network failures from other types of errors such as
incorrect passwords, badiy formed requests or similar
errors not attributed to network failures. If the

- problem magnitude is below a set threshold, the next
attempt is made after a sufficient delay. If the
problem magnitude exceeds a threshold, the system will
not retry and instead waits for the problem magni.tude
to decay to below the threshold before retrying. The
delay can be a function of a preset rate of decay of
the problem magnitude. A different connection erngine
with a lower problem magnitude for the same sexrver can
also be selected in one aspect of the present
invention.

{0007] In one aspect of the present invention, a
communications system includes a database for storing a
problem magnitude relating to failed attempts in
accessing a server using the connection engines. An

intelligent routing engine is operative with the



dat abase, queries the database and delays any further attenpts at
accessing the server using a first connection engine if a probl em magnitude
exceeds a predeterm ned threshold. A conmuni cations systemcan also
include a plurality of connection engines that can be used by a client for
accessi ng aveePPepIgi’ a server on an Internet Protocol KdiR)s2emenmoek. These
connection engines can be distributed anong a plurality of subnets and/or
| P addr esses anddatdterseserwenrdes[ 08084atharichadidotiel hes paegenirtinaention i s
al so disclosed,aégg%ieé one asgect of , the invention, cgnyrises the steps
of attenpting actesst's e SErvernd usingH Fitr SF1E8nAettTTn engi ne,
assigning a probtemeatrgni udenkf ithe wtdemy mynaccasséngedde aserver has

failed, and delaying any.further attenpts at accessin t he server using
the first conneé%ﬁ% L@ﬁéﬁﬁ?? ?gr?ﬁEOl%roﬁTéﬁWWﬁ&ﬁF?EH%“%X%@%&?‘§an

predet er m ned t hrleshahd1up@0@9b11h Rz yety aOlRehea8Pest e i Adre PLeSenty
i nvention, a nethod of ccess'ng a server conprises the steps of
di stributing colffedt6n ¥ngi fidd=BYetOmAtGesise n9sabhet Carml o sREMsDl e | P

addresses and atdrenpt TR@eraé€essotOcSEr MENS neskkBgkt hergonneciner+anrgi nes.
Pr obl em magni t udes ,are assigned to failures in accessing ggy servers. The

probl em magni t uf@ N ECSUE3"t PRedhst F b Hisl a6ng pabt e Hry cdnmebrisd® engi ne

and server are SipLedIw hhkReasdat ahasrandsa-¢epnecti on engi ne chosen
whi ch has m ni num | ens when a particular server is to be accessed. This

r.ob
deci si on can béoﬁﬁgéd onqligFred Mhdda @rerentat areiiel oTHS $dFver  coul d,

of course, be amiiemBbkef] O¥hdeln O5nOtNGcSLLYCEne BRI D8SCri PLion of the
Drawi ngs [0010] O her objects, features and advantages of the present
i nvention will BEEBRESapparentterdmt Be tegetany e GRSt rtiptiihen set vieke

invention whi chuls@hboWsfirst connection engine, assigning a problem
magnitude if the attempt at accessing the server has
failed, and delaying any further attempts at accessing
the server using the first connection engine, if the
problem magnitude exceeds a predetermined threshold.
[0009] In yet another aspect of the present
invention, a method of accessing a sexrver comprises the
steps of distributing connection engines over multiple
subnets and/or multiple IP addresses and attempting
access to servers using the connection engines.
Problem magnitudes are assigned to failures in
accessing any servers. The problem magnitude versus
time as related to a particular connection engine and
server are stored within a database and a connection
engine chosen which has minimum problems when a
particular server is to be accessed. This decision can
be based on queries made to the database. The server
could, of course, be an email provider or other serwver.

Brief Description of the Drawings

[0010] Other objects, features and advantages of the
present invention will become apparent from the

detailed description of the invention which follows,



4 WD 2005/ 093587 PCT/ US2004/ 005900 when considered in |ight of the
acconpanyi ng drawings in which: [0011]] FIG 1 is a high level block
diagram of a systemthat includes a network having a nunber of connection
engi nes distributed anong a plurality of subnets and/or |P addresses, a
dat abase f orw@twsioesgs7 pr obl em magni t udes, and an intel | i pemtsxooubsxng engi ne
as part of a nmail office platformor other gateway that del ays repeated

attenpts at acceggbRd-GnSEIVAIG Oh 1S6heChs end ARGl iaggtpewiogsuse by a
client, such as the illustrated wireless device. [0012] FIG 2 is high

| evel flow chartiB8h®M iy an exanple of the algorithmthat can be used in

the present inveppyopn. [08A3] FliG a3h&%hap@&élerb1fdc@mc1@!a§5:rami bEustrating a
more specific exanple of a nethod used the present inventiagn. [0014]
FIG 4 is a bl ocRydteagr b ofingl usesnmsl Ry ORanti i1 amobiPeTwot el ess

communi cations devjge-tNal o ke Used: birddepigsenthpyenti,on: Detail ed
Description of the Preferred Enbodinents [0015] The present invention wll

now be descri bedsubnees fandiohdifeiaddireerei th dadfadrercé oroStAgt A conpanyi ng
drawi ngs, in “h'%POBI§$e${§EH§H?%$$ g%ﬂt§n ol dihe JhuentieRngr enghown. This
owever, be enbodi’e

i nvention may, Jin many different forns and shoul d
not be construedzaspiibi ek tepitlhe fdapedphehfersatr otderhoperesh. tRafher,

these enbodi ment g al.6; Pf?%e%ﬁqieqlc Akl LA S daslosurestbLl Be thorough

and conpl ete, and onvey the scope o e invention to those
skilled in the astletikes marbers ioef engine | f&ke uss dyest S1EAPBughdtd, and

prime notation i§su§ﬁg IPlustrated wireless device.
{0012} FIG. 2 is high level flow chart showing an
example of the algorithm that can be used in the
present invention.
[0013] FIG. 3 is another flow charxt illustrating a
more specific example of a method used by the present
invention.
[0014] FIG. 4 is a block diagram of an exemplary
hand-held mobile wireless communications device that
can be used in the present invention.

Detailed Description of the Preferred Embodiments

[0015] The present invention will now be described
more fully hereinafter with reference to the
accompanying drawings, in which preferred embodiments
of the invention are shown. This invention may,
however, be embodied in many different forms and should
not be construed as limited tc the embodiments set
forth herein. Rather, these embodiments are provided
so that this disclosure will be thorough and complet-e,
and will fully convey the scope of the invention to
those skilled in the art. Like numbers refer to like
elements throughout, and prime notation is used to

indicate similar elements in alternative embodimentss.



indicate sinmilar elements in alternative enbodi nents. 5 WO 2005/ 093587
PCT/ US2004/ 005900 [0016] The present invention advantageously overcones
t he di sadvantages of the prior art, which did not accombdate tenporary
network outages with "failed" access attenpts, did not determ ne whet her
reattenpts WO 2806088%i ng at a server shoul d be initiat edpcauskodi@ssomot
determ ne whet her the server may have been actively blocking a connection

request. [0017] [daueiccor dance roisbht t heydd @SNt 2 HRYLPL&O%, s 1 FoNnect i on
engi nes can be distributed over nultiple subnets and nulti'ple |IP addresses

to prevent atteMPiEOnEs BinGckilfgisreeaseorofall by ar i eF natt v etuisds dgp
connection engines.adsdiabase tehpbai et AR Su e s Q@iﬁ?”’ﬁa@%@d and a
e

probl em magni tude systemtracks a nmagnitude of failure for fail attenpts
at initiating #FCormatitCaPtonsdsdsaelorfisiivianserherhe Theeatdteapdse stores

the probl em magni tude amhSUe hi B850 & RCIEL Ci , CONNECt i oy, £ngigne and

web page or serverﬁpalr. en a server has to be accessed to check an

emai | account, "Flodedeampre, whReheat Araserosn beay dsw tletkit acdhoedy a

connection engine Wity a WoRLAVM HY qﬁgqqigégqgni tude for the server of
i nterest. (0012&9In one aspect of the present invention, a plurality of

di fferent connd@8%idd engifesceanddpece diidty ithet adravemrt nultdrplienser ver s
and/ or nul tipl ~ i | e ngi ne can
GordAcLs a0diRLs M IRl @il 3dd es? (@YA??,"R@%%F%

Q
be operative with a rel essS Application Protoco Mai |
Transf er Prot odsieneSRTRdorubthieke It cidogslsseThet s grneeremam titgkgta servi ce

request to a c@nRget-hON gLl tive, .t anpl e, wth a Post
O fice Protocol (POP), a% In%e%%e%pﬁalﬁowAgéggs ?(;Jt%dnego ses(I P), HITPmai l

prot ocol or ot KeMIscHipar epgbbretol A database of failed attempts can
be maintained and a problem magn itude system tracks a

magnitude of failure for failed attempts at initiating
a communications session with a server. The database
stores the problem magnitude ver sus time for a specific
connection engine and web page or server pair. When a
server has to be accessed to che ck an email account,
for example, the database can be consulted to choose a
connection engine with a minimum problem magnitude for
the server of interest.

[0018] In one aspect of the p resent invention, a
plurality of different connectiom engines can be
distributed over multiple server s and/or multiple
subnets and/or multiple IP addre sses. A proxy engine
can be operative with a Wireless Application Protocol
(WAP) , Simple Mail Transfer Protocol (SMTP) or other
protocol. The server can make a service request to a
connection engine, operative, fox example, with a Post
Office Protocol (POP), an Internet Mail Access Protocol
(IMAP), HTTPmail protoccl or other similar protocol.
[0019] If various errors are received, a database
can store this failure for a par-ticular connection

engine and server pair by assigning a problem



[0019] If various errors are received, a database can store this failure
for a particular connection engine and server pair by assigning a problem
6 WD 2005/ 093587 PCTI US2004/ 005900 rmagni tude, for example, ten (10), and
adding it to a current, exponentially decayed entry in the database along
with a tinme WPamy 93BT ferent errors can be given a diffecensobaesemat or,
such as a 4XX error as a persistent transient failure, also known as a
network fail uremadnbXNiEr rfdyy g lenctedle oiheralr kS ngudf etatLed to
network errors, for exanple, an incorrect assword or badly fornmed
request. |f the Probftm Sraghieride iy B%?%Ng% Hriddetidr hRed>tMEThol d, a
new attenpt at ateessviaan sbeimadecahber s stdfdai tro9l aYn bd fgirdy obl em
magni t ude exceeds a, threshold, then the systemnay not retry, and instead,
could wait for tRePrOBEMIGLFEEGEn £6ChetDve aflﬁ)%reé%ﬁél 8Sb&fore retrying.

A del ay coul d bep@:d inGiton rehsacpEesgl 16 e fsHdesryn 9f Lhg-prohl em
magni tude. Also, if it is determned that a server is blocking or is

havi ng ot her confRtti%n pr oBFeRErBased th Hir lupicaddhesscriers exanpl e, it

is possible to tfyemntdid frer eat we@RNEELEL LN NGl NGk QQ20), Fl Goodrstiiows an
overall block diagramof an exanple of a basic comrunications system 10
and showi ng exapiBLISE orheadayi 6051¢dnedIuRts -and fcbhpoRePese® hat  coul d

be used with thepnesenfe 1BVERLLAN ASeaddd MSAL @6 re@nbal 96, COLpOrat e
intranet 12 could " include a nunber of gateways 14 (although only one is

necessary in sortisitadéedyrcoper abnviee dadserafdiey aandfl 6 ckonit etsslaand

connect ed and opgf af iM@WMekiNn%ghi PiSe SHANRLS 161,30d18830CE Al e REr Vers
16a. The different subnets 16°can be operative wth various emnil clients,

systens and/ or SBFETs MFhNossTABAY i #d iiTp teaghplcesld wait for the

problem to return to below a threshold before retrying.
A delay could be a function of a preset rate of decay
of the problem magnitude. Also, if it is determined
that a server is blocking or is having other connection
problems based on an IP address, for example, it is
possible to try a different connection engine.

[0020] FIG. 1 shows an overall block diagram of an
example of a basic communications system 10 and showing
examples of the various functions and components that
could be used with the present invention. As
illustrated, & large corporate intranet 12 could
include a number of gateways 14 (although only one is
necessary in some instances) operative as servers
and/or routers and connected and operative with various
subnets 16 and asscciated servers 1l6a. The different
subnets 16 can be operative with various email clients,
systems and/or servers 16b, as non-limiting examples.
[0021] It should be understocd that a subnet 16 as
used herein can correspond to a portion of a network,
such as the illustrated intranet 12 having a common
address component, but subdivided into separate parts

or segments. A single shared network address can allow



[00211 It shoul d be understood that a subnet 16 as wused herein can
correspond to a portion of a network, such as the illustrated intranet 12
havi ng a conmon address conponent, but subdivided into separate parts or
segnents. A single shared network address can allow 7 WD 2005/ 093587

PCT/ US2004/ 003 2@6/023887 f er ent conputers and clients to berconsmetmsbot o t he
Internet with a single shared network address. It is also possible to have

mul tiple connectdons ded it hemplitbeenghawel hethif fror gt LR addegssessndut a
shared address could be used for certain areas of the network, each
havi ng subnets. TOGPEY idRodl A18P6 B irficradresd pRAEARY pbition of an

| P address coul hirepresenbla et Wetk RUMDES) Ofcondddiesssand spae portion
could represent |ocal machine addresses as a host nunber or address. For

exanple, it is Posmsitevishudéiisrept st crddraserwor kuhuabekrassl 16 bits

for a host nU"kaku@%%hc%ﬂﬁaeﬁg:u§Q§Ef@PrééfHEﬁN arkhe 995£h@qgﬁﬁﬁﬁh J, s used
for a subnet address. For exanple 8 bits could be used, but ot

schenes, u5|ngeﬁﬁmyhﬁﬁﬁﬁgoﬁuan?ﬁﬁrd guad or fourth quad coul d be used
The subnet mask ov2uged t o defghdng; wh d t.nbel ongs
(09225 Q&eﬁﬁﬁﬁﬁktoéﬂ th t399¥§§ﬁ65k

and acts as a screen for the nunmbers to t ch nu
underneath for %Mo@t A§. 2P0023F Theld ntgmrraent? acaatvack udenone or nnre

gateways 14, eaghi@ekknNgnassandetypE kPl lda%@g? g&rfgggatﬁééQy;elnternet

18 or to a server operative as a nobile office ormin this
non-limting exa&fgirésseFhasgat ety snwdad @ddbesan eher agpromnitie otihier

net wor ks and/ or ;ac,,a8:8)BOHE QéehpéQﬂg%quQo E@tggg J@%KQ§£F yays 14
could al so be an Internet service provider ( be operative
as a proxy bits for a heost number. With subnets, some portion of

the host address is used for a subnet address. For
example 8 bits could be used, but in other schemes,
using only part of a third guad or fourth quad could be
used. The subnet mask is used to determine what subnet
and IP address it belongs and acts as a screen for the
numbers to tell which numbers to look at underneath for
routing.

[0023] The intranet 12 can include one or more
gateways 14, each acting as a network point as an
entrance to the Internet 18 or to a server operative as
a mobile office platform in this non-limiting example.
The gateways could also be an entrance to other
networks and/or act as a node or host {end-point) node.
The gateways 14 could also be an Internet service
provider (ISP}, and could be operative as a proxy
server and/or a firewall server, and also be associated
with a router.

[0024] FIG. 1 illustrates the mobile office platform
20 as a server that includes various functions,
including software engines operative as an intelligent
routing engine 20a and proxy agent 20b, and performing

other functions, including that of an electronic mail



server and/or a firewall server, and al so be associated with a router.
[0024] FIG 1l illustrates the nobile office platform 20 as a server that

i ncl udes various functions, including software engi nes operative as an
intelligent routing engine 20a and proxy agent 20b, and perform ng other
functions, iMePWaIMESt hat of an electronic mail 8 WO 200B¢ 09858705900

PCT/ US2004/ 005900 agent for various source nail boxes 22. It should be
under st ood t hat ddwntgatcenaysiddsobohhee indianeiesl22.coltdskdisiol e operative

as intelligent routing engine nd Internet service providers (ISP s) as
Shown by the  dOUTAEE TGS t0ORNEEE| FRLTHE M PE GPFi GROBFATT ok 20 wi th
the gateways 14.cdiQQ2% sAsbiel bystaat ed,aa Wdlegendevybeeidd eri@Rsas a
hand-hel d Bl ackberry unit, includes a mail user agent 26 operative with

the server acti fgad deFB6i-l 86772 P PIdds S mhi8E” sThas daliPe P2 the al so

operative with thetedntiiasgt cgahereysy lithe TS iWer elf€$8edgVi @ rns 20nl y one
exanpl e of a user, system QQher systens, including a personal conputer or
ot her nobile deWi'dd t8&n9BEeBpEFatfve with the present invention. (0026]

The nobile of figaoplsat f or Ms20118s0PSFAE | VE 1ASe 18 sBBHEDOX | 2 erhRGEe aBDdUl €
and includes the intelligent routing engine and a mail agent that
comuni cat es wi tth hagdureédnBi ppekest P unithe bfjclaressa g8t el 4 i2gepper at i ve

as a mail user ageRbe28tapd GOuhdridcdddesr Wakl QUS a8MRI hos I Ficwhich in
this exanple, correspond to an outlook mail cliént 28a, an outl ook

express mai |l cl PREE28H, 29nd BPrépric &9 igaillsel PRRFatDBE Widh éRe X),
each associ ated iwt&anéesggﬁew@s ST CerndTR);hRexes. adhecarid 4458 cagent 26
could also include nmailbox configuration data 30 for each of the ensil
. example of a user system. Other systems, including a
personal computer or other mobile device, can be
operative with the present invention.
joo286] The mobile office platform 20 is operative as
a mailbox interface module and includes the intelligent
routing engine and a mail agent that communicates with
source maillboxes 22. The wireless device 24 is
operative as a mail user agent 26 and could include:
various email ciients, which in this example,
correspond to an outloock mail client 28a, an outlook
express mall client 28b, and a proprietary mall client
28c (client ¥), each associated with respective source
mailboxes. The mail user agent 26 could also include
mailbox configuration data 30 for each of the email
clients 28a-~c. It should be understocod that the
various email clients could be located con different
agent systems as part of one or more wireless devices,
as illustrated by the second agent system 32, each
having a mall user agent.
[0027] ) In this example, the mail user agent 26 is
operative with the mcbile office platform 20 acting as

an agent for the wireless device 24 to source mailboxes

22 and also as an agent to the Internet 18. The mail



clients 28a-c. It should be understood that the various email clients
could be located on different agent systens as part of one or nore

wirel ess devices, as illustrated by the second agent system 32, each
having a mail user agent. [0027] In this exanple, the mail user agent 26 is
operative wYH240/8%3Fbbile office platform 20 acting as BEI/BEEH005%6¢ t he

W reless device 24 to source nail boxes 22 and also as an agent to the

| nternet 18. Thé'Sea RIENWO2ZE0051 DY35BTC PET/OPS2004176086000 aruserf agent 26

coul d al so be operative Wathe o ggt,eways_14.of the intranet 12,
dependi ng on thg%confaiy/gur atlgo(rj\l@% {%%gglftteagyggéﬁanégggo b gcr%? gateway as
an | SP. The souresfmairbbkes ecbutik b tcoeatsedndnuthect latergaekwi§, aa
corporate intranet , O o] The _mail user ent coul.d al so _be
operative with El?lf f%?ént&hgn%%r%%sr%ael@%ﬁst ﬁgu?ﬁt}%? nlg‘fc.atﬁ‘fleoﬁoﬁg?e of fice
pl at f orm 20 canla¢erastah8agentoriperdter dinngavati B4s of wndath.onghei ncl udi ng

various functionpal ;a al i dat or dules. It should also be understood
that some of thglgkfluﬁg?:rlo% ' ?%‘Jel%sloebePPEEabT‘é?f% A4 FARTeRENt can
al so be downl cadedifospsuses igysttemIanedraperat TNe Woid e WFERceasS wWhen

i nputting infor Lon_ | a nmobile device or hone conputer. [0028] As
i1lustrated, thg%%r%g? %n% f7€e BitatFoffh 267 Fs %%QE%WI\P@ WRERCHS dat abase 36

for storing problentiomgni inudesiinre atairiguborfintt Bshat tepts1aba86£eSssi ng
ent invention, a plurality of

servers using cOORSELLon ANAINES L LB PLESSNL . .
connection engi nés-can’ be us}édﬁtﬂ/ €l PENPIAF BT teArIRE, S6perafi ¥ on the
mobi | e, wirel eSsndevéone @4 tHEhes®ileNBEEL EONH ENGEAES saf @n ag@ﬁ@r@m y.
di stributed anoggsthbe Séjob‘pneltosad]é% %réd/or | P addresses through the various
gat eways 14 and L3R & a user system and operative by a
. user, as when inputting information into a mobile
device or home computer.
[0028] As illustrated, the mobile office platform 20
is operative with a database 36 for storing problem
magnitudes relating to failed attempts at accessing
servers using connection engines. In the present
invention, a plurality of connection engines can be
used by a client, for example, operative on the mobile,
wireless device 24. These connection engines are
preferably distributed among the subnets 16 and/or IP
addresses through the various gateways 14 and subnets
16. The database 36 can store a problem magnitude
versus time relating to a particular connection engine
and associated servers after attempts have been made to
access servers using the connection engines and problem
magnitudes have been assigned to any failures in
accessing the servers. A connection engine with
minimum problems can be selected by the intelligent
routing engine 20a when a particular server is to be
accessed based on stored data within the database 36.

[0029] The database 36 could also include data

relating to a current problem magnitude for a failed
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16. The database 36 can store a problem magnitude versus tine relating to
a particular connection engine and associated servers after attenpts have
been nade to access servers using the connection engines and problem
magni t udes have been assigned to any failures in accessing the servers. A
connect i on eWHi2HE4kEh i ni mum probl ems can be sel ect edPEYUsHe4/GoR0e! | i gent
routing engi ne 20a when a particular server is to be accessed based on
stored data mﬁtﬁFﬁeﬁﬁet@aiaﬁa§€H3$hat[@62@@d§%dxd@t@basen86 coul d al so

i ncl ude data Lo 1.0 by em aani tude for, a failed 10 WO
2005/ 093587 PCT/ 20047005900 a?%esgﬁggba%ser vedr Phat Pre®ied to a
current exponefit ¥l Fydeleeny edcentsipgr hat edrtar a ﬂh@bhenabmagnﬁwude for

accessing the seoyes. s Jhe, datahas &,36,,0pl d, ifichyde datafelating to a
|

probl em magni tude versus tinme for any s rver® dnd conn gi ne pair.
Pr obl em nmagni t udesseant e &s3i gnedstoreanzed rammkasedn enghed waiek -f.ai | ures

or other failur netmnrk failu as _an_incorrect
passwor d and/or§§%%%%f§€%é§¥#§§ereaﬁgs ﬁ?ﬁquﬁi;IofggﬁteF5%¥|ﬁﬁséﬁglne 20a
coul d be operatéveratindria ﬁ@admyeseweotmmmaalzﬁbs uArseavédge tioeguest coul d
be made using i atjon_protoc ma

transfer protgngﬁgégﬁaﬁafl%%%fe%p tH %%CE§§”§&§§ré%PSEBH?dlBQ/Oﬁade usi ng
POP, | MAP or HIHdmsiy @ummmebqu§@630]Tﬂé steuld ghatupdet si@odntyhat the
wireless appli n toc perative with nobi vi ces and
typically inclu S(%nﬁ?%% ﬁgér m%t%ﬁﬂ?éhéﬁ§ﬁg §BAY St o %mﬁhﬁegg “or ot her
server using- \MARervihe ganaway coul d vetdRy@sinfoamat onad a HTTP from a

server and enco t.he HTTP data wt e mnrele s mark- up | anguage (WW).
35 Lai ¢ i)

1cat
The WWL- encode&i éoneﬁfo or 51mp e mall transf el

protocol (SMTP) . Attempts to access a server could be
made using POP, IMAP or HTTPmail protocol.

[0030] It should be understood that the wirel ess
application protocol (WAP) is operative with mob ile
devices and typically includes a mini-browser wi th
requests sent to a gateway or other server using WAP.
The gateway could retrieve information via HTTP from a
server and encode the HTTP data with the wireles s mark-
up language (WML). The WML-encoded data is sent to the
wireless device. The wireless application protoecol
stack can include a wireless application environment to
hold tools that wireless Internet content developers
use. It can include a wireless session protocol to
determine whether a session between a device and. a
network will be connection oriented or connectionless.
A wireless transaction protocol maintains data £ low and
is operative with a wireless transport layer security
to provide security features such as found in th.e
transport layer security (TLS) portion of TCP/IFP . A
wireless datagram protocol works in connection with a

network carrier layer as a bearer.
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wirel ess device. The wirel ess application protocol stack can include a
w reless application environment to hold tools that wirel ess |Internet
content devel opers wuse. It can include a wireless session protocoL to
det erm ne whether a session between a device and a network will be
connecti on oWPeht5@&838t connectionless. A wirel ess trans&CTiusmo{ee00col
mai ntains data flow and is operative with a wireless transport |ayer
security to protP@@ilecuriig. Redturedigucheasl frold idiabhem bramsprt

| ayer security (JLS rtion of TCP/[|IP., A. wreless datagram protocol works
in connection w g{% t)"étxgﬁr’@e]tevvoor c%(l:]aer ?niegkofia?/%rt S HBEar ell.“%f’ftif\%“mo%s/ 093587
PCT/ US2004/ 00590011 i 903 ed;| Gondeics ian héghidey el rdblaack rdbageamedowi ng  an
exanpl e of the nethod of the R esegtépi nventj on. illustrated, connection

As
NEPCRUPPFHAPE Bubndt'e difd ASATREPEF plet PEX addr esses

engi nes are di stri {fftpelae VP
(block 100). Act@®s. t (isesvwers bsratten et usigied heingopRECti on engi nes

(bl ock 102). Problem ni tudes ar assigned to failures in accessing
servers (bl ock 104)7°“'Té" S5r'dBI&m %bﬂ?lftﬂg%z)versplfé’btlieﬁemﬁg?%‘ilﬁﬁs t3F %

particul ar connesdsiomeengion€aandrser Veraaids Siney @ rvek-khip1 a-dat@pase
(bl ock 106). A cqnnecti gn engi ne, having m ni mum probl enms when a particul ar
server is to be Ktddseedt SAgROERAC it ot 1§t rE€d 28APE Wtdhin t he

dat abase (bl ock gOB)iculfaratbaRpPEEid AGHOSS MSQLOEr athlkedald after
repeated attenpts, (hlock 110%,§Sanot her ~ connection engi ne can be chosen if

the probl em maghitide Pedebaless priaet &idfiined & KPERABE#OBrermye f ur t her

attenpts at accessiing aisemMerpeapldes delayed pausiRg1arf kst cONNget i on
engine, if the problem gni tude exceeds the threshold (block 112). [0032]
FIG 3 shows a gap?ec?icl’:iec?sg ahpl BheHER Rafechen stored data within the

database (block 108). If attempts to access a server
still fail after repeated attempts (block 110}, another
connection engine can be chosen if the problem
magnitude exceeds a predetermined threshold or any
further attempts at accessing a server can be delayed
using a first connection engine, if the problem
magnitude exceeds the threshold (block 112).

[0032] FIG. 3 shows a specific example that can be
used for the method of the present invention. A Proxy
engine can use WAP, SMTP or other protocol and make a
service request to a connection engine, which uses POP,
IMAP or HTTPmail protocol (block 200}, The connection
engine attempts to access the server (block 202). The
database stores the type of error for a particular
connection engine and server pair and assigns a problem
magnitude (block 204). It then adds the problem
magnitude to the current exponentially decayed entry in
the database along with a time atamp (block 206). If
the problem magnitude is below a predetermined
threshold (block 208), the next attempt to access the
server l1s made after a sufficient delay {block 210).

Lf the problem magnitude exceeds a predetermined
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used for the method of the present invention. A proxy engine can use WAP,
SMIP or other protocol and nmake a service request to a connection engine,
whi ch uses POP, | MAP or HTTPmail protocol (block 200). The connection
engi ne attenpts to access the server (block 202). The database stores the
type of erroVORMSOSSpArti cul ar connection engi ne and sePeBUSPad/tosE0d
assigns a problem nmagnitude (block 204). It then adds the problem

magni t ude to thetnuémemci,ew%@rtsitainl yidecayedr-&nty rdn inksheadatabase al ong
ock 2 t he roblen1na nitude i s below a

with a tinme sta b|

predet er m ned Fﬁ?és 15 P %ﬁﬂ<tgogftuF DREXY Eﬁ%(ﬁﬁﬁgngrgﬁeﬁgs t he
server i s made a{mﬁésﬁbﬁuﬁﬁdﬂbn%n&edebﬁﬁg(b$p@£kZQKQ | frrtiheqprepl em
magni t ude exceeds a_predetermned 12 WO 2005/ 093587 PCT/U82004/005900

threshol d, the s§RfEMR 17 WOCHLEPr §LafdPT #Eteatt Waittls 98F6Y Phe™PF obl em t o

return bel ow t heppsiriat aidydiadaet hr eshekdobef are: 1t yicRan( hkock 212). This
delay could be a function of a preset rate of decay of the problem

magni t ude. Thr esFoldsr¥hn Be Sehoséhtazent eeriteth ol §891arFf 8rRnS
connecti on engi ngsc&an, be chosen. [0033] It should be understood that the

software and pr grannlng used for the present invention can vary, and
di fferent applich{idhs cadthéhgyéd. Prhendensieed diritcéhgl aPfbFaT 2R hd

ot her gateways ¢ dvb_sfﬁnnVFr% uSBRVEGESLLE a9y @l nichehudendif ferent
application ser%ﬁ%es used by those skilled in fhe gr V\ebn SEF%ICES coul d

i ncl ude a conbi rRq GH IfeqenégPRRML ART APRIS GRit L& WSiceh aFBeavabibdle from a

web server for webri dsenStOrmt B8 HSE S%hé¥f§HtéM%%sC%QHeQB@d ghograns as
provided by an application service provider. services coul d use an

ext ensi bl e mar k- q&rq%gﬁﬁﬂg$§hpgkggy and include dlfferent application
services used by those skilled in the art. Web

services could include a combination of programming and
data, which are available from a web server for wsb
users, or the use of other web-connected programs as
provided by an application service provider. Web
services could use an extensible mark-up language (XML)
as a standard for formatting data to be communicated.
[0034] Any type of arrangement can be used to access
the mobile office platform 20 or other gateways,
including a peer-to-peer arrangement, a central server,
or other architecture and line or wireless
communications. Alseo, middleware could be used. Data
formats could be standardized and data exchanged using
the extensive mark-up language (XML), which is a
foundation for the web services description language
(WSDL) . Different web servers could be used, including
the open source Apache or Microsoft's Internet
information server (IIS). OQther web services could
include Novel's web server for users of its netware
operating system or the IBM family of Lotus domino
service, for example, for IMB's 0S/390 and AS/400

customers. Naturally, any web server should be able to
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as a standard for formatting data to be comuni cated. [0034] Any type of
arrangenent can be used to access the nobile office platform 20 or other
gateways, including a peer-to-peer arrangenent, a central server, or
other architecture and Iine or wireless communications. Al so, mddleware
coul d be usé¥? 25088 ormats coul d be standardi zed and detsUSReh@sged usi ng
t he extensive mark-up | anguage (XM.), which is a foundation for the web
servi ces descri piiwridangeagestsWshL) £1 D fif:erefe b oseeyer sieoul d be used,

including the oge]p sqQur ce Aggche r M CC{,osoft' s Internet information
server (11S). Oter®wet §ePYPEBE"COUFPOd M de Novel 's web server for
users of its netWsr3s] operati ngbsyst et Ofe the tlBMuf am by efndot us dom no

service, for exanple, for IMB's OS/390 and AS/ 400 custoners. Naturally,
any web server sHodl"§#Y¥5e 3Bl 83t 13" WY 2005 0$358 P PETF S22 0048 005900

downl oad requestsediometi ke beansées @5 OtQRelat(ERPkathi FesSnidha preferred
enbodi nent. [0035], The npbile office platform 20 or other gateways can

have various i nportSiagent 8BS RAt NGB defeks g et §CrBEr PevEdeonfiggur at i on

data from email owiicemt snai 06t uskhngeFudara -a3d 1Net $6aps besi des the
Qut | ook and Qutl ook Express email. clients as illustrated. The nobile

of fi ce platfor midrUstheredgat Bhayeicka ¢afdcruneat vs sali g <%pl i cati on

Programmi ng | nt efzftaca vEMABh) o t theBidd %V@ﬁe%@élgiﬁenﬁbgﬂié‘it&% data for a
MAPI -conpliant email client. MAPlI provides the application progranm ng
interface (AP )FRFTeRBLre Eystei thdePeddeieerebriaessamii ng appl i cati ons.

A layer of functdopmabity:conlghire rdyr Qvitied belyeen.appld catdans,at any
e g S g S R S A s B 4 e S Sming themct
proegramming interface

(API) to ensure system independence for messaging
applications. A layer of functionality could be
provided between applications at any underlying
messaging systems and act as messaging middleware.
MAPI-compliant applications could communicate through a
MAPT subsystem to MAPI service providers that perform
requested actions for clients and pass data back
through a MAPI system to a MAPI client. Any mailbox
configuration data could reside in a configuration
registry of the user system. In other example
embodiments, data could reside in email client specific
configuration storage.
[0036] In the user system, the Microsoft Outlook
Express mail client can access source mailboxes that
use the Post Office Protocol (POP) or Internet Mail
Access Protocol (IMAP). POP, of course, is the
Internet mail server protocol that provides incoming
message storage. The more recent protocol is POP3.
POP is operative with a Simple Mail Transfer Protocol
{SMTP). Any mail server could run both protocols if it
is to receive, store and forward messages. The SMTP

protocol exchanges messages from one mail server to
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MAPI - conpl i ant applications coul d conmuni cate through a MAPI subsystemto
MAPI service providers that perform requested actions for clients and pass
data back through a MAPI systemto a MAPI client. Any mail box
configuration data could reside in a configuration registry of the user
system | n OYP@Hs8%aHpl e enbodi nents, data coul d resi derg¢riugmeidossed i ent
specific configuration storage. [0036] In the user system the Mcrosoft
CQut | ook Expressimmaihlerchhdnhagds mecessessou themaebbhoxes td@tseise the Post
Ofice Protocol (POP) or Internet Mail_ Access Protocol (1IMAP). POP, of
course, is the "t é&fné&f i@aﬁg?%ﬁT gt dt6cEF VARGt CPP obPURs'S rfconi ng
message st or age mcEagepaadr eeeat i ProtncolancshBEPBor POPy-és nperative with a
Si mpl e Mai | Transfe& E&otoc?l {SNWE). Any mail server could run both
protocols if it ®ViPd 88 Fecel Ve, & orée e 6r AP Hetsates. SMife smrp
protocol exchangeanspssageschi@BONGURIl: Ser¥efot® A4 W0, 2005/HA93587

PCT/ US2004/ 005900 anot her and. hands nessages to the required POP server
for an email maiPPEERSCAIBER SkIMET WShTs dCerflere Nikksaye® dtd lhold it until

anot her POP servekvks wavabhald®m heiilMAR1Yehsi O 4s s wses 1thg SMIP
transport nechanism but it is a nore flexible protoco because | MAP
al |l ows users to"éf8rBSmai b L ALl SErVEFedt t ADUEO WO Jat FYTRI | new

nmessages to a | agal =i8B&hi per dntRIAet Rk c88L¥ T £8SomDg GRUNSQes UN SMIP
and either POP aor | MAP and receive |ncqn1ng.nessages. from any “source
wi t hout identit $rERe®RY nIPuaFfudithgut 16snthby seheetinve! y Wovinl dadéd and

read, nmessage headeps sépviewedy NRhaeALgakn #5529 UKL Bk ysan

address book supported, and docunents |inked, authenticated and searched.
reviewed, hierarchical message stores built, an address
book supported, and documents linked, authenticated and
searched.
[0037] The mobile office platform or other gateway
could generate configuration data objects and format
data objects using an extensible mark-~up language (XML)
for submission to various XML-compliant web services.
The server and/or web service could be a simple object
access protocol (SOAP) compliant service.
{0038} XML, of course, as an extensive mark-up
language, is a subset of the standard generalized mark-
up language (SGML) and would allow data to be stored
and published on servers and be richer in presentation.
Custom tags could be created to define the content of
documents. Common information formats could be created
and the format and data shared on the Internet,
corporate Internets and/or other networks. The mark-up
symbols in XML could be unlimited and self-defining.
The channel definition format {CDF) could describe any
channel and a specific CDF file can contain data that
specifies an initial web page and how it can be

updated.
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[ 00371 The nobile office platformor other gateway could generate
configuration data objects and fornat data objects using an extensible
mar k- up | anguage (XM.) for subm ssion to various XM.-conpliant web
services. The server and/or web service could be a sinple object access
prot ocol (SOEPRIGHPAIT ant service. [00381 XM, of coursepcrsSBmM/@XENS| ve
mar k-up | anguage, is a subset of the standard generalized mark- up

| anguage (SGW.) pouBasoul d sahlowidaba &8 e Sfenedunandgpubl dished en servers
and be richer in presentation. Customtags could be created to define the

content of docUMertREIAEIRToRYERrBr hat F YN ERes "aoth PBePEIEEed? and t he

format and dat a ighareeheonrt BackRber tgts ofCRALRL Al Bl EEARLS, and/@r ot her
net wor ks. The mark-up sgrbol s in XM. could be unlimted and sel f-defining.
The channel def ifith G%% SMkat Of CHEY ORIl P U EschRrBE Sany SOR-h & fiEId and a

speci fic CDF filgcanryconlain dataqd hat nepesibiyes an LRi hialsweb page and
how it can be updated. 15 WO 2005/093587 PCT/ US2004/ 005900 [00é9] SOAP
al l ows one progrdmsrufdiifYiPrd Bhe KPMILT teperati AgPEYSE&MiTo conmuni cat e

with the programddtheirhecfdli®eoraANothe J¥Re Qhi@ReLakdNg: Sysligd by using
HTTP and XML for information exchange. SOAP could specify how to encode an
HTTP header in &F¥xMt FRPeretihis? HIRWSFg oREARoHPuURGYaRAEsYS &%pr ogr am

in another conputier, aRdapasspdalashidre rakspadictalihgs dow it can return
a response. SCOAP is advantageous to allow data to pass through firewall

servers that sE&CEERNOAVTCr ERLIESESs tthar tthan these for kwown applications

to a deSignatGQa@?ﬂﬁpagggﬁ%igoaQ a@@fgﬂ%%%%dng?EchbA%hfgeﬂpgﬁﬁﬁ | east

three parts, including: (a) an envelope to define a franework for
based protocol that has at least three parts,
including: (a) an envelope to define a framework for
describing what is in a message; (b) a set of encoding
rules for expressing application-~defined data types:
and {(c) a convention for representing remote procedure
calls and responses.
[0040] The mobile office platform 20 or other
gateway could include software that is implemented as
an ActiveX control as a component object model {COM)
and provide a framework for building software
components that communicate with each other. ActiveX
controls could be automatically downloaded and executed
by a web browser. Distributed object applications
could be built in active web pages and ActiveX controls
could be downloaded to different browsers and clients.
ActiveX controls could be held in a web browser as a
container and distributed over an Internet or corporate
intranet. ActiveX controls could also manage and
update web content and client systems and work closely
with a user interface of a targeted operating system.
Java applets or similar component objects could also be
used instead of ActiveX controls. It should be

understood for purposes of the present invention that
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describing what is in a nessage; (b) a set of encoding rules for
expressing application-defined data types; and (c) a convention for
representing renote procedure calls and responses. [0040] The nobile
office platform 20 or other gateway could include software that is

i npl ement ed Y49 20034493481 i veX control as a conponent obj ect PeUgA04CRN and
provide a franmework for building software conponents that conmunicate with
each other. ActiateX¥bieent nolisl codtil-die cutiamatscabé yadpwiteaded and

executed by a web br.owser { stribu obj ect applications _could be built
in active web pAgEETdfdlARE] g?a%%@ht &DgLIqQ “Jé’%ﬂl[l(a glga owltoaded to different

browsers and cl ienttsineAChbveX €05l ieliS woplkdgbenhed thg i aamglonbnewser as a
cont ai ner and di stri but eg8 ver an Internet or corporate intranet. ActiveX

controls coul d &°96Frafage’ aRtCd THlat’e &k “Eont ent and client systens and

work closely witonga juser nhnéeshecerpfhaad-aeget adb operatidig:ssystem Java
applets or simlar conponent o(?(ibe,cts coul d, al so beb used. i nstead of ActiveX
controls. It shGAFEUHECahhgR? stObFF olroaléurtﬁagega%f T hEE Pt ederdt™Si nvent i on

that 16 WO 2005/Q23%8¢ P&TEMNS2O04] H0E800 craRe0b) e68d Mledhe @iak@llecoul d
al so be any type of dynamic_link library (DLL) m)d(gl e that runs in a
contai ner as anP&ppri &’éf‘]‘oﬁ@ﬁ?’b@%@n%i[ﬂé'a4conrf)]6?|e &V Ghj A0 nodel program

interface. [004%hcARqdexenphanyihantedigl d mebbberdi 180 @SEd comutipeat i ons
devi ce 1000 that can be used in the present invention is further described
in the exanpl e WEL6R WPPR- r ¥ 2% ettt Uto deré&ce45haR Hevd B SBIGF i ncl udes a

housi ng 1200, aikewhoard-A400 wndsanrut BUEulﬂeyi:&]]Shﬂ-@thD.Th@t(Bl'étert devi ce
shown i's a di Spltay 16%06u¥m1i1§hd;1§icpgse];near a2|l¥e?n£il:1i\|re rabpehiu%:ilj_g[z)'edc.x her
Ypes o p Y ¥

A processing device 1800 is contained within the
housing 1200 and is coupled between the keyboard 1400
and the display 1600. The processing device 1800
controls the operation of the display 1600, as well as
the overall operation of the mobile device 1000, in
response to actwation of keys on the keybocard 1400 by
the user.
[0042] The housing 1200 may be elongated vertically,
or may take on other sizes and shapes (including
clamshell housing structures). The keyboard may
include a mode selection key, or other hardware or
goftware for switching between text entry and telephony
entry.
{0043] In addition to the processing device 1800,
other parts of the mobile device 1000 are shown
schematically in FIG. 4. These include a
communications subsystem 1001; a short-range
communications subsystem 1020; the kevyboard 1400 and
the display 1600, along with other input/output devices
1060, 1080, 1100 and 1120; as well as memory devices
1160, 1180 and various other device subsystems 1201,
The mobile device 1000 is preferably a two-way RE
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types of output devices may alternatively be utilized. A processing device
1800 is contained within the housing 1200 and i s coupl ed between the
keyboard 1400 and the display 1600. The processing device 1800 controls
the operation of the display 1600, as well as the overall operation of the
mobi | e devi cC¥O20B03Bh response to actuation of keys onrcheskeybemnd 1400
by the user. [0042] The housing 1200 may be el ongated vertically, or my
take on ot her sizesnanidashapesaéinet uthnigy cloarehehb hewsi ng structures).
The keyboard may include.a node se|ection key, or other hardware or
software for swGiERHY BELRBENCTRIR L ENtYSF -and t 8P8pRoAY. Bt MPPif6043] 1n
addition to the quaeessiong geviseadBPhhas athlerapartisiel the nobile device
1000 are shown schemgtically in FIG 4. These include a comrunications
subsystenllool;CﬁmgﬁﬁPFﬁFSn@éthc?ﬁﬁﬁﬁﬂQ9ﬂﬂ45ﬁ§ SUBS§8EeRtA02® the keyboard
1400 and the dilspleanet600, along wth other input/output devices 1060,
1080, 1100 and 1120; as well as nenory devices 1160, 1180 and vari ous

ot her device subddP&idns 190%ratimne Tishiare s@dlirase1om8chEedref éhgbly a

two-vay RF 17 WD:2008/5083587vPCT/ LR004/ 005900, nenutpications device
havi ng voi ce and data comrunications capabilitieS. In addition, the nobile
devi ce 1000 pr ePEFEBISFCRASSERES cap®i 55t yheo flasimuanesy et Mi% h bgther

conputer Systemyayi &ct BeorbAt 84 NGthed Q%%ls @eﬁ@%wgyéé@f@é@ sqlkbwane

executed by the processing device 1800 is preferab stored in a

persistent stor@ T§dehoR3YtRECINAsRABNErY simédarbatorsmsy Pemsnsred in
other types of RRMRELW;HeN¥hCeSysBUEARware, specific device

applications, or parts thereof, may be temporarily
loaded into a volatile store, such as the random access
memory {(RAM) 1180. Communications signals received by
the mobile device may also be stored in the RAM 1180.
{0045] The processing device 1800, in addition to
its operating system functions, enables execution of
software applications 1300A-1300N on the device 1000.

A predetermined set of applications that control basic
device operations, such as data and voice
communications 1300A and 1300B, may be installed on the
device 1000 during manufacture. In addition, a
personal information manager (PIM) application may be
installed during manufacture. The PIM is preferably
capable of organizing and managing data items, such as
e-mail, calendar events, voice mails, appeointments, and
task items. The PIM application is also preferably
capable of sending and receiving data items via a
wireless network 1401. Preferably, the PIM data items
are seamlessly integrated, synchronized and updated via
the wireless network 1401 with the device user's
corresponding data iltems stored or associated with a
host computer system. Communication functilions,

including data and voice communications, are performed
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aread only nenory (ROM or simlar storage elenent. In addition, system
software, specific device applications, or parts thereof, may be
tenporarily |loaded into a volatile store, such as the random access

menory (RAM 1180. Communi cations signals received by the nobile device
may al so be W@ ae@33%7 t he RAM 1180. [0045] The processi hgruswiemsad800, in
addition to its operating systemfunctions, enables execution of software
appl i cations 1300AcL3B0Nhenchhieutiend ienk0QRb shs peedBl®X marel melsiohy

applications tha con&r gh basi c device operations, such as data and voice
conmuni cati ons 13GORENG" %3808 el Be qoﬁEFQPP@Hl%S tHPS A e 660 during

manuf acture. | n @ddivhiesrians peisonsled Moonmahiondemnagesc(iRl<W 1appl,i cation
may be installed duri ng manufflcture. The PIMis preferably capabl e of
or gani zi ng and RafdgPRGTa5ta +3<hs, 2 LERea8r BOKRI It CH B dart %edéfits, voi ce

mail's, appoi nt mastss,. and ad@skidd rthe HamBhM-aPPbh £ AUV JtSnd 1901
preferably capable of sending and receiving data itens via a wrel ess
network 1401. PPEfer ABFYUdehe® MR IRasa ot Brgular eS¥dhfessIdi difedgr at ed,

synchroni zed andiypdat go¥idsot heam)r alsess BREWDEKa 14k With Jdae device
user's corresponding data itens stored or associated with a host conputer
system Comuni d&PFon1PRhct i UHs, SPeHdiGdRR§I gat ardridRiGmed teddwimpPEat i ons,

are perforned 18nW0:3RA%H DB PEIHIS20Q4/ 968900 dd¥ht R®on the

comuni cati ons subsystem 1001, and possibly through the short-range
es a

conmuni cat i ons §GHBYEEedtiaHe nedoinRniiarhens Sibdydtidm POOEcendPd
receiver 1500, i3 thess@mdt&d Jr4Qreandponec oL, s e Anlennas gk34d.and

1560. In addition, the communi cations subsystem 1001 also includes a

processi ng moduf890stigh HsClndf gi ccarmusi gahlope orEwysit srDAPOP 11580, and

local oscillatol8signed to operate with the Mobitex™, Data TAC™ or
General Packet Radio Service (GPRS) mobile data
communications networks, and also designed to operate
with any of a variety of voice communications networks,
such as AMPS, TDMA, CDMA, PCS, GSM, etc. Other types
of data and voice networks, both separate and
integrated, may also be utilized with the mobile device
1000.
[0046] Network access regquirements vary depending
upon the type of communication system. For example, in
the Mobitex and DataTAC networks, mobile devices are
registered on the network using a unique personal
identification number or PIN associated with each
device. In GPRS networks, however, network access is
associated with a subscriber or user of a device. A
GPRS device therefore requires a subscriber identity
module, commonly referred to as a SIM card, in order to
operate on a GPRS network.
[0047] When reqguired network registration or
activation procedures have been completed, the mobile
device 1000 may send and receive communications signals

over the communication network 1401. Signals received
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(LCs) 1601. The specific design and inplenentation of the conmunications
subsystem 1001 i s dependent upon the conmmunications network in which the
nobi | e device 1000 is intended to operate. For exanple, a nobile device
1000 may include a communi cations subsystem 1001 designed to operate with
t he Mobit exTWP 2M(083SFACT" or General Packet Radi o Servi e€T/UGPRA)09ODI | €
data conmmuni cations networks, and al so designed to operate wth any of a
vari ety of voi ceficanhie catimonscaeiows ksstwestlc1489 AVPShe TEMenGDVA, PCS,
GSM etc. O her of. nd_yvoi ce networ both separate and
integrated, may %?@g%brg fﬁjlgﬁfgge WER THE S Ilé%gév?”hé(:ﬁl Y +56046]

Net wor k access rigguisiement smpat §idependi Myeqeer vt Rewhypenedr£asayuUNi cati on

system For exarg)illet,[ rii?l t&g l\/bbjstex and, Dat aTAC netgorks, nobi | e devi ces
are registered on the fet MR Tsi Ayt & Uiitqué “Fer s6AFI MY dBMS fi cat i on

nunber or Pl N agsaciiaicednwiidl eachigieyi cenversGBRS nehybsdsso-however,
net wor k access idzjfg& Z_ﬁoci ated with ubscri her or ,user of a device. A
r

GPRS devi ce t her r GUTF B A sUbsSTHS B&ECSd&RtL PLY2 ottt 'S ddifnonl y

referred to as @3 Mseardo parostiermds: pglake c6Rman GPRS ¢t wor k. [ 0047]
When required network registration or _activation procedures have been

conpl eted, the St& P gevi L 10D PR EEd oBna FeBBFOSI ROMMIT @at i ons

signal s over thendoBwuRkEaét ONsNETAY kol4Q1ls rShonat scteceintrd 19 WO
2005/ 093587 PCT/ U§2004/gg(§3 00 fromthe communications network 1401 by the
antenna 1540 ar&8afe e HEXEPE 1508, RAFER2pFOERFESOGRS| gnal

anmplification, fayeguenoyr doswo convens ehen brbieabagio channel sel ection,
etc., and nay also Rigvide a0pleg g digital conyersion. Anal og-to-
’

frequency up conversion, filtering, amplification and
transmission to the communication network 1401 (or
networks) via the antenna 1560.
[0048] In addition to processing communications
signals, the DSP 1580 provides for control of the
receiver 1500 and the transmitter 1520. For example,
gains applied to communications signals in the receiver
1500 and transmitter 1520 may be adaptively controlled
through automatic gain control algorithms implemented
in the DSP 1580.
[0049] In a data communications mode, a received
signal, such as a text message or web page download, is
processed by the communications subsystem 1001 and is
input to the processing device 1800. The received
signal is then further processed by the processing
device 1800 for an output to the display 1600, or
alternatively to some other auxiliary I/0 device 1060.
A device user may also compose data items, such as e-
mail messages, using the keyboard 1400 and/or some
other auxiliary I/0 device 1060, such as a touchpad, a
rocker switch, a thumb-wheel, or some other type of

input device. The composed data items may then be
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digital conversion of the received signal allows the

DSP 1580 to perform

nore conpl ex conmuni cations functions, such as denodul ati on and decodi ng.
In a simlar manner, signals to be transnmtted to the network 1401 are
processed (e.g. nodul ated and encoded) by the DSP 1580 and are then

provi ded to WRaM0SHpHAEM tter 1520 for digital to anal og EOPNETISH @00

frequency up conversion, filtering, anplification and

transm ssion to the

comuni cati on netwarknid0dad (@Fer NeteMdtaunyi-att bes ané enda 1380. +vfQ048] In

addition to procggsin onmruni cati on

control of the

c signals, the DSP 1580 provides for
Se?gﬁ?uﬁfﬁﬁﬁﬁﬁﬂft Sﬁﬁ&%?nﬂppér 1520. For exanple, gains

applied to communpboBbjons si gnalsi den doh@uheest Vehs &R0 andhansmitter

1520 may be adaptively, controlled through automatic g

ain control

al gorithms i npl eRBAFBHICF P He DSIS vVisg0 1 5] 60RO} 21 -2k Hatd "HoawuhPchbt ons
node, a recei veddash gB&hmuSitedt i@ A nlogixt, @%é&?getl%t weh-fage dewnkead, is

processed by the conmuni cati ons subsystem 1001 and is

input to'the

processi ng devi cBTE800 P Yhe ¢ scsiRfedersitdfar R t Higindly tivér processed by

the processing dexh&gid800 fof arneukpUl £9 5 hei i
alternatively to sonme other auxiliary 1/0O device 1060.

Sk 180, or

A devi ce user may

al so conpose datalfeemtigciPias er puflontéSagdssyiisingg BHehkaybdard 1400

and/or some ot hgs; axhdd Aok 1/QdeMhee 1860+ SHC MBS A doyehpad, a rocker
switch, a thunb-wheel, or sone other fype o I nput "devi ce. The conposed

data itens may tHER-HRePRINORGES 03587 PEIP USDDABURIOO . £hansnitt ed
over the comunigathons msfovalk 14Q% Mgautibfz&@@ﬁlﬁioq%i ons subsystem

1001. [0050] In a voice conmmuni cations node, overa
: communications mode, for example to dis

identity of a calling party, the durati

play the

on of a voice

call, or other veoice call related information.

[0051] The short-range communication
enables communication between the mobil
and other proximate systems or devices,
necessarily be similar devices. For ex
short~range communications subsystem ma
infrared device and associated circuits
or a Bluetooth™ communications module t
communication with similarly-~enabled sy
devices.

[0052] Many modifications and other

the invention will come to the mind of

the art having the benefit of the teach

in the foregoing descriptions and the a

5 subsystem

e device 1000
which need not

ample, the

y include an
and components,

o provide for

stems and

embodiments of
one skilled in
ings presented

sgociated

drawings. Therefore, it is understood that the

invention is not to be limited to the specific

embodiments disclosed, and that modifications and

embodiments are intended to be included

scope of the appended claims.
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operation of the device is substantially simlar to the data

communi cati ons node, except that received signals are output to a speaker
1100, and signals for transm ssion are generated by a m crophone 1120.

Al ternative voice or audio |I/0O subsystens, such as a Vvoice nessage
recordi ng subsystem may also be inplenmented on the device 1000. In
addition, the display 1600 nay also be utilized in voice conmunications
node, for €kAEM¥Ee to display the identity of a calling party, the duration
of a voice call, or other voice call related information. [0051] The
short-range comuni cati ons subsystem enabl es conmuni cati on between the
mobi | e device 180fohand 6fPeEePpRELFBER THHMANE cALidaW &S tawhifg)y need not
necessarily be simlar devices. For exanple, the short-range

communi cat #BRSSELRS YAk et haFrRelicPuECER (AF) arad lde¥ setaedkasssdies ed
circyits agdncpgpopents, —or a Bluetoothm communications nodule to provide
for comuni cation th simlarly-enabl ed systens and devices. [0052] Many
nodi fi cati ons and aofdyexye seodiare e tivdefamvesin®na edhmewieatdosde m nd

of one skilled in the art aviag the benefit of the t%gchin s presented
in the foregoing deé%??ﬁ??% s* BRI Es EGEVACRI ToFRERITTgSC Fherefore, it

i's understood that téennéd¥eshi 8AgifieNghdt QobBominiihtied ko thha $lRAGkike
enbodi nents di scl osed, and that nodifications and enbodinents are intended
to be included withiFREeeay seepeaobaihectppbhasdnetyrml. SREVEFAINS 1. A

R R e
storing problem magnitudes relating to failed
attempts at accessing servers using connection
engines; and

an intelligent routing engine operative with the

15 database and proxy server for querying the
database and delaying any further attempts at
accessing the server when the problem magnitude
aexceeds a predetermined threshold, wherein
salligent routing engine is operative for delaying

20 any reattempts at accessing a server until a
problem magnitude returns to below a predetermined
threshold, and any delay in reattempting access to

the server is a function of a preset rate of decay

of a problem magnitude.

25
2. A communications system according to Claim 1, wherein
said database includes data relating to a current problem
magnitude for a failed access to a server that is added to a
current exponentially decayed entry in the database.

30
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a proxy server operative for using a comrunications protocol and meking
service requests to a connection engine and to conmunicate to a network
gateway and a nail or other network server; 1.0 a database associated with
the proxy server for storing problem magnitudes relating to failed
attenpts at accessing servers using connection engines; and an intelligent
routing engi ne operative with the 15 database and proxy server for
guerying tBe databmmanandtdehaybagtamyakmmkﬁﬂmga&kenph&nau. anﬁasﬁhng t he
server when_t exceeds a predeterm ned threshal d

t.ud
wherein s&ff ggg%ggﬁgg: h&gﬁg SOFEHATERS 6 BRI FRpaRHFude

reatt enpt syaksasCesnknNgos §ﬁgV§érU€&~' bn@ cern%b%mo&l;a@wgtl%e daglurns to
bel ow a predetermi ned threshold, and any delay in reattenpting access to

the server is a function of a preset rate of decay of a problen1nagn|tude

25 2, A cognunlﬁaébgﬂﬁngxgkeghgcgﬁfglng tcordln”‘%o gﬂerel database

|ncludes data rel ati 0 a curre pro Fem™ Sragnitu d faﬁrﬁ& access
to a Servepréhbémlma@dﬂeddéOLE aesfigast €ypoaankirably badeedly et eritworkn t he
dat abase. bgo - 22 3. A conmmunications systemaccording to Claim1, wherein
sai d dat ab5 @t PReFudes data relating to a probl em magnitude versus tine
for any server and connection engine pair. 5 4. A comunications system
according to Caim1l, wherein a problemmgnitude is assigned for an error
based on n&twork cémpupieatisnsAsyshrunrcabrdnsgs ot Ehadocdr diwbgriednCaai m

1. pher ei o 10, R DA ILBRIRL 4081 5Re8°8b0Ned LOLoESLLY 354 100es
unrelated to a network failure.

6. A Communications system according to Claim 5, wherein
any failures unrelated to a network failure include an

15 incorrect password and/or poorly formed request.

7. A communications system according to Claim 1, wherein

said intelligent routing engine comprises a proxy server.

20 8. A communications system according to Claim 1, wherein
said intelligent routing engine is operative for accessing a

server using a POP, IMAP or httpmail protocol.

9. A method of accessing a server of a server on an
25 Internet Protocol (IF) network comprising the steps of:
attempting access to a server using a first
connection engine and proxy server operative for
using a communications protocol by making service
requests to the connection engine and
30 communicating with a network gateway and a mail or

other network server;
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unrelated to a network failure. 6. A Communications system according to
Caim5, wherein any failures unrelated to a network failure include an 15
i ncorrect password and/or poorly forned request. 7. A comrunications system
according to Claiml, wherein said intelligent routing engine conprises a
proxy server. 20 8. A conmunications systemaccording to Caim1l1, wherein
said intelligent routing engine is operative for accessing a server using
a POP, | MAP or ht tgmignipigtagatobPem Andpthoddef iAcEReSabPempsearer of a
server on an 25 Internet Protocol (IP) network conprising the steps of:
attenpting access to*S°E8FVBFE tBPn§eZVerr BescdAddedion engi ne and proxy

server operative fo1 ayitdrfly COMPRHY L £ QN8 PE 04 0COLOY s TR E‘ﬂef@éé!t&f

requests to the connection erigi ne and 30 conmuni cating wth™a networ
gateway and a mail| owhesnt khe nechdéek meguitude 2Fcegsls gniprgds terotined

magnitude if the att accessi,ng_t he server has failed; delaying any
further attenpts at gggégg%%a'tﬁg sgﬁggyl“ﬁhgﬁytﬁgaﬁgggpgﬁlﬁﬁbnitude

exceeds a predetern aedesbihfr eaBokdrvapdudeiayitheg piwLIRA! hakplitude
accessing the server until the groblen1nagnitude. returns to_bel ow a
pr edet er m ned t hr eshbPHUERS atof BfidProR BFedeprendipedatdrerhgdca@sof t he

problem nagnitude. #0ndP;ioA gBt QO{Jrégger Q%'EQ Le 9?% gf aRd Lkigh
conprising the step of maintaining a database of falled attenpts at
accessi ng the servermagsitddeA net hod according to Caim 10, wherein a
current probl em magnitude for a failed access to a server is added to a
current exponentially decayed entry in the database

10. A method according to Claim 9, and further comprising
the step of maintaining a database of failed attempts at

accessing the server.

15 11. A method according to Claim 10, wherein a current
problem magnitude for a failed access to a server is added
to a current exponentially decayed entry in the database

along with a time stamp.

20 12. A method according to Claim 10, and further comprising
the step of storing in the database the problem magnitude

versus time for any server and connection engine pair.

13. A method according to Claim 10, and further comprising

25 the step of tracking the magnitude of failure based on the
problem magnitude of failed attempts stored within the
database.

14. A method according to Claim 9, and further comprising

30 the step of assigning a problem magnitude for an error based

on network failures.

- 24 -



along with a tine stanp. 20 12. A nethod according to Caim 10, and further
conprising the step of storing in the database the probl em magnitude
versus tinme for any server and connection engine pair. 13. A nethod
according to Claim110, and further conprising 25 the step of tracking the
magni tude of failure based on the problem magnitude of failed attenpts
stored within the database. 14. A nethod according to Caim9, and further
conpri singl530 Rhwethed efcassiigg hg &lphiob|9% mameyfiuntderf aomgrisedimg based
on network failures. 24 . 15. A neth accordi, o Claim9, and. further
conpri si ngth"hg gPeBToPS549PIRENG Rrﬁg’gﬁf“eﬁ\aﬁﬁ‘d%%[ é:‘eroranar?ré':r"rrorbaosfs‘gd
on failuresnupaehated t1aralgebwork hanbuherxb fhE.1uvAdTet hod according to
Claim15, wherein a failure wunrelated to a network failure includes an
incorrect password and/or poorly formed request. - 25

5 l6é. A method according to Claim 15, wherein a failure

unrelated to a network failure includes an incorrect

password and/or poorly formed request.
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