;e3ej] XXYD_adj 6j) Tj =Qo Method to protect software against unwanted use with
a "variable" principle This invention concerns the technical domain of data

processi ng systens in the general sense, and is nore pragi i E at the
means of protecting software 5 running,on said data promu mmmmmm ns
agai nst unaut hori zed usage. The subject of the invention aiggy,ih particular
at the neans of protecting software agai nst unauthorized usage, using a
menori zing unit or processing and menorizing unit, such a unit being '
commonl y mat dYIthed seprofsgt sofiware againgt uswagteddse withia fvayiable” peaciplert . 10 I n
the techni cal domai n above, the main problemconcerns the .unauthorized
usage of software by users who have not paid the license rights. This
illlicit use of software causes an obvious |oss for software editors,
software distributors and/or any person integrating such software in
products. To Eh®investisthcdrckingithe toMhiesl dmihwsiaﬁa%ru&ésﬁﬁ%sybtem% he mpd at e of

t echnol ogy, have been proposed to protect software. 15 ThuS, a protection
sol uti on &nﬂﬂomsesmmﬁg i more repisely faimed at dhemeaps aifcprotesting yofteare such as
a physgcal_conmponen aned protection key or "dongl.e". Such a protection
key sh%ul mlg?glhfwaééd{l]‘ﬁg{oc‘teg%n%gfsim%gaé%ségﬁquélgorg%pysqg?, presence of the
key. Yet; it THesSubeetaskihenooirsh biad ih abtirUbd R hitahd OF (R6tebigy DeCaUSE
it presents the inconvenience of being easy to bypass. An ilI-Intertioned
per son or seftWarckagainshwnawtbovizadnhusage, asigod nepawizing peil droplosessinghad

di sassenblers, .delete the control. instructions, aof .t he protection key. It
becomes t MERYIFNg blpg’ F‘b&"rrﬁlég‘"i g?‘f‘%i%O%B?lé(smetﬁfl?'é?goh‘zianﬁl'“?ocaﬁ%dﬁ 3 ed
versions edatéri¥® kePbh W&HEpaP! € to run without the protection. Mreover, this
sol uti on cannot be generalized to all software, inasnuch as it is difficult
to cohPect ndnehe Heghnioab domeireabdvsn the yeain protlemsconeens sthe mnadthotibed

bj t. f the.i ti i i |y .at, fi.ndi . t] t th
o or ement BEHRSCPT AR b ol Vb bR AL thif e Liinse BieBiso s GGt pipt
agai nst  UQSRNvARIdad&dd ad Tdefdus ISss T8r siTtvsle RARoMEIMW g Bl tribtdrs QhdBf QGESSI NY

and nenorizing unit, inasnuch as the presence of such a unit T's necessary
for the sofisearintegrativg svchgoRwateyinf produétonZip avell Schallidibcopies; lvasivadh a

oal, the pect qf the ilnvention,concerns a ces 0 L protect, -
gsi ng at Félﬁgbnso ﬁ%ﬁﬁlsmotﬁflfmﬁ?@ﬁ’ DAY 8B PTPRS g‘ﬁ &h’é‘ﬁg‘?‘% Softv e geans, a
vul netsibl e softiuspd Brotéblion $blutibf i4/RAMWAONhICE hakt SRR of WPhAdW e 1 RbRBG

sof tware bei ng produced: froma source and working on a data processing
system THEB9MRosechsanaphysicagcanapaneat named trefgctiombsey o s'dosgle™ Siwhimg a

rotectio : i .- hy choosing i.n, the
g our ce of Bf(ﬁ%;&@ﬁ] lﬁeé;r: %%?ded 0 V\t/gé gl]:ia‘? Bhgg oﬁg'é}se\t,\%g‘éte% gPﬁa‘B’I %reW’icg Pf Biri ng
t he execukenryef ittnest e hcatoaiédped ahdtwhissolpidhtis tefftctives batasselibpresdmts € Of

the latter, i 0O D and at_I|east one portion_containing at |east one chosen
vari abl e, the mgonyenienes Afbeing sasyte hypass) Angllgnieatiarpdperionre hacken cane sour ce

of thggvu I . L LYI h n_portion of the
sour cgo of Iv{i eﬁ\g/u nzgg%@%&@yx}asgggﬁ %%P%gsﬁo |b #e?%lz]%’llegeﬂﬁgéf)ﬁ%&slﬂ%ﬁ“&lﬁﬁ? during
t he execubf the mbtectian keyo litmicones teh\wksibleatb mmsnicnmg?ﬁbesﬁékpaﬁdmg&é abl e or

at | east one,_ copy of chgsen variabl-e resides in the ank unit which is
thus t r an&istifiediversions of the sofiwarg abledp Hp Stithouh theproteetden. dpresverpthis of t he
prot ect ed : f . .Sof & w.Said first
obj ect pars ?méé%‘\%é&s(&clﬁr%ehg% l'gﬁdrjf‘ﬁg“? g%ggeé(%a? {llggﬁgglttlge(ﬁ 1)3%0 et8t°83n6§ ftware,
appear s anfore slianAGogtetectiorokeysas thedansdsystenexecut ed in the data processing

system and whose at | east a portion takes into account that at |east a
vari able or athe gulbjectaof dy igvention ane predpelysati finding ntolytion to the

aforementioned problems by proposing a process to protect a software against

unauthorized usage, using an ad hoc memorizing unit or processing and memorizing
unit, inasmuch as the presence of such a unit is necessary for the software to be
completely functional.

30 So as to reach such a goal, the subject of the invention concerns a process to

M
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" |l east one chosenvari ab

-~ and during a usage phase during which the protected software is
executed: in the presence of the unit, each tine a portion of the first
execution part 25 inposes it, using a variable or a copy of variable
residing in the unit, so that said portjion is executed correctly and that,
consequently, the protected ..software is conpletely functional, and in

t he absence of the unit, in spite of the request by a portion of the first

execution fe tQ: rjable.or copy. of variable residing in the
ni .ot ke RS BCOERR bl Bkt Rou Rebipation Hanat, & | east
sai d por i iludribls @bAAARCHLA G8nfiolizA dsddd2 baid CARRRAME Wohald 6eiff O €0t o
software i s not 3 conpletely functional. According to a pre]aer
enbodi mentprodirsdpirernes sowrce omdi working tdnea i date ptdcessigOButém  The predéss g t he
protection phase: ....5 -pnodifying the protected software: - by choosing in
t he sour ceacg-‘?r%f“r;getoﬁ]i‘%'t“@%‘%t@&%’ X#efe: . D at |east one algorithmc
pr ocessgi ngywhj g i(t,rpﬁhagé.ecuti on of the protected software, uses at

[ Te, and enables to obtain at |east one result
vari abl e, 10 » acdatirigd p@sdctedrofth@rd:i on contai ning at |east one chosen
al gorithmc processing, - by nodifying at |east one chosen portion of the
source of the protebyeboosbigindhesourds of tho vulnewbld sofiwaeé:ng such that: D

during the execution of,th rot ect.ed soft e the first execution 15 part

is executed in the 8at& t??%copé‘gé’iaﬂgblgﬂﬁlﬁf’n‘Y@J\ﬁj‘ﬂgé{‘%%’&eﬁﬁﬁo%%@’&twf%t i's

executed in the unit wibhud] sROMRFHLHRS (L QERSTUM,EANS. N at | east the
ste.

functionality of at |east one chosen algorithmc processing is executed by
means 18f - t he second»exeundaf loast pae portih contrtinihg asleagtivae chexegvagilger i t hmi c
processing is splitbso t(glal duri ngd%f?&sexecuti on of the protect ed software,
appear, by means”of °Y REPVEREAfouRe Rk th profssted safsyare from ths Jource oftteps,

narel v 0.the Pl act olnblabRl «diid, BRIk eal dBSHIIl piugh SRORE! - O

the carrying out in the unit, of rronal 1ty of hm ¢
processing on at | eawtrces af dhe suinedable s6ftwan, fiis shddificatiocbdh@ Ghdtoal at

| east one result variable at the data processing system s disposal by the
unit, for at |east SH%“%ﬁEsé’fF%Pa%ﬂf?%HO&Ftﬁée%w, aft lepst ansnehosels” ar e

defingd so that duriaghbidis: R1EEEROSRS oﬁéﬂgseﬂr\%}iﬁﬁltqusi&e%fi{i%rlﬁgl}lggqj ach

step command is executed by the first "execution part an rigg t he
unit, the executi onwbichriethvs tiahsfotreed égoadinit, 4 execution part, of a step, D
and a sequence of t s, commapds | s chosen anong the set of sequences

Rodygimg sk bl

h t
al | owi ng the execut P‘gq'lﬁ%?’ qdyeing ck Bt Qhthe protegted spfiwpredienithey: S -~
the first object pagsuréd of iR fRORERA!RAWRE, BT frst ﬁﬁjeg: é%r; pgilggg{m Cﬁ,gpaf t

bei ng such that during the execution of the protecte st eps
commands are execut dung dbe déxegution t o théopretected(seftware, ~appedts aa segond

obj ectypart of the protected software, said.second object part being such

that,ngter upl oad %ecflﬁ%nl?flgn ﬂﬁﬁﬁﬁ? ég‘ﬁ&&’fg ‘Hfﬂg‘? H@%#@cw@mﬁ@mm t he

protected sof twar e, whBRE#I18ast APosesiPBlteS KRS HbdoRRt MAF bt 1BYst TRAR b18fo|r‘a’9' ch the
and up

steps triggered by the first execution part are executed, oadi ng
the second obj ect pleast aeopyief vatiahle resides in hetunit, he i ntenti on of obt ai ni ng

the unit, 35 afn?i dfﬁ%g%"ﬁrsglgn_eqpﬁagg dﬁjr%r?gg\?vh?c%atﬁg :protected software is executed:
e in the presence of the unit, each time a portion of the first execution part
25 | imposes it, using a variable or a copy of variable residing in the unit, so that
said portion is executed correctly and that, consequently, the protected
software is completely functional,
e and in the absence of the unit, in spite of the request by a portion of the first
execution part to use a variable or a copy of variable residing in the unit, not
30 being able to fulfill said request correctly, so that at least said portion is not

executed correctly and that, consequently the protected software is not



in the presence of the unit and each tine a step conmand contained in a
portion of the first execution part inposes it, executing the correspondi ng
step in the unit, so that said portion is executed correctly and that,
consequently, the protected software isyconpletely functional, 20 and in
t he absence of the unit, in spite of the request by a portion of the first
execution part to trigger the execution of a step in the unit, not being
able to fulfill said rquﬁlsc{t cqrrectly, so that at |east said portionis
not executed cor CRRPIEE 1083 consequently, the protected software is
not conpl et el ] I ' t r rred enmbodi ment,

t he process a?ggﬁﬁg@g ptr%fééf(ﬁ\%g%? ?%)Iﬂ&gbglpe?%é%‘,g a-cg&g&% {r’?g&lFHBV "Ofect i on
phase: detompriggs: - a set of elenentary functions whose el enentary '
functions are liable to 30 be executed in the unit which al so includes

processi ng AreduEng theprefeetionahass: e enent ary commands for said set of

el emrentary functions, . said el enentary comuands being liable to be
execut e%l in tfe ﬁﬂﬂ%@gggqtﬁﬁe‘iﬁv& Pand to trigger the execution in the
unit, of the el enent Rt [ itation neans

5y ShobHAE  8SourcE BFHd WEIcL GHtRAR

enabling to transfor uni.t into e unit able to execute the

el enentary functions ofatdedstionenlgotitieniexeocdssing wificts dikhgethe kB&dion of
functions being tri ggerﬁd by the execution in the data processing system
of el ementary conmands,the RIgtepiednspiivvare, ustscat; legstsone whesen varisples lamdsi ng i n

t he source of the prot e&faﬁf@s?@gﬁtmra‘?:le Ogoﬁ%geg%ﬁgﬁa%tleone algorithmc

processi ng which during the execution ctéd software, uses at
| east Hhe chosen vani abdnd, atdeadt emﬁalbdrﬁmtconﬁbﬁﬂg'ﬁtlaﬁstbﬁ@a&os@ﬂalgﬁﬁ%fc
vari able, D and at |east one portion containing at |east one chosen

al gorithm c processing,Pre&SsBy, npdi fyi ng at | east one chosen portion of

th f th : ' ifigati bei h that: D
ur i ng the oxecuti ortaroriing AL sifiob didhdh RS hE el PleOBr Mk bR 1 i <

executed in the dat aoftwars gt npdificatiembaiig saclsdaend execution part is
executed in the unit, 20 D at least the functionality of at |east one
chosen al gorithmic procuiignifecxeqution plhe pyotaeted sofvareithe Siest emecwioacut i on
part, g |east one chos[%ltqgg: i P o] i LS. SRLIL so.that during
the execution of the protect egéés%‘%ltrnvl\gr@% g%??@%&%)‘?‘%t%?ﬂ%gl srdasesamd i s
execut ed by neans of t hexeswimn paetx ¢ udxieomtefaint the? units iwldcle | B9 Rhdlides
functions, ~ for at |east one chosen algorithm c processing, elenentary
comands are integrat edPPESEHE BFFce of the protected software, so that
during the execution of,t ResPiRt Set@bnSh I & 1R&C [y, conmand
i,;s executed by the first exsécuti on part %??3% te??‘gg‘é? sc‘ﬂ%)%&?%}eg%&#wc t he
execution by neans of tpreceseingrisiexecatadbyomeqmof theofecaml exeentivit gurty f uncti on,

6 r ang, a sequence qf the el enentar onmmands i s chosen apnong the ., set of
seque%es al l owi ng the ”238%9?‘8& 8?‘;‘/1( ﬂgo thoe ProsgsuRg 1,8l so thafguring

producing: D the first wBiexebutivnldf e frbRcRHYAFR] bflulel 1 st
obj ect part 5 being such that during t%e gxecuti on’gﬁﬁéiﬁ)ﬁgﬁégﬁe
sof tware, the el enent arsecondhexecutiompart sseuenat distint siepsjinametyo t he chosen

sequence, ~ and a second olj ect .par f the protected software containing
the expl oitation rreans,&sa%é%"&&mﬂ%%ﬁf%%fmﬁ 2 ttbe wyEn dispasal, after 10

upload to the blank unig a é&‘ﬂn’H . IO t tect
sof tware, appears the secoﬂ% gxecu i%\%ﬁﬁﬁﬁ&ﬁ%ﬁtﬁ&a{ﬁg%ﬁﬁxﬁﬁﬁgﬂl hogfdthe
el emer@ary functions tri ggelgerithnyictpbecessing onaxieastishidvagiable, ar e executed,

and upl oadi ng the secong object part to the blank unit, with the intention
of 15 obtaining the uni¥, and possibly, the placing of at least one result variable at the

data processing system’s disposal by the unit,
» for at least one chosen algorithmic processing, steps commands
are defined so that during the execution of the protected software,
30 each step command is executed by the first execution part and

triggers in the unit, the execution by means of the second



-~ and during the usage phase: in the presence of the unit and each tine
an elenentary conmand contained in a portion of the first execution part

i nposes it, executing the corresponding elenentary function in the unit, so
that said portion is 20 executed corrggtly and that, consequently, the
protected software is conpletely functional, and in the absence of the
unit, in spite of the request by a portion of the first execution part, to
trigger the execution of an elenmentary function in the unit, not being able
to fulfill said request¢xeswtiqnapart, pfaskepi hat at | east said 25 portion is not

executed correctly and_that, cons ently, the protected software i s not
conpl etely functi onal .a%f(;%%)dlg&f’?‘ucﬁ %ﬂﬂgﬁ{‘}p%g?mwg%eﬁc ﬁse&ﬂﬁ‘éﬂﬂgﬁbﬁﬁ‘?t afhe
process according o tiguédbéeadwie IBLIRES of Wik bRedilPsdihaect i on phase:
30 defining: - a set of elenentary functions ose elenmentary functions

are liable to - bendbyqubdddtingd the unit, - and a set of elenentary
commngs for said set of elenentary functions, said el enentary conmands

being ?iable to be %exe®gdlst qbjedt part @fithe piotrstessiofiyyarey seid firstrabjecs parti gger

t he execution in the P e.n. elementary fupctions,  constrycting
expl oi tati on means engﬁlé%%‘&?ﬁ{e&ud#?'t“%t %%‘3&3@%‘? 8P{iﬁé’r‘étle%tﬁ‘éﬁ? JFesWhct i ons
of said set, the exeCLﬁtépyboﬁ{mﬁﬂisfir@éﬁ&ﬁféﬂ%dbrﬂﬁl@fié ilﬁrbﬁo&‘%ﬂdaguér{céggered b

t)

the execution in the data processing system of elenmentary comands, 10 .
and nodi fyi ng the prot#t @geem: ohiect: part off thehprotdctayl sofiwdre, saodisecondf t he

protected software, at _,.eas e ste ich_.duri t he execytion of the

protected software, ca?llr]?%sﬁ%ﬁgelpﬁes‘ghn b s ?‘P{f]’ggftoaﬁl?egﬁ Pif fnd

proces®i ng, - by nodi fHirfig the ek&ﬁﬁbn%%&%@&%féd%@ﬁ%&nﬁa?ﬂcaﬁhtﬁfﬁ%ﬁe of the
e eas

protected 15 software, this nodification i ng such that: at one

chosen step is split sexeeutign pat bignedns afwhich thersters triggerpd biyethe dst

software, said step is C d, by neans,of the second execution part,
usi ng el enentary funct?’%ﬁgﬁoﬁﬁaﬁ%%ef(g%ug?d’one chosen step, elenentary

conmands ar e ei NtaagnpidadingGhé Sedofig 0Bt part & the BeanR REE Wihdns MRS SO t hat

during the execution of the protected software, each elementary command is

execut ed by t he obfairipg gheswniti on part and triggers in the unit, the '

execujd on_y S id execution part, of an elenentary function,
{4 —ab aﬁﬁﬁtﬁ%ﬁt@%p&%@ :

25 ~ dnd a sequenc effentary commands is chosen anong the set of
sequences al bowiifighd PreseicRCof! theunff add18ach BhEG sk SRRl @ontainé&“i*? By
producing: the first object part of the protected software, sard Tirst

obj ect part bei wgrtiancef thedfirstiexdcnton ipartdmposssi it rexeéutingethp cotrespoadingof t war e,

the 30 el enentary. c .are cut.ed accor.ding to.the chosen sequence,
8 D and the secc?%e o{ Ej[e“égslﬁ%grsto gl?a?t"Flaégp‘?odﬁ%%tlﬁae’%f)‘ftf’?}va‘i"éreﬁﬁl% ofhabi ni ng
the expl oi t at i owons@nentlys thecprorerddofthabsis completdle f@tisaah that, after

upload to the unit and during the execution of the protected software,
appea?® the Sec@nd intheabsenss 9fdhe unit, inspitsofghe Bquhstdly apretien efithatfasty

functions trigg X .on part are executed, apnd during
t he usage phase%&g&rﬁgﬁt{}gﬂg?g]gé%%éﬁeo et%héorhﬂf s‘%ﬂ‘@ﬁ(’:‘ﬂ‘t %E’e’é‘ﬁagfeetﬁent ary
command cont ai ndulfilns#d pedqiesd Boéctlyl 8o fthitsit 184:e Ghid FEHIBANS nbiPARERI -
executing the 10 corresponding el enentary function in the unit, so that

sai d portion is cexeetiy and &hints eonsequently, tlisaprotectsd ssofimare isynottdoepietelyect ed
software is Con%ﬁét@hél functional, and in the absence of the unit, in
spite of the reques y a portion of the first execution part, to trigger
the ex®cuti omcebrdiny eb eamoMier Preferrdl eRibolifindnhe thS prtdkds altRkdiRg! @BIuRP! € to
fulfill said request correctly, so that at |east said portion is not
execut ed HYER@eN ¢GMPIYSt hat, consequently, the protected software is not
conpl etel W f j ing to another preferred enbodi nent, the
process a)(?corﬁgiﬁ%%ﬁ{%lr?ﬁéﬁ&%@?ﬁ on conprises: 20 -~ during the protection
phase: defiRi ngfefinimat | east- one software execution characteristic, liable
to be nonitored at I east in part in the unit,

— a set of elementary functions whose elementary functions are liable to

30 be executed in the unit which also includes processing means,

— and a set of elementary commands for said set of elementary functions,



- at least one criterion to abide by for at |east one software execution 25

characteristic, - detection neans to inplenent in the unit and enabling to
detect that at |east one software execution characteristic does not abide
by at | east one associated criterion, - and coercion neans to inplenent in

the unit and enabling to inform 30 the data processi ng system and/or nodify
the execution of a software, when at | east one criterion is not abided by,
9 constructing the exploitation nmeans enabling the unit, to also inplenent
t he detection neanssdith¢lampatary spmmandseiaing liabladonbriekgduiag ithéhepdataect ed

software: - by choosi st o oS ftwar execgtion- haractq&;.r{'stic to

n%f;at |6‘f31 % e

monitor, 5 anong t HECSGPIRRTARY aad, L0 oHEEHT, ME. FiGeition dn the it e

moni tored, - by chogghBaAlfuh&fak, one criterion to abide by for at |east
one chosen software execution characteristic, - by choosing in the source
of the proteot ecconstkiotmgexphitatiem irays fenalsiingan stransformhihe Iblaik Ligidshtoone
chosen software execution 10 characteristic is to be nonitored, - by

nodi fyPng at | edbe upiablmigsxgeyie the Jamentary Bingtienscef sgid setethg eseentiond

or ot oct o sof t et FRHeAReY Blnbdodt E8nk Whedtd bRt HeiGF ip ofe "

noni t ored by neqﬁscéggingtggst@ﬁp@mn@mgtdomag,t, and the fact that a 15
criterion is not abide y leads to the data processi ng system bei ng

i nf or mred and/eor modifyingthefprotactedsofb¥anche executi on of the protected

software, - and by producjn he seco object part of the protected
sof tware contai nr ng&f Oéﬁlﬁlqﬁil{ea?f’?‘i?ﬁ °§F?83Pﬁ’ﬂf‘r€menti ng the detection

20 meggs and the Coeerhpreame%lgoﬁahﬂiéﬁr%eésﬁng%ﬁa{ th Bt GHF ¢ hat .
after upload to the unit and during the execulion of tie protecte
software, at |east onetleoptotaiel sofeeare] mnes htaleastt end shoseni sariable, tamided and

the fact that a criterigpg)is npt . abi.ded b Iﬁads, the data processing
system bei ng i nformed SPRPIGO OBtIn ahleast praresyh v¥iablthe execution of the 25

protected software, - ~,adg 1@5&5991,6%11%&%9@9181@&“oh@cﬁmﬂat@gﬂ%ﬁ of the
unit: - as long as all the criteria corresponding to all the nitored
execution characteri st ppmessingal | the nodified portions of the protected

sof t e are 30 abigded .enabling said port.iong of the protected software
to wor® nominal Iy aﬂ&“&%@%@grﬁaﬁﬁﬁn&ﬂsﬁﬁ o ﬂ%°gﬂ’(‘}t588{°8d’q§%‘?1?‘i%°@dto wor k
10 nomi nally, - andsdfwab, thR3ddifeRion beit}esueh tfa@r i @ corresponding to a
noni t ored execution characteristic of a portion of the protected software
i's not abided by, infoxduiing thehexedution pf heauelectgd soRwann thé first exaciition

nmodi fying 5 the functioning of the portign of the protected,software, so
that the functioning of®th %?tggtlg‘d{ oaf‘%a?rgc‘?%m T And 2 s6¢dhg to a

vari ant enbodi nent, th%x&'uﬁ@ﬁ?ﬁrt%‘@@:ﬁd@eﬂ@nmlﬁlﬂ? i nvention conprises: ~
during@the protection phase: 10 defining: - as software execution

charad®eristic |iabke Bb lpast ntheifunetienality \ofr ataldast ene mdwsen algarithwic t he

usage of a functionalit f . af - iterion to abide by, at

| east one threshold as gﬁ%"l%séﬁug%%t%&é\g%ﬁb%%eg‘gsbqqéh%sfecﬂ%&;%’fffgﬁ%rhmﬂ’1 S - and
act ual i zati on nmeansxenabldagi¥orieOchtgélR aRofiththR 3stbeeRsifig Y@ EplR¥oethaf during
measurenent, constructing the exploitation nmeans enabling the unit to also

i npl ement the actual i z4ke ovkesttinons of dhe predtsd nypfiwase, psaide Allgatitbmia war e:
20 - by choosing as sof trocr execut | oy %9 erfitﬁti c to nonitor t | east
3 8, Y 3nahs el o PRRLYGE paf

one variabl e of measur &FEN '} KR© usage’ o eagt™ ity of a
sof twase, - by choosi ng@isingleldnfsbdry fimsctionsct i onal ity of the protected '
sof tware whose usage is 25 |liable to be nonitored using a variabl e of

measurement, at | east dae ataldasiloneofchasens glgerithmic yprmgessing;uelomentary he

. usage of. said functi Or}:%ln{ntxﬁids are integrated to the source of the protected software,

so that during the execution of the protected software, each
elementary command is executed by the first execution part and
30 triggers in the unit, the execution by means of the second

execution part, of an elementary function,



at | east one threshold associated to a chosen vari abl e of neasurenent
corresponding to a limt of usage of said 30 functionality, D and at | east
one nethod of update of a chosen vari abl e of 11 nmeasurenent dependi ng on
t he usage of said functionality, and by nodifying at |east one chosen
portion of the source of the protected software, this nodification being
such that, during the execution of the protected software, the variabl e of
measurenent is 5 actualized by neans of the second execution part depending
on the usage of saix fansca seguendetaf the glémentdry gemmands istohesdncdmbnprthesi ng i s
taken into account, ~ and.during the usage phase, Ln the presence of the
unit, and in the case %8?%”3?“&%3@?“’6\53% ﬁfe@'éﬂ%rf 8*@?85%?‘%@; &$pondi ng
to at |east one_liq%ﬁiﬁypﬂgﬁﬁ .is 10 detected, inform ng the data _
processi ng systemot it "and/or nodi fying the functioning of the portion of
the protected softwar ethe Ssttdbjct pire of tincpiotsiedgotivatd) eaif Rktasbj @ paf t War e
is nodified. According to a variant enbodi nent, the process according to

the i nvention conpri sekeing spch thatdurggithe expcation of the povtected softwdrethag: - for
at | east one variable ur.enen seyeral soci at.ed t hpeshol ds, - and
di fferent coercion rrea‘ﬁémg%r esSpo |H§ ¥ 8’§Sﬁt%§f agcorng htPeﬁWoF eI and
nodi fyi ng the protect egqggéiceyare: 20 - by choosing in the source of the

protected software, at |east one chosen variable of nmeasurenment to which
nmust be associ at ed >sevandad s¢oond ohiect pad @f ithe protetitaigsafvaré téreaiaitg thieri t s of
- usage of the functionallity., .by choosing at l.east t t hreshol ds associ at ed
to the chosen vari abl ee@&%om%aﬂ?’em gecond b“bygﬁé’al“ﬁﬁ“ that, 3tlexst one
chosepgportion of the gsuid® té bl ﬁﬁ%ﬂ&&g&ﬁé%ﬁ&hﬁon%h&t\%ﬂﬂ@ﬂb&hca“ on
bei ng such that, during the execution of the protected software, the
crossings of the vari oipftwase, abpearsitheaeeondienution parthycweats of iwhiehr that | y, by
nmeans of the second 3OCnggCtléti n a?rt, -~ a dg{i ﬁgstt he usage phase: 12
in the presence of the“tmt w- AR TREEE Y, Hhe ISt XSS, PRY afey j st
threshold is detected,egiteini ng the protected software not to use the
correspondi ng functionality anynore, 5 - and in the case where the crossing
of a second t*hr esbdaipthadingdhbe second objesk part to the lanktuinite withéhe irtertiopaifdi ng
functgg)nality ang’/or. ahéeLeaLgt one portion of the protected software.
According to a VEHILRE Y5 g i ment, the process according to the invention
conpri ses= 1Qnd duflhg theGishdgephias®t ecti on phase: defining refilling neans
enabling to credit at |east one software functionality nonitored by a

vari abl e of meadnithkapmsengs pfithgtunitandeagh fimedai edlémendary comgend contairteduct i ng

t he exploitation _nean | s lowing the..unit to. inplenent the 15 refilling
means, and rmdi'fl;lgn 8?%3 %Fg{h&ﬁésg SEFIgP Ptk Wrgc%f‘ﬁ)ggl FEouing htbesour ce
of the protectectogeiponding ekinchedp fufdifort PR whdd isabitat Rhid"Barkish eRENT
enabling to limt the usage of a functionality and which nust be able to be
credi 2&d with atexpened eqmeecydand dhalh cmsedusply, thesrpgotogtedostifiwdragisat | east

one chosen porti I Fub® ( f4 cation being such that during a phase called
of refilling, atC%Pﬂé)ééstPl one g)lcli‘éfl’ti onal usage of at |east one functionality

“correspondi NG t aind ifi fRSAIRenGRIIfARE €niffin BPRE bf ATRHueStBY Dforfibiedf the First2> ~ and
during the phase of refilling: reactualizing at |east ‘one chosen variable
of measurenent. A#¥gewongpart,dgstriggercthesexseirtion: af anredgrheritary fooction frothel | ow at

| east one additignal a f_the funct.i,onality. Accordi tq a variant
enbodi nent, the ‘B‘angé‘é’g?"g‘ c%}l%litt%gu]rtﬂptsﬁg rl%?ﬁé#%?%?ﬁ 05¢ ra(tg‘é%g.t st i ng t he
protegsion phasesortion 3s rdefdxebwted casrety tahdr thakX&mdéduehitly; NdeaftoRicleat | C

|iable to be nonitored, a profile of
software is not completely functional.

]

{

According to another preferred embodiment, the process according to the
invention comprises:
> during the protection phase:
30 e  defining:

— a set of elementary functions whose elementary functions are liable to



software usage, - and as criterion to abide by, at |east one feature of

software execution, S and nodifying the protected software: - by choosing
as software execution characteristic to nonitor at |east one profile of
sof tware usage, - by choosing at |east ,one feature of execution by which at

| east one chosen profile of usage nust abide, 10 - and by nodifying at

| east one chosen portion of the source of the protected software, this
nodi fication being such that, during the execution of the protected
software, the secon8¢&Xx8ipdiip et abi des by all the chosen features of

execution, ~ and duri the usa hase i he presence of the unit, and in
the case where it igmijgs%}eoﬁggepé%l%gﬁgpngqarﬁéigrtsa tf’g%l?@le@taﬁffuéﬁ@@mi on is
not abided by, i nfogidehiiBadalEni Male P of, nd/ or di fyi ng
t he functioning of the p%rti oﬁa%f tE{g&%rﬂbg?lggltl%ydég&(;;gtev\é/axreg{,uegdnt%&({E??\e
functioning of the prosessirigesystarfitandr € ittiggedhé i exdcut™ac &1 GhadnitOof ! | ant

enbodi nent, the process accQrding to the invention 20 conprises: during the
prot ecti on phase: 8meAtagRytunctions, i nstructi ons set whose instructions are

|iable to be gxe L Lpit, 25 - set, of .instructions comuands for
said instr uct?o ng&ésgﬂ?th%aelg%ﬁ’f%g? P Htepp%ﬁga%élg ‘HEL B fxRgute; the plementasy
executed in the fiakfony 6F Qaidi & MESELMPABA Jfosald E%féntirg ﬁxﬂﬁidﬁ@iﬁeiﬁ e

e chaining of the

execution of the instructions, - as profile of usage, t
i nstructions, 3otriggeredsby thet exesution dr gbetdatmprogessingpsystena) oheletiien@r§ or t he
execution of the_instructions, 14 - as detection nmeans, neans enabling to
detect that the %‘ﬁgﬁ%ﬁ?‘#g of the instructions does not correspond to the
expectjgd one, e - ﬁmnaaifﬁggméiﬁateg@a@gﬂwgp@ns enabling to informthe data
processi ng system and/or to nodify the functioning of the portion of
protected 5 sof twar by wheositghin teasonicegobthetpratectod sofiwhic)as ledﬁte&ené?ép .
correspond to the expected.onge, construgting the exploitation neans al so
enabling the unit t3}?‘é“§’e Yng theeexerution et thedotseted hoftwiare, camidsowt thet , t he

execution of said i AafclibfdlitPBfarP Al ggﬂ&ﬂig%g%rg&%ﬁgy the execution in the data

processi ng system of the instructions 1 ds, and nodifying the

protected software: by nmundifying dtyleastond chasas pofiod of s sourgOst the Bratécréd e
sourc

of the protected software:. by transform ng the elenentary functions
into ﬁﬁstructi ons, i@”ﬁf“%‘d@%&ﬁﬁ%?%%‘ﬁhitﬁthg by whi ch nust abide at
| east sone of the ipstpyurhitAds dbbdnNded Reniit ,!“Qék i Loy @nd by
transformng the el enentary commnéls fé]top?lng(gﬁg?l 0 ihggsn%gr(gﬁ%sgﬁﬂle
correspondi ng to the i msotecied sofirgares sald step inrmdeaited by nidads of G@eseRbRbe, i N
t he presence of the unit, i.n the case where ié&‘ﬂi s 20 detected that the
chaining of the instruffYHER BIEYNREClemepRY PYAFiooes not correspond to
the expected one, i pf Ofeh 4deddh @né hSsel 5L ShinM Y ShEMAfs |
nodi féi ng the functioning of the porti onéi(%f thetag%lot@gqiaggs'sa{?f@\%%?éeeédso t hat
the fdéfctioning of thetpribeetaueet off theaprotededzditivarey . soAtiear dirig tthe a

vari ant enbodi ment, th roces ccording to the invention 25 conpri ses:
during the protection %ﬁgcsug:on oiéﬁ‘? Bﬁoﬁ“gq.te‘gsq&a\rﬁsﬁﬁflﬁewgar%@wﬁd 1s
instructions set whose eRécut@Pby tid fist! X@biititht pD andVRideeWd IhiHeHis gL s and
use at |east one operand with the intention of 30 returning a result, - for
at |least some of the i §%equtionibynseans ofthegseppndexeenfiont part; of an ébnrnfagy t
defining the functi Onalf{‘,‘é‘;ﬁ f the instruction, and a part defining the
expected chaining for t e¥ecution of the instructions and incl udi ng bits
fieldgscorrespondi ng t @nhd @ sefudnde B itfhd ' i : ' ion, 50
and for each operand of the ?lrllstrucFiEoﬁ?ﬁl’%ﬂgryffﬁ(g%ﬂ?%llg?ﬁgéegﬁkd’{ogﬁtdé%pect ed
identification field ofetofsegpmcesallowing the exacitionafithe¢ protdoedduo@iwage,t 0 t he
expl oi tati on nmeans anéi used by the instructions set, a generated

i dentification frel 824 RY B 5 10 automatically nenorized the

identification of the | J i i r i ts,result in
said register, - ashdet@%ﬁ%'gﬁﬁégg%{, Qir:ea gggﬁéggﬁ?é]‘ggﬁdgaﬁ‘?r%&t becggfé‘%:uti on

of an instruction, for bemgsucheéiaddringitienexebetidn efthé pedtectédRIEAReithe O
check 6he equality of the generated identification field corresponding to
the 3 elementary commands are executed according to the chosen

sequence,



15 register used by said operand, and the expected identification field of
the origin of said operand, - and as coercion neans, neans enabling to
nodify the result of the instructions, if at |east one of the checked
equalities is false. According to anotRQer preferred enbodi ment, the process
according to the 20 invention conprise: during the protection phase:
defining: - as a triggering command, an el enentary conmand or an
instruction command, 25 - as a dependent function, an elenentary function
or an instruction, &s andothgepecond phigst Rawle ofr thenwratested softwarggalso ng
command, correspondi ng | east, in .to the informatjiqgn transm tted by
t he data processing syé:?}étﬁ%n?@ .Elﬁee@ﬂcﬁliaftmgomg@st Balilrs?wgr&pﬁ@ RYLRGRE on of
the correspondi ng depeggéithaf, Whet ifIBad 3O the &xinﬁ{mﬂilﬂ{m%ee&ééﬂtfbﬂ $Himé he
orders enabling to renanme the orders so as to obtain triggering conmands
with renamed orders, pi@ectedsaftwarsappeary the savend eséoption phnt byendaasdfi n t he
unit duyring the usage ase,, and enabl i fore store the dependent '
functi (%n to execute, fg‘a\ﬁﬁ\ the &sﬁﬁﬁ@wéﬂ&é&o}w teggrsed byt the firskpresntion i on .
means enabling the uni haﬁ%@éﬁ@uﬂegpl enent the 5 restoring neans, and

modi fyi ng the protected software: - by choosing in the source of the

prot ect ed -Sof smbdueingtthié g@ge phgseconmands, - by nodi fying at | east one chosen
portion of the source of the protected 10 software by renam ng the orders
of the chosen®t rif§e prasepce wait andheagh time aw plementarneomuiend containéd t he
correspondi ng depend .fungt i,on - pr.aduci ng: the first. object
part of the prot g’c?eg’%%tg; \/\‘/ﬁcﬁrél?e Z%I]Std ?axlg‘rd’%t?é/noﬁ)ja ctlmﬁg%ts geiﬂ‘ﬁcg% theiar
duringot he executéredpeidihg) elgnaitagt Athctioht AR, uhiflesd Thit' b4 Sdriieh GeMMands
wi th renanmed orders are executed, and the second object part of the

prot ect ed sof t wafXecutsdt spmectly end thapl epaseanemlynethasprotested rspftementisng t he

restoring neans, ] j ect part being such that, after upload to
the unit and durf%@’ltgﬁy@g@% i'on of the protected software, the identity

of the 20 dependaf inf(8abdcAOS oPMEuiteiARitel AT thd Bqidst BPEDEHidROLHEfifsk | St
execution part is restored by neans of the secon% execution part, and the
dependent funct i e¥esution: paste ttégieb yheresepution aftam clementre fisctiphdn thart, and

duri ng<t he usage : in th esence of the unit and each ti, a
tri gggr5 i ng com*ra‘rlllt‘?fp’\?\ﬁ§ q%hber%?&gir)r@dmoﬁlggg,salcd(;ﬁetqé{f’sﬁec&micﬁﬁl% sﬁ’oﬁ’f’?&h?e@ﬁt MR first
execution part ipmeiefsisi hot enguedi egredilyt hed Wikit! condegudrl§Nithd Yrétbctbde
correspondi ng dependent function and executing it, so that said portion is
execut.ed correct Fftvatg 18 pefcomplgiely dpastionsl- t he protected software is
conpletely fu [-@nal i 1@1?&*? t i in spite of the
request by a %g‘?‘%@gﬁ 1Zc())f gﬁ%tgg?%rrésftgné@&u I oﬁglgta%? 4} §c¢['~§9_ édc%ﬁ'm?%go etﬁﬁc ution
of a dependesttiohwoniprises:i n t he unit,

rigg

20 > during the protection phase:
e  defining:

— at least one software execution characteristic, liable to be monitored at
least in part in the unit,

— at least one criterion to abide by for at least one software execution

25 characteristic,

—  detection means to implement in the unit and enabling to detect that at
least one software execution characteristic does not abide by at least
one associated criterion,

~ and coercion means to implement in the unit and enabling to inform

30 the data processing system and/or modify the execution of a software,

when at least one criterion is not abided by,



17 not being able to fulfill said request correctly, so that at |east said
portion is not executed correctly and that, consequently, the protected
software is not conpletely functional. According to a variant enbodi nent,

t he process according to the invention,5 conprises: -~ during the
protection phase: defining for at |eaSt one dependent function, a famly
of dependent functions algorithmcally equivalent, but triggered by '
triggering commands whose renaned orders are different, 10 and nodifying
t he prot ect ed®sofenstmeting thp gxpladeiinmmeansenahbing therunit, tf alsdimplernétched
software at | east, one triggeri command wi th renaned order, - arid by

nodi fyi ng at Ieag?te&f?é‘%?f’g'géﬂdﬁ%ﬁof’%mbme?% source of the protected

sof tware by rgpl gcj . I ﬁggﬁ{j order of one 15 chosen
triggering commg%d%ggﬁhlgﬁ%ﬁgg&g@ggrs, wth another renamed order, _
triggering a depend®ptchberisd hoRaffonk R SI® ckatttibY chAasRFAfi® hlnidovar i ant
enbodi nent, the process according to the invention conprises: -~ dufing the

prot ectd on phase, demong the, softwaregxeruten cliavacterigtion tiable té bevmbhitereda 20
fam |y of algorithm.ccally.equjyval ent dependent functjons: - by.
concat enating a Tiel’¥ CbPX%% 2iplepy ‘I‘Wecrftﬁ‘f‘%‘ fuebidr byelor af kegst; orie ¢hosen i onal

part of the dependeg&ﬁmg&émoﬁgh%g&ﬁg&i n the unit, - or by using the
identification field of the instruction anid the expected identification
fields of the operabgschadSinpcitotih Rguice of Wh¢ i fofecRibativiRa! elehidftapy OCESS
according to the inventjion conprises: ~ during the protection phase:
defining: - as met h&pcipns efEmwiiclyf 2t nleagh dmes chasan piofiwang epschtion t o

ci pheryot he 30 order .as. : Lag nmans, neans inplenmenting a
deci.ph1e0§i ng mnet hod t%%arg&%&%el%ﬁ;%gélb. e renamed orders and thus restore the

identity of the depepdesifyingttle3n8nd che¥eR Pottion oF thd Souttd bf théprAEIEAT t O
anot her preferred enbodi nent, the process according to the invention '

conprises: 5 ~ duri fgftvare, fivomedification haing suchthat fiytivg thetaxeputionaxfiteel -
ft - b h i i tect ed ft ., at | t
one. cond t1 onal b abittied Botlins B febsObnd WRROLEGHER RaialBihe b o '

processing, 10 - by niohitofed tygniehnd eftHe men&bﬂ&ﬂﬁo@%ﬁtj 14 Bk th&tqnsOyr ce of
the praotected software, this nodification being such that during the

executlon of the pr &titsEioads N9t phided by krads to the datal nrogessing systemalstingne
h diti | [ t . . f d i
pare i the unie, THBAAS bRUGHEEY AduidbiuGR 3R Ine b dBaf FRARE pERIESE ' P

prot ected software, sewakef i r st obj ect part being such that during the

execution of the protected software, the functionality of at |east one
chosen conditional BRAfYhPIodueing the sgcond ohiectpart ofathe pratectedcwofivasbj ect

part of the protect ggngRifd\Me exFiBitdicit WRHs also implementing the detection

20 means and the coercion means, said second object part being such that,

after upload to the unit and during the execution of the protected
software, at least one software execution characteristic is monitored
and the fact that a criterion is not abided by leads to the data procés'sing
system being informed and/or to a modification of the execution of the

25 protected software,

-> and during the usage phase:
e in the presence of the unit:

~  as long as all the criteria corresponding to all the monitored execution
characteristics of all the modified portions of the protected software are
30 abided by, enabling said portions of the protected software to work

nominally and consequently enabling the protected software to work -



20 object part being such that, after upload to the unit and during the
execution of the protected software, appears the second execution part by
means of which the functionality of at |east one chosen conditional branch
is executed, ~ and during the usage phase: 25 in the presence of the unit
and each tinme a portion of the first éexecution part inposes it, executing
the functionality of at |east one conditional branch in the unit, so that
said portion is executed correctly and that, consequently, the protected
software i s conpl etnomingllihcti onal, and in the absence of the unit and in-

spite of the request db}/f a Eﬁor{i on o{) ‘téhe %O.fi rst execution part toQ execute
the functionality JM9%alc8hdiast Q&I %% ARG CHZCSRANYIDE 8t 2 yaPRkeTad e t o
fulfill said requesi, e t ioh&5¥SH i ti i s not
execut ed correctlyseté(ﬁ {({ﬁla?{at%ﬁegggﬁérﬁ yaﬁltohe pr8§’3%t?‘§8d§§‘?}9§‘r§r‘§q@§ not .

conpl etely functi ondidedAss ifointigg tiee daty proceingesyerRe SRINEnd/6NAODIFARSESS
according to the invention conprises, during the protection phase,

nodi f y¥ ng the pr ot ¢b¢ dundigningaektheportign ofiibe Pretgsted goftwares soithas the t he
protected software, .| eas n eri f_chosen.conditional branches, -
by nodi fying at Iea@ﬁ&bor?g%#c}gee 9 %ctt‘f'(?%’rfg%a’frgfsﬁgo‘glgﬁ&ce of the protected

sof twar e, t higgcomifgd s at vatnbenitodanet, thaprobess Adotdisg ex 964/ ihraAtish t he
protected software, the overall functionality of at |east one chosen 10

series of compusesi onal branches is executed, by neans of the second

execution pargt .. in the unit., - and by producing: D the first object part of
the protec e‘(ﬁlu§8¥ﬂ}ﬁa‘?3t,°°té‘g}%ha15?'rst obj ect part being such that during the
execujgon of ot hedegﬁglg_ect ed software, the 15 functionality of at |east one
chosen series of conditional branches is executed in the unit, a and the
second obj ect part asfsoftiwargexdcationchsmatteristiceliatla e bs enmitdredbp aatialart bei ng

such that, after upload to the it and during the execytion of the

prot ect ed softvvare,°fa{‘b‘fféf%'ﬁeg“"flﬁ%‘~I USRP g&é‘ﬂ?‘?‘lﬁ‘ﬁﬂ%’(ﬁﬁzﬁg‘ww’ means of which
t he overall functiapak f . i1e . i tional
branches is execut 2%. qurﬁ}eﬁogrtggéetgégg’?éc??;’?%ﬁ%e@ﬁ%ﬁﬁglﬁv%ﬁﬁéll%&h&{} uésdcgnabl es

to protect usage ofvanablefdfumeasudeyhensi ng a nmenori zi ng unit which presents
the characteristic of, containing a part of the software being executed. It
fol | oW that any detidyagualization means qnabbag to, update @t deast ppe vagable ofor k
wi t hout the menori zi,pg, Wit i mposes to recreate the part of the software
contained in the nmenorizing unit during the execution, or else said

e constructing the exploitation means enabling the unit to also implement the

actualization means,
e and modifying the protected software:

20 — by choosing as software execution characteristic to monitor, at least
one variable of measurement of the usage of at least one functionality
of a software,

— by choosing:
>  at least one functionality of the protected software whose usage is

25 liable to be monitored using a variable of measurement,

> at least one variable of measurement used to quantify the usage of
said functionality, |

» at least one threshold associated to a chosen variable of
measurement corresponding to a limit of usage of said

30 functionality,

» and at least one method of update of a chosen variable of



derived version of the software will not be conpletely functional. Various
ot her characteristics energe fromthe description nmade below in reference
to the appended di agranms whi ch show, as non-limting exanples, 30

enbodi ments and i npl enent ati ons of thq subj ect of the invention. Figures 10
and 11 are functional blocks di agrans t11ustrati ng the various 20
.representations of a software respectively not protected and protected by
the process in accordance with the invention. Figures 20 to 22 illustrate
as exanpl es, various empasiremaent deprinding epthensagesfisaid| fenctivnahity, t he process
in accordance with the invenption. ini gur(e;l 30 and 31 are functional bl ocks
di agr ams maki ng expMdcby "E‘?ijéft)’_g&]é? ashpne chpiea partion of the seyeee of thecor dance
with the invention._Figure Lo r&. i ilJustrating th
protection process %‘Jéteg{régi _glogfﬁ?zgg‘t ﬁ@giﬁl\(l)gln |§%{ iEHrf%}gersr{én it %’t D8y ﬁ"r?ci pl e of
protection by vari aglceutidri 8fMRSpRfecied Bdwire, teagabR bf Meakirdhbmdis he
protection process according to the 10 invention inplenmenting the principle
~of profection by testenlized dysvearisaefi the. serprgdi exerution tpartédepending i cngtheers
illustrating the protection,process.accordi,ng.to the.invention, inpl ementing
the principle of pr‘bﬁaé%f’fﬁ)addngﬁlog ’t%ﬂ‘{/gflff%&??%&geﬁh PISLEAs Bheny 4 ar e
diagrams illustratipg jdeguff Ot ecti-on process according to the invention

i npl enenting the principle of protection by detection and coercion. 15

Fi gures 806>t and5luaing tht wsyeapbase] inuthe patsence ofitbe pnibtandtin die gasewdese aiccor di ng

to the invention inmplenenting the principle of protectign by_renam ng.

Fi gures 90 tde&® "é‘FetL{ﬁgE‘afla S§g GO PR gttﬂeatp{.eﬁﬁte‘?,‘ﬁ mit)Ph Mgage Hccor di ng
to thegi nventy j iR | IcBGi estd fgg{gd i onal

br ancﬁ(.) Fi gurdg%%adg[?é a di ag%agnaﬁl ggflsr%g% ﬁ%ﬁ%g&gﬁf%@r/‘gﬂt phas sh%)e:‘

i npl enent at i dnnatfoniE ofthe popiiac of the proteciadvsofiwaos .soFhajuthe fiddioningust r at es

an enbodi nent_ of system al ] ow he i npl ementation of the construction
stage of the ‘B‘FB‘T@?&‘E{‘@%‘E’%@@‘?‘?&&E ordance with the invention. Figure 120
ilTustrates acRrhAg BN vaRint Ferbdtimeat, AL REde8d _aywraingst%dtue“mb%%m

protection process in accordance wth the invention. 25 Figure
il lustrat eompnsesabodi nent of a systemallow ng the inplenentation of the

tool s ki Qg stage, of th rptection phase in accordance with the
invemlggn.gFida’ﬁ'F‘g%ﬁH"hcﬁﬁ’gP &s an enbodi nent of a system al |l owing the

i npl enentati gn O&ef[nh‘}rf%pr otection process according to the invention. Figure
150 illustrates an enbodi nent of a custom zation unit used in the 30
protection process faratleastrasharvagabie b nicasurememtnsdveral askocited thiestiolds, t he

description, the foll ow definjtion ill be ed:
SCript - anci) c\ﬁl e?ent coércr:lllon Imeafls \clzmorresponditl{gs to each of said thresholds,

¢ and modifying the protected software:

20 — by choosing in the source of the protected software, at least one chosen
variable of measurement to which must be associated several
thresholds corresponding to different limits of usage of the
functionality,

— by choosing at least two thresholds associated to the chosen variable of

25 measurement,

— and by modifying at least one chosen portion of the source of the
protected software, this modification being such that, during the
execution of the protected software, the crossings of the various
thresholds are taken into account differently, by means of the second

30 execution part,

> and during the usage phase:



21 A data processing system3 is a systemable to execute a program A
menorizing unit is a unit able to accept data provided by a data processing
system 3, to store the data and to restore it upon request of the data
processing system3. S A processing igd menorizing unit is a unit able: -
to accept data provided by a data processing system3, - to return data to
t he data processing system3, - to store data at |east partly in secret and
to retain at least a part of said data even if the unit is switched off, 10
‘- - - and toe canithe presenee githe thiti c processing on data, part or all of the
result being secret. Aunit 6 is a nmeporizing .unif qQr. a processing and
menori zi ng unit T npndheease N@ef%%cﬁl:%é@gé)fzﬁcfg}étr gsholdds defectedyemininisg, A

bl ank unit 60 is a i i.gh i t roce ccording to
- 15 the invention, btuEI é\l;ﬁwghﬁcséowazec&?@ekdasgr@?acﬁs g‘?%dﬁbg iﬁnﬁ nghtg unit 6.
A blank unit 60 canaRfifpsd,bl y become a unit 6 during the execution of a

sof tware protected by the process according to the invention and becone
agai n &fter the -exeandt inothe casebwherk theictossing of A gacend tleeshnild ésddetadted 66 is a

bl ank unit 60 which has rec i\zedtbgart of data 20,eneiblin it, after

reception of suppl eMaRngMelisstive the careesponding fmstionality gndfoy,af leag onerpe

upl oad of informati : A b deOr @ pre-custom zed unit 66
~corresponds to a trgng%lg?ﬂoglp?d%%ornatfihgneto the blank unit 60 or the

pr ecust om zedAatoidingGo aamatidnd emizidinente thd psaviess tccondihg rtoettie i infaitioat i on.
The 25 transfer can possibly include a change of the information format. A
vari abl e, “aMPUFE i on or data contained in the data processing system3 will
be i ndycated py FH@g : tfter, while a variable, a function or data
cont alijdr)ledt-lgn c#ﬁ#g@f%l ?cﬁfrfﬁhdﬁqg indicated by a | owercase letter. A

"protected saftvwgsfming | refilingOfrhedak € endblig has cleditn apr Rh&iCtiond Ryftahrd €ast 30
one of the principles of protection inplenmented by the process in
accordance wit h fupetionglishmosifored tppa yartablg g megpwement; Witheat lepss enesof t war e
whi ch has not begdaitp({ gigsca%g’d by any principle of protection inplenented by

t he process in accordance~with the invention. |In the case where
differentiatison dmktteihgahy skpl6itaionemeaistaled flowinl theunit totifpleptknt B Ware i s
not inportant, the term"software" is used. A software has various

repredént ati ons GEYERINEANSON the instant considered in its life cycle: - a

source repr es.entaaIHIgg?igﬁngﬁw%l%jﬁ&gdrsgﬂ&g&gnt ation, 10 - a distribution,
I'on.

or a dynam c represen source representation of a software is
understood as a repppekidsiig ifho\Wbuede off the protéABEdTiwme, #@ Teast GfldboSerd N an
obj ect representation. A source representation can offer different |evels,
from a concept ual awarigblgef megmirementienablingtpclimit,the usags|of adfuneidenalithy a
data processing sys / S$i d ri zid Lt ..0b] ect
representation of a&g%lfgmggﬁge%%%g%gﬁt% a{gﬁeé\yébr%flg#gﬁrngs%@ft% n whi ch
afterapransfer to auglgsfribution and upload to a data processing system or

a processing and nenorizing unit, can be executed. It 20 can be, for
i nstance, a binary eudiby modifyingatieastamechaten narton, thisanedifirationi baing s a

physi cal or virtual Q i i epresant ation, said

di stribution havi ngs‘icg&glgmpuﬁpgga[ﬁ} e&ﬂ{s%grqtf}s}&gﬁg%gag!’;ﬁagttog‘eeaﬁggﬁogaft%gﬁ? to use
the software. A dye@ni dedsepnesfanttainiality cofréspopding ot » chbenevaiubld ep of the
software from25 its distribution. A portion of a software corresponds to

some part of the somtepsyremgpicapde crgditedi nst ance correspond, to one or
sever coRsecut i ve t instructions, and/ or one or several consecutive
or no?gfun ti%ﬁfac?mmgg@ig&s&ﬁ’gfcﬁlﬂ%e or several functions; ‘and/or one or
several subprogr aEBuaRids W 18436 oRE chBWA MriaBle HPHhRPeméntPRIdIdraR 184st @
software can al so correspond’ to all of said

one associated threshold, so as to allow at least one additional usage of the

functionality.

According to a variant embodiment, the process according to the invention
30 comprises:

- during the protection phase:



sof t war e. 23 Figures 10 and 11 illustrate the various representations
respectively of a vulnerable software 2v in the general sense, and of a
protected software 2p protected according to the process in accordance with
the invention. Figure 10 illustrates ;{?ri ous representations of a

vul nerabl e software 2v 5 appearing during its life cycle. The vul nerabl e
software 2v can thus appear under any of the follow ng representations: a
source representation 2vs, an object representation 2vo, a distribution
2vd. Sai d di ot ridefihingn can have commonly the formof a 10 physi cal

di stribution nmediumsuch as a COROM or the formof files distributed
through a network (BSOftwarg eepetion ehagacteristigliablefobgmenitaspd. aqupfiletafon 2ve -
corresponding to the eﬁgcustaign of the vul nerable software 2v on a data
processi ng system fog%v fh'g‘/ Rfrown type, which classically includes, at |east
one processor 4._ 15,43 gufiferibh th bbids biy2hta8asy ahd fdfuré BPICTRRRL 8kdcRRSH Of 2
protected software 2p appearing during its life cycle. The protected

sof twase 2p oan dndusodifyirepthe prodestedisvftwdret he fol | owi ng representations: a
source representation 2ps including a first source part intended for the
dat a processi ng syste¢hovsinga@s peftwas execionchanagtesisiie taampniter at leastened f or
the 20 unit 6, part og sal dosqurce parts can comonly be contained in
common files, an ol?)rjo !:eto rs88?”8%°e‘f?f‘%‘?qi on 2po including a first object part
2pos i nt ended fOL_ti;g,ecﬁ@&sﬁlfgpamsﬁsad&fewﬁ&@me&e@tﬂﬂmp@fw@éwat RasteGRNd
obj ect part 2pou intended for the unit 6, 25 a distribution 2pd I ncluding:
- a first distri butchosepprofilopfisageonmuat atiidey t he first object part 2pos,

said first distributiopn part..2pds, being intended for t dat a processing
systed’3 and whith %QXMF}F& F}ES‘?SE%’_ °f ?ﬁ“oPO'_émBh?/gﬁ@aW“a‘Ff‘sP?f‘%ti on
medi um such as a gfﬁfeat&écwd EoGwhrr arnrl]igf rﬁddhﬁc%tiéhsume_tgueﬂ_ﬁQt,tmfxﬁigg%@

network (GSM I nt etc.), - a second distribution part 2pdu havi ng
the form 24 r of escutiensf thengrotectadksaftware,8h¢ secondfexatuticmapart almdes
pre-custom zed unit, 66 t.0 i ch part. of the second object part 2pou has
been upl oaded and fwameamf%fe%%s HEZGHOD; ni sh the customi zation by

upl oadi Ng SUPHIERBRE WieYusdpt Phase in the presence of the unit, and in the case where it is .

15 detected that at least one feature of execution is not abided by, informing the

data processing system of it and/or modifying the functioning of the portion of
the protected software, so that the functioning of the protected software is
modified.

According to a variant embodiment, the process according to the invention

20  comprises:

-> during the protection phase:
e  defining:
—~ an instructions set whose instructions are liable to be executed in the
unit,

25 — a set of instructions commands for said instructions set, said
instructions commands being liable to be executed in the data
processing system and to trigger in the unit the execution of the
instructions,

—  as profile of usage, the chaining of the instructions,
30 — as feature of execution, an expected chaining for the execution of the

instructions,



5 so as to obtain a unit 6, said supplenentary data being obtained, for

i nstance, by downl oad through a network, or of at |east one unit 6 to which
t he second object part 2pou has been upl oaded, or a dynam c representation
2pe corresponding to the execution of 1t}he 10 protected software 2p. Said
dynam c representation 2pe includes afirst . . execution part 2pes which
is executed in the data processing system 3 and an second execution part
2peu which is executed in the unit 6. In the case where the differentiation
bet ween t he di f f-er eastdetesfior serangtieans afabling tpdeeddhatdths chaimtngeothei s not

i nportant, the expressions first &g}r_t of th% protected 15 software and
second part of the iBstBicHonSAPes 0t (RIFESPOnd fq the EXRRSEEE OMehe | npl ement ati on of

the process accor difig 4i0okhfd BUEHN ook And0 ARG L a1 ol ©

representation of figure uses an appar p i ncluding a

processi ng syst em syktefk &6H/6i tdd¥nodiflyl this ﬁn&tﬁm@n%laf thebporlibe HQirateBledcessi ng
system 3 is of any type and includes, classically, at |east one processor
4. TheSdata pr ocessiofiyapdwhes thenelgining o éheainsiowghione does natecopraspondftor

i nstance, of various machi nes, devices, fixed or nobile products, or
vehicles in the gen Pﬁ?‘p?&eﬁs"é{e’ The link 5 can be realized in any possible
way, such as for,..l ; beayk 3 i i n
optical i nk,. a cﬁ?%@oﬁgﬁpﬁfﬁglrutgﬁod{l ?reﬂa'é?s g}sg(%ﬁ ?iagﬁgcg%n%lgﬂ%ﬁ*étcg{%aﬂ%i rcuit
of data processiingrgeyieheof the inttouctibhs sétptHedexbentminsefrsagbinstradtionk®eingi t 6 can
possi bly be physically |ocated insj dfﬁ\ tdge 25 sane int egétati}ed circuit than
the procESSOr 4 WHiEesrre by deexsranansy; thy daaprarRsng pystem, of the mstrugtions;nj t 6
can b@oconsi dere&nﬁﬁmﬁsco-processor inrelation to the processor 4 of the
data processing system3 and the link 5 is internal to the integrated
circuit. Figu esandGnédifyidy tle@rotestedoftivhnest rati ve and non-1initing manner,
various enbodi nents of the apparatus I p allow ng the inplenentation of the

protection 30 procebymodifgingst tpapicena ghasen pertion ¢ thej source|af theprotaetrsdi nent
illustrated in fi gurog,t‘_;%e, the protection apparatus |p includes, 25 as a
data processing sysf m 3, a conputer and, as a unit 6, a chip card 7 and
its interface 8 econponby taadfbening diclelemenary fuhtiors dn@uhstrucBons; | i nked up to

the unit 6 by a link 5, During the execution of the protected software 2p,
the filfst executi on>paP¥ sperétying therhawing by yrhich st ahide ghlsastesome afd t he
second execution part A ane i Wb &Riol i P card 7 and its
interface 8, nust bot haggu?uncﬁﬁ%ﬁ%ﬂrﬁég%t&hat togq%ﬁﬂgt ecfed software 2p is
conpl etely functional . ahd byhearsfdymiingrtint elehientaty admchands fritg linstrudfiond he
protection apparatus |p equipgs a product 9.in the, energl sense; including
vari ous conponents 10 SORH38ES tYrESREN 18&6?%6%”}”&28‘%8 by such a product
o The_prabeChisOdu RN d &R tHE PReseRdt JOhb RRitORLHRAAA wWhedal

pr ocessi ngésyésdtdem en%glgd% % "[]}Elle p??)%sgct 9 and, on the ot he?lq:haﬁsd, a
uni t @0associdetetedvitiah théehpmogiof the iSdrichans exwuppdotiuthte @nit sloeompt et el y

functional, the protected software 2p, .nust be conpletely functional. Thus,
during the ex¥AtssPIM ta the, EXpse 8‘?%dm§?ff‘{1%?lé° gﬁta l?rﬁgesf‘%’lgsﬁys'ﬂb(? tfon part

2pes whi ch i SyfMGGHEERhDtHe Tind ¥niheP6OHE poitve oTYIN HotedtedRdfivare, SSaaRd
execution part 2peu whHich 15 is executed in the unit 6, nmust both be

functi onal . Sheduptioningtof dhesprotestadsofiwase tsshedifiedher ef ore indirectly, to
prot ect agai nst unauthorized usage,. th roduct 9 or one of its .
functional i ti@SCOTgEE 0,2 vanagt e{nﬂgdlﬁxg&]&e Brogess assouing (o dhg fo¥entign o
syste% aémﬁms@fi’ a toy, a piece of domestic appliances, a phone, etc. In
the enbodinert 11lustrated in figure 22, the protection apparatus |Ip

i ncl udes 2o séwingthe peotpetionrphasas wel | as part of a communi cation networKk.
The data processing system3 is a first conputer linked up by a link 5 of
network type,*t odefiRig8t 6 constituted by a second computer. For the

i npl ementation of the.iny 1on, th 0, I ' .a |icense
server for a prot ectaédnsrsh(-)u? pé\résr See’t’zap? Sﬁ%ﬁl&g%qtsgte‘gg%tg%ﬁtle|6a8{n§°6¥esﬁ%té-&%lro&s ected
software 2p, the fi rpdrkexide végiférs Radtuse e Seashbropesandbwitl hd intshtion dfhe
first conputer 3 and the second execution part 2peu which is executed in
the sé&®ond conput er réturminga résydth be functional so that the protected .
software 2p. is conpletely functignal. Figure 30 enables to nmake explicit
more precisely, the #BF Gttlé%ﬁt?%‘ﬁeﬁf JQatralt 8%8’838%51?&Rﬁ$1ﬁ°¥5he i nvention. It
shoul d be observed that a vul nerable software 2v, is 30 considered as being
executed totally in a data processing system3. On the other hand, in the
case of the inplenentation of a protected software 2p, the data 26




processi ng system 3 includes transfer neans 12 |linked up by the Iink 5, to
transfer nmeans 13 being part of the unit 6 enabling to establish
comuni cati on between the first execution part 2pes and the second
execution part 2peu of the protected sgftware 2p. 5 It nust be considered
that the transfer means 12, 13 are of dof tware and/or hardware nature and
are capabl e of providing and, possibly, optimzing the data comrunication
bet ween the data processing system3 and the unit 6. Said transfer means
12, 13 are adapted %o @patdefiniog Hevfenctiomahty of the astraetiona pr ot ect ed sof t war e
2p which is, preferably,, indepepdent fromthe type of Iink 5 used. Said
transfer means 10 12, aud %P%‘*rﬁlﬁgmﬁérﬂf‘eﬁi‘mﬁﬁg chaiinng for dhe exgeution ehtheon and
are not described nore; i sel .the Man of art.
m@f)rﬁ&io%@ 3Xd ﬁ@%ﬁﬁ%b@% fleld§ }:c])rré%g%ﬁlﬂgrgo.

The first part of the protected so Includes co nds. During the
execution of the prote¢t edn sdehtifisdtRnidReld b thedii®futtiRn of said commands by
the first execution part 2pes enabl es the conmuni cation between the first
executbon part 2pes anfl t bed fecoctdomerandiof the igstuttids 2peu. Iri the rest of
t he description, said commands_are represented by IN, QUT or TRRIG As .
illustrated in figure 31, *t o2dla8dldhe i npl enentation of the second

execution part 2peu of the pra%gﬁt edec% ‘{{ﬁl\gﬁ{ﬁﬁaﬁ&éﬁ}egﬁ%{l{ﬁ%hﬁt}?l cl udeé

protection nmeans 14. In the case retl 'ng unit, the
protection nmeans. 14fgr RGEH HRiAE BERSHYInE & tHeexpRsifation Ineaht ahc'i‘%sé‘cﬁ_ﬁ?t ere the
unit 6 is a processing and nenorizing, the protection neans 14 include
menori zati on means ibStrugtionr sefessi ggnerateds idéntification hfieldakis ofhich is

sinplification in the rest . .of the descpiptio it is osen to, consider,
dur i nb{)t he executi o‘?‘}ﬁ aﬁ‘l"félypp’c?fné’@?g‘i {aht?f {%&@caﬂan f’ﬁéﬁﬁﬁégeﬂ’_ég“mmc he unit
6 or the absence of whitf HdBidtufped itB reditunlkaidasgistes UNit 6 providing

protection neans 14 not 25 adapted to the execution of the second executi on
part 2peu of the-prat deteetiorns ah¢amay encipsi enablingy, dorisg dbe exkeastion 9fiag, each
time the execution of the protecied software _ 2p.is t. correct. |n other
words: a unit 6 ph%%‘g}qny f?freé‘gér?f’e‘gﬂﬂ’ ?\gﬁﬁ? Hﬁ’iﬂfbg ﬁ&gt"é’@f’f’ﬁrft’ﬁ@é’hg"km
adapted to the execl Qpally éf'e $RAGAISHBRHdafOn FRId coi& oﬁ’c}]m%.}ﬂ@ otect ed
software 2p, is 30 always cConsidered as present, a unit phySically
preseh® but i ncl udi registerotsed bysaidreperand, anddhe axpasteddidentification dieldhof

all owi ng the corre\(lz\g?i L e s%t(gtiegn f the second execution part 2peu of
the protected softw é)r‘l%b“? o . ed as present, when it works .
correctly, and as niuiPhdGodeRh inkatt) aficdiRl endblie &0 midfify! the redlifl of thii t 6
physically mssing is always considered as mssing. 5 In the case where the
unit 6 is constitutwgtrisstienscifiapleastione pf theichiecked aquelitiesdefalse. t he transfer

ot hor one beiAGobtg e et B WntRRuy e tFece’ SErESRa il of  ne

chi p g@r dirfventiof eombisdsed as equivalent to the absence of the unit 6. In

other words, in the absence of the chip card 7 and/or its interface 8, the
pr ot ect i or? g the protection phesgessi bl e 10 and do not enabl e the execution

of the second. ex(zeg%ni )n part 2peu of the protected software 2p, so nuch so
that the protect Mt war e 2p is not conpletely functional. 1n accordance
with the invention, af herRpOiGE bbRMaRA0af Sherfdnty HonlfRICHE M iRdn@dt | NCi pl e
of protection called by “variable a description of which is carried out in
relation to figurescadmand43. 15 For the inplenmentation of the principle of
prote gion by variable,, is en.in thF source of, the vul nerabl e software

cho

2vs af’l east one~vaPt affReNdRRIIHNCaR, AR glementary PR AT 3} ISHBCUAR, ner abl e
software 2v, partially. Loes, .l t at.e. f [ st be
~understood the set (%‘% %?gt%lelél?ot ?%Ftts)r&n%t e ) egkafg?g?vg%gﬁﬁ%%,&nn% ssary
to the conpl ete exegoirespondingdeiddstiaiparetoahe imfortion s@néMated aagnce of
20 such a chosen vari abl e prejudices the conplete execution of said
- software. |s al so cPowé&ssing sysemttooie Waktsoops bF trigasr dheexecutipntafethe

vul nerabl e software 2vs C(ﬁgt aid”li nrg?a{ I%\@/‘\%xlt1 one chosen variable. At |east
one chosen portion SPT YIRS T CRUB ﬁlél 'nerabl e software 2vs is then
modi fgd, SO as Lo ghhdhd bierMESE BE dillds BIBLAE teRnAREIHEERRR a5 T S
nodi fication 25 is such that during the execution of the protected software
2p, at | east one pots bbtairotriggtengd ¢commandsewith remanedrardédnes whi ch i s execut ed
in the data processing system 3, takes into account that at |east one
chosen variable or at |east one copy of chosen variable resides in the unit
6. For the inplenentation of the principle of protection by variable, the
unit 6 includes at |east nenorization neans 15. 30 Figure 40 illustrates an
exanpl e of execution of a vulnerable software 2v. In this exanple, during
t he execution of the vulnerable software 2v in the data 28 processing

e o, oy o oy I M



10 execution in the data processing system3 of the first execution part
2pes of the protected software 2p, and in presence of the unit 6, appear:
at tinme instant tl, the execution of a transfer comrand triggering the
transfer of the data X fromthe data processing system3 to the variabl e vl
|l ocated in the menorization means 15 & the unit 6, said transfer command
15 being represented by QUT(vi, X) and corresponding in the end to the
assignment of the data X to the variable vl, at tinme instant t2, the
execution of a tranmtiaestotngrardng déspgresd toobd tsedtin ahs higit dafing hike uﬁgée of the
variable v~ residing in the unit 6 to the data processing system3 so as to
assign it to the va?m%medvpabé,@gdow%@@ftb@ dempndentrfiinetiavetoregeewpriearant ed by
IN(vl) and correqugdi ngw:eg %Pe end to the assignment of the value of the
variable vl to the Vaff Ol and at time instant t3, the execution of a
transfer COMGRNQohdhQYRE IcRPldithfiort hRARE ¥nabling I YL 46 o fliflcthedd @RI © V-
residing in the unit 6 To the data . processing system3 so as to assign if
to theS vari abl e réstorisgy mednsansf er 25 command bei ng represented by IN(vl) and
corresponding in the end to the assignment of the value of the variable vl
to the variaBl eazqudl’@m&}hap'@ée%ls@%vwe'{ hat during the execution of the.
protected software ,2p,,at .l east ,one variaplg resideg in.the unit 6. Thus,
when a portion of ttﬁgc Pege e&eg’ﬁt F%‘ﬁrcﬁa?f tg%é)sfoggfteah%or%'?’%te’eté?%gf@gftvvare
2p inposes it, and dorhifIspr esence of the unit 6, 30 the value of said
variable residing in the unit 6 is transferred to the data processing
system 3 to be usecdyapodifigng at kastemeshosanpartion oPthe sourfce off thepproteeztied

soft e 2p, so 29 nuch so that said,portjion is executed correctly and
hat . Fhonsbquent | y ORGP ERaenEe GEPrIRT el bf ohesse FigHbrery oAt sana
Figure 42 illustratfgo 3ncypielidenfily @ftﬁ@‘é@ﬁ@kp%ﬂ&iﬂk%péﬂﬁ@ﬁ%&ﬁ&%} on of the
i nvention for which a copy of the variable résides i'n the unit 6. In this

exanpl e, 5 during tdnd tyxwodudimm i n the data processing system 3 of the

first execution part 2pes. of the protected software 2p,..apd in the presence

of the unit 8, appe’ar:&e&rs%‘?br‘r"é’tipﬁgtoiﬁ ePTO,t‘_’Cf?ﬁ’esV‘\’g%‘?F%ﬁPr\QT#fsb‘PbJF%é’aﬁata X to

the variable VI |ocat egemgsﬁdn%ﬁa&@m@tﬁe%ﬁéduaen%Y&Iegfbécteggoﬁﬁhi iR the
er of the dafa

execution of a transfer command triggering the tran X from
the dhia processing 10triggstiegre@nmendshwith aenanisideorders heexeaded,n t he

~nmenorization neans 15 of, the unit 6, said_transfer co nd bein
represented by ClJT(’§/~,a%€he sﬁionflioﬂ?bécltﬁgﬁtgﬁﬁhetlf?t_eftﬁg_s gg?r@rﬁ?ﬁmm&ﬂlehe val ue
of the variable VI to gdffloitaionamkshsYalso élﬂﬁkle?ﬁenﬁhgﬁl{lé Péstéilg hndand R&id

execution of a transfer conmand tri gbgeri ng the 15 transfer of the val ue of
the variable vl residisagond objest paiittbeing suchhthati afigr wpleed doi thg wijtsindm 3 so

as to affect it tot hedl\llr%g' %le?(eczutio%atl)td th% rpz%&g(f:tg& software, the identity of the

20 dependent functions whose execution is triggered by the first
execution part is restored by means of the second execution part,
and the dependent functions are executed by means of the second.
execution part,

-> and during the usage phase:

25 e in the presence of the unit and each time a triggering command with
renamed order, contained in a portion of the first execution part imposes it,
restoring in the unit, the identity of the corresponding dependént function
and executing it, so that said portion is executed correctly and that,
consequently, the protected software is completely functional,

30 ¢ and in the absence of the unit, in spite of the request by a portion of the first

execution part, to trigger the execution of a dependent function in the unit,



command being represented by IN(v~). It should be observed that during the
execution of the protected software 2p, at |east one copy of a variable
resides in the unit 6. Thus, when a portion of the first 20 execution part
2pes of the protected software Zp, i ses it, and in the presence of the
unit 6, the value of said copy of variable residing in the unit 6 is
transferred to the data processing system3 to be used by the first
execution part 2pes of the protected software 2p, so nuch so that said

portion is execulddeingmplece|fylfidhwid raguestcorrsety sothay at leas spidqrosidereis |
ft 2p i letely functional. 25 fi 3ill |
of attempt of exBarraCesortly gl P, EhscaRilg b ool ictive fast o s

mssing. In thisg hSundidhhng the execution in the data processing
system 3 of the first éxecution part 2pes of the protected software 2p: at
tinme instant Adcordihg texevatidnd rencfoditent, rthe gheresc accoadidg AoTihe ~invefitionannot
trigger the transfer of the data X to the variable vl, taking into 30
accoun? tIf€MRKS”ce of the unit 6, at tine instant t2, the execution of
the transfgr ﬁﬁ)ﬁrlg‘m?lg not 30 trigger the transfer of the val ue

' 7 I &E&é&%g@%@br oces

of the variable sing system 3, taking into account the

absence of the Umifinify forrRl ledstt one depéidbnt fhstion)ea %ﬁﬁﬁtd}ﬂ) defiindbhe
transfer command I N(vl) cannot trigger the transfer of the value of the

variable vl to tfectnsalgarishmics|ly gqeivelent,dwt Biggered; yytriggeringieammands he

absence of the unjt 6. |t tohgrgf orcglﬁég%?ars that in the absence of the unit
6, at least one ¥ %ﬁ%gqanwl %‘ A *he first execution part 2pes to

use ajgari able %dqngg%%{hewﬁaghgoﬁaﬁéﬂ ng in the unit 6, cannot be
fulfilled correctly, so that at |east said portion is not executed

correctly and that, by sheesjugnin the stnacproft det poitestekdt safivear2 pati kedstodne

conpletely 10 functjonal.. It sho(gl d.be obs(ﬁr\(/jed that the data transfers
bet ween the data pr Hng, coremand with 1epameqiardgti « 6 || ustrated in the

previ ous exanples u I d it e e d\@% t will
know how to conbi neﬂg&%ogﬁﬁg%%éﬁéﬁer at%@xﬁ%ﬁg&?ﬁ E\lﬂc%rrp egfct)%(rar ations
such as for instancprofidlgdskoftRare. bX replagingratdedst thS rénarhedt owdd} . oflone

Accorgi ng to anot her, advant ageous characteri sti& o% t he i nvention, the
"proted?ion process SHYEN HHEESHPE SAmMAng With prnamed grder.yith pagtherrepamed 5 | e
by "tenporal di ssocbﬁief,%g%erﬁlg%%emm%c%nmmam% fedfiy) ed out in
relation to figures 50 to 54. For 'the inplenentation of the principle of
“protection byAcemdivg b alivedianti embodimeint, tieopreeess i accondings ta thee inventidre

vul nerabl e software 2vs, at |east one algorithm c 20 processing using at

| east one CPBFEHY and returning at Ieast one result. Is also chosen at

| east one pordirftiy e llsrbﬁcﬁ@xu phese) fdefieng/ UbP @t dake of® ldbpaident2imcGOt /i Ni NY
at |east one chosen algorithm c processing. At |east one chosen portion of

t he sé0rce of faptily of glgesithypically equivialent dapendent funstionsddi fi ed, so as to obtain

the source of the Pt ected: oL WREGAZBP nolld' & HRTklrbdoR defning the

functional part of the dependent function to execute in the unit, -
— or by using the identification field of the instruction and the expected
ideptiﬁcaﬁon fields of the operands.
25 - According to a variant embodiment, the process according to the invention
comprises:
=>  during the protection phase:
e  defining:
— as method of renaming of the orders, a ciphering method to cipher the
30 orders,

— and as restoring means, means implementing a deciphering method to



25 is such that, anong others: during the execution of the protected
software 2p, at |east one portion of the first execution part 2pes, which
is executed in the data processing system 3, takes into account that the
functionality of at |east one chosen q?gorithnic processing is executed in
the unit 6, 30 during the execution of the protected 2p, the second
execution part 2peu, which is executed in the unit 6, executes at |east the
functionality of at |east 31 one chosen al gorithm c processing, during

the execution of thdeshst dbe denagpgd wadess and Gws restpiss die adendity tofinthe
processing is split int ver.al distinct steps; nanely: - step 1. the
placing of the Operg?p(gg?e@ﬁ.\qc;{glilﬁqie&gﬂgsrh Sb‘ al, 5 - step 2: the carrying
out in the unidcofdin®fiot AfothdiNgler@rRal binbodiineht) ethe NPIREEssah QB dihd "thCthe

processi ng using said operand(s), - and step 3: possibly, the placing of
t he resul tingtipheompussn al gorithni c processing at the data processing

system_3' s di sposal.- by the unit 6, steps commands are defined to trigger
t he exécut?orff‘g‘ingfd*'ep‘)é/‘feéf}g‘,‘p & and a sequence of the steps conmmands is

chosen anong ;hemﬁgﬁgpéﬂﬁgg&g&gg%%%gw ng the execution of the protected
I'r e

software 2p. The Xecutron part 2pes of the protected software 2p,

which is executed iBytdiBodiiad, aAnPrHeCasittd) Of IS pestected RURFHEFL St t 18&st SIRPS
commands, triggering in the unit 6, the execution by neans of the second

execution part 2peucsonsiitionat foragicht pastigd equtoiis bty lenst @u¢ i chosers algosithridior t he
i npl enentation of the gri nci pl e of protection by tenporal dissociation, the
unit 6 includes menBl% M8 n means 15 and processi ng neans 16. Figure 50

i1 usypates an exanmpy gdt ea@q@agp&leoéhoaelyg&asmbhﬁ soffde W éfgtec{ this
exanpl e, appears, during the execution of the vulnerable software 2v, is

t he data processi ngsefimarenthis, madifigatiar being sechrtbati dwingrthe exdvatiombof theat i on of

Z E- F(X, ~ 20 dj to t { fable Z,_.of th
Fesul t of an al gor | DR wiate (S (PP AR Lt Bodt o0F sherenconiedial uei ng
operands X and Y. FbgieRisvkebdtbd YyrAéMS ofthe@¥condl sre@ltidnPake EME ahiton of the

i nvention for which the algorithmc processing chosen in figure 50 is
renoted in the unitafdbypradh¢isgexanpl e, during the execution in the data

procegsi ng system 3 of th irst, execution 2 arl 2pes. t he, protected
sof t'wi?‘e 2p and in fheﬂberﬁrssieﬂé' Ct&qﬂéﬁ‘ﬁm?tecg?&)m ’:Sa“g{irsf Pﬁ’_@gtil??é"'t ant tl,
the step 1, i.e: the . b@iﬁ?(‘suéli 8t Bhrify BeOReARHRT thd Frotdotdddgeiany tid1e
transfer of data X and Y fromthe data processing system3 to the

menori zati on zones r esfaadtionality of atledstyoriehasencconditiohal bramay iszaeduted nmeans

15 of the unit b, said.s(ibe?p command CEl being represented by 30 QUT(x, X),
QUT(y, Y), at tine i nd¢ t“"l“Z, the step 2, i.e. the execution of a step

command CE2, > and the second object part of the protected software, said second
20 object part being such that, after upload to the unit and during the
execution of the protected software, appears the second execution
part by means of which the functionality of at least one chosen
conditional branch is executed,
- and during the usage phase:

25 e in the presence of the unit and each time a portion of the first execution part
imposes it, executing the functionality of at least one conditional branch in
the unit, so that said portion is executed correctly and that, consequently,
the protected software is completely functional,

¢ and in the absence of the unit and in spite of the request by a portion of the
30 first execution part to execute the functionality of a conditional branch in

the unit, not being able to fulfill said request correctly, so that at least said



32 triggering in the unit 6, the execution by neans of the second execution
part 2peu, of the function f, said function f being algorithmcally

equi valent to the function F and said step conmmand CEZ bei ng represented by
TRIGf). Mre precisely, the execution,of the step command CE2 | eads to the
5 execution of the function f which uses the contents of the nenorization
zones x and y and returns its result to a nenorization zone z of the unit

6, and at time instant t3, the step 3, i.e. the execution of a step
conmand CE3 tri gyuHemds tneb exeayied corrgetly madr thati|conssquently, f the ptpteater]

contained in the norization .zone. z he unit 6 to the data processing
system 3 so as t% Ig[‘v realgéliogﬁorwle@B' .(ét%)lgg‘i able Z, said step command CE3
bei ng represesdReHiRY tb M FAriank NeriBiRirh bt 3hd %?&ésﬁé@d&?&iﬁg tb e Shedtioh (0 3
are executed successively. It should be obServed that tTwo 1 nprovenents can
be ef f ect edmprif¢se diningsthe prngecivarpbate, omdifyingshe hwtacdaksofivare  sever al

al gorithm c 15 processings are renoted _in the unit 6 and at |east the

resul t Sof one alTgorbY piRosIng; ctBe spurge PE theguateptpd spBwares atleass one Berias

processing. In thi So %gen@o%rdit%ingwr ger steps can possibly be renoved.
The second i nprovenent ains at opting tor a pertinent sequence of the steps

conmmands anong the Eﬁinoﬁffyﬁ%ﬁt@%@ﬁﬁleadﬂo%ﬂ Peitibh Of eheasoutde OF tef prohRted0
protected software 2p. In this respect, it is preferable to chose a

sequence of the st egftwaserthisanodificaion kaing susch| thatgluingdhe exssutivre ofthecut i on
of the steps, by intercal ati bet,ween th ori.jon code executed in
the data processi ngp’?%%éﬁis%@‘gﬂ& cP‘ﬁ?{P‘ﬁS‘%h‘itp%fﬂys?é6@5%?6%_%& 0¥Ted to
det er qpne ot her dat gerieki FUéRditrRalPBfhnefes sl &&La@RHLbY RfcaRl i0TGh!sBcdtfg Such an
25 enbodi nent. Figure 52 shows an exanple of execution of a vul nerable
software 2v. |n thiexesutomppart, imgheawits, during the execution of the

vul ner abl e softvvareéég, in.the data processing system 3, the execution of
two al gorithnic protRY PRYUSBE i ng to the determnation of Z and Z', such

that Z E-- F (X | ~yanghZirst objbit dai of the brotdediditife Bid fitst/sbje Hst an

exanpl e of inplenmentation of the process according to the invention for
whi ch the two al gorit hbeingpncthetduring tieexeeution of ithp pretesdsoBware; the enot ed

inthe.unit 6. Accordi 0 ch .an, exanpl durin he ecution . in the
dat a sﬁocessi ng system ,°tt18Paﬁf%Ké)f1aF]re§ft ‘g:%e%ﬁnoﬁmﬁglp ¢ (Eémﬁ#tbf%h?ﬁ ot ect ed
software 2p, and in the gieeaRdGetRunithe unit 6, appears, as expl ai ned
above, the execution of steps commands CElI, CE2, CE3 corresponding to the

determi nation of Z andand thg sgsend obigstparé of tre protecied sofipmre saidrseeargbndi ng

to the determ nation of 2 il .CEl. to CE3
are not executed conse(?PrlelcQ/ Téf/biélﬁgg%%ﬁtaggﬁg{Q@ggig%%ﬁ%%%WE ﬂ& 3, as
wel | as other code por tekédisioarof thaproteaddsafvard, mppbes eearphirl exebetidpo! | owi ng
sequence is thus carried out: CEl, portiqgn of intercal ated code, CE2,

porti @8 of intercal at edatdemeans of whigh therovsrall fincHenalily of at dasst ome' 2, 10
portion of intercalat e%hS%ﬂ%eﬁ%t%onﬁﬁfo%@ﬁanﬂfhe% fit %&%@t ed code, CE3. It
urrng the execution o 't

shoul d be observed that, € protected software 2p,
in the presenTike §todebe abeurtling, toe thizhirivientiora thise pnabiesmen gratesit wape dfi i a
portion of the fjrst execution part 2pes of the protected software 2p
i nposes i tSOTVIES BYHUTIBE B AFIQTIZIRG Wit wén%&rem@dh? pharpteristiciof gontainipg a j ¢

copeat it oot IBRRIERS, Pl e, 391 S SAOL) MBI oGOV 9
f unct i2gnalsoftware attempting to work without the memorizing unit imposes to recreate the part
- of the software contained in the memorizing unit during the execution, or else said
derived version of the software will not be completely functional.-
‘Various other characteristics emerge from the description made below in
reference to the appended diagrams which show, as non-limiting examples,
30 embodiments and implementations of the subject of the invention.

Figures 10 and 11 are functional blocks diagrams illustrating the various



Figure 54 illustrates an exanple of an attenpt of execution of the
protected software 2p, when the unit 6 is mssing. Iri this exanple, during
the execution in the data processing system3 of the first execution part
2pes of the protected software 2p: 20,5at tinme instant tl, the execution of
the step command QUT(x, X), QUT(y, Y) cannot trigger the transfer of data X
and Y to the respective nenorization zones g and y taking into account the
absence of the unit 6 at tinme instant t2, the execution of the step
conmand TRemgsentatiansof 2 soitwye respReelk: ok pratecisd anddretgeied byrthe processi ng i nt o
account the abscgnce %tﬁﬁxp&@ﬁiqﬂn” 6, and at tine instant t3, the
execut i on BFR ang?gb C n N(z) cannot trigger the transfer of the
resul t of thepihyngtieon 32 ilhalhtd Gsi XhMpREC Matidust Mo RIBREMS Broh édgsraﬂ&'t 6. It
therefore appears that in the absence of the unit 6, at |east One request
by a 30 pamplementifhg theeprocass in axedandeomitip retin@ptiont o tri gger the execution
of a step in the unit 6 annot be filled correctly, so that at | east
said pértion E‘g“!’fét”e%%%fé{f @BFW%I iﬂiocéfﬁdhagrms ng exphisi dhe genepal t he

pr ot ect ed i i.onal . According to anot her
advant age<?3‘§’f°‘§°ﬁ‘§§8 B?‘chgis{lggl%%pﬁgg?ﬁ%%%%?ﬁ ie protection process ains
at i npl enent i Figuges0ito 43 prediagrams dlwstiating tieairbectidty proet S aBEYrainy tb tiect i on  a
description of which is carried out in relation to If)i gures 60 to 64. 5 For
t he i npl ergyansion implementing e praripleofgrofsetenhy vasiablys el enentary functi ons,

defined: . f .ol . | wh | f '
" able to be TRuRssadb of SRERAARY niNating IR MOGSGort podRR sRidraingdf the1°  he®
unit Go anfveeiss ifpknieatihg BRPHALIPISS FproRtHEEDy tithiAldssBERESSSI Ng system 3

and the unit 10 6, and a set of elementary commands for said set of
el ementary f Ufigures$d, to $4iare dingmams dbusirativgntheirotepomprocesstiiceordingse thexecut ed

in the dat.a pr.ocessin st.e and to tri. r the exegutj.on in the unit 6,
of the coﬁ?‘é‘%ﬁ%ﬂ&?ﬂ m%r@ﬁ%h&e?{?}cpﬂen%@rghagﬁgggyElgplep.%yﬁ.‘% Hent ati on of the
principle of pigai&clolt8r74hiYe heERIR MM rating €hd f0tectid Prodbihcsaafieth fled

exploitation neans enabling to transforma blank unit 60 containing
menor i zat iiByenteaswplementiag gye@@@smlmgf pretaston by defeeticn and qoemietbl e t 0 execute

el ementary f tions, e e i.Q i.d el ntary functions hein
trigg g% edy by uﬁ%greé ectSHgoarrlc ‘:ﬁﬁ&[%hles lggﬁat%gélgce%rg %ﬁg"% 9%(%68‘??1 agCorging fp n? ary
comands. jg¢entioh ifPRnichlihg dRPrnciplloPprotdetion by Béiaflife. 0f protection by
elementary functions, is also chosen, in the source of the vul nerable

“sof tware 2vs, Figures@ito Rrase diagigmstinsteating deeprofaston prasgssaccording to thee
operand a + Ur 0| t. | . . .ch t | east one
pgrti on 01[1 HYC{@O%{&E} %gﬂeglpn% ﬁ%ﬂ/ﬂﬁ%&e‘? éﬁ?éltéscgf) {‘\?é?lé&g%‘é;“agg’n neglﬁni ng at | east
one chosen al Bigairé 100 Gs prdigesaiillgstratingAhe |déffaentoplasehobmiplp@eitaion of t he
Source of the vul nerable software 2vs is then nodified, so as to obtain the
sour c@0of thesubjecipfthedavaidicpvar e 2ps. This nodification is such that, anong
ot hers: duri ' | C one
por 1 on of t HERFE 116 HREaleR n Gl eyl AL e Bup BoetdiSh .

pr ocessi Nhfiyst@iFracticistigelafshd proteceion phide ih hedorddire fndthcthe @n@hiiény, of at

| east one chosen al gori thm c processing is executed in the unit 6, 35

during the exEigure d30dHustratespnoembedisnent of aare-cpgfomization dndinesedxiadhe i on
part 2peu, i j i k . executes at |east the
functi onalplr&‘%co%g]{%c%és‘gfsi?E%g%dngﬁg@@nmg%vgrﬁp? im ¢ processing, each chosen

al gor igshmi ¢ pripaes 180 dllistratep lahtensbddihaiit shy systent HRowkgaké inpleafenfatibie
protected software 2p, each chosen algorithmc processing is executed, by

neans of tafdhe toodmaking sizer ohthe pretectipnphase imascerdaneswith phe inventionns .

Figure 140 illustrates an embodiment of a system allowing the implementation

of the protection process according to the invention.
Figure 150 illustrates an embodiment of a customization unit used in the
30 protection process in accordance with the invention.

In the rest of the description, the following definitions will be used:



Preferably, each chosen algorithmc processing is split into elenentary
functions fe" (with n varying froml to 1~, nanely: - possibly one or
several elenmentary functions enabling the placing of 10 one or several
operands at the unit 6's disposal, - enentary functions, sone of which
use the operands) and in conbination, "execute the functionality of the
chosen al gorithm c processing, using said operand(s), - and possibly one or
several elenmentary functions enabling the placing 15 of the result of the
chosen al gor #t hrf datp prasessiigriystam 3 iseca sistean pblgéce@sﬂcn@ agyegram.3' s di sposal by

the unit 6, and a sequence of .the ele nt ar nds is sen anong t he
set of sequeﬁceéa‘P‘F‘B&W@gtWét i ac it APlp rto 3rge ng%%cﬁrgﬂl@gpqxx/&réatﬁp The

first execution t oh.ec t ecut ed
n' 20 the data Brocsily B 3 REeRROUEIEH TPl i Bpoltthalast & BEE V'
n varying from llafaq)rbﬁesmhgbwmg in the unit 6, the execution by neans of
the second execution part 2peu, of each of the previously defined

el enenf ary fanctApmea‘smganﬁlngﬂmmzimguhitutsanmtdﬂean exanpl e of execution of

a vulnerable software 2v. In th exa appears, during the execution of
the vul nerabl e $of t‘R/éF‘?PEQat?HIQ %Pb?"é EMIstem 3, at a certain

time instant, the I .” ﬂgl respondi ng to the
assignnent to a va(r:t?erl t&’#&tﬁ% 5’ {e@éng% gorl t hm ¢ processing
represented by a fuBGtdredath sdMdstisdrily if BedreAd t&racaﬁh a¥ ledst 8'ph@ of baid

illustrates an exanple of inplenmentation of the invention for which the
al gorithmic proces venaEhg upit ig swyilekedadtii s renpted in the unit 6. In

this exanpl e, duri t he cution in the dat roc SSI stem 3 of |
the -t H0s¢ oot origdp capell Sesimip et S R R ESA it e 7
presence of the unigeif}sedrpear: 36 at tine instants tI ti, the _
execution of -the elenentary commands CFEi, CFEZ triggering in the unit 6,
t he executi om byAmean$ of at memedeimgd usiteouni procgssing Apk mendriife unit
corr.espondi ng el erTFnt ar¥gfunct| ons fel whi ch. provi de the transfer of

data X, Y from tF@IeHy tﬂbec]érgg‘?sﬁﬂcﬁ‘ifgjt“@ﬁ?%’%mi’? mori zati on zones
respectively oX, § biaﬂﬁ%ﬁﬁ%@l@amﬁm@ﬁﬂb&aﬁdt }t:)llérﬁféﬁﬂhé Prédes sz%oigfﬂﬁ%ﬂ_r Sa' d
e (x, :

el ementary commands CFEI, CFEZ being represented respectiv
O-TT(¥5 Y), at the imyentist, hnt which can re¢ddive data tnanséoreng 1tmtocafumﬂﬁa el enent ary

commands CFE3 to EN I, triggering in the unit he executl on by neans
of the second 10“35 Bﬁopfg'?‘tpoﬁf)‘gl}’ BB‘PO“?ehé ‘E‘Hr? 8 dhs) gxeomtian of 4 y
functions fe3 t HEPLREYs SQUFRAE % GleGavEGi g
represent ed, re%]gectlvgly, Gi'r fe3)sto lei%(fev 1)VE Tﬁ%ﬁ%@é

el enentary functagansaﬁeeﬂletaxeémwrt, ablandkuindd60.n conbi nation is

al gorithmcally equivalent to fhe fu t| on preci sely, the execution
of said el em®nt a’?}’r%?&“sé?fm?ﬁa&g‘tl‘%dﬂg phk; prit @&Mlﬁﬁrﬁﬁ“ﬁ%’aﬁrﬁ fidaga of the

el emeggary functdQpfnd ﬁ?’aﬁé} & tibn Y S%Bpléﬁﬁn‘apﬁdﬁg oY Rariforkl8 into a

menori zati on zones g, and return the result menori zation zone z of
the unit 6, unit 6.

e The upload of information to a blank unit 60 or a pre-customized unit 66
corresponds to a transfer of information to the blank unit 60 or the pre-
customized unit 66, and to a storage of said transferred information. The

25 © transfer can possibly include a change of the information format.
- o A {rariable, a function or data contained in the data processing systém 3 will
be indicated by an uppercase letter, while a variable, a function or data
* contained in the unit 6 will be indicated by a lowercase letter.
e A "protected software", is a software which has been protected by at least
30 ' one of the principles of protection implemented by the process in

accordance with the invention.



and at time instant tN, the execution of the elenentary command CFEN
triggering in the unit 6, the execution by neans of the second execution
part 20 2peu, of the elenmentary function feN providing the transfer of the
result of the algorithm c processing, gcontained in the nmenorization zone z
of the unit 6 to the data processing stem3, so as to assign it to the
variable Z, said elenentary command CFEN being represented by IN(z). In the
illustrated exanple, the elenmentary commands 1 to N are executed 25
successi vel y.e | t Adholnbrbleesofivars"ymc sdftware whichnpasmot reert protereddey afyf ect ed:
The first inprovenpent cqgncerns the case-m@ere several algaorithmc

processi ngs are PEwWENe@T Protegtion impierpenied; b the progess i acedanae with thee

al gorithmc proc&§ahﬂg_is used by another algorithmc processing. In this
case, sone el enentary commands used for the transfer, can possibly be 30
removed. The, sepofR éd¥Rr QN&BENferRhilBtid beRideda FllnctalesbiaR! aggarence of
t he 37 elenentary commands anong the set of sequences allow ng the
execut Son of t heprpteotedsbfBwarsas nofimporiant, ithe tetrh Ssoftwgpetis,used. i s preferabl e
to choose a sequence of the elenentary co nds whi ch tenporally

di ssoci ates the é%@@ﬁ@ﬁbﬁmdﬁnPﬁ%"@F%ﬁ%ﬁpﬁg£EWEW@Pg8H§Pe nghnFQWQQQQQEHing
between them 5 ﬂﬂ&qﬁgpgﬂgf code executed in the data processing system3
and includi ng or not elenentary conmands used for the determ nation of
other data. Figuresagguredfbpbeenthfisigtrate the principle of such an

enbodi nent. Figure 62 shows an exanpl e of execution of a vul nerable
software 2v. |n thi anekigeiyepresantadions s during the execution of the

vul nerabl e software 2v, .in.the data 10 processing system 3, the executi.on
of tmd%algorithnfc b%ﬁ@@@gFﬂgs l eading to the determnation of Z and Z', -
such that Z E-. F_(Xor X iyifhc feprésehtatifn, - Y ). Figure 63 illustrates an
exanpl e of i.nplementation of the process according to the invention for

whi ch the twoeal gosdurterrepresentation iafga cbfiware isnuddegstoad G2 aarepresemmtied i n t he
unit 6. According to such an exaq&&e, duri.n RQF execution in the data 15
processi ng syst efushgafierfgansformation, tespits) in gn qbjest deprggentation, A, siree,
software 2p and | : i tuda i above, .
t he execution of }@H%Q@Fgﬁgﬁﬁg%e%%g%Eﬁo?g@%@%kP cor rbggg‘gﬁgﬁgoto t he
det er riSnat i on of aZevahexd¢cntabixdicectlydry flatalprocebsing systeny ot arpracedsinghid 1 t o
CFE~M correspondingltp.the.deternination of Z. As illustrated, the

el ementary conmafYPOBEBE YL CFEN are not 20 executed consecutively,

| nasmuch as t pe - AlCBUCR! epFRETTRNP Ffa sbiWardTdonibpdiis Wl |a Avdl! BET
portions of code are ntergalated. I n the exanpl e, t%e foll owi ng sequence
is thus carried oapresefthiibn wloch afier trhnsfet &y ¢ alisttibatianoas] uplekd 1o , '
portion of intercal ated code, CFE z, CFE'%igﬁorLion OH intercalatgg[code,
CFE 4, CFE3, CFERTocessing gyeie oigprogpssiag aqd mpmoigingainity can be.exeeiisf It g ng
the exgeution of cihge BEOISEH&H a BitfatyB6d, 4R intbrprdtéiPcddecstgnce of the unit 6,
each time an elenmentary command contained in a portion of the first
execution par® 2pedlissfibutien [is ot ehysidals of t victnal Sypriomp contgining thé eobject
corresponding el enmentary. function.is.executed {n the ynit §. Thus, .t
appears, that inT¢HigscH Q@niaé& Q}St@lﬂélqpnﬁi}“%g, g%h? @“BBY tﬁeo‘f‘?ef § duspesdltaq
correctly and thgh.pi&aRafMaRhe/sofarthe protected software 2p is
conpletely functional. Figure 64 illustrates an exanple of an attenpt of
executi on of ®he Apdpniaarit ecpreseffdtion tomespondpto thiexedutien ofithe s6ftivarenfrani ng. | n
this exanple, during the execution in the data processing system3, of the
first 2xecution pEASIBYELNf the protected software 2p;, at every tine

- instant, the execut] 0] | -
execution of ?heAgg?&@@ﬁ%ﬁggﬁghgggﬁéﬁégwgg?g%%ﬁ?@ﬁ&qgg%%%ggg%%abﬂgmﬁbsence
of the 5 unit 6. fihfsisate @otrespafid] @noficoi beversd icoadrcative onnatoinstrieioas,or e be
determ ned correctly. It therefore appears, that in the absence of the unit
6, at |east one radiosoneny ssveral consgowive pieneti fugetionak blacks randégrtongpers of

the protected software.2p. to trigger the e ution of el enent ar
function in the JHTEaROEoRs *UoF oG pf Feygrel STRERRtApS, afonone ofdeladls; sa
portiofpis not expsatied AOpéiioh! ¥f ansofiwire, c4OBREGsHRHspond t@IPLPIseRE €d 10
software 2p is not conpletely functional. According to another advantageous
characteristic ofsoftmard.nventi on, the protection process ains at

i npl ementing a principle of protection, called by detection and coercion ,
a description of which is carried out in relation to figures 70 to 74. For
the inplenmentation of the principle of protection by detection and
coercion, 15 are defined:




at | east one software execution characteristic liable to be nonitored at

|l east in part in the unit 6, at |east one criterion to abide by for at

| east one software execution characteristic, 20 detection neans 17 to
inmplement in the unit 6 and enabling detect that at |east one software
execution characteristic does not abide by at |east one associ ated
criterion, and coercion neans 18 to inplenent in the unit .6 and enabling
to informthe data processing system 3 and/or nodify the execution of a
sof tware, 25 Kigunesal0 lasdstl gHestiate tthe iverions repseseatstions respectiely tdfea

i npl ement atj on, of the incjpple of protection by deteciion_and coercion,
are al so 8&}4{@{@&&@%@&8}%&6@%«%&% aaﬂagﬁp eqies § ¥ dP proategfednk uni t
60 cont al gaguiE WPie7AdeSin TN Ank? RIURIARRRASHNT Means 16 into a unit 6
i npl ementing at "l east the 3et ection nmeans 17 and the coercion nmeans 18. 30
Figure 70 il IRigireatl@sillubteate® ansions aepissonyations t &t ai wplherablet sofiwareofvt hi s
principle of protection by detection and coercion. The unit 6 includes the
det ect $ on anpsaping during s lifheycleadhe yulnerable saflrpse 28 carethyn gpprgr tnder oy
processi ng ﬂfafnﬁ 16. Thre %ﬁaz'r (r:li_on means 18 are infornmed by the detection
means 17 PhAE QUOVIEIFRISIEORNON ¢ heen abi ded by. More precisely, the
detection means glhuRGeprdbdpidiRhiqg, com ng fromthe 5 transfer neans 13
and/or fromthe nenori zation nmeans 15 and/or fromthe processing neans 16,
SO as to nonist oranasbjecd repeesentatibn 2vé,t war e executi on characteristics. For

each software execution characteristic is set_at |east one criterion to
abi de by. 1n % he? disgdupeer2vd-15aid diripetiony camheveacommesly Bisefosst efuar e
execughon char aqugioat ifserhbhdfCheRin 3HIEs WY CHRORASH (0%, deHlQn he
det ecti on neans I'nformthe coercion neans of it. Sai'd GoerCi%n means

18 are adapted tdistribdiefl yhroigh & hetwaplp (GPM, hitemeryic.); he state of the unit 6.
For the inplenentation of the principle of protection by detection and
coercion, are al®oalysamie represeptatipa Avie earEcSRQIfding i@ ths S¥eaution of the

[Tabie to be moniipays bapdERdeh ua bl aRaH 130 AYRBER GRS, o3,

one chosen sof t wahigh elagsitdliydfclabéy, acleadtiont peocesson4t he source of the
vul nerabl e software 2vs, at |east one algorithm c 20 processing for which
at | ed8t one BHguredde ikustiates; yariousarenreseptalions qfsat progrstedp spRwared 2p and in

t he sourc e rab! V, [ cont ai ni ng
at | east %Rééac%gsdeu\{néd glqéol?t?tc %ﬁgf%r (?g%(:g‘:idzsgoﬂ@%{é ?@%é? ﬁ{cgl%ng%a%sugnﬁerpa&y“ on of
t he sour cefdlie followitly repreadiitstictef t ware 2vs is then 25 nodified, so as to

obtain the source of the protected software 2ps. This nodification is such

that, during % hea sqweereRsasehiatione2ns: weldingqa fiottspurce past iniendad for thers:  at

the data pr ocesouhPeyERile Gl B bbb A ol Pt R Ine e BRI, o<

sof twape executigiit Ghﬁﬁﬂ(ﬁf@?ﬂ(ﬁﬁdlﬁ’cé Part cit commioh B¢l corthink@ a6 icomfnd@ar t i n
the 30 unit 6, and the second execution part 2peu, which is executed in
the unit 6, 40fileni tors at |east in part, a chosen software execution

characteristic. Duri.ng th tion. A rot ect ware 2p,
protected by thi$ Bir’lf’%c‘FB egeeﬁé%&oglr %ﬁ%&%liuéfrll‘t%?/ %Idée%tog’tetc?g%é gﬁés &néeé}dgﬁgﬂr in the
presence of the ghai §ath prodisin@ngstin 31and Ppossibly} ﬁréeao@robj%‘&t)gﬂﬂiﬁﬂ)do all
the nonitored execution 5 characteristics of all the nodified portions of

t he protected sointensed foghepnit8bi ded by, said nodified portions of the
prote&%ed softvvarﬁ.Z Wor§lp am ngl ly, so that said protected software 2p
wor ks 2Roni nal 1y, @ GsfPYton 4pd 1g ne of the criteria corresponding to a

moni tored execution, g distribution part 2pds containing the first object part 2pos, said
first distribution part 2pds being intended for the data processing
system 3 and which can commonly have the form of a physical
distribution medium such as a CDROM or the form of files distributed
30 ~ through a network (GSM, Internet, etc.),
— and a second distribution part 2pdu having the form:



characteristic of a portion of the protected software 2p is not abided by,
the 10 data processing system3 is infornmed of it ancUor the functioning of
the portion of the protected software 2p is nodified, so that the
functioning of the protected software 2p is nodified. Naturally, in the
absence of the unit 6, at |east one réquest by a portion of the first
execution part 2pes of the protected software 2p to use the unit 6 cannot
be 15 fulfilled correctly so that at |east said portion is not executed
correctly and that eonsésflesst bye blagk pnidt6dct ed software 2p is not conpletely

functional. For the inplenentation of the pripciple of protection by
det ection and coercPfon®r Pagt ie?ﬂe%neow%‘aﬁﬁg‘?%{]%‘%gééttpdﬁm&h&r%f efthatics are

used preferentially. T jtr r i pn _gharacteristic
corresponds to a vari agfcgkgfoﬁffﬁf%ﬁ%ﬂ@%@%{ﬁ@&uﬁhﬁé&ﬁ%&c%{iv@l&b CA5of t war e
and the second type cohsespfindh thecastomdfatios b9fuplwansy Qlpprersdtdrypahe, Said
two types of characteristics can be used i ndependently or in comnbination.

For thé inpl ement ati onsefs thebjsin aangl @ wid pippleseniapy data thingeobtaimad and
coercion using, as exegut.iqn characteri gtic, ,a varigble of nmeasurenent of
sof tware execution, 25 %rrlgﬁwrﬁ‘é‘ng%ﬁah{BﬁWWQ i on means 15, the
possibi lity to menogi zgy gf af £2%onO Witeld RBlcH o Bkt
gquantify the usage of a% fzelast oﬁe ?lhncti onacﬁi tyso aHéJg t rg?(ﬁplllélsot he
detection nmeans 17, théeqogdodietjty to nonitor at | east one threshold 30

associ ated to each variable of neasurenent, and actualization nmeans
‘enabling to ubdafle? mic; repigieataion ndRgs GPEsRARding 4o the sxeentiog ohthee usage

nabling to ubdat FIRABY . , _
oxpl o et | on noafio e D 2 Sofa HRAFICIBfsehiond 2B FORMATIE 17 ana

the coercion neaasecifion pire 2pes whichiatekecutebmthe ddtagratessing RoKan.3 iy t he
source of the vulnerable software 2vs: 5 at |east one functionality of the
vul ner abl e sof t wéit &cond grrsution BartaPew Whichys exqciteddn themitl-ed usi ng a

vari abl e of LR fq . Lahl e:. renent used to
quantify thenﬁgggg of SAT (tj}?e f%ﬁ%‘?ﬁ%ﬁgﬁ?§@e&g@eﬁé§é§? ﬁ%%é P ?1“?%%%8 Iog?he

associ at egrotectell softaaieadp ds Glot AMPGHAIRTEY exessions FHAOPUH 0O thdprotddied t  Of
usage of said functi onallté, and at | east one nethod of update of the

‘vari 3Bl e SoftvREANG sepIMt P eipyoiecker-saffyearg shallbegmsedai d functionality. The
source of th : IS WLied . t tain the
source of thgrl\p{#%rélg%?gtjlﬁ é%ﬁ’%?éﬂ)f%%&sadtcm%ﬁ%ﬁ ﬁgga#t?oglnm%glccﬁéa%ggﬁal hat ,

during t hahd Slynxaicutépaesentation ef pigitrec 1 Edusesfanvapparatys 1phmchdiapns &@xecut i on

2peu: actualizes the variahl e of measurenent depending on the usage of
sai d f unctRrOTFAFINE Fystery ﬁ?ﬂ#ﬂgﬁé@ byt iplee do anit$: Thedale pesresting et § is

Crossi ng. frhr@t r: UL e i 0 twar e
2p, the vadri abl %ﬁ%?ﬂ%éﬂa n%%eghgg%e%rﬁlp’l Sﬁﬁgﬁ‘{é’ 8%%%‘%3? n@eogﬁ#g&ﬁgsgﬁg% of
sai d f20nctsystaml 3 tan beancbmputer or be padtyr fos irstahce, of earivms athchinbs, ddeicas fikeh  means
17 informof it_the_ coercion rns*!(;té){rﬁl 18 which make an adapted decision to

i nf or m t herdaebilepraducts o yelugles mthg generabsenss, The dinkp ¢ancbeedlized in pay

carried o t i 161: hd s £ i oni ng
of the poﬁ%ﬂsgﬁleo t 'e&%rggﬁect ed so tn\]fglr@e%mg%g“% ﬁfﬁm ?%@T%‘n%?tnf%iﬁﬁ%g of 25
t he prot ect retwerk liflaoea Ajredtelovhit édnectidioto 4 tiruitrafldatEprbadsking spftend 3f i 1 St
preferred variant enbodi ment of the principle of protection by detection

and coer ci%h Thehawd be ebservgdthatdhe upit 6 can possiblyhepbysicalbnlogatedrinside the e
fi : . OF i | i
e | 5 Ll Bl BV e M B AN SRR

t hr eshol dscasé)itie @it 6 calbS eshsiderediad@a GPprobesslin kdlstionlto MRS flobassiof dfmE € 2Vs:
data processing system 3 and the link 5 is internal to the integrated circuit.

Figures 20 to 22 show in an illustrative and non-limiting manner, various
embodiments of the apparatus 1p allowing the implementation of the protection
30  process in accordance with the invention.

In the embodiment illustrated in figure 20, the protection apparatus 1p includes,



42 at |east one variable of neasurenment used to quantify the usage of at

| east one functionality of the software and to which nust be associ at ed
several thresholds corresponding to different limts of usage of said
functionalities, and at |east two thrgsholds associated to the variable of
measurenent. 5 The source of the vul nerable software 2vs is then nodified,
So as to obtain the source of the protected software 2ps, this nodification
bei ng such that, during the execution of the protected software 2p, the
second exeswt dam ppenessidp system &% tauedmpetsr ahd asaar unidl6e ao¢hipeasli 7 cmenits

dependi ng .on the usage of said functiqgpality, 10 . an akes into account,

di f f er ent |ijterfage8 eomaonly aljed ea7d reager-ole commvisE o 183?“%?‘{1“12){%@16 U 16k,

cl assi cal | y,. ri Ut | f r r whep t he'
Ciret < e ci s bldnd B SXEGI 0 prh iR ShEGRCS. 301 SHE SedRonBEE L1 5
enj oi ni Ng Fpe wihich! iS CkEht&OMItHe EOmpiten 3tantl Thd se@ovd bkt chiioR phr® a?_bﬁ Whi@nynore.
If the protected software 2p carries on using said functiona

ity, the
second5t hrigskesutedvinithe ¢liip pardehand its yntorfacer § st bothrbe functionad sodtieat ¢he he

second threshold is crqssed, the cqercion nmeans 18 can nmake the chosen
functionaIHr?VCthé?ﬁ‘&rFi%Pésﬁﬂﬂp Felﬁﬁﬂjt?&f’??g‘ protected software 2p

i neffective. PR 12l 25660 b

enbodi ment ofﬁ?ﬁ%&%rg?érim ngﬁig?Q%&rigl?é%Honf’by ggﬁtﬁﬁpgﬁ)ﬁ%ﬁg‘\é?ﬁer 0N usi ng,
as char actpeodwet i9Cin thev generdl| sensd, iAGludigs variouws ndomponentd ef@ adsptéd it Ithe ng

means enabling to credit at | east one software functionality nmonitored by a
vari abl e dpnetonts)assipgd Dy sechag predust 9ohbe perieationappagiisghp ngludes, e

const ruct |t ati ' ' j |40 tection
roans 107, s §ihdi 8 ubB o SRSHIg thert - blelflod Ir BB T b oiBe SRFT | g
25 neans. Hafd2h 3MitCH asBiatddwitheths guodect O Sohtha tHengrodiidted sObémpletelyVvs, at
| east one variabl e of neasufement used tqQ linmt the usage of at |east one

f unct i onalfnstionpl, tthe: prateateh peftwarg 2mimvst hgstomydetgly) funetiongh Ehusgddudag wi t h at
| east di.1ional f ot .abl ftwar.e 2vs i
e one 408, ot B3t SAVAES B ok MBI BRSO 50

this nodi fdxeaitedin teidath procéssirpadystefiiBiang the fleand etautionl pakt 2pRhiwhitny, at
| east one additional usage of at |east one functionality 43 correspondi ng

to a dAosdn exenufesiindheunikfamusthotinbe functippalcPaidpratected softwarei2penables duri ng

of - moasur e iisPy b Bob SABRE WeRRR-E e, RERIARES KeREEFIY L) o

~at | east omfctas@iitiesBdr isa@ee,0thet Product 9e640bEi 41y idstilRtioANal system,| # Ot her
words, 5 it is possible, during the phase of refilling, to credit
addi ti onal mggnlgqg_g ey, apicqef domgsgtic appliances, a phone, etc.

In the embodiment illustrated in figure 22, the protection apparatus 1p includes

20  several computers, as well as part of a communication network. The data processing
system 3 is a first computer linked up by a link 5 of network type, to a unit 6
constituted by a second computer. For the implementation of the invention, the
second computer 6 is used as a license server for a protected software 2p. During the
execution of the protected software 2p, the first execution part 2pes which is

25 executed in the first computer 3 and the second execution part 2peu which is
executed in the second computer 6, must both be functional so that the protected
software 2p is completely functional.

Figure 30 enables to make explicit more precisely, the protection process in
accordance with the invention. It should be observed that a vulnerable software 2v, is

30 considered as being executed totally in a data processing system 3. On the other

hand, in the case of the implementation of a protected software 2p, the data



functionality of the protected software 2p. For the inplenentation of the
principle of protection by detection and coercion using, as characteristic,
a profile of software usage, is defined as criterion to abide by for said
profile of usage, at |east one featurg of software execution. 10 Are al so
chosen; in the source of the vul nerabl’® software 2vs: at |east one profile
of usage to nonitor, and at |east one feature of execution by which at
| east one chosen profile of usage nust abide. The source of the vul nerable
sof t war e Pvecepsing Bstenhddneludes transfargmeansol linked: we by 3he tink Se tw fransfer
protected software. 2ps,. this nodificatign bejng such that, during the
Becut i on TR0 2 teinghiatt el SR sar B 1P r3SbUT Sermbniiion fethart tipou
abi des by adledifiaN BRI QAN B SLodCEMAAln daft IpBR of HelBrordcisy UNTt
itself nonitors the way t'he second execution part 2peu is exetuted and can
i nf or m t hgofi@h’ 2p. ocessing system 3 and/ or nodi fy the functioning of the
protected software 2p, in the case 20 where at | east one feature of
execut Pon i s Ihaaushiberessigoredthat thg transfercmetnsi bh b3 arheof sofiwerst aatl/eof t war e

2p, b [ i nci pl ' h he .unit 6: I
21 Phe ¢ el mps oB iF shbdire oF iroviaies B aShtt puiBeibe e Bt o oot od
sof tware 2BmiMuiciibA Hetvidén theideiamebddsiig SRtk 8hdthe Wkt @r%ﬁ@ﬁ%ﬁﬁﬁg

software 2p work nomnally, so that said protected software 2p wor
nom nal | y meaand2j I3 @t atlapted toerablectathave abbnex disposabm prbteated softwane 2

protected sqoftware 2p is. not | ded by, .the ta_processing system3 is
Phformed GHNGH 15 gEek b‘b’hﬁ‘%ﬂm@lgﬁl‘oﬁ?ﬂg%efty%%‘d @B‘f SlusRd.caaid R@nsip means d

sof t. e i A .30 : FWo]pll f e :
of tvave A (13 ARk G of tad Wibject of B WGP Bl nck WSBIRCRLEE . 1 on
can be compséaiselyeds tHeylaee well knowh by theaa ofreat. rifhe fist pay offthd potetebence of

I nstructiong includi a marker Qr the nonitoring of the execution chaining
for at |eae§waweilpmcfu%e=r commands, Luning b exequtionqidhs protested tofiwasn 25 t he

principle t] Y cotehBhidd eL.Gd | f of
execution t[ti?éo egﬁl f(g)ﬁbiflf,)?)%uﬁecrmnl técl)gr ?’%ﬁ%? ﬁtqﬁeé’gelfg@%l?i%ggtg%ﬁgsl r?ﬁ%%él%?l?%r at

| east ' one commiurdéatibh detweehrthe firstrexecution piat Lpescind tho secwidr exebutihSpHet |
whose .instructjons are Iiagle,to be executed.in the unit 6,  a set of
nst r A3t i Reuchibe e of dhe decrbtion spisksorBmandscare repreRPntedsy IRt OV OB ormands
are |iabl be executed in the data processing system 3. The execution of
each of sai'd I nstructions commands in the data processing 10 system 3
triggers in tAheillnstrated in figere3kdotllow thé imhlementation pd tith segond&tecutién on,

detection nmeans 17 enabling.to_detect that_the chaining of the instructions
does not d’éftfﬁé“b‘o?fo‘ﬁF QI‘?tﬁ@g%)?m?‘écFFbﬁé? mﬁ%‘“ﬁh’é‘?‘% PEHCGHoRTReans Mdndib| i ng to
i nform t hgydahak RhOCERS udsk 648 a8Meorizing unit, the protection means 14 include

20  memorization means 15. In the case where the unit 6 is a processing and memorizing,

the protection means 14 include memorization means 15 and processing means 16.
For the sake of ‘simplification in the rest of the description, it is chosen to
consider, during the execution of the protected software 2p, the presence of the unit 6
or the absence of the unit 6. In actual fact, a unit 6 providing protection means 14 not
25  adapted to the execution of the second execution part 2peu of the protected software
2p is also considered as missing, each time the execution of the protected software
2p is not correct. In other words: |
e  aunit 6 physically present and including protection means 14 adapted to the
execution of the second execution part 2peu of the protected software 2p, is
30 always considered as present,

e a unit 6 physically present but including protection means 14 not adapted,



15 and/or to nodify the execution of a software when the chaining of the

i nstructions does not correspond to the expected one. Are also constructed
exploitation nmeans enabling the unit 6 to al so execute the instructions of
the instructions set, the execution of said instructions being triggered by
the execution in the data processing Yfstem 3 of the instructions comands.
20 I's al so chosen, in the source of the vul nerable software 2vs, at | east
one al gorithm c processing which nmust be renoted in the unit 6 and for

whi ch the chai niig mot allbwingathe cofrectpanplembntatien iofishe secbhdrRediBiohpabe

moni tored. The source of the vul nerable software 2vs is then nodified, so
as to obtain the2pavuefcthe protested sefivieteadn & eanpidaeedeas nsesent, whenntb otk at i on

bei ng such that, durhn t.he 25.exegut ito of tt he prot‘gft ed software 2p: the
second execut i on‘PHF y,%gg@sggg&&g o1 {t dogs 0Ot WK CPHIRHEDY onal i ty of the

chosen al gor'$hnltﬁé)ﬁrﬁ98?ﬁ§'i ily rfiin NOAGAy Al RRldefddik millifgessing is split
Into 1 nstructi ons, t he al Nl hg Dby Ich at | east sone of"the instructions
must algi de dufith@cas® wheed the @xR GUE constituted bg awchip cabd 7and jte ditbifac, 8, tend t he
first execution part 2pes of the protected software 2p executes 45

i nstruct i oransfeo meanyid3 are it {0te fye partheonodsing pw thegnterfaee 8 oad theethens i n

th it 6. 4 h td f t , tected b-
it s pri oo Reing gh fEceiss S8 . R oS ehlouRhoh e GhsGRl b S ofiB call 2457 1
of the insidnbidbie@ns eqhivileht fove ABEEE OFf tlROUt 6N Gtherl W6rdB) iBltRS hBENSOT t War e

2p, executed in the unit 6 corresponds to the expected one, said nodified
portions odff thaehiprard dtand/gdfstinteriac® B, e protestivm seans 14 ere heft acsessible
protected software 2 rks nam nal | and if the i ni of the

ot r 08T o o nat cpablei B cxrcunin St beepBR il rar iR S bEortEded n ¢ he
unit 6 doe ﬂg&} b SRRA thit thdSrofeRRF{IvROSp i R cORpRtAY BaRBiShAY System
3is inforé:roe o?ﬁl?’tSBand/or t he e1;‘1l’l’jrr(1)cti oni ng of ?he pgr.tlbon' gf prot ect ed

sof tware 2p i I avodidhneedwith dhet insentiong the protaction prpcess aimes apimplementingsaf t war e
2p is nodified. Figure 71 illustrates an .exanple of .inmpl enent.ation of the
princi pl e Bincige of g{%&%‘&%ﬁ*‘h&&lg&«é’@f@% % gﬁ%’i‘ 8ﬁw&§‘i% caied.qubdn - o of
execution fpR3RitdfiokvesiddoBni toring of the execution chaining of a at

| east one part of ghe instructions, in the case where the expected chaining
i s abikbed by. Fahthefimplementatiomt ¢fothe painiciple of pedtetivn by variablesds shdsendne 2p,

ted i t he dat i t 3, 1 i. NSt L. . d
O s tri ggeterguree ot e VHiperablc SRBVEES AV af Jesh OBT vesiable Wych, ArisRaE
bel ongi N9 LQchidh bP e YilneRBle Settwark ™ SatiAllys HEfitieh | iNStaRE By Sthtel 0§t SONE

of the instructions each include a part defi nli&g the functionality of the
i nst ruct i osofewate,ampstrie wadeidtoorythecsey of ipigees o€ ivfppnationg at A ivemmommsnt,t he

[ f the ] ' . ln this. : ' ' d
G are v et ldhsorpley Srepudon Ot S AGRRAE,of Ach B Flg SBRSRTITIT o1

of theyg NnSkicdhCd chsten ivaribble préjudicad the2bormplett exBorticrk 6F sdid Goftivard. e algpi t 6,

of the instruction io gives the result a and the execution of the

i nst ruct i ophasen-at lgastene prrioncefithe soprcapéthejaunanshle seftware 2ve sertainingoter and,

t he resul tf 2 and, b _of t.h{)el instructions i" and i"+1 and its execution gives
the resul t 25t ORGEPOSMVAIE% S count that said chaining of the instructions
executed in thg 180t bndclfie POFRAIHE sbirck RE tiRxAARdeHle @8Rwatel 2vsasdichs I N a

normal or nom nal functioning of the protected software 2p: )
modified, so as to obtain the source of the protected software 2ps. This modification

25 s such that during the execution of the protected software 2p, at least one portion of
the first execution part 2pes which is executed in the data processing system 3, takes
into account that at least one chosen variable or at least one copy of chosen variable
resides in the unit 6. For the implementation of the principle of protection by

. variable, the unit 6 includes at least memorization means 15.
30 Figure 40 illustrates an example of execution of a vulnerable software 2v. In

this example, during the execution of the vulnerable software 2v in the data



46 Figure 72 illustrates an exanple of inplenentation of the principle of
protection by detection and coercion using, as feature of execution to

abi de by, the nonitoring of the execution chaining of at |east one part of
the instructions, in the case where t expected chaining is not abided by.
5 According to this exanple, the expected chaining for the execution of the

instructions is still i", i"+i and 1"+2 However, the execution chaining is
modi fied by the replacement of the instruction i" with the instruction i'",
so that tIpeocchangsystenndtappedry executed is i'", i"+i and In+2 ~e execution

of the instruction_i'"@gi ves the result a,%{.e. t he_same result that the
execution of % hedti e, IRk A the pestganpasnt ok then dataoX| tn dhe vauablagVihe
execution of the | ion iv+z, the detection nmeans 17 detect that the
instruction i'" @ %g&{rtl%kfﬁ}lg?(?—e%bond to the expected instruction to generate
the result aJised fine GRGUMANY, Bk 48@nhient '0#Ghé ARk "oFathe VARBIEIECT] s MeaNS
17 informof it the coerci (r)lg’ means 18 whi ch m)diuf y0 ac?:or ?ﬂglﬁl Htﬁ%

functi 6ni ng of tvaeiablkesY represemted-bytY <<Vt hat t he execution of the
instruction i"+s gives the result c' which can be 15 different than c.
Natural |y, ife® tHandestdmng insanbts, thecassigament of the value ofithe yadable Vyke the

different fromthe. It a of the, ingtruction i", it is clear that the
result of fthe i nwé&%ggprpsep?dé@?z&—s ‘be di fferent_ fromc. I nasnmuch as
the executi orr«igﬂ@e Qi1 "GruSkatés) Gn | AAPHS tdFON e RS B ian%er‘ﬁtdﬁ%hf‘o@ﬂ%oes not

- correspond to the expected one, a fodification of the tunctioning of the 20
pr ot ect ed iswehtiomrfer Hhichathe tvaeciablearesidbe imthaimed. h-ilgs eramild, dmihg’ the

illustrates a preferred variant enbodi n% of the principle_of protection
by det8ct iE¥FFULRR ‘E‘o‘i‘chgffn_ DIRSFIRIPE BSTATB T OF 416 firt c8etiionrPATG 2885 dbthsy, t he
noni tori ng,rr]@gctwgoﬁﬁg%lmlﬁtﬁéﬁh&?%frx{rhg itle® aQne part of the

instructi According to thi's pre vatiant, is defined an

i nstructions setatwimgeinstani €gSthe Sexgeulén iofsd traféferOBemMANE tgbdtinge teSt €r S
and use at |east one operand with the intention of returning a result. As

illustrated in firgpsfe ofghe data XS the datp pracessingssystsand tothe yasiablesyr uct i ons

working with r egﬂoggtggi?n fift 8 Eri%ioqq&iaamsrl% Seitfie Bﬁﬁﬂ%t éa?c{]%#stfé{r C?O];Pé;[‘ag%ecut i on

instruction and a par I'ning the expected chalning TO0F

of thdsinstructisisg rdfreseptadt bPOBF(eHr X andvdfreiponting @pteadido apde known
by the Man of art._ The arti‘ PE defining the expected chaining, includes
bits fields corr&Sisgagnhef the data Xito thgyarigblgvif i cation fiel d of the

i nstruction I, C p f i cti.on. w.th _k varying
from1 to K, qandatKaﬁ%n{?g{ranggz’gtggr%{negg %‘}f %qhae%iqﬁ%fte{r]%é rgnd “tiggenne, the ¢ o

- CDk, indicating shefitest the vabie bf theSvarublOpy rétiding on Ve Ldiy 6t facthe dafd 9i n of
the operand k, - and an expected identification field ClPk of the operand,

i ndi cating the eRi9seTHE Fﬂgﬁﬁ‘ﬂi:’t §O O tchassigis it e theomanighie Y, haid yensfermt ed t he

conteghs of the . ' i i hg instructions
set | 2@| udes V r‘ggl s% e?ggl%%ﬂa%éﬁg%%?igﬁlkgn %)F(%gées %‘?‘fningg Erﬁe@ﬁsﬁm &0 %éeach
regi ster being nasstinient oftht Falue\oAthe Vtiableovptd tHeoraMable, each register R, ,,

are defined two fields, nanely: a, functional field CF,,, known by the Man
of art and erfabl anfhat Bmetingtant: hethecaxgratiar of adransfer eammand triggering the

instructions, a engrated identifi ion fi.eld Cl G | j,n 0
Imem)r :JzeI the i deﬁg'l’st??}g(igﬁlgf&a?ﬁeeb?%é ?ﬁ%&%ﬁ%h" \Kﬁsll%lﬁg ﬁ‘é&eggwg g:?’eg‘e?cﬁ%a‘
contents of the HioRedsingnaystdrh &3 doGs to aSpd i0eN TAkBLabIS Nt dafid Gahimp field

ClG is automatically updated with the contents of the identification field
of t h@5i nst ruct i command hhingireprgsented by IN(vy) and corresponding in the end to the

assignment of the value of the variable vy to the variable Z.
It should be observed that during the execution of the protected software 2p, at
least one variable resides in the unit 6. Thus, when a portion of the first execution
part 2pes of the protected software 2p imposes it, and in the presence of the unit 6,
30 the value of said variable residing in the unit 6 is transferred to the data processing

system 3 to be used by the first execution part 2pes of the protected software 2p, so



generated the fiuzctional field CF,,. Said generated identification field
CIG, is neither accessible, nor nodifiable by any of the instructions and
is solely 20 used for the detection neans 17. Duiing the execution of an
instruction, the detection neans 17 carry out for each operand k the
fol | owing operations: the flag field?®Dk is read, if the flag field CDk

i nposes it, the expected identification field Cl Pk and 25 the generated
identification field CI G, corresponding to the register used by the

oper and k maich sbahdt saiedasbrtion feexequial icoyrecily artethisyoohdeqhettlyCitRkoraeed G' i s
checked, and if the equality is false, the detection neans 17 consi der
that the é&%‘(‘,’@ﬁ%dsémpqlﬁ%ﬁ@ﬁﬁ@nﬂé instructions is not abided by. 30 The
coerci on nea 18 I o modify,the result .of the instructions when the
det ecti on rreﬁ%“rfﬁilgusﬁﬁ%&aﬁeﬁ‘af‘ﬁ’é ol 5%01141&%8 i"é‘ﬁgmlﬁ’i‘%ﬁtwp thet abi ded
by. A 4 f di {Svadbld 8idRy i1d Vi Ng;<t ctional
part PF o?n \?Eg$f£§f?3§%gbﬁx§€ gﬁry ex%gﬁ%dé}g lrcl)lrm% %ﬁf‘{j?\ﬁgp ?lgn‘gﬁ%n{ ?a%]t PF of
subseqbientuiing theusetution inAbe datdipnacessing npdtém 3 aftthefirstgrecigionaktgyesr i stic

of the invention, the protection process ains at .inplenmenting a principle
of prot ecPfﬁW,Pf‘étﬁ?tpéél‘)g‘yaferzan%Hﬁlﬁdhe Brosengeof thegamiteh appeaghi ch i s carried out
inrelation to fj es 80 to .. For _t I "pl.egentation.of .t he pri.nciple of
protection by reart]gi#]{en1§§t§rétrt ’%‘g?’f Wentgﬁsdéﬁn&& %té)ﬁgﬁaﬁﬁb?? X:’i(l,?‘iagarﬁis‘,n whose
dependent funct ithRsdatd Prodeddth® sySteRe 30XBCWeRths e BR&REORT off RerafRaaNd
execution part Zpeu, in the unit 6, and possibly to transfer data between

t he data processiommangstriggedng e traesfemppf theod8a X drain skt dota propessingnt
functipons can be finije or infinitge, .set of triggerin nds. for said
depent®nt funct iHHEM :{st& tge yesiaplevy 'ﬁ’(ja'fa d%e‘%%fﬁ?ggp F%ﬁ%ggp%@ ugitecut ed
in the data procgssidMansKstahmandbéink feprbdedRBby GUTHR, ¥Rt 6, the execution
of correspondi ng dependent functions, Tfor eacf"’n' triggering command, an
order corresponditrignatinstadds, the gssighmeot dfi¢hel Galue fof rtheatvaxiablé "gnoihiet ed by
the first execution part 2pes, to the second execution part 2peu, so as to
trigger the exec‘@F?'&lﬁ t he correspondi ng dependent function, said order
having the f@grm te: e IR t i | comamand. a
met hod of re(r};ma%g %ftn%‘ﬁgﬁhnggsr’stﬁ%gm gngaq{fé‘ e Egsre g’g’ﬁ‘ir“:aﬁ%‘” he - gle
nodi f-1&ati on of trdmsfey wifrthe avblue cfotht vwaarimbRvy; ®sidingainnhiehodt 6talthé dgtat o

renanme the orders so as to obtain tri ggi_efri n,? commands. Wi th renanmed orders
enabling to condBafesting SYalem Bt 50 & tonatfeds i de phadyasigbliefe stidntraasferct i ons,
and restoring NEgRsy m in the unit 6 during the usage
phase and enabl i ng t%gir esto%gﬁ%ﬁﬁet&ll??tlrgﬁgor der, fromthe renamed order, so
as 25 to restibsiwuldibe dbgevbthat duringy therexeoutiexedfthe prdtated sfiftwarpRpent at i on

of the princjple of ot ection by renam ng, e al so constructed

expl oi t at :l"(?ﬁt ﬁ%eaﬁ@’ye b verRple sesides jurthe r’ﬁ“& %ﬁéﬂ‘?@ Vhen 2 portianretathaifisst

menor ygat | i 16 1 a i i ting at
east 28 ho R OO B e 8 ) PRESRAO IR0 2p gtk iPrdl i Rl TBET TS O
pr ot ect i othdoynit §rthervalge ofisaid abpywofvariable residinlie tisounit isottarisfeeredud by abl e

sof tware 2vs: 49, .
ata processing system 3 to be used by the first execution part 2pes of the protected
L

software 2p, so much so that said portion is executed correctly and that,
consequently, the protected software 2p is completely functional.

25 _ Figure 43 illustrates an example of attempt of execution of the protected
software 2p, when the unit 6 is missing. In this example, during the execution in the
data processing system 3 of the first execution part 2pes of the protected software 2p:

e at time instant t;, the execution of the transfer command OUT(v;, X)
cannot trigger the transfer of the data X to the variable v,, taking into

30 account the absence of the unit 6,

e at time instant t;, the execution of the transfer command IN(v;) cannot



at | east one algorithmc proce ssing using at |east one operand and
returning at |least one result, and at |east one portion of the source of
t he vul nerabl e software 2vs, containing at | east one chosen al gorithmc
processing. 5 The source of the vul ner3§bl e software 2vs is then nodified,
so as to obtain the source of the protected software 2ps. This nodification
is such that, anong others: during the execution of the protected software
2p, at |east one portion of the first execution part 2pes, which is
executed in the tdgger the doaskr off thy yalum o, the alasisble i doabe alatat probessinighe
functionality of at |east one chosen al gorithﬂbg 10 processing is executed

inthe unit 6, SsfeMy) taine Mo acronptihgadienge g hedaltdd software 2p, the

second executjo . [ ' C ' h ni t xecut es at

| east the finct ?aéljﬁg{t&'fgeo@gm%tt 3 t_'(ehgse %( ?%lﬁé%cﬁgggﬁb%f%roc%%rﬂdc Y888,

each chosen al gogighétihe tRINGRE DFIthE viFreSoH the Vafiablaay, tduhk RMtal hidcssfput i on of
15 the protected software 2p, each chosen al gorithm c processing I

execut 8d, by neasystenf3,tikkng mtoactosricthatabsemcpaf the2p 6, usi ng dependent
functions. Preferably, each chosen al gorithm c processing is split into

~ dependent f urfE thessierer ppegsiithet 1n tg‘éf’gfergﬁ‘ﬁeﬂf E“‘Eé’ R) least ghe rpquest By asi bl y
one or se J SRRk ; l.aGi . Q. or

sever al O@@ﬁ@@?ﬂﬁﬁ@iﬁ%ﬁ?ﬁéh@&éfSposgla’n&_nﬁ eﬁ’gﬁgzgh?%%?&glﬁgrﬁé?m me of
whi ch use it e wpes,aatdsgt berfulfidled cotrectly) so didtiah khstaaid fretibnizaiok exetutddy of t he
chosen al gorithm c _processing, using said operand(s), - and possibly, one
or sever alCOHEsbn @adt that, (sonseqiigatiyn s ipRRfestad Sofianare, g ds mpt tqempletely 6, at

t he dq?a q{lg&l%ﬁﬂ ng system 3's disposal of the result of the chosen

al gorithm'c procéssing, during the execution of the protected software 2p,

the second exeehduldbe pBidrvednhat thyclatal teanstore betapen dendatd procéssgSybtdm :
during the execution of the protected software 2p, the dependent functions

30 are tridandrtbe upiy 6ilpgeiad indhe pravionssxamples use apky$ipld apsignmens but

sequence t i?tgﬁf' : ?m i n h i 0 50
sequen_(:escﬁz}tartlt'{c})gvll\irlaéj1 he g@gcﬁd |onwcj)€) %‘ﬁ%&%?o ecte (g%#rt%?aglo%_to ?‘Flt@mfi rst
execut i on dagplexXdiRfatidhs blvh 3116t REfakct OUT (MY B+ XD} 3PYLZULES *iv] + i), dat a
processing system 3, executes triggering comands W th renamed orders

~transflér ri ng Aeoesding toanpthes adyantageons characteristig of theyigaentiog, the protection t 6 t he

restoring of, the oy i gan th Se..and 1hen the
execution %ce%%%so{“ E{Egleglgégﬁ% %xﬁ%ﬁ@gngﬁ’?‘?‘e%"é‘a,&gg &gﬁ:hﬁt%?p(frﬁ
previ ous| ydigteéintiers’, ddpsipeioh of whidhi i®Barried out Inretiba to $50 tdw4.principle

of protection by renamng is carried out by renam ng the orders of the
triggering cofardhrisnplemeniationobibe principls gljarptestion: wisseciatiomaise d

orders wh Lo, eSS t | i S.10n the -
10 uni 1 6.l 36 e PRkt bFIRE Ukl St 2 Bt REL SRR Deen
tri ggeoed prycestifg using @eldastpnewpetindandirefurmiag at keastrond resuitelslsodHobéi t
however the exam nation of the protected software 2p_enabling to determ ne

t he i dent iat Jeast ong portion afithe senepe oE dvn Vilne@blesiofiwarg Jvs eontaining|atdeastit es an
exanpl e Ofon%%ﬁs&hia?&M?cﬁéUL&%@P' e software 2v. In

At least one chosen portion of the source of the vulnerable software 2vs is then

modified, so as to obtain the source of the protected software 2ps. This modification
25  is such that, among others:
o  during the execution of the protected software 2p, at least one portion of the
first execution part 2pes, which is executed in the data processing system 3,
takes into account that the functionality of at least one chosen algorithmic
processing is executed in the unit 6,
30 o  during the execution of the protected 2p, the second execution part 2peu,

which is executed in the unit 6, executes at least the functionality of at least



15 , this exanple, appears during the execution of the vul nerable software
2v in the data processing system3, at a certain tine instant, the
calculation of Z E- F(X, Y) corresponding to the assignnment to a variable Z
of the result of an algorithmc pI‘OCESﬁi ng represented by a function F and
using the operands X and Y. Figures 81 and 82 illustrate an exanpl e of

i npl ementation of the invention. 20 Figure 81 illustrates the parti al

i mpl ementation of the invention. In this exanple, during the execution in

t he data processpPrgchogen elgorthmic preeessingst execution part 2pes of the

Mnatants 11, 12, 05wl Easetilioh oo s RERL Ny 2ok e aBEoTthmie
triggering in thﬁrdd@ésfn(gﬁs sﬁlﬂ‘?nt@?é@sfér'%}idmirgxsﬂgﬁsaﬂ&n& .the second execution

part 25 2peu, of the correspondi ng dependent” functions fdl, fdzZ which

provi de the transfestepfl: ditplacihig of the operahé(sya e WwiiD6 e Hdpagalsystem 3 to the
menori zation zones respectively x, y located in the nmenorization neans 15
of theSunit 6, sai dstepidhe samyingatin ke @bt 6, afitie Buictignalisp o therdheden
respectively by OUT X) .. OUT . 30 ..at ti instants t3 to tN |, the
execution of the trig‘@agﬁh‘?fﬁp&?f%&}ﬁ%%éﬂlﬁ8pmﬁ{_@; triggering in the unit
6, the execution_by 0 fad; ; t he
correspondi ng depenggﬁ?ﬂa anfcxt)glsg) s‘I%?&dg tglgfothllﬁé,g‘ﬁggfgl@tc??%%leagg(ﬁghlgggmmnds
CD3 to CDH i being pepesshenitelt datspectssied systehy3 S Bisposall By thieountt,G(f dN_, ) .

The series of dependent functions fd3 to fdN_ 1 executed 1 n conbination is
al gorithnicalty 8igpscammandsiage defned b sriggen the exgcutionof thasiersel y, t he

executjon of sai ri i o) I t.0 .t he execution,n the.unit 6,
of th_elodependgnt g?%nactglg@{neg&fgé’g tﬁ(e) %E$S f%g%ia}ngﬁ‘ﬁsc it agboﬁ‘ﬁemes st ofhe
Menori zati on zonggu¥ncey alBWinghdléxeciitién be tHelptotbdtedsdBi@E Rpat i on zone z of
the unit 6, and at tinme instant tN, the execution of a triggering comrand

CDN 10 tri ggeThefjrst gxeqwéion part 2pes ohthedgretegted softwgrerdp rwhicl istdxecyted amd
execution part 2peu. .of the endent . function fdN pr.ovidin he transfer
of the redF CaBrPpTkss e ST reteAsra be SR oAl HiEsmen ek byt i on
zone z of th8exédution Bylifednd df @éts_‘éc&{d)é)&%ﬁtiﬂﬂ?&y zgamo%,eaapo%etp?eﬁéﬁjpn It to
the variable Z said conmand being represented by 1N(z). 1 s'In thi's
exanplls, tdsfingdptense For ithe iraplementation j of /gt pringiplei o€ profostion by tenperad, t he

first argugent.of the tri ring. comand d the argunment qf the
triggeri ngcﬁgsg lﬁﬁ’stp‘?‘ﬁ%Ggﬁ‘g“‘?ﬁgﬂeﬁ%‘%ﬂ%ﬁ%’g&%gé%& proce %Il,‘e%égﬁar e
renamed usi ngFigu@e BBt illastrdés S BRThple off exlebetiod 64 Sulnkfbld sSWaRER. In t he
orders of the triggering commands CDI to CDNi.e. X, YV, fdg, fdN |, z are

renamed sdhissexampisseppearsaluring fecxeqetion of thy vulrexable softwag) 2v, in i datd ~) |
R(z). Fi 82. i || ust th lete inpl i he tion.
M Thi o olmprame i 3l SR B e GRSt OF 4 S pResTs ! %
the fizpst @¥REpSrdME Beithe 3RBSnRInt ith e RAAAKIEZ;0ofSbt NBHIE of n_ APEriththil Ne

presence of the unit 6, appear: at time instants tl, t2, the execution of
t he tri ggeproeepsingrreprastnted hya faoctiamB rnd vsingoperasCRIand 3DCR2, - transferring

to the unit 6. th ders R(X).. . vel the data X Y
{71 gger  ng. i nFIEREe SRR oA Sy 45 impaaRliofer g etien Righeans 20
of the renaEedssHHRMS prtess @Iﬁ&eﬁﬁﬁ AEERL 301is fembie@ OB ddity 60T S

menori zati on zones x, 'y, and then the execution by neans of the second
execut i on qaniplé,phumingdhe ekhecufion totheadgio pricessingegystede A tof fthm fitst executidh, f d2

whi ch provide_the transfer of .the data,X, ,Y fromthe data processin tem
3 Ito t4e Xéq%@pezs&fit r}&ﬁ%@g software fjp and%xthe presence of the unit 6,elppez:1r:S Sing sys

e at time instant ¢;, the step 1, i.e. the execution of a step command CE,

Z

triggering the transfer of data X and Y from the data processing system 3 to

the memorization zones respectively x and y located in the memorization

means 15 of the unit 6, said step command CE; being represented by
30 OUT(x, X), OUT(y, Y),

e at time instant ¢, the step 2, i.e. the execution of a step command CE,,



52 respectively x, y located in the nenorization neans 15 of the unit 6,
said triggering commands with renanmed orders CDCRI, CDCR being represented
respectively by QUT (R(x), X), OQUT (R(y), ~, at tine instants t3 to tN ~,
the execution of the triggering commandgs with 5 renaned orders CDCR3 to
CDCR~, |, transferring to the unit 6, The renamed orders R(fd3) to

R(fdH 1), triggering in the unit 6 the restoring by neans of the restoring
means 20, of the orders, i.e. fd3 to fdN_.i, and then the execution by neans
of the second extsiggeringingbe uniPpcthe exgcuting by apensiefithe servntliesemtivd patto f dN |

said triggering gonmands with renaned orders .10 R3 to CDCRN_1 being
represented res i\?glglf %ctméseﬂ(fr%&@)“)nfgem&@%%gﬁwﬂw equivalerfi@ at tine

instant tN, the %EH:,Il. g [ j 0 ' I der
CDCRN transfer nntgéto tfﬁgrr‘u%{q éa(,?St{eﬁg%@#é‘%ﬁ%%@?%?&%e&egﬁ’gmgii n the
unit 6 the rest ovoRd phatiseBaithe WxebRISIObE NBe FRANSoRMan@ CENeealB O dRr i . e.
the identity of the nenorization zone z, and then the execution by neans of
t he sefond execuwxeoutigpnef thigpnctian fivwiichiapesnibie rwonfentscof the meiopzationdi ng t he
transfer of the result

f the algorithm c processi.ng contajned jn the
nmenori zati on zon@gs A0 p{gnglﬁqqlmg1t§3e§uﬁ'éoa§?eénﬁ%bgggp%zg F@Hitf,’ so as to

assign it to ¢ he [ ' ' [ ?‘Fﬂm | 0 order
CDCRN bei ng repraen\saga{r%ttglsé g‘ﬁém\lé?ﬁ?zkgd g,?%r Fﬁ% x:é us?& aétl\get%)g]gérggn%ﬁ%, he
triggering conmetiggening lthe eansfad ofthiemssult bt duretion ef; woakirkdCRe s vel y.

It should be observed that two igﬁroverren'ts can be effected: The first
i mpr ovenent concBEReTIEMONCZRE 2 ffdhe ugl fetothe dpgdirpeassing sygerpdotoeassiongs are

r enot to the upii 6 S .gorithm c processing
i's usgg by anot h%?lgélllég(?ﬁ% ca%ger %Ctgé@igrtl .8+&rllmgﬁcllgﬁ‘g’a@é?g §?ﬁ%se’?ﬁ¢flg’é'eri ng
commands with rem@grd orders used for the transfer, can possibly be

renoved. The second i nprovenent ains at opting for a pertinent seguence of

the 30 triggehnithgyilstatad example the stspfbdo 8 pEraxscetnd Aercessivelpdt shpu ences
al | owi ng t%?%&?%&ghw&ﬂ%o%}&ﬁ génelg%&?ﬁ%ge%gtware 2p. In this respect, it is

53 prefera chooseé sequence 0 riggering commands wth renaned
orders which &i S Reifalse infpe@hidnt Yednteme X grUthRN wierd Neveap asRithmic
functions, by intercal ating, between them portions of code executed in the
dat a PPocessi ng BiPetssiSs afdremetsdudn e gimin @t and jayeast e cosuttirodsond t h 5
renaned orders u .of . .ernj i r .dat.a. Figures, 83.and 84
illustrate the p?lgﬁ%@gqnté%g?&gﬁc% ﬂaﬁ%dngggﬁ {)rteh%‘{ Ql%&?uu"g p§(§“‘€7gWS%\'/slnaﬁ“sexarrpl e
of execution of easvenainathdnsfes sfcpyedrepddeibly be fehiocveéxanpl e, appears, during
t he execution of the vul nerable software 2v, in the data processing system
3, the execut?onThs secgndainywevamant @ips 3¢ opiing der paedinegt sequenee 0f the

determ nati on of 1S - B = oY),
Figure 84 ill usts?t sggoqgéagisa#rﬁp%f%fe Z“’leﬁﬁ sér%ﬁé%étb‘ ia?)ﬂr’lwgﬁdtp%gx%crugggsogﬁé%cor di ng
t o th@oi nvent i onpiodctadhdodivaid1p.tInGhis|rgepett, itid preferalsle 6 Litgs aGboease b figure
83 are renoted to the unit 6. According to _such an exanple, during the
execution in theth§a$tgPs comawads yvhich itegporally disseciptes sthe ssxeeutignopf ghe t 2pes
of the protected ' i e _pr. f ni t,. 6, . appear,
as expl ai ned abo%tgl?;’ %ﬁ@ﬁ%%é% tﬁ?‘ég)r? ag?éntntfl%te?&f P%‘%ﬁ??ﬁé@oﬁ%ﬁ‘g‘a@ ullvvlhf‘sh nanmed
orders CDCR- to gidckNimporsysteno8dand inoludligy detsitnstieps icommindé agd tde
execution of the triggering commands with renamed orders CDCR 1 to CDCR M
cor r espondi ng t odetpenigeotheridat: Fignres 52 and/&3 illuptgate the principlp of suclyaer i ng
comm?gs with ren Eﬁ%ﬁ'ﬁé‘gers CDCRI to CDCRN are not executed 20
conseCutively, i s the triggering commands with renaned orders

CDCR 1 to CDCRigMr@52Vihblvsah exbiiple 8PExdcRSn Of aGRURTMIE sbilvReCR. # ads | n the
exanple, the follow ng sequence’is thus carried out: CDCRI, portion of

i nt er cal atexamplej appGdERiuring tEGRZCcution ©f dhe vilnerabler sftveare Ave ol the GRICR 2,
CDCR 3, portion, of intercal ated code

, 4. CDCR3, CDCR4, ..., X
CDCR M 25PTPEessing Av§ieHk 3p B PXReHtPR A W&u?fswhfmg pé%@&%'essoha@pgatoggﬁu on of

the first ' e r ohe% flware: A, the triggering
conmands w&%ﬁﬂy%%%#e o%%&ezrzﬁ‘éé)?{e%l%%d‘p-ilﬂ@he gfg(ﬁ\r/%c(gs’??fg system 3,
triggeo i n t hPigawe 5361lusteatéscni Otaniie of inpRmiedRNibh lof tigf probéss @eésrampasdi ng
dependent functions and then their execution. Thus, it appears that in the
presence othetinwentiont fos, whigh dhe dwoi algorithmix prasestingsOchosen du fignredd amat
consequently, the protected software 2p is conpletely functional. Figure 85
illustrates an exanple of an attenpt of execution of the protected 54
software 2p, when the unit 6 is mssing. In this exanple, during the
execution in the data processing system3 of the first execution part 2pes
of the protected software 2p, at every tine instant, the execution of a
triggering command with renaned order can trigger neither the restoring of

" I

)]

@)




25 dependent functions with dependent functions of the same famly. In

ot her words, two dependent functions of the sane famly have different
orders and consequently different triggering conmands with renaned orders
and, it is not possible, by exam ning jshe protected software 2p, to

di scover that the dependent functions called are algorithmcally
equi val ent. 30 According to a first preferred enbodi nent of the variant of

the principle, of. protectipn by renanjng, is defined for at |east one
dependent ‘I%H'r?&‘{ ‘8&{'6 'éf“?éfr&fcy‘?r%?g 0 %‘ﬁnhﬁﬁge&ﬂntp poing {hegxaeufiondm theqatandent
functi ons, t i O i ] ining the
Funot 1 onal ” o FREAAIFAS, b0e Bl phuioniTitt s oF B PoRbER G ARy hd

Accor di ng inothe meacdoptief @it 60 agyeantiasesplaifed itpveaticadtecatiort BEsteps NCi pl e
of 5 protection by renaning, is defined for at |east one dependent
function, e@naaRdsyCEj, GEgo&En [earestondingq e thel determinasionden dndnef steps by

using identification figl ds., Accor di t referred varjant enbodi ment of
the pr isﬁci cpqngn%qésp(?lgl"edéﬁizbéEW OF@H%?%%&& t%l @e 5%%‘?%86‘1%0 t %édnwa@nam ng
of the or dE Stghs CoRARMIOTHRLIOH, SRAR HBchRd Chiaetitdlf ansf or m
theminto renae?gd orders. Remenber that 18 thebiri%ﬁlg}gé%l%%ﬂtﬁﬁza%rgﬁé%s IS
carri ed owominandsgCEhetopkds g asf well as eathenigod® péwions hures imeehatededn ths | ant |

the restori n?qpréreatgs are means i.npl enment] Eg a deci phering met hod enabling
to deci phef*afipee: (18f B efuense ds tingss cargied kot By pertion it inteycabited he
dependent CgQn | ot [ ' ,are _
pl omont &% Gl Dot fSRkEGILN |3 €1y, RoridR & REFHAAEERCAERRLY <,
rest orliong purtions oPitacalatdd Codep OFA, pdrtion ollinten@ldtdtbcodepQE; phase U each tine a
triggering command with renaned order is executed in the data processing

system 3 wi t hitesheuldbeabseryed Bit.iduriggdhe gxequiion pethgpretegted spwatepuin on of a
dependent j i .ano EME aracteristjc of the
i nventi on,éig%gé%{r?%t %@?%ﬂpﬁ%gélggﬂ{% %rs%gt I np‘a}edan(g)ﬁ‘?#ﬁ%&:gl %P? lc?flpcﬁlél‘%f

pr ot ect i onfisBkxetitiby part apes bf theaproROtcdr sofisvare 2p dRP6ses L, it chitespbidifg | S
carried out inrelation to fi(gﬁures .90 to 92. For the inplenentation of the
princi pl e B8P Hrexeeted Bnths pnit & dhus, dhappearsa thahin the presenceaofithe uhig 6ssaid ce of

t he vulener.ahl. f t, l.e it branch BC. ,1s al so
chosen“at TRag 16 ek ich Cifecu§'andCRal, RSB, b2 1helf MaRuEE aprin "oue
cont ai ni ngeatiipleteBsfunativhahosen condi ti onal branch BC. 25 At | east one

chosen portion of the source of the vulnerable software 2vs is then
modi fi ed, so Higurg Mpdlystrates,an sxample of ap pbtemph ok sxesutionraf\the @rotpeted Thi s

nmodi ficati ' o , f N oL Ut € ol ed. software

2p, anong ot ea?%?ﬂ ’ g%lérpg%sfltnﬂ %gqggéltggbﬁ%ﬁy%%{e}{b}%rd 3%1 Hé)?ge(r:ue?'gt c’np‘é‘rst e2pes,

whi ch i s edateptoedssing systerchothp fiest esetutipnyast 2pes of tHegitercted boiwgepnt t hat
the functionality of at |east 30 one chosen conditional branch BC is

execut®®d in the ahiimednstantdrthe executinn ofthe siep sammand OHIR, X)a QUT(ys
executed in the [ t _lee h ctional it f at

| east one chosen o%ﬁofo%%geﬁﬁg%%% ar?cki g%%skagnéﬁg attﬁepﬁ‘}%"é:gg?ng
system 3's di spos@dmorizafiore2enesfx andfydtaRinlgiiftd Lok titabsbifteldf Bl uiXgCcut i on
part 2pes, to carry on its execution at the chosen spot. 5 The first
execution par? 2pgbdimss instant dy,othecexegution ofathe sgp, cemmand SORIG() cenmbat a
processi ng system.3 ecutes conditponal ches, conmands, triggering in;
the unit 6, the &%@6?‘?%%“‘89&%8@‘%?“@8“32@ @%Peﬁ?ﬁoflﬂhﬁ‘ﬁé‘&’f‘e“%géﬁ, of
renot ed condi ti ofigd udif gnches be whose functionality is equivalent to the
functionality of the chosen conditional branches BC. For the inplenentation
of the principl eaod aprtime instant thythe Gexeontion iobitlad step avoedmaridhEN(z) ichnifot

i ncl udes nenori zat,i on ans 15 d praocessjn ans 16,
trigger the transfer oP er r%s{l)lt o tfle %mré‘tamn f, taging into account the

absence of the unit 6.
It therefore appears that in the absence of the unit 6, at least one request by a
30  portion of the first execution part 2pes to trigger the execution of a step in the unit 6,

cannot be fulfilled correctly, so that at least said portion is not executed correctly and



Figure 90 illustrates an exanpl e of execution of a vul nerable software 2v.
In this exanple, appears, during the execution of the vul nerable software
2v in the data processing system3 at a certain tinme instant, a conditional
branch BC indicating to 15 the vul nerghle software 2v the spot where to
carry on its execution, i.e. one of the three possible spots Bl, B2 or B3.
It nmust be understood that the conditional branch BC takes the decision to

carry on the execution of the software at spot Bl, B2 or B3. Figure 91

i |1 ust r at katgenssauenslye therprotepied sefiware 2ahis got ¢orapletshefinctionat.or  whi ch t he
condi ti onal %anc@%’ghose tod be, renot ed t? IEe ﬁ it 6, .corhes onds to the
20 condi t i ondMBTAEYe aaether advapageQus characterisiic G'et‘wn&%é ¢ PIOFECHANt he dat a
processin : f; tihst i ; ed
B0 t v ¢ DRSSt i ap dplucnlings PRI T, PRRdcERGIED % RERABEKT S 11
t he executfamtionf atdescriptiodiof whitdl is bamiediout anmebatidon EBGputesichgesyng i n the unit
6, the_executjon by neans of the second execution part 25 2peu, of the
renot edl condikior dhtaimplementation of thepmngipke of nrgteglien by elementasy funstionndi t i onal
branch BCareS(?éfn‘iile ondi ti onal branch conmand CBC being represented by

TRIG bc), .. and at tinme instant t2, the transfer fromthe unit 6 to the
data processieng &3t lofBlemer®dry tiigctionk Wvﬁ&bi&éinﬁiﬁﬁ?'ﬂlﬁtﬂiohb%ré 1ifé t8pgcution
part 2pes, to carry 30 on its execution at the chosen spot, i.e. the spot
B~, B2 or B3. | texséuted,bybmenissafrthe geedrut expgntiony pah @pew.ciouthe mnitdf, aadporti on
of the first execut.] 57 rt 2pes of t rotected software 2p, the
condi ti onal br arﬂ?ﬁﬂbﬁg%mﬁﬁg%'ﬁé’fﬁf%e@ i ﬁdg’ﬁe‘ﬁﬂfftsﬁngrs%%‘gé %@‘S%Wfim 3
trigggy the exquti on of the corresponding renoted conditional branches in
the unit 6. Thus, it appears, that in the presence of the unit 6, said
portion is ewecutndd sebvof demkntarymdnithands foo sadé qetafielementdre fipictibay; ssid
software 2p is 5 conpletely functional . Figure 92 illustrates an exanple of
an attenpt of e@%‘%ﬁﬂ'ﬂ ‘Eﬂ’%ﬂ&iq‘&e&%%ﬁ% @gl?et fegonted jn the, data; precessing 6 s

m ssing. In thi I ! SRfo! It sing
system 3 of theSS I r%ﬁpgggégt{fl%%gptggt%xgpes oi‘nodtﬂﬁéﬁgr&c}foefg@%?g%ﬁ)t%\ﬁg%g 2p: at
time instant tl,el¢ethentarydondtionss of t he conditional branch command CBCi, 10 ~

cannot _trigg the. executjan of. the.renpted conditional branch bc, taking
into l@count el{cﬁ %H@éﬁ ngrer R ﬂl?_nP’Em%‘? ¢ %ﬁﬂ"g’ﬁ‘?‘? h¥ GFW f\“_?,tl%e
transfer gfe i@ BoMRGHcted dxpldaliBh iRBarkNeRibing foh Gaddidrid a%ﬁgkt%[gp ggart 2pes

to carry on at the chosen sSpot fails taking rnto account t absence of the
unit 6. 1Sontpinikemeforizatippewass 15 andi procdseinglrpeans d 6ointd heamniné tabk, toat | east

one request by a,portion.of .the first execufion part 2pes to trigger the
execut i on *BFUEE (€ RSy the eﬁ?%‘ﬁ'é’ﬁ P S?‘He&ﬁ’i‘?ﬂ‘ | ABt bsing

fulfill edyGgudi@rby the efcutidalin fe daBisrocsRing Hokin RV bRmRAarPIRiAGL.

correctly and that, consequently, the protected software Zp is not

conpl 80el y f Jrestheoimplemedtation offthe priseipdeief protectiopby elemientarefuamtiians, iso
figures 90,,tq 92, .t subj ect. .of the invention. aing at renoting in the
nt't 6. a sBrhoset, i i A OF (68 vhIFrpRS SPHYAR 2Pt 88 P ARG e

i nvent i on peedesdify Gsthg a€Ra&Wne RperafdBht rigt_uhﬁn% BElehitiohe fosuRt. Raldochodd

condi ti onal branches whose overall functionality is equivalent to fﬁ | the

f unct i onalat 1dastsonsf partien ©frihié sduseeadf threavulhersblatsofivateades domtainingrabiaast The
execution 25 gf thgggo. erall functionality of said series of renoted

condi t i on&PCHPATRR r'lﬁé‘QHSPIP‘EFS‘?'ﬂ%' pl acing at the data processing system3's
di spoggl of aAPletdBndichbstn diﬁﬁ&ﬂem@%m&mw%umkfstemy{ i 2pes
of the protected so%lt\/(\:/are %So to carry on its executai on at t % csé@ée&n spot .
I n the, pmecdified; sdes ¢o optaimtheisource lofittho pratectdd spfitwease 2fs. (ThiORodificatiah  f er ent

principles 30 0 softvvartsl kp; ot ection have been made explicit generally
speaki ng i%ﬂ@ﬁé&%‘eﬂ%%% ®Bne another. The protection process in accordance

with the inventign. 1.s.i WA j i ncipl.e of
protection bypva%@? e%%g??ﬁ%ﬂ%&%?éng Svc\)aﬁta)ﬁ{:%z éqglreggsté)\?grpgfﬂo&%é]i’e
principles of prfifseekdcation pict 2pes, safieh W&ietutbd th meida&iﬁb&sghgﬂ%@érﬁ@&i on by
variable is conplenented by the inplenentation of at |east another
princBPl e of protakes ingg aceavat phat the funstionaly of et leastroneychosan alporithinic
advant ageously conpl enented 5 hy. the principle of protection by tenporal
di ssoci ati on andP%EeﬁsW@‘BFi‘?ﬁ':‘f ‘B%‘?“’S‘l‘gt ection by elementary functions.
And when the principle of protection by tenporal dissociation is also

i npl emented, it can be conplenented in its turn by the principle of
protection by elenentary functions and/or the principle of protection by
condi tional branch. 10 And when the principle of protection by elenmentary
functions is also inplenmented, it can be conplenented in its turn by the
principle of protection by detection and coercion and/or the principle of

oy - Y .



t he notion of vul nerable soffware nust be understood as software 30

vul nerabl e towards the principle of protection being described. Thus, in
the case where a principle of protection has already been applied to the
59 vul nerabl e software, the expression_ "vul nerable software" nust be
interpreted by the reader as the expré§sion "software protected by the
principles) of protection already applied'; the notion of protected

sof tware must be understood as software protected 5 towards the principle
of protection belunpgdiesexetition of heiprotéated fudtweaas 2p he second pkédution bertof
protection has already been applied the expression "protected software"
must be i nt er pr cRed, BichHs exechiedrindbe upk 6 execatssiab ieasiiag frgtionality off t he

protected software": an he,choi ces) made for the inplenmentation of the
principle of pr oattze@ﬁ%ﬁc%ﬁéeﬂ&l%o&%gccéﬁoﬁ%sal%st take into account the

choi ces) madg fqicf taﬁoéemaig%ﬁ&ﬁﬁﬁtﬂdreebseﬁlgtig%glw do”tﬁ%ldoélﬁﬁ%r, g}é esaé&fﬁgﬁtdfon

al ready applied. The rest of the ‘description enables t ave a better

under sfandi ng ofthé peoteatqal sxfisviralp peachf cHoben glgotithniic procpssiigeis exkutéd,cor dance
with the invention. This protection process according to the invention is
conposed, as shduhmgseopthe speandyexegution par Apeu, ering elemestary finctions.ot ect i on
phase P during I vul ne e e | di f.e o becone a
protected soft vvavépgpega g?y’ %ﬁg n‘{h%g#n & %g%igg‘{cp ﬁgo\ségésﬁ usr_ Féulgl;t g\}%‘it) 'ceTkeI??{’garar ot ect ed
software 2p is UaAetionPfé, (RithtrayingdBem a3 M, admelP - in the presence of the
unit 6 and each tine a portion of the first execution part 2pes executed in
t he data processt ngpesyibiyeone3or gexssal selementary flmptmm‘deﬂab{')ing it placing ofs
executlﬁd in the unit 66 SO tlhat sgi§d ortit cil.s exlgcut ed correctly and

t hat, 1€onsequent | y, “1%8 SRS SPPERCS 8t ﬁ'\ﬁé‘r‘% PROSEonpl etel y functional) 25

- in the absence of gibfigniify fufkdnd tomEPbf Guitln 'RE |EAHFTHndYY @Gl i On of
the first execution part 2Zpes to execute a functionality 1n'the unit 6,
sai d request cannotcdmbifationi | éxedute othree dancgionality t dfatthen tchosens talgositlenieor t i on
is not executed correctl%1 and tha& conseguently, the protected software 2p
i s not conpletely fREESSFORNSINHFC MI2NYSLi bl y of a phase of refilling R
during which is cregid sdsbly bRASE s¥afal MhddtA) FundidRY Sl ighal ity
protected by the inp eﬁn%%t axti on o? t he 60 :ggco?ld pre?erhg‘gﬁgg%g%]
-~ enbodifrent of the poftheigshls ofthemhosaralgorthinic pwcessingmt thndhtx precessimg usi ng
as characteristic, a var',aglléfg of sur.%‘gent. The protection phase P can be
split into two pr ot BEEAHH S sl by P 8nd P2. The first one, called prior
protection sub-phse snenteAbf hePbidfintREBRAARA! 1o/cifteod Bhonig the 6T GP! ©
software 2v to protect. The second one,” call ed subsequent protection sub
phase P2 is depeswrdaercenillaviag the executiivreobthe pracatedsoftvarp2pt ect. 1t shoul d
be observed at _the prij or tection sub-phase Pl _and.the. subsequent
protection s -epﬁﬁggegﬁt‘%ﬂgggp%?$®8 %ﬁ?cgaﬁﬁlﬁvgﬁ@@u?{hf VP KGR BY er ent

Persohg Okud §f1a %k&ée?ﬁﬁé‘&ys&ﬂ?ﬁ?ex Qfes | Nth@iaS cofnfands CHE AWALLSE %.8@1

sub- phase Pl can be carried out by a person’or a 10 conpanhy provi |%1g t he
devel opnefitonol ts d); triggeriny inttbe tnid 6, hesixeowtjonttyi theans o€ tleusesamleetutiorot ect i on

sub- phase PZ can be carfjed oyt rson or conpany providing the
devel opneW&Pego?tf‘?ﬂﬁli‘ BF%@B?VH?WE})/@%;‘%@ %‘F‘B?‘EWZH‘“ tlmal 1y, it is clear
that the pri %gﬁfé;f&ggﬂ s%te%%:ag@rgﬁe Rt éxBChttoRCofSH VSREMBIY sdthvirE ol A

sub- phase P2 ¢ e carrie t by the sane person or team
this example, appears, during the execution of the vulnerable software 2v in the data

0

25  processing system 3, at a certain time instant, the calculation of Z « F(X, Y)

| corresponding to the assignment to a variable Z of the result of an algorithmic
processing represented by a function F and using operands X and Y.

Figure 61 illustrates an example of implementation of the invention for which

the algorithmic processing chosen in figure 60 is remoted in the unit 6. In this

30 example, during the execution in the data processing system 3 of the first execution

part 2pes of the protected software 2p and in the presence of the unit 6, appear:



15 The prior protection sub-phase Pl is conposed of several stages Sl1,

., Sli for each of which various tasks or jobs are to be carned out. The
first stage of this prior protection sub-phase Pl is called "definitions
stage S11". During this definitions sfage S11: are chosen: 20 - the type of
the unit 6, nanely in particular a nenorizing unit or a processing and
menorizing unit . As an illustrative exanple, can be chosen as unit 6, a
chip card reader 8 and the chip card 7 associated to the reader, - and the
transfer neanms B2 tink3indasisghieth, the teecutiph ofdlt eldmeatypoe comumings LFEn t he
data processing system3 and in the u‘{;ikl 6, duri ng t he usage phase U and
capabl e of proviCh ¥y tigeering Jnsthe, umt 0y dhe exequtionnbY Hacagatof Pieosesend ng

system 3 and the,Wlion Sparf ek % EAPEPINRLE I PLO'BRLIAN @1 ofeSS

according to the rnvention tnpl ements pri e of pro by _

el enentary functyigeh pRiveleths Aragfetlef HREXK, Y fidnbile dita MoBERMMpay¥telnufiCt | ONs
whose el ementary functions are liable to bl be executed in the unit 6, -
and a Set of el domenzorizatiommemed sespoctively ¥, ylorated irethermpernenizationmedansns, sai d

el ementary co ds. peing liable to be executed in dat a processing
system 3 and to qfdg"ePn‘?ﬁesaégéﬁﬂ’pr FW%&%&Fblyéﬁﬁfbeﬂ%meéF@ﬁ@nt ary
functions, and i dﬁ'f'an tygcti on process according to the

i nvention inpl eger?iegﬁ%eﬁ%ﬁ%ri nc m@ﬂgﬁtﬁgcti on by detection and coercion,
are al so def isnedit timedihsthta 1§ tootrg, thefdxemitioncofehe ticpRntbpcanhnandsSCFE; | i abl e

to be nonitored at_10 least in part in the unit 6, - at |least one criterion
to abi de by for tatCFeastiriggeringoin; the vaiteh,dhe exesution Yy Jo¢aas jof the: secondet ect i on

means; 17 to inplenent in the unki 6 | J 0 tect that .at | east
o st ware cncrition rtaem B fhoRoRREhRaRR cldifbridhy i ths 8% s oo
associ ated crit eajdnelemenfay CoGhfaids TEFE 18 ICFEQD! ©6mBt repreiditednNi t 6

and enabling to informthe data. ‘Erocessi ng system 3 and/or nodify the
execution of a Jespeelvaly, RiehRiG(fedade BREQ'@ -Derkhenseriesnof clgmentatyby, and

in the case wherg the protectiaon SS cordi.ng, to,the .invention 20
il enents. the. dRRsins e torfess Sredtiad inconttittion is Meotimmically dauivate. [ as
characteristic aovakl fltlctof! FIMdisd praeiklypfthd hxet@tionof esafk fdthértsty are
al so defined: - as software execution characteristic |liable to be

nmoni t ¥ ed, a vardoaphandsfleadsde thesnenution in the upi £ ef 8fe ddemnentanyi funetiansy of a
software, 25 - rigterign.to ahide at 4 east one.threshol d associ at ed
to each - varia é?%ife%’egg\ﬁ%ﬁ’%en&e c_:pn?_éfﬂtg Ogr%ﬂ HEMPAEIR A8RSnEah #%€nabl i ng
to update at | eagstur@fiR rédilt R MeMbrifiibaoadE bf the vditd,i N the case where the
protection process according to the invention also 30 inplenents a first
preferred vars arandestbiie rinstantof, tthee epedution wif dhe elomentasy tcoomand GFEact i on

and coercion usi trl]l ggr?ngc"lrrﬁfléi ﬁltn? k: f?xg 'e)%ec%ti\(/)% rbly%%lags 8; the sgczond execution part

N-—

20 2peu, of the elementary function fey providing the transfer of the resuit of
the algorithmic processing, contained in the memorization zone z of the unit
6 to the data processing system 3, so as to assign it to the variable Z, said
elementary command CFEy being represented by IN(z).

In the illustrated example, the elementary commands 1 to N are executed

25  successively. It should be observed that two improvements can be effected:

e The first improvement concerns the- case where several algorithmic
processings are remoted in the unit 6 and at least the result of one
algorithmic processing is used by another algorithmic processing. In this
case, some clementary commands used for the transfer, can possibly be

30 removed.

e The second improvement aims at opting for a pertinent sequence of the



measurenent of the software execution, are also defined: - for at |east one
vari able o f neasurenent, several associated thresholds, - and different
coercion means corresponding to each of said thresholds, and in the case
where the protection process accordin?7to the invention 5 inplenents a
second preferred variant enbodi nent of the principle of protection by
detection and coercion using as characteristic a variable of neasurenent of
the software execution, are also defined refilling neans enabling to add at
| east one addi t ielgmagntary ggmmeands pmong dhe srtofsehrensee allewingi thm akéontiomoni t ored

by a variabl e of asurenent . 10 ~ nd,in the case where the protection
process accor di rﬂjr{ﬁ%P{(.P{‘écqgfﬂé%‘f’?f&?ﬂﬂﬂﬁgﬁeﬁ?&e%. ‘%Pvgil?fia_ dodhopsoR ect i on
by detecti on andeGate loprind!Sldifenfity ARAGIRIWfich tefipBlall | difioBhyei Ght 1! ©
usage, are also defined: as software execution chargcte istic [Table to be
noni tored, a pr aketutionf of did whnentgaonctions, byaitieraslatiig thetwen fhemabi de by,

at least one feature of software execution, and in the case where the
protection procdostions@fcadnexacytedrin thedala pressssing pystasm 8andrnclpdingorpl e of

protection by detectiaon and coercion i s feature.of execuytion to abide

by, the rmnitorit}?ge Pepﬁg%%ﬁ?&o%e%ﬁ%itﬁ?ﬁgfnﬁ a%ﬂ g%(’th%tfﬁ%#g‘f@s- an

instructions setgwWhaB illittatdtht pAASipR & sutitbh BmbediBRngxecuted in the unit

6, - a set of instructions commands for said instructions set, said

i nstructi ons Rigunesfishavesi angexamytié of exedution yof aurwnerable tshfiwemt 2v. in dhiessi ng

system 3 and to trigger in e unit 6?*9???6 ecut j on of tt}e 25 instructions,
e

t h
" as prof FrAnple fRREHE dyrfng &'ﬁa‘fxﬁFW{j’% v‘)ﬁng{a cRafpree 2V, in theodatar o of
execujgon i Ry Hor, As : i thQns, - as
ot col§ on ERESHDERGE % 1R SARRCRIOr W, PESRIINE brileshilps JARRE BI 08T,
i nstruct i deermdinetomof Z and Z&spcinthat & ¢-ie (XXYraidd' oR(X'; Y&d as coercion

means 18, nmeans engbling to informthe dlata 63 processing system 3 and/ or
to nodify thdigeneced Lustrjeoin expnple of igplegientation of theprosess\agearding tahen t he

chai ni ng J: i S . r t e. one, and
T the cads MG e Shichihe RS ofiBHuRRE HRAGAE bl HEHIGEL B, 83°,

i npl enent seraotpd & theruait 6v Aictandingapisact aeatandle t ikingrthdexdeliiordin the @atgct i on by
detection and coercion_using_as feature of execution to abide by, the

moni t &7 i nGresessngesysieat 3 of gie fusherroRtion patt 2Besof e protested sofhware 2ptandct i ons
set, an i | WlsTas | Cty r i kh

regi st ersﬁgﬁy%ég&g% ?g?i%et ongs’g%glﬁglﬁ%w t%}dga?(#éétr% ?%%eéﬁoﬁoﬁr@fur ning a
result, - efenfentiry cemstando CGFE;ftotCEE retrespondingtohe Hétagninhtidh 6£Biaater s: a

part PF defining. the functionality of the instruction, and a part defining
the expectifocxasition 9f theplementagy semmagas SEE'n do (G m carrespendinggta thel udi ng

bits fiel corre i 4102 j j £ | el d e
instructi gﬁtmcl: o uglpgﬁg'?%rﬂlg%c éid(ggféalﬁglg@?b{ %delﬁllﬂ tﬁ%@%@?f %)on?ﬁ:“'épef ?‘gg field
CDR, 20id aremuqibeinsetutisely] inhsmath anthkiekinenBirPlconfmdnde CRE!f &NAFE\f4r each
regi ster belonging to the explojtation an nd, used by the 20

i nstructi gyl agother %ﬁ@%togocq eMEi ﬂt‘?fg‘ifiﬁ'@a' i‘i‘ dhe e@P’@PYq’ rfhgyfplewing

aut omat | c3bduentPRPUECLLiBe dulCOiE]| §oitioRoP IntdidflaledSode" THRIE! LRI, M Ch
has returned 1ts result 1 n sard regisSter, - as detectlion mean¥ , means
enabl i ng, pdttianngf idtercataredutdden GFE'anCIFES3, rpottiomiof ifitercabatsh cedeg 'IGFEY,, When
the flag field CDk inposes it, to 25 check the equality of the generated

i dent i fi c&tHkam GlEa o F@N@%Upondi ng to the register used by said

oper apg, and i if.catd O j rigihn of said
oper a%g, - anlggg)su?aégg%feg%%%g%{gmﬁe%ﬁéh@ﬁg ﬁh'%)@r? %Ct%g?fﬁ'{/m?hg’ Pesul t of
the instr yed prebénce iof titd udie GSéachnin®in eletentiey k6MnRadbMGIRE ik & porticie: 30
and in the case where the protection process according to the invention

i mpl enent ©ftthe first rﬁ;ﬁeplt@nopalﬁrhﬁcpfdﬁe tBroteetednsafyvarerdp amposedeftj thed: 64
as a triggering co nd, .an el enent ar 0 d ot i nstruction command, -
as a depe agﬁﬁp%flﬁwg%ﬂ?n% @P‘gf?é’rf? 5?‘%“?%&'?‘8 ﬁmgr"agrrli‘“f"rf PRRSRES; BBt N 55 an
order, at t LiQrma&idd | i i ng at
Ceact i n paf PRERBRIACHARE, sl o e R i B R, ot em
3 to BOe ui profectegisofiwvaro2p is @uepletelycfuactinmal.i on of the correspondi ng
dependent function, - _a nethod of renam ng of the orders enabling to rename
the orders sd¥igure §4 Hustrates an gyamplsgoicomatipmpt of executiom afdhe poseated 10 -
and restoring neans 20 designed to be used in the unit 6 during the usage
phase U, and enabling to restore the dependent function to execute, from
the renaned order, and in the case where the protection process according
to the invention inplenments a variant of the principle of protection by
renanming, is also 15 defined for at |east one dependent function, a famly
of dependent functions algorithm cally equivalent, but triggered by

— = o o o N LY O o S




- by concatenating a field of noise to the information defining the
functional part of the dependent function to execute in the unit 6, - or by
using the identification field of the instruction CIl and the 25 expected
identification fields CIPk of the operands. and in the case where the
protection process according to the inggnti on inplenents a preferred
variant of the principle of protection by renam ng, are also defined: - as
met hod of ' - : 4 - cipher. the. 30

o dor's, - SHURTL 2, Shol e RACEKanisfinE, RURES Boifle, Witnk S bRREgh & g
‘nethod  6datt pratessipheystdnd 8, bf ttrRnfdt exeqitdnaaet 1geyof1BS bRIStdSoftwgat i ty of
t he dependent functjons to execute in the unit 6. During the prior

prot ect i on2B b EperdiEncrinstanty thegrxerytian ohan elemgetayiconimaridédnnnetigayr thest age

call ed "copstructi stage Slz". Duri ch. a stage S12, are constructed
the 5 trang 8?H%8ﬁg161‘2r%i%°"§zw f)%%P%%WQ‘OBXE?CBH?%ﬂlgW %ﬁ% of the

cor r es pondiniig6 ! Thel Vit fabdii ioBe vafiab18Z, Sghbithts ‘ collii N9 this
construction stage S12, aar%ﬁther‘e/?%%l;e ca?fﬁliijggh%ﬂﬁﬁ}ébféEggggﬁééfﬁlgﬁt@n of the
transfer rmean¥ théreford appeabd, itheg in dhe abgntéef tragit haseastont heqietEppher of

dat a between .the d@qt? processi ng system 3 and the 10. unit 6, and when the
pri nci pl e RATGR Of &b fisy exgoukion her: 2pss oLkhetnretseted sofiwere 2ppiocigaerethe ¢ he

constructi 3 e i i on. e nahl,i uni t. .6, during the
usage ph aséeyé&&{l%r{ gﬁaencgt}?g&%thﬁt ﬁelﬁée}ﬁgﬁl? g?lye/ %‘ﬁ (rilsc‘i% “%?gsbeg’@lﬁlﬁg cogectly. S@ﬁ]@?e ntary
functi ons, atllbast aaid pditon ihRotdENedticd| cOrRttIp AaY ¢t &hsék%heﬂﬁgr,eﬁkic}ﬁ&eé@q
coercion is also_inplenented, the construction: - of the exploitation nmeans

enabl iy t398tWake 2p &5 nod gpmplptely fnetignal- phase U to al so i npl enent the

q ! . i .- d. i bl f th
det et on el kB gk AR BRI A BRI SE LS | 1

i npl ement  prbeess Ciimalat 2mpledientiBA S principld op pediédion, BdllddNBy @dtRiibAkLLAN Means
enabling the unit 6, during the usage phase U to also inplenent the
refilling YRSEFISN ».2 daseripinigfhichis qanded ey ip relationto figuxes 7@is™.enabl i ng t he

unit 6, durin . to.execu the.instryctions of the
instructions g%{ mgi%fs?egﬁeg %?ﬁéﬁfgﬁeeg%ﬁ%&ﬁ% é)tfpémg?tmdlr Q%F‘Ft}ﬂ? P GOgTEIMRNg i s
al so i1%pl earedefinkd:t he construction of the exploitation neans enabling the
-unit 6, during the usage phase U to also inplenent the restoring nmeans. The
construction 8f ghlsagopespiiyaregkenuion chasactenstic didblsuo bel memitared ht/leadthr ough

. a program devel o . URj d taking into account the definitions
intervened in th@vgég{g}e&p{ewgbns stages S11. Such a unit is described in

the rest of the desedst Pk odtiteriod it WbAdd 13 for SO1MY bR shltGraRy leRécufioRt €Cti on
sub- phase P1, the construction stage SIZ can be foll owed by a stage called
"pre-custoni zat i §RAIAGtEAERICS13" . During this precustomni zation stage S13, at

up oadli to o 1SRG dRRRR AT B e G i € o Puhiing o Peed Bikass 1 ng
at | east one prelqssomTiaBlardUxbofifon thar®dieribtid RRs %f’%i\‘l@q# ﬁalk%s?%ng of the

expl oitation neans, once transferred to a pre-custom zed unit 66, 1S no
| onger directly atsosdtadsrideriam si de sai d pre-custom zed unit 66. The

transfer of the exploitation mzal%ns to.a bl a\%tpuni tggtggan e carned out

through an adapt 84 SPECORIPES AR OHPRIFMEN (i he pmjt gnablag o Anfopm r est

of ‘the descripti @R dsta fpiaiesdind dfstchs QUG IRGIRS 1R Hebudkdh S 3 AR ESL UNi ¢
e

66, constituted by a chip card 7 and its reader 8, pre custom zation
concer2¥s only thahehiapleastrone Zritebioniingot #ldded byor pr ot ecti on sub- phase Pl

after the defgnifions st%gﬁ. Sl]f nd,. .o?sipll% af,teé t he construction stage
S12, a stage £&i&dmplegsniationg ﬁg"EPﬁg‘é’ esqlprotegtion By detgetigneandsaergion,t hi s
tool s makifng Sk ; naipti r at.

ot ect od 2o PO EnRiAl SxIRIRIGE M BRLIAE bArBRm 8 BEHEITHE 60,

enabl e:  tenkehingc heoseization omeizods antopricessilgl Yndafis t 16 vt nEnaRl

software 2v to protect: - the vari abl es% iable to be renoted in the unit
6, 20 - tHEWiePERtyIEA leastibe detestiomegns 17 aad the cagrgioprraernsi8. pri nci pl e of

pr ot ey on by | fation is also inplepented, t .algorithmc
proc e?g: ng(s) Fi@a}gﬁgq{l%sq%ge%gg Iﬁ}eaﬁtsn?%cega&)go ?‘%P@E}‘*&a%ﬁnﬂgﬁnaﬁmmelﬁ - and
when the péfi ptotdetion B deicetiSs bh@Ro&i¥ich!. AR ¢ oM R Getblio | g7
i npl enented, the algorithm c processing(s) liable to be spli Ao
el ementary functions rernotable in the unit 6, - arid when the principle of
protection by detection and coercion is also inplenmented, the execution
characteristics) to nonitor and, possibly, the algorithm c processing(s)
-liable to be split into instructions 30 renotable in the unit 6, - and when
the principle of protection by renamng is also inplenmented, 67 the
algorithmc processing(s) liable to be split into dependent functions




renotable in the unit 6 and for which the orders of the triggering commuands
can be renaned, - and ~ when the principle of protection by conditional |,
branch is also 5 inplenented, the conditional. branches) whose
functionality is liable to be renoted in the unit 6, and, possibly, to
hel p generate protected software or to3?utonate the protection of software.
These different tools can be carried out independently or in conbination

and 10 eachnd @R céction IM&n¥ A Bﬁé?éiﬁg?ﬁg?t@ﬁ%@ce@in&oﬁezlngié? inlglﬁa SQfCiORase P 1

pr e=processor, assenbler, conpi priorP pro

i's fol | owethelms 18 malisformehby fiealetetion b 1PHASE cﬁénmihﬁan%HQEid%ﬁ the
vul nerabl e, software 2v to protect. This subsequent protection sub-phase P2
is conposeBYof several stages as well. The first stage 15 corresponding to

t he i npl emrent g | f..the principle of profectiopn by variable is called
"creation st agieorg%r%lseﬂ)‘(rrf gd%}ﬁ?tgoncr“ée&f‘? oﬁ} ¢ Jalogpytion emingifeam thede

duri ng 3 heggigfdrnideh@ 13t I ol AN i d=0 ai d. cholces and
possi bly of tools consl'?r gg(?gglfé%@l ﬁlge t e?ﬁt%lgnn%% ngqgt%{bdzors pm ,ing

* protected pofessiage npns slGr eat &d:to Monitboosiandri Bevieh? SOMWEHER Skedulis

vul nerabl e ,softwar.e 2vs: 20 - at |east one variabl e which, during tﬂe
execut i on YRAAREISHES FoF sphesofigrarqaxesution chameteristiois geff atreast ohecsterba of t he
latter, - @ngliflyd €east one portion containing at |east one chosen variable,
by producing a source of the protected software 2ps fromthe source of the

vul ner abl e soir thecasedwvkere fityis ety itheg aaleahtﬁﬂ@tsoﬁ%recé?c‘é@&fbrp&{a}eic%sﬂg the 25
source, of the vul ner%gl e software 2vs, this nodification being such that

duri nd® hedess @0t ahide byrat depst opeeriterions, the detegiion ppansal7 nfamn timecerdios en

vari abl e f _ch n_vargd abl,e resj.des in the blank unit
50 whi ch (2o LEBE L S ERRoR P Ay i o 5 e chen PPt

obj ect parway plesstatk of ke ynitog.ect ed software 2p from 30 the source of the
protected software 2ps, said first object part 2pos being such that during
the executi onf'®fthe ieplsmsntation f sy pumlplezg%r@tpgmw detédtiontand dB8reRMECUt | ON
part 2pes M@h&gchgﬁ?ﬁxecut ed in the data processing system 3 and whose at

| east a portion takes into account that at |least a variable or at |east a

copy db vari a®l eatr ésistiemel Boftwigre Utdcufion NeHabicBrishe ’&)hﬁxomtbﬂcinﬂFﬁ 3‘) :
protection by variable according to the invention can 5 be app S alrectly

g Lhe | :
during the devel $ffREaE egscution ghapacteristigsrliably toheumonitord, ri ng t he pri or

l'izati . f 2 |0, thi , tected soft
2p i obt ai ned ary Sy R bR O el bt sl pratenpe. - and

when at | east anchdwssteristicnci pl e of protection is applied iri addition to
the principle of protection by variable, 10 a "nodification stage S22"
takes place. burithihe spurcenndi fiecwlnenablst sefow®e 2 vst fae least one algorithmic

20 processing for which at least one software execution characteristic is to be

monitored,
* and in the source of the vulnerable software 2vs, at least one portion
containing at least one chosen algorithmic processing.
At least one chosen portion of the source of the vulnerable software 2vs is then
25  modified, so as to obtain the source of the protected software 2ps. This modification
is such that, during the execution of the protected software 2p, among others:
e  at least one portion of the first execution part 2pes, which is executed in the
data processing system 3, takes into account that at least one chosen
software execution characteristic is to be monitored, at least in part in the

30 unit 6,

* and the second execution part 2peu, which is executed in the unit 6,



definitions intervened during the definitions stage S11 are used. Wth the
aid of said definitions and possibly of tools constructed during the tools
maki ng stage S14, the protected software 2p is nodified to allow the

i npl enentation of the principles of protection according to one of the
arrangenents herebefore defined. 15 Wgn the principle of protection by
tenporal dissociation is inplenented, the protected software 2p is

modi fied: by chogsitos dt Teabil pARYE SR0s8H sdfiParl bRLGHLAY e 2ps: - at

| east one al gorithmic pr ocessipﬁg whi ch (Sjuri rig ?cgﬁé{;gg%%&%ﬁﬁiﬁ t he
protected sof Duaing tiRpexeosten aff the pastctals s 2, pratdctlal i thinjdikiabbes to 20
obtain at Ie?st. oge result variable, - and at |east one portion containing
at | east oPRWCHER Y defeefin andipogrcine bthe pragencetf thepanit §i ng at | east one
chosen portiop of t cg of .t he protected sof re 2ps, this

modi fi cation bei ny IQE&EQ e “Griteris g PRGIYAR t%@t\é@i giwngprednexesutiprect ed
sof tware 2p the GhiraéterdstiRs oF bR P Ao RS rtich | dana
processing system 3 and a.second execut i%'gn pg%?gypgﬁq?%&eéogt&ﬁr%gpiaﬁethe
unit 6 which al sebided|hyiesidmmkifisl pyrtivransf #6, protédted S8Rt work
functionality of at.|east gne chosen al gorithm c processing 30 is executed
by neans of the &8 YeSodhet seutprpigrted spitware 2pavonks aemiually, chosen

al gorithmc pgoc I i i .hat during.the 69 execution of the
pr ot ect ed softvvargg&;g% 15%62’2‘%,0%659%% ¢ SFrepponding tony MBnitorad eecion 2peu,
several distinct chireperistisifl portién bfde Prasétdfsdtfwat 2pGas @bl e at
the unit 6's disposal, v the carrying %ut in ?he _uniip o, B%%iﬁiﬁ%déﬁitﬁé)
functil$hality of detaerrocessigs systemi & ipinfouned ofjitomdior theafihctiwiine wathabl e, Vv

rocessi ng. eyst oReioB Tl BlouRiol SFRlactR if Beiters o 1 g Srotamenaboen
al gorithm c procegsiro@ctes k6fware@paadaifige defined so that during the

execution of the protected software 2p, each Y 10 step, command Vis
executed by tNaturallys in ghecahsenasrofithe unife ot least drrei wgoess by pditiondiFthd, t he

execution f se d executio art 2peu, of a step, - and a
sequence o@éft E%&gfl 8%%’ a%r(;frﬂ%ﬁr?ggﬂf ?r‘)liﬁ‘g'%%ﬁoﬁ‘ﬁ%ﬁgzpt bh ugg thegynit 6 faapetcle

al | owitsy tfhefilkedecsttdctlp of thahat Mot 868 §brise (1IVBSE cxRutcld by, qPEQguci ng:
- the first object Fart 2pos of the pﬁ%t ected so?twai%l %%r,?&ggi%ldfirh?gt

obj ect parons§senthnihg prefeetpd softward dpiinnottdompletely fonasionaf t he pr ot ect ed
software 2p, ghenst ar e.execut.ed accordi t.o the chosen
sequence, 20 F anggrgﬁ%g%gﬁgﬁgg%?&ﬁpwmcf BiPt loPlli’é(‘%?“(‘}PBElaé@IC%F’Pﬂare.Zp,
sai d secortsrodppesaif sphwhre2pecutioni dhgrasteeibtidshad usediprserdaBhpd to the bl ank
unit 60 and ]ée'nrtl the execution of the protectéed software 2p, appears the
second execut %%M%?W%é?%‘“@ﬁ chpraetaristisecarrespendsr foggeariabldyf t he
first rgxeGHidsRRnia u When the principle of
protection by el en‘clistr‘itf g‘%;%%%@?‘?éﬁ% %Ogg‘iarrr%flé(?rghet ¥yond e?%g?% %8r& nci pl e
of pr ot ectprofilebpf tusageonhila dofwari esaiid)rtwbStyE@st of NgHa4BRdtsBils dahiChdP il £ct ed
software 2p,is Hnd'fied: y choosing in the source of the protected
sof t war e Jpdependently qrin porgidation;or i t hri ¢ processi ng whi ch during t he
execution of fhens ; . at. | east.one chosen _
vari abl e, and enablgrggre?{gﬂ%%lt% giosrirq% iﬂ\%cgglt% %5 gag‘%’soﬁ’l?y 6%??%5\ qnd coercipmyng at
| east one ysing; s exemtidaichamcterittid, aagiriablRofah@sarRntng of kéMiae REQRBSS! NI
by nodi_fyi néi aﬁ | east one chosen portion of the source of the protetted
sof tware AEIeHRds nodification being such that: 5 - during the execution
of the protec}ed; t 2p.the fir xecut i part 2pes is_executed in
t he. dat a processinrsigIes@{g Z’%%gmélnglegnssﬁ’o %%@ba{{?'ciﬁ memprize, at lgast anecut ed
in the unit 6, -vadableast mehtrémant beaatd tynamtifyatnd SRS ClaQse

al gorithm c processing is executed by rrean%ﬁaoffyt he secgng?gﬁegg‘?i grri]e part
2peu, functionality of a software, .

e in the detection means 17, the possibility to monitor at least one threshold

30 associated to each variable of measurement,

* and actualization means enabling to update each variable of measurement



| p - . at |east one chosen algorithmc processing is split so that during
the execution of the protected software 2p, said algorithmc processing is
execut ed by neans of the second execution part 2peu, using elenmentary
functions, for at |east one chosen algorithm c processing, elenmentary
commands 15 are integrated to the source of the protected software 2ps, so
that during the execution of the proteé{ed software 2p, each el enentary

command i s executed the, first ecption rt .and triggers in the
unit 6, the execdtRS H@%g&%&o‘?ﬁ&ﬂ@g@m@ e@?e‘%ﬁ%ﬁﬁﬁs ?)?P?‘atg eu, of an
el ementary fuped iy céiktrucigd af ; aentar fbm i's
chosen anong the set cof quﬁﬁ)@)&éﬁ%ﬁﬂ%&ﬁg%l&@%ﬁg@&% gﬁ %jfdﬁt e p(ri%ff.ect ed
sof twar e 2¢etectiondndays p7 anldi thergerciort ineafd 185 theadhatitatparheatgos of t he

protected software 2p, said first object part 2pos being such that during
t he executi onAs? alspehgsentin sheotpupss afdhe wuinerabls softwaresdvsirent ary conmands ar e
execut according to the w.chqsen.sequenc - and second obj.ect part
2pou osd the pfot 'élglte@sg OESﬁWPEﬁ%Ogg?ﬁq'ﬁ‘ﬁwrﬁ e?‘ﬁ@”@f Ideelloﬁ? i € said
second obj ect pakd beRBHitHRH WGing WHAriabRIof rdab®EmuRY, 0ad to, the blank unit 60
and during the execution of the 30 protected software 2p, appears the
second execut ponapleast dpe wvatigblerednaeasiirenitint usédto ghantifptthe yisdgenstt §a0d s

. triggered by the first = ~1 execution part 2pes are executed. \Wen the
principles of pr&msterdifypy tenporal di ssociation and by el enentary
functions are_bo el n e ted f 2Re-1s nmodified: by
- choosing in t he tsagufreggg ? tﬂtggspl)lro!)(feﬁgéﬁhggf t??/vat?lg %@%bq%t gf RSP tep 5
whi ch during t he certespuhdiap toh linticoPisageof &ald ftlivkiliey,2p, carries out the

functionality of an algorithm c processing, by nodifying at |east one
chosen portiof ofnd @t g@@r@éeomﬂ.th@é ﬁfd!mgteeafstbﬁt'vmﬂgl@pf,m@itsilsamentv

| nodi fi cati on bei that . - -at. | .chosen step is split so that
" during the execu{alg%eﬁllﬁgl%(%rﬂ@%fﬁag.e%gr%f@%lgg&@% tware 2p, said step is
executed by nFassote bb thesRAAEDR OEINArO RvPRIther? RRMifiddS 58'ds &) SETRIMIAE Y
functions, - for at |east one chosen step, elenentary conmmands are

i nt egr at edsqusce pkthequrptesteds softiarg 2ps.cthisemodidicatipn beipg sucks ghat,rwringuhe ng t he

executjon of e t reg 2 ch elenentary command is executed
by 1" S5 heStechlfn BBk BioiEod QAW Bu e SRR SRR AL "I T 6, The
execution by eeaRgnafizds"eS@ERABE 6K Qﬁé&sh&&eﬁﬁﬂépe%ﬂﬁig, o@fth@'&sféee@%i&r y
function, - and a sequence of the el enentary conmands i s chosen anong the

set of sequences faRdtioRplify, t he execution of the protected software 2p, and
by producing: 20 - e first object part.2pos. of the protected software 2p,
said first obj'ectanﬁg}tes%8%"‘5’@?‘*1%&%?%??“?HEFS%BWﬁrﬂﬁ“f%e execution of the
protected sof fyamer wbrds! A& i) BERREAIIBNCTTRSHERcRHBoRWaRUE thedfatiabdigtd t O
the chosen sequence, - and the second obj ect gart 2pou of the protected

sof t wvedl 2measuemes iz ypdatpdidapending e theowsage pbsridnfianesionality carslewhendthebj ect

t 2 ' h that ..afiter.upload ta & it d _during t
Pecut s on BFERAL® B BroblR s So@ltl s 13 it Bhie oo Xiiereio oteded 38 par
- 2peu by nme@hgchOfnaké bk Adhhied AeCiRRAL B! Midr tHel GRS pidce Sty SRtdaY 3tdma/dri thSt

execution part 2pes are executed. 30 Wen the principle of protection by
" det ecti on medifydbe prasassingsi ¢aptiedront byl the heceasimgaveas Hoénahting t@ padify

nodi fied: 7 by.chopsi ng at | east one software exegutj,on characteristic
o moni ¢ or the RSP TRS LB Euan ofBE srrigried Rt apy &1 ek e hutEning e
moni t oy£d, theWofeR@ASbitFaR2d B354diA8E criterion to abide by for at |east one
chosen softwdare execution characteristic, 5 by choosing in the source of
t he protect ed FoothermmpleBpstatien efrerfiral prefamredtviadast dnabvodidnentiofahe paadpleone
chosen soft}avare exec%ti ﬁn characteristjc is to be nonitored, .
of protection by detection and coercion using, as characteristic, a variable of
measurement, are defined:
o for at least one variable of measurement, several associated thresholds,
30 ¢ and different coercion means corresponding to each of said thresholds.

Are also chosen, in the source of the vulnerable software 2vs:



by nodi fying at | east one chosen portion of the source of the protected
software 2ps, this nodification being such that during the execution of the
10 protected software 2p, at |east one chosen execution characteristic is
nonitored by neans of the second execution part 2peu, and the fact that a
criterion is not abided by |leads to the data processing system 3 being
informed and/or to a nodification of tHe execution of the pr ot ect ed
software 2p~ 1 S, .and b r.oduci.ng the second object.part 2pou, of the

o ot oot ed oot t waldeS B HRHRIF RS HeRUEEERG P PORaHAnTIR® 45488 Glapleasbt i ng
the detection ne -ang. i i ah] part .
2pou bei ng such't ag@éggﬁgﬁgglﬂggﬁ@g ?ﬁgaaﬁﬁﬁ%mg%rﬁgﬁg&%ﬁe%%é ution
of the prot ectediisahbldarcerggpondinglte differamtdimios 6frrage ehsaidUfuhetivnalities,
characteristic is nonitored and the fact 20 that a criterion is not abided
by | eads to the @t af leashbwes tirerioldy assogiatedie) theyvariable efodeasnent.t o a

nodi figation of the exggution qf th rojected software 2p. For the

i npl ement at i oﬂh%?°“tfﬁee°€ en‘fﬂ?lbqr 1‘6150%?'% ee%‘fsi ‘Sﬁhwﬂaﬁf@& 5100% tﬁrfg’t"h‘Bé]i‘%i on
- using as b Sl Nakl fhidBAS gzgw@t -

execut i on,C%ta %‘%C%fgh%?g?%gtteg\gag{g?{%@sg tglp is&iﬁo I |%egl§g E‘E@‘ @E%tg\gﬁﬁ t%es
- sof twar e esxecutidnaf thdprotertast sofitmace 29 the sédond exautibe psit 2pee vari abl e of
measur enent of the usage of at |east one functionality of a software, by
choosing: 30 * atctnalizss thearibletofomepsurgment depengingtanc thequsage tofagaed 2p
whose usage is |jahl. ahﬁ%,?e nmoni tored using a variabl e of neasurenent, 73
- at |least one variable nmeasurenment used to quantify the usage of said
functijgnal i tys aind BRed inedaccolinteaifRtehtBs BRUréHRE Jfthew 21308 ARleshdldsabl € of

measur ement corresponding to a [imt of usage, of said functionality, 5 -
and at |east bnethewoeuds, slassipally duong dhe kuecution of itheh protestednsadovare 2pnt

dependi ng on t he. of said f ional it d di fyi t t
o’ chosorviat PEARERFRaIE R FasstBihe 1A ¢ Infurm e Bk H st B9ty 4 °°°
modi f i cat | @foikiighthe Sprotectddadoftvilivs i2pOndth® 83L6HE im&halttg%m}&%%e

software 2p, the variable of nmeasurenent is actualized by fmreans 10 of the
second exepratected sofimiar® Bp ratitgsemdilsing ¢aidt functionaljty, e segontl flueshblowill i ty,

and at,J east _qn hr esho rossing is.taken.int count . For the

ol rfent drtiatagy of Fepe) T Meest Mot 3P BeRoREREGred. B sRerier o o of
pr ot ect i oNmBahsOEs 64t iralke aRE chékeh FumdtionglifOineFoctiBHMAOE ehdke!the prétettal | abl e
of neasurenent, the protected software 2p is nodified: 15 by choosing in

t he sour cesoftware:2p preffestived sof tware 2ps, at | east one chosen variabl e of
neasur enent t i ch €. aSSECI d several, threshol ds..corre nding to
different 1|i m??lxgt]% it aegltéeng‘ Flot%héPfau%%%ng n§fe??r§f’,d Vg?ané h%g?%eﬁtt O?Etggt t\?\o

t hr eshol dsprixisigle ofipadedtiontyaietdttior And aoéraioh@isidly, AFhSHCRABIG, a vABablad by

nodi fyi ng at | east one chosen Eo_rti on of the source. of the protected
sof t wadle ~ 2msasurgment aigi defined; rehlling mgans enablingito cgedit algleasteconexsaftwaren of

the functionality monitored by a variable of measurement with at least one additional

usage.

Are also constructed exploitation means implementing, in addition to the

detection means 17, the coercion means 18 and the actualization means, the refilling
25 means.

Is also chosen, in the source of the vulnerable"soﬁwafe 2vs, at least one variable
of measurement used to limit the usage of at least one functionality of the software
and which must be able to be credited with at least one additional usage.

The source of the vulnerable software 2vs is then modified, so as to obtain the

30 source of the protected software 2ps, this modification being such that, during a

phase called of refilling, at least one additional usage of at least one functionality



protected software 2p, the crossings of the various thresholds are taken
into account differently, by neans of the second execution part 2peu. For
the inplenmentation of a second preferred variant enbodi ment of the 25
principle of protection by detection and coercion using as characteristic,
a variabl e of neasurenent, the protectgd software 2p is nodified: by
choosing in the source of the protecte 3 soft war e 2ps, at | east one chosen

variable o f t i tqg linmt the usage a functionality and
vart abl o ol ARAT R Al bt et | Urct onal 1Y
and by nodi f yjsnghraéd beQHuriff e PREE PRI thd ma&uMigg%?dt%qu%Qg such
that during a phase called of refilling, at |east one additional usage of
at 74 | edwsemnnaidblmof insasuirérhent aadfoe yfain déasigortemssocidted ereshald, ablag tof
measur enent, can be cr edi(ged. For the inplenmentation of the principle of

pr ot ect i ortlif)yV dfdeast one Addifianal yeaesias the, comesparding, Bingtienality tn othes words,i | e of
ft . . I.Sq: 1.4 b h i
Sof tvars df Wit dREiRL B4 ks BT il o o Cpdiine) Bfiees BY AR opp” °°

sof t war e URiagonalibyofthe protegeddofiv@astpone feature of execution by which at

| east one chosen profile of usage nust abide, 10 and by nodifying at |east
one chosen poFey e implamgatationrafdhe prinpiplpehpreterden by fetsetien apbcoerdips

nodi fication bein h urino.the execut i f the .protecte

Cof tv o 25na ik BBt Elielc? brorflb ok RS A I dfBeys eitpribhES ERpEEx
feat ures ofor 628 préfile Bf usape, dthéust SRS RARIME BF soTvapd edddBeigl.i nci pl e of
protection by detection and coercion 15 using as feature of execution to

abi de I8y, t heAmpalse chgsay, infthe sparesafdhe vomerblei softwgre 2¥se prot ect ed software

.2p is nodifi e'g: Fwdifziﬁg gt | east one chosen portion of the source of
t he protected®sof &S potile ohysage 1o, MOWIR.ng the el ementary functions into

| NStructions, ¢20and BYleadt @k M JrliReGlMRINBYY iWaﬁ"l‘%ﬁ%ﬁ@dﬁ%sc@@r&ﬂe%ﬁﬁ | east
some of the instructions during their execution 1 n the uni , - and by
transf orm ng t heusdgemsust abideconmmands i nto instructi ons conmands
corresponding, o the ingtructions used. en fhe principle of protection by
renaning is iﬁb‘F SPiHft 8 ?het neyp é@?‘@‘ﬁ‘r‘? v§ ithethmedificd; 50 Ayl ebtaim thepy
choosiig iddubdiCoSiidr fedl SOBWAF t ;ﬁ\eﬁﬁ ' rd C nds,
by m)dli fying atol gigslfrstoeﬁg c%osen&%gf’tt?l%nﬁlg? t e&sgﬂlﬁ%es%ﬁ a‘%ﬁe&‘%&&t&gﬁd
sof t war e Zgxecitjorr efthripngtectad softetare 2 fthe berond oxsention pygyepewgbidesbpals, so
30 as to ¢ n%al tpe idenéitx of the correspondi n% dependent functions,
and by pr ddfERAYN featpres. ok gReCitigns (5’6‘1’“’“50‘1’0‘6‘% ¢ P8 S iielk menifers the: way

sof tware 2pe @b feké&ttioﬂgéa?f:tz BRNiE SRO%e %&%aﬁ%?orh{‘a{eﬁé{&'r#jgcésﬁﬁ
execution of the protecte sowaare 2p, the triggering commands w R
renamed orsystem 3randéoremotlify, thS functiodirighef gecpotéctedj softwapap, dpdie afset he

prot ected spft e 2 tai ning the .ex i.tation nmeans al so inplenmenting

t he rgaﬂtoﬂv ﬁte\r%g!fﬁ?%&gé}ﬁfeooryfég%’@“dﬁflg*:@“@éﬁy'2pou bei ng such that, after
upl oad to thepifint tfe SRAuGH e PhSieo¢8 SURWAR 291 - tipare 2p,
the identity of t%e depe%dent fatﬁct ieons \/\/nogdea @kg%tﬁﬁﬁ%ggé’elﬁﬂby t he

10 first ethepuesence ¢fthe ulibés i s restored by neans of the second execution

part 2peu, and the_ depen t functions are executed by neans of the second
execution par? 2@&don @ﬁgﬁﬁ@ f‘??‘BF%?@f]P’&?WBH“B?aﬁ themogifiedportiors of thaci pl e
of protection by } Qngl?w : I ified. by
choosing, in thep g(gg?g% 0 %‘?i?l'g{rg%gfcategg)yz%ﬁ &m‘gpgieég)ghg%n%ggﬁsetp%%gég
triggexs ng conmmanrdftwaieh2pewarke domirtitly, santabyaidgioteited Foftwateapt wek@ chosen
portion of the source of the protected software 2ps by replacing at |east
the renamed ordemoBENAle chosen triggering command with renaned order, with

anot her renaned qrde Q.tri ring a dependent function of the sane
famly. When the af)‘g it I%arsé ot R3fise 8?8‘%"_&‘?@9 °g?)ﬁ85“[°i“é1% arfﬁsﬁtsié‘ﬂ%v%re _-%P

i npl enent ed, the jphet ﬁﬁﬂ&ﬂb?,%&‘@faepr%ﬁedsﬁlg'@%ﬁi 3% infotnedl 6198 hildor tH2 t he
source of the protected software 2ps, at least one conditional branch
carried out in atfuhdmsingekthelpostion af terprotented spitware2y isgnodified,lyy thaxdi f yi ng
at | east one chosgn or,ti.onﬁ)?f t he sourc% of the protected software 2ps,

this i fi cati odNHBiNGHORNE T heprotggiadigimar2nitdidifish of the protected
software 2p, tijg &&ﬁf 8f 'd[t‘f‘er%ﬂt fé&tulr?saﬁf e?&ﬁ&i&gggﬁ Be ?c%ﬂgﬂéﬂegﬂﬁ%e gorranch IS

execut ed, by neans o € second executl on par




30 and by producing: the first object part 2pos of the protected software
2p, said first object 76 part 2pos being such that during the execution
of the protected software 2p, the functionality of at |east one chosen
conditional branch is executed in the unit 6, - and the second object part
2pou of the protected software 2p, saig 5 second object part 2pou being

such that, after upload to the unit 6 thd duri ng the execution of the

prot ect ed . t 0 Ut | rt 2pey by ans of
Wi ch the POARE bR MBryORRE Bf Bl Ao SE VI ABRT b Ak itah 4 Bither b ThE

execut ed. iﬁ@ﬁit&ifiﬁgbéff’fﬁé exeAtieh Eiiifg for R 1RkEsHegArUTIRGindRAdtioat. t he principle
of protection 10 by conditional branch, the protected software 2p is

modi fi ed:  byFohthesinplgmeéntationeofsheipirciple ofligotectidreby detestodtt amk evepgion at

| east one series of crz)gsen condi th,on | branches, l&g nodi fyi ng at .| east one
chosen por ¥ afeatyre of sxpqutioito @ ’éleg’ryotﬂéecfl@ﬂlt%%‘f% the exgeutiqnghaining

nodi fi cat i L t: ¥ e ution of the 15 protected
softyva_(rxﬁzl Zg)?apﬁgﬁ%\?ghig{lloﬂ}%r%%h%,%é%e?fﬁgg. | east one chosen series of
condi tional bsangh@sstiustiesaet) Wdse MytrdBRMS aff lidbketoSReROB BEME uft @ar t
2peu, in the unit 6, and by producing: - the first object part 2pos of the
prot ect ed sof pwareseRpf isdiugtions eammdscior Zgidpimstructions sbizisaig instrictionat
during the execution of, the.grotected softwale the functionaljty of at

| east one chosen‘:g@m"‘é@s afe B@ﬂﬁlitt? 5885?0@%%&&@?@&8%8&&%@#% Shg_i‘ﬁnit 6,

- and the second .@Bjigiph &aééchmi@ingu%ﬁ&w&&ﬁmﬂdssmw@aéta%ﬂocdeééigg second
obj ect part 2pou being such that, after upload to the unit 6 and 25~ duri ng
t he exHrution of sydtempBotreggessd irs dhe wenie 62 pthe agnzention tdfethee comespendingt i on
part 2peu by means of .which the overall functionality of at |east one
chosen series of R8P honal branches is executed. Naturally, the
principles of jpr ] L inkQot I i e ' i irectly
during the de\7el %%g%?tgg}ﬁg&%%hso? fEWgrdeé?ev(\:n!tt agl%é 9%&‘3? io??efﬁxgﬁ%cftl%gg 30
carrying out of idotenstedmaspndtotheckpectpd engs of software. In this way, the

creation stage SZi _and the nodification staq_e S22 can be carried out
conconi tantly®so agd qogreiony meapt 48 sngbling: {q {n ?lﬁ'é.ﬂEFr drtadreeessweuptem 3p.

Duri ngy4 he subsequent Brabaf ' eRURaBA%TE Sotwhid bheh HR5 EnathiGl Sorthe! a5t
anot her principle oft protection I's used Iin conplenent to the prFinciple of
protection by varnshictipnsaddesnot érerespaat odhe expegedsdd. of t he protected
software 2p, and possibly after 5 the nodification stage S22, a stage
called "cus%ﬁiagsﬁt‘ioé}ﬁmg"tt%flﬁx%?ﬁanopéﬁ%ag’srﬂné‘%@g %Gr“inﬁ tnlso exgsttsntheat i on
stage S23, ; PO RistbtidtR sht, ROLxdRABSH BE Yai bfibiheidle i tation
means i s ub‘#ggﬁﬁto at h'F)eastl or?et’t%;lfgnk uni t 60%1&\%&?‘?11 ﬂt?ﬂ{ehq? ntent %ﬁaof

obt ai ni ng by tHessxstutomeinithe dats progessingpsysteno3 of the isstmictidnsodynanéndsart 2pou

possi b containing the exploitation ans is | oaded to at | east one
pre- cué om zegS L#‘ﬁot dB‘BG,en’ldfp }Xﬁ? oY ‘?ﬂﬁ?ﬂf’?’lﬁﬁag sHtE A ﬁ‘@“’ At lpashQoegne
uni t 6. Theigdntiddi RdoaineNhichhRTbe 3éidRa! Bf it PafD 2R GhichoERKe
operational Tat Teast one unit 6. It should be observed that part of said
i nf or mat i onhainmgefat kastfone pedt of theansinictioBs isite bamionitoreelct | y accessi bl e

out side said it 6. The trapsf of . the_custom zatjon informajion to a
D'k ani t 60 10 seviseotahs VBIeEBl Hivate 8Y8 o5 cenditl 546 1 RPBH fican
adapted 15 el | oAWAEETnd. ShiN 656 BRRn! B ﬁ'
descripti orsl&#ﬁé gg:tjre fgé(}..amlan t he &ngé ol a ur#l'oa? él,&(l:ﬁ n%%clht?cg%tégaﬁﬁ gnechi p
card 72%indekécutivrafidre Botetted sofiwhwer@pzat i on concerns only the chip card 7.
For the inplenentation of the protection phase P, various technical neans
are descri bed *northe seeqndsexspution patt Apedrexesutes ghieast theofunoionaligoofi e and
150.

chosen algorithmic processing,
¢ the chosen algorithmic processing is split into instructions,
e the chaining by which at least some of the instructions must abide during
30 their execution in the unit 6 is specified,

o and the first execution part 2pes of the protected software 2p executes



20 Figure 110 illustrates an enbodi ment of a system 25 enabling to

i npl ement the construction stage S12 which takes into account the
definitions intervened during the definitions stage S11 and during which
are constructed the transfer nmeans 12, 13 and possibly, the exploitation
means intended for the unit 6. Such a. sgstenIZS i ncludes a program

devel opnent unit or workstation which s classically the formof a 25

t h h
eyboar d- moue, - ARATHBHCHTRARs i BEE e RRGBa o B ngistons e 111 e

editors, assembl gy 6.pPr eprocessors, conpi I ers interpretors, debuggers and
i nk ed| tors. Figure 120 illustrates an enbodl ment of a pre-custom zation
unit 30 enabl iDuyirtgthe prevatiomof the psdtectad pafiwart2p, prossesddety thRasHhciple,and/ or
the exploitations means to at |east 30 one blank unit 60 with the intention
of obt ai ni r‘ilbel%Feiﬁ“éee BeymitSed unit 66. Said pre custom zation unit 30

i | ud di 31 | I 1y
or e custon ge o o B hi BuRRERE i SRR onP A 1P %ﬁfl@?fﬁﬁ?@e@ ohthe 66 to
which the tr ansf G[‘Sroﬁ@l@ﬂ SoftwarNEP, UxebiitBd %%@hﬁl@k'c@ﬂé 30% R eﬁﬁplg&‘éﬂ

upl oaded. The precustom zation unit 30 can al so i ncl'ude physica
custoni zati on neams, $id viodified poktéoms ofithe pioGectedisofiwareyf worki iivmhiaaltg sohave
e mhere the unit 6 5 is constituted by a

the formof a prlt[lter I n thg ﬁI@
chip card 7 and it spidpyatected spiiwars 2p wads seminallyon general Iy concerns only

enabl i ng Lo carryaar ipseani oA FRRESA GEMMATR 08 prlndt TSR o o

protect@d sof twarzp arecmedamtmrmﬁes d6¢4 N RREPRNAES HR bxpSEted ofle, S BHT 35
i ncludes a program devel opment_ unit or 10 workstation which has classically

the formof a corfFaessing SYemM Y isgniormpd of it andfar, the functioning oféhe portioal s such
as keyboard- NDUSe,¢ I n rs, grans:

" file editors, asse erc%%g@%%ogéggoggo%ﬂ I g?gt ntlflg‘wﬁ?“&%rog Ii‘e
debuggers and | i nisoclell 96fwarki2gUis gnobidfled.| | ust rat es an enbodi nent of a
system 40 enabling to create directly 15 a protected software 2p or to

nodi fy a vul ndiigwree 74 oflushiptes 2an \gxemplen of ﬁnnlﬂmbmntlm afbthei mnnglpk: mfot ect ed

ot ket b1 ORTUHER  SHE R o PR 5, Y AR L PR GREPR TG iR v

syst em uni monitofing @€ the mcutwaeaslﬁhﬁn@ och a&&akﬂﬁé%[-ﬁhﬂﬁé‘ﬁf&tmé‘ﬁ%s' ifthddi ng,
anong ot hers, the follow n&g prograns: fi I e editors, assenblers,
¢

pre- proces%ﬁesw hexrg Hsi exppcte W‘@P&Fse%béﬁi%d Y20 debuggers and link editors, as
wel | ‘as tool s gRpagki cﬁ@oﬂ‘ﬁifgaggﬁ“ﬁ?r’ t%{é?a e&'é(‘fg&ﬁxgn%gg.lpf,remﬁ{c% gtge gghomate

sof tware protection. I gure es an e

cust omi zat iposeessing sybtenedadetutgs tstrugtiasdottirande Ol digims in MRNnitdP@e t 0 at
| east g@e bl ank unit 60 with the intention of obtaining at | east one unit 6

or to thl oStecutigs of thy msiuctions dnbrlenging to Heripstoyeons-ged. Bts%lﬂsb’a%t!OMne
pre-custo e t ; nit 6.
Sai d cust (Trsngtzgtttlégér% Sgﬁl?tdﬁé{ﬂé]ﬂsgﬁai rg%rg%l:'li %%Hegﬁlga}% i d“ﬁ&m&B bl ing
to electri ¢ inytmctmncnndzaaparabndbemgtto meaf;btlﬁrdxlseméd clﬁﬁkuﬁg fad the @asdutidne

pr e- cust om %g}ﬁ unit G5, sq as to obtain at |east one unit 6. At the close
of this cuf lﬁﬁﬂcé‘ﬁns énEIH?FX%“IP fcthe dsiructiensicamanands (drara sepsessated byo t he

execution tion unjt 45 can
al so incl ugfe p%m ca t(t)erﬁnpéz}%il f%&%%g&?}é%or a% P‘I%lrggtfongﬁ% oy bt whi ch
can f025| n$ianTie eh@uﬁoh He therumitod, 6f fHel insBlctiohN, tdiPesChSre¥hlE aCarl H3i 79

6 is' constituted (I?)#)S/ a chip card 7 and its reader 8, the custom zation
general | y eXeuheBr ofs theningtrustionc hirp gives dthe . regule bp The dipstrentiopr iaaesws axscor di ng

can be pl anReai S8t AT B ELOESusthichob E anRip o F RS R B G s

bet ween whiggdaltics di vi ded out the second object part 2pou of the protected
software 2p so that their joint use enables to execute the protected

sof tware 2p, tFakimghskmaeouht that saidshaining qﬁﬂlshisﬂuqlromsesedm@i Ante MBI® | zi ng
units eventing the ysage of . the protected soaijwareZ In the sane
way, aftfer P‘FIESP%F' §‘F&%‘P‘i“é‘?q BRe> ¢ regultssina normalior I‘?IQ“@&E%“GHP@BE o thest age

Si 3,, the ﬁh«n&ﬁ éﬁﬁ%égﬁond obj ect part 2pou necessary to transformthe
pre- custo uni fo aunit 6 can be contained in a processing and
menori zi ng unlt used by the custom zation unit 45 so as to limt the access
to said part of the second object part 2pou. Naturally, said 15 part of the
second obj ect part 2pou can be divided out between several processing and
menorizing units so that said part of the second object part 2pou is
accessible only during the joint use of said proceSS|ng and nenori zi ng
units.




80 . CLAIMS 1' -~. Process to protect, using at |east one blank unit (60)
i ncluding at | east nenorization neans (15), a w nerable software (2v)
agai nst its unauthorized usage, 5 said W nerable software (2v) working on a

data processing system (3), said protection process conprising: -~ during a
protection phase (P): creating a prot%:/t ed software (2p): - by choosing in
the source of the w nerable software ( 10 D at | east one variable

whi ch, duri-ng ut of t sof war e artially

defines the ngﬁge ?ﬁqﬁﬁétﬁd@ﬁ &, r%ﬂl en?)ef? Aoy, Pféﬁg %‘E‘téﬁ’lﬁl ﬂé at

| east one gloeston Balderblién aky c@ér@t@HQisﬂ% %s %xﬁ%f%&eédﬁ%n% ab B;Sﬁ Rof tware
y

(2ps) fromthe source of the vul nerable software (2vs), by no I'ng at
| east one @n@%@mgld the rexpeHions chaining ofint keastf orietymrivof the rintthuetiond, el ( 2VS) ,

this nodifi cat I hat. durin e execution of the protected
software (9 tﬁ%‘é@% %Hé’ﬁﬁlﬂﬁgéﬁ“@a?t?“g‘fﬂt W-or at |east one copy of chosen
vari ablg resi tdae i - forrre into a
uni t (~5a_ 20 _ﬂgﬁorﬂﬁlg %r gﬁ%%?%rgli% tttlle(r g’? iyeéé&l : lhﬁl ? se?‘g uftmtnhg g?eot ected

sof t war e (iapt)uotmmst il Koigkcandf,.of Brovisvet, ahé e;elecaatﬁ wdiﬁng dPmbodiffAiwl, first
obj ect part (2pos) bei nghsuch t hat during the execution of the protiected

sof twar e (Pp)replassmsat of dhe jinstuciqm dy it atﬂﬁtﬂ(czlpesl In, WHIithat the chaiming ed i n

the data p, S m.( 3) d e._at rtion,takes into 25
account th%?'& gl? %xg%g?&/% F‘é{r Fﬁbafngqbﬁ’mg BHe tlog ?&B?/ r@%“?f&?‘t Lneyes 84 des in
the unit (Gultx, #6)dhelsrhe gsalt WeATRe eiaaﬁnﬁoﬁ loif tHELInstREHOR I C HWS e PR RSt €d
software (2p) is executed: in the presence of the unit (6), each tinme a

porti o ofla tedunngsthe @X@cmonmf theainstraction (n&pﬁ@)detwpos wans 17 dsfevigthat

vari abl e Of e 8 ctﬁ{)é |ablte residi nt% n the %ﬂ 913 so that said
portion is &xXet 8nédr Og {110Y COHESRORG,: © 8rf§8%ﬁ5 fstructiqneto geperate daeect ed
sof tware (ggilt h us6PIPbSIrBNY of ﬂl@(iﬁdtﬁﬁ:ﬁlon 1..+§‘nﬂ1e' cﬂeté ?ﬁn ARRDGS iford N d’m' t

(6), in spite of the request by a portion of I rst execution part

{2pes) to ths @oercmmemtsel%whwhamﬁoacomamngm nhe rfmmtuinmg ofrthé bBtructidn (~, not
being able to fgéi’éth sai st correctly; hat Eilt 5 sai d '
portion is™#of® t &G°¢F ‘PPe Hﬁu‘tt‘r?é‘t‘“”c%ﬁesse SR 't ci‘l

sof t warse (@Bkrent tiat c. q%fﬁtﬂt&etﬂ'thétaet:amabfﬂ% insfRIRORSS, 99@5‘%&& L9 C' ai m
1, conprisin ~ during the protection phase (P): nodi"fyi ng t he protected
sof t war e (@ﬂ%fen&@rom tiye Gmhsil rtj the, insteuctionrig.eit df cldae thatotheatadt spthierar e

(2ps): r at t one aIl %I t%O cessing which during the execution of
the prot ec’fl% flt"tibé?aé‘?g%g’ EL MO &ast one chosen variabl e, and enabl es
to obtain at hﬂ@:ﬁﬁclpﬂﬁtﬂeewchtlbiﬁﬁhzﬁﬁir%’ ofofhd u?étrdcﬁ@t?st e}&':@ HQBtthc? 'ﬁnﬁqpt ai ni ng

at | east one chosen algorithmc rocessing, - by nodi y| ng at least one
chosen pord4aes nloéfcotfh%m@dl}@dbe GKPQCFQA pn@taemoéd‘lcamm ofithe {ubpEdning lof she
- nodi figatign that xecution of the protected
softwazr%z1 (BB fﬁég?‘w?%e pe?é’é‘cth?’ic Bgf’b {%fes) is executed in the data
processing systgaaes(‘ﬁsaﬁ&wmsaaﬁ:%qﬂsfc%a%wau%a&n&zeﬁﬂkeﬂ Fp?fﬁt;t't ed in
the unit (6) which also includes processing neans (1~
f unct i onal Pretecen hy detegtien ené Céﬁsmnu%m@@ﬁlf@&hmecpfmxgw@m tn glblda ey dlout ed by
means of t e ond ut| on_pa ) 5 ~ at ast ,one chosen
- al gorlthmljg’g%l?oc &5 né xeg'f)ﬁlo é%‘"‘frté(# r‘z?ﬁé ?‘H’ep@‘g ufheo frsgpetions.
protected Aétfdrdtﬁ%@o (P preféerpReddrianhYs SRR dafmgdaﬁu&mwhsa%%%ds%n?@r t
(2peu),_ several distinct steps, narrely 0 the placing of at |east one
vari aSe altlstt'lkt‘élouﬁwor'& oyiths regisers pad, use attieascam ppergnd withi the tiltentior bf (~, of
t he functi ogla he 30 algorithmc processing on at |east said
vari abl e; 'Hﬁ‘gé& the placing of at |east one result variable at
the 82 dat aAB rtﬁﬁﬁﬁéd‘% Tipur€ M dbe AefhaP Fordt 103t (sBfeUSY fhe (BltrudiBhs at
| east one chosen al gorithmc processing, steps coman 3
working with registers, a part PF defining the functionality of the instruction and a

part PE defining the expected chaining for the execution of the instructions. The part
30  PF corresponds to the operation code known by the Man of art. The part PE defining

the expected chaining, includes bits fields corresponding to:



are defined so that during the execution of.the protected software (2p),
each step command is executed by the first execution part 5 (2pes) and
triggers in the unit (6), the execution by neans of the second execution
part (2peu), of a step, and a sequence of the steps comrands is chosen
anong the set of sequences all ow ng th& execution of the protected software
(2p), - and by producing: 10 n the fir obj ect part (2pos) of the
protected sof {warge: Sai j . obj t (2pos) being such that
during the ex‘ecu?lﬁ(l)ér?%g 1catt%glﬁ%}%{)£@%é%&tu§fi{)%ﬁ% (2p), the steps conmands are
executed accosdi ped ¥&@ &H@o?&@&?ll OTRR! GREB ctich) Yifh B9 £oheclo R)a{a 4 (2pou)
of the protected software (2p), 15 said second objec art (2pou ei ng
such that, after Kupimbea of ope¢rhmdsodfaikinstructiq50) and during t he execution of
the protected software gtze{fca appears the second execution part réZpeu) by
means of which the &iflagd F&geméwaﬁyg fhether prsrot dis eppropratp 4o verifytes) ar e

executed, and uplo : Hg : obj ect part (2pou) to the blank unit
(60), \?vith t he 20 |%ﬁ n |fgtﬁ§%¢§%§{g’i ning the unit (b), ~ and during the

usage phase (Ln: —i nghd@n BkSRA [ Pz‘@&m : p
command contained in a por ionqg?&{ﬁrﬁgh??ﬁg%dggﬂ%outﬁgo part’-htdg%é@fﬁltlererposes
it, executing the cexpestgsiodeitity of thepnstmudtion whnich hqs-genematediths canéris porti on
i s executed correctll%/FhZS agg that, consequently, the protected software
(2p) is conpletely faf-oR *, and in the absence of the unit (6), in
spite of the naeh j i i 2pe to
‘trigger the eéggluti o%ea%){?%agmgf Z!p‘)’q?ﬁ t tltéﬁﬁ?]ﬁgét{ngcﬁ%ﬁgy%g{gheg@g lfnégﬁ%&} ul fill
sai d rl@quebe powessing inganss16, tehctt registdremdng sandl Rgrwitton vas/inofro@xeved
correctly and that, c _se%utgatl t he protected software (2p) is 30 not
conpl et el Fareach fegisigr Rigare defig @@ﬁﬁ'@éﬂtﬁ“ﬁﬁy’t o claim1, conprising: 83
-'l during thg p I On : iNNg.e-.a set qf el enentary
functi ons vvhoge Eelﬁ{leﬁ(%;r?!tn glr f;}élp f}?lg‘i’ i(kgévsvna%{lﬂeﬂggﬁgf%a éegﬁl})ggﬁtet&ft?rﬁ tﬁ‘he uni t
(6) which al so i rshlid€thepxeadini dfghdriiatiactiohs), 5 ' - and a set of

el ementary commands for said set of elenentary functions, said elenentary
commands bei nty | ARhp gencgatsd idsptifigation fieldtGRG abling tognenonze thy ddetity 3) and

to triygger the e ti [t it f.the ele ta .unctj ons,
const rlgcti ng exp?gﬁéa#ﬂg%ﬁét%ga‘ﬂﬁcgglg%ﬁg ﬁgngg t?‘% SPUFYP %@h"ﬁ%‘ﬁéﬁ%ﬁﬁ(ﬁ] (60)
10 into the unit OF;. Sdill geherated édantifichtien ﬁﬂh@mtiﬁﬁwoﬁﬁﬂﬁlgﬂlbﬂa&ﬁ wigh d set;
t he execution of said el enent ar,ésfuncti ons being triggered by the execution

in the data procB€sFomenss of dhe ddontificatian dieldohithe instretions CII el hasig t he
protected softwa e . i I Nyt [ f-the pr ed
software (2ps): %gneggtg%t ee%@%(mgﬁgﬁg dg%?f't a?ﬁpgen%?ag%(g@gﬁ%ca\%? g‘ﬁp‘%ﬁﬁ;}‘lg t he
execution of theispueitheracedssitil; marmodifiahle byaasg ofithe iagtaictioneand R%R1

vari ahle, and enables to obtain at | east one result variable, D and at

| east “Bne por ti oHSYIIRE therfletrgtiar megas170ne chosen al gorithnic processing, 20

- by nodi fyi ng,ahe ifaSk M%‘E&SP&{ i . he r f t pr ot ect ed
sof twar e (2ps?,l'ﬁ%l%i S mg‘?@catl on Dbel r?g}gl’ g’&é’ﬁ&f‘&é}[ ‘:“38‘%013?‘?’%3 %“Egoré’)? ution
of the praipecinddck theffollewing(oppratiohe first execution part (2pes) is executed

in the data processing sgstem (3). and a second execution part (2peu) is
executed in the theflagheld$dgssead, east the functionality of at |east one

h | it hm I i ted b th - ti
part (o). bt MG R FuslET I i bedfFd iBuBhicaon S P 887 ot "
duri n@st he exec utﬂeogbn@fatédlﬂetﬁiﬁﬁaﬁ?ﬁ eRIBCIGYVBdrfeshSiing thée}tkﬁé(}gjséé1 ,c 30

processing i s executed by nmeans of the second ekxecution p peu); using
el ement ary f unct theneperanddsareboftoreadt | east one chosen al gorithm c

processing, elenmentary.co nds gre integrated to the source of the
protected softwaf ‘(‘12%15“?',0 W%&e]éﬁlﬁlﬁgal‘ig@x@&bﬁ?@ﬁ, of the protected
software (2p), - . I&@gﬁ:a md' ecuted,by the first
execution parf 5a gglgst}lgan Y 5%535@ ’i ngt%‘g&&ﬁﬁt&gﬁs, l?hc n ‘ércfhai%othe by

neans of the Seceﬁébu@mﬁ@hiihmgdf&héhx@ﬁ‘ﬁ@tiﬁnsi@ﬁot%liid@ﬂ%?’?nt ary function, and a
sequence of the elenentary commands i s chosen anong the set of sequences

al | owi3fg t he Eheegoercion roeansHS enableciotmaddifin thewasudt ¢fAB% instrdictiomnwhdnythe
pr oduci ng: the first | ec art. (2p of the protected software (2p),
said firstd% %‘it‘é’&mﬁ%ﬂst"(() d&%"fg\ﬁfiﬁbé‘&?gﬁnﬂﬂﬁfucaa?ﬁ ¢hpining ngtakided By Af t he

protected software (2p), the elenentary commands are executed according to
t he chosen sequence, . 15 ~ and a second object part (2pou) of the
protected software (2p) containing the exploitation neans, said second

obj ect part (2pou) being such that, after upload to the blank unit (60) and
during the execution of the protected software (2p), appears the second
execution part (2peu) by neans of which the el enentary functions 20 '

~ o N N L




in the presence of the unit (~ and each tinme an el enentary command 25
contained in a portion of the first execution part (2pes) inposes it,
executing the corresponding elenmentary finction in the unit (6), so that
said portion is executed correctly and that; consequently, the protected
software (2p) is conpletely finctional,g and in the absence of the unit (-,
in spite of the request by a portion of the 30 first execution part (2pes),
to triggerpd YR : fl il Gt ks j not
being abl e t e et hggiiltg'fsr%mé;dsts Gigg?ﬁlgbc{?%ffg o AhliBpdifart P of Be 1O
portion i sinstaiction ecmérsly axecuted bt the fintbtiohal part®IN 6 £aibeSYUeHt inkthgctRHOL ect ed
software (2p),is not conpletely functional. 4 - Process according to claim
2, conpri si ngAccordigg toanather advyitegeons shaspeiersticpf thesinveisfonnthegrotectiors et of
el enentary, t i wh .eentary functions are . Ji.able to he executed
in the unilfruf%g ,ahg‘péﬁ §ﬁ3§}§?’h§¥ aePrérf%Pl Caty Py ’Frd‘éa“IFSﬁ’ys §rehagung pra

el enentsar Yde%&gﬁfoh%%hi&ﬂis@aﬁleﬁmﬂhﬁ%l/ati%ﬁmﬁﬂlses%'tB@5' lable to be executed
in the data 10 processing system (3) and to trigger the execution in'the
unit (6), of Fdrdhelmplementation aftht punsiplecafimotectidn bygreaxping] iretdefinedyeans

enabling the unit é~é§réo eéecu e the elenentary functions of said set, the
“execution of %ai ¥ se) eheeRendontsiypctions, whegs Aependenyfupeipnsare liablextechst i on i n

" the data process%muéu’s%gpr%e%ﬁ% °E§{%%§°ﬁ&%m{ig{l?§’gﬁs ! lesg}e \?9\”&635‘1' fying

the protected software osing 1n ected
software (2ps), péssibdpasd tramsfersdatpbettvieed tiidldatd BrobiRin®Xe§stdin P An®thel 116t

prot ect ed softwaxe (2p), carries out the functionality of an algorithmc

procedd ng, 20 -Sispidsshipf Jenspdent fynctiops eancbecfinitecor infimitd, on of t he source of

' “the protected, so : this i fi i on, bei.ng such that: at |east
one- chosen- st ep %é%ﬁ%%g@g %°é{’m8{54£}) ﬂoé 5 @2&?? @GFFLB%UB?SWSWQ HHegeng ed
software (2p), sedrfimahdibéife HXEI64S 86 cRYCUTRPRSHE atalRoSRGRPIyRIR G PN Part

(2peu), using elenentary functions, 25 ~ for at |east one c?‘llosen st ep,

el ement ary conmatedsiggerdnithn et 6itthelexasutipe of curesporsling dapepdent fintctidnss of t war e
(2ps), so that dﬁori n@1 he execution,of t{\(@ grot ected software (2p), each
el enentary conmmattd é%ﬂ?@ﬁowamea‘ﬂ) T CURELRTBAH 2EPY R PRELY Behd
triggass in the fbrination &ABnAKGLCYY @B Xt @ﬁ&!ﬁﬁoﬁfpawgpésqunlﬂe%gcwcu“ on
part (2peu), of an elenentary function, and a sequence of the el enentary

commands i s chosetecuiiempartiipeu, 86 asdp tiggerethaaxeasionl dhthiengrickporaicgs ut i on

of the protected,saf r 2P) ~ .- and.by. produci ng. the first object part
(2pos) of the pr%?peegftléler\g fg%%{o\ll\l/aﬁéd (’?gef,haé’i’igotﬁ? ?qrg} Atpst ope prgpmenoph <)
bei ng such that ghdntigEbringomt@aidii on of the protected software (2p), the

el enentary commands are executed according to the chosen sequence, r and
the second obt ect 1pethed (@hsenaming tafether ordetst desigmetlt wabe 2d) dudinp the

contai,gi ng the expl.gitatio an id second object part 10 (2pou) being
such tThat, after"\g’Sﬁ%}% O?oor}ttﬁg ‘ﬂ’i‘?etrast(alg)soiwdmﬂ ¥i fig ﬁégﬁtglg‘(’:tﬂ‘?l?}wgopthe
protected softwafepatéfhe orIBRAR a8 tb BBLaBLERIFEHEXSSitthh@} WA fenbMBE Yiaely Means
of which the elenentary functions triggered by the first execution part

(Zpes) are execuenwadling taeencgiirtheiflentiey afdheeorpispemsling dgpendént functivhe pr esence
of the unit (- and ea%)h. tinme a eéemsnagri) (of0) nd contained in a portion
of the first exej%‘lﬁfes nﬁ'ﬁr'f‘ezln_f;}gs esiERsO R eiuped w e oty dpne thsrusaghondi ng
el ementary functpefie aid ehgblingitd rdskore tlfé’initm&&?'ffbn? ﬁ{etrbﬁ)z{hzcj:zcggrﬂéte c4'hed

correctly and that, consequently, the protected software I'$ conpletely
functi2énal , 20 tomdstore thadepdnslentcfanctiont toeexemite. (~, in spite of the request

by a portion of Lthe first execution parf _(2pes), to trigger, the execution
- of an el errent]g?ry&"FLfﬁmlF‘Bﬁmia on r?i tﬁchip?m(:lgle R tpr%‘@?tﬁﬁl Y renanyng, pej 4180 saj d
request cQihSiaidied [thddn &t | ¢ BAhdLAR 4 b ed. correctly
and that, gonsequeﬁt 3?, thne Sﬂgtggéébelgﬂs%‘tmr e&?fp?lalﬂlg not g@%r‘%%ﬁqg{“éﬁy

f unct i onalmer@érifationnears 1S adquockssigg inteadk 46 A3 ainitds ifSIBMEASIgE Teast dUT | NY

the protection phase (P): defining: - at |east one software execution
char act er itB¢ Festoringgpeansi29. pe nonitored at least in part in the unit (6), 30

- at I3%ast OnForCMet ﬁﬁﬂlgﬁeﬁﬁti&? ioqqhg )i)r}cn%fplgtof Ipero SeEtioOnngy Srgtfla;[m\,\l%rg,e ar%xa (s:g tion

chosen, in the source of the vulnerable software 2vs:




characteristic, - detection neans (17) to inplenment in the unit (6) and
enabling to detect that at |east one software execution characteristic does
not abi de by at |east one associated criterion, - and coercion neans (18)
to inplenent in the unit (6) and enabling to 5 informthe data processing
system (3) and/or nodify the execution,pf a software, when at |east one
criterion is not abided by, constructing the exploitation neans enabling
the unit (6), 4t0 j ot ' ercion
moans (18) | and moaon e Ranic e i asiR i IR Ui apGland 3a 1l
choosi ng at | easttleast opefdsuby e execution characteristic to nonitor, anong
the software execution characteristics |liable to be nonitored, - by
choosi ng at | 8asendié least touei pstion ofbthgesayyeer of the vilaersbleosaftwdre siys,

sof tware executiqn characterjsti - ¢hoosing in the source of the

pr ot ect ed soft\Na?%nt%]fg?s%ifttleealsee%nc?‘g??%igoqtgﬁﬂﬂ’r(?ﬂ%ss'f“gr_ whi ch at |east one
chosen ssof t waTRe §R64'bF e AAAE 86frovhicC2vsSis HRnDRodBRE L L £%o abtdlX PRI f Vi ng
at | east one chosen portion of the source of the protected software (2ps),
this nodi fsouate afrthdprotagtesisofiwiatealpsdThisngodifieatiemds sichabatpdmbrdpeothést ect ed

software (2p), at |l east one chosen execution 20 characteristic is nonitored
by means of the SBGRthesxeeutiong theprotectedaseftwaradn, ehlsastane portion of the i t er i on

i s not abided by essl tem (3) being infqrnmed
and/or to a nodi ]ﬁlksgg ?%‘Erﬁl%g%)gﬁﬁg%é%}géﬁfsoﬁégﬂgq ﬁ%ﬁlﬁ%ﬁa&’é‘}%’aﬂ%ﬁw s (2p), -
and by produci ngtdkies ift6 aRshn® jae el ﬁafctioﬁain@ufapteaétf&e&heéea%%&itﬁéuéof twar.e
(2p) containing the exploitation nmeans al so i nplenenting the detection

nmeans {017) and t REocessigis sreqwiia thermnit 6saj d second obj ect part (2pou)

bei ng such that, ;aftten upload tq. the unit, (z and, during the execution of "

t he protect ed{ilsof;1 ﬁr\}\% {ehe(%ﬁéﬁ,qwgtoglﬂée OyeSheél si’S‘WPWQ%%@WP@W%M%’E eristic

i's nonitored and2pbe, Wkich i BidicuRdGh hSHOB, bxcies ac Rkt i ﬁﬁ@g&}ﬁlhfaﬁs to
it

the data processing system (3) being inforned and/or to a no cation of
the execution of atleastenechesendlgovthmigimsocesgigg,( 2p) ~ -~ and during the usage

hase (I~ in the,presence aof t.he unit. (6): .- as |lo as, all the criteria
-Eorreséondi n|g°t oe%ﬂ’?clloﬁ%n ﬁ@ﬂf‘ﬁ’&?‘gcﬁ’“g‘%}gt‘fﬂ il%ﬁ’l'é Seﬁ]é?rté@'%égiﬂéet greguiien aﬁll thia
difi gi A ; ' bl i
nodi fijgd porti ongedfrotddfed¥oRinats gl?{te‘ﬁgﬁfcﬁ@é’e% aﬁ%a%z%,ﬁ%‘g@mﬁ%ﬁg rﬁgf‘(’fe"%ﬁa i ng

said portions of the protected s ware . (2p y an
consequent |y enabyimepnsiaf the seeandegkesutiompart 2pep,) using depdodentnfunatidns, - and

if at least one gf 4he criterjia corresponding to.a nonitored 10 execution
characteristic o r%tlerggpf i G 1(‘aocfhoffﬁ’e a{go%g{ceax%gﬁs{%}sesglgpw? SC%HB‘E&("&Bi ded
by, inforning theudbtibas R, A& Ry S 8 N) Hanidly:and/ or nodi fying the
functioning of the portion of the protected software (2p), so that the
functioning of the ostiblytasg ossdverad depgrrioht fupctinmdiehatding the plaéingo€sse
accordj,ng to claim5, to limt ys of. a,protected software (2p), 15
corrpr;ysolnng: -~ duri r?&s?‘ﬁeéalﬁ)lpﬂaggf%gﬁeﬂﬁ'é§ép‘%‘m°?ﬁ’ defining: - as software
execution char acter igpéndeht AAcBodsO siific BRWHIAH & th@od@hd D) r enent
of the usage of a fun%t i.oen_al i tyogfsa goftware, 20 E)ﬁ,(as cg%@gﬁngr‘:]{ﬁ?z#abi de
by, at |east one t hresivdnationsthe dunttamhality efithe vhosenblgoritimivepooessimnt , -
and actualization neans enablin 0 update at | east one vari abl e of

measur enent , constr‘ﬁg’tgisﬁﬁﬁm’? 1oitation neans enabling the unit (~ to
al so i nplement 23 t hgdafsubly 6A¢ bP SevEBRAtependd RO AMRAsYdraB); gt ed
software (2p): - by ch?géi ngl’ as so?k{ war e g?(%cutfdgﬁgé(): aérnggltngllﬂlseﬁlhg&ﬁ
moni t @5, at | east orby thanhitlél et the damgrocessing systém Bhedisyraglcofihe adsult @fst one

functionality of a software, 30 - by chogsing: D at |east one functionality
of the protected softg?\&l?@e'(‘ sigprithejs processing, ’

*  during the execution of the protected software 2p, the second execution part - -

2peu executes the dependent functions fd,,

¢  during the execution of the protected software 2p, the dependent functions

30 are triggered by triggering commands with renamed orders,

e and a sequence of the triggering commands is chosen among the set of



U usage is liable to be nonitored using a variable of neasurenent, r at

| east one variabl e of neasurenent used to quantify the usage of said
functionality, r at |east one threshold associated to a chosen vari abl e of
5 nmeasurenent corresponding to a limt of usage of said functionality, D
and at | east one nethod of update of a chosen variable of neasurenent
dependi ng on the usage of said functiotfality, - and by nodifying at |east

one chosen poition of thﬁ sourﬁfue of t.he }gl?prot ecied software (2ps), this
modi fi cation bei AGUERREH 2HARINS R FxeqpLien 8T thedrqtegteshsabiware dp.pr ot ect ed

sof twar e (20)Tn Hi (AR BaR e BB diSahioh 250k TERIREL (e

second .execution part pendin e usage ality,
and at | egsbcapingistita 30 btecated $ggdting cohdi@ids WithGeRaseldters ansfe during
the usage phase (LT), in the presence of the unit (~, and in t%e case where
at | east dreamed ewlprs|ta the ik, ngd tiggesingon thenyitttothe restarmgtbyaneans ioff itie of
usage i.s detected, infarm t he dat rocessi ng. system (3)_of it and/or
o Ty Prg IEHETPE MeEnDAPnG! B olersntnd thin BF r@on foeeus Sobedsrad 20y so

that the f ' r t f twar 2 is.nmodified. 20 7 -
Process acéégg‘mo(r?\@ a?tgzl%ﬁla?fn&gﬁ °§%h§§’|’?e‘§?§§¥ d\é\ﬁrfegﬁ%pﬁﬁignﬁﬂlﬂft&\sifgn phase (P):
defining: - fgy I e hiab, SH{ §8RMine SEY | at ed
t hreshol ds, - ar?g{e{jif?g%’eﬁ{é gigg‘{lgl?olﬁlprggggﬁg@opgesponlggnlg ﬁ)ﬁé%ﬁﬁo sai d
t hr eshol dsrend@iBingdhelondesi df thegiggéringnranmands) seaf thwhtath (riggpring cdiimah@Psi ng i n
the source of the protected software (2ps at | east one_chosen variabl e of
measur ementith EEnRfegpr §f"’?‘8%e SRecHigminthe datagiragessing wistem Astriggensdr fandi ng t o
di ffengnt JJiigt ' i1 00si n t | east
fuo  1eesal o e SecBBa8r e dfendeEACANR: bikn wia e AR RERR Ty 7, g
by nodi f yithe triggeriag sbmanads witharot-paraimednordérs; withau toweved fthd HanAhsaigact ed
sof twar e -('Z;p , this nodification being such that, during the execution of
the prot ectetfespprtsrtidesqibare 4 enablingsion deterring whe dantiby of ithe exerstat ar e
taken i nt eaeadUAP Furdlibder ently, by neans of the second 5 execution part
(2peu), and during the usage phase (In: in the presence of the unit (~: -
in the case whiguee BAdllustoses agexdmple fdfr execitivhestovalnbabRedofsiagsl 2veni oi ni ng
t he prgt ect ed sof&vvare 28&.no to use the corresgondi ng functionality 10
lg, _thig fxample, 3gp Trethe exgentionyafthe yulgerable sefipiee 2nitheclath i s

anynor

det ect ed, Ig:ggé [ ti . [ j onal it r.at

| east one portslglgﬁ %{c{’rﬁg’ f#glt {:ac gg%él{i)(?il\?s\n%hg’ ?gp‘%a?&gattiogﬁor?eés%o ing to
cl ai m 6 orcofrespamdiig & Mg adshprmethti 'to Neg viaHabler DtoF othé: @EsulNaS 8n (Mdorithided | Ni Ng
refilling nmeans, enabli ng to credit at | east one software funciionality

moni t or ed B¥gcessipg repipieatedioy Auctian ks and wsing theropernds Xgmd Yaddi t i onal usage,
constructing I 1R841E | 1 . Lt (~.to inplenment
20 the refil I?%Slrﬁg(egngs}%dﬁafrll@ md?ﬁé{%ﬁ@%%@%@@%ﬁ%gg@ \t}\r/é‘gegu?%p): - by
choosi2fg i n t Figuseu8L allodtratdse ther phtiat ehpahéndtion OPLQRRS ,in%éntiopagh e chosen

vari abl e of neasurenent enabling to |limt the usage of a functionality and
whi ch nustS*gEPl, during the exqcution gythg; data processing:sysiam Paf thedirst eneaitiosage, -
and by nmodify4,08+ = (o i i fication being such
That auri i Rt SAREEAIRGRRCA el bP Bresdndh SEMBiyg BRsRE) "Usngeof

at | east one &unat ii@edhitints €9, BRPORBUON F 1k tERASRIZ ebﬁﬁhﬂhisecﬁ{, CD,
measur enent can be credited, 30 ~ and during the phase of refilling:

reactual i zi ng at MEESERE imtheamiiss the exacativrbymeansaf thesseoond ewedntion pdrt | east
YL ongcassoci ate hr ol so as tpo allow.at.legst Qne. additional] usage
of th?s. funct i 0281&%%3%5 °8“ﬁ988‘§§§ “%B‘E‘b‘ieai,vﬁtj“"ﬂ%‘s?ﬁai B{hlgkﬁﬁ?’ﬁ@idfﬁ:

transfer of data X, Y from the data processing system 3 to the memorization

zones respectively x, y located in the memorization means 15 of the unit 6,
said triggering commands CD;, CD; being represented respectively by
OUT(x, X), OUT(y, Y),

30 e  at time instants t3 to ty.1, the execution of the triggering commands CD; to

CDn,, triggering in the unit 6, the execution by means of the second



during the protection phase (P): 5 defining: - as software execution
characteristic liable to be nonitored, a profile of software usage, - and
as criterion to abide by, at |east one feature of software execution, and
nodi fying the protected software (2p): 10 - by choosing as software
execution characteristic to '"nonitor at |east one profile of software
~usage, - by choosing at |east one feat®he of execution by which at | east

h fil . bi d - d di fyi I
chosen port Lo ot ko FR2pTr 8t fi'eCResponflt deendint (bl s o s o

dificati bei ne | i | . ‘
ggf!tw;a(r:g I(gg) , e![ Egldggggenré execut id(s)n p%rt (ngg%gdgcal%}?%é% %H;r allgff%h?%l&?g?}osen

features of execURIHfdy) talRIG(fdvg. Thesarkagd depasient funclishs! a5 thrgsence of
the unit (6), and in the case where it is detected that at |east one

feature of executKeRI§S Ithsembinatien i, gleorithmigglly aquivalentetodtheafupctimeFsi ng
.systemqd 3) of it / . (AL the functioning of the portion of the

pr ot e_ct'%d sof tware E z‘%‘”@g {l%a{](%pﬁtéon_f ﬁﬁé?lfiotﬁligﬁ_ CRTRRan i)ie_ééf &9 tg‘bf t war e
(2p) is modifiedexddutionRhAEEaRt 6C6ORE dpehdent Fichbls fEORPHLS Willon QYL N9 the
protection phase (P): 25 deft 'nnmg: - an instructions set Whose

i nstructions ar e thg gontents oibibe anenatizadionnzanes 3y and return shes adsulfin a

i nstructions cormands.fﬁr sai d itﬂ té&gti ons set, said instructions commands
being |iable to BEURFERHPREONGE ofhe B 8. 30 processing system (3) and to
trigger in thg uRhl 4SlimeNEisBREQU!L pd ke LPst LHGLLons - rofile
of usage, the chaining 'of the ing’t Pﬁ:]te?%cr%l?ﬁ-bgé St ur dé’f“‘&%(@?ﬁi‘?rbn an

expect¥d chai ni ndrifgeringlie thexmit €, ittlerexetutidieby meirfsluf&lhéﬁb‘e‘ond e)éb‘éuﬁ'&{ﬁ‘di{i on
means (17), rreang enab in%éto' detect that the chaining of 5 the - :
i nstructions doesPRttOlt8e depsndant fupctionfdanpreviding thedransfen ofl thesresdenti on

nmeans (18), nean . i ; rocessing system (3). and/ or
to nodify the fuzlclze?{l nlﬁgg%g’&fh%&%g%fag%dgﬁt‘%o eerae rogﬂf?}'}%ltVWen

the chai ning of the thedhtayrodessifg dyssam 3050 aots @éi;i?ni@té the! VIRiaBIPECLES One,
10 constructing the exploitation nmeans_al so enabling the unit (6) to

execute the inst CORMAPASHE repesenirdtyiN(EZbns set, the execution of said
instr i ons i | gge . i | he dat rocessji ng system
UGt Bethg eﬁi{h&g, foegorp%lceitrgﬂpmgé;lgﬁ%ﬂ diﬂg 1h@en§1f>ﬁ, e cglpge& ‘éstEdSIfStg Wa?/e

. (3), of the instructions conma ying r
(2p): 15 -thpyfirsbdirgymery of thectriggering @hoaamispPOUT GRdOofhet figusert 6 o t he

protected software (2ps).: transformng the elenentary tfunctions into
instructi o‘ﬁ'§,g°‘5’_§g §B‘§€F“P§’§ r’éﬁ(ﬁéﬂ@ HA- ﬁf}}?gmﬁ‘?l_'svﬁh%m i $his apstiercaenimedt some
of _the | NSidibie Yho Rt IR Getdifin: GXBRUGIAA 1 ml"BaiRl! Ohi B0 oY APY bY

transformng the elenentary conmands into instruc
cor r espondinggeting céommands €k tto €Dy Ls.ed y, 1ds, Sdl;, dure Behabled s636 oBl@se (~,

inth f (t (=~ in th wh it is detected that th
chai nialh GrRav AP RB ecBilanRiehe Ini ¢ (- does not correspond to
t he expected p;gq,relgﬁ B test e &%t?g%&géﬁ%n%iﬁgtgg é%)egﬁfﬁq-ﬁﬁﬁ i:,htli and/ or

nodi fyi ng the functioning of the 2p), Sso

that the feranplgrutiggdhe exeufionieticetitasmbtesing syReh 3, of WRfifst 8bcuddn
Process according to claimi10, conprising: ~ during the protection phase
(P): def il?ﬁrfmgl?esétf the protectedt SOfuRTOIRs 284 1 thg presaneerafdhe wiit 6sappeathose at

| east some | nst ryetians ARk @ &N deUEhTOR & the"BfzeBling S3hmadS (RS 2N

with the intention
25 renamed orders CDCR,;, CDCR;, transferring to the unit 6, the renamed

o —

orders R(x), R(y) as well as the data X, Y triggering in the unit 6 the
restoring by means of the restoring means 20, of the renamed orders to
restore the orders i.e. the identity of the memorization zones x, y, and then
the execution by means of the second execution part 2peu, of the
30 corresponding dependent functions fdy, fd, which provide the transfer of

the data X, Y from the data processing system 3 to the memorization zones



returning a result, - for at |east sone of the instructions working with
registers: D~ a part (PIE defining the functionality of the instruction, n
and a part defining the expected chaining for the execution of the 5
instructions and including bits fields corresponding to: 0 an
identification field of the instruction (Cll), 0 and for each operand of
the instruction: * a flag field (CD, ~, 5 and an expected identification
field (CIP,~ of the 10 operapd, - for each register belonging to the
expl oi tation neaffSPEHyelSed 19gated dn the memorizatien means 15 gfea‘@rlﬁtl_te@ said
identification fj (Cl j j.ch_j t i cally, meparized the
i dentification o#ﬁgggﬁga‘gzm%‘fﬂﬁ% Mfé i Béﬁ‘%w%?cﬁ{%% ¢bpﬁﬁ’1he§?)l¢l§2 r&8t in
said register, lppasested spe@iveBRNOUT M (x),eE m{a}%i , during the
execution of an irlljg?r ucti o%, for each og%(r%ﬁnﬁjhgn ’eﬁgl ag field (CD, ~
i mposes it, te chetietihsansdako ty,,dhe teRecutien efahe driggdeing icone@dnde Rwith el d

(CIG') corresponding to the reqister used by said operand, and the expected
i denti i cati on f fegpered ef r&caéhwe EPCRN, Hansiering sptheanit 6, S® renamed as

coercion means ( | i\ngL: npdl e nesult .of ., the

i nstructions, if at lgggpstgﬁgégw)f %'eé% Hgg%(l'ag%e&g]@a? |El}ei reorng py means g5
Process accor di nehet festritigindanst 20] oFOthe OvgdedsS ii.89 fd;~ t6l AN RO ahd GhéH PhECt i ON
phase (P): defining: 25 - as a triggering cormand’, an elenmentary conmand

or an instructi ofxesstem iy, meangsofathe speondeenechtinne pard Apewnofethe eperatent
function or an ipgstructi.on, -..as an.,order,. at | east, ong argunent for a
triggering commﬁﬂ‘,cag%s? lf‘gkfi%rfgi"ﬂg syd f‘%f‘% ﬁoﬁﬁ?at“dfowﬁhe‘egaﬁ? %n
transnigtted by tbcR & SHERRSBeiigpiasehBadsgectivalyt ¢ \ as to
trigger 'the'executi(gﬁg of the ggrresjgg%ﬁdi ng depgncdentyt'155;3'rygitiicf)g.l;‘&aj)z/Ec-?r - a
-met hod of renan ARIG (R(fd~v.0).ders enabling to rename the orders so as to
obtain triggerin ommands wi th renaned orders, - and restoring neans (20)
desi gned to b ug‘écg aitrlt“i‘%é"#ﬁ?tt t‘i’Gs?‘ed‘iﬁ‘i_cH%""t ﬁgt & dfgepingseommand wighy
enabling to restai@nfheréaPentat| thatiingNotiRe Bnife’6C o fena&l%g%}(@e?q{(%gnaﬁed
order, = constructing exploitation neans enabling the unit ) to also

i npl enent t he r efiggering imthwnmit 6 thedestodng piy mpandef esiotiag neeins 20 tofahe ( 2p) :
- by oosing in the,sourc ft rotected software (2ps), triggering i O
commands, - by n8 efb?'ﬁge 5&’“&%‘%&?‘6 MOILFaHPP Bt % aﬂggpntth%e@eauh%bbf_ t he
protected sof t WahRahe BB hd¥ecbR BFEATionNFarP R af,sof%etdage A6 ffhcliod $8CT | N
commands, so as to conceal the identity of the correspondi ng gepen nt
functions, 15 - amyidipg theotaasfergef the resulteofithe slgodtijnsic prerasding 2masihedf t he

rotected softwacte, (2 said first j ect. par 0s) being such that
guri ng the execufqg’%rg%ﬁ‘?li’@t'ﬁf‘&f)ﬁ‘&Fé’%%%‘?‘f‘ﬁg?%&‘?%%P P?Fésmg%w@nﬂngo
commands Wi th repapedsqsde o ﬁfeevz@i&BFéJZ?gaid?tgggerﬁ{gﬁcédﬁﬁm%.gﬁﬁdreﬂmm&?t part

(2pou) of the.protected software (2p) containing tthe exploitation neans
al so il enent i ngrden€DEBx beinggepresanted BOIN (R@))d second obj ect part (2pou)

bei ng such that, after | gad,tqQ, the unit (6) and ring the execution of

t he protect ed&%t‘&)&ﬁ@t@%&}“ﬂlﬁgh? Eﬁﬁef‘% C'S‘P}'PH@S Hgﬁé dereditad whose
25 executi gy dxecited dA6ERGVEY. TN 8hdld He BRG] mﬂt%t'n'%?«ﬂ%ﬂ) {sScdnepLored by
means of the second executig%ln part (2peu), and the delp ndenten¥ u%%llt P%ns are
execut ed beffeeteshs of the second execution part (2peu), -~ and during the
usage phase (U):E@‘O in the presence of the unit 1g,ﬁ) and each tine a _
triggering cofmardewiifyl FRPFQYERCH: GORCCRY NG st VhASs soreraloalesrithie fir st

executgson part (2Qp&sisines’ are {ol thd SO i j [ 6 he
identity of the ?orressl%gosn |ng&§§%§n ent funcéi%l% gpnééagggc&:wutr%sﬁlg %’{ ,Ohgo t hat
said portion is algecitmit pocessing is wed Hyharothet abgariflvaid byocedshige. M dhisct ed
software (2p) is conpletely functional, 5_ and in the absence of the unit

(6), in spite of Ch¥eSomeE f&aenBg comepands syithyrenamed prdess used denthe drngfar,t
(2pes), to tri gg%g?hp§ilﬁ?ggyéljagvr’bdof a dependent function in the unit (-,
[

not being able to sal d request correctly, so that at |least said

portion is nok exgrUicesnd MhpRIenéntaiing Bﬁbptili?ﬂﬁ%lﬂ@ﬂﬁlﬁﬂb sdqiénde & et ed
software (2p) is not conpletely functional. 10 13 - Process according to

clai m32, conpri dtiggeringuedmmandse witho renamednondekssam¢) the detf ofiiseqpehaes at
least one depend%ﬂ&)wfirlljgn teI g)&bu&oxi%?] ﬂllé/ p?Jtecqch goq’l(;jv?ar}g 2p. In this respect, it is




finctions algorithmcally equivalent, but triggered by triggering comrands
whose renaned orders are different, 15 and nodifying the protected
software (2p): - by choosing, in the source of the protected software (2ps)
at | east one triggering command with renaned order, - and by nodifying at
| east. one chosen portion of the source of the protected software (2ps) by
repl acing at |east the renamed order ofy one 20 chosen triggering conmmand
wi th renanmed order, with another renaned order, triggering a dependent
function of the prfRatflend thoosd4 seqitines @FIhAGRREANF GothfafliRivith ¥énamed
conprising: during the protection phasem&g’), efining, for at |east one
dependent funct i ordersa Whieh | dissotiatd gfemiporatiyc ditd yexeeptionalof nthed dppendent
functions: 25 - Bil gonc tenatig(t:; a field gf noise to.the inforpation
defining the fun8ichpns DydRtEraratingoeysem e Poriaes PhrRodeexegiedin they t he

unit (6), - or b | : | t4 §4 ' el 3 i LR (Cln
and t he expect edx?tgyﬁ%fs%lg ts#’sgﬁﬂfjl éﬁxcﬁé’ﬁd&%ﬂﬂég?nﬁt ﬁééegg%rcgn Safﬂﬁ%éﬁﬂx Process
accordisng to cl aidiahéd otderotseldf the dpeiminagon SDother dath.i FiguiddeB3nmdigct i on

phase (P): defining: y0 - as nethod of renami ng of the orders, a
ci pheri ng net hodiltustrate preeprinciple of suohsan embadimeny. r est ori ng neans (20), neans

I npl ementing a. deciphering. nethod to deci.ph the rena Qr der nd t hus
restore the i ggr‘l‘lrf tsg Sg‘f’wggpﬁ = J%e%tgeexrﬁcu (Erhgf?(‘)'ﬁgwfa%?ee%%thﬁ} ﬁ’és uni t

(6). 16 - HLafHsSapp6ss) dirig the &xeutiin bheheCldhérabld soBwhis 2¢.0iPtht Sdafd):
during the protection phase (P): nodifying the protected software (2p): -

by choosi ngrocéssinghsystsmuBc theo¢xerhiéorp pbttwot agorghmicrprasessites)leading tedlst one 10
condi tional branch caryied out .in at | one  cho lgorithmc

procesid ng‘&et@nfﬂwt}?&cﬂqj@?'ﬁgzaf“‘fhe"é‘si"éﬁgag;}@?@ﬁ Z?)d?‘ti?ma??t he source of the
protected sof ' hd | b1eReRSii \rd:ng 4 he
execution of ﬂﬁ{’gr”gﬁ g@%@é&?gﬁ wa (Ilaef ?gg‘?ﬂ’l ?ﬁ@gﬁ‘lﬁgﬂ%nﬁ’%a@m&?gféaast one
chosen 15 thenidiéntionafor lwldcle thd sweabgoritbajc pyocomianps chbsdnhm figaen83 execut i on

part (2peu), in the unit (6), .- and roduci ng:. ~ the first object part
(2pos) of ftemetet Grbe ey 63%?‘% 'ng tg Q‘tﬁw a‘g%ﬁaH‘Pf‘?’ E‘SF“%B}ee?t’,‘Fc‘ﬁ’é’Ptm e bei ng
such that gﬂﬁ'&éﬁﬂlgtsgﬁeﬁxfspfh'e%stche&ﬁ?on part 2pes of the protected software 2p and

15 in the presence of the unit 6, appear, as ex_plained above, the execution of the

triggering commands with renamed orders CDCR; to CDCRYy corresponding to the
-dctermination of Z and the execution of the triggering commands with renamed
orders CDCR!'; to CDCR'y corresponding to the determination of Z'. As illustrated,
the triggering commands with renamed orders CDCR; to CDCRy are not executed

20  consecutively, inasmuch as the triggering commands with renamed orders CDCR";
to CDCR'"y as well as other portions of code are intercalated. In the example, the
following sequence is thus carried out: CDCR;, portion of intercalated code,
CDCR';, CDCR;, portion of intercalated code, CDCR';, CDCR's, portion of
intercalated code, CDCR'4y, CDCR;, CDCRy, ..., CDCRy, CDCR'y.

25 It should be observed that, during the execution of a portion of the first
execution part 2pes of the protected software 2p, the triggering commands with
renamed orders executed in the data processing system 3, trigger in the unit 6 the
restoring of the identity of the corresponding dependent fuﬁctions and then their
execution. Thus, it appears that in the presence of the unit 6, said portion is executed

30 correctly and that, consequently, the protected softiware 2p is completely functional.

Figure 85 illustrates an example of an attempt of execution of the protected



20 protected software (2p), the functionality of at |east one chosen

condi tional branch is executed in the unit (6), D and the second object
part (2pou) of the protected software (2p), said second object part (2pou)
bei ng such that, after upload to the unit (6) and during the execution of
the protected software (2p), 25 appears the second execution part (2peu) by
means of which the functionality of ats4l east one chosen conditional branch
i s executed, -~ and during the usage phase (Ln: in the presence of the unit
(6) and ea;oftwlarerﬁp avhearthe onit 6f1s tihissirfg. 08 thie xeaople oduringrthe ¢2peton imtheses it
executing the functionality | east, one conditjional 30 branch in the
unit (6), 48t RIAGASSIBESYSLIB |3tqf(5]i‘P F st @S@é&‘ﬂ?’éaa‘é &peseRfiths protrqtedisgftware 2p,

R e e S S A R L T
of the firtHg %&&ﬁ@ﬂiéﬂ e RRtdring2¢feth: éﬁelemﬁ \ttiee ek dRatibiv E the Rehrbdpvndingd

condi tional "branch in the unit (6), not being able to fulfill said request
cor r ecfl y,dependehtafungtion, émauss af (ﬂlep%hsﬁmmoﬁ the moit 6eTbe velud teessigrtd theand t hat

consequent | ftmar ﬁé I's not conpletely functional.

17 - Pr océ’@éaQE%Wﬁ ‘HF P t%nmgg ?&)gk Yng, during the protection phase
(P), modifyi Gl fhab ] U RALN s it 620 RSI e o our ce of
t he protect e(r;lg OR.! 2%5 ak Eﬁeas% one seePPes o?%{)tglgnrb@%éﬁglﬁ%%onal
branches, pbtion efth,e mdeiquuﬂgn @hrtlmstofaheptdmhsomwm ap, tof trigger geur ce - of

t he protected sof tware_ ( thi s nodjfication being such that during the

execut i on reftoring:ohan pedef éﬂg Lhis expavtion 053 eméewmﬂqn inthe unip A et of at

I t f
the-sdBond e RRAIAE By o G AP R RERF Bpy etk By B BRETS, 1.

the first dbhs@uéntmme IﬂrBtw&:)i softwhiee2ppisaloe commpleehf fimetimal.2p) , said first
obj ect part (2pos bei ng such that durjng the execution of the prot ected
sof tware (2p)Thanks ot PERePlet 9f protegtionehy rensrung hibe sskagunation i th

obj ect  pantoPbRliRRRale 28 Uk ebuid Fotliahed Sl Rlamef Bt BoBCRATY |

(2pou) beieéngbleutoh detefrhineafhiceidetitiyoaf] the dependemi functiomn avhitlr havge tdicbe
executlon of the protected software ( g% gﬁears the iﬁcond executlon part
(2peu)tSby rsatied st thamnis- itrféw@é&eabﬁew that thedenaming of the ordessis q@fied hosen

z]‘?r 't ﬁ: gf a@ﬁﬁ@ﬂ?ﬁ% ﬁi&?{}oﬁﬁcﬁﬁcﬁﬂﬁﬂﬁévmﬁ?ﬁﬁfe%tﬁqt?}&ectef Efiffars 2gCcor di ng to one

conprising splitting the protection phase (P) into a
prior protect According tpfaaema(lﬂ%t)the bndetpmmfeprbteoﬁort berenaminga issddfmedifot ect and

a subsequent. protection su ase (P ndent t.he software
prot ect . ; iR Egs t_ons; depgadeny Ftéﬂnhﬁ( FH%'&Y é’? H BR%I‘J;E%ﬁ‘BPF‘QW‘%QIgOHﬁ’l“P‘ﬁ%}IX he
prior prot&eiifihe ik ﬁ@g&gﬂ EIRJ NiffdtEtt! Rebib S LY Rtfnds afH RirhinkASorat@ge (S11)

during which are carri €
20  According to this variant, for at least one algorithmic processing using dependent

functions, said algorithmic processing is split into dependent functions which for at
least one of them is replaced with a dependent function of the same family instead of
'keeping several occurrences of the same dependent functibn. To this end, triggering
commands with renamed orders are modified to take into account the replacement of
25  dependent functions with dependent functions of the same family. In other words,
two dependent functions of the same family have different orders and consequently
different triggering commands with renamed orders and, it is not possible, by
examining the protected software 2p, to discover that the dependent functions called

are algorithmically equivalent.
30 According to a first preferred embodiment of the variant of the principle of

protection by renaming, is defined for at least one dependent function, a family of



7U all the definitions. 20- Process according to claim19, conprising,

after the definitions stage (S11), naking intervene a construction stage {S
12) during which are constructed the exploitation neans. 5 21 - Process
according to claim 20, conprising, after the construction stage (S12),

maki ng i ntervene a pre-custom zation stage (S13), conprising uploading to a
bl ank unit (60), at least a part of thegs exploitation nmeans with the
intention of obtaining a pre-custom zed unit (6~. 22 - Process according to
claim 19 algotfihmiralipeqsivalgnt dipendegt firections,dry qoncdteratingn riblsesfidld phage (Pl ),
maki ng intervene a tools naking stage(éfSM) duri ngtuv\,h_i ch are made tools
enabl i ng tinfomeptionydefining thepfugeitanab g o tthe depepdent Junghosfatexeais inthee
protection. . - Process according to clains 18 and 21, conprising
splitting Y subsequent protection sub-phase (P2), into: a creation stage
(S21) during MblgdinkhE aebREpRErRAMHBSBmeRPIf the vaFiSRITdhe éﬁn&iﬁ%ﬁ he

vul nerabl e software™(2v), possibly, a nodification stage (322) duri ng

whi ch the mokettiat byl rashiingyrie defipgd for- atoldastiond dependentpfiwstidi, \a family of

custom zation_stage (S23). duri ng, which;, - the _second.ohject. part (2pou) of
the pr ot eclgditawicaliy equivalgnt ‘{f@% ept {nsops Py using Wﬁ“tffl‘Fét@&%F@gt ati on neans

I s upl oaded t ] t . ' £ Bt ' | t ai ni ng
at | east one gﬁcfa.%rdlkl g‘?cﬁ_a Igfrgfeerllké %)121‘{;1'?l aiﬁér%lhé&@eeg%%ﬁxg Jeg%m(%)gﬁjk?%gé&)&gf t he
prot ect ed repdhingf és (Rfihed @s Shithyd asfntemamiing of Hke exddroiat aipheingrasetisod s

upl oaded to at | east one pre-custom zed unit (66) wth the intention of

obt ai ni ng epeblingto ciphgs the ofgders; to(transtorm. themjatocrengmedherdersgRemempey that 22 ang

23, C rigsi [ r ' e L dyrd t he
ot 1100 1 B4 Pparfle of o Bfach Sk Ghfing e braRAASRLEY pIROr B8
prot ect ed jsefeiear wariaht, Whe GBstotih® fRdags A hrvameard! diplahenting 2Meciphysigem f or
“the inplenentation of the process in accordance with cl aim 20, :

30
char act er i metofl gnatling to deeipherthe rraamsd ordsas and thay o ispatsthe identity ofdhe)

during the,caonstr ' ' . t ' f the
egp: oigt at ict!)er?e cé’rtlg& &CI@?}S ?%?’g"%&‘é’iﬂ‘?‘ i&? u%‘ e&%wre?%&?é?%kaﬁ%gé [ lwgé&ééég%(ﬁnt t he
def i ni ti onf theuait\edrdcall el sTGofthared@f hatidvhenangt.agid (Sloting Méns 26)sé em f or

the inplementation of the process in accordance with claim 21,

char ackr i snrgaled te guring thej ysaggphase U pach tine p Gigeeang sammapd Withoenaped| i ng to
upl oad at l.eas r, . Ol | WERRS i I [ . bl ank
unit (60) érv?ff% f%xr?guﬁg%tlertltg %%ng&éggt“gé %ﬁ%ﬂgt | egl%tﬁl%ﬁgg%rog?ti jg’gtg '“ged uni t
(66) . the unit 6, the execution of a dependent function.

According to another advantageous characteristic of the invention, the protection
process aims at implementing a principle of protection called by «conditional

20  branch » a description of which is carried out in relation to figures 90 to 92.

For the implementation of the principle of protection by conditional branch, is
chosen in the source of the vulnerable software 2vs, at least one conditional branch
BC. Is also chosen at least one portion of the source of the vulnerable software 2vs
containing at least one chosen conditional branch BC.

25 At least one chosen portion of the source of the vulnerable software 2vs is then
modified, so as to obtain the source of the protected software 2ps. This modification
is such that, during the execution of the protected software 2p, among others:

e  at least one portion of the first execution part 2pes, which is executed in the

data processing system 3, takes into account that the functionality of at least

30 one chosen conditional branch BC is executed in the unit 6,

e and the second execution part 2peu, which is executed in the unit 6,



27 - Systemfor the inplenentation of the process in accordance with claim
22, characterized in that it includes a program devel opnent unit, used to
carry out during the tools naking stage (S14), the naking of tools which
hel p generate protected 10 software or which automate software protection.
28 - Systemfor the inplenentation of %ﬁhe process in accordance with claim
23 or 24, characterized in that it incfudes a program devel opnent unit used

to create or modifyufbsl Mathe ulohityoelef Rt did chosUSLiRhl bilic

i npl ement ati on of process in accordance w characteri zed
in that it inclugks adCpst ot #at Haa Prickssind bystend’s NdispdRallPA Gigbe ofhe .
second object part (2pou) to at |east one blank unit (60), with the
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_intention of obt&tHEsBOSERSPUast one unit (6). 20 30 - Pre-custonized unit
(66), ar act gy} J i i t 1 ce with
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t 0 preventprotéssingasystenr 3, arecutcsagaditivnal bihetids commands, eggdringdanheinms t he
second object part (2pou) of the protected software (2p) uploaded using a
cust oni zat .che emqutlengy maegng of hesaernd epcyfienpart 2pew, obrengsied capditierfal uni t s

(6), characteriz in th he .second ject rt ou). of . t.he ,protected
Sof tware (Spenedioe, shot lachhaiRe 8 Gt o AR it it be et o\
claim 29, ¢snditiotatl8thnehds BE! FBLeSRivSIEAen@LOS OF M gririsle BIPRbedidtbyni tS SO
that their joint use enables to execute the protected software (2p). 30 33
- Di stH) buconsiitianal bxapgla thewnit6 pnodudes meemerigation meail andpracessingmicans i n
that it i n@%udes: |UU a first distribution part (2pds) containing the

. first objeCl part (2pos) and designed to work in a data processing system

(3), and a segARd b flusirRed heRxBRAple 6Q%éhti&ﬁ8fﬁ%lﬂé€aﬂl@%ﬂﬁware9iv.éIn|b| ank

unit (60), 5 - or of a pre-custom zed unit (66) in accordance with claim
30, abl e afhisexamplesappodrscdwingrthe axdcution of drematnesable softwarsrsfiorthe datao a

unit (6), - f aunif, (~ d i th.claim3l 34.-.Distributi
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Figure 91 illustrates an example of implementation of the invention for which
the conditional branch chosen to be remoted to the unit 6, corresponds to the
20  conditional branch BC. In this example, during the execution in the data processing
system 3 of the first execution part 2pes of the protected software 2p and in the
presence of the unit 6, appear:
e at time instant t;, the execution of the conditional branch command CBC;
triggering in the unit 6, the execution by means of the second execution part
25 2peu, of the remoted conditional branch be algorithmically equivalent to
the conditional branch BC, said conditional branch command CBC; being
fepresented by TRIG(bc),
e and at time instant t;, the transfer from the unit 6 to the data processing
system 3, of the information enabling the first execution part 2pes, to carry
30 on its execution at the chosen spot, i.e. the spot By, B; or B;.

It should be observed that during the execution of a portion of the first execution
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one chip card 15 (7). 36 - Processing and nenori zing unit characterized in
that it contains the part of the second object part (2pou) necessary to
transforma pre-custom zed unit (6~ in accordance with claim30 into a unit
{6) in accordance with claim31. 37 - Set of processing and nenori zi ng
units characterized in that the proces¥ing 20 and nenorizing units used
jointly, contain the part of the second object part (2pou) necessary to
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25 In the case where a principle of protectlon is applied, in complement to the

principle of protection by variable, its previously carried out description must

include, to take into account its combined implementation, the following
modifications:

e the notion of vulnerable software must be understood as software

30 vulnerable towards the principle of protection being described. Thus, in the

case where a principle of protection has already been applied to the
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implementation of the principle(s) of protection already applied.

| The rest of the description enables to have a better understanding of the

implementation of the protection process in accordance with the invention. This

protection process according to the invention is composed, as shown more precisely

15 in figure 100:

o first, of a protection phase P during which a vulnerable software 2v is
modified to become a protected software 2p,

e then, of a usage phase U during which the protected software 2p is used.
During this usage phase U:

20 — in the presence of the unit 6 and each time a portion of the first
execution part 2pes executed in the data processing system 3 imposes
it, an imposed functionality is executed in the unit 6, so that said
portion is executed correctly and that, consequently, the protected
software 2p is completely functional,

25 — in the absence of the unit 6 and in spite of the request by a portion of
the first execution part 2pes to execute a functionality in the unit 6,
said request cannot be fulfilled correctly, so that at least said portion is
not executed correctly and that consequently, the protected software 2p
is not completely functional,

30 o and possibly of a phase of refilling R during which is credited at least one

additional usage of a functionality protected by the implementation of the
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be carried out advantageously by two different persons or two different teams. For
instance, the prior pro_tectton sub-phase P; can be carried out by a person or a
10 company providing the development of software protection systems, while the
subsequent protection sub-phase P, can be carried out by a person or a company
providing the development of software requiring to be protected. Naturally, it is clear
that the prior protection sub-phase P; and the subsequent protection sub-phase P, can
also be carried out by the same person or team.

15 The prior protection sub-phase P; is composed of several stages Syq, ..., Sy; for

each of whi.ch various tasks or jobs are to be carried out.

The first stage of this prior protection sub-phase Py is called "definitions stage
Si1". During this definitions stage Sy;:

e are chosen:

20 — the type of the unit 6, namely in particular a memorizing unit or a
processing and memorizing unit . As an illustrative example, can be
chosen as unit 6, a chip card reader 8 and the chip card 7 associated to
the reader,

— and the transfer means 12, 13 designed to be implemented respectively

25 in the data processing system 3 and in the unit 6, during the usage
phase U and capable of providing the transfer of data between the data
processing system 3 and the pnit o,

e and in the case where the protection process according to the invention
implements the principle of protection by elementary function, are also

30 defined:

— a set of elementary functions whose elementary functions are liable to
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10 _ - least in part in the unit 6,
—  at least one criterion to abide by for at least one software execution
characteristic,
—  detection means 17 to implement in the unit 6 and enabling to detect
that at least one software execution characteristic does not abide by at
15 least one associated criterion,
— and coercion means 18 to implement in the unit 6 and enabling to
inform the data processing system 3 and/or modify the execution of a
software, when at least one criterion is not abided by,
e and in the case where the protection process according to the invention
20 implements the principle of protection by detection and coercion using as
characteristic a variable of measurement of the software execution, are also
defined:
—  as software execution characteristic liable to be monitored, a variable
of measurement of the usage of a functionality of a software,
25 ~ as cntenon to abide by, at least one threshold associated to each
~ variable of measurement,
- and actualization means enabling to update at least one variable of
measurement,
e and in the case where the protection process according to the invention also
30 implements a first preferred variant embodiment of the principle of

protection by detection and coercion using as characteristic a variable of
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characteristic a profile of software usage, are also defined:
- —  as software execution characteristic liable to be monitored, a profile of
| software usage,
15 — and as criterion to abide by, at least one feature of software execution,

e and in the case where the protection process according to the invention
implements the principle of protection by detection and coercion using as
feature of execution to abide by, the monitoring of the execution chaining,
are also defined:

20 —~ an instructions set whose instructions are liable to be executed in the
unit 6,
~ a set of instructions commands for said instructions set, said
instructions commands being liable to be executed in the data
processing system 3 and to trigger in the unit 6 the execution of the
25 instructions,
—  as profile of usage, the chaining of the instructions,
— as feature of execution, an expected chaining for the execution of the
instructions,
— as detection means 17, means enabling to detect that the chaining of

30 the instructions does not correspond to the expected one,

— and as coercion means 18, means enabling to inform the data
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104] 3y10%4| & S_) ) %x?cf/ﬂ %w( 2:£se where the protection process according to the invention
5 implements a preferred variant embodiment of the principle of protection by
detection and coercion using as feature of execution to abide by, the
monitoring of the execution chaining, are also defined:
— as instructions set, an instructions set whose at least some instructions
work with registers and use at least one operand with the intention of
10 returning a result, |
—  for at least some of the instfuctions working with registers:
» apart PF defining the functionality of the instruction,
» and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to:
15 0  anidentification field of the instruction CII,
¢  and for each operand of the instruction:
*  aflag field CDy,
*  and an expected identification field CIPy of the operand,
—  for each register belonging to the exploitation means and used by the
20 instructions set, a generated identification field CIG, in which is
automatically memorized the identification of the last instruction
which has returned its result in said register,
— as detection means 17, means enabling, during the execution of an
instruction, for each operand, when the flag field CDy imposes it, to
25 check the equality of the generated identification field CIG,
corresponding to the register used by said operand, and the éxpectcd
identification field CIPy of the origin of said operand,
— and as coercion means 18, means enabling to modify the result of the
instructions, if at least one of the checked equalities is false.

30 e and in the case where the protection process according to the invention

implements the principle of protection by renaming, are also defined:
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corresponding dependent function,
—~ amethod of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

10 —  and restoring means 20 designed to be used in the unit 6 during the
usage phase U, and enablihg to restore the dependent function to
execute, from the renamed order,

e and in the case where the protection process according to the invention
implements a variant of the principle of protection by renaming, is also

15 defined féf at least one dependent function, a family of dependent functions

algorithmically equivalent, but triggered by triggering commands whose
renamed orders are different,

e and in the case where the protection process according to the invention
implements one of the preferred embodiments of the variant of the principle

20 of protection by renaming, are also defined for at least one dependent

function, a family of algorithmically equivalent dependent functions:

— by concatenating a field of noise to the information defining the
functional part of the dependent function to execute in the unit 6,

— or by using the identification field of the instruction CII and the

25 expected identification fields CIPy of the operands.

e and in the case where the protection process according to the invention -
implements a preferred variant of the principle of protection by renaming,
are also defined:

—  as method of renaming of the orders, a ciphering method to cipher the

30 orders,

— and as restoring means 20, means implementing a deciphering method
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a stage called "construction stage Sq;". During such a stage Sy;, are constructed the
5  transfer means 12, 13 and possibly the exploitation means corresponding to the
definitions of the definitions stage Sy;.
During this construction stage Siz, are therefore carried out;
e the construction of the transfer means 12, 13 enabling, during the usage
phase U, the transfer of data between the data processing system 3 and the

10 unit 6, |

e and when the prihciple of protection by elementary functions is also
implemented, the construction of the exploitation means also enabling the
unit 6, during the usage phase U to execute the elementary functions of the
set of elementary functions,

15 e and when the principle of protection by detection and coercion is also
implemented, the cohstruction:

— of the exploitation means enabling the unit 6, during the usage phase U
to also implement the detection means 17 and the coercion means 18,
— and possibly of the exploitation means enabling the unit 6, during the

20 usage phase U to also implement the actualization means,

— and possibly of the exploitation means enabling the unit 6, during the
usage phase U to also implement the refilling means, |

~ and possibly of the exploitation means also enabling the unit 6, during
the usage phase U to execute the instructions of the instructions set,

25 e and when the principle of protection by renaming is also implemented, the
construction of the exploitation means enabling the unit 6, during the usage
phase U to also implement the restoring means.

The construction of the exploitation means is carried out classically, through a

program development unit and taking into account the definitions intervened in the

30 definitions stages Sy;. Such a unit is described in the rest of the description in figure

110.
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to a blank unit 60 can be carried out through an adapted pre-customization unit,
which is described in the rest of the description in figure 120. In the case of a pre-
10 customized unit 66, constituted by a chip card 7 and its reader 8, the pre-
customization concerns only thé chip-card 7. _

During the prior profectipn sub-phase Pj, after the definitions stage Sy; and,
possibly after the construction stage S1,, a stage called "tools making stage Si4" can
take place. During this tools making stage Si4 are made tools enabling to help

15  generate protected software or autornate the protection of software. Such tools
enable: |

® to help choose or to choose automatically in the vulnerable software 2v to

protect:
—  the variable(s) liable to be remoted in the unit 6,
20 — the portion(s) liable to be modified,
— and when the principle of protection by temporal dissociation is also
implemented, the algorithmic processing(s) liable to be split into steps
remotable in the unit 6,
— and when the principle of protection by elementary functions is also
25 implemented, the algorithmic processing(s) liable to be split into
elementary functions remotable in the unit 6,
— and when the principle of protection by detection and coercion is also
implemented, the execution characteristic(s) to monitor and, possibly,
the algorithmic processing(s) liable to be split into instructions

30 remotable in the unit 6,

— and when the principle of protection by renaming is also implemented,
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implemented, the conditional branch(es) whose functionality is liable
to be remoted in the unit 6,

e and, possibly, to help generate protected sofiware or to automate the

protection of software.

These different tools can be carried out independently or in combination and

10 - each tool can have various forms, such as for instance pre-processor, assembler,
compiler, etc.

The prior protection sub-phase P; is followed by a subsequent protection sub-
phase P, which depends on the vulnerable software 2v to protect. This subsequent
protection sub-phase P, is composed of several stages as well. The first stage

15 corresponding to the implementaﬁon of the principle of protection by variable is
called "creation stage Sz;". During this creation stage S,;, the choices made during
the definition stage Sy are used. With the aid of said choices and possibly of tools
constructed during the tools making stage Si4, the protected software 2p is created:

e by choosing in the source of the vulnerable sofiware 2vs:

20 — at least one variable which, during the execution of the vulnerable

software 2v, partially defines the state of the latter,
~ and at least one portion containing at least one chosen variable,
e by producing a source of the protected software 2ps from the source of the
vulnerable software 2vs, by modifying at least one chosen portion of the

25 source of the vulnerable software 2vs, this modification being such that

during the execution of the protected software 2p, at least one chosen
variable or at least one copy of chosen variable resides in the blank unit 60
which is thus transformed into a unit 6,

e and by producing a first object part 2pos of the protected software 2p from

30 the source of the protected software 2ps, said first object part 2pes being

such that during the execution of the protected software 2p, appears a first
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a copy of variable resides in the unit 6.
Naturally, the principle of protection by variable according to the invention can |
5  be applied directly during the development of a.new software without requiring the
prior realization of a vulnerable software 2v. In this way, a protected software 2p is
obtained directly.
During the subsequent protection sub-phase P,, and when at least another
principle of protection is applied in addition to the principle of protection by variable,
10 a “modiﬁcation stage S;;" takes place. Duﬁng this modification stage S;;, the
definitions intervened during the definitions stage Sy are used. With the aid of said
definitions and possibly of tools constructed during the tools making stage S,4, the
protected software 2p is modified to allow the implementation of the pﬁnciples of
protection according to one of the arrangements herebefore defined.
15 When the principle of protection b)} temporal dissociation is implemented, the
| protected software 2p is modified:
¢ by choosing in the source of the protected software 2ps:
— at least one algorithmic processing which during the execution of the
protected software 2p, uses at least one chosen variable, and enables to
20 obtain at least one result variable,
— and at least one portion containing at least one chosen algorithmic
processing,
e by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that:
25 —  during the execution of the protected software 2p the first execution
-. part 2pes is executed in the data processing system 3 and a.second
execution part 2peu is executed in the unit 6 which also includes
processing means 16,
—  at least the functionality of at least one chosen algorithmic processing

30 is executed by means of the second execution part 2peu,

— at least one chosen algorithmic processing is split so that during the
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xecution of the protected software 2p, appear, by means of the second

execution part 2peu, several distinct steps, namely:

»  the placing of at least one variable at the unit 6’s disposal,

» the carrying out in the unit 6, of the functionality of the
algorithmic processing on at least said variable,

> and possibly, the placing of at least one result variable at the data
processing system 3’s disposal by the unit 6,

for at least one chosen algorithmic processing, steps commands are’

defined so that during the execution of the protected software 2p, each

step comman_dwis executed by the first e)ggcution part 2pes and triggers

in the unit 6, the execution by means of the second execution part

2peun, of a step,

and a sequence of the steps commands is chosen among the set of

sequences allowing the execution of the protected software 2p,

e and by producing:

the first object part 2pos of the profected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the steps commands are executed according to the chosen
sequence,

and a second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the blank unit
60 and during the execution of the protected software 2p, appears the
second execution part 2peu by means of which the steps triggered by

the first execution part 2pes are executed.

When the principle of protection by elementary functions is implemented

whereas the principle of protection by temporal dissociation is not implemented, the

protected software 2p is modified:

30

e by choosing in the source of the protected software 2ps:

at least one algorithmic processing which during the execution of the
protected software 2p, uses at least one chosen variable, and enables to

obtain at least one result variable,
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* by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that:
hJ - during the execution of the protected software 2p the first execution
part 2pes is executed in the data processing system 3 and a second
execution part 2peu is executed in the unit 6,
—  at least the functionality of at least one chosen algorithmic processing
is executed by means of the second execution part 2peu, |
- 10 ) — . at least one chosen algorithmic processing is split so that during the
execution of the protected software 2p, said algorithmic processing is
eiecuted by means of the second execution part 2peu, using
elerhentary functions,
—  for at least one chosen algorifhmic processing, elementary commands
15 _ are integrated to the source of the protected software 2ps, so that
during the execution of the protected software 2p, each elementary
command is executed by the first execution part 2pes and triggers in
the unit 6, the execution by means of the second execution part 2pen,
of an elementary function,
20 — and a sequence of the elementary commands is chosen among the set
of sequences allowing the execution of the protected software 2p,
e and by producing:
—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
25 software 2p, the elementary commands are executed according to the
chosen sequence, |
— and a second object part 2pou of the protected software 2p containing
the exploitation means, said second object part 2pou being such that,
after upload to the blank unit 60 and during the execution of the
30 protected software 2p, appears the second execution part 2peu by

means of which the elementary functions triggered by the first
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When the principles of protection by temporal dissociation and by elemeh’tary

functions are both impleinented, the protected software 2p is modified:

* by choosing in the source of the protected software 2ps, at least one step
which during the execution of the protected software 2p, carries out the
functionality of an algorithmic processing,

* by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that:
~—  at least one chosen step is split so that during.the execution of the

protected software 2p, said step is executed by means of the second
execution part 2peu, using elementary functions,

—  for at least one chosen step, elementary commands are integrated to the
source of the protected software 2ps, so that during the execution of
the protected software 2p, each elementary command is executed by
the first execution part 2pes and triggers in the unit 6, the execution by
means of the second execution part 2peu, of an elementary function,

— and a sequence of the elementary commands is chosen among the set
of sequences allowing the execution of the protected software 2p,

e and by producing:

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the elementary commands are executed according to the
chosen sequence,

— and the second object part 2pou of the protected software 2p also
containing the exploitation means, said second object part 2pou being
such that, after upload to the unit 6 and during the execution of the
protected software 2p, appears the second execution part 2peu by
means of which the elementary functions triggered by the ﬁrst
execution part 2pes are executed.

When the principle of protection by detection and coercion is implemented, the

protected software 2p is modified:
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software execution characteristic,

5 * by choosing in the source of the protected sofiware 2ps, elementary
functions for which at least one chosen software execution characteristic is .
to be monitored,

¢ by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
10 protected software 2p, at least one chosen execution characteristic is
monitored by means of thé second execution part 2peu, and the fact that a
criterion is not abided by_ leads to the data processing system 3 being
informed a_nd/or to a modification of the execution of the protected software
2p,
15. * and by producing the second object part 2pou of the protected software 2p
containing the exploitation means also implementing the detection means
17 and the coercion means 18, said second object part 2pou being such that,
after upload to the unit 6 and during the execution of the protected software
2p, at least one software execution characteristic is monitored and the fact
20 that a criterion is not abided by leads to the data processing system 3 being
informed and/or to a modification of the execution of the protected software -
2p.
For the implementation of the principle of protection by detection and coercion
using as characteristic a variable of measurement of the software execution, the
25  protected software 2p is modified:
¢ Dby choosing as software execution characteristic to monitor, at least one
variable of measurement of the usage of at least one functionality of a
software,
e by choosing:
30 —  at least one functionality of the protected software 2p whose usage is

liable to be monitored using a variable of measurement,
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corresponding to'a limit of usage of said functionality,
—~ and at least one method of update of a chosen variable of measurement
depending on the usage of said'functionality,

e and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software 2p, the variable of measurement is actualized by means
of the second execution part 2peu depending on the usage of said _
functionality, and at least one threshold crossing is taken into account.

: For the implementation of a first preferred variant embodiment of tile principle
of protection by detection and coercion using, as characteristic, a variable of
measurement; the protectéd software 2p is modified:

e by choosing in the source of the protected software 2ps, at least one chosen
variable of measurement to which must be associated several thresholds
corresponding to different limits of usage of the functionality,

e by choosing at least two thresholds associated to the chosen variable of
measurement,

¢ and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software 2p, the crossings of the various thresholds are taken into
account differently, by means of the second execution part 2peu.

For the implementation of a second preferred variant embodiment of the
principle of protection by detection and coercion using as characteristic, a variable of
measurement, the protected software 2p is modified:

¢ by choosing in the source of the protected software 2ps, at least one chosen
variable of measurement enabling to limit the usage of a functionality and
which must be able to be credited with at least one additional usage,

e andby modifying at least one chosen portion, this modification being such

that during a phase called of refilling, at least one additional usage of at
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10 e and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software Zp, the second execution part 2peu abides by all the
chosen features of execution.

For the implementatidﬁ of the principle of protection' by detection and coercion
15 " ﬁsing as feature of execution to abide by, the monitoring of the execution chaining,
the protected software 2p is modified: _
| e by modifying at least one chosen portion of the source of the protected
software 2ps:
— by transforming the elementary functions into instructions,
20 — by specifying the chaining by which must abide at least some of the
instructions during their execution in the unit 6,
— and by transforming the elementary commands into instructions
commands corresponding to the instructions used.
When the principle of protection by renaming is implemented, the protected
25 software 2p is modified:
e by choosing in the source of the protected software 2ps, triggering
.commands,
e by modifying at least one chosen portion of the source of the protected
software 2ps by renaming the orders of the chosen triggering commands, so
30 as to conceal the identity of the corresponding dependent functions,

. and by producing:
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. ' part 2pos being such that during the execution of the protected
software 2p, the triggering commands with renamed orders are

executed, '

5 - and the second object part 2pouw of the protected software 2p
containing the exploitation means also implementing the restoring
means 20, said second object part 2pou being such that, after upload to
the unit 6 and during the execution of the protected software 2p, the
identity of the dependent functions whose execution is triggered by the

10 first execution part 2pes is restored by means of the second execution
part 2peu, and the dependent functions are executed by means of the
second execution part 2peli.

" For the implemen_tation of a variant of the principle of protection by renaming,
the protected software 2p is modified: |

15 ® by choosing, in the source of the protected software 2ps at least one

triggering command with renamed order,

* and by modifying at least one chosen portion of the source of the protected
software 2ps by replacing at least the renamed order of one chosen
triggering command with renamed order, with another renamed order,

20 triggering a dependent function of the same family.

When the principle of protection by conditional branch is implemented, the

protected software 2p is modified:

e by choosing, in the source of the protected sofiware 2ps, at least one
conditional branch carried out in at least one chosen algorithmic processing,

25 e by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, the functionality of at least one chosen conditional
branch is executed, by means of the second execution part 2peu, in the unit
6. .

30 e and by producing:

—  the first object part 2pos of the protected sofiware 2p, said first object
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' software 2p, the functionality of at least one chosen conditional branch
is executed in the unit 6,
- — and the second object part 2Zpou of the protected software 2p, said
N second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected softwafe 2p, appears the second
execution part 2peu by means of which the functionality of at least one
chosen conditional branch is executed.
For the implementation of a preferred embodiment of the principle of protection
by cohditional branch, the protected software 2p is modified:
* by choosing, in the source of the protected software 2ps, at least one series
of chosen conditional branches, |
¢ by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, the overall functionality of at least one chdsen series
of conditional branches is executed, by means of the second execution part
2peu, in the unit 6,
e and by producing:

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the functionality of at least one chosen series of
conditional branches is executed in the unit 6,

— and the second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appears the second
execution part 2peu by means of which the overall functionality of at -
least one chosen series of condition_al branches is executed.

Naturally, the principles of protection according to the invention can be applied
directly during the development of a new software without requiring the prior
carrying out of intermediate protected pieces of sofiware. In this way, the creation

stage 8y; and the modification stage S;; can be carried out concomitantly so as to
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U& () - | 1%/8&%% {h}s_ clus%rr:lli'ge%fon stage Sz3, the second object part 2pou possibly containing
the exploitation means is uploadcd to at least one blank unit 60, with the intention of
‘obtaining at least one unit 6, or a part of the second object part 2pou possibly
'containing the exploitation means is uploaded to at least one pre-customized unit 66,
10 with the intention of obtaining at least one unit 6. The uploading of this
| ‘customization information enables to make operational at least one unit 6. It should
be observed that part Qf said information, once transferred to a unit 6, is not directly
accessible outside said unit 6. The transfer of the customization information to a
Blank unit 60 or a pre-cuétomized unit 66 can be carried out through an adapted

15 customization unit which is described in the rest of the description in figure 150. In
the case of a unit 6, constituted by a chip card 7 and its reader 8, the customization
concerns only the chip card 7.

For the implementation of the protection phase P, various technical means are
_described more precisely in relation to figures 110, 120, 130, 140 and 150.

20 Figure 110 illustrates an embodiment of a system 25 enabling to implement the
construction stage Sy2 which takes into account the definitions intervened during the
definitions stage Sy; and during which are constructed the transfer means 12, 13 and
possibly, the exploitation means intended for the unit 6. Such a system 25 includes a
program development unit or workstation which has classically thc. form of a

25  computer comprising a system unit, a screen, peripherals such as keyboard-mouse,

and including, among others, the following programs: file editors, assemblers, pre-
processors, compilers, interpretors, debuggers and link editors.

Figure 120 illustrates an embodiment of a pre-customization unit 30 enabling to

upload at least in part the transfer means 13 and/or the exploitations means to at least

30  one blank unit 60 with the intention of obtaining a pre-customized unit 66. Said pre-

customization unit 30 includes reading and writing means 31 enabling to electrically
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customization unit 30 can also include physical customization means 32 of the blank
‘unit 60 which can for instance, have the form of a printer. In the case where the unit 6
5 is constituted by a chip card 7 and its reader 8, the pre-customization generally
concerns only the chip card 7.
| Figure 130 illustrates an embodiment of a system 35 enabling to carry out the
making of the tools enabling to help generate protected software or to automate
software protection. Such a system 35 includes a program development unit or
10 workstation which has classically the form of a computer comprising a system unit, a _
~ screen, peripherals such as keyboard-mouse, and including, among others, the
following programs: file editors, assemblers, pre-processors, compilers, interpretors,
_'debuggers and link editors. |
| Figure 140 illustrates an embodiment of a system 40 enabling to create difectly
15  a protected software 2p or to modify a vulnerable software 2v with the intention .of
obtaining a protected software 2p. Such a system 40 includes a program development
unit or workstation which has classically the form of a computer comprising a system
unit, a screen, peripherals such as keyboard-mouse, and including, among others, the
following programs: file editors, assemblers, pre-processors, compilers, interpretors,
20  debuggers and link editors, as well as tools enabling to help generate protected
software or to automate software protection.

Figure 150 illustrates an embodiment of a customization unit 45 enabling to
upload the second object part 2pou to at least one blank unit 60 with the intention of
obtaining at least one unit 6 or to upload a part of the second object parf 2pou to at

25 least one pre-customized unit 66 with the intention of obtaining at least one unit 6.
Said customization unit 45 includes feading and writing means 46 enabling to
electrically customize, at least one blank unit 60 or at least one pre-customized unit
66, so as to obtain at least one unit 6. At the close of this customization, a unit 6
includes the information necessary to the execution of the protected software 2p. The

30  customization unit 45 can also include physical customization means 47 for at least

one unit 6 which can for instance, have the form of a printer. In the case where a unit
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followmg improvements:

5 * It can be planned to use jointly several processing and memorizing units
between which is divided out the second object part 2pou of the protected
software 2p so that their joint use enables to execute the protected software
2p, the absence of at least one of said processing and memorizing units
preventing the usage of the protected software 2p.

10 | e In the same way, after the pre-customization stage S;3 and during
‘customization stage Sz3I,l the part of the second object part 2pou necessary to

transform the pre-customized unit 66 into a unit 6 can be contained in a

processing and memorizing unit used by the customization uni.t 45 so as to.

limit the access to said part of the second object part 2pou. Naturally, said

15 part of the second object part 2pou can be divided out between several
' processing and memorizing units so that said part of the second object part

2pou is accessible only during the joint use of said processing and

memorizing units.
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1 - Process to protect, using at least one blank unit (60) mcludmg at least-

memonzatlon means (15), a vulnerable software (2v) against its unauthorized usage,

said vulnerable software 2v) working on a data processing system ), said

protection process comprising:

=  during a protection phase (P):

e creating a protected software (2p):

by choosing in the source of the vulnerable software (2vs):
> at least one variable which, during the execution of the vulnerable
software (2v), partially defines the state of the latter,
> and at least one portion containing at least one chosen variable,
by producing a source of the protected software (2ps) from the source
of the vulnerable software (2vs), by modifying at least one chosen
portion of the source of the vulnerable softiware (2vs), this
modification being such that during the execution of the protected
software (2p), at least one chosen variable or at least one copy of
chosen variable resides in the blank unit (60) whiéh is thus transformed
into a unit (6),
and by producing a first object part (2Zpes) of the protected software
(2p) from the source of the protected software (2ps), said first object
part (2pos) being such that during the execution of the protected
software (2p), appears a first execution part (2pes) which is executed
in the data processing system (3) and whose at least a portion takes into
account that at least a variable or at least a copy of variable resides in
the unit (6),

- -> and during a usage phase (U) during which the protected software (2p) is

executed:

e in the presence of the unit (6), each time a portion of the first execution part

(2pes) imposes it, using a variable or a copy of variable residing in the unit

©),

so that said portion is executed correctly and that, consequently, the
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the unit-(6), not being able to fulfill said request correctly, so that at least
5 said portion is not executed correctly aﬂd that, consequently the protected
software (2p)'is not completely functional.
2 — Process according to claim 1, comprising:
2> duﬁng the protection phase (P):
¢ modifying the protected software (2p):

10 —~ by choosing in the source of the protected software (2ps):

» at least one algorithmic processing which during the execution of
the protected software (2p), uses at least one chosen variable, and
enables to obtain at least one result variable,

» and at least one portion containing at least one chosen algorithmic

15 processing,

— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that:

» during the execution of the proteéted software (2p) the first
execution part (2pes) is executed in the data processing system (3)

20 and a second execution part (2peu) is executed in the unit (6)
which also includes processing means (16),

» at least the functionality of at least one chosen algorithmic
processing is executed by means of the second execution part
(2peu),

25 » at least one chosen algbrithmic processing is split so that during
the execution of the protected software (2p); appear, by means of
the second execution part (2peu), several distinct steps, namely:

0 the placing of at least one variable at the unit (6)’s disposal,
0 the carrying out in the unit (6), of the functionality of the

30 algorithmic processing on at least said variable;

0 and possibly, the placing of at least one result variable at the
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sequences allowing the execution of the protected software (2p),
— and by producing:

» the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), the steps commands are executed
according fo the chosen sequence, '

> and a second object part (2pou) of the protected software (2p),
said second object part (2pou) being such that, after upload to the
blank unit (60) and during the execution of the protected software
(2p), appears the second execution part (2peu) by means of which
the steps triggered by the first execution part (2pes) are executed,

and uploading the second object part (2pou) to the blank unit (60), with the

intention of obtaining the unit (6),

- and during the usage phase (U):

in the presence of the unit (6) and each time a step command contained in a
portion of the first execution part (2pes) imposes it, executing the
corresponding step in the unit (6), so that said portion is executed correctly
and that, consequently, the protected software (2p) is completely functional,
and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes) to trigger the execution of a step in the unit (6),
not being able to fulfill said request correctly, so that at least said portion is
not executed correctly and that, consequently, the protected software (2p) is

not completely functional.

3 - Process according to claim 1, comprising:
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salﬁ) elemet%tgry commands being liable to be executed in the data

processing system (3) and to trigger the execution in the unit (6), of the

elementary functions,

constructing exploitation means enabling to transform the blank unit (60)

into the unit (6) able to execute the elementary functions of said set, the

execution of said elementary functions being triggered by the execution in

the data processing system (3), of elementary commands,

modifying the protected software (2p):

by choosing in the source of the protected software (2ps):

>

at least one algorithmic processing which during the execution of
the protected software (2p), uses at least one chosen variable, and
enables to obtain at least one result variable,

and at least one portion containing at least one chosen algorithmié

processing,

by modifying at least one chosen portion of the source of the protected

>

-software (2ps), this modification being such that:

during the execution of the protected software (2p) the first
execution part (2pes) is executed in the data processing system (3)
and a second execution part (2peu) is executed in the unit (6),

at least the functionality of at least one chosen algorithmic
processing is executed by means of the second execution part
(2peu),

at least one chosen algorithmic processing is split so that during
the execution of the protected software (2p), said algorithmic
processing is executed by means of the second execution part

(2peun), using elementary functions,
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for at least one chosen algorithmic processihg, elementary

commands are integrated to the source of the protected software

10%
10%

10%.

(2ps), so that during the execution of the protected software (2p),

each elementary command is executed by the first execution part
(2pes) and triggers in the unit (6), the execﬁtion by means of the
second execﬁtion part (2peu), of an elementary function,

and a sequence of the elementary commands is chosen among the

set of sequences allowing the execution of the protected software

(2p),

— and by producing:

>

the first object part (2pos) of the protected software (2p), said first
object part (2pes) being such that during the execution of the
protected software (2p), the elementary commands are executed
according to the chosen sequence, o

and a second object part (2pou) of the protected software (2p)
containing the exploitation means, said second object part (2pou)
being such that, after upload to the blank unit (60) and during the
execution of the protected software (2p), appears the second
execution part (2peu) by means of which the elementary functions
triggered by the first execution part (2pes) are executed,

and uploading the second object part (2pou) to the blank unit (60), with the

intention of obtaining the unit (6),

-> and during the usage phase (U):

in the presence of the unit (6) and each time an elementary command

contained in a portion of the first execution part (2pes) imposes it,

executing the corresponding elementary function in the unit (6), so that said

portion is executed correctly and that, consequently, the protected software

(2p) is completely functional,

and in the absence of the unit (6), in spite of the request by a portion of the

first execution part (2pes), to trigger the execution of an elementary

function in the unit (6), not being able to fulfill said request correctly, so
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that at least said portion is not executed correctly and that, consequently, the
pfotcctéd software (2p) is not completely functional.
4 - Process according to claim 2, comprising:
-> during the protection phase (P):
5 e  defining: " ‘
—  a set of elementary functions whose elementary functions are liable to
be executed in the unit (6),
— and a set of elementary commands for said set of elementary functions,
said elementary commands being liable to be executed in the data
10 processing system (3) and to trigger the execution in the unit (6), of the
elementary functions,
e constructing exploitation means enabling the unit (6), to execute the
elementary functions of said set, the execution of said elementary functions

being triggered by the execution in the data processing systefn (3), of

15 elementary commands,

e and modifying the protected software (2p):

— by choosing in the source of the protected software (2ps), at least one
step which during the execution of the protected software (2p), carries
out the functionality of an algorithmic processing,

20 — by modifying at least one chosen portion of the source of the protected

software (2ps), this modification being such that:

> at least one chosen step is split so that during the execution of the
protected software (2p), said step is executed by means of the
second execution part (2peu), using elementary functions,

25 ' » for at least one chosen step, elementary commands are integrated
to the source of the protected software (2ps), so that during the
execution of the protected software (2p), each elementary
command is executed by the first execution part (2pes) and
triggers in the unit (6), the execution by means of the second

30 execution part (2peu), of an elementary function,

» and a sequence of the elementary commands is chosen among the
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also containing the exploitation means, said second object part

10 (2pou) being such that, after upload to the unit (6) and during the

execution of the protected software (2p), appears the second
execution part (2peu) by means of which the elementary functions
triggered by the first execution part (2pes) are executed,

= and during the usage phase (U):

15 e in the presence of the unit (6) and each time an elementary command
contained in a portion of the first execution part (2pes) imposes it,
executing the corresponding elementary function in the unit (6), so that said
portion is executed correctly and that, consequently, the protected software
(2p) is completely functional,

20 e and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes), to trigger the execution of an elementary
function in the unit (6), not being able to fulfill said request correctly, so
that at least said portion is not executed correctly and that, consequently, the
protected software (2p) is not completely functional.

25 5 - Process according to claim 3 or 4, comprising:

-> during the protection phase (P):
o  defining:
—  at least one software execution characteristic, liable to be monitored at
least in part in the unit (6),
30 — at least one criterion to abide by for at least one software execution

characteristic,
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5 inform the data processing system (3) and/or modify the execution of a
software, when at 'léast one criterion is not abided by,
. o constructing the exploitation means enabling the unit (6), to also implement
the detection means (17) and the coercion means (18),
¢ and modifying the protected software (2p):
10 = ' by choosing at least one software execution characteristic to monitor,
among the software execution characteristics liable to be monitored,
— by choosing at least one criterion to abide by for at least one chosen
software execution characteristic,
— by choosing in the source of the protected software (2ps), elementary
15 functions for which at least one chosen sofiware execution
characteristic is to be monitored,
~ by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected software (2p), at least one chosen éxecution
20 characteristic is monitored by means of the second execution part
(2peu), and the fact that a criterion is not abided by leads to the data
processing system (3) being informed and/or to a modiﬁcatidn of the
execution of the protected software (2p),
— and by producing the second object part (2pou) of the protected
25 software (2p) containing the exploitation means also implementing the
detection means (17) and the coercion means (18), said second object
part (2pou) being such that, after upload to the unit (6) and during the
execution of the protected software (2p), at least one software
execution characteristic is monitored and the fact that a criterion is not

30 abided by leads to the data processing system (3) being informed

and/or to a modification of the execution of the protected sofiware
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—  as long as all the criteria corresponding to all the monitored execution
5 characteristics of all the modified portions of the protected software
(2p) are abided by, enabling said portions of the protected software .
(2p) to work nominally and consequently enabling the protected
software (2p) to work nominally,

— and if at least one of the criteria corresponding to a monitored

10 execution characteristic of a portion of the protected software (2p) is
not abided by, informing the data processing system (3) of it and/or
modifying the functioning of the portion of the protected software (2p),
so that the functioning of the protected software (2p) is modified.

6 - Process according to claim 5, to limit usage of a protected software (2p),

15 comprising: _

-> during the protection phase (P):
e defining:

— as software execution characteristic liable to be monitored, a variable
of measurement of the usage of a functionality of a software,

20 — as criterion to abide by, at least one threshold associated to each
variable of measurement,

— and actualization means enabling to update at least one variable of
measurement,

e constructing the exploitation means enabling the unit (6) to also implement

25 the actualization means,

e and modifying the protected software (2p):

— by choosing as software execution characteristic to monitor, at least
one variable of measurement of the usage of at least one functionality
of a software,

30 -~ by choosing:

» at least one functionality of the protected software (2p) whose
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functionality,
» and at least one method of update of a chosen variable of
measurement depending on the usage of said functionality,

— and by modifying at least one chosen portion of the source of the

10 protected software (2ps), this modification being such that, during the
execution of the protected software (2p), the variable of measurement
is actualized by means of the second execution part (2peu) depending
on the usage of said functionality, and at least one threshold crossing is
taken into account,

15 - and during the usage phase (U), in the presence of the unit (6), and in the case

| where at least one threshold crossing corresponding to at least one limit of usage
is detected, infdrming the data processing system (3) of it and/or modifying the
functioning of the portion of the protected software (2p), so that the functionihg
| of the protected software (2p) is modified.
20 7 - Process according to claim 6, comprising:
> during the protection phase (P):
e defining:

—  for at least one variable of measurement, several associated thresholds,

— and different coercion means corresponding to each of said thresholds,

25 e and modifying the protected software (2p):

— by choosing in the source of the protected software (2ps), at least one
chosen variable of measurement to which must be associated several
thresholds corresponding to different limits of usage of the
functionality,

30 — by choosing at least two thresholds associated to the chosen variable of

measurement,
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execution of the protected software (2p), the crossings of the various

thresholds are taken into account differently, by means of the second
5 execution part (2peu),
- and during the. usage phase (U):

e in the presence of the unit (6):

—  in the case where the crossing of a first threshold is detected, enjoining
the protected software (2p) not to use the corresponding functionality

10 anymore, '

— and in the case where the crossing of a second threshold is detected,
making ineffective the corresponding functionality and/or at least one
portion of the protected software (2p).

8 - Process according to claim 6 or 7, comprising:

15 - during the protection phase (P):

e defining refilling means enabling to credit at least one software
functionality monitored by a variable of measurement with at least one
additional usage, '

e constructing the exploitation means also allowing the unit (6) to implement

20 the refilling means,

¢ and modifying the protected software (2p):

— by choosing in the source of the protected software (2ps), at least one
chosen variable of measurement enabling to limit the usage of a
functionality and which must be able to be credited with at least one

25 additional usage,

~ and by modifying at least one chosen portion, this modification being
such that during a phase called of refilling, at least one additional usage
of at least one functionality corresponding to a chosen variable of
measurement can be credited,

30 - and during the phase of refilling:

e reactualizing at least one chosen variable of measurement and/or at least
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T S109&0() - 109’ (by dhoosidgd's gyftware execution characteristic to monitor at least one
' profile of software usage,
— by choosing at least one feature of execution by which at least one
chosen profile of usage must abide,
— and by modifying at least one chosen portion of the source of the
15 protected software (2ps), this modification being such that, during the
execution of the protected software (2p), the second execution part
(2peu) abides by all the chosen features of execution,
-> and during the usage phase (U) in the presence of the unit (6), and in the case
where it is detected that at least one feature of execution is not abided by,
20 informing the data processing system (3) of it and/or modifying the functioning
of the portion of the protected software (2p), so that the functioning of the
proteéted software (2p) is modified.
10 - Process according to claim 9, comprising;
- during the protection phase (P):
25 e - defining:
— an instructions set whose instructions are liable to be executed in the
© unit (6),
— a set of instructions commands for said instructions set, said
instructions commands being liable to be executed in the data
30 processing system (3) and to trigger in the unit (6) the execution of the

instructions,
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— and as coercion means (18), means enabling to inform the data

processing system (3) and/or to modify the functioning of the portion
of protected software (2p) when the chaining of the instructions does
not correspond to the expected one, |
10 . constructing the exploitation means also enabling the unit (6) to execute the
instructions of the instructidns set, the execution of said instructions being
' tfiggered by the execution in the data processing system (3), of the
instructions commands, '
o and modifying the protected software (2p):
15 — by modifying at least one chosen portion of the source of the protected
software (2ps): |
» by transforming the elementary functions into instructions,
> by specifying the chaining by which must abide at least some of
the instructions during their execution in the unit (6),
20 »> and by transforming the elementary commands into instructions
commands corresponding to the instructions used,

-> and during the usage phase (U), in the presence of the unit (6), in the case where
it is detected that the chaining of the instructions executed in the unit (6) does
not correspond to the expected one, informing the data processing system (3) of

25 it and/or modifying the functioning of the portion of the protected software (2p),
so that the functioning of the protected software (2p) is modified.
11 - Process according to claim 10, comprising:
-> during the protection phase (P):
e  defining:
30 — as instructions set, an instructions set whose at least some instructions

work with registers and use at least one operand with the intention of



| S 10%| & ()-F10%| & ()- 10 h 10 h 10 h3: ml0% h& ()-f810% h& ()- 6mL0%

h& ()-8t wU3bC ! ! Y#10% | & ()-M Y#10% & ()-M!, "10%J U & ()-!!,

"100J U & ()-!, "10%P| P| & ()-!s9&10% | & ()-t:]<xV7hC !

L (, #10%1] & () -!(, #10%| 4] & () - vs

f(,#10% & ()-! A#10%}| 4| & ()-0! z#10% | & ()-0! f10% | & ()-"#$% Y6sQ ! " 10% : & (
1109 ()- - <"109& () - (10%&'() 10 10

10! T(, #109& () - # nx % ()-1G 3-#10% - & ()-!13-#10% (& ()-!13-#10
WM& ()- <| 3- #10% ;&éﬁ?@ 5@"1 %% ()-0 !}[ M1l 10XX 10XX

(}/;)Xé} EI[ g%i?W&()f&hﬁl@‘sl@%E&ffﬁmﬁémi&%s WorkiRg #1@%&xibters: 8! 3- #10%EEL ()-'
. Z

10X! KF&109%&' () -.% F&&owea't(I)‘F))/dqu@me(ﬁmmomm%ﬁﬂ(e)mwmmp%gz O- %10%&' (
)-s/w) M\: M1l 10X!!/#109 h&' --10

F&10%-& () - % 4F&10%v&dtd 2 ((K% &%ﬁ%ﬁ?ﬁ’o@am‘n@/&’“ rfpy execution of the
| T#10%} & 1 T#10%<<
%1 & () - o ﬁ&(sﬁrﬁct lg.t{é ri%lt((i Afi?gﬁ z:grrespi)xf%}}ﬂg &}a 1& ()-1

10! +8#10%&' () -! P/ #109%& Y7t P 1o

T#10%4| 4] & () - 1! T#10%44& @1de!n31'#étﬂ%(ﬁ&d(ohlie1iﬁ§tﬁi’éﬁ&rl @m, & }[M1 10]| 10]|
10| | ': +10% | & () - TH10%4<& () - 1! ST#10%|&'§ 1'T#10%|&' ) J1T#10%4| & () - 1aBM
?1  10|| 1;Y 10%| & () 9! 8and fosach /mF&ls(cr)mtm%u & ()-Z10%4| & () -

10%4| & () -1 +xV7MP1  10Y#1Q%4| (g) ré 094 4] & () -

t"10%& ()-1"10% | & ()-!" T om&ﬂﬂéi Kp0og (& ()-+}}A?MPL 1063

') 10 & (?1SZ?L5‘4 e ig}g@gf;gag#&c@éa;%ygg}g@v MU et 104
104| 104| F:gl0%}| & ()-y8-#1@pétafid( ) - z<T#zX6~\:

—  for each register belonging to the exploitation means and used by the
instructions set, a generated identification field (CIG,) in which is
automatically memorized the identification of the last instruction
which has returned its result in said register, |

15 ~  as detection means (17), means enabling, during the execution of an
instruction, for each operand, when the flag field (CDy) imposes it, to
check the equality of the generated identification field (CIGy)
corresponding to the register used by said operand, and the expected
identification field (CIP)) of the origin of said operand,

20 — and as coercion means (18), means enabling to modify the result of the
instructions, if at least one of the checked equalities is false.

12 - Process according to claim 3, 4 or 10 comprising:
=> during the protection phase (P):
o  defining:

25 — as a triggering command, an elementary command or an instruction
command,

— as a dependent function, an elementary function or an instruction,

— as an order, at least one argument for a triggering command,
corresponding at least in part to the information transmitted by the data

30 processing system (3) to the unit (6), so as to trigger the execution of

the corresponding dependent function,
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restoring means,
¢ and modifying the protected software (2p):
— by choosing in the source of the protected software (2ps), triggering
‘10 commands, ' '

— by modifying at least one chosen portion of the source of the protected
software (2ps) by renaming the orders of the chosen triggering
commands, so as to conceal the identity of the corresponding
dependent functions,

15 — and by producing:
» the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the

protected software (2p), the triggering commands with renamed

orders are executed,

20 » and the second object part (2pou) of the protected sofiware (2p)
containing the exploitation means also implementing the restoring
means (20), éaid second object part (2pou) being such that, after
upload to the unit (6) and during the execution of the protected
software (2p), the identity of the dependent functions whose

25 execution is triggered by the first execution part (2pes) is restored
by means of the second execution part (2peu), and the dependent
functions are executed by means of the second execution part
(2peu),

- and during the usage phase (U):
30 e in the presence of the unit (6) and each time a triggering command with

renamed order, contained in a portion of the first execution part (2pes)
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10 13 - Process according to claim 12, comprising:

-> during the protection phase (P):

e defining for at least one dependent function, a family of dependent
functions algorithmically equivalent, but triggered by triggering commands
whose renamed orders are different,

15 ¢ and modifying the protected software (2p):
— by choosing, in the source of the protected software (2ps) at least one
triggering command with renamed order,
—~ and by modifying at least one chosen portion of the source of the
protected software (2ps) by replacing at least the renamed order of one
20 chosen triggering command with renamed order, with another renamed
order, triggering a dependent function of the same family.
14 - Process according to claim 13, comprising:
-> during the protection phase (P), defining, for at least one dependent function, a
family of algorithmically equivalent dependent functions:
25 — by concatenating a field of noise to the information defining the
functional part of the dependent function to execute in the unit (6),
— or by using the identification field of the instruction (CII) and the
expected identification fields (CIPy) of the operands.

15 - Process according to claim 12, 13 or 14, comprising:

30 - during the protection phase (P):

o defining:
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5 . the dependent functions to execute in the unit (6).
16 - Process according to one of the claims 2 to 15, comprising:
- during the protection phase (P):
¢ modifying the protected software (2p):
— by choosing, in the source of the protected software (2ps), at least one
10 conditional branch carried out in at least one chosen algorithmic
processing,
— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
.of the protected software (2p), the functionality of at least one chosen
15 conditional branch is executed, by means of the second execution part
(2peu), in the unit (6),
— and by producing:
» the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
20 protected software (2p), the functionality of at least one chosen
conditional branch is executed in the unit (6),
> and the second object part (2pou) of the protected software (2p),
said second object part (2pou) being such that, after upload to the
unit (6) and during the execution of the protected software (2p),
25 : appears the second execution part (2peu) by means of which the
functionality of at least one chosen conditional branch is executed,
-> and during the usage phase (U):
e in the presence of the unit (6) and each time a portion of the first execution
part (2pes) imposes it, executing the functionality of at least one conditional

30 branch in the unit (6), so that said portion is executed correctly and that,

consequently, the protected software (2p) is completely functional,
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~ by choosing, in the source of the protected software (2ps), at least one
series of chosen conditionalvbranches,

10 . — by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected software (2p), the overall functionality of at least one
chosen series of conditional branches is executed, by means of the
second execution part (2peu), in the unit (6),

15 —  and by producing;:
> the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), the functionality of at least one chosen
series of conditional branches is executed in the unit (6),

20 > and the second object part (2pou) of the protected software (2p),
said second object part (2pou) being such that, after upload to the
unit (6) and during the execution of the protected software (2p),
appears the second execution part (2peu) by means of which the
overall functionality of at least one chosen series of conditional

25 branches is executed.

18 - Process according to one of the claims 1 to 17, comprising splitting the
protection phase (P) into a prior protection sub-phase (P1), independent of the
software to protect and a subsequent protection sub-phase (P2), dependent of the
software to protect.

30 19 - Process according to claim 18, comprising, during the prior protection sub-

phase (P1), making intervene a definitions stage (S11) during which are carried out
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e  a creation stage (S21) during which the protected software (2p) is created,

15 from the vulnerable software (2v),

e possibly, a modification stage (S22) during which the protected software

(2p) is modified,

e and possibly a customization stage (S23) during which:

—  the second object part (2pou) of the protected software (2p) possibly

20 containing the exploitation means is uploaded to at least one blank unit
(60) with the intention of obtaining at least one unit (6),

— orapart of the second object part (2pou) of the protected software (2p)
possibly containing the exploitation means is uploaded to at least one
pre-customized unit (66) with the intention of obtaining at least one

25 unit (6).

24 - Process according to claims 22 and 23, comprising, during the creation -
stage (S21) and possibly during the modification stage (S22), using at least one tool
which help generate protected software or which automate software protection.

25 - System for the implementation of the process in accordance with claim 20,

30  characterized in that.it includes a program development unit, used, during the

construction stage (S12), to carry out the construction of the expioitation means
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intended for the unit (6), taking into account the definitions intervened during the
definitions stage (S11). _

26 - System for the implementation of the process in accordance with claim 21,
characterized in that it includes a pre-cu_stomizaﬁon unit (30) enabling to upload at
least a part of the exploitation means to at least one blank unit (60), with the intention
of obtaining at least one pre-customized unit (66).

27 - System for the implemenfation of the process in accordance with claim 22,

characterized in that it includes a program development unit, used to carry out during

~ the tools making stage (S14), the making of tools which help generate protected

software or which automate software protection.
28 - System for the implementation of the process in accordance with claim 23

or 24, characterized in that it includes a program development unit used to create or

modify a protected software (2p).

29 - System for the implementation of the process in accordance with claim 23,
characterized in that it includes a customization unit (45) enabling to upload:

o the second object part (2pou) to at least one blank unit (60), with the

intention of obtaining at least one unit (6),
e or apart of the second object part (2pou) to at least one pre-customized unit
(66), with the intention of obtaining at least one unit (6).

30 - Pre-customized unit (66), characterized in that it is obtained by the system
in accordance with claim 26.

31 - Unit (6) enabling to execute a protected software (2p) and to prevent its
unauthorized usage, characterized in that it contains the second object part (2pou) of
the protected software (2p) uploaded using a customization unit (45) in accordance
with claim 29. '

32 - Set of units (6), characterized in that the second object part (2pou) of the

" protected software (2p), uploaded using a customization unit (45) in accordance with

claim 29, is divided out between several processing and memorizing units so that
their joint use enables to execute the protected software (2p). |
33 - Distribution set (2pd) of a protected software (2p), characterized in that it

includes:
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e a first distribution part (2pd§) containing the first object part (2pos) and
designed to work in a data processing system (3),

e and a second distribution part (2pdu) having the form:
— of a blank unit.(60),

— or of a pre-customized unit (66) in accordance with claim 30, able after
upload of customization information, to transform into a unit (6),
— or of a unit (6) in accordance with claim 31.

34 - Distribution set (2pd) of a protected soﬁWare (2p) according to claim 33,
characterized in that the first distribution part (2pds) has the form of a physical
distribution medium, a CDROM for instance, or the form of files distributed through
a network.

| 35 - Distribution set (2pd) of a protected software (2p) according to claim 33,
characterized in that the second distribution part (2pdu), having the form of blank
uﬁits (60), of pre-customized units (66) or of units (6), includes at least one chip card
@.

36 - Processing and memorizing unit characterized in that it contains the part of
the second object part (2pou) necessary to transform a pre-customized unit (66) in
accordance with claim 30 into a unit (6) in accordance with claim 31.

37 - Set of processing and memorizing units characterized in that the processing
and memorizing units used jointly, contain the part of the second object part (2pou)
necessary to transform a pre-customized unit (66) in accordance with claim 30 into a

unit (6) in accordance with claim 31.



