METHOD FOR ROUTI NG SM5 MESSAGES USI NG AN | NTELLI GENT ROUTI NG NODE Fi el d of
the I nvention The present invention relates to a system and net hod of

managi ng wiyBosaasages bet ween a subscriber of a first mpoirhegesoaior
net wor Kk and anot her subscriber either located in the first network or
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i ntroduci ng val ue added services, sonetines called smart services, to
standard SM5 nessages. Background to the Invention Short messaging Service
(SM5) are being used increasingly particularly by nobile tel ephone users.
One of their principal uses to date is for sending text nessages from one

nobi | e t;eéaghaqg ﬁseer tbQ anot her, for exanple, confirm ng an appoi nt nent,
or just 1 t greeting. Short Message Service (SM5) is rapidly
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In the sinplest tormof operation an SM5 nessage is sent from one bile
entity t aelecmhmenicatidis systemt i panvicalas tRVBVasHy BoydpEe)SystonEdeashges can

be transmtted wi.thin th me .nobil e tele ith
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Wb sjgt e I{lgstg_gggg_r) with an internet link or fromone digital phone to

anot her. Typical uses of SMS include interpersonal conmunication and
notifying services to nobile phone owners. These notification services

i ncl ude ssage. n Eoit i3ci én%ﬁn related to arrival of voicenmail, email and
f ax mssm&%%ﬁr-e&ﬁ—n&v—sa, vices; email interworking (this refers to
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messagi ng and nul t1-medi a messagi ng appli cations, whi Ch_cf)ose i
simply sending a greeting. Short Message Service (SMS) is rapidly becoming the
messaging medium of choice for larger and larger segments of the public. It enables the
sending of short text messages to wireless phones, and in this way it enables mobile
phone users the benefits of limited functions from the worlds of paging, email and
20  instant messaging. In the simplest form of operation an SMS message is sent from one

mobile entity to another mobile entity via a SMS Centre (SMSC).

SMS messages can be transmitted within the same mobile telephone network or to
anyone with roaming service capability. They can also be sent to digital phones from a
25  Web site (server) with an internet link or from one digital phone to another. Typical
uses of SMS include interpersonal communication and notifying services to mobile
phone owners. These notification services include message notifications related to
arrival of voicemail, email and fax messages, and reminder services; email inter-
working (this refers to allowing SMS message to be converted and sent as e-mail and
30  vice-versa); paging inter-working; and information services such as weather reports,

traffic reports, stock quotes, exchange rates etc.



consi derabl e technical challenges to network operators. Additionally smart
services or value added services for SM5 are been devel oped |ike auto 'on
vacat i on'woes@anaermoor copy/divert to E-mail anongst ot hecsaeRopomibiseem with
provi ding these services is that existihng SM5 Centre (SMSC) architectures
are not suitable for inplenmenting thesé new types of smart services. This
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introduce these supplenentary services to the person-to-person SMS services

wi thin their own network (i.e where the sender also belongs to the nobile
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messages. For this reason, MNO A cannot offer SMS based Smart Services
implemented in a SMSC.
20
In addition mobile network operators seek to introduce these supplementary services to
the person-to-person SMS services within their own network (i.e where the sender also
belongs to the mobile network operator A), but are unable to do this in a manner which
is transparent to the home SMSC (i.e. it does not involve a core SMSC architecture

25  modification) and is technically difficult to achieve.

European Publication No. EP1255414 ‘Comverse’ discloses a system and method for
enabling improved management of SMS messages, and in particular automatic replies,
forwarding, filtering, saving and deleting of SMS messages on a wireless handset or
30 alternative SMS enabled device. An SMS Center is used for managing SMS messages,
an Auto-Reply Message Server (ARMS) stores Auto-Reply Messages and allows a
message receiver to set up, change, or delete Auto-Reply Messages, and an SMS

Automatic Handling Server (SAHS) handles message instructions for a message



may be operational such that only one of themmay be included in the
system However a problemw th this type of systemis that it does not
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for SM5 nessages originating froma sulscriber in one network to be
delivered to a subscriber in another nétwork, as the Converse application
requires spegkAlTHEMIORARMA S AGS by Heeekarht cBMpoIMtd, % ERMSd SMiRfentTARI

" Converse' systemal so involves a’new query interface to the SMSC and

t her ef or e nuyferdpagptichd sech {hae enlyfong of thevemay ametluded id dagesyisienn Hesvever

transparent t.q the SMSC A further propblem w ftlering Smart Seryiges for
SE noasadessiien i tafal et i B IEho ot W ST oG ansRlalt e

ot her net wathk SRR ltednihaiodh &) Hehenplemeaee foai SIMSt MmesRae orighaling drudech
recipient. This case arises where the original attenpt fails, for exanple
the reéi pisereribgiyinpneoigtwerk tobe dglieerethip @Wébffcé‘%@t & appsher patyvorke @5 g e
nmessage. i i: :ses f t e S 1 in the
SNE message T Rar ARRAAE RHRRS Rl SUSC Rehlittlo CIREE o TS 1D

whi ch is cepiairat] The Comveeset yysias abgahvolikd & aswdpteec fritertace @b theeSMdChode
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control nﬁﬂ‘g}he\‘ilvﬁ%lie%émgﬁf’%“r%?ég’ééeré@e%lc%ng{ ﬁﬁg?nealﬁlc? L FréﬂﬁpaFFé‘gg%ge and
wll thusygesgRely the sane smart service to the same nessage. This may be
hi ghly undesirable froma service perspective. The problemis further
exacerlbated if the smart service control node were to inplenent specialised
billing far .a,parti,cul ar..seryvi.ces. _and.woul d.r t i d C e.
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message). Unless detecting retries a node implementing SMS smart services (referred to

as a SMS smart services control node) will see this message as a distinct and different
message and will thus re-apply the same smart service to the same message. This may
20 be highly undesirable from a service perspective. The problem is further exacerbated if
the smart service control node were to implement specialised billing for a particular

services and would result in a double charge.
Another problem with mobile device users is the receipt of unsolicited SPAM SMS
25  messages. An increasing way for companies to target potential consumers is to send

unsolicited text messages to users for services they do not require.

Obiject of the Invention

It is therefore an object of the invention to provide an improved system and method for
30  managing SMS messages and to provide additional smart services to a SMS message in

a telecommunications system.



subscri ber of a second nobile operator network in a tel econmuni cati ons

system Another object of the invention is to provide a system and net hod
for managwogo@anusmmt o- person SMS nessages to provi ded soank20esooices in a
manner that is transparent to the SMSC, Summary of the Invention According

to the present invention there is provﬁded, as set out in the appended
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Short Messegagse beiveen Cendubscrib8VEE) a filse mebikodpemhpr netivogk tand snaher of :
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said SM5 nessage delivery attenpt fromthe first subscriber in the network
before delivery of said SVM5 nessage; routing said intercepted SM5 nessage
del i very Anbéapobjedtaf thesimuentionds (o pregide arsystem and aecthod fop managing prrson-

exam ni ng, sai d age delivery .atte 1 i i cat | smart
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nessage dggtgvied. t o sai d subscriber in response to said exam nation.
Accordi ng to another aspect of the present invention there is provided a
system and net hod of managi ng SM5 nessages between a subscriber of a first
nobi | e °p§{1ﬁ'1‘_i %{ rb?ttﬂ‘@fﬂ%eﬂﬂﬁgamt her subscri ber of a second nobil e operator
network it a T ons systemthe nethod conprising the steps of:
del i ver i ng.ceorSMs toeissaeent muentsai thersibprovidedasisat eaiinl theiappended isidins.gper at or
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i ntercepted SMS neSsage delivery attenpt via a smart services control node

i n second(VYEECxtthe mathoil cemprising the; steps of:

starting a delivery attempt of the SMS message from a first subscriber to a

15 second subscriber via said SMSC;
intercepting transparently to the SMSC said SMS message delivery attempt from
the first subscriber in the network before delivery of said SMS message;
routing said intercepted SMS message delivery attempt via a smart services
control node in the network;

20 examining said message delivery attempt for possible invocation of a smart
service to said SMS message; and
invoking said smart services for said SMS message destined to said subscriber in

response to said examination.

25  According to another aspect of the present invention there is provided a system and
method of managing SMS messages between a subscriber of a first mobile operator
network and another subscriber of a second mobile operator network in a
telecommunications system the method comprising the steps of:

delivering a SMS message from said subscriber in said first mobile operator

30 network to said subscriber of said second mobile operator network; |

intercepting a SMS message inbound delivery attempt in said second mobile

operator network before delivery of said SMS message;



exam ni ng said nessage delivery attenpt for possible invocation of a smart
service to said SM5 nessage; and invoking said smart services for said SMS
nessage dwetewdot49 sai d subscriber of said second nobi peTapmost@nisnet wor k
in response to said exam nation. Pref e%rably, the step of intercepting,
which is done transparently, includes 1ntercepting an inbound HLR query
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indicate that a smart service is required. As the HLR Query forns part of
t he standard mechani smfor an SM5C to deliver an SM5 nessages to, a nobile
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SMSCs. Prafosysdbe $MY message o p gr%?cf@éw%tﬁ“@w HFS aﬂt&%%dﬁt@?‘?ﬁ& ed HLR
query to %ﬁér@ i ﬁﬁlgﬁ%l@e R s iRGOREICEhRRBHRIOh DroAdePPbinffe hRttRdi £hdSMS

message. e nmet Is to route the SM5 nessage 'to the Snart Services
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service, for example a special address or no new signals are needed to indicate that a

smart service is required.

20 As the HLR Query forms part of the standard mechanism for an SMSC to deliver an
SMS messages to a mobile handset, the method of intercepting the HLR query en-route
to the HLR is thus transparent to the SMSC-and is easily implemented into existing
networks. This manner of intercepting SMS message delivery attempts can be
additionally used to introduce Smart Services for SMS messages resident in the mobile

25  network operators own SMSC as well as other network operators SMSCs.

Preferably, the step is carried out of examining the intercepted HLR query to determine
that a Smart Service needs to be applied to said SMS message. The method is to route
the SMS message to the Smart Services Control Node. In one embodiment this is
30  accomplished by replacing in the HLR query response the MSC/SGSN network location
address of the second recipient device with the network location address of the Smart

Services SMS control node. The Smart Services Control Node acts as a pseudo mobile



I n one enbodi nent the invention carries out the step of intercepting said
HLR query based on a condition that said query originated from anot her

net wor k. wodbdd/aoabl y the step of carrying out snmart serp¢iraemosmossi d SVS
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with one or more of the following: a. SMS service, a specific subscriber directory

number (MSISDN), a directory number in the HLR Query matches a specific number

prefix, a specific SMSC identified by its PLMN network address, a foreign SMSC

20 network address.

Suitably, in some scenarios the invention carries out the step of delivering said SMS
message from said Smart Services Control Node to the second device. This is
accomplished by routing the message via the original MSC/ SGSN network location

25  address that was stored in said Smart Services Control Node obtained from said

intercepted SMS delivery attempt.

Suitably, in other scenarios the invention carries out the step of terminating said SMS
message delivery when the Smart Service Logic requires that said SMS message is not
30 to be delivered to the subscriber in the second network, for example the Smart Service is

to filter out SPAM SMS messages originating from SMS centres belonging to other

networks.



requires that the said SM5 nessage is not delivered to said subscriber of
the said second operator network. Preferably, a unique identifier for said
SMS nessage 2&/gener ated at said smart services SMS conPcehenosieoonfyer ei n
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advant ag f the invention w 1 i URighe efenwfithwithe
fol | ow nga?q?llyu rYSOHE ST \é%é %8%%@%@6%%% E{agsﬁcggd 1ﬂ1?15 a E\le.tlwor k di agram
over Vi ew gfi RNRlcRHAGE dTeqich (SMBhmegigs elelivim vastempb rprpédssask patspidlgsmatti r st

and second operator network. Figure 2 is a k di i f
anot her M&SMS ngge for detge A S?W%WT%ﬁRﬁ)&Qé’le %@‘Tg‘[éﬁ g%fe)%’@{c)gi né? wor k
comprisi Ng, B1iPlid SMs!Hefhgerlidscri bers. |

In another embodiment only unique identifiers are stored in said storage memory for
retry SMS delivery attempts for comparison and wherein said retry SMS delivery
attempt is routed onwards by the smart services control node to the real network
50 location address of the said subscriber after said comparison. The onward routing imay

be conditionally based on a service indicator associated with the smart services control

node.

Preferably, the steps are carried out of generating a database of unique identifiers in said

25  storage memory and deleting said stored unique identifiers after a preset period of time.

There is also provided a computer program comprising program instructions for causing
a computer program to carry out the above method which may be embodied on a record
medium, carrier signal or read-only memory.

30
Brief Description of the Drawings

The features and advantages of the invention will be presented in conjunction with the

following illustrations listed below in which:



Figure 3 illustrates an enbodi nent of the present invention for a HLR Query
interception. Figure 4 illustrates an enbodi nent of the present invention
for a SVBvoesesagersdel i very. Figure 5 is a flow di agram for/iabzoosiboongs SVS
“messages on a first attenpt according _to one aspect of the present
i nvention shown in Figure 3. Figure 68 s a flow di agram for handling SV5
nmessages on a retry second attenpt according to anot her aspect of the
present invention shown in Figure 4. Detailed Description of the Draw ngs
Ref er ri ng;d e i 8 W Setdotl8faBrabis ovdriiest sRdedembbdinent efrhedirawnt inyentiore
present 1 nvention conprising a first operator network or other nobile
net wor k dlpustratiog a findiaod sesand) eprsptar PSFWBIK-t he ref erence numeral (10) and a
second operator network illustrated by the reference nunmeral (20). The
first operator network (10) conprises a nobile station controller (MC)
(11), sa Ipgsme bacahbwvork dgicsineovertiR)of @hethenenibadimastsfdhapuecrSMy B r e (13)
all of which are connected to a si.gnal ir‘igyrﬁuti n errlode (14), each
conponentois singlg oppraiyr NgFEk FIRPISEG R PRTFIEY RF SRR Y e art. The two
networks are connected via a signalling network (normally SS7 standard),
which primarily consist of signalling routing nodes, also k S
Si gnal | i migufe ahsillestraes mns eBTtment [oh thAeprepenst inypiol 4°r de k(,glueﬂﬁer eis
shown a signall.ing routing node (14) and in the second operator network,
there is BPEPYYbwWn a signalling routing node (21). The second oper at or
netwopk (20) also conprises a honme |ocation register (HLR) (22), a SMS
centre (23), a nobile switching centre (26), alJl con ted to &h.e
si gnal | i Meuredtillngratrsca ensbpylimens of the poergnigprsnitog oz &@r%es(s%?) Wi ses a
smart services SMS control node (24) and an0114 9 intelligent signalling
routing node (25). The intelligent signalling routing node (25) is
connect eCFiF&etﬂ'lfS silgwadibgrmg foehamilikg SM$ meessiggnan lai firgt atéamnt sgediae 021) .
The signalling routing node (25) is capable of routing nessages to the
Smar t SerQHe@éBe%Bfl'Et’Fd’lresﬁ%tdBV‘%“?ﬂ%‘S]lé‘?ﬂﬁn’t g}‘lr&‘?g | ocation register (HLR) (22).
In opgration, a user with a device wishing to send an SM5 nessage fromthe
first

Figure 6 is a flow diagram for handling SMS messages on a retry second attempt

according to another aspect of the present invention shown in Figure 4.

Detailed Description of the Drawings

20 Referring to Figure 1 there is illustrated a first embodiment of the present invention
comprising a first operator network or other mobile network operator indicated
generally by the reference numeral (10) and a second operator network illustrated by the
reference numeral (20). The first operator network (10) comprises a mobile station
controller (MSC) (11), a home location register (HLR) (12) and an associated SMS

25  centre (13) all of which are connected to a signalling routing node (14), each component
of the first operator network is known in the art. The two networks are connected via a
signalling network (normally SS7 standard), which primarily consist of signalling
routing nodes, also known as Signalling Transfer Points (STPs). In the first operator
network, there is shown a signalling routing node (14) and in the second operator

30 network, there is also shown a signalling routing node (21). The second operator
network (20) also comprises a home location register (HLR) (22), a SMS centre (23), a
mobile switching centre (26), all connected to the signalling routing node (21). The

second operator network (20) comprises a smart services SMS control node (24) and an



operator network (10), the device being for exanple a nobile tel ephone,

W shes to send an SM5 nessage fromthe first device in the first operator
net wor k (M@no@ro4omam ng i n another operator network to acyacmosiodels ce in
-the second operator network (20). The SMS nessage delivery is managed by
the short nessage service centre (13)%associated with the sender. The Short

Message Service Centre (13) injtiat a, sage. del.i v . at sendi ng
a | ocat i intelligent yignaling souting qosis)(2ys s @f%‘?ﬂgﬁ ﬁgni(i‘l#l]lgg Eé%bn%dﬁ Ogigg?%)?é Thi s
home | ocati o hst hl;ﬁ} ¥ ths s@nglliepabitinpondies 8y & harsignalingher ef or e
transm’t?oélae%\e/%‘r?ogt}%eﬁ%r}agn eitﬁ'gﬁ{letWors%nto1 tghe second oper ator nzééork (20)
via the gugiaghbde@s) Butpatge nbrbesing mysagq:ﬁdtocbﬂsﬁmart@em@e%@eﬁﬂldl% tor's
network, the intelligent si j routing node (25) intercepts the

i nbound wﬁhvépveé@qag%fegé%%%)@)n to the Smart Services Control Node
(SSCN) (24). The SSCN (24) exanines the inbound delivery attenpt to

determ ne whether Smart Services need to be jnv or apphie e SMS
nessage i operatien, exasdrneith gndevige wishingr o WV?%SW?%%? % éomgt&%&}réﬂ f or

t he message, the S i Ty i A &phhie, twighds b eetaid

del i ver yog‘irﬁ@ﬁﬁ?twoﬁgﬁoggtgwgéﬁiﬁ%ﬁ% gé}ﬁeg( t %ﬁ%ﬁggﬁgﬁyp F e4pONS6 , .whjch is

r et ur ned o @M encSMBE ffohd hd first Hevid msthe dipsrapemiorsnatwenkorlR) OISR i ed

val ue is such that the SMsC (13) i t.he.fjmrst 0 ratré)(r§n%§éﬁp ) dehd vers

t he act uahothersepseaion petyvRE '@S@RF’C@QQ;&?VIFWIE el T he {221) i £m acting
as the seryin inBsshbesdriicstc 18) arssociegedvor k
(10) ngTh %ﬂngtg%ggrd %I ce gém%ﬂ@ge@l\@%ém sk sirvios bompet

associ atéd with the SM5 nessage is exg‘%ut ed by the
Smart Serwmilce®s sShiierc Ofiter Shorh dkssage Hervigg Centiaf}d)dnijiates femesags CSR ce

Control Node (24) can rgequest an ex B XL ehd @videl

i nt er cepttteBplBY §en§151geq(§gﬁtg<gl Y %nxég%g%ﬁgé&%%%ﬁs of b%matrt Ser vi ces,
but not '1'*}{173 1 66et Rehltfy Rlodsterd (LR oeryOid ¥ atmilling' messgonné, is dbpyfase vert to
e-mail, malicious content” filter, legal interception of Sl\{fs %@S&ggﬁé for

| aw enf oricaasmitted @opythe signelisggesverk tﬁﬁhﬁlsfi“é?lﬂa&%@rﬁ%tn?‘?f’ﬁ SR HRVER ¢
messages . f | isnot reacha s ol mat} f t e’k Osetwok, theoup
messa'gi ng“%’tah‘ﬁlgr E%ﬁlglgi 4% Ssﬁ%stadgo es. %ﬁége a%é:ﬁggt@%éér\(i ce i s considered
to be apphicaakhe sioallihe roetsagede (26 BMBdps reeinpoppd delivery SEwpt d0fed via

the Smart Service Control Node for r Vi, ¢e NS i5BdhE
Servi ce Qontes dlto ﬁhﬁj@ﬂéﬁttsﬁ’é’ﬁceé@é‘mbgg‘?%ésgﬁgrqﬁ)s r 5.%%?‘41 %é? g:ba?rg g.
inbound delivery attempt to determine whether Smart Services need to be invoked or

applied to the SMS message from the examination.

20
If a Smart Service message is required for the message, the SSCN modifies the location

parameter of the inbound delivery attempt, for example modifying the HLR query
response, which is returned to the SMSC (13) in the first operator’s network. The
modified value is such that the SMSC (13) in the first operators network delivers the

25 actual message to the SSCN (24). In this regard the SSCN (24) is acting as the serving
MSC towards the SMSC (13) in the first operators network (10).

The Smart Services associated with the SMS message is executed by the Smart Services
SMS control node (24). Alternatively, the Smart Service Control Node (24) can request
30  an external system, for example Lawful intercept server, to execute the Smart Service.
Examples of Smart Services, but not limited to thereto, are auto ‘on vacation’ response,
copy/divert to e-mail, malicious content filter, legal interception of SMS messages for

law enforcement, copy to messages to an alternate destination, divert messages if it is



"copy to email") on the SSCN | ocally or requests a separate systemto
execute the Smart Service |logic. Depending on the Smart Service | ogic
response,woheosgmassiege deliver attenpt may (i) proceed organgmos/coolue

reci pient device, e.g. copy to Inbox smart service or (ii) termnate the
message successfully, e.g. divert to lhbox smart service or (iii) terminate

unsuccessfully, e.g. . SVMS barring smart service or (Jiv) term nat
unsucces8Piep Rlet wag%g?r O;S‘ng?aé’ﬁ’?meg.r@‘?p BFEH -go&nglrrsaxi)aﬁ ecgﬂ’e?r"tt

servi ce WHELEONES 5398t SEVRIERIofN8SeD9% bRAYBlLGRRLGHeah&RER, tH BME these
actions are standard procedures that can be 1nvoked by the network when

handl i ngDeheerseAiteneptyis ot-reuteEvB thesSmaare Serviee Centrgli Mede fw\Srart Serdceentire

' .th h ' b d
ot he: shiRtip@aghesity Selube Famtamdh ehprclb el VHRSETheIsgi A8 or ™
i mpl esrentgghyab eindf”)vEke 838N lobally @ reqestshisepivlie sydid tb exeauhetie Sathrt he

nmessage delivery is being attenpted towards the subscrj ber usi W the

st andar diSewdceplogice Rpperding of. theshmus Bieracaledic sasronase. ph meossagevedizeyo sve)
- the S 3) 1SN i Vi ces | QQiC i IS
bei ng eygtgﬂ{létd?na#ﬁ(g ﬁ@ﬁ%‘%@ﬁ%ﬁa@"? ﬁ% r§| ﬁgﬁ ??‘%“\glé’ reg 'tI&%&, tﬁ%@%%%d?ﬂ

sonet i nesereitkl @ diipterminatd the gesstagei syoedséfully, e.gutieert toc babok shertcseptice bie

i nbound deglivery attenpt of.the HL ries for SMS traffic.. The.present
inventio llgr@WH’é@ &ng‘{;%??? Iy G Miﬁ%@s iSWCSW}CGUP%ﬁY)Hth%te _
signgpli ﬂﬁstfc@é’s%ﬁﬂ? WG {edpbrarp prliay, _E.??Pfﬂpﬁid%lﬁ& n§ GniadCsepBE twhegd Vi ces
SM5 control node {(24). As an exanple: if thé signalling routing node (25)
det er m nemstagatretipenHdRsquetr hawi graighi badanees ddlgef these rrgensattiengaidasin

anot her network. .The rt Services SMS.contrpl X Q] he
query an@r%\gﬁgfﬁhﬁggaqsgggwgﬁﬁ# tﬁy %éer R ‘é’ﬂ%npgﬁ“%@ﬁgﬁ%é ? egﬁvte egg}érggﬁ/{éat ed SVB
message. mkRispe oY kedifientldasieel for exanple on the recipient tel ephone nunber
(MsI SDN) whi ch can be ascertained fromthe exam nation of the intercepted

HLR query. If the Smart Services SMS control node (24) determines that a

Smart . Seryi . i Lfd rin
tho LR dosryiRdaaist s OhsaReh 6%, SVECOT /st sPRialiEncll RECREAEC Cor
SGSN i n SMee8MBCK3)) drafo tidvespeciall adterfdves heatiete dmgenfigated ns implagentadat t he

-Srﬁcm(e% ﬁzglaer gﬁﬁeé Q‘%’F‘g IJilirgeo‘[]sars ?qg]gwt é)M%?Ie(livST?srv éonsceerga\e/(!i %}?esmgsl\é%gec 8&5\5@9}'7 is Oeqr?g (24).
attempted towards the subscriber using the standardised procedures (e.g. GSM Mobile
Application Part / GSM 03.40 SMS) — the SMSC (13) is not aware that any smart

20  service logic processing is being executed.

The deployment of the signalling routing node (25), sometimes called an intelligent
signalling router, can intercept the inbound delivery attempt or the HLR queries for
SMS traffic. The present invention provides a special routing expression configured in

25  the signalling routing node (25) to relay the HLR query to the Smart Services SMS
control node (24). As an example: if the signalling routing node (25) determines that the

HLR query signalling message is originating from another network. The Smart Services

SMS control node (24) examines the query and determines if a Smart Service is
applicable to the associated SMS message. This could be based for example on the

30  recipient telephone number (MSISDN) which can be ascertained from the examination
of the intercepted HLR query. If the Smart Services SMS control node (24) determines

that a Smart Service needs to be applied, the node (24) modifies a parameter in the HLR
query response such that the SSCN (24) acts as the serving MSC (or SGSN in GSM



present invention provides that the nodification replaces the nessaging
service centre |location address of the recipient's device with the network
addr ess olWotb&/@ompt Services control node (24). Thus tlreTSEENS/00B@T4I CES

" control node (24) acts as a pseudo nmopile switching centre (MSC). This
method is transparent to the SMSC (13 1, as the smart services control node

network address js just considered a r @SS iy the
SMSC (1351‘?“"?%? éjﬁ’éiﬂ{e agtpal; 8Y TeREse ?:%cﬁtg ﬁ%ﬁ%o@gg ?%4%“?’? (C)\gggqi n a nenory
space of {06 .0e8lend Sftdrt E&9iced SRS’ cdviCl adde (8. fTir hethed and eystehiof thnsur es
that the SM5 nessages are delivered, yia the Smart Services cantrol node

(24), whprkertiaventionquewdes thaethgwrpdidealionaeplaressig MesBaNg ¥ F™he Smart
Service ?&B -ﬁgg‘%@%ﬁ% 8?1%%8553%%% FMR fRweAGRIds 8f ihelSntied Sereiced to the

reci pi en el1vers the SM5 nessage to the MSC
(26) addesssoltdadt (2 eTlapcheSmbrtdertibes @nigl nede URaes @B ¢.psewlot APBlGay t he

i nvention provides a sinple nmechanismfor deliveri I i
associ at éﬂﬂwﬂiﬂ& cepiEe S8 gg’ég}%?tﬁ‘?éfglfrﬁ’i‘sr?ﬁref‘ t?:iﬁbeuglglsgrﬁﬁi’r %el{h\sél i TTustrated

a second t ESRME ABNENES Pkt CRAFIEESBHNG @noshien HeewombMSE net wor k
i ndi cat eag%’feb%grcgb (;Dllt Egdét)?%e r ef ear ence n:jJHnser al M%gO). The i&a}le mobj | e

net wor k (aa&)esscbyrmhé SHESG ()uThe ISmarioBeryiges ¢B rcgn(rﬁlolgo H )Smé?s’(‘}c‘i‘ at ed
111 the = o opeaor, NEbUOL L20)\ A0SR A SERLE TR Sherenl o

1. e sanme reference nunerals have
been \ysednd QRILARIBEEIR Melifred MR thi IBhaet Setvives kofitoel rtode (28kevhish tear i ty,

the operation of which will now be descrjbed._ eratj on, SMS. ages
ori gi nat euodsyses uths cFVBemgssage {@le SHagf SENCesi nid| tge %ﬁ?ffgeﬁ"é?%}gﬁl%gé‘?at or
are deposited dur,i i g j ithtRe tdBichotht SVES safeol dedyi ce

Centre (i%ﬂu.lre?ﬁ ats?ﬁ%ssﬁﬁ%%%%%% %12@%*52‘%&% iver yg)ils managed by the short
nmessage Se4y deleveese ter SMS2@Bkssagheo SteoMSAVEND aagidrese ithet ceeresaehed from)the

initiates a nmessage delivery.attenpt .b endi nag. | oc.at. i v ta .the HLR
(22) asecwemdint: e Petiren DudpyayonThogigty g SIS it fr

(HLR), quef Yyl .l Dg IeaRagAtRme SNES hitedagbore transnitted over the
Si gna]ISI i n%dlxglﬁnﬁ%h?%@?ﬁ%e@@l? (22) via the si gr?gl ling routing nodes (21)

and (25). In the signalling network, the intelligent signalling routing
Referring to Figure 2 there is illustrated a second aspect to the present invention

comprising a single mobile network indicated generally by the reference numeral (20).
The single mobile network (20) comprises a plurality of subscribers (not shown)
20  associated with the single operator network (20) and comprises the same elements as the
second mobile network of Figure 1. The same reference numerals have been used for
cach element of the single network for the sake of clarity, the operation of which will

now be described.

25 In operation, SMS messages originated by subscribers or users of the single mobile
network operator are deposited during message origination into the Short Message
Service Centre (23). The subsequent SMS message delivery is managed by the short
message service centre (23). The Short Message Service Centre (23) initiates a message
delivery attempt by sending a location query to the HLR (22) associated with the

30  recipient device. This home location register (HLR) query is a signalling message and is
therefore transmitted over the signalling network to the HLR (22) via the signalling
routing nodes (21) and (25). In the signalling network, the intelligent signalling routing
node (25) intercepts the HLR query associated with the delivery attempt and routes it to



node (25) intercepts the HLR query associated with the delivery attenpt and
routes it tothe Smart Services Control Node (SSCN) (24). The SSCN (24)
exam nes wbeoebalsomery attenpt to determ ne whet her Smar cBaezvsemineed to
be i nvoked or applied to the SVM5 nmessgge fromthe exam nation. If a Smart
Service is to be applied to the rressa’gg, the SSCN nodifies the |ocation
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the SSCN (24). In this regard the SSCN (24) is acting as the serving MC

t owar ds nivesagp/Bon the examinalien.npbi | e network (20). This nethod is
transparent to the SMsSC (23), as the smart services control node network
address is just considered as another network MSC address by the SMSC (23).
The Sear ff S&nvire Ssrva@sCioabee dpplietitotthe nBivBigee §a§SCNsmedidies thal la§gtiethe Snar t

Services SMB control node (24). Alternatively..the.S ' trol
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Smart Semetveerk @ddnessois jusb gensidsredsiraanpthebpRFOEK dress byyihe t\““Servi ce
Control node either executes the Smart Service logic (e.g. "copy to email™")

on the SSCN |l ocally or requests a separate systemto execute the Smart
Servi ce |THgi Smarf Bervitephapomted with tha SMS gresdage irgexeouted hy trfodraart Seyvices
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(25) R query to the Smart Services SMS control, node (24). As
an exanpl Bxanmpflest dfeSsany Savidengbut @at limijed inghereds projafiar of Ngr@leh JESRORE HLR
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law enforcement, copy to messages to an alternate destination, divert messages if it is

not reachable, information for outbound roamers, group messaging or personalised short
20  codes. Once a Smart Service is considered to be applicable to the message, the SMS
Delivery Attempt is re-routed via the Smart Service Control Node for Smart Service
handling. The Smart Service Control node either executes the Smart Service logic (e.g.

“copy to email”) on the SSCN locally or requests a separate system to execute the Smart
Service logic.

25
The deployment of the signalling routing node (25), sometimes called an intelligent

signalling router, can intercept the delivery attempt or the HLR queries for SMS traffic.
The present invention provides a routing expression configured in the signalling routing
node (25) to relay the HLR query to the Smart Services SMS control node (24). As an
30  example: if the signalling routing node (25) determines that the HLR query signalling
message is destined to another network. The Smart Services SMS control node (24)
examines the query and determines if a Smart Service is applicable to the associated

SMS message. This could be based for example on the recipient telephone number



exam nes the query and determnes if a Smart Service is applicable to the
associ ated SMS nessage. This coul d be based for exanple on the recipient

t el ephonewounims¢MBl SDN) whi ch can be ascertai ned from phgrexasieaisd on of
the intercepted HLR query. If the Smart Services SVMS control node (24)
determines that a Smart Service needsl3o be applied, the node (24) nodifies

a paramnet i he HLR query response such that the CN. (24) a s the
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(26) address that was cached fromthe original HLR query. In this way the
i nvent i orfhye dbe SewrtaServieps eonird nodar(2hasatnes aenshadn swbiloswilehingcaentiyy Snar t
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CDMA) SMSC,. The present invention does not requjre the SMSC (23) provi de
a new i ntslyered vag theo Smap| derEiGes ﬁ@wr@x@%ﬁs@f}hswffﬂahéi?rs@FQFQS%é%éﬁ%m i very
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configure an application route to sen e concerned SMS nessages to an
appl i cat inoessageriv etill delivred tcthaaécipieht, ver §MSfcontrel BME @drdeliyers the tSHES
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way the invention provides a simple and transparent mechanism for delivering Smart
Services associated with the SMS message.

20
The entire method of the present invention is transparent to the SMSC (23). The SMSC
(23) can be a standard GSM (or another wireless telephony technology known in the art
such as CDMA) SMSC. The present invention does not require the SMSC (23) to
provide a new interface or to implement new extensions to existing message delivery

25  protocols. Neither does the present invention require the SMSC (23) to configure an
application route to send the concerned SMS messages to an application server before
actual delivery of the SMS message to the recipient is performed. For the present
invention, the SMSC (23) is behaving as if it was directly delivering the SMS message
to the message recipient.

30
Referring to figure 3 illustrates another embodiment of the present invention. An STP
signalling router (30) routes a HLR query to the HLR (22). In this scenario the

intelligent signalling routing node (25) uses a special routing rule to route the HLR



to the nmessage recipient. Referring to figure 3 illustrates another

enbodi nent of the present invention. An STP signalling router (30) routes a
HLR quer ywbeoddnaoHhR (22). In this scenario the intelli gemtiemogomiid ng

routi ng node (25) uses a special routing rule to route the HLRquery
response directly to the smart servi céd control node (24). The smart

services control node replacges th i U I i f.i.ed as
an MSC adf¥s Eﬁfp‘?q‘?etcﬁéecﬁf i 3ﬁee rg?a'ﬁeéseg‘ggésse%v]\}@g q{oﬁg s(%ﬁ f V\Sglr% kén?l%rﬁ gf&ﬁ%%k addr ess
of the snBatrolSideireBiacEand IoehtidiogtRirad duwaly spacifidd asnat MiSCkaddress ) incthe Thi s

ensures that the subsequent nessage del i ver att?e#’r{%% carried in usi ng
oM i

the MI- FSMLRiqyesl yesporsm with thovstwpnkslocqiion agresse AeSEWETS © ces

cont rol i i t i ! Ynelddo€ @BLvdryi @ t he
- St s HgRe R T o e B e e e bed 1.0
SMArt 5serates®s (cahiahini GSMasing the M T-ESNbsignalpfrain the SMSQ(I3g vall be set.to Anot her
aspect of the invention i§ tha . Smayt. Services nt 1ol

i npl enenttle Sﬁﬁ‘fttse@é‘}e\?i%%‘ﬁwgﬁg%‘hgf @Pﬁn‘g}uutswtﬁ% %S@@réqlwgr}ga%%%gg %@% of the
Smart Sergl ﬁfl'-lligg)[ Sign ?fér@@sreﬁ fthe 380088 tnetwork 20Y Wk hishabsdrived te kgaer is
meta data relating to the nmessage and not the actual nessage itself. The
Smart Serseivies vueh isalesorthgd i mave degaitin igerefsbedow.el ay node switch from an
SM5 nmessage delivery perspective. This ensures that the delivery receipt
and the Call Detail Record (CDR) is not generated in the renote SM5 centre
(13) . 1Ref Rhdth&hsPEW of eheRhgentivs ibthanthe Gnidrt Saticas esnten] hibden(24) agplaments how t o

manage an SMS nessage that is deenmed to require r{ Service.processing,
however t%a@@srmgag@maégnﬁhmgw 0T e EYRAHI0R 0 g’i“i’m‘{‘%ﬂrﬂ%&g"{cs l(?gé?'rpgflar y
errors (ein%{ort;ggtgés%g?tﬁge g%'tig@q thih hOBiRE NOGKta (R delatiRTRG theSREMhESarldDRHtC | S

such that™i a e nessage rather than each nmessage delivery
attenpt. fhbecival efdséagn iiseift HEheShraart SSeviedscemtrsvBodn Rd) dhndiioae ag a4play

generates a, uni.que, ness I D for ch SMS nessage. del i tt that is
proc essedn(?dGrS‘“é"”%rwfélf?nfl aé&%ﬁ 8&55%@%82%?5{588‘3 thi 35‘8 el%%flelﬁﬁh%lt %’re cﬁgfg %gner at ed
from g !Feeéigt ahd aff chib® et Revdrd gCDRILiY MBS peridted MatHengmatdSBESscentre
destination address, fragnment nunber, SMS centre tinme-stanp, or any other

par anet er(18p define a unique identifier. The algorithmfor the generating
the unique identifier is guaranteed to be the sanme for

Referring now to Figures 5 and 6 illustrates a flow diagram of how to manage an SMS
message that is deemed to require Smart Service processing, however the SMS message
20 has multiple delivery attempts due to temporary errors (e.g. paging problem in the
network (20)). Smart Service Logic is such that it is applied to the message rather than
each message delivery attempt. The invention in the Smart Services SMS control node
(24) generates a unique message ID for each SMS message delivery attempt that is
processed for a Smart Service. The generated unique identifier is generated from at
25 least all of the following features: originating address, destination address, fragment
number, SMS centre time-stamp, or any other parameter to define a unique identifier.
The algorithm for the generating the unique identifier is guaranteed to be the same for
each delivery attempt. The unique identifier is stored by the Smart Services SMS
control node (24) in a storage memory (not shown). For each SMS message delivery
30 attempt that passes via the Smart Services SMS control node (24), the unique identifier
is generated and a check is then made to see if a similar or duplicate identifier is in the
storage memory. If the identifier value already exists in the memory store, then this

message is determined to be a retry message. delivery attempt and the SMS control node



each delivery attenpt. The unique identifier is stored by the Smart
Services SM5 control node (24) in a storage nenory (not shown). For each
SMS nessage 2d@ldsvmwy attenpt that passes via the Smart Bermkmesod@diE contr ol
node (24), the unique identifier is generated and a check is then nmade to
see if a simlar or duplicate i dent i fi%r is in the storage nenory. If the

identifier value alread in th r i Ba age i s
det er mi n&d) 1496 &L PFYSE} ﬂ’r?egwgleﬁs@g? verya %i)grér%ta %ﬁ?ﬂﬁrﬁg‘/l&s{!}s éﬂgﬁtﬁgol

node( 24) g ué}@lty Rhae SéﬁndehﬁnSMfg reRmbRdene @rce doySMSpmeatseges Shatredudsr vi ces
handl i ng. Consequently Smart Service handling is only done once for SMS
messagesmukiile d wry@‘temnth ple delivery attenpts. Referring to the flow
diagramof figure 5 in detail illustrates another inplenentation of
carrying out retry handling aspect of the present invention: 1. SM5 Message
i's orkgi Rateedndio thedlohediagainel figiselbsc detbﬂnll‘éﬂtmtanﬂihédﬂmlem@m %5 and is
thus submtted to hi s/rlg SVBC é&ﬁ% p%'g Ileloforel gn FSMSC in Figure 6).
The reci pisyieg pw)retrg handling aspech el the Praseill BEHE et wor k (20). The F- SMBC (

13) initiatgesg glé 'I\r/IE§sa li V@ﬁl_%naﬁ&d QP ndikers @BMNGIY @bsthlRr odmyified the HLR
(22) associ ate

t ted b tell t
signal l'i ng rouWISDI\B}\)and 1§ m@@?ﬁ&tyed'ﬁ; f&b;qr i f:e(l'ﬂ]il E@%ﬂi f?“?e i jé%g(r:]ks i f
t he recipi ent
| nbox) 11 eSS inaute Sntte B ?%11?'3%%?& DR R0) The
HLR Qgery is onygrdsyvseu 193;1ﬁ1ﬁaﬂ‘el§l@ﬁkﬂtlaehﬂ'dityaﬁhﬁpt(lg&)endmglasHlpRqu to
subscri ber B (identifi ed by MsSI SDN B) a% r& del.i very d{-} Qﬁﬁ?
Mobi | e Subscri e HIR (%ba&mlfaéf‘éis)”l‘ihnBt Q}%ﬁf&/ WL dh SBeresp & sends
the Query acknowl ﬁ‘aggﬁ %{ %g 'aharfgute@&aﬂmekss{m (bAe T BECNo@éps t he

nmessage via t h&™F I'ng router (25). The intelljgent
si gnal | i ng routcﬁéck(sZﬁbherreupest Bﬂxas Warﬂspﬂ)mﬁlst@e@ Kia Bisetate ‘SOPYilRes

Control Node (24) . SSCN re h ocation MSC
address with |t§bQ3Wl If‘ng FI{‘(’Teég?ﬁ‘%’%sﬁ %c?%ﬁp %tfor‘e‘fﬂg?eé%\r#%@ t hen routes
t he HL.R Query response back to the F-SMSC (13).

2. The HLR Query is onwards routed to the HLR. The HLR (22) looks up the
subscriber B (identified by MSISDN B) and returns delivery details (e.g.
Mobile Subscriber ID, MSC address) in the Query response.

20 3. The HLR sends the Query acknowledgement. The signalling network (or the
HLR) routes the message via the intelligent signalling router (25). The
intelligent signalling router (25) routes the Query response to the Smart

Services Control Node (24).

25 4. The SSCN (24) replaces the network location MSC address with its own
network location address. The SSCN (24) then routes the HLR Query response
back to the F-SMSC (13).

5. F-SMSC (13) proceeds to deliver the message text by sending an SMS Deliver
30 message to the indicated network location address - in this case the SSCN (24).

6. The SSCN (24) generates a unique message ID for this message using a

algorithm that generates an output that is (i) an unique ID for this said message



5. F-SMSC (13) proceeds to deliver the nessage text by sending an SNM5

Del i ver nmessage to the indicated network | ocation address - in this case

t he SSCN wd4pos/@o749he SSCN (24) generates a uni que nessage/nkidof/oro1tdhi s
nmessage using a algorithmthat generates an output that is (i) an unique ID
for this said nessagethat was origi natfed by subscriber A and sent via the

F- SMSC (13) to_ destinati.on and {ii) is, th . exl e i@ same
message is prodekEd B‘S’/glg%ff"g Phis é%’nl%ﬁ ég%lﬁl ?%ﬁéﬁhﬁ F'gM%Ee(léZCN (24)
checks the mesgaggadd 5hAd &ii) W the sdsplvafi@tie thensatdysante messegeriseosessedhi s
message has al ready being processed by the SSCN (24). In this instance no
record exists.bgsaidheiqunliyelgonthesagpn.| D is stored. 9. As B is provisioned
with for exanple a "Copy to I nbox" smart service, the nessage details and

content is passed to an external system which performs the copy. The
exterqpal syst g SREN 24} shechethSIMBIs4gAD dtarefoo deplioatetdninyde delgenige i very

processing. 10. The SSCN (24) restores the. origi captured
in Step 4. Thethboorssearhassalicady hring B%QSSEPH@%Nf%ﬁ%@%%ﬁg%ﬁgmt to
deliver the ne%e%@ﬂfe)ﬁﬂs B's handset (not shown above). The delivery attenpt
fails due to an"external error (e.g. paging problem. 12. The MSC returns a
negati ve acknow edgenent to the F-SMSC. Referring now to the flow di agram
of figure 5 which describes haw a retry attenpt of the said SM5 nessage is
handl ed : 18 §Ib8ul%’élé‘§%eésarg§ A §OFSt ed by anot her network subscri ber
(ideqf,ified by M5ISDN A) and is thus submtted to his/her SVMSC (13) -
(labelled foreign FSMSC in Figure 6). The recipi enlt EB) is.a subs%‘% ber of
the home ne®wokskB(BOrovisisaedvastor @eymple pt [(RPEsOIPPF s SMAE| VA BT t enpt
by sending an HLR query.tQ . i rdtén BwhitheperfoRnfuiery is
i ntercepted by n?‘ﬁ%a%en‘{eﬁ‘ﬁﬂﬁia&éﬁ%“g}f‘gﬁ%ﬁﬁ%ﬁﬁg‘ﬁ?’g‘%ﬁ%%&and ro_uteped to the
SSCN (24). The y8SENy( 249 exthaekssichn inbievacihpiSSOIN @4 dsporead Wil mPFEES
provisioned (in this case the exanple is "copy to Inbox"). IfYES, it notes
t he message at td6HYRIY PEICCSSHE: r eci pi ent B.

15
10. The SSCN (24) restores the original MSC address as captured in Step 4. The
SSCN routes the message to the MSC.
11. The MSC attempt to deliver the message to B’s handset (not shown above). The
20 delivery attempt fails due to an external error (e.g. paging problem).

12. The MSC returns a negative acknowledgement to the F-SMSC.

Referring now to the flow diagram of figure 5 which describes how a retry attempt of

25  the said SMS message is handled :

1. SMS Message is. originated by another network subscriber (identified by
MSISDN A) and is thus submitted to his/her SMSC (13) (labelled foreign F-

SMSC in Figure 6). The recipient (B) is a subscriber of the home network (20).

30 The F-SMSC (13) initiates a first delivery attempt by sending an HLR query to
the HLR (22) associated with B. The HLR Query is intercepted by the intelligent

signalling router (25) and routed to the SSCN (24). The SSCN (24) checks if the



2. The HLR Query is onwards routed to the HLR The HLR (22) | ooks up the
subscriber B (identified by MSISDN B) and returns delivery details (e.qg.
Mobi | e Suweepidian74bD, MSC address) in the Query responseCcT3E200he00tsR sends
the Query acknow edgenent. The signall i7ng network (or the HLR) routes the
message via the intelligent signalli nd router (25). The intelligent

signalling ro r. r . t itges

Cont ol Node (3apiens Bk SRS qrBe LK CEEATAR dalt IR FRIM(ES
address w th iTnBoOWNIfiYaESytrmotds dloatessagaatttngs Sor thhecc§BENR.24) t hen routes
the HLR Query response back to the F-SMSC (13). 5. F-SMSC (13) proceeds to
deliver the nessage text by sending an SMS Deliver nessage to the indicated
network |ocatipn e eRsry isl dhwdidsSrdiRcetd iR BERNTHEAILR §22)T hokSIENbE24)
generates a unique nessage ID for this nessage using the sane algorithm 7.
The S3CN (24) sbsaiter Bn@dent Eshie MIISPRNOBpafdbretunsidgliviesndedails ey Mabile

determne if this nes S, al rea el n rocessed by the SSCN (24). 8.
In this insta ‘E’S&“‘&%?Bﬁ?@@t@dﬂ&%&18%&@3?‘2’9%5%88%%us the "Copy to |nbox"
service is not initiated. 9. The SSCN (24) restores the original MC

address as captured in Step 4. The SSCN (24) routes the nessage . to.the MSC
(21). 10. TRe mm&ﬁer&i@ttgﬁ&t@rx acknomlcdgemente s%&f&gﬂtgonﬁwgﬁﬁé%%t (not

shown above). del i ye t s sugee . r aesitive

acknow edgemsnﬁﬂgg) ’ﬁlﬁﬁee\éFf%I\/%%tS%gg) YI%I tﬁ{é I Zﬂ?}h (%?tt g%?“ﬂ?@ga%’g‘?éé'm(? e that the

SMB Srart  Ser ving#Bgeno sighailing aer (28) roos theeQagry ceaponssl todhe Simeartbesdesge to an
external Smart Services aggver (not shown) for execution of the snmart

service | ogi C,CP@FOIM';) ‘copy nessage to recipient's mail Inbox. The term
"Smart Services Server' is a generic termused to describe systens that
i mpl ement Smart Service |ogic, for exanple pre-paid billing %at_eway,
uni fi ed mesdagihng SSEY e@f) aerdacgiBhemmivonk {asationy Mt addsesahvih iy evn
avai | abl e in trrlle %gl;[ loca io%na?cfd}esss.erf\ﬂ!e S8eN (24) then routes the HLR Query response
15 back to the F-SMSC (13).

5. F-SMSC (13) proceeds to deliver the message text by sending an SMS Deliver
message to the indicated network location address - in this case the SSCN (24).

20 6. The SSCN (24) generates a unique message ID for this message using the same
algorithm.

=

The SSCN (24) checks the message ID store for a duplicate entry to determine if
this message has already being processed by the SSCN (24).
25

8. In this instance a duplicate record exists and thus the “Copy to Inbox” service is

not initiated.

e

The SSCN (24) restores the original MSC address as captured in Step 4. The
30 SSCN (24) routes the message to the MSC (21).

10. The MSC (21) attempts to deliver the message to B’s handset (not shown

above). The delivery attempt succeeds.



Server can be co-located with SM5 Smart Services Control node (24). Another
i nportant aspect of the present invention is the ability of the SSCN (24)

t o det er voeosdnabvtaer a nessage originates from a barredpsouemes/osorbar r ed
entity, for exanple another SMSC from anot her network. The SSCN (24) stores
a list or database of barred address I%cations in storage nenory of the
SSCN (24) and checks each SMS nessage that is routed through the SSCN (24)
agai nst barred address locations. In the event that the SSCN (24)

determ nes h VBB S 5 306108 hthbRicBerhEmMd thelTASMST @dir ce the sendi ng
of the SMS llléﬁlee&m natﬁie%. ?hi § SMVS sour%e determnation is particularly

useful to prevent unwanted and/or unsolicited SM5 nessages fromrenote

t k entiti b del i t ' g I '
ppr oci aliod inarand papasael bR fiec SRt 3phie dobRfode @I S o

SMB MesS ag@rd] f Stltl@fn%ﬁ’sa'?é‘ td e eaSa S22t JepvicesoPqraen @ohshowm) fort ¢xseution que

identifiers to ensure that a SM5 nessage deIiver¥ att%;rpt ﬁ not g retry
message. of e smartjgervicgdagics farexample ¢ARYyMEsagetp OGP 588 nb;%(ri ot of tinme
in order . to nmke the. pr for i fdeb Gl sten® tidat indplefizht

enbodi nmeft™ ﬁ%‘%$%1§8? 8%%?1?9%% g&g@% %asttsoreed thrySgne we_ek? In this
speci fi caiinservite lbgicNTodexameleoprepaitnbitlingagitewmay awifies messagieg SYH#: al one

t bile tel eph " but is al d t | and- ki ,
ot op. conb D SPAN: Shsne RrRaphibcut SAIE tadie pRT B SuAf SaRRIOneS.
or any otdiar.. devi£&, fdaka kithoaeBfirtierticanSaitidlinoge €4/ or recei ving SVB

data. "Any sucg device may I nclude, but is not l[imted to, PowerMac(r) or
i Mac(r) conputers nmanufactured by the Apple(r)T/1E2005/ 000H4 19 Cor poration

of Cupertjno, California, USA, a_ Port o 81 halaphfs sl sSCROAY) ssich as a
Pal m 50O HPPERR A5BECHST BRI 8@(@?&@3 gc#l@l\all ﬁ%’ustoas, Cal'i f or ) a, USA;
a Port abl gihingiet AhefBOITAURLBIsagPOE iInaME ITraas abadréAQourre markaiwdtantisd 9y t he
Hew ett- Packard(r) Conpany of Palo Al t](g, Ca%%é&(r)@hgt USA;I. rrga\&gz%sg nobi | e
phone suchxamplezandicr & dromn arAthes MMk phe FhTPIeS &IBGRT FHTESRI and,
al'l of which are &k i LU S W 1R 1R SSERSRAPartPERsks €dh [SMIS dat a
di spl ]a?y rg;ﬁ’ér,eé ﬁg%t%)%ylogn%g&r@g 91??1%%%? oy e )

message that is routed through the SSCN (24) against barred address locations. In the

event that the SSCN (24) determines that a SMS message originates from a barred

source the sending of the SMS is terminated. This SMS source determination is

particularly useful to prevent unwanted and/or unsolicited SMS messages from remote

20  network entities been delivered to users in the network.

Tt will be appreciated that a database or data store of unique identifiers for each SMS
message is stored in the SSCN (24) for comparison with other unique identifiers to
ensure that a SMS message delivery attempt is not a reiry message. The unique
25 identifiers are only stored for a preset period of time in order to make the process for

comparison efficient. In a typical embodiment the unique identifiers are only stored for

one week.

In this specification, the term device or communication device relates, not alone to
30 mobile telephones, but is also used to encompass land-line telephones, laptop
computers, personal digital accessories (PDAs), personal computers, or any other device
that is capable of transmitting and/or receiving SMS data. Any such device may include,

but is not limited to, PowerMac® or iMac® computers manufactured by the Apple®



means and wired or wireless network connectivity. The enbodi nents in the

i nvention described with reference to the drawi ngs conprise a conputer
appar at uswendésoqwocesses performed in a conputer appararus0osioweier, the
invention also extends to conputer prograns, particularly conputer prograns
stored on or in a carrier adapted tolBring the invention into practice. The

be i the f f bj
P o TapentoupE Cumitino i Bt d A etale Dl ASHSpOPICRER 05
in any ot o [lﬁ%dg@ggigé %}BAC E@ngn%shﬁ@né@qn&m astiad] iCaliferhial S Avet hod

accordi fg*f on. carrier may conprise a storage nmedi um such

as ROM 1,8l DidRAMC o pubsrqREIG)Csuich caar i RAQ@®dinanyfaeturgd by theopgyledt- sk or
hard di sk. e carrier may be an el ectrical or optical. signal \/\ﬁ"nag may be
transmi tRetardBaCampaiyect Pilo lte Califoraim U4l A fYFR adpo J16r “of her

. Th ds " i ses/ i.sing" . " han g di ng"

o Sus RIOHBB5NR np IR P ek roup af FilEnd LY el LGByl N0

SPeCi Ty 0ieRLASERE BrfossH @ biind Calpit aita Hidplag aneans smeperomesoHOPHENt s but
prec

does not ude the presence or addition of one or nore other features,

i Nt eger smesisepd wiredrp ovisitss netwogk eRIPSCHHBr eof . The invention is not linited
to the enbodi nents herei nbefore described but may be varied in both
construction and detail.Cains 1. A nmethod of managi ng SMS nessages in a
first nobjlemBRERRER I MRS WOEHiorsddscritieet with keferongsr foshe graavipgusQairisy 2of

subscri bers and a Short Message Servjce Centre VEC e
conptd si ogmpiter aperusond/of ARSI Pérfja’é!l?d\/‘é‘r%/ccg?ﬁg%?ﬁp%a%e gl\/gadr’réhses age
froma first.subscrib SHOSGHIcEREY o patdr ¢répviins storedemcept i ng
t r anspar SWEPYOR %SCE ﬁ’ge’g\s/é%:%ggllpa%g%%%rrmss’;ge “del _|yver y attempt from the first
subscri bgf i B chdier Adiprar fo trafeoihe inentior info practiss-d FENBOFBESHGE DB Y ng sai d
i ntercepted SMS nessage, delivery att Vi %GR, GAMM a0l node
inthe né@%@ﬁ@ou@ﬁéﬂﬁ?}ioﬂ?&%%ﬁ‘% ﬁ%%g%%g{% ?c\i}%@;&g&% Eéurlr%tg&}éor p%ssj bl e
i nvocat i on ofi, @ SIRSiledBi b f &y SiBdrdoSMBuimbshgese aritic implementation of
15 the method according to the invention. The carrier may comprise a storage medium such
as ROM, e.g. CD ROM, or magnetic recording medium, e.g. a floppy disk or hard disk.
The carrier may be an electrical or optical signal which may be transmitted via an

electrical or an optical cable or by radio or other means.

20  The words “comprises/comprising” and the words “having/including” when used herein
with reference to the present invention are used to specify the presence of stated
features, integers, steps or components but does not preclude the presence or addition of

one or more other features, integers, steps, components or groups thereof.

»s  The invention is not limited to the embodiments hereinbefore described but may be

varied in both construction and detail.

30



i nvoki ng said smart services for said SVM5 nessage destined to said

subscri ber in response to said exam nation. 2. A nmethod of nanagi ng SM5
messages,woeoal@abr®d in claiml, between a subscriber ofctthedsomtiaobil e
operat or network and anot her subscri ber of a second nobil e operator network
in a tel ecormunications system the nm¥hod conprising the steps of:

del i veri Eg 2 SMS nessage fromsaid first subscriber in said first nobile
oper at or rk to said subscriber of said second nobile operator network;
intercepting a SM5 nessage i nbound delivery attenpt in said second nobile
operator network before delivery of said SMS nessage; routing said,

i nt er ceptled\ Sh\dShork 9 anpmagiopi SMSymassagespin v fArsh nnbile topseaten Befwodonsaidl node

i ; oo sevgmpin oi B y
For *possPEIETF B Pt SPHE Ul e o o bt ERRAE sER Bl

i nvoks ng (sMiSK) st intetisodr cootpeising @i ftepsbfSM5 message destined to said
subscri ber of said second nobile gperator network in response to said
exam nati on. 3tartmgratdebueryraticaph g e SNES raessage foms a dingl FECHRETdPA m 1 or

2 wherein the sten s%schﬂérgfif?a% Egsct.ncl udes intercepting an inbound HLR
guery associ at ea Wi sal d nessage delivery attenpt.4. A nethod of managi ng
SM5 nessages astecckpiingethnsparedthi tntBe SMIGGE sad SIS messsgedelvkryeatemiptifiom sai d
intercepted HLR guery such,that sai R guer oV an indication that
a smart servi %@ﬁ‘é&ﬂé’s?r b BBPW&EPQ%% W@%&éﬂrr‘?@@ssigénﬁﬁag%ut_e the SMVB
messgge to t heo@mB baid ShtéiceiRd BNIST AbssAO Aelivery AtteRbN Ot f sl agtjkes SM5

§
messages as clained in claim4 wherein said indication fromthe HLR Query
i s associ at ed cantrél node irothe etveorksf t he fol |l owi ng: a SMS service, a specific

cubseriber 186l TSREAICISRU el SSLOHUTRRLAA LS S Qry

mat ches a spe&x?’rlng11 dentified S PLMN

net wor k addr esgsvice tb e4ieiSMS blvhegseindor k address. 6. A nethod of nanagi ng
SM5 nessages as clained in claim4 cqonprising the st eq? of ,4;\; | aci ng a
mobi | e net wor RYakéng saishsmartiseagisesoior said MR ahwes dedinpd fefaidybscies het wor k

15 response to said examination.

2. A method of managing SMS messages, as claimed in claim 1, between a subscriber
of the first mobile operator network and another subscriber of a second mobile operator
network in a telecommunications system, the method comprising the steps of:
20 delivering a SMS message from said first subscriber in said first mobile operator
network to said subscriber of said second mobile operator network;
intercepting a SMS message inbound delivery attempt in said second mobile
operator network before delivery of said SMS message;
routing said intercepted SMS message delivery attempt via a smart services
25 control node in second operator mobile network;
examining said message delivery attempt for possible invocation of a smart
service to said SMS message; and
invoking said smart services for said SMS message destined to said subscriber of
said second mobile operator network in response to said examination.
30
3. A method of managing SMS messages as claimed in claim 1 or 2 wherein the step of
intercepting includes intercepting an inbound HLR query associated with said message

delivery attempt.



| ocation address of the smart services control node such that the first

nobi | e network operator routes said SMS nessage via said smart services
control nwoeoocl40A9net hod of managi ng SMS nessages as clparmezhos/moany
precedi ng claimwherein the step of intercepting said nessage delivery
attenpt is based on a condition that 8hid query originated from said SMSC
or another nobile network. 8. A nethod of managi ng SM5 nessages as cl ai ned
in any of clains 6 or 7 conprising the step of routing said SM5 nessage
from sai 4 AMREhodRTSAER ﬁ%@MS'mé@@&é@s hochahell ineahin QQ_Bh‘JpﬁQin%QHH ﬁ@? opherein
sai d SM5 nessage Ls_rouge to said real network |ocation address from an
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del i very nadskapientd thensnidiesesvitel cdpmolinogler vi ces control node when the said
smart service requires that the said SM5 nessage is not delivered to the
sai d subscri ber of the said second operator network.10. A nethod of

managi Ng 5SS, B3 39 Gind 'n%l%ﬁgﬁ{%séage 18 el i iim 4 HRerRinAMPHliRlRgy t he
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operator routes said SMS message via said smart services control node.

7. A method of managing SMS messages as claimed in any preceding claim wherein
the step of intercepting said message delivery attempt is based on a condition that said

20  query originated from said SMSC or another mobile network.

8. A method of managing SMS messages as claimed in any of claims 6 or 7 comprising
the step of routing said SMS message from said smart message control node to said real
location address wherein said SMS message is routed to said real network location
25  address from an address stored in said smart services control node previously obtained

from said intercepted HLR query.

9. A method of managing SMS messages as claimed in any of claims 1 to 8 comprising
the step of terminating said SMS message delivery attempt in the said smart services
30  control node when the said smart service requires that the said SMS message is not

delivered to the said subscriber of the said second operator network.



identifier is generated fromone or nore of the foll ow ng SM5 nessage
paraneters: Oiginating Address, Destination Address, nessage fragnent
nunber, SVBGo@widomss or SMS Centre tinestanp. 15. A net lprod/mefoosreovagi ng SMS
nmessages as clainmed in claim 13 conprising the step of storing said unique
identifier in a storage menory of sai# smart services control node. 16. A

nmet hod of nagi ng, S nmessag s clainmed in. claims 13 to 15 conprd sing
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wheresn safvbrketry SMS delivery attenpt is routed onwards by the smart

services control node to the real network | ocation address of the said
subscri ber after said conparison. 18. A nethod of managi ng SM5 nessages as

clained i | aj 7 b ot td 1S;C i fi |y {gagpd on a
service ilgd%cgﬁé@&dagggﬁn%@ \?\nﬁtﬁ hgea%g%?tdlés}glre\t}i lgegﬁsggtgtér?%ﬁ‘lsnode. 19. A
met hod ofcommprisigg nige SMB offeriggrging ths cedcatior df ismagrsgrote g assodidted ovill8

conprising . the steps o enerating .a database of.. unique, identifjiers.in said
sthr) age ﬁ% H*Hﬁféléwgr?@ngglit‘&o (1B IEWORTH QRODAHORBPTRY fCtOBtenfaof)r eset

peri Qg Ofs,iligIRS nklsagh Method of managi ng SM5 nessages, between a subscri ber
of the first nobil e operator network and anot her subscriber of a second
nobi | e operator network in a tel econmuni cati ons system the nethod
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second mMebhdiflo@ ey @ tad @i bK atthititesse@hcd gvith stMBMBIsagsgel nbound del i very
attenpt in said second nobile operator network before delivery of said SM5

nmessage; routing said intercepted SMS nessage delivery attenpt via a snart
ServIii6esS 13 A method of managing SMS messages as claimed in any of claims 1 to 12

comprising the step of generating a unique identifier for said SMS message at said smart

services SMS control node.

14. A method of managing SMS messages as claimed in claim 13 wherein said unique
20 identifier is generated from one or more of the following SMS message parameters:
Originating Address, Destination Address, message fragment number, SMSC address or

SMS Centre timestamp.

15. A method of managing SMS messages as claimed in claim 13 comprising the step of

25  storing said unique identifier in a storage memory of said smart services control node.

16. A method of managing SMS messages as claimed in claims 13 to 15 comprising the
step of comparing the generated unique identifier with unique identifiers for each SMS
message delivery attempt processed by said smart services SMS node for detecting a

30  subsequent attempt of an SMS message from a remote SMSC after the first delivery
attempt.



control node in second operator nobile network; exam ning said nessage
delivery attenpt for possible invocation of a smart service to said SM5
nessage; wododemMokbng sai d smart services for said SVMS resappes/omstsd ned to
sai d subscriber of said second nobile operator network in response to said
exam nation. 21. A conputer program&bnprising programinstructions for
causing a conputer to performthe netho

.of an :ai i 20. 22.
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smart service to said SVMS nessage; and neans for invoking said smart
servi cescontrol seded SMS message destined to said subscriber in response to
sai d exam nation. 26. A system of nmanagi ng SM5 nessages, as clainmed in
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i ntercep M5 nessage i nbound delivery attenpt in said

15 20. A method of managing SMS messages, between a subscriber of the first mobile
operator network and another subscriber of a second mobile operator network in a

telecommunications system, the method comprising the steps of:

delivering a SMS message from said first subscriber in said first mobile operator
network to said subscriber of said second mobile operator network;
20 intercepting a SMS message inbound delivery attempt in said second mobile

operator network before delivery of said SMS message;

routing said intercepted SMS message delivery attempt via a smart services

control node in second operator mobile network;

examining said message delivery attempt for possible invocation of a smart

25 service to said SMS message; and
invoking said smart services for said SMS message destined to said subscriber of

said second mobile operator network in response to said examination.

21. A computer program comprising program instructions for causing a computer t0

30  perform the method of any one of claims.1 to 20.

22. A computer program as claimed in claim 21 embodied on a record medium
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24. A computer program as claimed in claim 21 embodied on a read-only memory.

25. A system of managing SMS messages in a first mobile operator network, said
network comprising a plurality of subscribers and a Short Message Service Centre
(SMSC), the system comprising:
means for starting a delivery attempt of the SMS message from a first subscriber
to a second subscriber via said SMSC;
means for intercepting transparently said SMS message delivery attempt from
the first subscriber in the network before delivery of said SMS message;
means for routing said intercepted SMS message delivery attempt via a smart
services control node in the network;
means for examining said message delivery attempt for possible invocation of a
smart service to said SMS message; and
means for invoking said smart services for said SMS message destined to said

subscriber in response to said examination.

26. A system of managing SMS messages, as claimed in claim 25, between a subscriber
of the first mobile operator network and another subscriber of a second mobile operator
network in a telecommunications system, the system comprising:
means for delivering an SMS message from said subscriber in said first mobile
operator network to said subscriber of said second mobile operator network;
means for intercepting the SMS message inbound delivery attempt in said
second mobile operator network before delivery of said SMS message;
means for routing said intercepted SMS message delivery attempt via a smart
services control node in second operator mobile network;
means for examining said message delivery attempt for possible invocation of a
smart service to said SMS message; and
means for invoking said smart services for said SMS message destined to said

subscriber of said second mobile operator network from said examination.



