WO 2021/186291

100

1/9

RECEIVE A SET OF FAULT
EVENTS 110

J

RECEIVE A PLURALITY OF
CORRELATIONS OF GROUPS OF
THE EVENTS BASED ON
DIFFERENT INFERENCES 111

J

FOR EACH GROUP OF CORRELATED
EVENTS BASED ON AN INFERENCE 112

PREDICT A COST OF RESOLVING
THE CORRELATED GROUP OF
EVENTS 113

v

PREDICT THE COST OF
RESOLVING THE GROUP OF
EVENTS INDIVIDUALLY 114

V

CALCULATE DIFFERENCE IN
PREDICTED COSTS TO PROVIDE
COST SAVING OF CORRELATION

115

J

ANALYZE DIFFERENCES IN
PREDICTED COST SAVINGS FOR
DIFFERENT CORRELATIONS 116

y

SELECT CORRELATION FOR USE
BASED ON RANKING 117

J

PROVIDE COST FEEDBACK TO

THE PREDICTION 118

FIG. 1A

PCT/1B2021/051933



WO 2021/186291 PCT/IB2021/051933
2/9
120
4 FOR EACH CANDIDATE CORRELATION GROUP
OF EVENTS 130
FOR EACH EVENT IN FEED
DISCOVERED CORRELATED
CORRELATION GROUP GROUP EVENTS
133 INTO
CORRELATED
FEED EVENT INTO GROUP COST
UNCORRELATED PREDICTION
g EVENT COST MODEL 131 GROUP EVENT
PREDICTION MODEL — COST
U“é%‘éﬁ?%‘-cf)\STED 134 PREDICTION
MODEL 140
PREDICTION DETERMINE —
MODEL 150 PREDICTED
DETERMINE COSTOF THE |
N PREDICTED COST CORRELATED
OF EVENT 135 GROUP OF
EVENTS, Cgroup
132
4
SUM ALL PREDICTED
EVENT COSTS TO
OBTAIN TOTAL
PREDICTED COST OF
INDIVIDUAL EVENTS IN
CORRELATION GROUP,
Cevents 136

v

CALCULATE DIFFERENCE BETWEEN
PREDICTED Cgroup AND Cgvents,
GIVING COST REDUCTION OF

CORRELATING EVENTS, AC 137

RANK CORRELATION GROUPS BY
COST REDUCTION, AC , WITH
GREATEST COST REDUCTION FIRST
138

v

SELECT AND PROCESS A
CORRELATION GROUP OR INDIVIDUAL

EVENT AND PROVIDE COST
FEEDBACK TO THE MODELS 139

FIG. 1B




WO 2021/186291

200

3/9

RECEIVE A SET OF FAULT
EVENTS 210

J

RECEIVE A PLURALITY OF
CORRELATIONS OF GROUPS
AND SUB-GROUPS OF THE
EVENTS BASED ON DIFFERENT
INFERENCES 211

v

PREDICT COST REDUCTION OF
DIFFERENT GROUPS AND SUB-
GROUPS OF CORRELATIONS 212

4

ANALYZE DIFFERENCES IN
PREDICTED COSTS FOR
DIFFERENT GROUPS AND SUB-
GROUPS OF CORRELATIONS 213

SELECT GROUP OR ONE OR
MORE SUB-GROUPS OF
CORRELATIONS FOR USE BASED
ON ANALYSIS 214

PROVIDE COST FEEDBACK TO
THE PREDICTION 215

FIG. 2

PCT/1B2021/051933



WO 2021/186291 PCT/1B2021/051933
4/9

300

FOR EACH UNCORRELATED EVENT 310

RESOLVE UNCORRELATED
EVENT 311

J

DETERMINE COSTS TO RESOLVE
EVENT 312

V

MAP EVENT TO COSTS 313

TRAIN UNCORRELATED EVENT
MACHINE LEARNING MODEL
USING INPUT VECTORS OF
UNCORRELATED EVENTS 314

v

USE MAPPED COSTS OF EVENTS
AS TARGET OUTPUTS TO
UPDATE WEIGHTS OF MODEL 315

J

UPDATE MODEL WITH FEEDBACK
OF COSTS OF ADDITIONAL

RESOLVED EVENTS 316

FIG. 3A



WO 2021/186291 PCT/1B2021/051933
5/9

350

FOR EACH GROUP OF CORRELATED
EVENTS BASED ON AN INFERENCE 360

RESOLVE GROUP OF
CORRELATED EVENTS 361

v

DETERMINE COSTS TO RESOLVE
GROUP OF EVENTS 362

V

MAP GROUP OF EVENTS TO
COSTS 363

TRAIN CORRELATED EVENT
GROUP MACHINE LEARNING
MODEL USING INPUT VECTORS
OF CORRELATED EVENT
GROUPS 364

J

USE MAPPED COSTS OF
CORRELATED GROUPS OF
EVENTS AS TARGET OUTPUTS
TO UPDATE WEIGHTS OF MODEL
365

y

UPDATE MODEL WITH FEEDBACK
OF COSTS OF ADDITIONAL
RESOLVED GROUPS OF EVENTS
366

FIG. 3B



WO 2021/186291

400

6/9

PCT/1B2021/051933

FAULT EVENT MANAGEMENT SYSTEM 410

PROCESSOR
41

MEMORY 412

COMP. INST 413 J

CORRELATION COST PREDICTION SYSTEM 420

CORRELATION RECEIVING
COMPONENT 421

COST PREDICTION COMPONENT 422

CORRELATION
PREDICTION COMPONENT

INDIVIDUAL EVENT
PREDICTION COMPONENT

423

424

COST REDUCTION

PREDICTION COMPONENT

425

ANALYZING COMPONENT

426

SELECTING COMPONENT

427

CORRELATION SYSTEM 430

ROOT CAUSE ANALYSIS SYSTEM 440

MACHINE LEARNING SYSTEM 450

PROCESSOR INDIVIDUAL EVENT CORRELATED
451 TRAINING GROUP TRAINING
T COMPONENT 454 COMPONENT 455
UNCORRELATED CORRELATED
MEMORY 452 EVENT COST GROUP EVENT
PREDICTION COST PREDICTION
COMP. INST 453 J MODEL 150 MODEL 140

FIG. 4



WO 2021/186291 PCT/1B2021/051933
7/9

520
512 e
502— o18 3 “
[PRocESSORGIH- %

504— - DEVICE s n s ma[u s aforw
O ) oRvERS | — SR
506—

[ rROM(S) 522
524
5134
S— — RIW COMPUTER
COMPUTER READABLE ™ DRIVE OR READABLE
STORAGE MEDIA || [INTERFACE STORAGE
~ OPERATING SYSTEM(S) 2
510 516
~ APPLICATION PROGRAMS { 720
51 NETWORK
- —-/ADAPTER ORke—TO NETWORK
5({) ) INTERFACE

FIG. 5



PCT/1B2021/051933

WO 2021/186291

8/9

50

o
~

54

|~ 54C

54B

FIG. 6



WO 2021/186291 PCT/1B2021/051933
9/9

7@/7@/7@/

WORKLOADS
/
90
/ 81 / 82 // 83 // 84 // 85 /

MANAGEMENT:

@ DY E

/ */*

VIRTUALIZATION

@@$@?§@
HARDWARE AND SOFTWARE

FIG. 7



