119

r’1

~2

IC card processing apparatus 4
(information processing apparatus)
~13 14 IC card
Operation unit Cardlreader-wnter <> (portable electronic device)
(interface) 20
~16 ~15 —
. OCR 1
Storage unit (interface) <1\
|~ 12
CPU Display
2
: 2 c
( {
IC card (portable electronic device)
M

07 Lo
! 25 21 24 i
i 3 i 3 !
IC carfj < Ly Communication <i> CPU > NVM
processing unit (interface)| Lo
apparatus ! A + L
(information : Y Y P
processing : i :
apparatus) ! ROM RAM Lo
| i ) T
: 22 23 L




219

IC card
IC card processing
apparatus
PQC cryptographic algorithm and key length supported by IC card
ST101 Generate PQC's key pair
ST102-— (Pub Key, Sec Key)
ST103 ’
P 8 Pub key

Generate random number and
encrypt random number with Pub Key
(There is case of including
identification information.)

—~—ST104

Encrypted random number

Generate session key based on
random number

—~—ST106

FIG.3

ST105
] Decrypt encrypted
ST107 random number with Sec Key
ST108- Generate session key

based on random number

{Concept 17>




3/9

IC card
IC card processing apparatus
ST201
___________________ OCRMRZ _____{ _________,|
PQC cryptographic algorithm and key length supported by IC card
Generate first random number L _ST203 ST202
(RND)
E(RND, MRZ) —~ST204
ST205

Encrypted RND

? -

ST206—

D(RND, MRZ)

ST207—

Generate PQC's key pair
(Pub Key, Sec Key)

ST209

! Pub key

-
Y

Generate second random number and
encrypt second random number with
Pub Key

—~ST211

Second encrypted random number?

ST212

Generate session key based on
first random number and
second rancliom number

Decrypt second encrypted
random number with Sec Key

Generate session key based on

first random number and
second random number

Encrypt MRZ with
second random number and
generate authentication data

ST215—
—~—ST213 ST216—
—~—ST214 ST217—

FIG. 4

Encrypt MRZ with
second random number and
generate authentication data

{Concept 2-1>




419

C card IC card
processing apparatus
ST201

___________________ OCRMRZ _____{ _________,|

PQC cryptographic algorithm and key length supported by IC card
Generate first random number L _ST203 ST202

(RND)
E(RND, MRZ) ~ST204

ST205

Encrypted RND 2 =

ST206— D(RND, MRZ)
A Generate PQC's key pair
ST207 (Pub Key, Sec Key)
Encrypt Pub Key with
ST208A— -
ST209 AES using first random number as key
B 2 Encrypted Pub key
Take out Pub Key by
decrypting encrypted Pub Key with ~ [~—ST210A
AES using first random number as key
Generate second random number and
encrypt second random number with [~ ST211

Pub Key ST212

Second encrypted random number?

Generate session key based on
first random number and
second random number

~ST213

1
Encrypt MRZ with
second random number and
generate authentication data

—~—ST214

FIG.5

ST215—

ST216—

ST217—

{Concept 2-2>

Decrypt second encrypted
random number with Sec Key

Generate session key based on
first random number and
second random number

Encrypt MRZ with
second random number and
generate authentication data




5/9

IC card processing

IG card ST201 apparatus
___________________ OCRMRZ ____ {
PQC cryptographic algorithm and key length supported by IC card
8 >
Generate first random number L _ST203 ST202
(RND)
E(RND, MRZ) ~—ST204
ST205
Encrypted RND 2 =
ST206— D(RND, MRZ)
A Generate PQC's key pair
ST207 (Pub Key, Sec Key)
ST208B—Encrypt Pub Key using MRZ as key
ST209
B 2 Encrypted Pub key
Take out Pub Key by

decrypting encrypted Pub Key using

RZ as key

—~ST210B

|
Generate second random number and
encrypt second random number with
Pub Key

—~ST211

Second encrypted random number?

ST212

Generate session key based on
first random number and
second random number

—~—ST213

1
Encrypt MRZ with
second random number and
generate authentication data

—~—ST214

FIG.6

{Concept

ST215—

ST216

Decrypt second encrypted
random number with Sec Key

Generate session key based on

first random number and
second random number

ST217—

Encrypt MRZ with
second random number
and generate authentication data

2-3




6/9

C card IC card
ST301 processing apparatus
___________________ OCRMRZ ___ ¢ __________,|
Generate first random number
(RND) ST302
E(RND, MRZ) —~ST303
Encrypted RND _
ST304
ST305— D(RND, MRZ)
Generate Kyber’ s key pair (pk = (t, 0),
ST306- sk= s)as RND = 0 (part of Kyber s
public key and source of
generation of matrix A)
ST307— t in plaintext, or encrypt t
ST308
< t (part of public key) or encrypted t

Decrypt t from encrypted t if

~—ST309

encrypted t is received
|

Generate second random number and
encrypt second random number with
Pub Key

—~—ST310

Second encrypted random number 8

ST311

ST314—

Decrypt second encrypted
random number with Sec Key

Generate session key based on

first random number and
second random number
|

~—ST312 ST315—

Generate session key based on
first random number and
second random number

Encrypt MRZ with
second random number and
generate authentication data

—~ST313A  ST316A—

Encrypt MRZ with
second random number and
generate authentication data

FIG. 7

{Concept 3-1>




719

IC card
IG card processing apparatus
ST301
___________________ OCRMRZ ___ ¢ __________,|
Generate first random number
(RND) ST302
E(RND, MRZ) —~ST303
Encrypted RND _
ST304
ST305— D(RND, MRZ)
Genirate Kyberks key pair
(pk = (t, sk=s)as
ST306— RND= p {;art of Kyber’ s
public key and source of
generation of matrix A)
ST307— t in plaintext, or encrypt t
ST308
< t (part of public key) or encrypted t

Decrypt t from encrypted t if

encrypted t is received
|

Generate second random number and
encrypt second random number with
Pub Key

—~ST309

—~—ST310

Second encrypted random number

ST311

ST314—

Decrypt second encrypted
random number with Sec Key

Generate session key based on
first random number and
second random number

~—ST312 ST315—

Encrypt Pub Key with
second random number and
generate second authentication data

——ST313B  ST316B—

Generate session key based on
first random number and
second random number

Encrypt MRZ with
second random number
and generate first authentication data

_First authentication data in which
P MRZ is encrypted with second random number ~-ST317
h Second authentication data in which
Pub Key is encrypted with second random number  ,~-ST318

FIG.8

{Concept 3-2>



8/9

Algorithm 1 Kyber.CPA.KeyGen(): key generation

Bo e 0,1

R;f:"k = Sam(@
(s e) ~ Bk x pk am(o)
4 t= Campress (As + e, dy)

5: return (pk = (t,[0), sk == s)

wb.;w

FIG.9
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