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systems. In particular, the application relates to
adapting a kernel module for an operating system kernel of

15 a target system.

DESCRIPTION OF RELATED ART
An operating system is one or more computer programs
(for example, collections of computer instructions that
20 guide a computer to perform one or more tasks) that make
operating computer hardware usable. DOS, Windows, Mac,
UNIX and Palm are some families of operating systems.
The primary function of operating systems 1is
management of the computer’s resources. The resources may
25 include, for example, processor(s), storage (such as
memories, hard disks, etc.), input/output devices (such as
printers, monitor displays, etc.), and communication
devices (such as wmodems, network interfaces, etc.).
Resource management tasks include, for example, providing
30 sharing of data and other resources by multiple users,
handling handshaking and other network communication tasks,
etc.
Operating system functions such as resource management
are typically performed in a manner that is transparent to

35 the average computer user. For example, although most



interface between conputer resources on the one hand and, on the other
hand, application prograns (such as word processors, spreadsheets, web
br owser s, wetw/oyoomhi ch a user 5 may use. Operating systens palTasobaze2 ot her
functions, such as providing a user interface, securing access and data
agai nst unaut hori zed users, recovering fromsystemerrors, etc. An
operating systemkernel is the nucleus or core 10 conponent of an
operating system Functions of a kernel nmay include process nmanagenent,
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i nproved 25 and otherw se nodified. As inprovenents and/ or other
alterations &% the Linux kernel are made and generally adopted by the

public, new Li ”UXAr_YGB?ieQQ%iﬁbe delcaselerfe1Pull i £hy- rRlcARIRA L s leer nel
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according to
activities, system security measures, etc. Each of these

15 functions includes many tasks. For example, security tasks
may include access control, logging and monitoring, storage
and file system management, and network and modem
communications monitoring, etc.

Linux is a member of the family of UNIX operating

20 systems, and may be run on a variety of computer platforms,
including personal computers with an x86 processor. Linux
is a free, open-ended implementation of UNIX.
Specifically, source code for a Linux kernel is widely
available to the public, and is continuously being improved

25 and otherwise modified. As improvements and/or other
alterations to the Linux kernel are made and generally
adopted by the public, new Linux versions are released. A
publicly-released Linux kernel version is identifiable by a
corresponding assigned kernel version identification.

30 A Linux kernel, similar to some other operating system
kernels, typically consists of a plurality of kernel
modules. A kernel module is a program for performing one

or more corresponding kernel tasks. A kernel version may
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the particular systemon which the kernel version is to be installed. Two
kernel versions may be different in that (a) one version has additional
modul es twatosap@7not in the 5 other version and/or (b) tweCraes/exonf the
respective versions performthe sanme task(s) but in different (but
perhaps equal ly satisfactory) ways. Wien a new kernel nodule is added to
(or replaces an existing nodule in) an operating systemkernel, the kernel
10 with the new nodul e may need to be reconpiled. Conpilation of a kernel

is a time-consugi BBmbaske 16ar IPefairidld mEHSIENBsSUEN A8 hbBY¥di AgWhicch
mul ti ple kernel versions are actively used, a _new (for exanple, ?i rewal |)
ker nel nodultd® RAL Ltdetyo FHFEEHI P KR ¥ is S oeTdGHy dSpéRdPsy to

15 the pluralndcamstom or Thebhieghy1r elgasedls kefynabe Vel 8EOPSnt 0inWaihgh t he
new nodul e may be added.  Linux provides for dynam c |inking of |oadable
kernel  nmodul@s. O ff e a‘“%rmlﬂs%éajdﬂfé%%]c%ﬁ 15735 EbIet Ker hée

nodul es, seacdt ghwnareealiby 1dmkabt e (ker nelo Magdaheess 20 cRaPikadeRliQe
| oadabl e nodul e. Al though a kernel into which a new dynamni cal %/ | i nkabl e
ker nel noduleeRsPBe PREAAER FaF nAThekdSkoShe bbécopi febiferert ndhut

dynam cal |y pd ind@bl & ker nel s odut £odospicabdys i s conpiled nultiple (under
sone circunstances, hundreds of) tines,_ each 25 conEiIation providing a
correspondi ng | od#adt e ndeiil Be¥rpel wiPdhla tespedefdvec( KereasBd26RScast om

kernel versiQap d@ing @meal Ay dh Npeddhte daildy il qmidiat icpRs kahe i ne
consum n% and cause nuch unnecessary storage consunption. -3 WO 03/090077
PCT/ USO3P122¢%th the new module may nesgvimRYe TRFSMapptd catfFwiprdvicles a
kernel nodul g mdi kLeaki o s appaf ahiischdRsuRdapt i@ or ardeer Bgk AR i@gt ar get
systema conpiled kernel nodul e corresponding to another kernel 5 veéersion
which is di ffesteams (e tafe letrelirowhigd falgéPleshareed Yersgpas are

embodi ment, the; @pparais, i ohadess G kefdile, firewall) kernel module
may undergo multiple kernel compilations, corresponding to
15 the plural (custom or publicly released) kernel versions to

~which the new module may be added.

Linux provides for dynamic linking of loadable kernel
modules. Even when a kernel uses dynamically linkable
kernel modules, each dynamically linkable kernel module is

20 compiled into a loadable module. Although a kernel into
which a new dynamically linkable kernel module may be
loaded may not need to be recompiled, the new dynamically
linkable kernel module typically is compiled multiple
(under some circumstances, hundreds of) times, each

25 compilation providing a corresponding loadable module to
which a respective (released or custom) kernel version may
dynamically link. The multiple compilations are time

consuming and cause much unnecessary storage consumption.



anal yzer and a nodul e adaptati on conponent. The kernel analyzer extracts
fromthe kernel on the target systeman error check neasure and a kernel
versi on iwermioboocati on. 10 The nodul e adaptati on conponentPGInses/iRozn the
conpiled kernel nodule an error check paraneter corresponding to the

error check neasure extracted by the kernel analyzer from the kernel on
the target system and replaces a version identification in the conpiled
kernel nodule with the 15 kernel version identification extracted by the
kernel analgtagady om the kernel on the target system The application also
provi des nethods for adapting for a kernel on a target systema conpiled
kernel modul e cd¥iies Rl itptienapeONaAeReRnERTRRE STt i neddiifd cgitfifar ent

20 fromthe Aiﬁgap%lt@@ ESe Langeingyshbems m%ﬂgth,a @gfgé@“ 8gstanone

enbodi nent des extracting fromthe Kkernel on the target”system an
error check qrsemikred akeraelkerpdile ecsiraresnemsting chei cmotimser kemgelin the

conpi | edsg k%}eélc@%fcﬁnlgrag&fg%ﬁk rf%ﬂ{mct}fer ]Q%r{éi‘fpgﬂdtﬁg EQr%@%an >

error check neasure extracted fromthe kernel on the target syste
repl aci ng a sxgtson ildemrie iSC@OCOdmens  t hee epRprabds krplddardulkerweth t he

kernel ver S'aQ{!a”p)}{jeePt EBBC%J RSk, e ré&&ﬁéaéwm tc'@;%p'&%"e%' O“Tﬁé‘eklai‘hg%t

system The co ernel nodule into which the error 30 check paraneter
i s insertedanliren ¢xadabte Lrenxtkerkernehpdnl ehandrseebi AEFyeMThE

modi fied, c % dcﬁs&ﬂehqeg%ﬁ%e arft@\d NG -RSEr Ledst BET elilnthe s eLEqbcheck

par amet er an earin e kernel version identification extracted fron1 -4
WO 03/ 09007ﬂmm@$03ﬁ12mtqm@n<e¢¢mowtt hénsarget szst@m compaadgabl e

into the kenpel .0n,J48 d aarrg%tr LRRLKARS PLAL POyt 0o AR, dﬁiaogcy et , 5t he
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the kernel artde ¢@¢g@tm$§su9ﬁ1eiheaQEQ@oUYnE?efhﬁrnei enelyder| deami ng a
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identification in the compiled kernel module with the

15 kernel version identification extracted by the kernel
analyzer from the kernel on the target system.

The application also provides methods for adapting for

a kernel on a target system a compiled kernel module

corresponding to another kernel version which is different

20 from the kernel on the target system. The method,

according to one embodiment, includes extracting from the

kernel on the target system an error check measure and a

kernel version identification, insérting.in the compiled

kernel module an error check parameter corresponding to the

25 error check measure extracted from the kernel on the target

system, and replacing a version identification in the

compiled kernel module with the kernel version

identification extracted from the kernel on the target

system. The compiled kernel module into which the error

30 check parameter is inserted may be a loadable Linux kernel

module and/or binary. The modified, compiled kernel module

having inserted therein the error check parameter and

bearing the kernel version identification extracted from

—4-



perform ng an anal ysis of the synbol nane. The synbol nane analysis may

i ncl ude conparing the synbol nane to synbols 10 in the kernel on the target
system IWwotldpomynbol name is matched to a synbol in thepkaruses/ 12t he
target system a checksum associated with the matched synbol may be
extracted and appended to the synbol nane in the synbol table of the
conpi l ed kernel nodule. The method may al so 15 include adjusting one or
nore offsets of the synbol table after the synbol nanes are analyzed. -5
WO 03/ 09007 & HRCTHIS(3/ 122 @he BRrgetDESERERMTEONI £Fddbi DRAW NG Therkeaat ures
of the present application can be nore readily understood fromthe

fol | owi ng detited T pIVBF™with reference to the acconpanyi ng draw ngs
wherein: 5 FIG Iasdwwding blreck agioageam efhbadkeenel noskil ersvdi theatd on
apparatus, according to one_enbodi nent of the present application; FIG 2
shows a fl oW'edEh%e 2R ABERYES £CC0 MPtD ClomekenBddrieRtchEdt f&OPY esent

appl i cat son,: HOrkaeapl i 8 toe thdgtkenitledn arhargethsIShay &ueemeil ed
kernel nodul e corresponding to ano%ﬁg& kernel version which i1s different
fromthe keriFluie t A8RELHEt BySY FIFGPLe showdhg e Ehed t X618 1net hod

for adaptingnddiile aahidNuxf&ker BalhoNsPnbsT gahmsy StreMeacCosphber kiapax ker nel
15 nodul e correspondi ng to anot her Linux kernel version, according to one

embodi ment FSEIHEFHIES 3AFoiSdEt PSnthgngYMRPE, name howkne FIRPICAZTE of a

nmet hod for afyed 1zd 19 m&y DR 1 NAEEEomBEEORE I FBet 8yABE1 eRlAdi BNk vabdlilke
present application. 20 -6 WO 03/090077 PCT/US03/ 12202 DETAI LED

DESCRI PFPON thi Shappt et i Oh oVt coleqin the Hot Mo LmE@f5ds Sand
appar at uses)md ndmdi § yi ngy@nker ngl tABAREeNED on the target system, a

checksum associated with the matched symbol may be
extracted and appended to the symbol name in the symbol
table of the compiled kernel module. The method may also
15 include adjusting one or more offsets of the symbol table

after the symbol names are analyzed.



run on nultiple kernel versions. The tools may be enbodied 5 in a software
utility (for exanple, one or nore conputer prograns) stored on a conputer
r eadabl e wedBasmoznd/ or transmtted via a conputer networ RCEBUSOL/ 202
transm ssion medium The conputer or conputer systemon which the
software utility is executed may be the target system 10 A kernel nodul e
nodi fi cati on apparatus 10, according to an enbodi nent shown in FIG 1,
adapts for a kernel on a target systema conpiled kernel nodule
correspondi Nngripr HEOIREPTKGE NGEF Mgk ShIAwIMeeh is different fromthe kernel
on the target system The apparatus 10 includes a kernel 15 analyzer 11 and
a modul e adapt at i Bee c6apbHEAE PL. Chife PUGSSIHl PRl igtiemdcaRebPROAGILE
adapt ati on CRORONENt BN BEoADEHLRSL I £OMEGEES | ISa i TeASIdMANR (W | i ty.
A nethod for adapting for a kernel on a target system a conpiled kernel
modul e cor r espeRdraEeToNan ot Pef R R pRPMPINY ig sfor kg Hivhereitf erent from
the kernel on thepi@rgat sysiem.agacdi ng: 4grone &oadipente1 | iR | bed
wth reference to FIGS. 1 and 2. The kernel "anal yzer conponent 11
extracts frone@hbicalfien apRIEATRRr n@cg%ﬁ%rﬁf%rm&%eﬁ?}ﬁoomé%@m eBihend a
kernel versign identification,pb (step 25 S21). The nodul e adaptation
conponent 12 inserts in the conpiled kernel nodule 20 an error check
paraneter correspbpdi Agshewshe drlat Ttk deagdumetBrer a@cegrpynghéo
kernel anal yzeL &0 ifenkeSnalnonthedrangsh i3%sti8m (86EPaa3ng AR
replaces a version i.dentification”in the conpiled 30 kernel nodul®e 20 with
the kerdd ver faymaldenni & caanget efyehened byompé LRer nNeeraghl yasiulie om
the kernel o S 23 - ; i ker Jndiyl e
into which t %Irg%%(?ﬁ%%@%kég-%H%E%%%%OOW \I’:’CT IU%SB 112%821@p%?4§rret er is

i nserted mayfbematheakabhel Lpnukhketaedeoeitdteemand/ or binary. The
nodi fi ed, conpile erpne i i rt rej yror eck
par anmet er and beaﬁrj}%'g ?h%h%%%lgl%rdgggﬁ i%ggﬁltlﬁl F%gtgl g!r)lpeé(?gr\%t%tl{d ffo(r‘I}(;m t he
kernel on a Linux kernel on a target system a compiled Linux kernel

15 wmodule corresponding to another Linux kernel version,

according to one embodiment of the present application; and

FIG. 4 shows a flow chart of a method for analyzing

symbol names, according to one embodiment of the present
application.

20



5 the target systemis |oadable into the kernel on the target system The
version identification extracted fromthe target system kernel may be a
ver si on rwoten9mwr7 anot her version identification (such agCoUsIDI2200r €
synbol s). 10 The error check neasure extracted fromthe target system
kernel may be one or nore checksuns. \Wen the error check nmeasure is a
checksum the error check paraneter that is inserted in the conpiled
kernel nodule may be identical or conplenmentary to the error check

measure, or wEPLfNESeDBScREsTYSE fromit. Checksum net hodol ogies are well
known in the art. For the sake of clarity, this disclosure does not

provide a detai | €BhE$ s AR ot o U ove: okegilés. (in Gy e, athe
modi fied kerpel, ogpdul g4 f;g'rét'ﬁsgéfOEthf?\SEif\??ﬁénﬁt QL AkY aijed jRased on

the error check neasure 20 extracted fromthe target systemkernel, should
meet the erreor ehetklieipierkeregl tverkiemel The toekpieay kenisydiadied for a

Li nux kegnel,jis phaibned helqw., I teshaul d. unggs st pod . -aowe) dhat
t he subjgct h%t?e%éo F%e gkesen?rdgsclosurégﬁ%yq%g applﬁgél ZS%E%Hbther
types of opepredngmsystdrpiast nens. a Tieeuparhes! woddhblapdngd vt i emd|s3ar at us

my be a soffyares Uiihl Lyaf o é@r&!dﬂ@fﬂ%@t&&f@i bedokhaux Kernal; < Syl e of
a certain kernel version and producing a nodified kernel nodule adapted
for | oadi ng medoum. di f Teeerorpaiteal S0 vamMpuggronsustengen sykiem thee

modi {1 cat | ong FiAGLpge,  £1aNges, [0S sYaRohat AL i Gaysbal Ladhe header

of the kerne e and fo a version identification in the nodul e
i nf or matlidon sect i®nkefnehemkenhel mpdddlieatign\\e@rpsre9067 2 ORCHAISOII1TZ202

ot s S TR RSt PLE, o SR Rsatle 0o
descri be propergeexegstieon andonphkade kenfelmeatddnl g ororhesponding to
nDdU|e/eXGCUéggéﬁerTbgrﬁgftnggigﬂc&ﬂgghtQg ax%?gkeh@bk§om the kernel
on the target system. The apparatus 10 includes a kernel
15 analyzer 11 and a module adaptation component 12. The
kernel analyzer and the module adaptation component may be
modules or code sections in a software utility.
A method for adapting for a kernel on a target system
a compiled kernel module corresponding to another kernel
20 version which is different from the kernel on the target
system, according to one embodiment, 1is described with
reference to FIGS. 1 and 2. The kernel analyzer component
11 extracts from the target system kernel 5 an error check
measure 5a and a kernel version identification 5b (step
25 S821). The module adaptation component 12 inserts in the
compiled kernel module 20 an error check parameter
corresponding to the error check measure extracted by the
kernel analyzer from the kernel on the target system (step
S22), and replaces a version identification in the compiled
30 kernel module 20 with the kernel version identification
extracted by the kernel analyzer from the kernel on the
target system (step S23).

The compiled kernel module into which the error check
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and nodul e i nformati on sections. A synbol table in a conpiled kernel nodule
is alist of identifiers (i.e. synbols, for exanple, nanes, |abels, etc.)
used in twe okesmet nodul e, the |ocations of the 10 identi PrCemsoi/m2ohe
modul e, and identifier attributes. In the synbol table of a Linux kernel
nodul e, a checksumis appended onto the end of each synbol nane. The
checksum value nmay be used to verify that the kernel nodul e uses the sane
synbol prototypes, processor opcodes, etc., when the 15 nodule is being

inserted int@;fadeddeti KemRlredd rRese avabeaspakeerndhiik ek&Mel thgidier nel
determ nes that there are unresolved synbols and aborts the praocess of

| oadi ng t he 2R eI PHRARY . THe WK fdeGundorridedr b8FRfT PRSI IRY be
renoved fromthersyabohsrdihthge kernsl dmdul e anth Q% ¥ eplaR Midd the

checksuns that are stored in_the target Kkernel. The checksum repl acenent

al | ows the nERMRl tHEHELOR CHERRC Wt Pt A< UR e VRS yiftfo < emir €1 A
net hod fer adaptifghdorsasddniwe kKejzrrlbien iatbatget kesyet esh akOMRdRA Li nux
kernel nodul e corresponding to 25 another Linux kernel version is

descri bed betvWSMth reference to FIGS. 3 and 4. The section header of the

ELF format kernel ppdybesisn k&adrapdcReisRdeRY rhBeel!t ithkbhy that @Rregb) . The
utility finds, based on the section header information, an offset 30 of

the synbol tepfeennkerBekefa¥l Dfodul EEHEPR HRUBPEEePT| $NOGFEEH VEUFCat e t he

synbol tabl e; hont he; ket 6h BEU € 58D oS3 re ThgusyTHO! table is then
read and paréed b %he utility (%tep Sé%). A@Foffset to where synbol nanes

are -91@D 03/ 090079 PCTPUSOBNAPROTeastFred ¥ Ar RS FDARIE, WAT cHaTg%tal | ed
a "string tab '('ﬁmlléen&ieelt &4 NRA Jf0mut h\%r%y@pglckgaag.e | yhon niatd et ep

S34). The s names are ‘then read and analyzed one at a time fromthe
string tabl eciietiepnssss)re 5 SThe chiealipsins Ghespibor GRAES ParamrLes rGhwg t abl e

may be perfPén?ﬁsé?té@eiﬁ0%ﬁé”@5ﬁb¥%@ﬁ(ﬁ%fhef)moéﬁf%”ﬁ%y PEMdentical

or complementary to the error check measure, or otherwise

15 derived from it. Checksum methodologies are well known in
the art. For the sake of clarity, this disclosure does not
provide a detailed discussion of such methodologies. In

any event, the modified kernel module, with the error check
parameter obtained based on the error check measure

20 extracted from the target system kernel, should meet the
error check criteria of the kernel.

An exemplary embodiment for a Linux kernel is
explained below. It should be understood, however, that
the subject matter of the present disclosure may be applied

25 to other types of operating system kernels.

The kernel module modification apparatus may be a
software utility for modifying a compiled Linux Kernel
module of a certain kernel version and producing a modified
kernel module adapted for loading into a different kernel

30 version on a target system. The modifications include
changes to a symbol table in a symbol table header of the
kernel module and to a version identification in the module

information section of the kernel module.
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in the string table is selected (step S351). The selected synbol nanme is
checked to determ ne whether a checksumis attached (step S352). If no
checksum we Bowvd7 (step S352), 10 the synmbol name is ski pped/@osiii2he next
synbol name is selected. If the synbol name includes an attached checksum
(step S352), then the checksumis stripped off (step S353) and the

remai ni ng nane i s then conpared to synbols that are in the kernel on the
target system (step S354). If a match 15 is found (step S354), a checksum

appended to the maighedkespahomddnliche day geé sysiamekernglo i s edhaet ed
and appended to the sel ected synbol n?{% in the stri nEthtabI e of the
kernel nodul@¥k@¢pEsssntable andaddpkiadlsot FeouAl  (Eifdp s3sdye &rFerror

nmessage is genenat eglas | fgdheabepgibhat aRQ hBgAErkS taAtUdeseli%ed pyivHe
(step S356), and the synbo nane anal ysis procedure does not proceed.

Ot herwi se, tHECHrRRss cBREi nues IWfAGE al | GIEHA SR ol nbfEs hatdepeen

checked and ymglifd pokd Si€RES57) Théf sachDehéi €atianet entheymdbii RaH1bDI €
has taken place (step S358), the size of the 25 string table may have

)
changed. Thet} giduthel REFPEBR IR S§HeBFE format header may need to be

adj usted to refl ectsy 61 CHaPOe LA 8t ebRPiladl Reshd® hoHAReS38%k. 1The
fol |l ow ng pseudo-code describes this process: WH LE MORE SYMBOLS 30 IF

SYMBOL CONTAINS EREekELRFS STR P CRECRSUR FROK SYRBPL € SEARMESRUNRIPRG SKERNEL

FOR STRI PPER QYMBOgeliF MATEH FQLbNEN APPENQUEHECKSHM FOINP i NEO SYVBHe NAVE
-10 WD 03/090077 PCT/US03/ 12202 STORE SYNBOL NAME W TH NEW CHECKSUM | N NEW

MODULE 1RECGRI S} ZHE SFANEE e SYRBele L &rd D SPRAYE ERROREARBPEXEF - 5 IEND | F
END | F the symbol table of a Linux kernel module, a checksum is
appended onto the end of each symbol name. The checksum
value may be used to verify that the kernel module uses the
same symbol prototypes, processor opcodes, etc., when the
15 module is being inserted into a target kernel. TIf these
values are different, the kernel determines that there are
unresolved symbols and aborts the process of loading the
kernel module. To work around this problem, checksums may
be removed from the symbols in the kernel module and
20 replaced with checksums that are stored in the target
kernel. The checksum replacement allows the module to be
loaded without any unresolved symbol errors.

A method for adapting for a Linux kernel on a target
system a compiled Linux kernel module corresponding to

25 another Linux kernel version 1is described below with
reference to FIGS. 3 and 4.

The section header of the ELF format kernel module is
read and parsed by the utility (step S31). The utility
finds, based on the section header information, an offset

30 of the symbol table in the kernel module and the offset is
used to locate the symbol table in the kernel module (step
$32) . The symbol table is then read and parsed by the
utility (step S33). An offset to where symbol names are

—9-—



END VWH LE MODI FY ELF FORMAT HEADER OFFSETS TO REFLECT STRI NG TABLE SI ZE
CHANGE 10 Next, the nodule information section is nodified. The nodule

i nf or mat i wo os@edorpn hol ds information identifying the kemragluse®izoon for
whi ch the kernel nodule was conpiled. Enbedded in the nodul e i nformation
is a version 15 identification, which is replaced by the kernel version
identification of the kernel on the target system Modification of the
version identification allows the kernel nodule to be |oaded into the

kernel on the.dasgein systepawid hapti kernelcyersd on " SMBILR 81101, i
nmessages. 20 The ELF format parsing (step S31), described above al so

yiel ds an ofiee@rinedefrpaultdel Sroled:t il s ct PERreRt ieme (AbERI §3Edt-ep

S32). The ”Qﬁ%ies'ﬁEQInﬁéhQQ §§§ttﬁ@n'§ea&eéﬂdaaﬁa@§&é@doﬁétﬁﬁ 23@)infe0 find
an offset to a strlng table (different fromthe syinbol nanmes string table)

25 associ at Qi t ¢ het Foe | eap g of 98P o8 Becti on (step S37). The nodul e

i nformatison string,dabl | s;&eas §9gb8§rﬁ§ﬁles( $hepna38k rindNeaBhEl ARt abl e
is then searched for the “version identification. For exanple, in a

conpi l ed Li & P%@f%ﬂe%ﬁ%l@etﬂ@mbﬁ%nﬁ}defﬁmi i o fsaiMibeds name 30
string "kerngl MgISiOpm (§$1§Pe ) se e hiSeSird ) s FrRund) ddheq

version identification o kernel version for whi ch t he Li nux ker nel
modul e was C%Y‘rrdWJedn@I@ﬁil ea/stﬁ@keé"tOsFigherNé;a@ whgghesr 8i eheichenm fliscat i on

is replaced wthpddheker eé,zéégrS' af gephbbicahi oo %uﬁ@e g@éfg%s%»stem 35

whi ch may be obt ai ned r exanple, froman "unane” system
03/ 0900113 P@M@S@yﬂ@momaml isonmkibpetarayut gp@t@mX(CSt%pﬂSﬁO)nm@ Vi€r si on

Ther ef or o HE-STTT g, (a0 45 SE oy naed r o has ehar S e AR A ELF
header of f setstemds3Is2l, t ohénrigie echeckadrange $tnrwmd1g3ﬁfab08§em £3539t ep
S42) . and the remaining name is then compared to symbols that are
in the kernel on the target system (step S354). If a match
15 is found (step S354), a checksum appended to the matched
symbol 1in the target system kernel 1is extracted and
appended to the selected symbol name in the string table of
the kernel module (step S355). If a match is not found
(step S354), an error message 1s generated, indicating that
20 there is an unresolved symbol (step S356), and the symbol
name analysis procedure does not proceed. Otherwise, the
process continues until all of the symbol names have been
checked and modified (step S357). If a modification to the
string table has taken place (step S358), the size of the
25 string table may have changed. Therefore, the offsets of
the ELF format header may need to be adjusted to reflect
the change in string table size (step S359).
The following pseudo-code describes this process:

WHILE MORE SYMBOLS
30 IF SYMBOL CONTAINS CHECKSUM
STRIP CHECKSUM FROM SYMBOL
SEARCH RUNNING KERNEL FOR STRIPPED SYMBOL
IF MATCH FOUND
APPEND CHECKSUM FOUND ONTO SYMBOL NAME



The nodified kernel version string is witten out as the new kernel nodul e
(step $43) . The nodified kernel nodule is |oadable into the kernel on the
t arget sywoesm90bhe fol | owi ng source code is for an exenpl acy/usos/iazex e 10
utility. /* Linux Kernel Mdule Mdification programto allow a /* kernel
nodul e conpil ed for another kernel version to */ 15 /* insert and run on
the current kernel version. */ [* The kernel versions may be fairly cl ose.
*/ [/* Also, it is checked that the /* kernel subsystemthat is being
utilized has not changed */sTdrE saMshL betweerTHt iEv CHECKsEM S0 RSW tMoatiLt hi s

nmodul e i s being 20 /* nodi fy@Arb 0 zaNEh G Br stmadi | € nodify.c /* Conpile :
gcc nodify.c get_Ksymc -0 %%% */ 25 /* Usage . ./nod <old nodul e> <new
1 0.

nodul e> nod */  #i ncl ude <s h> #i ncl ude <stdlib.h> 30 #include
<string.h> #include <fcntl.h> BPASFEPUIBREPWIPtEXIEs. h> #i ncl ude
<sys/stats. h> #i ncl ude <sys¢ntt gspane. h> 35 #include <elf.h> #include
<uni std. h> char * getKgyymg char * ); 40

/***************************'**********************************

readDat aFronFi |l e R gHP‘uEncti on takes a file descriptor, offset and size 45
as arguments. |t VWREFEaFtE FRRVC AFARER OFhfFer TOf REILEET SHIFEe"TAd Ffhen goes

to the specif¢imde" of fset” of the file descriptor and copies reads into the
buffer firom -12 WO 03/090077 PCT/US03/ 12202 the file descriptor. Returns

a pointer to the newy allocated buffer with
Next, the module information section is modified. The

module information section holds information identifying
the kernel wversion for which the kernel module was
compiled. Embedded in the module information is a version

15 identification, which is replaced by the kernel version
identification of the kernel on the target system.
Modification of the version identification allows the
kernel module to be loaded into the kernel on the target
system without kernel version mismatch error messages.

20 The ELF format parsing (step S31), described above,
also yields an offset to the module information section of
the module (step S$32). The module information section is
read and parsed (step S36) to find an offset to a string
table (different from the symbol names string table)

25 associated with the module information section (step S37).

The module information string table is read and parsed
(step S38). The string table is then searched for the
version identification. For example, in a compiled Linux
kernel module, the version identification follows the

30 string “kernel version=" (step S39). When this string is
found, the version identification of the kernel version for
which the Linux kernel module was compiled follows the “="
sign. Next, the version identification is replaced with
the kernel version identification of the target system

35 which may be obtained, for example, from an “uname” system

-11-



the data 5 **************************************************************/

void * readDataFronfFile ( int fd, off t offset, size t bytes { void *
buffer; WOobusder = (void *) malloc ( bytes ); if (! betCfrarsos/exzor n NULL;
15 if ( Iseek ( fd, offset, SEEK SET ) != offset { perror("lseek"); free
( buffer 20 return NULL; } if ( read ( fd, buffer, bytes ) != bytes { 25
perror ( "read" ); free( buffer return NULL; } 30 return buffer; } /*
Synmbol structure to keep track of synbols * during nodification of synbol

table 35 strygii sysboletypaadgedhayidder [ 286kp; 4o ynsi gnedh | RleQidrr
I ndex; unsigned int newindex; }; 45 int main ( int argc, char * argv [ ]
{ int fd; identification modification may change the "string table
size (step S41). Therefore, the string table size may need
to be recalculated and the ELF header offsets modified to
5 reflect a change in string table size (step S42).
The modified kernel version string is written out as
the new kernel module (step 843). The modified kernel
module is loadable into the kernel on the target system.

The following source code is for an exemplary software

10 utility.

/************************************************************/

/* Linux Kernel Module Modification program to allow a */
/* kernel module compiled for another kernel version to * /
15 /* insert and run on the current kernel version. */
/* The kernel versions may be fairly close. */
/* Also, it is checked that the * /

/* kernel subsystem that is being utilized has not changed */
/* much between the two versions that this module is being */

20 /* modified too and from. */
/* */
/* File : modify.c x/
/* */
/* Compile : gcc modify.c get Ksym.c -o mod */
25 /* Usage : ./mod <old module> <new_module> mod */

/************************************************************/

#include <stdio.h>
#include <stdlib.h>

30 #include <string.h>
#include <fcntl.h>
#include <sys/types.h>
#include <sys/stat.hs>
#include <sys/utsname.h>

35 #include <elf.h>
#include <unistd.h>

char * getKsym ( char * );
40 /*************************************************************
readDataFromFile
This function takes a file descriptor, offset and size
45 as arguments. It basically allocates a buffer of size

"size" and then goes to the specified "offset" of the
file descriptor and copies reads into the buffer from

—12—-



FILE * log_fp; int I, k; 50 Elf32Ehdr * hdr; EIf32_Shdr * shdr;

Elf32 Sym* syntab; int syntab string_ |ink; char * syntab_strings, *

synt ab_stworgs2i077 - 13 WO 03/ 090077 PCT/ US03/ 12202 char * pelrfusoainme; *

nodi nfo; int syntab strings size, new syntab_strings_size, nodinfo_size;

int offset = 0, size = 0, curindex; char * ptr; 5 struct synbol _type * new
- strings; int file _delta, nodinfo_delta; char * entire file, *

newfile; struct stat buf; int symab offset index, nodinfo _offset index;

10 /* Check praoper fauebéssafipapgunents if ( argc < 3 { 15 printf("\nUsage
. % nodul e new_nodul e\n\n", argv[0] ); return 1, } /* Open the log file
*/ 20 log_fp Retopes & Boodtelrogd, theynewlyy §llodaggdf puffebvigbrror ("f open

nmod. |l og"); rWteudata;: } /* Start the log file header */ 30
f pr intf ( | Og_T "p*;**m*ﬁ#*f****ﬁc’**k*:\*i*#*‘***#c#chc***##****#c’bc*k***:\*#****%*“'h"'v*)*;*********/

void * readDataFromFile ( int fd, off t offset, size_t bytes )
{
void * buffer;
10
buffer = (void *) malloc ( bytes );

if ( ! buffer )
return NULL;
15
if ( lseek ( fd, offset, SEEK SET )} != offset )
{
perror ("lseek") ;
free( buffer );
20 return NULL;

}

if ( read ( f£d, buffer, bytes ) != bytes )
{
25 perror ( "read" });
free( buffer );
return NULL;

}

30 return buffer;

}

/* Symbol structure to keep track of symbols
* during modification of symbol table
35 */

struct symbol_type
{ .
char name[256];
40 unsigned int old_index;
unsigned int new_index;

}i

45 int main ( int argc, char * argv([] )
{
int f£d4d;
FILE * log_fp;
int I, k;
50 E1f32 Ehdr * hdr;
E1f32 Shdr * shdr;
E1f32 Sym * symtab;
int symtab_string_link;
char * symtab_strings, * symtab_strings2;

-13—



fprintf(log fp, "Starting Mdification of %\n", argv[1l] fprintf(log_fp,
S A AR R R R R R R R R n") : f pri nt f (| og_f P, "\ nl nput File
. O\ nQutwotos®edoa7 : %s\n\n", 35 argv[1l] , argv[2]) ; /* @peErusohie2en igi nal
kernel nodule for reading fd = open ( argv[1l], ORDONLY ); 40 if ( fd <O
{ perror ("open"); fclose ( log_fp 45 return 1; } /* Read the ELF Header
data */ 50 if ( ( hdr = ( EIf32Ehdr * ) readDataFronFile ( fd, 0, sizeof
ElIf32 Ehdr ) ) ) = NULL { fclose ( log fp <close ( fd ) ; -14 WO 03/090077
PCT/ US03/ 12202-hdretrUeDf -damds, A*mbeatkd;he ELF Section Header data 5 shdr =
( E1f 32_Shdr *int ceadbatakiegtidiee| fey sydtab steingofdize, hdsdirdoshent si ze *
hdr - >e shnum )int Efbet s¢,0,t B zandi Of cuzeéotieon where the kernel -version is
10 hel d i s nodedared btf;/* Read the string table for the section headers
el f name$ = ( sthact: sympehd@eakr oefidteifgéd, shdr[hdr- 15 >e shstrndx].sh
of f set, shdr[hit BHdesfatthdXPdsptidel R printf ("\ nModi fying Kerne

\Ver si on InforﬁﬁF?bﬁ.?Pt¥¥ﬁ3§%1?® f PRt dPag_fp, "\ nModi fyi ng Kernel Version

i ct stat
lnfornatlon"'ﬁgﬁ symtab_offset index, modinfo_offset_index;

10
/* Check proper number of arguments */
if ( argc < 3 )
15 printf ("\nUsage : %s module new module\n\n", argv([0] );
return 1;
}
/* Open the log file */
20 .
log fp = fopen ( "mod.log", "w" );
if (! log fp )
{
25 perror ("fopen : mod.log");
return 1;
}
/* Start the log file header */
30
fprintf (log fpl "\n*************************************\n") ;
fprintf(log_fp, "Starting Modification of %s\n", argv[l] );
fprintf (log_fp’ "*************************************\n") ;
fprintf(log:fp, "\nInput File : %s\nOutput File : %s\n\n",
35 L argv(l]l, argv[2]);

/* Open the original kernel module for reading */

fd = open ( argvI[l]l, O_RDONLY );

40
if ( £d < 0 )
{
perror ("open");
fclose ( log fp )
45 return 1;
}
/* Read the ELF Header data */
50 if ( ( hdr = ( E1f32 Ehdr * ) readDataFromFile ( fd, 0, sizeof

( E1f32_Ehdr ) ) ) == NULL )

{

fclose ( log fp );
close ( £d );



[* Search the section header table for ".nodinfo" section for (i = 0;
hdr->e shnum i++ 25 { if ( strcnp ( elf-nanmes + shdr[i].sh_nane,

". nmodi nf oW0)03/090087 { struct utsname buf;
* new_ptr;
current kernel version if ( unane ( &uf { perror("unane"); 40 return 1,
} [/* Get sonme nenory and read nodul e string table into it
nodinfo = ( char * ) malloc ( strlen

nodi nfo size = 0; nodinfo offset index =i; 35 /* Grab the

45 new ptr

nmodi nfo data = ( ebaurd JireadDataFronFile ( fd, shdr[i].sh offset, 50

shdr [i]

string in the string table */
< ( nodi nf o_dat*aReaghtin¢ i BLEs [est zen {Heafdef datxty/ ( ptr,
5{ /* SPring found, so replace with buf.release from uname */ sgrintf (

"ker 19ty er §i Bh=ds Shdput Iy epadataFrgmRgle pt £A+=hdE rPeR_p
"kernel _ver sfHri=e Phenttiien Pgur>-1eRE

e)) + 1; nodinfo_ size += strlen (

new ptr,

sh sijze ) ; ptr = nodinfo_data; /* Find the kernel -version
-15 WD 03/090077 PCT/ US03/ 12202 while ( ptr

off,

n 4 :" . + + .
ker nel VerSICyL* erstgtEkgn.mQEQﬂgéﬂég% %o& whéfe the kernel version is

10

15

20

25

30

35

40

45

50

held is modified **/
/* Read the string table for the section headers */

elf names = ( char * ) readDataFromFile ( fd, shdr[hdr-
>e_shstrndx] .sh_offset,
shdr [hdr-
>e_shstrndx] .sh_size );

printf ("\nModifying Kernel Version Information...\n");
fprintf (log fp, "\nModifying Kernel Version Information...\n");

/* Search the section header table for ".modinfo" section */
for (i = 0; i < hdr->e_shnum; i++ )
if ( strcmp ( elf names + shdr[i].sh name, ".modinfo" )

{

struct utsname buf; )
char * modinfo_data, * old ptr, * new_ptr;

modinfo_size = 0;
modinfo_offset index = i;

/* Grab the current kernel version */

if ( uname ( &buf ) )

{

perror ("uname") ;
return 1;

}

/* Get some memory and read module string table into it */

new ptr = wmodinfo = ( char * ) malloc ( strlen (
buf.release ) + shdr[i].sh_size );
modinfo data = ( char * ) readDataFromFile ( f£d,

shdr [i] .sh_offset,
shdr[i] .sh_size );

ptr = modinfo_data;

/* Find the kernel version string in the string table */

30 char * nodi nf ecaatsa3/1220ol d_ptr,

buf.release ) + shdr[i].sh size );

"kernel version="



} 15 else { strcpy ( new.ptr, ptr ); newptr += strlen ( ptr ) + 1;

nodi nfo_si ze += strlen ( ptr ) + 1; 20 } ptr += strlen ( ptr ) + 1; } 25
fprintf(lwgoBp9oo’Changi ng Kernel Version kernel version=%¥s\rnses/im2 rel ease
); /* Calculate string table size difference */ 30 nodinfo delta = nodinfo
size - shdr[i].sh size; break; } } 35 fprintf(log_fp, "Mddinfo Delta :
%\ n", nodinfo_ delta); [** flnd the synbol table **/ 40

prlntf("\nl\/bdlfyl ng Synbol Table Information ...\n");
fprintf(log_fp,"\nMdifying Synbol Table Information...\n\n"); for (i =
0; 1 < hdr->e shnubilé+¢ gtd & ( zsdsmhn{ﬁo]_dahatymhdz:hﬂsl—ﬂhgﬁl\dEAB )45 {

synt ab_of fset _i ndex —| syntab_string_link = shdr[i].sh_link; break; }
50 /* Found the synbél t%lUISér éoplFJ@,ad’]qehfee“sy‘anotﬂabl e string table */
syntab_sfrings = har * ) readDataFronfFile -16 WD 03/ 090077

PCT/ US03/ 12202 9r[syn‘[ "alPtESE PP ngCFI K]S S Pg%thth buf.release from
shdr[synt ab 1é‘ri"ar“ieng link].sh_size ); 5 symtab_strings_size =

Shdr[syntab—Strlng—llgbglﬁ%@—%lgé%_ptr, "kernel version=%s", buf.release );

10 new_ptr += strlen ( "kernel version=" ) + strlen (
buf.release ) + 1;
modinfo _size += strlen ( "kernel version=" ) + strlen (

buf.release ) + 1;

}

15 else

{

strcpy ( new ptr, ptr );

new_ptr += strlen ( ptr ) + 1;

modinfo size += strlen ( ptr ) + 1;
20 }

ptr += strlen ( ptr ) + 1;

)

25 fprintf (log fp, "Changing Kernel Version
kernel version=%s\n", buf.release );

/* Calculate string table size difference */
30 modinfo delta = modinfo_size - shdr[i] .sh_size;

break;

}
}

fprintf(log fp, "Modinfo Delta : %d\n", modinfo delta);

35

/** find the symbol table **/

40 printf ("\nModifying Symbol Table Information...\n");
fprintf (log fp,"\nModifying Symbol Table Information...\n\n");
for ( 1 = 0; i < hdr->e_shnum; i++ )

if ( shdr[i] .sh type == SHT_SYMTAB )
45 {
symtab_offset index = i;
symtab_string link = shdr[i}.sh link;
break;
50 /* Found the symbol table, so read the symbol table string
table */
symtab_strings = ( char * ) readDataFromFile ( fd,



symtab = ( EIf32_Sym* ) readDataFronFile ( fd, shdr [i] . sh offset, shdr
[I] . sh size 10 close ( fd ) ; /* Allocate space for the synbol structure
so we maywbkespomwrack of the synbols */ 15 new strings = @CIUSI®12202
synbol _type * ) malloc ( 5000 * sizeof struct synbol _type ) ); ptr =
syntab_strings; offset =0; 20i = 0; size =0; new.syntab_strings_size
= 0; /* Go through the syntab strings and conpare themto the ones 25 in
the 'kernel */ while ( ptr < syntab_strings +
shdr [ synt ab_si{dd Rgmk Bk}t shesinzak] . si3@rebat, * it = ( char * ) 0x1; /* Look
for the synbol structure associated with synbol nane to see * if this
synbol is unslefd zedrab $tfrirg l$nkhdef isied, )then 35 * it is matched to the
kernel... If it is defined, it is part of the nodule, * so we |eave it
al one. .. 540 f ogyyntak_stpinge <$i§ﬁdi=[%W@Wéﬁlﬁs%ﬁrﬁnﬂdéi]lkbfﬁl‘mszi@e/ si zeof
El f 32 Syn1) K++ ) it ( syntab[k st nane :: ( ptr - syntab strings )
) if( ELF3255’T“ ’?PEZ E%} anngt SYTi nf'o %va NGFYPRF1E€ 45 Gt &
get Ksym ( pt¥ ?ﬁl aR-_citget LSRR 2 5 not found as UNDEF (STT
?EEYEE)EOthen W%meSQ %gke the * original synbol name. if ( it =_ ( char *

/* Allocate space for the symbol structure so we may keep track

of the symbols */

15 new_strings = ( struct symbol type * ) malloc ( 5000 * sizeof (
struct symbol type ) );

ptr = symtab_strings;
offset = 0;
20 i=0;
size = 0;
new_symtab_strings_size = 0;

/* Go through the symtab strings and compare them to the ones
25 in the kernel */

while ( ptr < symtab strings +
shdr [symtab_string_link] .sh_size )

30 char * it = ( char * ) 0xl;

/* Look for the symbol structure associated with symbol name

to see
* if this symbol is undefined... 1If it is undefined, then
35 * it is matched to the kernel... If it is defined, it is

part of the module,
* g0 we leave it alone...

*/
40 for ( k = 0; k < shdr[symtab offset_index] .sh size / sizeof (
E1£32_Sym ); k++ )
if ( symtab(k].st name == (int) ( ptr - symtab_strings ) )
if ( ELF32_ST TYPE ( symtab(k].st_info ) == STT NOTYPE )
{
45 it = getKsym ( ptr );
break;

}

/* If the symbol was not found as UNDEF (STT NOTYPE), then we
50 take the
* original symbol name.

if ( it == ( char * ) 0x1 )



-17 WD 03/090077 PCT/US03/12202 it = ptr; if (! it {5

printf("\nUnresol ved Synbol... %\nExiting...\n\n", ptr );

fprintf (IwgoBp9dbynUnresol ved Synbol ... 9%\ nExiting...\n\nPCT/USHZ/12202 return
1; } 10 /* Store themaway in a tenporary spot, one by one */ strcpy (
new strings(ii.name, it ); new.syntab strings_size += strlen ( it ) + 1;
15 /* Store in the log the change we made */ if ( strcnp ( it, ptr ) !'=0
{ fprintf(log fp, "% 30s -> % 30s\n", ptr, it 20 free (it ) ; }

new strings[i++].akd=i pehex = size; size += strlen ( ptr ) + 1; 25 ptr +=
strlen ( ptr ) +1; } /* Now that we have our own copy of the synbols with
new checksuns, ife (dontt need the original string table */ 30 free (
syntab_strings /{* Now we create our own version of syntab_strings, to put
in our Rew nodul @ript8E \aPRrasristed fyaol (- ERgpERitingg} g’ ptr );

new synt ab_st ri ng$PE1 e (168z80¢ "UBReFORd %*é?ﬁoét' ¢ S)WEXBE RS- nyR™" 0,
new_syn’[ab_sﬁ"ﬁc g'sre%il%g 1* sizeof char ) ) ; 40

} ;

10
/* Store them away in a temporary spot, one by one */
strcpy ( new_strings(i] .name, it );
new_symtab strings_size += strlen ( it ) + 1;
15 /* Store in the log the change we made */
if ( strecmp ( it, ptr ) != 0 )
fprintf(log_fp, "%-30s -> %-30s\n", ptr, it );
20 free ( it );
}
new _strings[i++].old_index = size;
size += strlen ( ptr ) + 1;
25 ptr += strlen ( ptr ) + 1;
}
/* Now that we have our own copy of the symbols with new
checksums, we dont need the original string table */
30
free ( symtab_strings );
/* Now we create our own version of symtab strings, to put in
our new module */
35
symtab_strings2 = ( char * ) malloc ( new_symtab_strings_size *
sizeof ( char ));
memset ( symtab strings2, 0, new_symtab strings_size * sizeof (
char ) );
40

ptr = symtab_strings2;
curindex = 0;

for ( offset = 0; offset < i; offset++ )
45 {
strcpy ( ptr + curindex, new_strings([offset] .name ) ;
new strings[offset] .new_index = curindex;
curindex += ( strlen ( ptr + curindex ) + 1 );

}

/** Fix up the symbol table indeces for the name table in the
symtab section header

50

**/



ptr = symtab_strings2; curindex = 0; for ( offset = 0; offset < i;
offset++ 45 { strcpy ( ptr + curindex, new strings [offset] .nane new

stri ngs[ okbsmyoomew i ndex = curindex; curindex +_ ( strlemrCf/gsbs/12zoruri ndex
) +1); } 50 /** Fix up the synbol table indeces for the nane table in
the syntab section header **/ -18 WO 03/090077 PCT/US03/12202 for ( k =
0; k < shdr[syntab_offset _index].sh size / sizeof Ef32 Sym); k++ { if (
syntab[k].st_ nane '= 0 5 { int index; for ( index = 1; index < i; index++
if ( syntab[k]est (name &=xnew_skdd [I%g&t[:hlﬁldﬁ)f]sem thddxexh sy+8 abEK]zeéﬁ _Mname
new_stri ngs[engbexjsymew; ixudex; 10 } } /* Calculate the new size of the
string table *{ 15 file-delta = new syntab _strings_size -

synt ab_stri ngs_sifzd; syfipak ilf-cktogathe, ! =" OnByntab Strings Delta : %\ n",
file-del®a /** \e now have all of the new syrrbol nanes with new checksuns,
20 * and al so thelﬁé\/vl’k‘é?"’nel ver5| on n w goi ng to wite out the

3' ++c
new nodule /* Re ab%]\lﬁ g&lol & NG %t rP . ¥1d 25 fd =
, ? ca gt rPe T wW S ?S 1 X F
gﬁgp ’(* iro%l[ Ilz)c }( buf >S1°H z gﬂné_m? X‘ F’dztrl %ef] erbt dgst é i ze

}

/* Calculate the new size of the string table */
15 file delta = new_symtab_strings_size - symtab_strings_size;
fprintf (log fp, "\nSymtab Strings Delta : %d\n", file delta );

/** We now have all of the new symbol names with new checksums,

20 * and also the new kernel version..
* We are now going to write out the new module
*/
/* Read the entire old module, so we can spot modify */
25
fd = open ( argv([1l], O_RDONLY );
stat ( argv[l], &buf );
entire file = ( char * ) malloc ( buf.st_size );
30 read ( fd, entire_file, buf.st_size );
close (( fd );
free ( hdr );
35 free ( shdr );
/* Set the pointers for the ELF Header and Section Header */
hdr = (E1£32_Ehdr * ) entire_file;
40 shdr = (E1f32 Shdr *) (entire_file + hdr -> e_shoff);
/** set the new size of the symtab string table **/
shdr [symtab_string link]).sh_size = new_symtab_strings_size;
45
/** Copy over the new symbol string table over the old one **/
memcpy ( ( char * ) entire file +
shdr [symtab_string_link] .sh_offset,
50 ( char * ) symtab_strings2, new_symtab strings size );

/** Copy over the new symtab section header, with the new
offsets **/



close ( fd free ( hdr 35 free ( shdr /* Set the pointers for the ELF
Header and Section Header */ hdr = (EIf32 Ehdr * ) entire file; 40 shdr =
(El'f32 Shwlo ospdpentire file + hdr -> e shoff); /** set treTmses/snae of the
symab string table **/ shdr[syntab_string_link].sh_size =

new syntab_strings_size; 45 /** Copy over the new synbol string table over
the old one **/ nencpy ( ( char * ) entire-file +
shdr[syntab_string_link].sh_offset, 50 ( char * ) syntabstrings2, new
syntab_stringsnesdazs ); (** Capy ov&dard he new syntab seedienrheader, mith
the new of f gediS[sVyinkab 19f AR H03hABRD7sh BEEELSP3/ 12202 nencpy ( ( char * )
entire-file + shdr[synlathaf f*set spen,. shdefégetab_ofliaet *indesynthbsize
shdr[synt ab_bf f set _i ndex].sh_size ); 5 /** Allocating nenory for a new
file, inéuding size for possible * growh of string table for the modul e
info section afid Al]s%ﬂ%élngt asrergederors fl@”*fll?vevv“f?]l@mg( dirgr 8oy

mal | oc ( bufPetsifilee + delta +  modinfo del % [** Copy gver the
portions of the fig&rc %}cb té?:]%le fﬁﬁr’rﬁb? e ingo | sectdnp g?—: file,

); shdr [yodi nfo Sfyf“ls°8 ex] s °%tf set nemcpy ( new file +
shdr[rmd’ nfo_ offset |ndex] sh offset 20 nodi nfo, nodinfo size ); nenctpy (
new file + Shcjr{e[vm%q'l@fa of fcsl'?atr_'mdﬁxﬂtalslhlcofff%lf Bt _size + file delta +

modlnfo delta ) ;

15 /** Copy over the portions of the file, piece by piece. */
memcpy ( new_file, entire file,
shdr [modinfo offset_ index] .sh_ offset );
memcpy new_flle + shdr[modlnfo offset index] .sh_offset,
20 modinfo, modinfo_size );
memcpy {( new file + shdr[modinfo offset_index] .sh_offset +

modinfo_size,
entire file + shdr[modinfo offset_ index].sh offset +
shdr [modinfo offset index] .sh_size,
25 buf.st_size - shdr[modinfo . offset _index] .sh_offset -
shdr [modinfo_offset _index] . sh size );
/** Change the offsets for the section headers ... *% /
30 hdr = (E1f32 Ehdr * ) new_file;

/* Find the new section header table offset */

if ( shdr[symtab_string link].sh offset < hdr -> e_shoff )
35 hdr -> e_shoff += file delta;

if ( shdr[modinfo offset index] .sh_offset < hdr -> e_shoff )
hdr -> e_shoff += modinfo_delta;

40 /* Grab the section header table */
shdr = (E1£32_Shdr *) (new_file + hdr -> e_shoff);
/* Modify the size of the modinfo section size,

45 since we changed the kernel version */
shdr [modinfo_offset_index] .sh_size += modinfo delta;
/* Modify the rest of the section header offsets */

50 for (1 =0 ; 1 < hdr->e shnum ; i++ )

if ( shdr([symtab_string link].sh offset < shdr[i].sh_offset )
shdr[i] .sh_offset += file delta,
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nodi nfo_si ze, entire file + shdr[nodinfo_offset_index].sh_offset +
shdr [ nodi nf oof f set i ndex].shsize, 25 buf.st_size -
shdr [ nrodiwbm3oddoset i ndex].sh_offset - shdr[nodi nfo of f setcirnu$ex]j228h si ze
); /** Change the offsets for the section headers ... **/. 30 hdr = (Elf32
Ehdr * ) new file; /* Find the new section header table offset */ if (
shdr[syntab_string |link].sh offset < hdr -> e _shoff 35 hdr -> e shoff +=
file delta; if ( shdr[rmpdinfo offset index] .sh off set < hdr -> e _shoff
hdr -> e shoff +4% noghdd rodehtd of46ef *irGeab. etrhe;fseetwmhheaﬂersht ableetr/
shdr = (EIf32 Shdr *) (new file + hdr -> e shoff); /* Nbdlfythe si ze of
t he m)dl nfo secti ehdsilzk, sm5f§sﬂt;e+w0dhalﬁge@b]ttfae kernel version */
shdr[ nodi nfo of fset index]. sh S|ze += m)dl nfo delta; /* Mdify the rest of
t he sectiPon header offsets (i ; i < hdr->e _shnum; i++ if (
shdr [ synt ab st@Hrrhj‘thl hRY-- @1 f\fl§%‘t’t’<°nsl"f&?fliaf %ﬁrfst?ftfss@?dl%lff‘dir[l Mshi offset
+= file delta; WO 03/ 0n9 07Z PCT/hL(JaS%3/ 122(9%h . ,( shdr[ nodi nfo of fset
i ndex] . sh offs/et PShdP T ﬁ SRUGPTSet sh&r[ set += nodinfo_delta; }
5 fprintf(log fp._ g @§e@t4@[a§aderw@tfﬁei%r@@m gdo RGN 5, /** Open up
and out put the new nodul e o) = ope argv| O V\RO\ILY | O _CREAT |
O TRUNC ); ifid (f&a<<Op{) perror ("open"); 15 return 1; }
{ perror ("open") ;
15 return 1;

}

write ( fd, new _file, buf.st_size + file_delta + modinfo_delta
)
20 close ( fd );

/** Free all of our memory **/

free ( new_file );
25 free ( new_strings );
free ( entire file );
free ( modinfo ) ;
free ( elf names )
30 /** Work is done ;-) ... New module now runs on current kernel
* %
/

printf ("\n%s -> %s Completed...\n\n", argv[1l], argv[2] );
fprintf (log_fp,"\n%s -> %s Completed...\n\n", argv(l], argv[2]

35 )i
fclose(log_fp);
return 0;
40 |}
/************************************************************/
/* Linux Kernel Module Modification program to allow a */
/* kernel module compiled for another kernel version to */
45 /* insert and run on the current kernel version. */
/* The kernel versions may be fairly close. */
/* Also, it should be checked that the */
/* kernel subsystem that is being utilized has not changed */
/* much between the two versions that this module is being */
50 /* modified too and from. */
/* . */
/* File : get_Ksym.c * /
/* */
/* Compile : gcc modify.c get_Ksym.c -o mod */



wite ( fd, newfile, buf.st size + file delta + nodinfo delta 20 close (
fd) ; /** Free all of our nenory **/ free ( newfile ); 25 free ( new
strings Woag/gooentire file free ( nodinfo free ( elf naFgSBH1220> Wor k
is done ;-) ... New nodule now runs on current kernel printf("\n% -> %
Conpl eted...\n\n", argv[1], argv[2] ); fprintf(log_fp,"\n% -> %

Compl eted...\n\n", argv[1l], argv[2] 35 ); fclose(log fp); return O; 40 }
/* Linux Kernel Mbdule Modification programto allowa /* kernel nodul e
conpi | ed for/-angkber kernglodvessd abduQes>45néw nidaseet and run on the-current
ker nel ver siorkx %« Fhes kermek »ver st ons «ray* e faixrk y* et oge sxkxxf x4 so, it
shoul d be checked that the /* kernel subsystemthat is being utilized has
not changed ##majudh betdieem>t he two versions that this nodule is being */
50 /* nodifikihdlygeanstdridmbt>/* File : get _Ksymc /* Conpile : gcc nodify.c
get _Ksym c -infdygde. 99t $,090077 PCT/ US03/ 12202 /* Usage ./nod <ol d
modul e> <nevi ISGULE>< ¥Rt ¢clude <stdio.h> 5 #include <stdlib.h> #include
<string.h> 31 EQQeiEﬁiﬁﬁ%ﬁiﬁS #i ncl ude <sys/types. h> #include <errno. h>
10 /* getKsym )

/*************************************************/

/* getKsym - */
/* */
/* This function takes in a symbol name and */
15 /* checks to see if a checksum is included in * /
/* the name. If no checksum is found, the */
/* original name is returned. If a checksum is */
/* found, it is stripped off and the current */
/* kernel is searched for this symbol name */
20 /* using /proc/ksyms. If found, it */
/* replaces the old checksum with the new one */
/* and return the new name. If not found, NULL */
/* is returned. * /

/*************************************************/

25 char * getKsym( char * name )
{
FILE * fp;
char Symbol [256] ;
char StripSymbol [256] ;
30 char * new_symbol = NULL;
char temp{20];

/* check to see if checksum is present */

35 if ( strstr ( name, " R" ) && strlen ( strstr ( name, "_R" ) )
== 10 )
strncpy ( StripSymbol, name, strlen ( name ) - 10 );
else
return name;
40
/* strip off the checksum */
StripSymbol [strlen(name)-10] = '\0';
45 /* open up the /proc/ksyms */
fp = fopen ( "/proc/ksyms", "r" );
if (! fp )
50 {

perror ("open : /proc/ksyms");
return NULL;

}



[* This function takes in a synbol nane and */ 15 /* checks to see if a
checksumis included in */ /[/* the nane. |If no checksumis found, the */

[* origi mbosaymw7is returned. If a checksumis /* found, PCTIGS0FINdPpped of f
and the current /* kernel is searched for this synbol name 20 /* using
[proc/ ksyns. If found, it /* replaces the old checksumw th the new one */
/* and return the new nane. If not found, NULL /* is returned. 25 char *
getKsym( char * name { FILE * fp; char Synbol [256]; char

Stri pSynbol [ 256] ;LoogOtEhaigh* thew/ syod)ydsyms NEbat  thehaymbenp- [ 20] ; /* check
to see if checksumis present 35 if ( strstr ( nane, 11-R'" ) && strlen (
strstr ( nanme,wHilRl1 f@etst rin€pybel StA56pSypbbl), nanme, strlen ( nanme ) - 10
el se return nafre; 40 /* strip off the checksum

St ri pSynbol [strlcéllﬁ‘(fnéné‘)rflo] = 1\01 45 [/ * open up the /proc/ksyns */ fp =
fopen ( "/ proc/ Kpis® teypSybolis (1 fp 50 { perror("open : /proc/ksyns");
return NULL; } -22 090077 PCT/ USO 122 * Loop through t he

/ proc/ ksyns for ttehgg\D r’r%{o C%l | e ( mfag& ?%S”: 256, fp

10 Symbol [strlen(Symbol)-1] = '\0';
strcpy ( tempSymbol, Symbol + 9 );

/* See if we have a possible match */

15 if ( ! strstr ( tempSymbol, StripSymbol ) )
continue;

/** Check to see 1if this has a hash **/

20 ptr = strstr ( tempSymbol, " _R" );
if (! ptr )
continue;
25 if ( strlen ( ptr ) != 10 )
continue;
/** The hash is stripped off so we can check the exact symbol
name **/
30 /* This is an exact check for a match after the preliminary
checks */
tempSymbol [strlen (tempSymbol) -10] = '\0';
35 if ( strcmp ( tempSymbol, StripSymbol ) != 0 )
continue;

/** We found a match, so go ahead and append the new
* checksum onto the old symbol name
40 * and return it.

*/

free ( tempSymbol ) ;

45 new_symbol = malloc ( strlen ( Symbol + 9 ) + 1 );
strcpy ( new.symbol, Symbol + 9 );
break;
}
50 fclose ( fp );

return new_symbol;

}



{ 5 char * ptr; char * tenmpSynbol; tenpSynbol = ( char * ) malloc ( 256 10
Synbol [strlen(Synbol )-1] = 1\01; strcpy ( tenmpSynbol, Synmbol + 9 /* See if
we have awpossedobe match 15 if ( ! strstr ( tenpSynbol, SecirpSysixb2
continue; /** Check to see if this has a hash **/ 20 ptr = strstr (
tempSynbol, "-R" if (! ptr continue; 25 if ( strlen ( ptr ) ! =10
continue; /** The hash is stripped off so we can check the exact synbol
nane **/ 30 /* This is an exact check for a match after the prelimnary

checks */ terrpsym%[§Eéb@néb@@%€behﬁca%enté\ Q%e ﬁfiul ftr(at%vecmr{d
t enpSynbol , Stri pSynbol = conti nue; found a match, so go ahead

and appemjtm%nﬁeWaFQQH%%%%uﬁ?Bnﬁ@tﬂﬁﬁEW@ug?@béﬁlnﬁh@sﬂoembﬂﬂimﬁﬁHﬁn it.
free ( t e”DSYi@%uéSiéﬁ%@%@%rdm Il %%1(::1%'[ Blfe@h@ §Y5@P&sd'r@ dr Frem

strcpy ( new synbol nbol ); brea fcl ose p) ; return
new synbol ; the -93rene D 37D GoreEEy @S@smfzzoﬁlemﬁétab@v@ @Jpefee’q*mtres

e”bOdi”E@tS Gf €l FEUBLAAL i VBus@PPt ive embodiments may be combined with

each other and/or substituted for each other within the
scope of this disclosure and appended claims.

For example, although version identification

modification follows symbol table modification in the

10 embodiment described above, the module information

modification may precede the error check adjustment. As

another example, although the software utility may run on

the target system, the kernel module modification apparatus

may be adapted to run on a system (having at least a

15 processor and a program storage device) other than the

. target system, 1f the kernel version identification of the

target system is known and the error check measure of the
kernel on the target system also is available.

Additional wvariations may be apbarent to one of

20 ordinary skill in the art from reading U.S. Provisional

Application No. 60/373,120, filed April 17, 2002, which is

incorporated herein in its entirety by reference.



many variations can be introduced on these enbodi nents w thout departing
fromthe spirit of the disclosure or from the scope of the appended
clains. BWwermnt®7and/ or features 5 of different illustratipca/sSoboxtonent s
may be conbined with each other and/or substituted for each other within
the scope of this disclosure and appended clains. For exanple, although
version identification nodification follows synbol table nodification in
the 10 enbodi ment descri bed above, the nodule information nodification may

precede the giL©ri £herkimslj usd ment. As  anot her exanpl e, al though the
software utiTTty nmay run on 1(he target system the kernel nodul e

nodi fi cati on appa¥at us 2 ne§eBe lad ABH & 0 MG G 3% 197st EMPERAFHYTy 41 east

a 15 processQis@nth@ R5OH AN StOr age ey £8e o fffed Ran-ddis 1 dANQGEHeIYSt €M
if the kernel version identification of the target systemis known and the
error check TRAsLE eCOFTERBONREPHE|C O RPN Br FEFNSYSTEHT YD VB1Ehaii%abl e.
Addi tiongl vafalians i ke ANt Jhot8Retatge20sPEdiRardondd1di gt the
art fromreading U S. Provisional Application Rb. 60/ 373, 120, filed Apri
17, 2002, which i3 ke¥eok pprat LecheP@rRCPA FOSCERIRFRL JTBY FoFekeree! - 24
WO 03/ 090077, PCT, USP34 42202y VAL drS ShalBsthd Sk deaduker gl HOGW:S 1

modi fication apparatus™for “adapting for a kernel on a target systema

conpi | ed kerversioemdidentblieaporrli mpdo anot her kernel version which is 5
different fromthe kernel pndde (@ Wb ThaGBHPA | 85 Nfliserd kgl ele

anal yzer adapted to_extract fromthe kernel on the target systeman error
check méasurecmntl ed kerkrainelyer giogitliedendnf i ca¥¥on; &k no@aireéedadt at i on
conponent adapled. todNgerici fhihgy 30 cAmRL! pdakgroel nduteqan erier
check paraneter ~corresponding to tﬁe error check neasure extracted by the
kernel anal ykrernék oamahezer fepmorhehkerapdepnsybeeprant syetespl a

version iden&éfféfﬁég@ énvé$gﬁéﬁ"qﬁéﬁ¥ﬁf¥%£%ﬁon in the compiled kernel

module with the kernel version identification extracted by

15 the kernel analyzer from the kernel on the target system.

2. The apparatus of claim 1, wherein the compiled
kernel module into which the error check parameter is
inserted is binary.

20

3. The apparatus of claim 1, wherein the modified,
compiled kernel module, which has inserted therein the
error check parameter and bears the kernel version
identification extracted from the kernel on the target

25 sgystem, is loadable into the kernel on the target system.

4. The apparatus of claim 1, wherein the error check
measure includes one or more checksums extracted by the
kernel analyzer from the kernel on the target system.

30

5. The apparatus of claim 1, wherein the kernel

analyzer locates a symbol table in the compiled kernel

module and, for each sgymbol name in the symbol table,

25—



nmodul e with the kernel version identification extracted by 15 the kernel
anal yzer fromthe kernel on the target system 2. The apparatus of claim
1, whereiwotobedmonpi |l ed kernel nodule into which the errecTasexie2par anet er
is inserted is binary. 20 3. The apparatus of claim1l, wherein the

nodi fied, conpiled kernel nodule, which has inserted therein the error
check paraneter and bears the kernel version identification extracted from
the kernel on the target 25 system is |oadable into the kernel on the

target systemerfdrmdhenapparpsus of ehai fydbowheswen the error check
measure includes one or nore checksuns extracted by the kernel analyzer
fromthe kernel on the target system 30 5. The apparatus of claiml1,

wherein the kerneb. amabyZghatQ€atest acByRod, tahdeoim die S0l ethrker nel
nodul e and, for_each synbol name in the synbol table, _-25 WD 03/.090077

PCT/USOS/122@@alb%%$orﬁ§r§ﬁr§ﬁglygﬁ% d#“?hek§§ﬂ%%l RAREYZ6T TH@CéﬁbEthus
of cl ai msb, & Ing hensyBsPRbonafBme 28! ¥§hboper fiar ied Rerhle kel nele

anal yzer includes 5 conparing the synbol nanme to synbols in the kernel on
the target 3532 SYSt9Re apparatus of claim6, wherein if the synbo

nane is matched to a synbol in the kernel on the target 10 system the
kernel analyzer extracts a checksum associated with the matched synbal and

t he nodul e adapt af i onTESmFEReFRt Uspdndsta e ext YA chéckEEmSEtHe

synbol nanme jfndhes syreled akd e;0bykhiRglcampidird kernel sRduhe. thafte The
apparatus of claim5, wherein_ the nbodule adaptation conponent adjusts one
or nore 16 f seYstem. t Hee korpol 2adlBZeRfeBFrI®es s§nPt iRt fHC i@tad zed.

9. The appar@ius Ofe GhadlRda IS R neOiBled 2dQpKEENSh Bplddts @
| oadabl e Li nux kernel nodul e.
appends the extracted checksum to the symbol name in the

symbol table of the compiled kernel module.

15 8. The apparatus of claim 5, wherein the module
adaptation component adjusts one or more offsets of the

symbol table, after the symbol names are analyzed.

9. The apparatus of claim 1, wherein the compiled

20 kernel module is a loadable Linux kernel module.

10. A method for adapting for a kernel on a target
system a compiled kernel module corresponding to another
kernel version which is different from the kernel on the

25 target system, comprising:

extracting from the kernel on the target system an
error check measure and a kernel version identification;

inserting in the compiled kernel module an error check
parameter corresponding to the error check measure

30 extracted from the kernel on the target system; and
replacing a version identification in the compiled
kernel module with the kernel version identification

extracted from the kernel on the target system.

—26—



10. A method for adapting for a kernel on a target systema conpiled
kernel nodul e corresponding to another kernel version which is different
from t he wermsmebooon the 25 target system conprising: extrartisngif2o0opm t he
kernel on the target systeman error check neasure and a kernel version
identification; inserting in the conpiled kernel nodule an error check
paraneter corresponding to the error check neasure 30 extracted fromthe
kernel on the target system and replacing a version identification in the
conpi | ed kernel npdul e md hmkhaokerdtel cveisi an,i detddicathen canginae ed
fromthe kernel on the target system -26 WO 03/090077_ PCT/US03/12202 11

The method ofeEPet mMEUltherBFR™ tHE bnplPe £ Ket he CRRGHUI RATHEREShi CFF t he

error check pasapet@rigspih&serted is binary. 5 12. The nmethod of claim 10,
wherein the nodified, conpiled kernel nodule having inserted therein the
error check paraneter and bearing the kernel version identification

extracted from thexkerngle ofethedt aEgRiLaifySIEM Wsetoadabhe ¥ fikey ker nel
on the target system 10 13. The nethod of claim 10, wherein_ the extracted

error check AeERLFed| kernges mosilsy hrdEhberiimd EReFathedher GHEMNe

kernel on thghtakgetpsysherr 15 dda TheedBidpd afhel aipaddof ur tefsion
conprising |locating a synbol table in the conpiled kernel nodule and, for

each synbol hafRtiAIEARIYNSAIERENSE PEPT orfiehghkaine anqy sk oft a4 sy ol

name. 20 15. JBeemet Botdoofaki @i hidd, cMbekeiflel hen SYDOta g s@SEdN S S
i ncl udes conparing the synbol nanme to synbols in the kernel on the target

system 196. The nethod of claim 15, wherein if the synbol 25 nane is

matched to a synbeb inqhe kernsh oR thaiharget weystem caeCheaksiied
associated with the matched synbol is
error check measure includes one or more checksums

extracted from the kernel on the target system.

15 14. The method of claim 10 further comprising
locating a symbol table in the compiled kernel module and,
for each symbol name in the symbol table, performing an

analysis of the symbol name.

20 15. The method of claim 14, wherein the symbol name
analysis includes comparing the symbol name to symbols in

the kernel on the target system.

16. The method of claim 15, wherein if the symbol

25 name is matched to a symbol in the kernel on the target

system, a checksum associated with the matched symbol 1is

extracted and then appended to the symbol name in the
symbol table of the compiled kernel module.

30 17. The method of claim 14, wherein offsets of the

symbol table are adjusted after the symbol names are

analyzed.



extracted and then appended to the synbol name in the synbol table of the
conpi l ed kernel nodule. 30 17. The nethod of claim 14, wherein offsets of
the synbwb osatioe7 are adj usted after the synbol nanes arepcanasbyred: -27 WO
03/090077 PCT/ US03/ 12202 18. The nethod of claim 10, wherein the conpil ed
kernel nodule is a | oadabl e Linux kernel nodule. 19. A system conprising:
5 a processor; and a program storage device readabl e by the system

tangi bl y enbodyi ng a program of instructions executable by the machine to

perform the methogs of cfrad MndB@hod0o20.c¥a i OGO aMEAAGE eieyi eempbgadabl e by
a machine, tangibly enbodying a praogram of instructions executable by the

machi ne to peFE MRt ofzdaliif foinw kexngdnmadtl&tat a si gnal
enbodied in a transmi ssion 15 nedi um whi ch enbodi es i nstructi ons

execut abl e by a conputer to performthe nethod of claim10. -28
19. A system, comprising:

5 a processor; and
a program storage device readable by the system,
tangibly embodying a program of instructions executable by

the machine to perform the method of claim 10.

10 20. A program storage device readable by a machine,
tangibly embodying a program of instructions executable by

the machine to perform the method of claim 10.
21. A computer data signal embodied in a transmission

15 medium which embodies instructions executable by a computer

to perform the method of claim 10.



