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Method and Apparatus for Trusted Service Management 

 

The present application claims priority to Chinese Application No. 201810048460.X, filed 

on 18 January 2018 and entitled “Method and Apparatus for Trusted Service Management,” 

which is incorporated herein by reference in its entirety. 

 

Technical Field 

The present application relates to the field of the Internet, and particularly to methods 

for trusted service management. The present application also relates to apparatuses for trusted 

service management. The present application further relates to methods and apparatuses for 

requesting trusted service management, and trusted service management systems. 

  

Background 

With the development of Internet technology and mobile communication technology, 

banks, transportation operators, financial institutions, and other digital service providers 

provide users with services through Trusted Server Management (or TSM) platforms to replace 

traditional counters. The so-called TSM platform refers to a platform that performs a fast, 

efficient and safe air management of SE (Secure Element) smart card chips that comply with 

international GP (Global Platform) specifications, including air card issuance, SE security domain 

management, key life cycle management, two-way authentication of TSM server and SE card, 

mobile payment management, etc. The so-called GP refers to a global policymaker of unified 

standards for security infrastructure based on security chips. Such international standards 
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organization develops, enacts, and publishes technical standards for security chips to promote 

deployments of trusted services. 

In existing applications, a SE chip cooperates with a TSM platform to provide a complete 

set of business solutions of highly secure trusted services, which are mainly used in mobile 

financial projects. For example, bank service providers provide newly registered mobile users 

with instant solutions, Apple Pay, Samsung Pay, Huawei Pay, etc. In addition to being widely 

used in the fields of mobile payment and finance, a wide range of applications in the field of the 

Internet of Things is foreseeable in the future, which are used for safely storing some sensitive 

data in complex and fragmented Internet of Things terminal devices, such as keys, certificates, 

core data, and other information. An existing technical solution is an end-to-end solution of a 

service end and a device end located in the cloud. In other words, a SE chip is embedded or 

integrated in a mobile-phone-type portable device or other smart device, providing hardware-

level security for a smart device end. A TSM agent (TSM Agent) is deployed on the smart device 

end, and is responsible for data communications between the SE chip embedded or integrated 

in the smart device end and a service end of the TSM platform (a TSM Server) to complete 

trusted service management. 

Terminals in the field of the Internet of Things are presented in a variety of forms, and 

systems tend to be of low-end. With the development of a variety of terminal devices and 

different versions, fragmentation of a system has become more and more serious. The so-called 

fragmentation refers to a situation in which new versions are continued to roll out while old 

versions coexist for a long time. Therefore, when using an existing end-to-end technical solution 

of a service end and a device end to provide trusted service management, a problem that some 
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terminals cannot carry all service logics for communications between a TSM Agent and a TSM 

Server exists. 

 

Summary 

The present application provides a method for trusted service management to solve the 

problem that some terminals cannot carry all services logics for communications between a 

TSM Agent and a TSM Server. 

The present application also provides a method for requesting trusted service 

management. 

The present application also provides an apparatus for trusted service management. 

The present application also provides an apparatus for requesting trusted service 

management. 

The present application also provides a trusted service management system. 

The present application provides a method for trusted service management, which 

includes: 

obtaining an identification identifier and address information of a computing unit; 

obtaining a mapping table for the identification identifier and the address information 

of the computing unit; 

initiating a trusted service request message to a server that provides trusted service 

management using the identification identifier of the computing unit; and 

receiving a corresponding trusted service response message, and transmitting the 

trusted service response message to the computing unit according to the mapping table. 
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Optionally, the method for trusted service management is performed based on a 

gateway. 

Optionally, the gateway is a WIFI gateway. 

Optionally, the computing unit is a secure element or a secure device embedded with a 

secure element. 

Optionally, the method further includes receiving an execution result returned by the 

computing unit, and sending the execution result to the server that provides the trusted service 

management. 

Optionally, transmitting the trusted service response message to the computing unit 

includes: transmitting the trusted service response message to the computing unit in a 

broadcast mode. 

Optionally, the identification identifier is a production life cycle (CPLC) of a secure 

element of the computing unit. 

Optionally, the address information is a MAC and/or an IP of the secure element or the 

secure device. 

Optionally, obtaining the identification identifier and the address information of the 

computing unit includes the following processing: 

receiving a request from a requesting party, and performing an operation of connection 

and gateway authentication on the requesting party; 

recording address information of the requesting party is and querying whether the 

requesting party is a secure element or a secure device if the authentication is passed; 

sending a request for obtaining the identification identifier of the computing unit if 
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affirmative; and 

receiving and obtaining the identification identifier of the computing unit. 

Optionally, if the address information is a MAC and/or an IP of the secure element or 

the secure device, the mapping table includes any one of the following correspondence 

relationships: a correspondence relationship between CPLC and MAC, a correspondence 

relationship between CPLC and IP, a correspondence relationship among CPLC, MAC and IP. 

Optionally, the computing unit is a secure element or a secure device that is able to 

recognize APDU data specified by a global platform and execute APDU instructions. 

Optionally, transmitting the response message to the computing unit in the broadcast 

mode includes the following processing: 

assembling the response message into a broadcast data message according to a 

packaging protocol; and 

broadcasting the broadcast data message according to the mapping table, wherein the 

packaging protocol includes at least relevant information of the following fields: packet header 

information and APDU data. 

Optionally, the packet header information includes at least the following fields: the 

identification identifier and a length. 

Optionally, the packaging protocol includes any of the following fields: reserved bits and 

a state. 

Optionally, the broadcast data message includes one or more data packets assembled 

according to the packaging protocol. 

Optionally, the APDU data includes at least any of the following content information: 
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life cycle management information, rights management information, key escrow 

information, authentication information, secure data transmission and processing information, 

sensitive personal data, and state report information. 

Optionally, the server that provides the trusted service management is a SEI-TSM server, 

wherein the SEI-TSM is a trusted management end that issues secure elements. 

Optionally, when the trusted service request message is a security domain creating 

request APDU, the trusted service response message is a security domain creating instruction 

APDU. 

Optionally, when the execution result returned by the computing unit is a successful 

creation of a security domain, the following processing is further included after receiving the 

successful creation of the security domain returned by the computing unit: 

initiating an application download request to a SP-TSM using the identification identifier 

of the computing unit, wherein the SP-TSM is a server of a service provider of the trusted 

service management. 

Optionally, when the trusted service request message is an application download 

request, the corresponding trusted service response message includes: an APDU formed by 

assembling and encrypting an application program requested to be downloaded by the SP-TSM, 

wherein, the APDU is packaged into a broadcast data packet by a gateway according to the 

packaging protocol, and is sent out in a broadcast form. 

Optionally, when the execution result returned by the computing unit is an application 

installation state report APDU, the following processing is performed after a gateway receives 

the execution result returned by the computing unit: returning the state report APDU to SP-
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TSM. 

Optionally, when the execution result returned by the computing unit is the application 

installation state report APDU, the following processing is performed after the gateway returns 

the state report APDU to the SP-TSM: 

sending a personalized request by the gateway to the SP-TSM using the identification 

identifier of the computing unit, wherein the SP-TSM obtains personalized data according to 

the personalized request and sends the personalized data to the gateway in an APDU data 

format, and the gateway collects data and assembles into a broadcast packet, which is 

broadcasted to the computing unit according to the mapping table. 

Optionally, initiating the trusted service request message to the server that provides the 

trusted service management includes transparently transmitting the received trusted service 

request message that is initiated by the computing unit. 

Optionally, initiating the trusted service request message to the server that provides the 

trusted service management using the identification identifier of the computing unit includes 

initiating the trusted service request message in real-time or in a batch manner. 

The present application also provides a method for requesting trusted service 

management, which includes: 

reporting address information and identification identifier of a computing unit; 

identifying and obtaining a matching data packet according to the identification 

identifier from a received data message, and parsing out trusted service data from the data 

packet; and 

executing an instruction included in the trusted service data, and returning an execution 
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result. 

Optionally, the method for requesting trusted service management is performed based 

on the computing unit, wherein the computing unit is a secure element or a secure device 

embedded with a secure element. 

Optionally, the received data message is a received broadcast data message, wherein 

the broadcast data message is a data message broadcasted by a gateway accessed by the 

computing unit. 

Optionally, the trusted service data is APDU data specified by a global platform. 

Optionally, the identification identifier is CPLC information of a secure element. 

Optionally, the address information is a MAC and/or an IP of the secure element or the 

secure device. 

Optionally, before reporting the identification identifier, the method includes:  

receiving a message that queries whether it is a computing unit; and 

reporting the identification of the computing unit if affirmative. 

Optionally, identifying and obtaining the matching data packet according to the 

identification identifier from the received data packet includes the following processing: 

recognizing and obtaining, by the secure device, the matching data packet from the 

received broadcast data message according to the identification identifier thereof. 

Optionally, executing the instruction included in the trusted service data, and returning 

the execution result include: 

communicating, within the secure device, with the secure element embedded in the 

secure device according to APDU data; 
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decrypting the APDU data through the secure element, executing an APDU instruction 

obtained after decryption, and encrypting the execution result to form state report APDU data; 

and 

reporting the state report APDU data to the gateway through the secure device, and 

further returning the state report APDU data to a server that provides the trusted service 

through the gateway. 

Optionally, executing a corresponding APDU instruction included in the APDU data, and 

returning the execution result include the following processing: 

decrypting the trusted service data by the computing unit, executing the APDU 

instruction obtained after decryption, and encrypting the execution result to form state report 

APDU data; and 

sending the state report APDU data back to the gateway, and then returning the state 

report APDU data to a server that provides the trusted service through the gateway. 

Optionally, the corresponding APDU instruction included in the APDU data includes any 

of the following: 

an instruction for creating a security domain APDU provided by a SEI-TSM server;  

an application program APDU delivered by the SP-TSM; or 

personalized data APDU provided by the SP-TSM. 

The present application also provides an apparatus for trusted service management, 

which includes: 

an identification identifier and address acquisition unit configured to obtain an 

identification identifier and address information of a computing unit; 
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a mapping unit configured to obtain a mapping table for the identification identifier and 

the address information of the computing unit; 

a service-side request unit configured to initiate a trusted service request message to a 

server that provides trusted service management using the identification identifier of the 

computing unit; and 

a service-side response processing unit configured to receive a corresponding trusted 

service response message, and transmit the trusted service response message to the computing 

unit according to the mapping table. 

The present application also provides an apparatus for requesting trusted service 

management, which includes: 

an identification identifier and address reporting unit configured to report address 

information and an identification identifier of a computing unit; 

a data receiving unit configured to identify and obtain a matching data packet according 

to the identification identifier from a received data packet, and parse out trusted service data 

from the data packet; and 

an execution unit configured to execute an instruction included in the trusted service 

data and return an execution result. 

The present application also provides a trusted service system, which includes: an 

apparatus for trusted service management; and an apparatus for requesting trusted service 

management, wherein: 

the apparatus for trusted service management includes: 

an identification identifier and address acquisition unit configured to obtain an 
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identification identifier and address information of a computing unit; 

a mapping unit configured to obtain a mapping table for the identification identifier and 

the address information of the computing unit; 

a service-side request unit configured to initiate a trusted service request message to a 

server that provides trusted service management using the identification identifier of the 

computing unit; and 

a service-side response processing unit configured to receive a corresponding trusted 

service response message, and transmit the trusted service response message to the computing 

unit according to the mapping table; 

the apparatus for requesting trusted service management includes: 

an identification identifier and address reporting unit configured to report the address 

information and the identification identifier of the computing unit; 

a data receiving unit configured to identify and obtain a matching data packet according 

to the identification identifier from a received data packet, and parse out trusted service data 

from the data packet; and 

an execution unit configured to execute an instruction included in the trusted service 

data and return an execution result. 

Compared with existing technologies, the present application has the following 

advantages: 

The method, apparatus and electronic device for trusted service management provided 

by the present application obtain an identification identifier and address information of a 

computing unit; obtain a mapping table for the identification identifier and the address 
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information of the computing unit; initiate a trusted service request message to a server that 

provides trusted service management using identification identifier; and receive a 

corresponding trusted service response message, pass the trusted service response message to 

the computing unit according to the mapping table, and deploy a TSM Agent function in a 

gateway, such as a WiFi gateway, and perform a broadcast control of a group of smart devices 

on a same network segment based on the gateway, thus solving the problem of failures of 

some terminals in carrying all service logics of communications between a TSM Agent and a 

TSM Server caused by fragmented and low-end systems. 

 

Brief Description of the Drawings 

FIG. 1 is a schematic diagram of a processing flow of a method for trusted service 

management provided by the embodiments of the present application. 

FIG. 2 is a schematic diagram of a principle framework of a method for trusted service 

management provided by the embodiments of the present application. 

FIG. 3 is a schematic diagram of a packet format of broadcast data packet provided by 

the embodiments of the present application. 

FIG. 4 is a sequence diagram of a process of creating a mapping table for an 

identification identifier and address information in a method for trusted service management 

provided by the embodiments of the present application. 

FIG. 5 is a sequence diagram of a process of creating a security domain in a method for 

trusted service management provided by the embodiments of the present application. 

FIG. 6 is a sequence diagram of a process of downloading a secure application program 
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in a method for trusted service management provided by the embodiments of the present 

application. 

FIG. 7 is a sequence diagram of a personalized data flow in a method for trusted service 

management provided by the embodiments of the present application. 

FIG. 8 is a flowchart of a process of a method for requesting trusted service 

management provided by the embodiments of the present application. 

FIG. 9 is a schematic diagram of an apparatus for trusted service management provided 

by the embodiments of the present application. 

FIG. 10 is a schematic diagram of an apparatus for requesting trusted service 

management provided by the embodiments of the present application. 

FIG. 11 is a schematic diagram of a trusted service system provided by the embodiments 

of the present application. 

 

Detailed Description 

A number of specific details are set forth in the following description to facilitate a full 

understanding of the present application. However, the present application can be 

implemented in a number of ways other than those described herein. One skilled in the art can 

make similar generalizations without violating the content of the present application. Therefore, 

the present application is not limited by details of implementations disclosed hereinafter. 

The present application provides a method for trusted service management. The 

present application also relates to an apparatus for trusted service management. The 

application also relates to a method and an apparatus for requesting trusted service 
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management. The present application also relates to a trusted service management system. 

Details are sequentially described in the following embodiments. 

The embodiments of the present application provide a method for trusted service 

management. 

Currently, banks, transportation operators, financial institutions, and other digital 

service providers are gradually deploying trusted service transactions to replace traditional 

counter service methods, providing users with trusted services through TSM platforms that 

comply with international GP specifications, and providing SE smart card chips on device ends 

to perform fast, efficient and safe air management, such as issuing cards in the air, remote 

control of secure applications based on SE chips, etc. In existing trusted service transactions, a 

TSM service end (TSM Server) is located in the cloud to provide trusted service management. A 

SE chip has an independent system on chip (Card OS), and is integrated or embedded in a 

mobile phone or other smart device, providing hardware level security for a device end. A TSM 

agent (TSM Agent) is deployed on a smart device that is embedded with a SE chip. A trusted 

transaction is completed through data communications between the TSM Agent and the TSM 

Server. Trusted service management is mostly used in mobile financial projects, but is not ruled 

out from being widely used in the field of Internet of Things in the future. Some sensitive data 

can be safely stored in complex and fragmented IoT terminal devices, such as keys, certificates, 

core data, and other information. There are many types of terminal devices in the field of 

Internet of Things. Due to the wide variety of terminals and different versions, a problem of 

low-end and fragmented systems of terminal devices exists. Given that existing trusted service 

management uses an end-to-end technical solution of a service end to a device end, some 
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terminals cannot bear all service logics of a handshake communication between a TSM Agent 

and a TSM Server. 

A method for trusted service management provided in the present application deploys a 

TSM Agent on a gateway device and performs a broadcast TSM group device control on a 

gateway node, thereby replacing an existing end-to-end trusted service solution of deployment 

of a TSM Agent on a terminal device. This further expands TSM, and performs technological 

extensions for scenarios of the Internet of Things. A so-called TSM group devices refers to smart 

devices that are connected to a same gateway having TSM Agent functions and are integrated 

or embedded with SE chips. For example, a TSM Agent is deployed in a WiFi smart gateway, and 

a broadcast control of sub-devices in a group on a same network segment is performed based 

on a WiFi network. In this way, the TSM Agent extends an existing point-to-point control 

topology of TSM to a WiFi-based broadcast control based on a WiFi communication protocol. 

Based on technical solutions of trusted service management that include a banking TSM 

platform, a WiFi gateway, and a mobile phone integrated with SE, and in conjunction with a 

process of card issuance in the air, the method for trusted service management provided in the 

present application is described in detail using the following embodiments. It should be noted 

that the method for trusted service management provided by the present application can also 

be applied to scenarios such as transportation operations, financial institutions, other digital 

services, and the Internet of Things. 

An exemplary method for trusted service management provided by the embodiments of 

the present application is described below with reference to FIGS. 1-7. FIG. 1 is a schematic 

diagram of a processing flow of a method for trusted service management provided by the 
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embodiments of the present application. FIG. 2 is a schematic diagram of a principle framework 

of a method for trusted service management provided by the embodiments of the present 

application. FIG. 3 is a schematic diagram of a packet format of a broadcast data packet 

provided by the embodiments of the present application. FIG. 4 is a sequence diagram of a 

process of creating a mapping table for an identification identifier and address information in a 

method for trusted service management provided by the embodiments of the present 

application. FIG. 5 is a sequence diagram of a process of creating a security domain in a method 

for trusted service management provided by the embodiments of the present application. 

FIG. 6 is a sequence diagram of a process of downloading a secure application program in a 

method for trusted service management provided by the embodiments of the present 

application. FIG. 7 is a sequence diagram of a personalized data flow in a method for trusted 

service management provided by the embodiments of the present application. The method for 

trusted service management includes steps S101 to S104. 

In the embodiments of the present application, the method for trusted service 

management is performed based on a gateway. Preferably, the gateway is a WIFI gateway. The 

gateway transfers communication data between a computing unit and a server that provides 

trusted service management. The computing unit is also called a secure carrier. For example, 

connection(s) is/are established with one or more secure carriers that access the gateway 

device, APDU data provided by the server that provides the trusted service management is 

broadcasted to secure carrier(s) in a same network segment within the gateway. State report 

APDUs of these secure carriers are received, and returned to the server that provides the 

trusted service management. 
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The so-called APDU, which is also called as an Application Protocol Data Unit, refers to 

an application protocol data unit between a secure device and a SE chip (or a smart card) 

specified in GP specifications in the embodiments of the present application, and is generally 

composed of a data packet header and a data body. The data packet header is an essential 

portion, and the data body is an optional portion. The SE chip provides a hardware-level 

security environment for a device end, such as a mobile phone, and a main program on the 

device end is exposed to a network environment, and is therefore generally considered to be an 

insecure environment. The APDU instruction is used for data communications between the two. 

In the embodiments of the present application, the APDU includes at least any of the following 

content or instruction information: life cycle management information, rights management 

information, key escrow information, authentication information, secure data transmission and 

processing information, sensitive personal data, and state report information. 

Step S101: Obtain an identification identifier and address information of a computing 

unit. 

The purpose of this step is to obtain an identification identifier and address information 

of a computing unit where a trusted service is deployed. 

The computing unit is a secure element or a secure device with embedded secure 

element(s). In addition, the secure element may also be integrated in the secure device. The so-

called secure element is SE. SE chips are mostly used in the fields of banks and public 

transportation smart cards. In the embodiments of the present application, an air management 

of a SE chip is performed through a TSM platform and a WiFi gateway device. 

In the embodiments of the present application, the computing unit is a secure element 
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or a secure device that is able to recognize APDU data specified by a global platform and 

execute an APDU instruction. Specifically, the computing unit is a mobile phone integrated with 

an SE chip. A SE chip that is used is a Java card, which can recognize APDU data specified by a 

global platform and execute APDU instructions. An independent Security Domain (security 

domain) is set in the SE chip, and each security domain has an independent key for performing 

management. The TSM Server has a key that is the same as that of a security domain of a local 

SE, and encrypts data to be transmitted, which is then transmitted to the SE chip in a form of an 

APDU instruction. After performing decryption using the key of the security domain, the SE chip 

analyzes and uses data transmitted from the TSM. 

In the embodiments of the present application, a Java smart card supports a Java virtual 

machine, and a secure application delivered to the SE by the TSM is stored in a form of a Java 

Applet and runs on the SE chip. A process of remotely delivering a secure application by a TSM 

platform and a SE is called a TSM air card issuing process. Three roles are involved in the TSM 

air card issuing process: a TSM Server which acts as a service end for remote control, a TSM 

Agent, and a secure element SE. The TSM Server specifically includes: a SEI-TSM and a SP-TSM. 

The SEI-TSM is configured to create and manage security domains, and the SP-TSM is 

configured to manage air issuing process and life cycle management of secure applications. The 

TSM Agent is software SDK placed in a WiFi gateway device, and is responsible for conducting 

handshake communications with the TSM Server and conducting communications with a SE 

chip. These communication processes include sending request data and receiving return data. A 

method of communication between a gateway and a SE chip is through performing an overall 

broadcast control by the WiFi gateway on access devices in the gateway. Specifically, after 



19 
 

collecting all information sent by a service end, the gateway forms a packet according to certain 

rules and then performs broadcasting thereof. After the SE chip receives an APDU instruction 

sent by TSM from the TSM Agent, the SE chip performs relevant operations such as 

authentication, decryption actions, data calculation, storage, etc., in Card OS. These processes 

are securely isolated and performed in the SE chip. For example, a fund is deducted when a 

public transportation card is swiped, and a number of times or a monetary amount is deducted 

from a parking card, etc. In practical applications, a secure device accessing the gateway is 

embedded or integrated with a SE chip. After receiving a broadcast data packet from the 

gateway device accessed by the secure device, the secure device obtains data of the device, 

which is written into the SE chip. A system principle of a system actually deployed in the 

embodiments of the present application is shown in FIG. 2. The figure shows a framework of a 

system principle associated with a method for trusted service management provided by the 

embodiments of the present application. 

Preferably, the identification identifier is a production life cycle CPLC of a secure 

element of the computing unit. In addition, the identification identifier may also be a position 

identification identifier of the computing unit. The address information is a MAC and/or an IP of 

the secure element or the secure device (SE Device). In addition, for a scenario in which a SE 

chip directly communicates with a TSM Agent without going through a secure device where the 

SE chip is located, the address information may also be a MAC and/or an IP obtained that is by a 

secure element from a secure device in which the secure element is embedded. 

Specifically, in the embodiments of the present application, obtaining the identification 

identifier and the address information of the computing unit includes the following processing: 
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receiving a request from a requesting party, and performing an operation of connection 

and gateway authentication on the requesting party; 

recording address information of the requesting party and querying whether the 

requesting party is a secure element or a secure device if the authentication is passed; 

sending a request for obtaining the identification identifier of the computing unit if 

affirmative; and 

receiving and obtaining the identification identifier of the computing unit. 

For example, FIG. 4 shows a sequence diagram of a process of creating a mapping table 

of an identification identifier and address information of a computing unit according to the 

embodiments of the present application, and also shows a process of obtaining address 

information and an identification identifier. A secure device (SE Device) runs in a Station mode. 

A WiFi gateway initiates a probe request (Probe Request) message, and the SE Device makes a 

response (Probe Response). After the SE device enters a password, the WiFi gateway performs 

authentication thereon. After the authentication is successful, the gateway records a Mac 

address of the SE Device that acts as a Station device. The gateway queries whether it is an SE 

device. If it is found with SE, the gateway requests to obtain identification ID (CPLC) of the SE 

chip. 

Step S102: Obtain a mapping table of the identification identifier and the address 

information of the computing unit. 

The purpose of this step is to establish a mapping table of the identification identifier 

and an address of the computing unit according to the address information and identification 

identifier obtained at step S101. 
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Preferably, if the address information is a MAC and/or an IP of the secure element or 

the secure device, the mapping table includes any of the following correspondence 

relationships: a correspondence relationship between CPLC and MAC, a correspondence 

relationship between CPLC and IP, a correspondence relationship among CPLC, MAC and IP. 

In the embodiments of the present application, based on the obtained identification 

identifier and address information of the computing unit, a mapping table of the identification 

identifier and the address information of the computing unit is established and stored on the 

gateway. A practical processing flow sequence of establishing a mapping table can be 

referenced to FIG. 4. After obtaining all CPLCs connected to SE devices, a WiFi gateway creates 

a mapping table (Mapping) for MACs, IPs, and CPLCs of secure devices, which is used for 

communicating with a TSM Server on the one hand, and communicating with SE devices on the 

other hand. In a subsequent TSM-controlled interaction process, data repackaging, 

broadcasting and receiving data are performed, with a reliance on a correspondence 

relationship of such mapping, thus orderly completing interactions between the SE device and a 

service end according to logics of the TSM Server. 

Step S103: Initiate a trusted service request message to a server that provides trusted 

service management with the identification identifier of the computing unit. 

The purpose of this step is for the gateway to proxy the computing unit to request a 

server that provides trusted service management to issue an instruction using a SE chip 

identification ID of the computing unit. 

In the embodiments of the present application, after the WiFi gateway establishes a 

mapping table of the MACs, IPs and CPLCs of the SE devices accessed thereby, the WiFi gateway 
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initiates an air card issuing request. When the TSM Agent on the WiFi gateway communicates 

with the TSM Server, a CPLC of a SE is used as an ID for communication. In this way, the TSM 

Server still considers handling processes related to SE chips one by one in a communication 

process, and does not perceive an existence of the gateway. 

Initiating the request message to the server that provides the trusted service 

management using the identification identifier of the computing unit includes initiating the 

request message in a real-time or in a batch mode. For example, after obtaining an 

identification identifier and address information of a secure device, the gateway initiates a 

request to TSM, or encapsulates data packets to initiate a request after collecting information 

of all secure devices that access thereto. 

In a practical deployment of the embodiments of the present application, after 

collecting information of all SE devices that access thereto, the gateway triggers an air card 

issuing process. The gateway separately sends a trusted service request to the TSM with 

information of each SE. For example, as shown in FIG. 5, a time sequence of a security domain 

creation process of the embodiments of the present application includes an AMSD/SSD creation 

request of SE1, an AMSD/SSD creation request of SE2, an AMSD/SSD creation request of SEn, 

etc. As shown in FIG. 6, a secure application download process of the embodiments of the 

present application includes a deployment secure application request of SE1, a deployment 

secure application request of SE2, and a deployment secure application request of SEn. As 

shown in FIG. 7, a personalized data flow of the embodiments of the present application 

includes a personalized data request of SE1, a personalized data request of SE2, and a 

personalized data request of SEn. SE1, SE2, and SEn are different SE devices connected to the 
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same WiFi gateway with the TSM Agent function. A so-called AMSD refers to an authorized 

mode secure domain (Authorized Mode Secure Domain), or a SSD refers to a simple mode 

security domain (or Simple Mode Secure Domain). 

In addition, for initiating a trusted service request message to a server that provides 

trusted service management, other than triggering the trusted service request by a gateway 

with a TSM Agent function, a computing unit may also trigger the trusted service request. 

Under a condition that the computing unit triggers the trusted service request, the gateway 

transparently transmits the trusted service request message that is received from and initiated 

by the computing unit. 

Step S104: Receive a corresponding trusted service response message, and transmit the 

trusted service response message to the computing unit according to the mapping table. 

The purpose of this step is to transmit a corresponding trusted service response 

message sent by the server that provides the trusted service management for the trusted 

service request at step S103 to a group of SE devices that access the gateway. 

Preferably, transmitting the trusted service response message to the computing unit in a 

broadcast mode specifically includes the following processing: 

assembling the response message into a broadcast data message according to a 

packaging protocol; and 

broadcasting the broadcast data message according to the mapping table, wherein the 

packaging protocol includes at least relevant information of the following fields: header 

information and APDU data; the header information includes at least the following fields: an 

identification identifier and a length, for example, CPLC and Length fields in a broadcast packet 
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format as shown in FIG. 3. In addition, the packaging protocol includes any one of the following 

fields: reserved bits and state(s), such as Reserved and State fields in the broadcast packet 

format as shown in FIG. 3. One or more reserved bits and states may exist respectively. 

In the embodiments of the present application, a data packet of a gateway format used 

in the embodiments of the present application is assembled according to a packaging method 

as shown in FIG. 3, and is a broadcast data packet. The trusted service response message 

delivered by the TSM Server is transmitted to the computing unit in a broadcasting mode 

according to correspondence relationships among MACs, IPs, and CPLDs. The broadcast data 

message includes one or more data packets assembled according to the packaging protocol. 

Specifically, the WiFi gateway receives corresponding data returned by the TSM 

according to an ID (CPLC) of each SE chip (where CPLC is used as an identification ID for 

distinction), collects all APDU instructions of each SE to construct data packets of a gateway 

format, and aggregates thereof into an entire broadcast data message. For example, the time 

sequence of the security domain creation process as shown in FIG. 5 includes multiple APDU 

responses corresponding to the AMSD/SSD creation request of SE1, multiple APDU responses 

corresponding to the AMSD/SSD creation request of SE2, and multiple APDU responses 

corresponding to the AMSD/SSD creation request of SEn. The gateway collects all APDU 

instructions of SE1 to form a data packet of the gateway format, and also form respective data 

packets of the gateway format for all APDU instructions for SE2 and SEn. The gateway 

encapsulates these data packets as an entire broadcast data message, and broadcasts the 

broadcast data message in the WiFi network according to the mapping table (including the 

correspondence relationships among MACs, IPs, and CPLDs). 
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In the embodiments of the present application, the TSM Agent function is deployed on 

the WiFi gateway. The Wifi gateway directly communicates with the TSM, and then uses the 

WiFi network to distribute APDU instructions by means of broadcasting in a local area network. 

Device ends in the WiFi gateway conduct communications with the WiFi gateway according to a 

protocol described and specified in the present application. The TSM server does not perceive a 

communication structure of the device ends and the gateway end, thereby ensuring an 

expansion of functions while being compatible with existing TSM systems. In this way, when a 

future deployment employs the method for trusted service management provided in the 

embodiments of the present application as a basis for solutions, an existing TSM Server does 

not need to be modified, and the deployment only needs to be made on a WiFi gateway and 

devices accessing this type of gateway that support this solution in order to achieve effects of a 

TSM broadcasting style of multi-point control. 

Preferably, the embodiments of the present application further include receiving an 

execution result returned by the computing unit, and sending the execution result to the server 

that provides the trusted service management. Specifically, the computing unit executes an 

APDU instruction included in the trusted service response message, generates a state report 

APDU response message, and returns the state report APDU response message to the WiFi 

gateway. The WiFi gateway collects all SE responses under the WiFi network, and returns 

execution results of each SE to the TSM server. For example, in the embodiments of the present 

application as shown in FIG. 5, corresponding to the AMSD/SSD creation request of SE1, the 

AMSD/SSD creation request of SE2, and the AMSD/SSD creation request of SEn included in the 

time sequence of the security domain creation process, the gateway encapsulates respective 
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responses as an entire broadcast data message and performs broadcasting thereof. Each SE 

device in the WiFi network parses the broadcast message, extracts the APDU, writes the APDU 

to a SE chip thereof. The SE chip executes the corresponding APDU instruction, and returns an 

execution result. The WiFi gateway collects all SE responses in the network, and notifies a 

corresponding service end of the TSM according to a CPLC of each SE in an APDU format. 

Specifically, the gateway transparently transmits the execution result included in the response 

message returned by the computing unit to the server that provides the trusted service 

management. In other words, the execution result included in the response message returned 

by the computing unit is APDU data. In addition, sending the execution result to the server that 

provides the trusted service management may also be that the gateway repackaging the 

execution result returned by the computing unit through its TSM Agent function and sending 

thereof to the corresponding service end. 

In the embodiments of the present application, a practical solution of deploying trusted 

service includes: a server SEI-TSM (or Secure Element Issuer – Trusted System Manager) that 

provides trusted service management, and a TSM server SP-TSM (Service Provider Trusted 

Service Management) of a service provider, and a service end SP (Service Provider) of the 

service provider, a WiFi gateway, and SE device(s). Therefore, performing an air card issuance 

includes the following processes: (1) creating a security domain, (2) downloading a secure 

application, (3) and writing personalized data. The SEI-TSM is a trusted management server for 

issuing secure components, mainly for performing SE life cycle and security domain 

management services. The SP-TSM is a TSM server of a service provider of trusted service 

management, which mainly provides application life cycle services, and acts as an aggregator 
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for multiple SP accesses, such as a TSM of UnionPay. The SP is a server of the service provider, 

such as a server of each bank. The SP generally completes a deployment of trusted service 

services and a management of application life cycles through a SP-TSM accessed thereby, or 

may also submit a secure application directly through a SEI-TSM to allow the SEI-TSM to 

complete card content management. 

(1) Creating a security domain (Security Domain), with a time sequence diagram of a 

process thereof being shown in FIG. 5, and including the following processing: 

The gateway uniformly initiates a request to the SEI-TSM. The trusted service request 

message is to a security domain creation request APDU, i.e., a data format of the request sent 

by the gateway to the SEI-TSM is an APDU specified by GP, and separately make requests to the 

SEI-TSM according to respective CPLC information of each device., for example, a SSD creation 

request of SE1, and a SSD creation request of SE2. 

After the SEI-TSM receives the request, a trusted service response message that is 

returned is a secure domain creation instruction APDU. Specifically, the SEI-TSM separately 

returns an APDU that is formed by encrypting the secure domain creation instruction to the 

WiFi gateway. The trusted service response includes one or more responses APDU. 

WiFi collects all APDU instructions of each SE under the WiFi network, encapsulates a 

data packet of a gateway format, encapsulates data packets of all SEs into an entire broadcast 

data message using a packaging method as shown in FIG. 3, and sends the broadcast data 

message by means of broadcasting according to correspondence relationships among MACs, IPs 

and CPLCs. 

After receiving the broadcast data packet, a SE device selects and unpacks a data packet 
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corresponding to its own CPLC, extracts the security domain creation instruction APDU, and 

communicates with a local SE chip for writing thereof into the SE chip. The SE chip decrypts the 

APDU, executes a corresponding instruction, create a security domain in a secure element, and 

return an execution result to the WiFi gateway. 

The WiFi gateway collects execution results of all the SEs under the WiFi network, and 

notifies the SEI-TSM of the execution results of the SEs for state reporting. The notification is 

data in an APDU format. At this point, the secure domain creation process of TSM through 

broadcasting is completed. 

(2) Downloading a secure application Applet, with a time sequence diagram of a process 

thereof being shown in FIG. 6, and including the following processing: 

In the embodiments of the present application, when a received execution result 

returned by the computing unit corresponds to a successful creation of a security domain, the 

gateway device records a state of each SE device as a successful creation of the security domain. 

Upon receiving the successful creation of the security domain returned by the computing unit 

the following processing is performed: initiating an application download request to the SP-

TSM with the identification identifier of the computing unit. For example, the WiFi gateway 

initiates a secure application deployment of SE1 using CPLC1 of the SE1, and initiates a secure 

application deployment of SE2 using CPLC2 of the SE2. The secure applications are small 

application programs (Applets). 

In this scenario, the trusted service request message received by the SP-TSM is an 

application download request. A corresponding trusted service response message includes: an 

APDU formed by the SP-TSM assembling and encrypting an application program requested to 
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be downloaded. The APDU is packaged into a broadcast data packet by the gateway according 

to the packaging protocol according to the packaging method as shown in FIG. 3, and sent out 

by means of broadcasting. For example, after receiving the deployment secure application 

request of the SE1, the SP-TSM first returns a key update APDU, and then returns a secure 

application CAP file (i.e., an execution file of the application program) after the key update is 

successful. 

The WiFi gateway aggregates APDU instructions corresponding to secure application 

CAP files of all the SEs under the WiFi network, generates an entire broadcast data message in 

the packaging method as shown in FIG. 3, and broadcasts the broadcast data message to each 

secure device under the WiFi based on the mapping table (which includes the correspondence 

relationships among MACs, IPs, and CPLCs). 

A SE device receives the broadcast data message, identifies and obtains a data packet 

matching a CPLC thereof, parses APDU data information, communicates with a SE chip, and 

writes to the SE chip. 

The SE chip decrypts and executes an APDU instruction, installs an Applet issued by the 

SP-TSM, forms a state report APDU by constructing and encrypting according to an execution 

result, and returns the state report APDU to the WiFi gateway. 

The WiFi gateway receives an execution result returned by the computing unit. This 

scenario includes receiving an application program installation state report APDU. After the 

gateway collects execution result responses of all the SEs connected to its network, the 

gateway returns the state report APDU to the SP-TSM. . 

(3) Writing personalized data, with a time sequence of a process thereof being shown in 
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FIG. 7, and including the following processing: 

When the execution result returned by the computing unit is an application installation 

state report APDU, after the gateway returns the state report APDU to the SP-TSM, the 

following processing is also performed: 

the gateway sending a personalized request to the SP-TSM with the identification 

identifier of the computing unit; the SP-TSM obtaining personalized data according to the 

personalized request and sending the personalized data to the gateway in an APDU data format; 

and the gateway collecting and packaging the data as a broadcast data packet, and 

broadcasting the broadcast data packet to the computing unit based on the mapping table. 

Specifically, the gateway device initiates a download or update operation of 

personalized data, i.e., the gateway sends a personalized request to the SP-TSM, and the SP-

TSM obtains personalized data from the SP according to the personalized request, for example, 

obtaining the personalized data from a specific SP Server according to information such as CPLC. 

The SP-TSM sends the personalized data to the gateway in a form of APDU instructions. The 

gateway collects APDU instructions of personalized data for all the SEs in the WiFi network, 

packages the APDU as a broadcast data packet using a packaging method as shown in FIG. 3 

according to the packaging protocol, and broadcasts the broadcast data packet according to the 

mapping table. 

A SE device receives the broadcast data packet, extracts the data packet that matches 

its own CPLC, parses the APDU instruction and communicates with the SE. The SE decrypts and 

executes the APDU instruction, encrypts an execution result to form state report data of the 

APDU format, and returns the state report data to the gateway, which forwards the state 
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report data to the SP-TSM. 

The above process completes air card issuing process based on the WiFi gateway in a 

broadcasting manner. All the SE devices in the gateway can be controlled by the gateway, and 

perform actions cooperatively. The gateway is a core central console of this solution to request 

the TSM and conduct communications with the SE devices. 

The above is a description of an exemplary method for trusted service management 

provided by the present application. 

Based on the above embodiments, the present application also provides an exemplary 

method for requesting trusted service management, which will be described below with 

reference to FIGS. 8 and 3. Since this embodiment is based on the foregoing embodiments, this 

embodiment is briefly described only, and relevant parts can be referenced to the above 

embodiments. FIG. 8 is a processing flowchart of a method for requesting trusted service 

management provided by the embodiments of the present application. FIG. 3 is a schematic 

diagram of a packaging format of a broadcast data packet provided by the embodiments of the 

present application. 

In the embodiments of the present application, the method for requesting trusted 

service management is performed based on a computing unit, i.e., reporting address 

information and an identification identifier of the computing unit; identifying and obtaining a 

matching data packet from a received data message, according to the identification identifier, 

and parsing out trusted business data from the data packet; executing an instruction included 

in the trusted business data, and returning an execution result, which are performed based on 

the computing unit. The trusted service data is APDU data specified by a global platform. 
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As shown in FIG. 8, the method for requesting trusted service management includes: 

Step S801: Report address information and an identification identifier of a computing 

unit. 

The purpose of this step is to report an address and an identification ID of a computing 

unit to a gateway device to which the computing unit is connected. 

Specifically, the identification identifier is CPLC information of a secure element, and the 

address information is a MAC and/or an IP of the secure element or a secure device. 

In the embodiments of the present application, the method for requesting trusted 

service management is implemented in a computing unit. In practical applications, the entire 

trusted service solution is generally deployed in combination with a WiFi gateway having a TSM 

Agent function. Before reporting the identification identifier, the method includes: receiving a 

message querying whether it is a computing unit; and reporting the identification identifier of 

the computing unit if affirmative. Specifically, the computing unit is a secure device (or SE 

device) that is integrated or embedded with a SE chip and operates in a Station mode, and is 

connected to the WiFi gateway. After the secure device completes a communication security 

authentication and reports a MAC address, the WiFi gateway queries if the secure device is a 

device having a SE. If having a SE, the SE device is invited to upload an identification ID (such as 

CPLC) of the SE to the gateway. In general, the WiFi gateway will assign an IP to a SE device 

connected to the WiFi network. In addition, the IP of the SE device may also be fixed and has 

been set up already. In this scenario, the WiFi gateway also needs to record the IP of the SE 

device. 

Step S802: Identify and obtain a matching data packet from a received data message 
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according to the identification identifier, and parse out trusted service data from the data 

packet. 

The purpose of this step is that the computing unit parses out trusted service data from 

a received data packet. 

In the embodiments of the present application, identifying and obtaining the matching 

data packet according to the identification identifier in the received data packet includes the 

following processing:, the secure device identifying and obtaining, according to the 

identification identifier thereof, the matching data packet from the received broadcast data 

message; i.e., the received data message is the broadcast data message. Specifically, the 

broadcast data message is a data packet broadcasted by the WiFi gateway to which the 

computing unit connects and the trusted service data included therein is an APDU that 

complies with GP specifications. In practical implementations, the gateway internally stores 

MAC, IP, CPLC information and a mapping table containing correspondence relationships 

among these three types. The gateway uses a respective CPLC of each SE as an ID to conduct 

communications with a TSM server. As such, the TSM server returns corresponding data 

according to an ID (CPLC) of each SE chip (CPLC is used as an identification ID for distinction), 

without perceiving the presence of the gateway. After collecting APDUs delivered to each SE 

device by the TSM server, the gateway device assembles an entire broadcast data message 

according to a packaging format as shown in FIG. 3, and broadcasts the assembled broadcast 

data message on the WiFi network based on the mapping table. 

Step S803: Execute an instruction included in the trusted service data, and return an 

execution result. 
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The computing unit is a secure element or a secure device embedded with a secure 

element. 

The purpose of this step is that after the secure device executes a corresponding APDU 

instruction after parsing out APDU data sent by the TSM server from the received data packet. 

In the embodiments of the present application, a SE device picks out a data packet 

consistent with its own CPLC from a received broadcast data message, parses out a 

corresponding APDU instruction therefrom, and writes the APDU instruction to a SE chip (a 

communication data instruction that the SE chip can recognize and execute). Preferably, the SE 

chip executes the instruction included in the trusted service data and returns an execution 

result, which specifically includes the following processing: 

communicating between the secure device and the secure element embedded in the 

secure device according to APDU data; 

decrypting the APDU data through the secure element, executing the APDU instruction 

obtained after the decryption, and encrypt an execution result to form a state report APDU 

data; and 

reporting the state report APDU data to the gateway through the secure device, and 

further returning the state report APDU data to a server that provides trusted services through 

the gateway. 

In addition, the following method of execution may be used for executing the 

corresponding APDU instruction included in the APDU data, and returning the execution result, 

which specifically includes the following processing: 

decrypting the APDU format data by the computing unit, executing the APDU instruction 
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obtained after the decryption, and encrypting the execution result to form a state report APDU 

data; 

returning the state report APDU data to the gateway, and then returning the state 

report APDU data to the server that provides the trusted services through the gateway. 

By returning the state report APDU data to the server that provides the trusted services 

through the gateway, the gateway transparently transmits the state report APDU data returned 

by the SE device to the server that provides the trusted service management. Alternatively, the 

execution result returned by the SE device is re-encapsulated by the gateway and sent to the 

TSM server. The WiFi gateway separately performs posting back to the TSM server according to 

a CPLC corresponding to each SE device, so as to realize air management control by the TSM in 

a broadcasting manner. 

It should be noted that in the present embodiment, a WiFi gateway assembles APDU 

data returned by a TSM server for each request, and broadcasts thereof in the WiFi network. 

The corresponding APDU instruction included in the APDU data includes any of the following: 

a security domain creation APDU instruction provided by the SEI-TSM server;  

secure application deployment APDU issued by the SP-TSM; or 

personalized data APDU provided by the SP-TSM. 

For example, a process of creating a security domain is used as an example. A process of 

creating an AMSD (authentication mode security domain) on a SE device in the embodiments of 

the present application will be described in conjunction with a gateway that has a TSM Agent 

(or TSM agent) function. Secure devices, SE1 and SE2, report respective addresses to the WiFi 

gateway, which are MAC1 and MAC2 respectively. After that, the WiFi gateway queries 
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whether they are SE devices. Since SE1 and SE2 both are SE devices, SE1 and SE2 report 

respective identification identifiers to the gateway, which are CPLC1 and CPLC2 respectively. 

The WiFi gateway assigns IPs to SE1 and SE2, which are IP1 and IP2 respectively, establishes a 

mapping table in the WiFi gateway to store correspondence relationships among MACs, IPs, 

and CPLCs. The WiFi gateway uses CPLC1 as an identity identifier to initiate an AMSD creation 

request of SE1 to SEI-TSM. The SEI-TSM returns multiple APDU responses corresponding to SE1. 

The WiFi gateway uses CPLC2 as an identity identifier to initiate an AMSD creation request of 

SE2 to SEI-TSM.  SEI-TSM returns multiple APDU responses corresponding to SE2. The WiFi 

gateway collects APDUs of all SEs, assembles thereof into an entire broadcast data message 

according to a packaging format as shown FIG. 3, and broadcasts the broadcast data message 

according to the mapping table. SE1 and SE2 extract their own data packets from the received 

broadcast data packet according to their CPLCs, parse out respective APDU instructions, and 

write the respective APDU instructions into their SE chips. The SE chips execute the respective 

instructions, and return respective execution results. After collecting respective responses of 

execution of SE1 and SE2, the gateway returns the respective responses to SEI-TSM according 

to their CPLCs. 

Corresponding to the exemplary method for trusted service management provided by 

the present application, the present application also provides an apparatus for trusted service 

management. 

FIG. 9 shows a schematic diagram of an apparatus for trusted service management 

provided by the present application. Since apparatus embodiments are basically similar to the 

method embodiments, a description thereof is relatively simple. Relevant parts can be 
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referenced to corresponding descriptions of the method embodiments. The apparatus 

embodiments described below are only schematic. 

The present application provides an apparatus for trusted service management, which 

includes: 

an identification identifier and address acquisition unit 901 configured to obtain an 

identification identifier and address information of a computing unit; 

a mapping unit 902 configured to obtain a mapping table for the identification identifier 

and the address information of the computing unit; 

a service-side request unit 903 configured to initiate a trusted service request message 

to a server that provides trusted service management using the identification identifier of the 

computing unit; and 

a service-side response processing unit 904 configured to receive a corresponding 

trusted service response message, and transmit the trusted service response message to the 

computing unit according to the mapping table. 

Optionally, the method for trusted service management is performed based on a 

gateway. 

Optionally, the gateway is a WIFI gateway. 

Optionally, the computing unit is a secure element or a secure device embedded with a 

secure element. 

Optionally, the apparatus for trusted service management further includes an execution 

result processing unit configured to receive an execution result returned by the computing unit, 

and send the execution result to the server that provides the trusted service management. 
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Optionally, the service-side response processing unit 904 further includes a broadcasting 

sub-unit configured to transmit the trusted service response message to the computing unit in 

a broadcasting mode. 

Optionally, the identification identifier is a production life cycle CPLC of a secure 

element of the computing unit. 

Optionally, the address information is a MAC and/or an IP of the secure element or the 

secure device. 

Optionally, the identification identifier and address acquisition unit 901 is further 

configured to perform the following processing: 

receiving a request from a requesting party, and performing an operation of connection 

and gateway authentication on the requesting party; 

recording address information of the requesting party is and querying whether the 

requesting party is a secure element or a secure device if the authentication is passed; 

sending a request for obtaining the identification identifier of the computing unit if 

affirmative; and 

receiving and obtaining the identification identifier of the computing unit. 

Optionally, if the address information is a MAC and/or an IP of the secure element or 

the secure device, the mapping table includes any one of the following correspondence 

relationships: a correspondence relationship between CPLC and MAC, a correspondence 

relationship between CPLC and IP, a correspondence relationship among CPLC, MAC and IP. 

Optionally, the computing unit is a secure element or a secure device that is able to 

recognize APDU data specified by a global platform and execute APDU instructions. 
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Optionally, the broadcasting sub-unit is also specifically configured to: 

assemble the response message into a broadcast data message according to a packaging 

protocol; and 

broadcast the broadcast data message according to the mapping table, wherein the 

packaging protocol includes at least relevant information of the following fields: packet header 

information and APDU data. 

Optionally, the packet header information includes at least the following fields: the 

identification identifier and a length. 

Optionally, the packaging protocol includes any of the following fields: reserved bits and 

a state. 

Optionally, the broadcast data message includes one or more data packets assembled 

according to the packaging protocol. 

Optionally, the APDU data includes at least any of the following content information: 

life cycle management information, rights management information, key escrow 

information, authentication information, secure data transmission and processing information, 

sensitive personal data, and state report information. 

Optionally, the server that provides the trusted service management is a SEI-TSM server, 

wherein the SEI-TSM is a trusted management end that issues secure elements. 

Optionally, when the trusted service request message is a security domain creating 

request APDU, the trusted service response message is a security domain creating instruction 

APDU. 

Optionally, the service-side request unit 903 is further configured to perform the 
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following processing after the execution result returned by the computing unit is a successful 

creation of a security domain: 

Initiate an application download request to a SP-TSM using the identification identifier 

of the computing unit, wherein the SP-TSM is a server of a service provider of the trusted 

service management. 

Optionally, when the trusted service request message is an application download 

request, the corresponding trusted service response message includes: an APDU formed by 

assembling and encrypting an application program requested to be downloaded by the SP-TSM, 

wherein, the APDU is packaged into a broadcast data packet by a gateway according to the 

packaging protocol, and is sent out in a broadcast form. 

Optionally, the execution result processing unit is further configured to perform the 

following processing after the gateway receives the execution result returned by the computing 

unit: returning the state report APDU to the SP-TSM. 

Optionally, the service-side request unit 903 is further configured to perform the 

following processing after the gateway returns the state report APDU to the SP-TSM: 

sending a personalized request by the gateway to the SP-TSM using the identification 

identifier of the computing unit, wherein the SP-TSM obtains personalized data according to 

the personalized request and sends the personalized data to the gateway in an APDU data 

format, and the gateway collects data and assembles into a broadcast packet, which is 

broadcasted to the computing unit according to the mapping table. 

Optionally, the service-side request unit 903 is further configured to transparently 

transmit the received trusted service request message initiated by the computing unit. 
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Optionally, the service-side request unit 903 is further configured to initiate a trusted 

service request message in a real-time or in a batch manner. 

Corresponding to the exemplary method for requesting trusted service management 

provided by the present application, the present application also provides an apparatus for 

requesting trusted service management. 

FIG. 10 shows a schematic diagram of an apparatus for requesting trusted service 

management provided by the present application. Since apparatus embodiments are basically 

similar to the method embodiments, a description thereof is relatively simple. Relevant parts 

can be referenced to corresponding descriptions of the method embodiments. The apparatus 

embodiments described below are only schematic. 

The present application provides an apparatus for requesting trusted service 

management, which includes: 

an identification identifier and address reporting unit 1001 configured to report address 

information and an identification identifier of a computing unit; 

a data receiving unit 1002 configured to identify and obtain a matching data packet 

according to the identification identifier from a received data packet, and parse out trusted 

service data from the data packet; and 

an execution unit 1003 configured to execute an instruction included in the trusted 

service data and return an execution result. 

Optionally, the method for requesting trusted service management is performed based 

on a computing unit, wherein the computing unit is a secure element or a secure device 

embedded with a secure element. 
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Optionally, the received data message is a received broadcast data message, wherein 

the broadcast data message is a data message broadcasted by a gateway accessed by the 

computing unit. 

Optionally, the trusted service data is APDU data specified by a global platform. 

Optionally, the identification identifier is CPLC information of a secure element. 

Optionally, the address information is a MAC and/or an IP of the secure element or the 

secure device. 

Optionally, the identification identifier and address reporting unit 1001 is configured to 

perform the following processing before reporting the identification identifier:  

receiving a message that queries whether it is a computing unit; and 

reporting the identification of the computing unit if affirmative. 

Optionally, the data receiving unit 1002 is further configured to: 

allow the secure device to recognize and obtain the matching data packet from the 

received broadcast data message according to the identification identifier thereof. 

Optionally, the execution unit 1003 is further configured to: 

communicate, within the secure device, with the secure element embedded in the 

secure device according to APDU data; 

decrypt the APDU data through the secure element, execute an APDU instruction 

obtained after decryption, and encrypt the execution result to form state report APDU data; 

and 

report the state report APDU data to the gateway through the secure device, and 

further return the state report APDU data to a server that provides the trusted service through 
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the gateway. 

Optionally, the execution unit 1003 is also further configured to: 

decrypt the trusted service data by the computing unit, execute an APDU instruction 

obtained after decryption, and encrypt the execution result to form state report APDU data; 

and 

send the state report APDU data back to the gateway, and then return the state report 

APDU data to a server that provides the trusted service through the gateway. 

Optionally, the corresponding APDU instruction included in the APDU data includes any 

of the following: 

an instruction for creating a security domain APDU provided by a SEI-TSM server;  

an application program APDU delivered by the SP-TSM; or 

personalized data APDU provided by the SP-TSM. 

The embodiments of the present application further provide a trusted service system. 

As shown in FIG. 11, the system includes an apparatus 1101 for trusted service management 

and an apparatus 1102 for requesting trusted service management as described in the 

foregoing embodiments. The apparatus for trusted service management is usually deployed 

with a WiFi gateway device, but is not limited to a WiFi gateway, and may be any device that 

can implement the method for trusted service management. The apparatus for requesting 

trusted service management is usually deployed in a mobile phone, but is not limited to the 

mobile phone, and may be any device that can implement the method for requesting trusted 

service management, such as a portable terminal with an SE chip, an Internet of Things terminal 

with an SE chip, etc. 
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The apparatus 1101 for trusted service management includes: 

an identification identifier and address acquisition unit configured to obtain an 

identification identifier and address information of a computing unit; 

a mapping unit configured to obtain a mapping table for the identification identifier and 

the address information of the computing unit; 

a service-side request unit configured to initiate a trusted service request message to a 

server that provides trusted service management using the identification identifier of the 

computing unit; and 

a service-side response processing unit configured to receive a corresponding trusted 

service response message, and transmit the trusted service response message to the computing 

unit according to the mapping table; 

The apparatus 1102 for requesting trusted service management includes: 

an identification identifier and address reporting unit configured to report the address 

information and the identification identifier of the computing unit; 

a data receiving unit configured to identify and obtain a matching data packet according 

to the identification identifier from a received data packet, and parse out trusted service data 

from the data packet; and 

an execution unit configured to execute an instruction included in the trusted service 

data and return an execution result, wherein the computing unit is a secure element or a secure 

device embedded with a secure element. 

For example, the apparatus for trusted service management is deployed in a WiFi 

gateway, and is able to obtain a MAC of the computing unit and a CPLC of a SE in the computing 
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unit, establish a mapping table (mapping) of the MAC, an IP and the CPLC inside the gateway, 

and use the CPLC of the SE as an ID to initiate a request to TSM, for example, triggering an air 

card issuing process, assemble a broadcast data packet from the APDU responses received from 

the TSM gateway according to a packaging protocol, and perform broadcasting according to 

correspondence relationships among MACs, IPs and CPLCs. The apparatus for requesting 

trusted service management is deployed in a mobile phone with a SE chip, and is able to pick up 

a part that is consistent with its own CPLC from a data packet according to the CPLC after 

receiving data from broadcasting, parse out a corresponding APDU instruction therefrom, and 

communicate between the mobile phone and a SE. The SE chip decrypts the APDU and 

executes the obtained instruction, encrypt an execution result to form state report data in an 

APDU format, and return the state report data to the mobile phone. The mobile phone 

forwards the data to the WiFi gateway, and the WiFi gateway then separately performs 

forwarding to the TSM server according to a corresponding CPLC. 

In a typical configuration, a computing device includes one or more processors (CPUs), 

input/output interfaces, network interfaces, and memory. 

The memory may include a form of computer readable media such as a volatile memory, 

a random access memory (RAM) and/or a non-volatile memory, for example, a read-only 

memory (ROM) or a flash RAM. The memory is an example of a computer readable media.  

1. The computer readable media may include a volatile or non-volatile type, a 

removable or non-removable media, which may achieve storage of information using any 

method or technology. The information may include a computer readable instruction, a data 

structure, a program module or other data. Examples of computer readable media include, but 
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not limited to, phase-change memory (PRAM), static random access memory (SRAM), dynamic 

random access memory (DRAM), other types of random-access memory (RAM), read-only 

memory (ROM), electronically erasable programmable read-only memory (EEPROM), quick 

flash memory or other internal storage technology, compact disk read-only memory (CD-ROM), 

digital versatile disc (DVD) or other optical storage, magnetic cassette tape, magnetic disk 

storage or other magnetic storage devices, or any other non-transmission media, which may be 

used to store information that may be accessed by a computing device. As defined herein, the 

computer readable media does not include transitory media, such as modulated data signals 

and carrier waves. 

2. One skilled in the art should understand that the embodiments of the present 

application may be provided as methods, systems, or computer program products. Therefore, 

the present application may take a form of an entirely hardware embodiment, an entirely 

software embodiment, or an embodiment that is a combination of software and hardware. 

Moreover, the present application may take a form of a computer program product 

implemented on one or more computer usable storage media (which includes, but are not 

limited to a magnetic storage device, a CD-ROM, an optical storage device, etc.) including 

computer usable program codes. 

Although the present application is disclosed above using preferred embodiments, they 

are not intended to limit the present application. Any person skilled in the art can make 

possible changes and modifications without departing from the spirit and scope of the present 

application. The scope of protection of the present application shall be subject to the scope 

defined in the claims of the present application. 
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Claims 

1.  A method for trusted service management, comprising: 

obtaining an identification identifier and address information of a computing unit; 

obtaining a mapping table for the identification identifier and the address information 

of the computing unit; 

initiating a trusted service request message to a server that provides trusted service 

management using the identification identifier of the computing unit; and 

receiving a corresponding trusted service response message, and transmitting the 

trusted service response message to the computing unit according to the mapping table. 

 

2.  The method for trusted service management of claim 1, wherein the method for 

trusted service management is performed based on a gateway. 

 

3.  The method for trusted service management of claim 1, wherein the gateway is 

a WIFI gateway. 

 

4.  The method for trusted service management of claim 2, wherein the computing 

unit is a secure element or a secure device embedded with a secure element. 

 

5.  The method for trusted service management of claim 4, further comprising: 

receiving an execution result returned by the computing unit, and sending the execution result 

to the server that provides the trusted service management. 
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6.  The method for trusted service management of claim 5, wherein transmitting 

the trusted service response message to the computing unit comprises: transmitting the 

trusted service response message to the computing unit in a broadcast mode. 

 

7.  The method for trusted service management of claim 6, wherein the 

identification identifier is a production life cycle (CPLC) of a secure element of the computing 

unit. 

 

8.  The method for trusted service management of claim 4, wherein the address 

information is a MAC and/or an IP of the secure element or the secure device. 

 

9.  The method for trusted service management of claim 8, wherein obtaining the 

identification identifier and the address information of the computing unit comprises the 

following processing: 

receiving a request from a requesting party, and performing an operation of connection 

and gateway authentication on the requesting party; 

recording address information of the requesting party is and querying whether the 

requesting party is a secure element or a secure device if the authentication is passed; 

sending a request for obtaining the identification identifier of the computing unit if 

affirmative; and 

receiving and obtaining the identification identifier of the computing unit. 
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10.  The method for trusted service management of claim 7, wherein: if the address 

information is a MAC and/or an IP of the secure element or the secure device, the mapping 

table comprises any one of the following correspondence relationships: a correspondence 

relationship between CPLC and MAC, a correspondence relationship between CPLC and IP, a 

correspondence relationship among CPLC, MAC and IP. 

 

11.  The method for trusted service management of claim 10, wherein the computing 

unit is a secure element or a secure device that is able to recognize APDU data specified by a 

global platform and execute APDU instructions. 

 

12.  The method for trusted service management of claim 11, wherein transmitting 

the response message to the computing unit in the broadcast mode comprises the following 

processing: 

assembling the response message into a broadcast data message according to a 

packaging protocol; and 

broadcasting the broadcast data message according to the mapping table, wherein the 

packaging protocol includes at least relevant information of the following fields: packet header 

information and APDU data. 

 

13.  The method for trusted service management of claim 12, wherein the packet 

header information comprises at least the following fields: the identification identifier and a 

length. 



50 
 

14.  The method for trusted service management of claim 12, wherein the packaging 

protocol comprises any of the following fields: reserved bits and a state. 

 

15.  The method for trusted service management of claim 12, wherein the broadcast 

data message comprises one or more data packets assembled according to the packaging 

protocol. 

 

16.  The method for trusted service management of claim 11, wherein the APDU data 

comprises at least any of the following content information: 

life cycle management information, rights management information, key escrow 

information, authentication information, secure data transmission and processing information, 

sensitive personal data, and state report information. 

 

17.  The method for trusted service management of claim 12, wherein the server that 

provides the trusted service management is a SEI-TSM server, and wherein the SEI-TSM is a 

trusted management end that issues secure elements. 

 

18.  The method for trusted service management of claim 17, wherein: when the 

trusted service request message is a security domain creating request APDU, the trusted service 

response message is a security domain creating instruction APDU. 
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19.  The method for trusted service management of claim 18, wherein when the 

execution result returned by the computing unit is a successful creation of a security domain, 

after receiving the successful creation of the security domain returned by the computing unit, 

the method further comprises the following processing: 

initiating an application download request to a SP-TSM using the identification identifier 

of the computing unit, wherein the SP-TSM is a server of a service provider of the trusted 

service management. 

 

20.  The method for trusted service management of claim 19, wherein when the 

trusted service request message is an application download request, the corresponding trusted 

service response message comprises: an APDU formed by assembling and encrypting an 

application program requested to be downloaded by the SP-TSM, wherein, the APDU is 

packaged into a broadcast data packet by a gateway according to the packaging protocol, and is 

sent out in a broadcast form. 

 

21.  The method for trusted service management of claim 20, wherein: when the 

execution result returned by the computing unit is an application installation state report APDU, 

after a gateway receives the execution result returned by the computing unit, the method 

further comprises the following processing: returning the state report APDU to SP-TSM. 
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22.  The method for trusted service management of claim 21, wherein: when the 

execution result returned by the computing unit is the application installation state report 

APDU, after the gateway returns the state report APDU to the SP-TSM, the method further 

comprises the following processing: 

sending a personalized request by the gateway to the SP-TSM using the identification 

identifier of the computing unit, wherein the SP-TSM obtains personalized data according to 

the personalized request and sends the personalized data to the gateway in an APDU data 

format, and the gateway collects data and assembles into a broadcast packet, which is 

broadcasted to the computing unit according to the mapping table. 

 

23.  The method for trusted service management of claim 1, wherein initiating the 

trusted service request message to the server that provides the trusted service management 

comprises transparently transmitting the received trusted service request message that is 

initiated by the computing unit. 

 

24.  The method for trusted service management of claim 1, wherein initiating the 

trusted service request message to the server that provides the trusted service management 

using the identification identifier of the computing unit comprises initiating the trusted service 

request message in real-time or in a batch manner. 
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25.  A method for requesting trusted service management, comprising: 

reporting address information and identification identifier of a computing unit; 

identifying and obtaining a matching data packet according to the identification 

identifier from a received data message, and parsing out trusted service data from the data 

packet; and 

executing an instruction included in the trusted service data, and returning an execution 

result. 

 

26.  The method for requesting trusted service management of claim 25, wherein the 

method for requesting trusted service management is performed based on the computing unit, 

and wherein the computing unit is a secure element or a secure device embedded with a 

secure element. 

 

27.  The method for requesting trusted service management of claim 26, wherein the 

received data message is a received broadcast data message, and wherein the broadcast data 

message is a data message broadcasted by a gateway accessed by the computing unit. 

 

28.  The method for requesting trusted service management of claim 26, wherein the 

trusted service data is APDU data specified by a global platform. 

 

29.  The method for requesting trusted service management of claim 26, wherein the 

identification identifier is CPLC information of a secure element. 
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30.  The method for requesting trusted service management of claim 26, wherein the 

address information is a MAC and/or an IP of the secure element or the secure device. 

 

31.  The method for requesting trusted service management of claim 26, wherein: 

before reporting the identification identifier, the method comprises:  

receiving a message that queries whether it is a computing unit; and 

reporting the identification of the computing unit if affirmative. 

 

32.  The method for requesting trusted service management of claim 27, wherein 

identifying and obtaining the matching data packet according to the identification identifier 

from the received data packet comprises the following processing: 

recognizing and obtaining, by the secure device, the matching data packet from the 

received broadcast data message according to the identification identifier thereof. 

 

33.  The method for requesting trusted service management of claim 28, wherein 

executing the instruction included in the trusted service data, and returning the execution 

result comprise: 

communicating, within the secure device, with the secure element embedded in the 

secure device according to APDU data; 

decrypting the APDU data through the secure element, executing an APDU instruction 

obtained after decryption, and encrypting the execution result to form state report APDU data; 

and 
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reporting the state report APDU data to the gateway through the secure device, and 

further returning the state report APDU data to a server that provides the trusted service 

through the gateway. 

 

34.  The method for requesting trusted service management of claim 28, wherein 

executing a corresponding APDU instruction included in the APDU data, and returning the 

execution result include the following processing: 

decrypting the APDU data by the computing unit, executing the APDU instruction 

obtained after decryption, and encrypting the execution result to form state report APDU data; 

and 

sending the state report APDU data back to the gateway, and then returning the state 

report APDU data to a server that provides the trusted service through the gateway. 

 

35.  The method for requesting trusted service management of claim 28, wherein a 

corresponding APDU instruction included in the APDU data includes any of the following: 

an instruction for creating a security domain APDU provided by a SEI-TSM server;  

an application program APDU delivered by the SP-TSM; or 

personalized data APDU provided by the SP-TSM. 
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36.  An apparatus for trusted service management, comprising: 

an identification identifier and address acquisition unit configured to obtain an 

identification identifier and address information of a computing unit; 

a mapping unit configured to obtain a mapping table for the identification identifier and 

the address information of the computing unit; 

a service-side request unit configured to initiate a trusted service request message to a 

server that provides trusted service management using the identification identifier of the 

computing unit; and 

a service-side response processing unit configured to receive a corresponding trusted 

service response message, and transmit the trusted service response message to the computing 

unit according to the mapping table. 

 

37.  An apparatus for requesting trusted service management, comprising: 

an identification identifier and address reporting unit configured to report address 

information and an identification identifier of a computing unit; 

a data receiving unit configured to identify and obtain a matching data packet according 

to the identification identifier from a received data packet, and parse out trusted service data 

from the data packet; and 

an execution unit configured to execute an instruction included in the trusted service 

data and return an execution result. 
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38.  A trusted service system, comprising: an apparatus for trusted service 

management; and an apparatus for requesting trusted service management, wherein: 

the apparatus for trusted service management comprises: 

an identification identifier and address acquisition unit configured to obtain an 

identification identifier and address information of a computing unit; 

a mapping unit configured to obtain a mapping table for the identification 

identifier and the address information of the computing unit; 

a service-side request unit configured to initiate a trusted service request 

message to a server that provides trusted service management using the identification 

identifier of the computing unit; and 

a service-side response processing unit configured to receive a corresponding 

trusted service response message, and transmit the trusted service response message to 

the computing unit according to the mapping table; 

the apparatus for requesting trusted service management comprises: 

an identification identifier and address reporting unit configured to report the 

address information and the identification identifier of the computing unit; 

a data receiving unit configured to identify and obtain a matching data packet 

according to the identification identifier from a received data packet, and parse out 

trusted service data from the data packet; and 

an execution unit configured to execute an instruction included in the trusted 

service data and return an execution result. 

  




