2 greatly inmproved in terms of security since they are hard to counterfeit,
conpared to conventional magnetic cards. The smartcard operates based on a
command 5transnmitted froma reader/witer. For exanple, when the smartcard

receives a command transmtted fromthe reader/witer, it
processi ng based on the received command, and returns a réﬁ@mmmmﬁmmm»e
reader/witer. 10BRIEF DESCRI PTI ON OF THE DRAW NGS

schemati c bl ock  di agram showi ng an exanpl e of the arrangement—6M54¢———
smartcard system (an 1C card systen) according to an enbodi ment;

FIG 2is a sc%&pﬁ 2l @Qf Esw n PP a ngenment
of a card reade Iter E}?écor |nCa to the b?}%@@iﬂrﬁﬁ?; ¥ l%vli—?% éﬁ@
schematic bl ocl @P‘iﬁd@' e of the arrangenment of a
smartcard (an | gMcarE according to the enbodinent; 20FIG 4 is a chart
showi ng an exanpl e of second command proeegsbng; FIG 5 is a chart

showi ng an exanple of first command processi ng;
Embodiments described herein relate generally to a

5 portable electronic device, communication device, and
command processing method.
BACKGROUND

In recent years, smartcards (of the contact and

contactless types) with high security have become

10 remarkably common. A smartcard has a nonvolatile
memory which can hold data even after power-off, a
communication interface which can communicate with a
reader/writer, a control element such as a CPU which
executes various operations, a ROM which stores, for

15 example, operation programs of the CPU, and a RAM which
temporarily stores data. Note that the smartcard
incorporates an.integrated circuit (IC) module having,
for example, a nonvolatile memory and control element
such as a CPU, and is called, for example, a portable

20 electronic device.

Smartcards are used in various fields not only as
credit cards, commuter passes, and for settlement of
other commercial transactions, but also as ID cards
such as employee ID cards, member cards, and insurance

25 cards. This 1s because the smartcards can implement
various functions since they include an IC having a

CPU, ROM, RAM, and nonvolatile memory, and can be

lIllllll||l||Illl||ll|||lll||l||ll|ll|||
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1)

FIG 6 is a flowhart show ng an exanple of a case 25in which the second
command processing is applied to execution of an ENVELOPE command; FIG 7
is a flowhart showi ng an exanple of a case 3 in which the first command

processing is applied to execution of an ENVELOPE comand, FIG 8 is
a.view showi ng an exanple of a Secured Conmand APDU a; S5FIG 9 is a view
showi ng an exanple of a Secured Conmand_APDU b; FIG 10 is a view
showi ng an exanple of a Secured Conmand Al c; FIG 11 is a view show ng

an exanpl e of SV\i; 10corresponding to executions of a Commnd APDU a-1 and

Command APDU a- ele/utllm zjogefdlzln earn\{é eﬁb%oc\é‘lﬁlgc 51n fp\}b%%f =V6

correspondi ng to Ex Cotmand

Command APDU b13;, 1% Gold diS A V) eé’é_’) J‘&@%meﬁ) A%r&?lec

correspondi ng to executions of a Command APDU ¢ Comman
-Command APDU c-(3dl)., and

The smartcard operates based on a command
5 transmitted from a reader/writer. For example, when
the smartcard receives a command transmitted from the
reader/writer, it executes processing based on the
received command, and returns a response to the
reader/writer.
10 BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic block diagram showing'an
example of the arrangement of a smartcard system (an IC
card system) according to an embodiment;

FIG. 2 is a schematic block diagram showing an

15 example -of the arrangement of a card reader/writer
according to the embodiment;

FIG. 3 is a schematic block diagram showing an
example of the arrangement of a smartcard {(an IC card)
according to the embodiment;

20 FIG. 4 is a chart showing an example of second
command processing;

FIG. 5 is a chart showing an example of first
command processing;

FIG. 6 i1s a flowchart showing an example of a case

25 in which the second command processing is applied to
execution of an ENVELOPE command;

FIG. 7 is a flowchart showing an example of a case



Conmand APDU c-n; FIG 14 is a view show ng an exanpl e of

a response 20corresponding to the Secured Conmand APDU a; FIG 15
is a view showing an exanple of a response corresponding to the Secured
Command APDU b; FIG 16 is a view show ng an exanple of a response

corresponding to the Secured Command APDU c; 25FIG 17 is a view show ng an
exampl e of the format of. the ENVELOPE comm@ind: FIG 18 is a view show ng an
exanple of the format of an SMs-TPDU TLV; FIG 19 is a view show ng
an SMS connection exanpl e; FIG 20 is a view showi ng a connecti on

exanpl e of Sec‘irnte%hqacthat'ﬁel éfié:fstsézcolﬂnlmeadldDap,[ré‘)c&ssing is ﬁﬂél@ecg.]td-s a view

showi ng a connéection exanp 22 IS a view

-showi ng a connectd Qn &2 & Ofreaswsd ata ; 10FIG 23 is a view show ng
an exanpl e of a Secured Command APDU stored in the Secured Data A,

FIG 24 is a view show ng ans examye SHowiey execuds ¢ estild sfcdhed Secured
Command APDU shown in FIG 23; and
Command APDU a;
5 FIG. 9 is a view showing an examplie of a Secured
Command APDU b;

FIG. 10 is a view showing an example of a Secured
Command- APDU c;

FIG. 11 is a view showing an example of SWs

10 _corresponding to executions of a Command APDU a-1 and
Comménd APDU a-2;

FIG. 12 is a view showiﬁg an example of SWs
corresponding to executions of a Command APDU b-1,
Command APDU b-2, and Command APDU b-3;

15 FIG. 13 is a view showing-an example of SWs
corresponding to executions of a Command-APbU c-1,
Command APDU c¢-2, . . . , Command APDU c¢c-(n-1), and
Command APDU c-nj;

FIG. 14 is a view showing_an example of a response

20 corresponding to the Secured Command APDU a;

~FIG. 15 is a view showing an example of a response
corresponding to the Securéd Command APDU b;

FIG. 16 is a view showing an example of a response
corresponding to .the Secured Command APDU c;

25 FIG. 17 is a view showing an example of the format
of the ENVELOPE command;

FIG. 18 is a view showing an example of the format



15Fi G 25 is a view showing an exanple of a response of a snartcard
correspondi ng to execution of the Secured Conmand APDU shown in FIG 23.
DETAI LED DESCRI PTION I n general, according to one enbodi nent, a 20portable
el ectroni c device include a comruni cation unit and a command processor. The
command processor controls the communication unit to send a first response
in response to nornmal execution of the pluyality of processes. The command
processor controls 25the conmunication unit to send a second response in
response to occurrence of a first event, for which it is specified that a
process is to he ahorfed T_Iﬁ,;occurre'nce thereof, in one process of the
plurality of processes. The command processor controls the conmunication

unit- to send a thirdgi@spaNses i FRIPURG 1y CGC WM& gecond event,
for which it is 5 specified that a process 1s not to be aborted upon

occurrence thergg@plidy at | east one process of the plurality of processes.
An enbodi nrent will be described hereinafter wth reference to the
acconpanyi ng draw ngaLG.10H Gs b iwlev sthenatd a bt aoke di agr aanastobe ngt t he
5 Secured Data A; . '
_FIG. 21 is a view showing a connection example of
Secured Data B;
FIG. 22 is a view showing a connection example of
Secured Data C;
10 FIG. 23 is a view showing an example of a Sécured
Cémmand APDU stored in the Secured Data A;
FIG. 24 is a view showing an example of the
execution result Qf the Secured Command APDU shown in
FIG. 23; and
15 FIG. 25 is a view showing an example of a résponse
of a smartcard corresponding to execution of the
Secured Command APDU shown in FIG. 23.
DETAILED DESCRIPTION
In general, according to one embodiment, a
20 portable electrbnic device includes a communication
unit and a command processor. The command proceésor
controls.the communication unit to send a firsf
response in response to normal execution of the
plurality of processes. The command processor controls
25 the communication unit to send a second. response 1in

response to occurrence of a first event, for which it

is specified that a process is to be aborted upon



arrangement of' a smartcard system (an |C card systen) according to an
enbodi nrent. As shown in FIG 1, the smartcard systemis configured by a
terminal 1 (communication device) and smartcard 2 (portable 15electronic
device). The termnal 1 includes a controller 11, display 12, keyboard 13,
card reader/witer 14, and numeric keypad 15. The termnal 1 is configured
to conmmunicate with the smartcard 2 (an IC_card). The termnal 1 sends data
such as a command 20to the smartcard 2, and receives data such as a _
response fromthe smartcard 2. The controller 11 can selectively
execute, for exaqple rality of conmmunication ﬁgthods and. a plg{ality

, a pl
of applications>® Wed?%%l O St a9 REIGTS exdnptes B eHhihY c@ti on

result and aut hentication nﬁ§ult with, the smartcard 2. The_ keyboard 13 is
S s, ‘the

used to input, Qﬁﬁc%ﬁ%%p1e, é%é%g%Vg¥% e ?ﬁﬁ%ﬁi%ﬁﬁt%%}ues 6 to the
controller 11. Tt ; e - i S i PI N
to the control Ice%%%%l%ﬁﬁydﬁﬁgaﬁgré/%#t%?tqgr%glpé% n?rg%% e?ﬁ%s??}%e
smartcard 2. SNof & ddatrdiie SSrd Gl iy e e, afyr Ofn AciGOMt ag§ type card,

contactl ess type card, and conbi ned card which supports both the
contact| ess antGsgiit Acdd tyeS.a proces$l{s ot St@ 15€havdt ¢ €4 bhesk di agram

showi ng the arrangenent of the card reader/witer 14 according to 10t he
enbodi nent. As stowrencdlteXxof helrcaatd.least one process of the
plurality of processes.
An embodiment will be déscribed hereinafter with
referenée to the accompanying drawings.

10 FIG. 1 is a schematic block diagram showing the
arrangement ofa smartcard system (an IC card system)
according to an embodimeﬁt. As shown in EIG..l, the
smértcard system is configured by a terminél 1
(communication device) and smartcard 2 (portable

15 electronic device). The terminal 1 includes a
controller 11, display 12, keyboard 13, card
reader/writer 14, and numeric keypad 15. The terminal
1l is coﬁfigured to communicate with the smartcard 2 (an
IC card). The terminal 1 sends data such as a command

20 to the smartcard 2, and réceives data such as a
response from the smartcard 2.

The controller 11 can selectively execute, for
example, a plurality of communication methods and a
plurality bf applications. The display 12 displays,

25 for example, a communication result and authentication

result with the smartcard 2. The keyboard 13 is used

to input, for example, characters and numerical values



reader/witer 14 includes a conmunication interface 142, CPU 143, data
menory (nonvolatile nenory) 144,, RAM 145, and ROM 146. The CPU 143 serves
as, for exanple, a communication controller. The CPU 143 controls to 15send
a command to the smartcard 2, and to detect a response fromthe smartcard
2. Furthernore, the CPU 143 controls to send anot her command to the
smartcard 2 based on the response fromthe smartcard 2. FI G
3 is a schematic bl ock di agram show ng The620€1rrangemant of the smartcard
according to the enbodi nent. As shown in FIG 3, the smartcard 2 is, for

le, a plasti d, i ncl.ud IC chip 20 (IC nodul |
Commnt at i on 1 SFFREPSEO TR 118 The MR 0 1R s B Cbd di er 22

configured by a _25contrql e]enent, .n l.atil.e nemry (EP - FRAM fl ash,
etc.) 25, RAM iﬁpugtrfd trF?Ci\/leﬁ([f‘.m or’ eaxarrp et,otthhee Icc?r%hgopl and communi cati on

interface 21 ar i tq . farm rg%dtq% VY 1 d Ssiehhedded in a
smartcard main orc?yr}ze%{e?@ﬁ%g% cqcargg. ﬁ‘olte t S:tm}tﬂéf}{ec{i]} orsementl oned

smartcard 2 wild_ be explained as an exanple of a portable electronic
device, but the 5present invention is not limted to such specific
5 Note that the smartcard 2 may be any of a contact

type card, contactless type card, and combined card
which supports both the contactless énd contact types.
FIG. 2 is a schematic block diagram showing the
arrangement of the card reader/writer 14 according to
10 " the embodiment. As shown in FIG. 2, the card
reader/writer 14 includes a communication interface
142, CPU 143, data memory (nonvolatile memory) 144, RAM
145, and ROM 146. The CPU 143 serves as, for example,
a communication controller. The CPU 143 controls to
15 . send a command tQ the smartcard 2, and to detect a
response from the smartcard 2. Furthermore, the CPU
143 controls to send another command to the smartcard 2
based on the response-from the smartcard 2.
.FIG. 3 is a schematic block diagram showing the
20 . érrangement of the smartcard according.to the
embodiment. As shown in FIG. 3, the smartcard 2 is,
for éxample, a plastic card, and includes an IC chip 20
(IC module) and communication interface 21. The IC
chip 20 includes a controller 22 configured by a
25 control element, nonvolatile mémory (EEPROM, FRAM,
flash, etc.) 25, RAM 23, and RCM 24. For example, the

IC chip 20 and communication interface 21 are



devi ce. The portable el ectronic device may, for exanple, be a SI N shaped

smart card. The smartcard 2 is configured by, for exanple, a common
unit and application unit. The common unit is 10configured by the I1C chip
20 and conmuni cation interface 21, and the application unit is configured
by the IC chip 20. The common unit of the controller 22 operates based on,
for exanple, a smartcard programstored in_the ROM 24. The common unit of
the 15controller 22 controls to receive, for exanple, conmand fromthe

terminal 1, interprets the received command, and controls to send, for

exanple, a resppnse to the teymnal 1. The application, unit of the,
con'[nr)ol ler 22 sEPVRETAEER E%n;rr%?fa Wo%%s@%?’:lf‘gnd‘”l?b%?ebﬁt%@b?ﬂ%e?in%’éri‘)ret ed

command. The ro e commpn . unit and ication unit wl], be
described in de%rg%gﬁt'%‘%grmam bOdyTﬁlenlﬁ\l\)nggJ%b?v%%r‘g%'a_ &x%?‘ﬁi%@aﬁe%?y,
and stores, fora%ﬁémé@u&h@d%rﬁgm%?r ?SHl%lCQérgﬁgPQghQ&’ Lo Lhe
25execution of a conmand. Wen a plurality of commands are executed, the

RAM 23 stores, &QimSXarptea pHer EXEEUL1 OBt FESULT Se6OEE ESPORTiRG tO
executions of these plurality of conmands. The nonvol atile nenory 25

stores (backs upyesdwt Exasmt eont he execUimOnedesdl §scht Op€di Fnct he RAM

The ROM 24 holds the smartcard programto be executed by the controller 22.
5First conmand ¢eotessi Mhédypeheahbiereheotroned devitaahayd, ahdrsnmartcard 2

wi |l be described below. The first conmand processing to be described bel ow
- allows to judges¥rital ¢ edoeormBid- phared sshgrstatrdses.

The smartcard 2 is configured by, for example, a
common unit aﬁd application unit. The common unit is
10 configured by the IC chip 20 and communication
ingerfaCe 21, and the application unit is configured by
the IC chip 20. The common unit of the controller 22
operates based on, for example, a smartcard program
- stored in the ROM 24. The common unit of the
15 controller 22 controls to receive, fér example, a.
command from the terminal 1, intefprets the received
command, and contfols to send, for example, a response
to the terminal 1. The application unit'of the
controller 22 serves as a command processor, and
20 executes the iﬁterpreted command. The roles of the
common unit and application unit will be described in
detail later.
The RAM 23 serves as a working memofy, and stores,
for example, the execution result corresponding to the
25 execution of a command. When a plurality of commands
are executed, the RAM 23 stores, for eXample, the

execution results corresponding to executions of these



For exanple, the term.nal 1 sends a Secured 10Conmand APDU (for exanple, a
mai n command) which stores a plurality of Command APDUs (for exanpl e,
subcommands) to the smartcard 2. In response to this, the smartcard 2
(common unit) =receives the Secured Command APDU fromthe termnal 1, and
the smartcard 2 15(application unit) executes the plurality of Command
APDUs stored in this Secured Command APDU.,That is, the smartcard 2
(application unit) executes a plurality of processes corresponding to the
plurality of Command APDUs in turn. Also the smartcard 2 (cconmon unit)

20stores a plurqjlgx_qj eﬁgcutlon %sﬁs Lorres oqt rIg?to e§ﬁ§ut|ons of

the plurality &Y proce ses. ese Bfur processes can be

nornally execut ity {f nse (SW
61xx to be desset(éddr |eE) iat er) td th rlrJF{]naﬁhes uruachedrr{rr;%eesr E

smartcard 2 (C@M&r}ﬂﬁ)wﬁ@m an T%ECFA@M oy HAS IRSRANSE dWd udl ng the

nunber of executed commmands and an execution status of a last comrand

which is executgthdmst «f ddhepdirald tyy afhe aprmndsl (& 1ast SWto be
described later). When a first event (error), for which it is

specified that a prociesst i sorneie @bhord edi ngpdyy | tlse Softatrmeanceyndds

- occurred in one of these plurality of processes, the smartcard 2 (comon
. unit) aborts tHeprdedsst M%@ma@%e?cmdllré@mr(w& B200v t 0 be
descri bed Iatet%%%o the termnal 1. Furthernore, the smartcard 2 (common

unit) sends an it on cIEAs FORSSISHY it IR dRs A atifsowf  execut ed

commands, and allows to judge detailed command processing statuses.
For example, the terminal 1 sends a Secured

10 Command APDU (for exXample, a main command) which stores
a plurality of Command APDUs. (for example, sub-
commands) to the smartcard 2. 1In response to this, the
smartcard 2 (common unit) ‘receives the Secured Command
APDU from the terminal 1, and the smartcard 2

15 (application unit) executes the plurality of Command
APDUs stored in this Secured Command APDU. That is,
the smartcard 2 (application unit) executes a plurality
of processes correspondlng to the plurality of Command
APDUs in turn. Alsg, the smartcard 2 (common unlt)

20 stores a plurality of execution statuses corresponding
to executions of the plurality of processes.

When these plurality oﬁ processes can be normally
executed, the smartcard 2 (common unit) sends a first
response (SW = 61xx to be described later) to the

- 25 terminal 1. Furthermore, the smartcard 2 (common unit)
sends an execution status response including the number

of executed commands and an execution status of ‘a last



an execution status of a |last command which is executed |ast of the
plurality of cormmands (a | ast SWto be described later). In response to
occurrence of a second event 15(warning), for which it is specified that a
process is not to be aborted upon its occurrence, in at |east one of these
plurality of processes, the smartcard 2 (common unit) sends a third
response (SW= yyxx to be described later),to the termnal 1 w thout
aborting the 20process. Furthernore, the smartcard 2 (common unit) sends an
execution status response including the nunber of executed commands, and an

execution status of a |l ast . caommand which.s.e ted | f plurality
of commands (aclozggr{aw%()l he “desEr uéccf a}taesr )g)efg erﬁﬂt%]t%et m%ﬁfal 1
receives the thild response of. the fJ st %ﬁ%%d ang 4,hird responses, it
can detect that t eanseco(nd event (wéjr r}lJlseltng as occurred'in at - 10 - |east

~one of the pluralityfn pf ocessIeevddt &SPSe 1 Nirsicr e tegymnal 1
sends an execution status request command (a dedi cated Command APDU) t hat

requests an exe@ddion et athis of patodegasti Hne ofe tdHAAIngldrt yitaf processes
to the ID card 2. For exanple, when the terminal 1 registers a
pr edet er i ned ecauvantndd,Chaseadiduy realisies drive ofeddrets eeveintrawaryniaty) , it
can send an execution status request command that requests an execution
status of this s HéE® corirdr A CUpeiPmmare piriion ¢foaiies éxecut i on
status requeStprbcess, and sends a second response (SW = 6200 to be
described later) to the terminal 1. Furthermore, the
smartcard 2 (common unit) sends an execution status
10 response including the number of executed commands, and
an execution status of a last command which is executed
last 6f the plurality of commands (a last SW to be
described later).
In response to occurrence of a second event
15 (warning), for-whicﬁ it is specified that a process is
not-to be aborted upon its occurrence, in at least one
of these plurality of processes, the smartcard 2
(common unit) sends a third res?onse (SW = yyxx to be
described later) to the terminal 1 without aborting the
20 process. Furthermore, the smartcard 2 (common unit)
sends an execution status response including the number
of executed commands, and an execution status of a last
- command which is-executed last of the plurality.of
commands (a last SW to be described later).
25 When the terminal 1 receives the third response of

the first, second, and third responses, it can detect

that the second event (warning) has occurred in at



command fromthe termnal 1, the smartcard 2 (comon unit) sends at |east
one -of a plurality of execution statuses to the termnal 1. For exanple,
when the termnal "1 sends an execution status request comand 15whi ch _
requests execution statuses of all the processes, the smartcard 2 (common
unit) sends the execution statuses of all the processes to the termnal 1
in -response to reception of this executi i status request command. On the
ot her hand, when the term nal 1.sends 20an“execution status request comand
that requests an execution status of a predeterm ned command, as descri bed

above, the smartcard 2 (common unit) .sends the execution status of the
predet er mi ned coitEnd o Qtfﬂg?“[eerpgi"‘rf)ﬁllltX nQ‘C‘[r SSPOIE T r edbptTBICHIC thi s

25execution StaLlis. fequesl. GG, 1 cendCl dl 0 dhe. afgrenent i oned

“first command processi'ng, the termn coman processi ng

statuses in mong deial loonfin XAl Whely Wil IMRsessiig: has occurred
in a process in the smartcard, the termnal 1 can detect this Warning

processing. S5FIGquk oW akaXAR:e Hasecud omaKk pracessivg I n the
second command processing to be described below, it is difficult to judge

det ai | ed scommand yyraddessiafy iataisess An e eafd tthe seoonckogeingnd
processi ng for executing a Secured Conmand APDU 10a, Secured Command APDU

- b, and Secur ed WCameiie: ARDOIad |1 deey idesTrd et rmined cdixeowt i on of
the Secured Command APDU a will be explained first. As showmn in FIG 8, the
Secur ed Conmmand’hARMU 5 astidive s s SEoTdIRl AR h-SlV &iHd  Coniitail )15 APDI & 2.

FIG 11 shows an exanple of SW
send an execution status request command that requests

an execution status of this predetermined command.

10 Upon reception of thé execution status request
command from the terminal 1, the smartcard 2 (common
unit) sends at least one of a plurality of execution
statuses to the terminal 1. For example, when the
terminal 1 sends an execution status request command

15 which requests execution statuses of all the processes,
the smartcard 2 (common unit) sends the execution
statuses of all the proceéses to the terminal 1 in
‘response to reception of this execution status request
command. On the other hand, when the terminal 1 sends

20 an execution status request command that requests an
execution status of a predetermined command, as
described above, the smartcard 2 (common unit) sends
the execution status of the predetermined command to
the terminal 1 in response to reception of this

25 '~ execution status request command.

According to the aforementioned first command

processing, the terminal 1 can detect command



correspondi ng to executions of the Command APDU a-1 and Conmand APDU a- 2.
For exanple, as shown in FIG 4, the termnal 1 sends a Secured Conmand
APDU a (1/1) to the smartcard 202. The smartcard 2 (conmon unit) receives
t he Secured Command APDU a (1/1), stores the received Secured Comand APDU
a (1/1) in, for exanple, the RAM 23, and attenpts to instruct the smartcard
2 (application unit) to sequentially exeCﬁFe a plurality of processes
25correspondi ng to the Command APDU a-1 a d Cormand APDU a-2. For exanpl e,
when the application unit executes - 12 - the Command APDU a-1 and an

h d, it. notifi t he, it, of = 6700.. Th
Ini . rocei ves SO0 111 1 oCsoned: (BBt e ofOT Rk YSRTl sends

a response incl q{. SW= 6200 5 i,ndi cating the occurrence of the error to
the termnal 1 wvjﬁ r{%}ﬂ \?{rsoscuelzsnsgln he‘ﬂ"xsecou (?’%L%rel&nsjtr} Eth oot tHe Wkt conmand

APDU a-2. The terdidalrdl reeeives, the respansed fol uding @W.s 6200 from the
smartcard 2, and sendsr CET RESPO\ISlE. The smartcard 2 rleceviﬁa\l/ensl T RESPONSE,

and 10sends RP-Hdsdifg.uding the nunber of executed conmands and |ast SW
As described above, since the error has occurred at the first conmand (SW=
6700), tlte comoDn urdl1G sehdshdds B crx4mete G sddynd nedmrathmgy t he nunber of
executed command: 01 and the last SW 156700 to the term nal 1.
' processing. In the second command processing to be
described below, it is difficult to judge detailed
command processing statuses. An example of the second
command processing for executing a Secured Command APDU
10 a, Secured Command APDU b, and Secured.Command APDU c
will be described below.
Execution of the Secured Command APDU a will be
explained first. As shown in FIG. 8, the Secured
Command APDU a stores a Command APDU a-1 and Command
15 APDU a-2. FIG. 11 shows an example of SWs
corresponding td executions of the Command APDU'a—l and
Command APDU a-2. |
For example, as shown in FIG. 4, fhe terminal 1
sends a Secured Command APDU & (1/1) to the smartcard
20 2. The smartcard 2 (common unit) receives_the Secured
Comménd APDU a (1/1), stores the received Secured
_Command APDU a (1/1) in, for example, the RAM_23, and
attehpts to instruct the smartcard 2 (application unit)
to sequentially execute a plurality of processes
25 corresponding to the Command APDU a-1 and Command APDU
a-2.

For example, when the application unit executes



Subsequent |y, execution of the Secured Command APDU b will be descri bed
bel ow. As shown in FIG 9, the Secured Command APDU b stores a Conmand APDU
b-1, Conmand APDU b-2, and Conmand APDU b-3. FIG 12 shows 20an exanpl e of
SW corresponding to executions of the Command APDU b-1, Command APDU b- 2,
and Command APDU b3. For exanple, as shown in FIG 4, the termnal 1
sends a Secured Command APDU b (1/2) to the smartcard 252. The smartcard 2
(comon unit) receives the Secured Comtand-2APDU b (1/2), stores the
recei ved Secured Command APDU b (1/2) in, for exanple, the RAM 23, sends -
13 - a response including SW= 9000 (normal execution) to the termnal 1,

and waits for aSedRERTSRNE 3PDEY (27 Jrreudseyuetttyredhel terninal 1

sends the Secured Command APDU b (2/2) to_t S ard 2. The smartcard 52
comon ani £ -Gt VHeE § e SRl Commeing MoOD B! (51 2) T GRBER et

ived S ; PL 2 | 2
he Secur ed Conmre ABDUD (D ) ahif! bt b o KL B (o 25 and -
attempts to insipict) LheSnarisard 2 anplicatingy 40, ught) gsmpeduentially

execute a plurality of processes corresponding to e Command APDU b-1,
Command APDU b2, n@insh Comragice ARRM Bréhce of th&OSr £XAnpd eghahesrhheal

application unit normally executes a process corresponding to the Conmand
APDU b- 151, itl natidows 1Henopman e duof orBW s 9006 { svor ofl tlexeseikt on) .
When the application unit normally executes a process corresponding to the
Conmand APDU b-Command ARDU motd f i €Bhd hee cohmah. Linf ¢ caf veaW th® 000s i oros eral
execution). Wien the application unit normally 20executes a process
correspondi ng teHdiogmahd ABRY bfrom the smartcard 2, and sends GET

RESPONSE. The smartcard 2 receives GET RESPONSE, and
10 sends RP-Error including the number of executed
commands and last SW. As described above, since the
"error has occurréd at the first command (SW = ©700),
the common unit sends RP-Error (see FIG. 14) including
the number of executed command: 01 and the last SW:
15 6700 to the terminal 1.
| Subsequently/ execution of the Secured Command
APDU b will be déscribed below. As shown in FIG. 9,
the Secured Command APDU b stores a Command APDU b-1,
Command APDU b-2, and Command APDU b-3. FIG. 12 shows
20 an example of SWs corresponding to exécutions of the
Command APDU b-1, Command APDU b—é, and Command APDU b-
3. |
For example, as shown in FIG. 4, the terminal 1
sends a Secured Command APDU b (1/2) to the smartcard
25 2. The Smartcard 2 (common unit) receives the Secured
Command APDU b (1/2), stores the received Secured

Command APDU b (1/2) in, for example, the RAM 23, sends



3, it notifies the common unit of SW= 9000 (normal execution). The common
unit receives these normal execution notifications, and sends a response
including SW= 61xx to the termnal 1. 25The terminal 1 receives the
response including SW= 61xx fromthe smartcard 2, and sends GET RESPONSE.
The smartcard 2 receives GET RESPONSE, and sends RP-Ack - 14 - including
t he nunber of executed commands and | ast SW As described above, since al
of the plurality of processes are. nornﬁ1lﬂ-executed (that is, the |ast
process is nornmally executed), the comon unit sends 5RP—Ack+9000 (see FIG
15) including the nunber of executed commands: 03 and the |last SW 9000 to
thé termnalgla response Qb eheiW = Xt e 1 e BeckiRd Eommand

Aop0 S St oo ST et I e Sedred R Set s G
c-(n-1), and Co d AP%&C{;{% rlt:ghlg Jt?heshLo lexqm;p%ﬁ §’ftr§ rq%

corr espondl ng tO execut1 ons Comran

., Command AP 641k TAppangd EHGom@and AP Lrikary 2. ﬁ% &ﬁ(ﬁ@é&rd as
shown in FIG 4, the term nal 1 sends a Secured Command APDU ¢ (1/n) to the

smartcard 2. The eBHdc@Rnthid ) GWEIN 4 the recaines ddianaies uest Gomand
APDU ¢ (lI/n), stores the recelved Secured
(2/2), stores the received Secured Command APDU b (2/2)
in} for example, the RAM 23, connects the"Sebured
Command APDU b (1/2) and Secured Command APDU b (2/2),
and attempts to instruct the smartcard 2 (application
10 unit) to sequentially-exeéute a plurality of processes
corresponding to the Command APDU b-1,  Command APDU b-
2, and Command APDU b-3. |
For example, when the application'unit normally
exXecutes a process corresponding to the Command APDU b-
15 1, it notifies the common unit of SW = 9000 (normal
execution). When the application unit normally
executes a process corresponding to the Command APDU b-
2, it notifies the common unit of SW = 9000 (normal
~execution). When the apﬁlication unit normally
20 exXecutes a process corresponding to the Commahd APDU b-
3, 1t notifies the common unit.of SW = 9000 (normal
executioh). The common unit receives these normal

execution notifications, and sends a response including

SW = 6lxx to the terminal 1.
25 The terminal 1 receives the response including
SW = 61lxx from the smartcard 2, and sends GET RESPONSE.

The smartcard 2 receives GET RESPONSE, and sends RP-Ack



20Command APDU ¢ (l/n) in, for exanple, the RAM 23, sends a response _
i ncluding SW= 9000 (normal execution) to the termnal 1, and waits for a
Secured Command APDU ¢ (2/n). Subsequently, the terminal 1 sends the
Secured Command APDU ¢ (2/n) to the smartcard 2. The smartcard 252 (common
unit) receives the Secured Conmand APDU c (2/n), stores the received
Secured Conmand APDU c¢ (2/n) in, for exanqu , the RAM 23, sends a response

including - 15 - SW= 9000 (nbrmal execution) to the termnal 1, and ,
waits for a Secured Command APDU ¢ (3/n). In this way, when the smartcard 2

it ecei Co d AP / d st
e S R SHEET A e TR LB S0
ts the S P ; d . 2/ n), .
O ecur od Commai B0 L ChH o TS €0 T (T UNE 11O Sart sard 2
(application unit)-dasequentially gxecut & dd whali tys 100f jocesses
correspondi ng to the Command APDU c-1, Conmand APDU c-2, . . , Command

APDU c-(n-1), agwbdamrand AR ). oL casi W | dhde-siasst | et hed o wher ei n
SWs corresponding to executions of the Command APDU c-1, 15Comand APDU
c-2, . .5 , Cosvenk+/ARDO ccfee 1HIG arh Comrand ARDU Ite muntbeesponse to this
Instruction are
executed commands: 03 and the last SW: 9000 to the
terminal 1. |
Subsequently, execution of the Secured Command
APDU ¢ will be described below. As shown in FIG. 10,
10 the Secured Command APDU c stores a Command APDU c-1,
- Command APDU c¢-2, . . . , Command APDU c-(n-1), and
Command APDU c-n. FIG. 13 shows an example of SWs
. corresponding to executions of the Command APDU c-1,
Command APDU c¢-2, . . . , Command APDU c-(n-1), and
15 Command APDU c-n.
For example, as shown in FIG. 4, the terminal 1
sends a Secured Command APDU c (1/n) to the smartcard
2. The smartcard 2 (cbmmon unit) receives the Secured
Command APDU c¢ (1/n), stores the received Secured
20 Command APDU c (1/n) in, for example, the RAM 23, sends
a response including SW = 9000 (normal execution) to
the terminal 1, and waits for a Secured Command APDU c
(2/n). Subsequently, the terminal 1 sends the Secured
Command APDU ¢ (2/n) to the smartcard 2. The smartcard
25 2 (common unit) receives the Secured Command APDU c

(2/n), stores the received Secured Command APDU ¢ (2/n)

in, for example, the RAM 23, sends a response including



SW= 9000, 6200,. . , 6283, and 9000, as shown in, for exanple, FIG. 13.
When the application unit executes the Conmand 20APDU c-1 and the execution
result of the Command APDU c-1 is SW= 9000 (normal), the common unit which
received this execution result instructs the application unit to execute
t he Command APDU c-2, and the application unit executes the next Conmand
APDU c- 252. Wen the execution result of %he Command APDU c-2 is SW=
6200, the common unit which received this executlon result classifies the

execution result of the - 16 - Cbnnand APDU c 2to warnlng processi ng.
That is, the CQHEP assi.fies t n resul.t t he mrand
APDU c-2 not to Process a((bﬁorrtmad1 seﬁéeccl e78tle6m91”bqt 1[ cess

conpl eted, and does nQf jdge. Bidg %%nﬁ‘r{br?cf DU kengesn t he rggpl lr%g he

instructs the application unit to execute t CbnnandlAP o

appl i cation uniyheaxeHd esmd e Nex CQIETRKA (&meﬁ%c%p%sc a3)sécrh£é?c§p0nse

to this instruction. Wen the application unit executes the Conmand 10APDU

c-(n-1), and t lrexecUAHDU resw in)of drie Gonreand AP G=iedl)sdsu R = 6283,
the common unit which received this execution result also classifies the

execut i o r esulGomafartché Rodhmanich /APDU re - (fiorl )exampMr nitige RAOCeSHI nige  That
is, the commopn unit does not judge 15the execution result of the Conmand
APDU c-(n-1) ascamects the Secured Command APDU ¢ (1/n), Secured
Command APDU ¢ (2/n), . . . , Secured Command APDU c
(n/n),‘and attempts to instruct the smartcard 2
(application unit) to sequentially execute a plurality
10 of processes corresponding to the Command APDU c-1,
Command APDU c-2, . . . , Command APDU c-(n-1), and
Command APDU c-n.
A case will be described below wherein SWs .
corresponding to executions of the Command APDU é—l)
15 Command APDU c-2, . . . , Command APDU c—(h—l), and
Command APDU c-n in response to thié instruction are
SW = 9000, 6200, . . . , 6283, and 9000, as shown 1in,
.for example, FIG. 13.
When the application unit executes tﬁe Command
20 APDU c-1 and the execution result of the Command APDU
c-1 is SW = 9000 (normal), the comﬁon unit which
received this execution result instructs the
application unit to execute the Command APDU c-2, and
the application unit executes the next Command APDU c-
25 2. When the execution result of the Command APDU c-2

is SW = 6200, the common unit which received this

execution result classifies the execution result of the



error. Hence, the comon unit instructs the application unit to execute the
Command APDU c-n, and the application unit executes the next command
(Command APDU c-n) in response to this instruction. 20Wen the application
unit executes the Command APDU c-n, and the execution result of the Conmand
APDU c-n is SW= 9000, the common unit which received this execution result
sends a response including SW= 61xx to the termnal 1. The termnal 1
recei ves the 25response including SW="61%f ffomthe smartcard 2, and sends
GET RESPONSE. The smartcard 2 receives GET RESPONSE, and sends RP- Ack

i ncl udi t he nunber of cut ed commands .and Ia SW As descri bed
above, since t KOBANGAT %P LAY Xk a7 Eval o Red IS, the

| ast process is nornall cut ed)., comuon . uni t Sen RP- A +9000 (see
FIG 16) includin C%%he nu %ass %lefeg & “Somtertds £ S gﬁﬂ‘1 e st SW

9000 to the ted@dﬁ% y SGIJ :Q%%v th nd
processing, al thoug C%ﬁgwékéééff%ﬁ %esgﬁgé %hggQﬁ 5§§&$ﬂgﬁg are
obtained in thegy-uraldty mft kOPERCRISES LR lee“‘t@?f'd'a@ﬂi (RN S0 APDU

c-1, Command APDU c-2, .. , Command APDU c-(n-1), ‘and Command APDU c-n, the
smartcar® sends t he respose i Ndickald, NG MOIJBMMEX &Gl ahs R Hd rafe command

processing will be described 15again below with reference to FIG 5. FIG 5
shows an application unit to execute the Command APDU c-3, and
the application unit executes the next command (Command
APDU c-3) in response to this instruetion.
When the abplication unit executes the Command

10 APDU c-(n-1), and the execution result of the Command
APDU c-(n-1) is SW = 6283, the common unit which
received this execution result'aiso classifies the
egecution result of the Command APDU c-(n-1) to Warning
processing. That is, the common unit does not judge

15 the execution result of the Command APDU c-(n-1) as an
error. Hence, the common unit instructs the
application unit to execute the Command APDU c-n, and
the application unit executes the next command (Command
APDU c-n) in response to this instruction.

20 When the application unit executes the Command
APDU c-n, and the execution result of the Command APDU
c-n is SW = 9000, the common unit which received this
execution result sends a response including SW = 61xx
to the terminal 1. The terminal 1 receives the

25 response includiné SW = 61lxx from the smartcard 2, and

'sends GET RESPONSE. The smartcard 2 receives GET

RESPONSE, and sends RP-Ack including the number of



exanple of the first conmand processing. An exanple of the first conmand
processing for executing a Secured Conmand APDU a, Secured Conmand APDU b,
and Secured Conmand APDU ¢ will be described below. Note that a
20descri ption about, for exanple, processes common to the second command
processing will not be repeated as needed. For exanple, the
Secured Conmand APDU a and Secured Conman PDU b are executed first.
Executions 250f the Secured Command APDU a ‘and Secured Command APDU _ b in
t he second command processing are nearly the same as those of the Secured
Command APDU a and Secured - 18 - Command APDU b in the fi rsg command
processi ng, and®3E LY iIATENIHh&E&EOILAT IShot e Ar‘:'iafi)ce]?aﬂteré‘%f:ll above,

Subsequently, the Secured .Co d APDU c is executed. For.exanple shown
in FIG 5, the Bt&%in4l pll%r%s A Osgggpurfoe%e%erﬁmanrae AP acl%/ér%)&f%tﬁe
smartcard 2. Th rtear (qgm@q: id); Leqeiyes $ he.sSequwed Conrand
APDU ¢ (I/n), s o}%;% Jisli’e t(r%eetzzellaved ecﬁge% léqm%ﬁénﬁﬁ;w c (1/ nS?),' in, for

exanpl e, the RAMgZdn Sends fdfspanse: thed adi N SWrs 9009 (1ef®diing
10execution) to the termnal 1, and waits for a Secured Command APDU c

(2/ n). Suwbsequeirtd ynhurder tef ratadutle s efsitnd s Sac wedl CGosmeansk ARDU ¢ (2/ n)
to the smartcard 2. The smartcard 2 (comon unit) receives the Secured
Command APDU c¢ {@J ()t o sthor esedriienalecei ved Secur ed
As described abové, in the second command
‘processing, although the execution results SW = 6200
and SW = 6283 are obtained in the plurélity of
10 processes corresponding.to the Command APDU c-1,
' Command APDU c-2, . . . , Command APDU c—(n—l); and
Command APDU c-n, the smartcard sends the response
indicating normal execution.
The first command processing will be described
15 again below with reference to FIG. 5. FIG. 5 shows an
example of the first command processing. -An example of
the-first command processing for executing a Secured
Command APDU a, Secured Command APDU b, and Secured
Command APDU ¢ will be described below. Note that a
20 description about, for example, processes common to the
second command processing will not be repeated as
needed.
For example, the Secured Command APDU a and
Secured Command APDU b are executed first. Executions
25 of the Secured Command APDU a and Secured Command APDU

b in the second command processing are nearly the same

as those of the Secured Command APDU a and Secured



15Comand APDU ¢ (2/n) in, for exanple, the RAM 23, sends a response

i ncluding SW= 9000 (normal execution) to the termnal 1, and waits for a
Secured Command APDU c¢ (3/n). In this way, when the smartcard 2 (common
unit) receives a Secured Conmand APDU ¢ (n/n), and stores the 20received
Secured Command APDU ¢ (n/n) in, for exanple, the RAM 23, it connects the
Secured Conmand APDU ¢ .(1/n), Secured Cbmgﬁnd APDU ¢ (2/n), .. , Secured
Command APDU ¢ (n/n), and attenpts to instrtuct the smartcard 2 (application
unit) to sequentially execute 25a plurality of processes corresponding to

the Co d APDU c-1 d APDU c-2, .. , Command APDU ¢- (n- 1), and
oo ApoU o enang FETE ATME Eiret | comraRa o FAGas BB TREL S o Ve
di t | ONS - mmand APDU c- 2,
o Y e S S O g A e o et ~uct i on
5SW = 9000, 6200 9900, in r .exanple, FIG
ig? - When t he a%% ?% %?%ﬁﬁﬁh??g%xggg?ggét%gﬂﬁgﬂ%aﬁggﬁPﬁu§g-1 and the

execution resuréxéguggmx(Iwggﬂgkéﬁglgp-gsi§h§WM:i§099g(n9[n@$g, t he common
unit which c .

5 terminal 1 sends a Secured Command APDU ¢ (1/n) to the
smartcard 2. The smartcard 2 (common unit) receives

the Secured Command APDU c (1/n), stores the received
Secured Command APDU c¢ (1/n) in, for example, the RAM
23, sends a response including SW = 9000 (normal

10 execution) to the terminal 1, and waits for a Secured
Command APDU c (2/n). Subsequently, the terminal 1
sends the Secured Command APDU ¢ (2/n) to the smartcard
2. The smartcard 2 (common unit) receives the Secﬁred
Command APDU ¢ (2/n), stores the received Secured

15 Command APDU ¢ (2/n) in, for example, the RAM 23, sends
a response including SW = 9000 (normal execution) to
the terminal 1, and waits for a Secured Command APDU c
(3/n). In this way, when the smartcard 2 (common unit)
'receives a Secured Command APDU ¢ (n/n), and stores the

20 received Secured Command APDU c¢ (n/n) in, for example,
the RAM 23, it connects the Secufed Command APDU c
(1/n), Secured Command APDU c (2/n), . . . , Secured
Command APDU ¢ (n/n), and attempts to instruct the
smartcard 2 (aéplication unit) to sequentially execute

25 a plurality of processes.corresponding to the Command
APDU c¢-1, Command APDU c-2, . . . , Command APDU c;(n—

-1), and Command APDU c-n.



10received this execution result stores the execution result in, for
exanpl e, the RAM 23 and instructs the application unit to execute the
Command APDU c-2, and the application unit executes the next Comand APDU
c2. When the execution result of the Comrand APDU c-2 15is SW= 6200, the
common unit which received this execution result stores the execution
result in, for exanple, the RAM 23, and cl.assifies the execution result of
t he Conmand APDU c-2 to Warni ng processing.” That is, the common unit
classifies the execution 20 result of the Command APDU c-2 not to Process
Ethnq%SQ does not

aborted specified by, | SO 7816-4 but . to Process conpl
judge it as an error ﬁ%%ecevflejt]hebecodrﬁﬁ)%rluk?ﬁ(fsl?en%fvf u“(':k%es %.]he application unit
to execute the d R G3 e AN NG ARD T GAL I QNS AgpuLes the next

25command ( Comman C- in response to this instruction. en the

application unidopgxcitasy he Command - Eua APRB®Y (& B-1)@nddde _
execution result of the Comvand APDU c-(n-1) is SW= 6283, the conmmon unit

whi ch recei ved ddiins reX ey e estlde SEH RS ddecrexeciutd ondiesdd tadd, for
exanple, the RAM 23, and also classifies 5the execution result of the
Conmmand APDU c-3=1)90a0® Wa2a1ihg pr.ocessiaif 3, Thatd i 0d heacoatmom umt does
not judge the execution result of the Conmand APDU c-(n-1) as an error.
“Hence, the conmfmr wiamplest rlicts the application unit to execute the
Command APDU c-n, and 10t he application unit executes the next conmmand
(Conmand APDU c-n) ifeespemstPrbl ¢ 00 nstFuck¥yputes the Command

APDU c-1 and the execution result of the Command APDU
c-1 is SW = 9000 (normal), the common ‘unit which
10 received this execution result stores the exeCution
result in, for example, the RAM 23 and instructs the
application unit to execute the Command APDU c-2, and
the application unit executes the next Command APDU c-
2. When the execution result of the Command APDU c-2
15 is SW = 6200, the commoﬁ unit which received this
execution result stores the execution result in, for
example, the RAM 23, and classifies the e#ecution
result of the Command APDU c-2 to Warning processing.
That is, the common unit classifies the execution
20 result of the Command APDU c¢-2 not to Process aborted
specified by ISO0-7816-4 but to Proceés completed, and
does not judge it as an error. Hence, the common unit
instructs the application unit to execute fhe,Command
APDU c¢-3, and the application unit executes the next
25 command (Céﬁﬁéhd APDU é—3) in response to this.
instruction.

When the application unit executes the Command



When the application unit executes the Command APDU c-n, and the execution
result of the Command APDU c-n is SW= 9000, the comon unit which received
this 15execution result stores the execution result in, for exanple, the
RAM 23. The comon unit sends, to the termnal 1, a response including SW=
yyxx based on the fact that the execution result corresponding to at | east
one of the plurality of processes correspgﬂping 20t o the Command APDU c- 1,
Command APDU c-2, . . Command APDU c-(n-1), and Command APDU c-n'indi cates
Warni ng processing. That is, the common unit sends the response including

SW 2 YK Lo Uhederat paly L 14)d SSR0NSE. L. Lle LAGL A ML g, prgOesST ng

is 25included int execut'ion results o urality of processes. Upon

reception of theesponse j ndl ugi ng &3, YK conddh -ud fOMthe, smart card 2

the termnal 1 sends, exanpl e, an execution status request comrand (for

exanpl e, a GET REASNEHRBNBxdutite Snsdd earsk e JpoHe r&eepid oon of the
execution status request command 5froMthe termnal 1, the smartcard 2 -

sends, to the tersilnalir, for exesuilicagn SHAtRAM rESPTSE d Ned udi ags 1 hiees
, - exedution statuses (corresponding to those stored in the RAM 23) of the
plurality of prdvessesceorerespondihgf ttthe Heon@mmmh P APDL tr-41) Cosmmand APDU
c-2, Warning processing. That is, the common unit ‘does not
judge the execution reéult of the Command APDU c-(n-1)
as an error. Hence, the common unit instructs the
application unit to execute the Command APDU c-n, and
10 the application unit executes the next command (Command
APDU c-n) in response to this insfruction.
When the applicatién unit executes the Command
APDU c-n, and the execution_result of the Command APDU
c-n is SW =-9000, the common unit which received this
15 execution result stores the execution result in, for
example, the RAM 23. The common unit sends, to the
terminal 1, a response including SW = yyxx based on the
fact that the execﬁtion result corresponding to at
least one of the plurality of processés corresponding
20 to the Command APDU cfl, Command APDU c-2, '
Command APDU é-(n—l), and Command APDU c-n indicates
Warning processing. That is, the common unit sends the
response including SW = yyxx to the terminal 1 in
response to the fact that Warning processing 1is
25 included in the execution results of the plurality of

processes.

Upon reception Qf the response including SW = yyxx



10Conmmand APDU c-(n-1), and Command APDU c-n. Alternatively, upon
reception. of the execution status request conmand fromthe termnal 1, the
smartcard 2 sends, to the termnal 1, an execution status response
including the execution status of a process 15corresponding to a
pr edet er mi ned Conmand APDU of the Command APDU c-1, Command APDU c-2, .. ,
Command APDU c-(n-1), and Conmand APDU c-n. Al so, this execution status
response can include an SWwhich pronpts £o acqui re- RP- Ack. 20Upon
reception of the aforenentioned execution status response, the termnal 1

further sends tSESPCNSE co o the smart ard 2. The smartcard
sends RP-Ack t ¢ CHe §rﬁpﬁ£Fcfrpn re§ n<& 14 ede pﬁQﬁ?%ﬂ e GET RESPONSE
command. 25As descri.bed abov first command proce ., when the
o o ae e EhAe aB0 8 B uta sk Sty £Re e BT dldiny e ant ) ar e

- 22 - Obta'”e%x%RﬁgFex%C#%boﬂaﬂ%ohh% g@%ﬁﬁgdtéPQH% EQ%&%@agh/ard 2

notifies the term "1 of occurrence se second events ( = 61xx).

The termnal 1ypeeeirdespthen0eeuthenes Aot fo'nc%tt'a(%@xs()fretd‘u%s%e%fﬁﬁha gvents
fromthe smartcard 2, and requests at | east one of the execution results of

the plurality afropr aeessesmihalr aspense she dthias dr equesids,t ke smertcard 2
notifies at | east one of the execution results of the plurality of
processes. For texariplad, lwhean bhecmedmmuﬂtatus response including the
| 17eXngtion statuses_(corfesponding to those stored in
the RAM 23) of the plurality of processes corresponding
to the Command APDU-c—l, Command APDU c-2, . . . ’
10 Command APDU c-(n-1), and Command APDU c-n.
Alternatively, upon reception of the execution status
réquest command from the terminal 1, the smartcard 2
sends, to the terminal 1, an exeqution stétus response
including the execution status of a process
15 corresponding to a predetefmined Command APDU of the
Command APDU ;—1, Command APDU c-2, . . . , Command .
APDU c-(n-1), and Command APDU c-n. Also, this
execution status response can include an SW which
prompts to acquire-RP-Ack.
20 ' Upon reception of the aforementioned execution
status response, the terminal 1 further sends a GET
RESPONSE ;ommand to thé smartcard 2. The smartcard 2
sends RP-Ack to the terminal 1 in response to reception
of the GET RESPONSE command.
25 As described above, iﬁ the first command
processing, when the execution results SW = 6200

(second event) and SW = 6283 (second event) are



10requests the execution results of all of the plurality of processes, it
can acquire the execution results of all of the plurality of processes.
That is, the termnal 1 can recognize the execution results of all of the
plurality of processes. Al so, when the term nal 151 requests the execution
result of a predeterm ned process, it can acquire the execution result of
the predeterm ned process. That is, the tgrmnal 1 can intensively nonitor
t he execution result of the predeterm ned process. 20A case will be further
descri bed below with reference to the flowharts shown in FIGS. 6 and 7

wherein a plurality of, conmands are executed ing a LOPE .command.
FIG 6 is a fl S%ﬁérnteds#gv%nnéexaerﬁ:uéc%éjr?plog#o%ea%ioglsngar}&n A\/\/m C %D’hg‘%seecond :

comrand 25pr 0cessidg. % PRIdAd L exeeytd o e the, FNVELORE compnd. Fl G

7 is a flowhart show ng an exanple case In which the first comuand

processing is apRldeedecomB evdrd £X@GHIE 1 :8f) t herFNVELGRE conmand.
An exanpl e of the second comrand processing wll be described first with

.reference to Fliecdd.veAs tRowWtdut fdrfee hodie darimmalr kisengds oy SENVELOPE
command to the smartcard 2 (ST601). The _

-5 events from the smartcard 2, and requests at least one

_of the execution results of the plurality of processes.
In response to this request, the smartcard 2 notifies
at least one of the execution results of the plurality
of processes. For example, when the terminal 1

10 requests the execution results of all of the plurality
of processes, it can acquire the execution results of
all of the pldrality of processes. That is, the
ferminal 1 can recognize the execution results of all
of the plurality of processes. Also, when the terminal

15 1 requests the execution result of a predetermined
process, it can acquire the execution result of the
predetermined process. That is, the terminal 1 can
intensively monitor the execution result of the
predetermined process.

20 A case will be further described below with
reference to the.flowcharts shown in FIGS. 6 and 7
wherein a plurality of commands are executedlusing an
ENVELOPE command. FIG. 6 is a flowchart showing an
example of a case in which the second command

25 processing is applied to execution of the ENVELOPE
command. FIG. 7 is a flowchart showing an example of a

case in which the first command processing is applied



comon unit of the smartcard 2 receives the ENVELOPE conmmand (ST602),
interprets the ENVELOPE command (ST603), and extracts a Conmand APDU from
Secured Data (ST604). 10lIf the common unit of the smartcard 2 detects a
Command APDU to be executed (YES in 5T605), it passes the Conmand APDU to
be executed to the application unit of the snartcard 2. The application
unit executes the passed Conmmand APDU QSng , and sends an SWas the
15execution result to the common unit (ST The conmon unit receives the
SWfiromthe application unit, and checks to mhich of Normal Processing and

Process aborted the re elved i f ST608) I f the application
uni t classifiegozﬁﬁﬁg 665¥6§;M%ﬁVF%k%ﬁ%€$g dd (YES in 5T698), the
control advances to AGES) f tor QE%Q qd,Gojmmands
and | ast SNV(SHBOQ)Zﬁ}t out ziégiﬁﬁ%g:% rﬁggi nﬁ%ﬁ%fﬁg%§#¥%§nnand APDU
to be executed), uégéyaggaﬂﬂfygﬂ(Wlﬂwﬂﬂéfgﬁgﬁaghﬁﬁgﬁﬁﬁ reecei ved SWto
25Normal Processing (NO in ST608), the control returns to the extraction

process of the next AZomrigh ARDY (Comranth AR i die exRGidLdn (ST604) . -
24 - I f the common unit detects a Conmand APDU to be executed (YES in

ST605), it pas@@yﬂﬂmyﬂjmummamdARBUtm@ emamtecitded t(ETd0d )applliheat i on unit,
and the common unit of the Smartcard 2 receives the ENVELOPE
.command (ST602), interpfets the ENVELOPE command
(ST603),'and extracts a Command APDU from Secured Data
(ST604) .

10 If the common unit of the smartcard 2 detects a
Command APDU to be executed (YES in ST605), it passes
the Command APDU to be executed to the application unit
of the smartcard 2. The application unit executes the
passed Cohmand_APDU (8T606), and sends an SW as the

15 execution result to the common unit (ST607).

The common unit receives the SW from the
application unit, and checks to which of Normal
Processing and Process aborted the received SW is
classified (ST608). If the application unit classifies

20 the received SW to Process aborted (YES in ST608), thé
control advances to a process for storing the number of
executed Commands and last SW (ST609) without executing
the next Command APDU (Command APDU.to be executed).

If tﬁe application unit classifies the received SW to

25 Normal Processing.(NO in ST608), the control returns to

the extraction process of the next Command APDU

(Command APDU to be executed) (ST604).



application unit executes the passed Command APDU 5(ST606) and sends an SW
as the execution result to the common unit (ST607). If the conmmon unit does
not detect any Command APDU to be executed, that is, no Command APDU to be
executed remains (NO in ST605), the control junps to the process for
storing the nunber of 10executed Commands and |ast SW(ST609). If the |ast
SWis Process aborted (NO in 5T610), tnatzis,_if an error has occurred at
the tinme of execution of the Comand APDU éNO in ST610), the conmon unit
sends a response including SW= 6200 to the 15termnal 1 (ST611). | f

the last SWis Nor pr.ocessing (YES in ST610) h i $,,4k% the Command
APDU is normally e;r?cfijt%%e (%rgnc?nn -§|%15 0 ?t‘?%%s c%né%r%%%rﬁtméé%d%o ab? esponse

i ncl udi ng 5Nst§%§ﬁ1 t rM (ST61] I B I ceives
the response inclu |Enég§js%:§ ngr{O“O orO W:%gi%(ss(gsﬁé;l%%t_ sr{e%lg?%%'lf&
RESPONSE to thgsmardaardh 3 d %@@pplﬂ%@i@{ t&r?irtd, ZchFC@Ac—YeS GET RESPONSE .
(ST615), and sends a response (RPError/RP-Ack) to the termnal 1 (ST616).

The term nal 25%bgeceites e o espoise  RivdErg 08 d RP-Akga { ST - An
exanmpl e of the first. command processing will be described below wth
referencéd to FIGTHG6) -arRb sends an SW as the execution result to the
common unit (ST607). If the common unit does not
detect any Command APDU to be executed, that is, no
Command APDU to be executed remains (NO in ST605), the
control jumps to the process for Storing the number of
10 executed Commands and last SW (ST609).
If the last SW is Process aborted (Nd in ST610),
.that is, if an error has occurred at the time of
execution of the Command APDU (NO in ST610), the common
unit sends a response including SW = 6200 to the
15 terminal 1 (ST611).
o If the last SW is Normal processing (YES in
ST610), that is, if the Command APDU is normally
executed (YES in ST610), the common unit sendé a
response including SW = 61xx to the terminal 1 (ST612).
20 If the terminal 1 receives the response including
SW = 6200 or SW = 61xx (ST613), it sends GET RESPONSE
to the smartcard 2 (ST614). The smafﬁcard 2 receives
GET RESPONSE (ST615), and sends a response (RP-
Error/RP-Ack) to the terminal 1 (ST616). The terminal
25 1 receives the response (RP-Error/RP-Ack) (ST617).
An example of the first command processing will be

described below with reference to FIG. 7.



As shown in FIG 7, the terminal 1 sends an ENVELOPE conmand to the
smartcard 2 (ST701). The common unit of the smartcard 2 receives the
ENVELOPE conmand (ST702), interprets the ENVELOPE command (ST703), and
extracts a Command APDU from Secured Data (ST704). : | f the comon unit
of the smartcard 2 detects a Conmand APDU to be executed (YES in ST705), it
passes the Command APDU to be executed to %he application unit 100f the
smartcard 2. The application unit execiit e§°t hé passed Conmmand APDU ( ST706),
and sends an SWas the execution result to the common unit (ST707). The

' it [ the SWT, t t, sto the SWi n,
?gpnggaﬁg:e,rfﬁglzg%ﬂMéif Psf%8§¥kpe&§pgﬁbcaé'Onlﬁﬂ:éh ‘%b processi ng
and Process abaos g&gbéeqos gl%§% % (%E%Qﬂﬁ If the

aSS|F'es to

application unit e Tecelve rocess a orted (YES

ST709), the coworngiona@%q&cs% kR PLOGRSTd OF HIAG the RyvRelo s
executed ' Commands and | ast SW(ST710) w thout executing the next Conmand

APDU (Command ARRHane heTenegyt ede dofrfthe tapplENGairiors, Wornatlassi fies the
received SWto Normal Processing (NOin ST709), the control returns to the

extracti 6n prodesy o) ,t hadnext: rGamsamd CARDIA n25 ACoUTENhmARRd Ure d@aexxecut ed)
(ST704). If the common unit further detects a Command APDU to be
executed (YES i(8TSP205), it passes the Command - 26 - APDU to be executed

to the application unit, and the
If the common unit of the smartcard 2 detects a

Command APDU to be executed (YES in ST705), it passes
the Command APDU to be executed to the application unit
10 of the smartcard 2. The application unit executes the
passed Command APDU (ST706), and sends an SW as the
execstion result to the common unit (ST707).
. The common unit receives the SW from the
application unit, stores the SW in, for example, the
15 RAM 23 (8T708), and checks to which of Normal
prscessing and Process aborted the received SW is
classified (ST709). If the application unit classifies
the received SW to Process aborted (YES in ST709), the
control advances to a process for storing the ﬁumber of
éO ~ executed ‘Commands and last SW (ST710) without executing
the next Command -APDU (Command APDU to.be execﬁted).
If the application unit classifies the received SW to
Normsl Processing (NO in ST709), the control returns to
the extraction process of the nsxt Command APDU
25 . (Command APDU to be executed) (ST704).
If the common unit further detects a Command APDU

to be executed (YES in ST705), it passes the'Commaﬁd



application unit executes the passed Command APDU (ST706) and sends an SW
as the execution result to the common unit (ST707). If the conmmon unit does
not 5 detect any Command APDU to be executed, that is, if no Conmmand APDU
to be executed remains (NOin ST705), the control junps to the process for
storing the nunber of executed Commands and |ast SW(ST710). If no Process
aborted has occurred (Nornal 10proceSS|ng% and no Warning has occurred in
all the processes (YES in ST711), the connDn unit sends a response
including SW= 61xx to the termnal 1 (ST714). If no Process aborted has

d (No [ t h d t
Ceprovess (o Tholr8972, BRbaR ks 85I RE, BB TEBHLER bl Rt b P e i
i ncl udi SW = SI{15 d
1 cat 6 ot her *FRTor et P An“Bad RASHY0 4 SFy b6 Eamprras et FRR) P ocess

aborted has chgﬁﬁéé ) (N4l BeBé1dn N@ %QlﬂhSTE%%hutﬁB% ¢QEIOR YR thsends a
response including SW= 6200 to the termnal 1 (ST713). If the.

termnal 1 recebm@snt gitesgense)inchudichg SWimon200iar d8¥s=nbixx (ST716,

NO in ST717), it sends GET RESPCNSE to the smartcard 2 (5T722). The

smartcard 252 dececteanGEToRESRONSEDUSTH2BE, cardusenids thatesponsd no

| Command APDU to be executed remains (NO in ST705), the
control jumps to the process for storing the numbér of
executed Commands and last SW (ST710).
~ If no Process aborted has occurred (Normél
10 processing) and no Warning has occurred in all the

processes (YES in ST711), the common unit sends a
response including SW = 61xx to the-terminal 1 (ST714).

If no Process aborted has occurred (Normal

Processing) but Warning has occurred in at least one

15 process (NO in ST711, YES in ST712), the common unit
sends a response including SW = yyxx to the terminal 1
(ST715). ©Note that yy need not indicate other

information and need only be compliant with ISO.
If Process aborted has occurred (NO in ST711, NO
20 in ST712), the common unit sends a response including
SW = 6200 to the terminal 1 (ST713).

If the terminal 1 receives the response including

il

SW 6200 or SW = 61xx (ST716, NO in ST717), it sends
GET RESPONSE to the smartcard 2 (ST722). The smartcard

25 2 receives GET RESPONSE (ST723), and sends a response
(RP-Error/RP-Ack) to the terminal 1 (ST724). The

terminal 1 receives the response (RP-Error/RP-Ack)



(RP-Error/RP-Ack) to the termnal 1 (ST724). The termnal 1 receives the .
response (RP-Error/-RP-Ack) - 27 - (ST725). If the termnal 1
recei ves the response including SW yyxx (ST716, YES in ST717), it sends
GET REASON to the smartcard 2 (ST718). The smartcard 2 receives GET 5REASON
(ST719), and sends a response (all SW stored in the RAM 23) to the
termnal 1 (ST720). The terninal 1 receiv $ the response (all SW stored in
the RAM 23) (ST721). Upon reception of thé response (all SW stored in the
RAM 23) (ST721), the termnal 1 sends GET 10RESPONSE to the smartcard 2
(ST722). The s g?%rd 2 recei ves ET RESPONSE (ST723), and sends a response
(RP-Error/ RP- A ; 0'the termnal 1 (ST724). The terminal 1 receives the

response (RP-Error/ 130t ti 1
response including S I%\5{\—/ %%%f%%% %g)lt elr m naq‘;f@g;tﬁlégengpg%%% éz%é%jdv\%{bgh

requests an exequti Qix&t alsts16f, Fppr edetsernined i¢oRERNE COTt REASOR teard 2.
The smartcard 2 receives GET REASON that requests the execution status of
the 20predet er ghaedmeeRnd, 2andTyends aThesponRsecead SWreceives GET
5 REASON (ST719), and sends a response (all SWs stored in
the RAM 23) to the terminal 1 (ST720). The terminal 1
receives the response (all SWs stored in the RAM 23)
(ST721). Upon.reception of the response (all SWs
stored in the RAM 23) (S8ST721), the terminal 1 sends GET
10 RESPONSE to.the smartcard 2 (ST722).  The smartcard 2
'receives GET RESPONSE (ST723), and sends a response
(RP-Error/RP-Ack) to the terminal 1 (ST724). The
terminal 1 receives the response (RP-Error/RP-Ack)
(ST725) .
15 Note that upon reception of the response including
SW = yyxxX, the terminal 1 can send GET REASON which
requests an execution status of a predetermined command
to the smartcard 2. The smartcard 2 receives GET
REASON that requests the executién statu; of the
20 predetermined command, and sends a response (an SW
which is stored in the RAM 23 and indicates the
execution status of the predetermined command) to the
terminal 1. Thus, the terminal 1 can receive the
execution status of the predetermined command.
25 As described above, the first command processing
allows the terminal 1 to detect command processing

statuses in more detail. For example, when Warning



which is stored in the RAM 23 and indi cates the execution status of the
predeterm ned conmand) to the termnal 1. Thus, the termnal | can receive
t he execution status of the predeterm ned command. 25As descri bed above,
the first command processing allows the terminal 1 to detect commuand

processing statuses in nore detail. For exanple, when Warning - 28 -
processing has occurred in a process in thg spartcard, the termnal 1 can
detect this Warning processing. Next, the aforenenti oned ENVELOPE

command and the like will be described below. 5FIG 17 shows an exanple of

the format of - 0 : ;sh iR ElGi f1Thea Sata .8 d of
t he ENVELOPE c %%nggﬁggga%Eg%E%rféf&&t %Wgﬁc?%gsﬁ\%nvm ue field stores one

or a pluralitygf Fe¥sinbate that gehectl¥nis &ashamly focessing.

"Tag- Lengt h-Val ue". 10FI G 18 shows an exanple of the format of an SMs-
"TPDU TLV. ""Ref.. No" Ngkt',| EBR' ashawhdnt idried ENVEL.0®eddrtnatic aridnittat e

whet her or not a divided SM5 (ENVELOPE) bel ongs to an-identical group (G).
"Max. No" i ndi ddtkes wilid menrblerscefi beidvibsilans when an SMS is 15 divi ded.
"Seq. No." indicates the nunber of an SM5 of divided SMsSs. "Secured Data"

stores ab5Secured Corfifénd JAPDUAWS I8¢ ereciitled Ay thfe ianratcarid the FI G

19 shows an exanple of SMS connection. A case will bhe described hel %g
wherei n the smEtVERHP2 COOVSES;-ved SSHEL YW 1hd 16r-dér’ 'sRowd fidh FRiedd £

the ENVELOPE command has a BER—TLV_format, and a TLV
Value field étores one or a plurality of TLVs. Note
that the TLV is a short for "Tag-Length-Value".

10 FIG. 18 shows an example of the format of an SMS-
TPDU TLV. "Ref. No" iﬁ "IEDa" shown in FIG. 18 is used
to discriminate whether or not a divided SMS (ENVELOPE)
belongs to an identical group (Gr). "Max. No"
indicates the number of divisions when an SMS is

15 divided. "Seqg. No." indicates the number of an SMS of
divided SMSs. "Secured.Data" stores a Secured Command
APDU to be executed by the smartcard 2.

FIG. 19 shows an example of SMS connection. A
case will be described below wherein the smartcard 2

20 receives SMSs in the order shown in FIG. 19.

When the smartcard 2 receives SMSs 1), 2), and 3),
it connects them to'generate Secured Data A (see
FIG. 20). After that, the smartcard 2 sequentially
executes Secured Command APDUs {(see FIG. 20) stored in

25  the Secured Data A.

" Likewise, the smartcard 2 connects SMSs 4) and.S)

to generate Secured Data B (see FIG. 21), and executes



Wien the smartcard 2 receives SMBs 1), 2), and 3), it connects themto
generate Secured Data A (see FIG 20). After that, the smartcard 2
sequentially executes Secured Conmand APDUs (see FIG 20) stored in 25the
Secured Data A. - Li kew se, the smartcard 2 connects SMSs 4) and 5) to
generate Secured_Data B (see FIG 21), and executes - 29 - Secured Command
APDUs. Al so, the smartcard 2 connects SMS 96) to 11) to generate
Secured Data_C (see FIG 22), and execute$§ Secured Cormmand APDUs.

FIG 24 shows an exanpl e of executl on results of a 5Secured Conmmand APDU

shown in FIG 23. FI 25 sh exa Ie of ,ar es rtcard 2
correspondi ng %gcélﬁe&g@magcﬁlj P ﬁe Securéd t&? T a%%%ﬁ%\?os oc\?\ﬁnfen G 23.
The smartcard p ti it t 0 d as the first
command. This (%g(sm%ra% f&g t}gzdl&% g?seéjl%)e%%tct%a%% i %aﬁcgr—c(grg The application

uni t normally execubes thig ecEmnads adyidld fdd’ﬁ§natrﬂ;!3 AN unit of SW=
9000. Next, the appli cation unit executes a CHANGE PIN

- FIG. 24 shows an example of execution results of a
5 Secured Command APDU shown in FIG. 23. FIG. 25 shows
an éxample of a response of the smartcard 2
corresponding to an execution of the Secured Command
APDU shown in FIG. 23.
The smartcard 2 (application unit) executes a
10 SEﬁECT command as the first command. This command is
used to select a file in the card. The application
unit normally executes this command, and notifies the
common unit of SW = 9000. —
Next, the application unit executes a CHANGE PIN
15 command as the second command. This command is used to
change a PIN value. Assuhe that the application uﬁit

has failed in collation of PIN values and in rewrite of

PIN values. In this case, the application unit
notifies the common unit of SW = 63C2. Since SW = 63xX
20 " is an SW indicating Warning processing, the common unit

instructs to execute the next command without aborting
execution of a command.
The application unit executes a VERIFY command as
the third command. This command is used to collate PIN
25 values. Assume that the application unit has succeeded
in collation of PIN values. 1In this case, the

application unit notifies the common unit of SW = 5000.



15command as the second conmand. This conmand is used to change a PIN

val ue. Assune that the application unit has failed in collation of PIN
values and in rewite of PINvalues. In this case, the application unit
notifies the common unit of SW= 63C2. Since SW= 63xx 20is an SW

i ndi cating Warni ng processing, the common unit instructs to execute the
next comrand w t hout aborting execution oﬁoa command. - The application
unit executes a VERI FY command as the thitd command. This command i s used
to collate PIN 25val ues. Assune that the application unit has succeeded in

“collation of PLN.vabugs, LRsthissease.tbe apulicatien wabt notjfigs the

comon unit of 3 omon uni i ns 0 execute the

next command. rfBe 20RleaL AN HAk! £i1nahLY SXeGULEs ;AN JUBRATE BI NARY

- command. The UPDATE BI NARY command i s use wite data of a transparent

file in the capdnaRgsdBRmahhat  trhe spphireaBiIfARYNEbmhasdsuecaedadtion wite
of data of the transparent file. Then, the application unit notifies the

common unit of -SW+:8088taVBeNat heaakpresnnt faned i SELEET caCHANGE sBLNe
VERI FY, and UPDATE BI NARY commands are executed based
5 that the application unit has succeeded in write of
data of the transparent file. Then, the application
unit notifies the common unit of SW = 9000.
When the aforementioned SELECT, CHANGE PIN,
VERIFY, and UPDATE BINARY commahds are executed based

10 on the first command processing (FIGS. 5 and_7), since
the smartcard 2 sends SW = yyxx to the terminal 1, the
terminal 1 can detect the occurrence of Warning
processing.

When the aforementioned SELECT, CHANGE PIN,

15 VERIFY, and UPDATE BINARY commands are executed based
on the second command processing (FIGS. 4 and 6), since
the smartcard 2 does not send SW = yyxx to the terminal
1, it is difficult for the terminal 1 to defect the
occurrence- of Warning processing. That 1is, since the

20 smartcard 2 sends only a response including the number
of executed commands: 4 and last SW: 8000 to the
terminal 1, the terminal 1 determines only normal
execution from this response.

As described above, when the second cdmmand

25 processing is applied, and the smartcard 2 successively

executes a plurality of Command APDUs stored in one

Secured Command APDU, it is difficult for the terminal



10on the first command processing (FIGS. 5 and 7), since the smartcard 2
sends SW= yyxx to the termnal 1, the termnal 1 can detect the occurrence
of Warni ng processing. Wen the aforenmenti oned SELECT, CHANGE PI N,

15VERI FY, and UPDATE BI NARY commands are executed based on the second
command processing (FIGS. 4 and 6), since the smartcard 2 does not send SW
= yyxx to the termnal 1, it is difficult _for the termnal 1 to detect the
occurrence- of Warning processing. Thaf i§, since the 20smartcard 2 sends
only a response including the nunber of executed commands: 4 and | ast SW
9000 to the termmnnal_ 1, the . termnl

1 determ nes onl nor mal. executi on from
this response. AL CAGSEHTRE HbOTE MR (106 SSEEHE CHmTaTt B5pdedd ng | o
applied, and the sngr.tcar successi executes a plurality of Comuand
APDUS st ored i FI8HE eté’urogfd%eom%%‘r?fii\x%?{ it is difficult for the term nal

- 31 - 1 to accurat £699M0ze i rEsdA I ldty of
Command APDUs. %%y('r cont ratg't ,Jh\%ﬁeﬁeﬁ%ﬁ?##st con%@n%p%%esgm Slbji S

applied, and whepitikey STRIL Gt 2hBUGHRSSIMEIY 22)RHRS 152 1)) Walddte oOf
Command APDUs stored in one Secured
5 a plurality of Command APDUs stored in one Secured
Command APDU, and Warning processing has occurred in
the middle of successive command executions, the
smartcard 2 can notify the terminal 1 of the occurrence
of this Warning processing. Furthermore, in response
10 to reception of the occurrence notification of Warning
processing, the terminal 1 can send a dedicated Command
APDU to the smartcard 2. Upon reception of the
dedicated Command APDU, the smartcard 2 returns SWs
correspohding to all the executed Command APDUs to the
15 terminal 1. The terminal 1 receives the SWs
corresponding to all the executed Command APDUs, and
can accurately recognizé the execution results of the
plurality of Command APDUs.
According to the aforementioned embodiment, a
20 portable electronic device and command.processing
method which allow to judge command processing statuses
in more detail can be provided. According to the
aforementioned embodiment, a communication device which
allows to judge command processing statuses in . more
25 detail can be provided.
While certain embodiments have been described,

these embodiments have been presented by wéy of example



Conmand APDU, and Warning processing has occurred in the mniddle of
successi ve conmmand executions, the smartcard 2 can notify the termnal 1 of
t he occurrence of this Warning processing. Furthernore, in response 10to
reception of the occurrence notification of Warni ng processing, the
termnal 1 can send a dedi cated Conmand APDU to the smartcard 2.. Upon
reception of the dedicated Command APDU, the smartcard 2 returns SV
corresponding to all the executed Conmand”APDUs to the 15terminal 1. The
termnal 1 receives the SW corresponding to all the executed Comand

APDUSs, d t el I, t h t.i | t ft I it
of Command APDCE. SAcBrdPAG. [64 HE APOFmbat LORGE GiBodIoRER ©fa Shpor abl &

el ectroni ¢ devi,ee and gomand procesglnd, ROhad i ald A dg jdidge
command processing statusesin nmore detali’l ¢can be provided. According to
the aforementi gned ;emModi FRNEmpRGXYITUR cati-n LeVigse HLh @) doms to judge

command processing statuses in nore 25detail can’be provided. Wile certain
enmbodi ment s have ReRindessr vhed oulshesa seked, meniss thave ikeen fpresent ed by

way of example - 32 -
5 changes in the form of the embodiments described herein
may be madé without départing from the spirit of the
_inventions. The accompanying'claims and their -
equivalents are intended to cover such forms or

"modifications as would fall within the scope and spirit

10 ~ of the inventions.



only, and are not intended to linmit the scope of the inventions. |ndeed,
t he novel enbodinent's described herein may be enbodied in a variety of
ot her forms; furthernore, various om ssions, substitutions and 5changes in
the formof the enbodi nents described herein may be made w t hout departing
fromthe spirit of the inventions. The acconpanying clainms and their.
equi valents are intended to cover such fo or 'nodifications as would
fall within the scope and spirit 10of the ifnventions. - 33 - WHAT IS
CLAI MED 1 S: 1. A portable electronid device conprising: a conmuni cation

unit configured to exchange datawgi 5&9 nd processor configured
to execute a plurality of processes correspon ingto a plurality of

comands received by theg %%QQ%@h%@%ﬁ%%ﬂFBnﬁ$‘E@%f&% A Jiggponse

according to an executlon status, wherein the command processor controls

the 10comuni cati on JURighrdu® i$QRd & fulitt JRSReNSRd Nt J eSRASRyd Qiatey;mal
execution of the plurality of processes, t he command processor

controls the capgunication unit to send a second response in response to
occurrence of a first event, for which it is specified
5 a command processor configured to execute a
plurality of processes corresponding to a plurality of
commands received by the communication unit, and to
send a response according to an execution status,
whegein the command processor controls the
10 communication unit.to send a first response in response
to normal execution of the plurality of processes,
the Eommand processor controls the communication
unit to send a second response in reéponse to
occurfence of a first event, for which it is specified
15 that a process is to be aborted upon occurrence
thereof, in one process of the plurality of processes,
and
the command processor controls the communication
unit to send a third response in response to occurrence
20 of a second event, for which it is specified that a
process is not to be aborted upon occurrence thereof,
in at least one process of the plurality of processes.
2. The device of claim 1, wherein the command
processor sequentially executes the plurality of
25 processes corresponding to the plurality of commands

included in one main command, and sends one of the

first, second, and third responses in accordance with



15t hat a process is to be aborted upon occurrence thereof, in one process
of the plurality of processes, and t he command processor controls the
comuni cation unit to send a third response in response to occurrence 20of
a second event, for which it is specified that a process is not to be
aborted upon occurrence thereof, in at |east one process of the plurality
of processes. 2. The device of claimi, wherein the command processor
‘sequentially executes the plurality of 25processes corresponding to the
plurality of commands included in one main command, and sends one of the

first, second, _an [ e s in accordance mnth - 34 - an execution
st at us. ag gf%ghggeﬁcggggﬁglaln1l wherei n the command processor

sequential ly executes theDlderhaldel ¥ rof- 1RMQAC8S S 6% GIMeTRRNddRthalrel t he
plurality of commands 5included in one main conmand, and sends an execution

status of a | aptoeerseBrd swiuehtiis 1exeeiteet tleast hef ptllill&ap_hliﬂyablfty of .
commands.
processes corresponding to the plurality of commands
5 included in one main command, and sends an execution
status of a last command which is executed last of the
plurality of commands.
4, The device of claim 1, wherein the command
'processor controls the communication unit to send the
10 second response in response to occurrence of an error,
for which it is specified that a process is to be
aborted upon occurrence thereof, and controls the
communication unit to.send the third response in
response to occurrence of a Warning, for which it is
15 = specified that a process is not to be aborted upon
occurrence thereof, in at least one process of the
plurality of processés.
| 5. The device of claim 1, wherein the command
processor eXecutes the piurality of processes
20 corresponding to the plurality of commands, and stores
a plurality of execution statuses corresponding to
executions of the pldrality of pfocesses.
6. The device of claim 5, wherein the command
- processor sends at least one execution status of the
25 plurality of execution statuses in response to an
execution status request command received by the

communication unit.



4. The device of claim1, wherein the command processor controls the
comuni cation unit to send the 10second response in response to occurrence
of an error, for which it is specified that a process is to be aborted upon
occurrence thereof, and controls the conmunication unit to send the third
response in response to occurrence of a warning, for which it is 15
specified that a process is not to be abor%ed upon occurrence thereof, in
at | east one process of the plurality of ﬁ ocesses. . 5. The device of
claim1l1, wherein the conmand processor executes the plurality of processes

20correspondi ng to the urality of co nds, and stores a plurality of
execution statuses co'rrg[l 0 Wﬁf%(?@»éig%?dhs SR giltf AR
processes. ...Ithe device of . clai,m5, .wherein the conmand processor
sends at | east pgr?e(:%esfé%utelxgr?usteast G o e Papl HalRi3r 5T SSkecut i on
statuses in respISe IR ANEXECYLIL0 1§%%t nd .recei ved by the
conmmuni cation unit. é? 35 96 ° %. héngﬁsgg%%%m%?§¥ﬁ1 flﬁhg$§in t he

command processeiceaXREUIRS thie Rhilaliidat i0fn HGesses ¢ grPending to the
plurality of commands which are received by the comunication unit and

i ncl ude & 5pr egeteelatiened neaimz@ntha nst, OrseS ré splaucdlurday iafy e d’dOrt isfat uses
corresponding to executions of the plurality of processes, and sends a
predet er mi ned exetwisiesn coiratewy cooings fon dixeg uttd ontse ofr exdhet grlmimzed toonmmand
in response to an execution status request of the
of processes, and sends a predetermined execution
status corresponding to the predetermined command in
response to an execution status request of the
10 predetermined command received by the communication
unit.
8. A communication ‘device comprising:
a communiéation unit configured to exchange data;
and
15 a command sending unit configured to control the
communication unit to send a plurality of commands, to
receive a response according to execution statuses of a
plurality of processes corresponding to the plurality
of commands, and to send an execution status request
20 command that requests an execution status-of at least
one process of the plurality of processes in accordance
with contents of the response.
9. The_device of claim 8, wherein the command
sending unit receives one of a first response sent in
25 .response to normal execution of the plurality of

processes, a second response sent in response to

occurrence of a first event, for which it is specified



10pr edet er mi ned conmand recei ved by the conmunication unit. 8. A
communi cati on device conprising: a conmunication unit configured to
exchange data; and 15a conmand sending unit configured to control the
comuni cation unit to send a plurality of commands, to receive a response
according to execution statuses of a plurality of processes correspondi ng
to the plurality of conmands, and to send_gn execution status request
20command t hat requests an execution statu® of at |east one process of the
plurality of processes in accordance with contents of the response.

9. The device of claim8, wherein the c nd, sendi ng unit receives one of
a first response'dert HiPCTH rjéss%é)ng)ee tagjorﬁ)trerfjalupe%c O DT he plurality

of processes, athhselejfeoor}d ri%s%q}rélsg)cfsoeqrgsf;anqtr Sth%get)npzleu}aoll g\éucjlgéeé}goe eogs first

event, for whic I'S speci proce e aborted

upon occurrence, ey gfy, -4 N RIPCESH Oy tﬁleeseﬂﬂr{%@'ﬂé Yoo PFORESSES, and

a third response sent In response to occurrence of a second event, for
which it is spepidd&shd halerft SHACERS dIS MOt 4 e AbOLd chdipop occurrence

t her eof
5 process is not to be aborted upon occurrence thereof, .
in at least one process of thé plurality of processes,
and sends the execution status request command when the .
third response is received.

-10. The device of claim 8, wherein the command

10 sending unit sends one main command including thé_
plurality of commands.

11. The device of claim 8, whereiﬁ the command
sending unit sends the execution status request.
command which requests an execution status of a

15 - predetermined command included in the plurality of
commands.

12. A command processing method comprising:

Receiving a plurality of commands; and

executing é plurality of processes correéponding

20 to the plurality-of commands, sending a first response
-in response to normal execution of the plurality of
processes, sendiné a second response 1in response to
occurrence of a first event, for which it is specified
that é process 1s to be aborted upon occurrence

25 thereof, in one process of the plurality of processes,

and sending a third response in response to occurrence

of a second event, for which it is specified that a



in at |east one process of the plurality of processes, and sends the
execution status request command when the third response is received.
10. The device of claim8, wherein the command 10sendi ng unit sends one
mai n conmand including the plurality of conmands. 11. The device of
claim8, wherein the conmand sending unit sends the execution status
request command which requests an execgh%gg status of a 15predeterm ned
command included in the plurality of co nds. 12. A command processing
met hod conprising: Receiving a plurality of commands; and executing a
plurality of progesses,correspanding, 20604 e pl wality of commads,
sendi ng a first FESPONSE inresponse 1o nor mal lexecut i on -of the pldrality
of processes, ndi.ng e d.r sedn.re ; rr f a
ot ovent . 130 ki RoTE Poe BRSPS oo TaraaieY SRR e upon
occurrence 25 thereof, in one process of the plurality of processes, and '
sending a third response in response to occurrence of a second event, for
which it is specified that a - 37 - process is not to be aborted upon
occurrence thereof, in at :east one process of the plurality of processes.



