W RELESS LWOAB/OKREA NETWORK BACKGROUND 1. Field of the Inve

,The present invention generally relates to wireless local area networks.
More parti CUDETBCTING AN ERAUTHORIZED S TATFON INLO WIRECESS 0. GOAL

yunaut hori zed station in a wreless |local area network. 2. Description of
the Related Art [0002] Conputers ASRFEANEHMORKal |y comunicated with
each other through wired |ocal area networks ("LANs"). However, with the
i ncreased dermand for nobile conputers such as |aptops, personal digital
-assi stants, and the |ike, wrel essBAGGaGRAAEA networks ("W.ANs") have
devel oped as a éog\ﬂ gp uters to communi cate with each other through
t ransmi SSI orls ov el e %%redi um using radio signals, infrared

si gnal s, 203k Jy )i f
WLANS Wi th i%%d%??thﬁé%sséﬁ gt R R R I R e SPREROe Wo
devel oped agpadiculantycthe atdsemahventiomdaates foatetectihghis inaBtineized bigtion hea | EEE
802. 11 st andar vv? esigned to present users with the same interface as
an | EEE 802 WH%€d '°A @\ﬁ?ti‘”é’ﬂfal | owi ng data to be transported over a

w rel ess nmedi um [0004] Al t hough WLANs provide users with increased
nmobility over wired LANs, the security of. conmunications over a WLAN can
vary for redsons Hdsmptmm@fmhﬂRelﬂpééeht in wired LANs. For |nstance -an

obtai n i nf ol G SARE nE g R AP Sppisel B eab R Pyt 1

comonly knqydal &%a actwdelts CLAWsTQ' H&ﬁév'ei/ iviith theiAAVMRYd ddRaThr ﬂnabﬂ@e
enbo i ment of the present invention, an unauthorized station in a

wi rgl ess | ocampaicsesusl sssplops Desropaltigitnl pssisientsians iy lécepw@@s&leqd@ma at a
frams was tPSHORTE SELANE RFR e iR AEh Wl oy e BERABIRRESHE W o,
The recei vedath eher theygh sitandmidsieng @ver a wireless medium using radio s1gnals, mﬁ-ared
signals, and the like.
[0003] In order to promote interoperability of WLANSs with each other and with wired
LANSs, the IEEE 802.11 standard was develéped as an international standard for
WLANSs. Generally, the IEEE 802.11 standard was designed to present users with the

same interface as an IEEE 802 wired LAN, while allowing data to be transported over
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a wireless medium.

[0004] Although WLANSs provide users with increased mobility over wired LANS,
. the security of communications over a WLAN can vary for reasons that are not *
J present in wired LANs. For instance, an unauthorized station can scan for signals

transmitted over the WLAN to obtain information about the WLAN. This type of

network intrusion is commonly known as a “war driving” activity.

| SUMMARY

[0005] In one embodiment of the present invention, an unauthorized sta-tion mna

wireless local area network is detected by receiving a probe request at a detector in

the wireless local area network, where the probe request frame was transmitted over

the wireless local area network by a station. The received probe request frame is

analyzed at the detector to determine if the station that transmitted the probe request

frame is an unauthonized station. ~ .



anal yzed at the detector to determne if the station that transmtted the
probe request frame is an unauthorized station. 1 0 4 OCT 200?4 W

03/ 085544 DESCRI PTI ON OF THE DRAW NG FI GURES [ 0006] The present 1 angqgn
can be besh"#gﬁ?@%&‘wd by reference to the following detailed

descriptio I'n conjunction with the acconpanyi ng drawi ng fi gures,

in which |like parts may | 1 rals: [0007] Fig. |
shows an exenplary OSI sgggﬁkﬁgﬁ@&eﬂgh&ﬁ%{%%&g@@ihom an

exenpl ary exjoeoeethsmesheRvationicin Be Mist @ldefiioo By dferneato tRefoiBWing _
("WLAN'); [0009] " Fi . 1s_an exenplary flow diagramillustrating various

g..3 [ .
states of st&f# GFWPQOHWN\I}H Toourejonryidh the acqemingnying dsawing fguyes, in
enbodi ment  ofhRh HikB bW mBEPIAGred tPh Pl fRAst frame; [0011] Fig. 5
shows an exenpl ary process of detectlng an unauthorized station and/or
"war dri vi ngl008%k ¥igi 1 shess aaredemnplay SIkeen layes imodel; anot her exenpl ary

process of d - L zed, S 1.0 d/ or. "war _driving
activities. @ﬁ% t‘%% %%g%%ﬁ %%‘%a‘[%’u UTE?%gﬁwg?ea%P aow’ﬁ?%%?il%f’é{%{e%r e

t hor ough undeetsban@WIgAMT); t he present invention, the follow ng
description orih nunerous ecific details, such as ecific
confi gurati oﬁ@?ﬁlplg‘lga g exem t?jﬁ'n%p‘%g‘?‘gréﬁdﬂ?%u% Kkaou states gi fighogg m a
recogni zed, iygwener, that such description is not intended as a
limtation on the scope of the present invention, but is intended to
provi de a bel®04P] Figst phoyts sy sxemplaryembedimans plia statfrnsendiag e srobe cauet Wt h
reference toghig. 1, an exenplary CSI seven |ayer nodel is shown, which

represents an ab’st_ract nmodel of a networking systemdivided into |ayers
accor di ng t o[00LhEFig. § shnyescniexemplaryqrpesandt defegting dmurpathotised station ehdfois even

layers i ncl udg, nhysi ealylAuetng

[0012] Fig. 6 shows another exemplary process of detecting an unauthorized station

and/or “war driving activities.

DETAILED DESCRIPTION
[0013] In order to provide a more thorough understanding of the present invention,
the following description sets forth numerous specific details, such as specific
‘configurations, parameters, examples, and the like. it should be recognized, however,
that such description is not intended as a limitation on the scope of the present
invention, but is intended to provide a better description of the exempiary
embodiments.
[0014] With reference to Fig. 1, an exemplary OSI seven layer model is shown, which
represents an abstract model of a networking system divided into layers according to
their respective functionalities. In particular, the seven layers include physical layer
102 corresponding fo layer 1, data link layer 104 corresponding to layer 2, network
layer 106 corresponding to layer 3, transport layer 108 corresponding to layer 4,
session layer 110 corresponding to layer 5, presentation layer 112 corresponding to
layer 6, and application layer 114 corresponding to layer 7. Each layer in the OS1
model only interacts directly with the layer immediately above or below it, and
different computers 100 and 116 can communicate directly with each other only at the

physical layer 102. However, different computers 100 and 116 can effectively
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*102 corresponding to layer 1, data link layer 104 correspondi {d nggl 005"
2, networ WOloayss+406 corresponding to |ayer 3, transport |ayer 1
_eorresponding to layer 4, session |layer 110 corresponding to |ayer 5,

pr esent at i onomhayeicattla? tleonpned pendiing commohaysbeds. Backxappld, @adricon | ayer
114 corresponding to layer 7. Each |ayer in the OSI nodel only interacts
direct |y w EXFTRHAY SRRaIIPaReeAraruEs 05isaw eorgmupispiswrith compiter 4ot er ent
conputers 1 c |G et | r at
Che physi oarP et EgoP oRTHIL-ATL S Abiahi K hlo R R PLAT e Rl

ef f ecti vel y 120 \WE@)3Y 286 Tedér Beldw@Cntl GG rancoreaths phydcAlasteh €0% diie frayer .

' ' |s. F | ' I di ,
Comut o 1067H4R: Bo FHARFEAT & BOFITL BHFUCGRT SEDWET | LA RPFEBNa iyeeh 114
by propagat i.fg, l%érraBBfe Hﬁf@aﬁl@?%ﬂl ﬂ)@.tdnﬁpthle Bhee rdche® b RIS Fif?r 139Q¢

t hrough each layer below’it un the frane reaches physical "layer 102.
The frame camptthehlthe transmtted to physical |ayer 102 of conputer 116

and propaga 0 | ayer, abov sical |ayer 1f til the
frame reac hi@qgt)gi’ia%éﬁgﬁﬁ@g?%imbwgﬁgﬁ%ﬁ# é@a?f@%lor%%é%wﬁé | EEE
802. 11 st an@gérgteégﬁhwaaﬁhﬁ&aa 298k, @ﬁ@@ad}@éspsﬁdﬁo {ayALANB e ORREIAL es at
the data link |ayer 104, which corresponds to layer 2 of the OSI seven

| ayer nodel Jayasmddslcad duscirikdsdmbeve.BBemusel EFERD28I0 20k tateqatdagteed ofithelQBler 2
of the OSI seven | ayer del, layers 3 and above..ca erate accprding
to the same PrOTOEsFEch IEq T FRrEcBuPHaT eroriRe o BE FeRepieel | ayer s
3 z;nd abov e ysny e TRER WeT &Rl LANE Mehedidie Acidrab laid bbARSRRMLE LigvAaba at
|l ayeys 2 and below. Accordingly, layers 3. and above can operate

i detiti cal | y thernetwierkiaermlig dransporiant datpatdnvers hand Rewsdeamingly, Agyers 3.

o whet ner 3 TR AR B OERRILE e e O BRR Fd BB GrnE SRR 5%

an exenpl ar WEXNe mietheSdre] werssah be@tksembd GAth gy $ine idteliabd re@edésdiog t o
the | EEE 802.11 standard, _is_depicted having basic service sets ("BSS")

206, 208, afndethepa wizpdd./BSgr Aéhgfde an access point ("AP') 202 and
tati 20 ' [ ; tt
St ons 20t S48 0-A08 50 SR LTk pBRE oA 16 EOBREEL (O

can be ref ear'WlANdagsrdifieto the IEEE 802.11 standard, is depicted having basic service sets

(“BSS™) 206, 208, and 210. Each BSS can include an access point (“AP”) 202 and
stations 204. A station 204 is a component that can be used to connect to the WLAN,
which can be mobile, portable, stationary, and the like, and can be referred to as the
network adapter or network interface card. For instance, a station 204 can be a laptop

) computer, a personal digital assistant, and the like. In addition, a station 204 can

D support station services such as authentication, deauthentication, privacy, delivery of
data, and the like. _
[0017] Each station 204 can communicate directly with an AP 202 through an air
link, such as by sending a radio or infrared signal between WLAN transmitters and
receivers. Each AP 202 can support station services, as described abov:_:, and can
additionally support distribution services, such as association, disassociation,
distribution, integration, and the like. Accordingly, an AP 202 can communicate
with stations 204 within its BSS 206, 208, and 210, and with other APs 202 through
medium 212, called a distribution system, which forms the backbone of the WLAN.

This distribution system 212 can include both wireless and wired conmections.
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networ k adapter or network interface card. For instance, a station 204
can be a laptop conputer, a personal digital assistant, and e OUIKQUUE n
addi tion, ‘? 3%98%%1? 204 can support station services such as

aut henti cat ? authentication, privacy, delivery of dat a, and the

i ke. [0017 o ation 204 can ate di n, AP_202

t hrough an qu&ﬁ‘] ﬁ’%ﬂ% ?‘utc’g@‘ ?%@%ﬁd@f eF%%liﬁééﬁﬁ?\l‘\% aed, gach

bet ween WL AMafi¢re0TRFhidi BE autﬁadmatre@ﬁﬂnu%s%maﬁaqﬂﬂﬁﬁ Kﬁ%o@ﬁfbrﬁét%’ort station
services, as described above, and can additionally support_distribution

services, sheamss pasd@iaty 16, 208, sugido Acgpidingly, V‘Gﬂ’s‘ﬁfﬁ"@l‘}? foofig- 3, a _
| ntegrat i ONgafthddfeeldse taﬁcf:@bgjzgvgl?ﬂé gtﬁg&}%gﬁl 1%%)1 ﬁtgﬁrw]dnﬁat e wth

stations 204 wthin i'ts BSS 20 ( ot her APs 202
t hrough nedhasseckic] withbh AR 202d i[I'eStaﬁeﬂL[ﬁOQ)nstMMGamhnbfhlsé alimiged he

backbone of _th N. .This_ dist bUtIO yst .C I ncl ude bhot h

W rel ess anauﬂﬁ?\é%%@%ﬁ&eﬁ%ﬁ ?S%ar ?Xr}:l?ast gﬁn B%’}ag%gi%a%@ﬁgm Wth
ref erence t euthérisateZo andP302 didakie likee current | EEE 802. 11 standard, each
station 204 e authentic dt anda ciated wth an AP 202|n
order to é@gﬁtﬁg % fgﬁucgqué@yg e‘mEBtSS toppcAP 2% dhegisktrn 204y t h
reference t emﬁagele\?md%o ek mn% %%re%@ibﬁ 204 & avtRhfcated 3@fd . Where

station 204 is unauthenticated to and unassociated wth an AP 202. In
St at e 1( 300)nassqciptedwit the ARAD AnPtals (392) istetipe 404 eanise v ligfited pambert ypes,

such 25, {1 SEPEhKPEDA NG, R 00k Bl A0l DO B0 i
successf ul | g0Zundértlikcat es 306 to an AP 202, then station 204 can be
o ovat e L0 Bl R B R 500, 20
limted numigesh statibn DoAeaE Hexematedwsﬂateaqsmawm&wmm poats aﬁ&@nt&laieﬂ\tb

station 204 t(g assom ate with an éOéS and the |ike. 0020] If station
204 then su@® %%?%@P@W@@é&’&%é@swe% 04)s sation 2 exp@sqamifrage PSS o { hen

station 204 :ganmRRaRhANPARE0S SndFiRdr StafoksI0A Jin tHUNFT AN LiRktaRdh 284 1S
authenticated to and associated with AP 202. In State 3 (304), station

204 can use repgiyes ¢ disassegigiion nogification 310, then station 204 can be transitione to State

| 2. Furthermore, if station 204 then receives deauthentication notification 312, then
station 204 can be transitioned to State 1. Under the IEEE 802.11 standard, a station
204 can be authenticated to different APs 202 simultaneously, but can only be

associated with one AP 202 at any time.

[0021] With reference again to Fig. 2, once a station 204 is anthenticated fo and
associated with an AP 202, the station 204 can communicate with another station 204
in the WLAN. In particular, a station 204 can send a message having a source
address, a basic service set identification address (“BSSID™), and a destination
address, to its associated AP 202. The AP 202 can then distribute the message to the
station 204 specified as the destination address in the message. This destination
address can specify a station 204 in the same BSS 206, 208, or 210, or in another BSS
206, 208, or 210 that is linked to the AP 202 through dish'ibufion system 212.

[0022] Although Fig. 2 depicts an extended service set 200 having three BSSs 206,
208, and 210, each of which include three stations 204, it should be recognized that an
extended service set 290 can include any number of BSSs 206, 208, and 210, which

can include any number of stations 204.



_conmuni cate with AP 202 and other stations 204 in the WAN | f stat'i‘on'

204 receives a disassociation notification 310, then stati o 50@ Eaﬂlﬂ@e
transiti on®d'¥¢8ttate 2. Furthernore, if station 204 then rec ¢

.deaut hentication notification 312, then station 204 can be transitioned
to State 1.[{M03dptntiéreht BEEBOZEAR §031 hﬂtdaalsdd, lefatatstann 200 4arcamodige

ut henticated, to erent | t.anequs but c onl
gssom at ed quﬁndﬁ!’ ;%S%Qn ?535 Focc W%P[ﬁgg%#ﬁw?fﬁrep@q @%g% %lfé’ REt o
Fig. 2, oncg eshaldiaPERR82i13 s?aHHé}@”sttét‘?cﬁ[['ﬁﬁéaﬂtﬁHth%?? rg%@gt fpihh an AP

202, the station 204 can comunicate wth another sta in the
W.AN. In pa#(ﬁﬂ cRiohe request timtmneci0204 ntrardesenduaelmssid@dmmhmg sSEVEBBEiCe

st | mat | omideR 08 afEsT ESE Shoned G tnd B e WpobB Jiirerhen
di stribute @ﬂa%e F&ﬁéﬁ%rﬁ@dﬂd’ﬁ trafbiBld QPro%Q%esgBﬁé"é fdrfda@s B A8Sdst nation

address in the nessage. Thi s desti nat dress can specify a station
204 in the &ame 4B582?08jud2@8iowreldidnt hsidsi suchraehh&staﬁﬁﬂaeaﬁmﬁmt@@aﬂ or 210

that is |inked ot e AP 20 hr ou i stribution m 212. [0022]
Al t hough Fi paﬁ“&% PLtigh, eﬁ‘ﬁ@gﬂg‘gW? ba’%"éf"lll 2@% é ng three BSSs
206, 208, ﬁmd4 1fFstR86 0091 s M@lbri-BgkHdsn tn%a%ﬁlg%héttltﬁ%ﬁthgﬁﬂed thlob 8 Eﬁ“' d

be recogni zed that an extended service set can 1 nclude any nu
BSSs 206, 268yicafidnPAB,20@hit cin uscalme mﬁu’matien anymha nisponsefiragteaidR dmbe g0 4. 4

WO 03/085544 0 4 OCT. 200 023 .er t.he e | EEE _802.11 standard,
before a st &FiPor” eﬁ%ﬂf%’g]ﬁ%g% lfnﬁ“él ’%gigé’zﬂt%%t’é?ﬁﬁgg Y first
Cocat 65 AP 20RmoNzL sfaﬁBﬁ«‘éﬁ‘ﬁP 209 1§:é19unsécuré‘d3§&%§ﬂ Rfint, kRadife etk aesd | EEE
802. 11 standard, station 204 can transnit a probe request frame 400.

Probe requeset Have ﬁ@um@om@wresﬁ@ pregentuaeiiibogzes woeihe uhiwthatized siabon ean

service set . identi ) rted r th

i ke. Wen g\]f_sp SHo¢ L é?rﬁ(%r gﬁ%ﬂ}a&gﬁ &S a18ﬁ28% artthf‘)%?‘le rﬁta%l? ! pr obe
response fr adiesidh@B: st&ifthcemlf@ﬁi&ﬁSﬁ obﬁafr@ﬂ?roﬂr@ﬁro@@ﬂesg&@elﬂﬂle\/@"l ous el ement
fields, such as tinmestanp, beacon interval capability information,

SSI D, supporddtiopaliw theleasineeiprobavgsnanee finme 401 @mm]foxm aenepthoRzed4 i s an
AntDop! 2ee Sl 8ee FERRRRS APhol iy B B B Y TpdmBY oo 1T O™

res 0 begin

other undesirable manner.

[0025] As noted earlier, obtaining information about AP 202 in this manner is
commonly known as “war driving,” One typical practice of war driving is to use a
laptop or a similar portable device with a wireless network card and an antenna, and
literally drive around to scan for WLAN signals. |
[0026] With reference to Fig. 4, in one exemplary embodiment, a detector 404 is

configured to determine whether station 204 is an unauthorized station. More

specifically, detector 404 is configured to detect “war driving” activity from station
204.

[0027] In the present embodiment, detector 404 receives transmissions between AP
202 and station 204. Detector 404 then analyzes the transmissions from— station 204
for “war driving” activity. |
[0028] With reference to Fig. 5, an exemplary process for detecting an unauthorized
station, and more particularly an unauthorized station engaging in “war driving”
 activity is depicted. With reference to Fig. 4, in step 500 (Fig. 5), detector 404
receives probe request frames 400 sent from station 204. In step 502 (Figr3); detector
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the process. of autheticating or associating with AP 202. If station 204
is an unauthorized station and AP 202 is an unsecured acces8 llp(EiCth 2005
nmeaning that it does not have security neasures to prevent unauthorized
use, the uM2UEPErt*zed station can also associate with AP 202.

Al ternativel g if station 204 is an_ unautharized station, it _can sinply
store the i APdHRENAINZES BreptphereqyeshiBRs0 frshansteristios thet angsndicative

Addi ti onal | Y« RGirvaf®llivifl R5EPS04 @3PS ,%P“&&Wrﬁi%%%é adrida, an

unaut hori zed station of the existence of AP 202, y then be
publ i shed odetgeteti4@4ragpuevideanadert.undesi rabl e manner. [0025] As not ed

earlier, obtai,ai ' ' i hi neer i $. conmmonly
known as " Wﬁdz@\t Wfﬂn%%e%r@téd ﬁgpﬁ%%%%@gﬁﬁg%eoﬁéﬁg%e@ vﬁ%rg 85 use a
| apt op or aasuivlfii}diadeﬁdiaed.gwmrefemhmetow&g.I4,iast][@bQBi‘g. @)eapmbklreqaesﬂ and an
antenna, an i tera .drive arqung.to scan_ for N _si gn .—.[ 0026
Wth ref ere%@@‘et‘i'gslﬁf ﬁ’?"zﬂ‘?editﬂsﬁtﬁ%“%?( H%P?"‘r@mm,Iné%&gpz@lgrgﬂoll is
configured %R)Hé%cﬁ{e@f‘ffh?né’mti@@ianﬁﬁeﬂttb QBerdiifte 113t 18 HR A JIBNihBRHatithAl | ON.
More specifically, detector 404 is configured to detect "war driving"
activity fr @lﬁn@nb_gﬁslé aud poathen figldy, do step 60h(Hin &) mfles bansmaginpaiobent

det ector 404, LERRIALGS. AhaRIM AR NBARMUGERAR 2R ZARG ALY 204

a
Det ector 40 yZes e transm ssions from for "war
drivi ng" actithebtjcatip) O28Focvitioh requésds.ence to Fig. 5, an exenplary process

for detecti naut.horized. station,, and m particularly an
unaut hori z eg&é%it‘# fei‘?ﬁ‘@%?@ﬁ%glgr %r 1 QR "’fﬂ?ﬁ%ww&ﬂ% &gﬁ{wnqng ’%gﬁ‘?sct ed.
Wth referegoe, 402, didh044re 4MinbitRe, RERireMthae prébe reqlRbteEMmer 406G¢ recei ves
probe request franmes 400 sent fromstation 204. In step 502 %Fi g 'b5),

detector 5 @etermynyd fwme apesodgetsSEandonit HER i_ﬂfﬁ’ﬁ'ﬂ?@%’s‘f@ﬁ’f‘é‘t eldisad ¢ equest
et vi ty. | R0 kR Rl g probyig Bl Sl o BepiiontBluctly D g
det ect or 404tatian2f4 \dethemined & oy an, unpobordded watibn aleresgagingio “May. 6, an
exenpl ary prd%(‘:n%sgs acf:t?vri glet ecting "war driving"

[0031] With reference to Fig. 4, the exemplary processes described above for

detecting an unanthorized station and/or “war driving” activity can be performed

using software and/or hardware installed on detector 404. In one embodiment,

detector 404 is a station in a wireless local area network. Additionally, the station can

be mobile, portable, stationary, and the like. For instance, the station can be a laptop

computer, a personal digital assistant, and the like. In addition, the station can be

used by a user as a diagnostic tool, by an administrator as an administrative tool, and

the like, to assess the quality of communications in the WLAN.

[0032] One advantage of the present embodiment includes allowing detector 404 to

passively monitor the WLAN for unanthorized stations and/or “war driving”

activities. By passively monitoring the WLAN in this manner, detector 404 can

detect unauthorized stations and/or “war driving” activities in the WLAN without

burdening AP 202, consuming bandwidth, or interfering with traffic over the WLAN.

[0033] Although the present invention has been described with respect fo certain

einbodiments, examples, and applications, it will be apparent to those skilled in the art

that various modifications and changes may be made without departing from the

invention.



activity is depicted. Wth reference to Fig. 4, in step 600 (Fig. 6), a
probe request frame 400 is examined to determine if it had) & BeT digngt h
SSID. In step 602 (Fig. 6), probe request frame 400 is examned to
determine if it has only a SSID information elenent field and no ot her
fields. In step 604 (Fig. 6), after transmtting probe response frane
402, detector 404 determnes if station 204 fails to proceed with

aut henti cati on or association requests. [0030] Wth reference to Fig. 6,
in one enbodinment, if the determ ngtApMmS in steps 600, 602, and 604 are
affirmati ve, nmeaning that probe request frane 400 is determ ned to have
a zero length SSID and only SSID information elenent field and station
204 (Fi gWeglaigj | s to proceed with authentication or association
requests, then station 204 is determ ned to be an unauthorized station
and/ or epgagi L0 riving' Twity. [.0031] Wth reference.to Fig.
4, the egerrpl‘g%eﬂbordoe({ﬁ%esteé%n%gg clglﬂl}gﬁl%% os\E/éeﬁoPolP a ‘éf%?lg%st ]loﬁad AT ?J%‘gﬁlfl(hor i zed
stati on @merieing’ war driving" activity can be perforned using software
and/ or hardware installed on detector 404. In one enbodi ment, detector
404 is a station.in a wreless |ocal area network. Additionally, the
station can Beivipdel Eamgay ¢ deteator &t Hei wiseless, logal direaheetvpre wheesin thest ance,
t he stat . igital assistant, and
t he Iikeﬁﬁﬂ%ﬁgﬁaﬁﬁpgﬁ%agﬁgggyggggﬁ&%gﬁaggﬂgﬁégﬂggﬁﬂgguser as a diagnostic
tool, by an adm nistrator as an admnistrative tool, and the like, to
assess the quadtifyingfthe astpived dalricossa ipfobeheqibkARName 0GBZh iOnentably et age of
t he present enbodi nent jncludes allow ng detector 404 to  passively

moni t or SNV AN apesss awahtfh@rs MARSIPSS {ogph Frsnelarkoto assReiate)wiikhjtheyaccess
activitiﬁﬁmggwrpassively nonitoring the WLAN in this manner, detector 404
can det'ect unauthorized stations and/or "war driving" activities in the
WLAN wi t hout burdening AP 202, consum ng bandwi dth, or interfering with
traffic over dnhlgzMEAhe prdb@0BFJesAlitimo urgteitddeat phe slerttor mw @nterroine HAshebeen

described with respect to certain nbodi nents, ex l.es, and

ool | catteie tha bR i 45 e Bt Bt 568 CRTIT A FRUShe art ¢ hat
various nodifications and changes nay be made wi thout departing fromthe
I nventi of). 6 The method of claim 1 further comprising:

receiving the probe request frame at an access point; and
sending a probe response frame from the access point.

3. The method of claim 2, wherein the probe request frame has a service set
identification address (“SSID™), and wherein analyzing the probe request frame

comprises:
examining the probe request frame to determine if the length of the SSID is zero;

examining the probe request frame to determine if the probe request frame only

has a SS1D information element field; and

determining if the station that transmitted the probe request frame fails to proceed

with authentication or authorization in response to the probe response frame.



0 4 OCT 2006 CLAIMS W claim 1. A nethod of detecting an unauthorized
station in a wireless |ocal area network conprising: receivi r

at a detector in the wireless | ocal area network, wherein thépgfggiéﬁmf
transmtted over the wireless | ocal area network by a station;
identifying the received frame as a probe request frane, which is sent by
the station to an access point in the wireless local area network to
associate with the access point; and analyzing the probe request frane
recei ved at t hEhaiaetbed of cleion Hevhersin aealyzing the probe atquest framet compaisssri t t ed
the probe request franme is an unauthorized station. 2. The nethod of

claiml further conprising: receiving th robe request frane at an
access point: SHdm™ E%btjilH‘gStﬁt'%}tgﬁtér@g’EB@ﬁgge HrP%q‘??sgﬁ?‘Pﬁég LEe8E Nbi nt .
3. The nethpgieka@lvaym 2, wherein the probe request frane has a service
set identification address ("SSID'), and wherein anal yzing the probe
request frame conprises: examning the probe request frame to determ ne
if the |ehgth blic mhdodi plain 4 evhsrein detamininggf theesigicobie engagiresin 4 warre t o
determ ne ,.f the.pr request frame only has a SSID information el enent
field, anghvéggﬁﬁgﬁgﬁgnﬁ?'the station that transmtted the probe request
frame fails to proceed w th authentication or authorization in response

to the probe rgsamstg fif 8¥eprobe PeqheddFadPRS a 4ervideSselMRidAHcAon Cddaian 1,
wherein anaIY2|ng t he probe request frame conprises: determning if the

station t h&BUPDartd keegth of Bsopr obe request frame is engaging in a war
driver activity. 5. The nethod of claim4, wherein determning if the

station is eng{%t’el:rggnihg iﬁhg\’grrobe gerqluc\e/s? rfrarérll%tolrﬁgiI I;[ax 2 SMB B Ration element field;

and

determining if the station that transmitted the probe request frame fails to proceed
with authentication or authorization in response to a probe response frame sent from an

access point.

6. The method of claim !, wherein the probe request frame is received below a

network layer in an OSI model.

7. The method of claim 1, wherein the probe request frame is sent and received
according to the IEEE 802.11 standard.

8. The method of ¢laim 1, wherein the detector is a station in the wireless local area
network.
9. A method of detecting an unauthorized station in a wireless local area network

engaging in “war driver” activity, the method comprising:
receiving a frame sent from a station at a detector;

identifying the received frame as a probe request frame, which is sent by the
station to an access point in the wireless local area network to associate with the access

point; and



determning if the probe request franme has a service set identification
address ("SSID') with a length of zero; determning if the probe request
frame only has a SSID information elenent field; and determining if the
station that transmitted the probe request frame fails to pro&éegCTV\Eﬂ[}ﬁ
aut hentication or authorization in response to a probe response frane
sent froman access point. 6. The nethod of claim1, wherein the probe
request frane is received below a network layer in an OSI nodel. 7. The
met hod of claim 1, wherein the probe request frame is sent and received
accordi ng to tahdytiEEEhe8@Rbd teqtaicharedit tig: déideommtdeatdmade i€ ktai siatibn thter ei n
the detector,.is statign in the w.rele % | ocal area network. 9. A

net hod ofseﬁtet{‘eégrtogﬁbeqﬁ?‘?t%ﬁ%f%%??ﬁ%ogf@fﬁ B n a wirel ess local area
network engaging in "war driver" activity, the nmethod conprising:

recei vingia fra@ensitiiloffclamoawhbid Ma1yaie hdfbeCieqhest FIGRLLHYIiRG, t he
received frane as a probe request frarme, which is sent by the station to
an access point in the wireless local area network to associate with the
access poi nt dewndinghif4hOFTolR0RGuan filayei hag o eevipe obieidestificaton hddras at

t he det ect, £, termne.if the station that sent the probe request
frane is (a§§19ngwﬂﬁaﬁ?%aof;%egqai on. 10. The nethod of claim9, V\/ne(r:]ei n
anal yzi ng the probe request frame conprises: determning if the probe
request frame BRsnRikSF WeRoRrbqldetihd bAahhONs A 8Sthatiby Sehbhdrisd,t h a
| ength of zero; determning If the probe request frame only has a SSID
informatiasd el ement field; and determining if the station fails to
proceed with authentication or authorization in response to a probe
response fr an%e?e?rgllniggr i?%easr’}atiao%cf%ﬁss td’ Ig)lrlogéed with authentication or authorization in

response to a probe response frame sent from an access point.
11.  The method of claim 10 further comprising:

identifying the station that sent the probe request frame as an unauthorized station
if the probe request frame has a SSID length of zero, the probe request frame only has a
SSID information element frame, and the station fails to proceed with authentication or

authorization in response to a probe response frame.
12.  The method of claim 10 further comprising:

identifying the station that sent the probe request frame as engaging in “war
driver” activity if the probe request frame has a SSID length of zero, the probe request
frame only has a SSID information element frame, and the station fails to proceed with

authentication or authorization in response to a probe response frame.

13. A method of detecting an unauthorized station in a wireless local area network

engaging in “war driver” activity, the method comprising:

receiving a frame sent by a station in the wireless local area network;



11. The method of claim 10 further conprising: identifying the station
that sent the probe request frame as an unaut horized stati@ ﬁ[ &Iﬂ]g
probe request frame has a SSID | ength of zero, the probe r qug me
only has a SSID information elenent franme, and the station fails to
proceed with authentication or authorization in response to a probe
response frane. 12. The nethod of claim 1.0 further conprising:
identifying the station that sent the probe request frame as engaging in
“war driver " idantifiyinigt the irbceived framnbes negules tegiiearfeanisviaciSsl f2nt @pghd of
zero, the grobe re%uest. f.rame oq%{ ha? a SSID jnformation el enment frane,
and the SEHPT BhAn 3PS Ry in Hiecwiiclgisciacel afsr Mettark 4¢ pyRciate With f6rac%st i on i n
responsepbigi:a probe response frame. 13. A nethod of detecting an

unaut horized station in a wireless local area network engaging in "war
driver" activity, the method conprising: receiving a frane sent by a
station in theceivingl epwbt oespbnsarfeema stmvby Khe a@efs goiCh e OGirdlebenbdal yi ng
the received fra S .a probe request frame, which is sent t he

stat on (88 drUEEoui R BRfe LR e B R HiieSatnsd B AP fegiest
associ at gameidhdt he access point; receiving a probe response frame sent
by the access point in the wireless | ocal area network, wherein the
probe request frane is sent in response to the probe request frane; and
det ermi ni ng i feterrgingifobe request franme includes a service set
identification address ("SS1D') with a |length of zero, the probe request
frame only has a SSID ipformation el.e t field, and.,K t tatign that
sent the probe req szfmg? a‘[?%le?taﬁ?@et'ﬂ?agaﬁcéeﬁr“ﬁ et %Pﬁﬁ???‘ioﬂa?dﬁbeﬁs or

aut hori zat i on(¢SRIgSAMERNER of B&opr obe response frane. 14. A system of
detecting an unauthorized station in a wireless |ocal area network

conprising: a detector configured to:
the probe request frame only has a SSID information element field, and

the station that sent the probe request frame fails to proceed with

authentication or authorization in response to the probe response frame.

14, A system of detecting an unauthorized station in a wireless local area network

comprising;
a detector configured to:
receive a frame sent from a station, and

identify the received frame as a probe request frame, which is sent by the
station to an access point in the wireless local area network to associate with the

access point;

analyze the probe request frame to determine if the station is an

unauthorized station.

15.  The system of claim 14, wherein the detector is configured to:

10



receive a frame sent froma station, and identify the received frane as a
probe request frame, which is sent by the station to an ad-és@CPdiif§ in
the wireless local area network to associate with the access point;

anal yze the probe request frame to determne if the station is an

unaut hori zed station. 15. The systemof claim 14, wherein the detector is
configured to: 10 0 4 OCT 2006 analyze the probe request frane to
determne if the probe request frane has a service set identification
addr ess (" SSI Diglydehht phae rmqbesntme tofdemenine iitdal yobe rétmegir ibbee haquest

{ :n? (r)rre mta'? F%ﬁlicg %gﬁiﬁlh;?tﬁg’dgégﬁaﬁéﬁgﬁ ﬁfé&] Egsiraf g‘ﬂeglig Qt%/%‘fr’];?z n af aiSISIS Dt o proceed

wi th authentication or authorization in response to the probe response
frame. 16. Thensysthdbe feh@siichBe tWBGERIIR: R HEbECh st frgmE BRingus ed to
identify the_stati_oﬁéﬁb as g‘ih uSnaut ﬁori zedi"stlati oﬁril1 i f %11?'% 6r o%e ?equest
frame hasSH gdpmatienglemeot ficdérapd t he probe request frame only has a SSID
information elenment frame, and the station fails to proceed wth

aut hentication or ,authorization,in respqgnse to,a prqobe response frane.

17. The syst offiGmias 4 the sETopalbRnPEREAdRT: BpBRncalien of AgliPedps i

i dent i fy rdsPshss tdthk PRobedsSspBR@ARIMMY I n a war driver activity if the probe
request franme has a SSID |l ength of zero, the probe request frame only

has a SSID informati on el ement franme, and the station fails to proceed
wi t h aut Hent i ¢he stenoef eainh bd.i wheréinmhd detects poeadigureddo pdanbiéy thesptins e

frame. 18. The stem of claim 14, wherein the det.ect Fs.a.statjion in
the i r ehsuL iy ok el ot oo AR SSPIRAER e Faf BB Foc i
cont ai ni Agues TRtHenEXRAESAD! igfotagitntdemdte figak, @i thhardidiohilz®thrededd i on in
a wreless |local area network by instruction the conputer to operate as
fol | ows: “Wlcwheniigatign pr ateorzation inrgspoasedp airehs regpoasedseet or ; i denti fyi ng
the received frame as a probe request frane, which is sent by the

17.  The system of claim 15, wherein the detector is configured to identify the station

as engaging in a war driver activity if the probe request frame has a SSID length of zero,
the probe request frame only has a SSID information element frame, and the station fails

to proceed with authentication or authorization in response to a probe response frame.

18.  The system of claim 14, wherein the detector is a station in the wireless local area

network.

19. A computer-readable storage medium containing computer executable code to
detect an unauthorized station in a wireless local area network by instruction the

computer to operate as follows:
receiving a frame sent from a station at a detector;

identifying the received frame as a probe request frame, which is sent by the
station to an access point in the wireless local area network to associate with the access

point; and

analyzing the probe request frame at the detector to determine if the station is an

unauthorized station.

11



station to an access point in the wireless |local area network to

associate with the access point; and analyzing the probe re%egségérﬁﬁ
at the detector to determine if the station is an unauthori t

11 0 4 OCT 2006 20. The conputer-readabl e storage nedi um of claim 19,
wherei n anal yzi ng the probe request frame conprises: determning if the
probe request franme has a service set identification address ("SSID")
with a length of zero; determning if the probe request franme only has a

SSI D i ni(or nerteaanpueieaklatile elotkige naddding 6t SR 19, Nhdrdin bhdySh@thieGRoedi | S t O
proceed with authentication or authorization in response to a probe

r esponsEIYGLEINSEHRPYSEE M an access point. 21. The conput er - r eadabl e
storage nedi um of cl ai m 20 furt her conprising: identi fyi ng the station

as an unaut r.eq fr ID | engt h
of zero, thgc% F)elgléﬁlqngf eq ue § reﬁe&tﬁa %%ﬁfglss ay‘%%fgf)s orrltﬂra%lug% ag strent
frane, (“S&tl)’t)luéth&tleﬁgﬂonf:fem,l sto proceed wi th authentication or
authorization in response to a probe response frame. 22. The

conmput er -r eadabl e st orage medi um of cl al m 20 further conprisin

i denti fyi ng dekHamyYRg ifélrf: ebeisgesst hgme anlyhay a §P1LY eformggion glempny eld,he pr obe
request,,frame has a SSID | ength of zero, the probe request frame only
has a SSID information elenent frane, and the station fails to proceed
wi th authentication or authorization in response to a probe response
frame. 12  determining if the station fails to proceed with authentication or authorization in

response to a probe response frame sent from an access point.
21.  The computer-readable storage medium of claim 20 further comprising:

identifying the station as an unauthorized station if the probe request frame has a
SSID length of zero, the probe request frame only has a SSID information element frame,
and the station fails to proceed with authentication or authorization in response to a probe

response frame.
22.  The computer-readable storage medium of claim 20 further comprising:

identifying the station as engaging in “war driver” activity if the probe request
frame has a SSID [ength of zero, the probe request frame only has a SSID information
clement frame, and the station fails to proceed with authentication or authorization in

response to a probe response frame.
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