WO 2005/ 050971 PCTI US2004/ 037604 VI DEO TRI PW RE CROSS- REFERENCE TO RELATED
APPLI CATION This application is a continuation-in-part of co-pending U S
Patent 5 Application No. 09/972,039, filed on Cctober 9, 2001, entitl ed,

"Vi deo Tri pWRrPASS0Zhrmpnl y- assi gned, and i ncor por at ed hFHUSROM037684 er ence
inits entirety. FIELD OF THE I NVENTI ON This invention relates to

surveill ance systens. Specifically, the invention relates 10 to video-based

surveill ance systens. BAW@%@Q@W\I Inits original form a
tripwire was an -arrangenent Wre, string, or the |ike was
stretched across a path, and if soneone or sonething happened to trip over
the 15 wire or otherw sesdggll it, some response was triggered. For exanple,

such a response coul RS mNﬁgTQWEﬂAPi’MﬁéTﬁ@Nan alarm or
recording an evert:(Lka sTol=Iagn oI c.). Today,
tripwires are of {’Itghs ‘ﬁ?oru%%(g?rp e, | féﬁgﬁ%eﬂendl Gag%te Ilght (e.qg.,

| aser, in¥r aAHdlcatman' 89/B72039, ﬁlhdawn @m’cmﬁeZQﬁ)ﬂ atitted, I’Wrdgo Ei‘rlgwkes" the beam a
responselstr| nventional tripwre using a

0
li ght beami$'8 95?16% r{%l fﬂ"ra ed%?fef’ d’rePrefcele UVCE generat es a beam of

l'i ght, which |s transmtted across a path to a receiver. If the beamis
broken, then the receiver no |onger.r i j Iﬂ's results in the
triggering of some response, as d é?@gﬁ’gﬁ%&f@ﬁ” ventional tripwires are
advant ageous in t'[fh&tm\teh@c)bralﬁﬁs Bhurl@aste SRRERPSpERIfcly, R islehftineelites use. They
al so reqw re a, m of _human intervention, once they have been

install et® 8 Pﬂb?ﬁ‘f é‘fr"?ﬂr]"?“ﬁ?l\ﬁylsté@s however, have a nunber of di sadvant ages.

For exanple, they can not discrimnmnate bet ween tri ggering objects of
interest and those not of interest an _exa one may be interested in

how many people, but not do&*CIﬁ\ﬁRQUHR/\HFér@IﬁgWTIQ&\Bver ei ther a person
or a dog would t 1 a&{gidal Rrh a W iFeBvas hh abrinheft iPWRRN 8 WBle! Gring; dr the

like was stretched across a path, and if someone or something happened to trip over the

15  wire or otherwise pull it, some response was triggered. For example, such a response
could be detonating a landmine, sounding an1 alarm, or recording an event (e.g., triggering
a counter, camera, etc.). Today, tripwires are often, for example, implemented as beams
of light (e.g., laser, infrared, or visible); when someone or something breaks the beam, a
response is triggered.

20 An example of a conventional tripwire using a light beam is shown schematically
in Figure 1. A source generates a beam of light, which is transmitted across a pathto a
receiver. If the beam is broken, then the receiver no longer receives it. This resultsin the
triggering of some response, as discussed above.

Conventional tripwires are advantageous in that they are at least conceptually

25  simpleto use. They also require a minimum of human intervention, once they have been
installed. V

Conventional tripwires, however, have a number of disadvantages. For example,
they can not discriminate between triggering objects of interest and those not of interest.
As an example, one may be interested in how many people, but not dogs, walk down a

30 path; however, either a person or a dog would trigger the tripwire. It is also problematic
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WO 2005/ 050971 PCT/ US2004/ 037604 if a group of people wal k together,
resulting in a single triggering of the tripwire, rather than one for each
person. Furthernore, conventional tripwire arrangenents generally involve
the instaMeAPYROYE dedicated equi pment. For exanpl e, BOHESHEHEHE4t he
exanple of a laser 5 tripwire, a |aser source and a | aser detector nust be
installed across a path of interest. Additionally, such dedicated equi pnent
maybe di ffi gul t |y

det ect abl e. ﬁ%&‘oﬂu h&ﬁ%%allktb 3%33%# ?ISEH{M%? et\hj\?%enh%%fedslén %i? %’Irr d a high
degr ee of fﬂ@xbrtnfpmayhper@nnventl onal tripwires typically det ect if soneone
or somet hing pasﬁl?tﬁer%%ge?s&n'véﬂhoga{] M’?erl]foarr Ql?enEs fo ] nvof\j/ r%%tl on of
crossing. Furthernore hey ext end trgal 'T'Res, only,
conventi Onahnstaﬂatpmofésiuated ehuipméred Fersextroplt, knenmcmgmgm eaﬁmpissfar\marh t hey maybe

set up. ention deo rve ste re al so n use
todayl.o T ey\('}:f’l’vérle’ ﬁﬁelr\é@{%?naﬂ g‘la\‘/sﬁl{"{ee\?ﬁ{g’ SS% Fﬁ?“ﬁ rOSBQHRtEO?H‘EFﬂe nyuot her

establ i shrremﬁ&moﬁ{nlsiaachdk&caweqeip{nleﬁma@bsamcemlwm@hma/mmﬂmham the use of
one or nore video, c and the video output fromthe canera or caneras

is either r&dStgsly eEFFt glﬁte reviewor is nonitored by a human observer, or

both, Such a 3ySAcﬁi"ﬁdnﬁll}dQerﬁ&rﬂfénél'ﬂnﬁhﬁ'dﬁé% ndsafiOReS 18gedegiét SERxBAMEra | is
trai ned on the pat h. Vi deo canera enerates video signals, which are

transni t t ed CoveRtignabigAiIPH %a@qllbjﬁgte TRETe SR EmPIHRG RSHE AEOSS DI, 2. Cabl e 2
feeds org Z8n&k ré},%ﬂo%ire&lo}{ 'oPH@ésug' %Bhﬁe)‘xn&gvﬁe@&sét gxt@ndrlﬁ‘éf?élgl{tng device 4.

In contrast wth conventional tri pwres eo SUI’V [ ance systens can
differenti aﬂleGSUEﬂmerp@oﬁlh@vawdarahmma§tc(th¢eglpnmtoae\ehclotbfmmbeof i nt er est

and obj ects _ng of interest) and can differentiate the individuals within a

group of peopl® wal king together. They further provide flexibility over
tripwires, in tdiomemfonalhkleshmwﬁlaoéesydmﬂ& alseglicommonhseyodaﬁﬂhnmé,t or. Also,
because videq survei des no need to

metall 1 ur ReT e BRNE ReAOREo0) BRoED OUHT FARCETRG o Vel Co ouf for
sone dr aﬂbaelksellldaeds k;aﬁms igbrezrallp $vobie @il sé 6Rdie ofl ydodddo aafnenas; nuétei onal vi deo
surveill anc%ldgc}/ output from the camera or cameras is either recorded for later review or is
monitored by a human observer, or both. Such a system is depicted in Figure 2, where a
video camera 1 is trained on the path. Video camera 1 generates video signals, which are
transmitted over a communications medium, shown here as a cable 2. Cable 2 feeds one
20  orboth of a visual display device 3 and a recording device 4.
In contrast with conventional tripwires, video surveillance systems can
differentiate between people and animals (i.e., between objects of interest and objects not
of interest) and can differentiate the individuals within a group of people walking
together. They further provide flexibility over tripwires, in terms.of the shape of the
25  regions they can monitor. Also, because video surveillance systems are so widely used,
there is no need to install further equipment. However, video surveillance systems also
suffer some drawbacks.

Perhaps the most significant drawback of conventional video surveillance systems

is that they require a high degree of human intervention in order to extract information



is that they require a high degree of human intervention in order to extract
information -2 WD 2005/050971 PCTI US2004/ 037604 fromthe video generated.
That is, either sonmeone has to be watching the video as it is generated, or
sonmeone has¥v@ 300588098 st ored vi deo. An exanpl e of a pri ®CcTarseoniosieer based
surveillance systemcan be found in U S. Patent Nos. 6,097,429 and

6,091, 771 to Seel ey et al. (collectively referred to bel ow as 5 "Seel ey et
al."). Seel

a vide ecurit mthat i ncl udes
aki hy snapiiee e rolkethd CHHER slfer Sl 356 it EHER + 3 F oy coses some
of the pr Obgmted,rtﬁlsaﬁdadﬁghiﬂof@ie%to@ddaﬂidéﬁ and the need to detect sone
i ntrusions/intruders but .no . e differencin echni_ques and
obj ect recognltl‘%’hexﬁ’é’eﬁrﬂfaﬁ’é?a&r é‘geﬁ‘%sdéf eeli?ﬂge%f%{fiaem‘gﬁgfomq&ﬂ@er there are
many differ eﬁt@;wobas;owam&aﬁé@m 71t eeleBIChL (Bl RIvEB RO e d Y BB @N, as 10
descri bed bel ow. Anmp g nost_severe shortcom ngs of Seeley et al. is a

| ack of 3di s%ale}(%&traé )a 3?165’ﬁdlmlscﬂéﬁ‘é@ttpéﬁldﬁ?ﬁfc‘i‘fg&% Py thefrincydes BRE or med.  What

i's di scl oseghabdholsK@SE an AHrB&Sn is%etbd@edcg@éléyaéfal mrmtsom@o%@ﬁx%%ﬁy in regard
to the present invention. Another exanpl'e of a video- and ot her-sensor-based

survei | | ancElaiyg todplse alarmsiand the sesd 19 detegt symeprirusions/ngudersbig get ofB3. and
5,801, 943 t g, Nagi '?Béfegmﬁé?t%ﬂnﬁﬁ&é a\ﬂ@l)l%ﬂech%{a mdech;fqnésqw%é& nRSapaRSbUr 9”) -

Nasburg deal s with the tracking o I'cles us tiple sensors,
i ncl udi ng viflesvedhere ars many-differences hehwest Sedwed@weﬂ@peds%mw@hm@ es to be

{racked, o angedigat96d. QnSHREUSNEL: BEHEGHANG SO Miual el cl es. While

Nasbur g does nention the of a vi W e hef e
di scl osure é.lscld)surehsw}S)W(Ihteationianﬂa@cdgnlltlplmreperfomled Nﬂaexsﬂmleﬁbdld‘ﬂmdour g further
differs fromthep |nvent|o S focu ed 20 exclusively on

151 rr?saepto t1 rsen{| mr cft e rls t mve o
detecting afg St BERITR O SRt RSt 8?‘% &p?ﬁ%’bgélnt i nvention, as
di scl osed and cIAatoﬂEd emhmpfas'mo ned dtienadndordatedcdurveilandebdybterariy novi ng

obj ect s, ggldrg)lkea %1 | e n-ri idglkeag SUMVARY
OF THE | N\/E e U5 PAFIENP D 10 35‘2‘905@%93 RSP 5 h%&v“éﬁtﬁ Sg‘gus to have a
survei | hance tseyosnt TN BRrg”) C Wakjufedeals REthaARY Rdtk g @S verliclés ismp fi@gplav t h t hose of
vi deo surveillance systens, and this is_ a goal of the present invention.

sensors, including video sensors. “Fingerprints” are déveloped for vehicles to be tracked

and are used to subsequently detect the individual vehicles. While Nasburg does mention

the concept of a video tripwire, there is no disclosure as to how such a video tripwire is

implemented. Nasburg further differs from the present invention in that it is focused

20 exclusively on detecting and tracking vehicles. In contrast, the present invention, as

disclosed and claimed below, is aimed toward detecting arbitrary moving objects, both

rigid (like a vehicle) and non-rigid (like a human).

SUMMARY OF THE INVENTION
25 In view of the above, it would be advantageous to have a surveillance system that
combines the advantages of tripwires with those of video surveillance systems, and this is
a goal of the present invention.
The present invention implements a video tripwire system, in which a virtual
tripwire, of arbitrary shape, is placed in digital video using computer-based video

30 processing techniques. The virtual tripwire is then monitored, again using computer-
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The present invention inplenments a video tripwire system in which a virtual
tripwwre, of arbitrary shape, is placed in digital video using
conput er - based video 30 processing techniques. The virtual tripwire is then
moni t or ed, YEHOH0WETIng conputer- -3 WO 2005/ 050971 PCT/ BSZAB20008¥76®4 based
vi deo processing techniques. As a result of the nonitoring, statistics may
be compiled, intrusions detected, events recorded, responses triggered,

etc. For exih el oS SIBRMIIEN s Aleb N ARG AN, hBGicEhGbe OF @ Person
crossing a vir uar rrpwre 1 n one Irection nmay trigger e’ capture of a
snapshot of cerhgited pgrusions deteoted,feumtsrreco'rdzté,n’esipb@seﬂti'gmd, et& Fohexamplegmt | ve system

may be inpl enented usi exi sti vi de@ equi pnent in.conjunction with
Computer oqpmRrmeRot e e e G0 o D BR ety BERRIEF ™ ext ensi ve
i nstal Itat i oﬂitrehmtiommj ﬂri@gdrrﬂg cemmie?freﬂfapshghﬁlﬂiany@sémj quemaryvtﬁfﬁ_emfwbef tenrbodi ed,
in part, _in the form of a conputer-readabl e pedi um contai ni ng software

i npl enenti ng vaﬁledﬁvseng‘fee?@e’ﬂ aé%ﬁ E)‘Fﬁ‘é‘g%er‘ildis}?é eREHot ,e°c?ﬂ“’8§1g13 Ronput er
system whi cénjifRion With Yek@pwer chQipfeAfd Ul @fusat ! ddvarfiape Oftnon eeqbikigh Sof t war e.
The inventive systenhrray EIIFSQ bhe used in_conjunction with |rrggg| ng devi ces
ot her t hanSEEHEMSEEHIQR oy PeRaigring sIE PRt JheiB AN LY G R NG RPePBAdEedor i nfrar ed

caneras. One QEPRAhIBAN of conlpBtel-RYGBIe AP RSoRwitE iBNEni@hg | MPI ement i ng
a video tripwire system conprising steps of: installing a sensing device

(whi ch may B#ioys ¢pr§eba comsnoadipg methed, ox 4s@compiter syam, #@ich nay inshide goes not

al ready 1 6Xi g5mpfthbRbAL R0uthBSuBehRlAg device; establishing a boundary as a
virtual tripwre; and g’gat herrng data. Further objectives and advantages w ||

become appar ent Thednvertiveoystaminayalsobnussf in conjenaen with ipegingdevitesnfliengs, and
exanpl es. 2@, DEELNIT (Wl? l; m% [We) LOYaREd L foll ow ng
definitions gr e a‘tlppﬂ #%:a e l‘tq-‘hr 0 3{?%3;%‘9@‘2%; %gtfljﬁd?ng a ovg) QEA "conputer”
refers to any appereatbodimehiat the swverpabdmprists aughptiprigpkmsttmgetvideed | nput
processi ng .structured. i nput accaorgi t i.hed | es,..and produci ng
D resul o STRes dtR il s B FRRMRE EsdifP AERE PSR 1C) D e
conput ens acamera or other such device), if one does not already exist; calibrating the sensing device;

establishing a boundary as a virtual tripwire; and gathering data.

Further objectives and advantages will become apparent from a consideration of

the description, drawings, and examples.

20 DEFINITIONS
In describing the invention, the following definitions are applicable throughout
(including above).
A “computer” refers to any apparatus that is capable of accepting a structured
input, processing the structured input according to prescribed rules, and producing
25  results of the processing as output. Examples of a computer include a computer; a
general-purpose computer; a supercomputer; a mainframe; a super mini-computer; a
mini-computer; a workstation; a microcomputer; a server; an interactive television; a
hybrid combination of a computer and an interactive television; and application~
specific hardware to emulate a computer and/or software. A computer can have a

30 single processor or multiple processors, which can operate in parallel and/or not in
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gener al - purpose conputer; a superconputer; a mainfranme;, a super
mni-conputer; a mni-conputer; a workstation; a mcroconputer; a server;
an interactive television; a hybrid conbination of a conputer and an

i nteracti v&vQ 2FWKLIlon; and application- specific hardwac®usmoemib@t e a
conput er and/or software. A conputer can have a 30 single processor or

mul tiple processors, which can operate in parallel and/or not in -4 WO

2005/ 05097 S2004/ 03760 rallel. A conputer also refers to two or
Tor e conpu R MRS EHE PV P SORBRROP BT oS [HRBHA] ng. or
recei ving imtvesrki reniiihyeeteeiiig ifHMibebaweeithe RipitRIse AQf such a conputer
i ncludes a distriputed co ute syst.em for processin information via

! g

conput ers | FAREEG Obclya FRIBRREF e “ge 0 GISTARRAG COMPY I SHSIHR IT RENSFSSHE refers to any

st orage devVihfoematde diafcom gg@nlmbﬁ%ta,og(cces& ble by a conputer. Exanpl es of
a conput er -readabl e rredl um i ncl ud magnetic hard di sk a floppy disk; an

optical i sk, Iﬁkéoﬁp‘@&rmlﬁjfne@“ E?fer%to%ﬁ%ﬁ@"lf%lb@ fo siegA®ry chip; and a

carrier \Navcﬁta%&@mslew@w%u&?%ﬂes %@@&aﬁh@r-re%a%retlﬁéamn?m@ﬁa@a such as those
used in transmtting and receiving e-mail or in accessing 10 a network.

" Sof t war e" Thegnetichardlisk: @ enpylslesl; amdptien! disk, blses GPRMepaPYee. Exanpl es of
sof tware ing m%{%?c tg;%f % }%k@r;y ﬁbﬁld%ecgr%maﬁze uéela‘?!#g vrgtcbrgﬂﬁer-r%mw er prograns,

and progra uter systen a system having a
conput er, viestreni¢ méa Bechee tosrt wed indrpimities awl reivingteemail erdu asesingedi um
enbodyi ng sofiware to operate the conputer. A "network” refers to a nunber
of corrputers and ‘associ ated devices that are connected by comruni cation
facilities. A nésmwake”ncfvnsIto/mscpbafdrralnemtopmmlemnﬂmsExzsmmés ofis cabl es or

tenporary connect i s ch as. t hose nmade throu t el ephone _or 20 ot her
conmuni catlé)ﬁw Pl Zu E%EV O L S TS 'tﬁtgrpé At éll’ér)\et such as the

| nt er net; ap&ogrmhmemle‘gm a I ocal area network (LAN); a w de area network
(W and a O A A0 L Kt aig & Sormbiar Wi\ @nd an intranet.
15  computer comprises a computer-readable medium embodying software to operate the
computer.
A “network” refers to a number of computers and associated devices that are
connected by communication facilities. A network involves permanent connections
such as cables or temporary connections such as those made through telephone or
20  other communication links. Examples of a network include an internet, such as the
Internet; an intranet; a local area network (LAN); a wide area network (WAN); and a
combination of networks, such as an internet and an intranet.
“Video” refers to motion pictures represented in analog and/or digital form.
Examples of video include television, movies, image sequences from a camera or
25  other observer, and computer-generated image sequences. These can be obtained
from, for example, a live feed, a storage device, an IEEE 1394-based interface, a video
digitizer, a computer graphics engine, or a network connection.
“Video processing” refers to any manipulation of video, including, for
example, compression and editing.

30 A “frame” refers to a particular image or other discrete unit within a video.
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"Video" refers to notion pictures represented in analog and/or digital form
Exanpl es of video include television, novies, inmage sequences froma canera
or 25 other observer, and conputer-generated i nage sequences. These can be
obt ai ned f MMOFH9dxanmpl e, a |ive feed, a storage devi BET/U§04/§37604
1394-based interface, a video digitizer, a conputer graphics engine, or a
networ k connection. "Video processing” refers to any mani pul ati on of video,
i ncluding, for exanple, conpression and editing. 30 A "frame" refers to a
particul ar i mge or other discrete unit within a video. -5 WO 2005/050971
PCT/ US2004/ 037604 BRI EF DBBIRF PESORISFIONDFIOFAEDRAVINGS|I nvention is better

under stood by reading the.f.oll own tailed.d ri.ptior ith.reference to
t he acconpanyi ngaﬂfﬁgflétéo,n 5 bﬁ{t%ngeﬁg?cf g r?agﬁnéFhéegﬁgowﬁ%?agﬂggf%fpg?n to like 5
el ement s t hr elilgetakince @itk accomphinyity fightes) ik whidh 16k GafErerie piithéhls Rfet tollikd pWi r e
system Figure 2 shows a prjor art video surveillance system Figure 3 shows
a vi deo t?ipﬂFF@m%ggP@HWBE%%Pamﬁb'to an enbodi nent of the invention; 10
Figure 4 shows a kﬂ%&@gbﬁﬁmg&m@ﬂuﬂgagﬁinent of an anal ysis system
according to an enbodi nent of the_ invention; Figure 5 shows a fl owchart

depi cting a met hddBUEEHIUS AGrrG aifor Asbularen S8 s t he invention; Figure 6
shows a fl owchar tpigens Ghéwida dbd Tiplvire WRAM IRBIdIR 1ot MenfRbinkh@df R Step 15
shown in Figure 5; Figure 7 shows a flowhart depicting a second enbodi nent
of Fhe_calibﬁ%fmﬁﬁ step shown in Figure 5; Figure 8 shows a flowchart

depi ctingga thirdignbadingR0t w¥ck! il B AhnbRImS{teR anSHANES isids] gure 5; 20
Figure 9 illustrates an exenplary enboglnent of the histogranm ng step shown
in according to an embodiment of the invention;

Figure 5 shows a flowchart depicting a method according to an embodiment of the
invention;
Figure 6 shows a flowchart depicting a first embodiment of the calibration step
15  shown in Figure 5;
Figure 7 shows a flowchart depicting a second embodiment of the calibration step
shown in Figure S;
Figure 8 shows a flowchart depicting a third embodiment of the calibration step
shown in Figure 5;
20 Figure 9 illustrates an exemplary embodiment of the histogramming step shown in
Figure 8;
Figure 10 shows a flowchart depicting an exemplary embodiment of the
segmenting step shown in Figures 7 and 8;
Figure 11 shows a flowchart depicting an exemplary embodiment of a step of
25  detecting a tripwire crossing;
Figures 12 and 13 show “screen shots” depicting exemplary embodiments of
reporting formats; and

Figure 14 shows a flowchart depicting an exemplary application of the invention.



Figure 8; Figure 10 shows a flowchart depicting an exenplary enbodi nent of
the segnenting step shown in Figures 7 and 8; Figure 11 shows a flowchart
depicting an exenplary enbodi nent of a step of 25 detecting a tripwire
crossi ng; Wogoese#s09T2 and 13 show "screen shots” depi ct i FCE/aseemp3za0y

enbodi nents of reporting formats; and Figure 14 shows a flowhart depicting
an exenpl ary application of the invention. -6 W 2005/050971

PCT/ US2004/ 037604 DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS I n
describing preferred enbodi nents of the present invention illustrated in the

drawi ngs, specifi OREAMERDESYRIFTIONOSGHE PREFERREDINABODISMIENTS Y. However,
the 5 invention_is ngt intended tg be limted to the S}S']GCIfIC t er m nol ogy

so selected. It fsdesepipng Uﬁ@%‘?dsecn&ﬁ?émteﬁtét‘)f@5(PFPS%E’(YFWOE1 sg#ehin thenc| udes al |

techni cal eq&th»vlagseelse%lﬁchaﬁnm@gga% eenip'[by@d for 1t LRE OFRIAG, HOwSARLUD! ish a
simlar purpose. reference cited here is incorporated by reference as

i f each wer emmawws mramtprjﬁeilmalp@tp@toé@ sheciffceterarinoings so Rlpctefelt ft e, t he
enbodi ment s &Hd@&ﬂd?&ﬁ&l D& BV R FernBiREReL Y féaﬁl&msegﬁl@alelﬂ% B BBt Q of

det ection of peop However, the 1nvention iIs erstood as being
limted to illhéardle@@elt |t%ﬁ0®mpbébplmllmme cdiech gefprenteheitedi ke ist ri pwi re

systemin th S s) et ect objects of
all sorts, aﬁlf Eé?t?e o ?%%ﬁf%ﬁ?ﬁeu&g% Hﬁ &{Yallﬁﬁg ogo(fré{és r&fgreg ani mal s, pl ant
grom h (e.g., a $ydheenvchbd emi:@tlmmh's dmhesedlbbloware gbnmaélytdacmssednm feeniges) ,

falling ]C.)(?J ecfldetec(tlo oal ever hlat Et & to 1§ r m?ed an is 15

dr opped T ht 0”& AP BRHEoR R % 8%%'?’8?618 f ? BPCY system t hat
det ect s whenthadetdtticn cﬂpeoﬁlasomné ﬂmmtaﬁ_/dthavﬁai t|r1pWé dybtemm the emb&lrﬁhm/vs an

overvi ew of an of a, vi re system in ure 2,

sensi ng devi %Cufrq)gqf’?’a‘iaﬂé’& R lt%getfféth] gfﬁd’fﬁgr? ?sataé’énaéeui“pﬁ‘f‘nlglfngnal s.
Sensing devEgeplks {mmd@eehacles; £Her0alS; PIBT @owtB Se.£l] S5g8i6n @dt dolectOiHRLRES ON Wi th
Figure 2; however, y al so be any other type of sensing device that

generates a Wpgte 8’11{1 9ggeﬁtfgwag obJ?c(gsr(e g., a system that detects when a recyclable can is

15  dropped into a garbage chute), and microscopic entities (e.g., a system that detects when a
microbe has permeated a cell wall).

Figure 3 shows an overview of an embodiment of a video tripwire system. Asin

Figure 2, sensing device 1 is trained on the path and generates output signals. Sensing

device 1 may be a video camera, as discussed in connection with Figure 2; however, it

20 may also be any other type of sensing device that generates a video-type output, for

example, a heat-based, sound-based (e.g., sonogram) or infrared-based device. The

output of sensing device 1 is transmitted over communication medium 2.

Communication medium 2 may be a cable, for example; however, it may also be any

other communication medium, for example, RF, a network (e.g., the Internet), or light-

25  wave. If communication over communication medium 2 requires modulation, coding,

compression, or other communication-related signal processing, means for performing

such signal processing are provided either as part of sensing device 1 or as a separate

means coupled to sensing device 1 (not shown). Communication medium 2 carries the

output signals from sensing device 1 to analysis system 5. Analysis system 5 receives

30 input from and sends output to a user interface 6. User interface 6 may include, for
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exanpl e, a heat-based, sound-based (e.g., sonogram or infrared-based
device. The output of sensing device | is transmtted over conmunication
medi um 2.  Conmuni cation nmedium 2 may be a cable, for exanple; however, it
may al so bWOoRes05¢xTher cormmuni cati on nmedi um for exanpl RCT/BIR0042037@% wor k
(e.g., the Internet), or light 25 wave. |If communication over comunication
medi um 2 requires nodul ation, coding, conpression, or other

comuni cation-rel at ed.si gnal pr ) nmeans for performn such si gnal
processi ng até" Bllﬁoav‘f‘%tﬁr gﬂoﬁﬁelpa%’ Hir %B‘fhs§r€ﬁ‘§iaﬁ’§" Ep%oéléﬂnp uB8t 3 separat e

means coupl edbvices. IBiGUSE itlertice s, aluse(rmibleS@QWﬁl)ie inP@ETOLRE SekinOiRclnEsd um 2
carries the: output  si nals frcim sensi ng device 1 to anal yS| s system 5.

Anal ysi s syste¥ eq'eéé%l Rjalizg fin cIpatigi R AHPeL BiRFEe ot Wil berdsseabt e r
interface 6.pdésBhand t@tpﬂfvicg@&n&aﬁﬂaxbahﬁ%mﬁemﬁomser m?erfwa 62%%951@@&1

PCT/ US20041037604 exanple, a nonjitor, nouse, eyboard, a touch screen,
a printer> ot PR ofhspilertiBg deyice: ltﬂléi(/f“été@ lnqmer?gbﬁgfémthttemeaﬁsef% a user is

abl e o provififenicRitilshy bilelrBBo Maikech bl Bferat DRSS dieRERduER 11 tial ize

(including creatin virt tripwre, be described bel ow) and to

provi de conmesfainter C%‘aﬂkﬂéﬁogew@vmﬂuéeamsﬁw derwtcehkeem@ru@nna@evabé@ i nclude 5

an al arm or ﬁ‘F}QQ alerting device; it may further include or be connected to

means for i enenting any other response to a triggering event, for

exanpl e, as di scugslyls ayptowe> peifigms analyssrifsis endudmg hecess@p pypeessingld y i ncl ude a
sis systemb5

di spl ay Vi | ik Ltori eyl e e 2.. Anal

per for nsg(gna éelmsenfthe Vlﬂeo % gdg‘rﬁg ngé%?ggﬁ}laiﬁg%%tsﬂsni Snlé S?% 14 fe?/rpl enent the
video tripwi aleml Mlg&d&ﬂoﬂigﬁiemsh@ﬁs apdiplisypdten SyaipRItdommualtandh mediver € - det ai |
in Figure 4. ure IS .syste pupl ed to.conmmuni.cati on

od U 5 ari IS S RS Br oo SR o f R ERUTHGYI B B gure 4,

anal ysi s sys;hem5oﬂn§ns1@1ﬁwve@czmpcrdr@uuagsys@ﬁ;emaﬁd %mo@OWURafelvsxyslt em 52, and
menory 53. Receiver receives th E out put signal s of sensi n? device 1 from

communi cat i offCHESi ll?rﬂ“‘iput jignafsypd sopsing eyies) | drommcaspnnisstioh e W &d I tBhc oded,

etc., regcei Vﬁénaﬁllamﬁﬁinﬂ&lm&ﬁ@&o&éaret@erEJeWefTSlr&ntadﬁméﬁiwf&tﬂe%muﬁéewdl ng,
etc. Furthernore, if the signals received fromconmunication nedium?2 are

in anal og f ofewodplatien despding, eion Frrihgmrorerifahesignals reseileAdFQm pRIERECERR| 0g

medium 2 are in analog form, receiver 51 includes means for converting the analog

signals into digital signals suitable for processiné by computer system 52. Receiver 51

may be implemented as a separate block, as shown, or it may be integrated into computer

20  system 52, in an alternative embodiment. Also, if it is not necessary to perform any

signal processing prior to sending the signals from communication medium 2 to computer
system 52, receiver 51 may be omitted entirely.

Computer system 52 is provided with memory 53, which may be external to, as

shown, or incorporated into computer system 52, or a combination of both. Memory 53

25 includes all memory resources required by analysis system 52 and may also include one

or more recording devices for storing signals received from communication medium 2.

In a further embodiment of the invention, sensing device 1 may be implemented

in the form of more than one sensing device monitoring the same location. In this case,

the data output by each sensing device may be integrated prior to transmitting data over
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signals into digital signals suitable for processing by conputer system 52.
Receiver 51 may be inplenented as a separate bl ock, as shown, or it nay be
integrated into conputer 20 system 52, in an alternative enbodi nent. Al so,
if it is NEO2BE8YIary to performany signal processi mETFS2004/088065endi ng
the signals from conmunication nmedium 2 to conputer system 52, receiver 51
may be omtted entirely. Conputer system52 is provided wth rrem)ry 53,

whi ch nmay be external to, a hown, jncar rated i to CO system
52, or a conBiMaM SWWGW%PI??&?BWS%“ %S‘ng Vﬂfd%@a ar‘?é’ﬁ’{’)gg r esour ces
required by maigdiySisemIy-al asltvdthande.may al so include one or nore recording
devi ces for st oriﬁrpg signal s recei ved from comuni cati on medium?2. 1In a

further enbodi meM Y firiter smbodimeptn thednyration, sasips 8eVice Laay BEPHSFA enented in

the form of wm@iber &ﬂb’éﬁhu@&vﬁ@lﬁbzﬁﬁnﬁ?&ﬁeﬁnﬂm&%&r dnﬂgeﬂdhm% the®atd RGAt i on. I n
this case, the data output by each sensing device ma%@ e int egrat ed prior

to transr t tSHEF el w@fﬁ Iy thipwep a5 igisoystam perheused

comuni cat i ofuEpdi# 2, or the outputs of all sensing devices nay be
transmtted to analysis system5 and dealt with there. In yet a further
enbodi ment of t hdhp pipsessesasriomned diviibe ermogentsi shopy i Sigres Seand 4 Wilhber of

sensi ng_devi Gesn mk ofhnG Hl bISIRLkihOSaLI M AN SRRN0 their data to a

5 single analysis syst way, a single systemcan be used for
survei |l | ance of Figurety spbw,s @lowsleWﬂhwclprtomsmbgdupenbﬁhm@nmgprmdﬂwdconrponent S

shown i n (J: ! g'f‘ﬁ: z} s%ns%n dnge{ 1 1¥¥'s 11%?tl%g%1 1rq?a].llgd %%g mpd? b%}fngmedg OVG%I\}X %lselsoWI ng

di scussion o ew Tl owchart of
an enbodi nentoweferf doch semmgﬂema niaytahexdy ex1§tOFd>rfexan1ﬂe;mmstrtgnkbakeacdg ude has not yet

been installe e |nstalled 71, ver, such
sensi ng devi 6&60 Wﬂfﬁt\q % BxXP Lo B Ibex%#p’lngal?%”ﬁ‘g dg%ﬁ?ger%ﬁ B4y use
vi deo sur ve| ﬁrbiaﬁanenﬂays&ﬁr&ﬂ&,ft}ﬁ@ystdﬂeﬂﬁ séring de i@ o deolcesmi%ﬁx&taluemwa deo

camer as. refer t of the system fhe sen device (or
devi ces) |s ‘?erﬁéafla}%dfdgglyag et ‘@ﬁ’aﬂﬁ%ﬁbr%‘e“ﬁa%h% Py uP it e Whagfnt al | ed wi t h
"nat ur al {'s ordo@Réphdiftouib irthe redPwdrll).t he i mages 15 corresponding to up in the

real wor I d) o

Once sensing device 1 has been installed, it is necessary to calibrate it with
analysis system 5. System calibration may be performed, generally speaking, by either
explicit calibration, in which the system is told (or automatically determines) the
necessary calibration parameters of sensing device 1, or by implicit calibration, in which
20  the systemis told (or automatically determines) the size of an object of interest at various
locations in the field-of-view of sensing device 1. The purpose of calibration is to
provide scale information, i.e., so that the system knows what the size of a person or
other object of interest should be in different image areas. This information is especially
important for the data analysis step 74. Calibration may be performed in one of, orina
25 combination of two or more of, three ways: manual numeric calibration, aided
segmentation calibration, and fully automatic calibration. Flowcharts of embodiments of

these methods are shown in Figures 6, 7, and 8, respectively.
Figure 6 shows a flowchart of an embodiment of the manual calibration method,
which involves explicit calibration, as discussed above. A user enters parameters 721,

30 via user interface 6, relating to sensing device 1. These parameters may include, for
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Once sensing device 1 has been installed, it is necessary to calibrate it
with analysis systemb5. Systemcalibration maybe perfornmed, generally
speaking, by either explicit calibration, in which the systemis told (or
aut omat i caMQ2¥ ¥ nes) the necessary calibration paPSHEPELYIFMsensi ng
device 1, or by inplicit calibration, in which 20 the systemis told (or
automatically determ nes) the size of an object of interest at various
locations i nefhend tRhiGen@ihol ieBWn@deviRE DShd1RigHEN tdhbingldevitl € srbH R @REnDf
calibration is to provide scale information, i.e., so that the system knows
what the si zeéndthe angpef sappingflevicgl eth resppas tortheggroyngds The @alysisrsgtierd S Bgn i n
different i { S 17h4. i ! i - t,.for the
dat a anal ysrg&%{ag%%%ﬁél fgga%%gﬂgé’iqg{rz% fgbﬂeléseré#&gﬁdn}g%b%ﬁrﬁn IJS%Q%%,&BOOF in a 25
conbi nat i on ofherokgectof interest omdn actubirvédsofiraps : Thewisued feedhankisipreseddditpthat i on, ai ded
segnent at i.on | J ion I u ] |} i arts of
cmbodi mones. af Rt 6508 Ll Bk PRk SR AR AL Wy, (i gAR

respecti vel y thefpegonr & ofhes blgews ofinfetestivelativetto o suamumdirge)ghivhie helpsto vérey manual
calibration Eﬁtﬁ’gdhrb vghi clshci nvtol es_expl i(gi 1. CR iebr ataira%né 23 glllissal ussed
above. A user2bHFSPOHRPANRYESy Truser By Grides i & PRPEF LTS ¥ ating to
sensi ng devi deddack Ehesptalflasdnthé parandi@yndedolbel stfysted 023, Ifidis WoeRMHhe 50971

PCT/ US2004/ 037604. ex | e, f.ocal |ength of sensing_.device 1, e hei ght of
Censi ng._devi SBSS i3 BIER Tt be P e B EosP M SR PHG aeEe 1wt
respect to the granrehbodientadTahy sidsd Sepaletitidn dalibratior)RRMbA! ©Ecl uspal feedback
722; for exanple system may,sugeri npose a person_ qQr _other object of

e, the .
interest on é!ﬂpl§81°%}g’lrat\9p eRelgnay2lshinvolyp af spstsome degtsa atspiict clitypticadisted to the 5

user at user peiglgldsB6en B Fighter. \th Sitmbb&igdRarierdh QYIkE RS scihcdtier bjE@r mat i on
(e.g., the size of the person or other object of interest relative to its

sur r oundi ngs Pf inigese pnayes; e fubsegaent fdjscussign twill peferctel 3 persdn byt sheuldderect. The

user then deghglesdilo NGuAPREHLANCS ot HEoRURb ink RAIRRI ins nageept abl e or
if the paraneters need to be adjusted 723. If it is acceptable, the process

is finishéd; obyipepfitestng deise h(PewEd A).obipsIs rerrble te sestant tp defermipevhpar anet er s

Usos impli crteesy Vs e Bt in RARANLAL L AR Gy LA BRGHE "o
explicit cal ishousittedire dhlygeovidgebipein theSieldlobview dwingithgierlébration] hha dystem enbodi nent ,
a person wal Iﬁicén geogrmeﬁtg 0%t tl?etnrlloevringop%isgr? I722A. The sizes of the person in different regions
of the image are then used to calibrate (i.e., to determine the parameters as discussed
20  above) 723A. Visual feedback is provided 724 A, as in manual calibration, and the user
then assesses whether or not the appearance of the image is acceptable 725A. Ifnot, then
the user may adjust the parameters 726 A, or, alternatively, the calibration may be entirely
redone, with the process looping up to Step 721A (dashed arrow). Which of these options
is taken may be made user selectable. If the appearance is acceptable, on the other hand,
25  then the process is complete.
An embodiment of the fully automatic calibration method, which involves
implicit calibration, is shown in Figure 8. First, information (video information is shown
in Figure 8) is gathered by sensing device 1 over an extended period of time, say several

hours to a few days 721B. After data has been gathered, objects are then segmented out
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of interest noves; the subsequent discussion will refer to a person but
shoul d be understood to be equally applicable to other types of objects of
interest) through the field 15 of view of sensing device 1 (Step 721 A).
This is toVeAIFBSPHe systemto determ ne the expectedPSTAS269#/037604aver age
person in different areas of the imge. The person wal king should be the
only noving object in the field of view during the calibration. The system

t hen segnents out, th Vi erson, 722A. T i zes. of the person in
i rerent e oty EeRRS Sl for e o Pt §FAER | 0

det er m ne t hecgpms afivhé Biage A23Bdi Dxetaiis s£iHis 2Bp ab durther iNEQAtedVh Bigade 9f eedback i s
provi ded 724A, as..in ual .calibratian, d the.user  then assesses whet her
or not the appearsFéﬁ‘ggrgg?’OWﬁénsg’ﬁE&ém??s S‘&%Z@Sﬂ[ %Fogh#ﬁﬁ? WTﬁ?Po?r?cef%en t he
use[) may adj :dﬁﬁouglh’ge ﬁtﬁ}éﬁt[&ﬁtiﬁﬁcﬁ rl\iﬁﬂ@cﬂto tBik prolaésﬁ.eﬁxl’siéﬂ MQIieYsyst&hﬁetSr@iixilebE gti (r)]nd
maybe entirely regdone, wth the process | ooping up to Step 721A (dashe
arrow). Wi ph%&lle?thgg@ebeﬁﬁ%hﬁwfeglgnﬁlavé’é‘ﬁh#&v%Oﬂﬁa@%gélnggl?@&tab! e. If the
appear ance i $ra@CobRplk adtably. A8 feh\ft, PSRN can R FXabRENithNEhREIERS 1S

conpl ete. An enbodinment of the fully automatic calibration nmethod, which

i nvol ves i mpleiuesds MRP pBbetiment of theinkensig these 3¢ Bia ey gbieets Matare sigredr mat i on
(video inforgR§EOn the s%l%ﬁl}’\d},es, ddly fik Qéﬁ{aﬁlif?g)inia?e &gigﬁbez{nﬁ%% B&sGrdevi ce 1

over an extended period of tine, say severa urs to a few days 721B.
After data habieedstectsdihbipsedesiens) As indicale@intSiepr?, sndprehavaringigure 8, thg WO
2005/ 050931 P 4 : ATk TRV gode. o r; t hen
gener at eg fors}gﬁuﬂgﬁ%ggf{)tg%&%géae%ttgd?tn vae%ﬁﬁ%%grz reﬁioghgérgcgll?ﬁ%h% %rglge 723B.
Det ai | s of t Iof the ghage 7a4R This inf@maiidnl is dten ased do ¢atibfaiegthe sys@m RSBuThis 9 shows
hi st ograni m ng, st 72 e i as..a, two- s oc , although the
invention is l%g{sprﬁ%?ﬁ T%ﬁj etlrgligltg Frggdpsrlrg%agl sf(\.)l\a?pnhg? e‘g%ig,“%ff\e system det er m nes
5 "insalient" i ndaQe stepef ddiamiringthe avergé G7ef b pergdii ia hn inkgpe eegin §24Ri® many
conf usi ng obj ect o.track.objects reliably. a result. only objects that
con be 1 kBt oH A SRk SR P R ieu e A bR RN ot 1 he
inventions thedeggad & 4 fieeromiyn. ODjeafiber dfdkbtcitifativhOfic@ded fol NmSingpfu2, t he
system uses only the renai ni.ng i mage_regi ong and forns histograns of

obj ects dete Sg’érapﬁn?y%sdéte%@%cfﬂ?.‘mﬁgy qnﬁmagaﬁpgag,ifq{ eﬁ"é‘ﬂe’?fl#ﬁﬁﬁlo‘é{’é shown in
Figure 8, thend@psyrstemylthenicHaRSifWIR Wil B BFosdE FbOsudeiplond, peukt e aver age

size of a person jn _each region_. . _ L.
detected in the histograms. The highest peak in each image region, i.e., the most frequent

occurrence, is assumed to be a single person. If this information is determined, then
20  calibration is successfully carried out 725B, and the system is able to signal its readiness
for actual operation.

The process of Figure 8 is typically carried out without human intervention.

 However, it is possible for a user to provide time windows during which most objects are

expected to be individual persons, to reduce the problem of trying to differentiate groups

25  of people. Such time windows may be imposed either in the step of obtaining
information 721B or in further processing steps.

Each of the automated calibration methods (aided and fully automatic) requires

the segmentation of images into foreground objects and background (see steps 722A and

722B in Figures 7 and 8, respectively). An embodiment of this process is illustrated in
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of the image 724B. This information is then used to calibrate the system
725B. This latter process nmay be inplenented simlarly to step 723A of
Figure 7. The step of determ ning the average size of a person in an inage
regi on 724BV9 3905@%PHi ed out only if a sufficient number PET/USRI0EI7804 o resul t
in a neaningful determnation 15 are logged in a given region. The nunber
of determ nations needed for a neani ngful hi st ogram may be determ ned
enpirically ydepend, t he. amoun of activity
to which the%?grurerPa Tge X’e?lplaﬁl cg{bog%{)nselétc?onsli%s it ehStclp glg)pl’éetrll%e ﬂa%%’ gcrle detected
in the hi stogroddmg7mefdne@dnmﬂtdetpcemkamdlraebm@7nzagﬂ objeglanaiysm 7223., the nost
frequent occurr 2 be a.si | f thls i nformation
i s deternined, O%Ctbvﬁlo TVSIL aflégf%*ﬂ%@8§e§f‘%7%9§“§°mﬁ‘%‘a W58, and t he
systemis abk@rdsﬂltﬁilogﬂﬁhe ilntagetlsaela@oumes:ﬁto fidkreatiutdbatkgpad @G) puaels fiéie process of
Figure 8 ist Fi cal {éq,car ?d out thout hurra}rll interyenti However, it

i s possi bPe ff% gropmd {RG) pixsls, WCH%‘“R FrEmBR eIz HIFR Mg leRiTnt eﬁ‘i%?sfbbj ects are

expected to RRcbhRdiiicdutonpESes U.4. @af&dlk%ﬁh&aﬁkﬂl Nb O@/amm énlhﬁécﬂg to
differentiate gdeou ps 25 of ppeo pl e. Such ti i nposed either

in the step ol dghregmanfgon ‘P&rSFPé‘tS‘i'CéhPl?éllﬁo‘?ﬁm& ﬁ?eﬂrl\f[ﬁ%tf Z%r-(%bsaé‘ii ng steps.
Each of the aubpoRicetee! bfethdned iRl ety ( @hdgde@Ned bf In¥ R UL I C)
requires the segnentation of |ma?es into foreground objects and background
(see steps 72EHodifdhat 22y of aliniieksdgmainigingd gver pevemlkisamesdnglydinggixenbodi nent
of this B'boc%ﬁﬁes and fh!?ll‘ Yttt %@ta'bfé uncﬂa:l'l %1%99&?&15;9 gs@G FiﬁﬁéHé%‘{le‘Uf 037604
Figure 10. The exenplary enbodi nment coﬁls three steps: pixel-|evel
background  moielchimge vig@ficanflpite(jH bewedsidesedso bé b6 Wethdpixelathilireg a2ite®; and

s to mai nt i ghecn eebefunbErl bURRL MiRndeSte. SRR AR i (o
differenti at endata@ktgmaumtlly {dB(eps qhamttsﬂferb@mgrcﬁndl (fomegarmuc}dn(ﬁ@: vphexel s. In an
exenpl ary enbodi nent thlS tep t he process dIS

comonl y- aSS|perﬁ°ncferfﬂ°V§s AL ?mﬂppﬁni?%g%%gl WIMStaﬁt egﬂsgy ate %:lelfuéd "Vi deo
Segnent atllsonvd]mengﬂsm afeck the atenPrexsedbilivbgel i ng, " filed Ivar ch 23, 2001, and

IeQ gﬁ{)rg_; ;a,'t ed her ei"he otl))}(ectl;\%fo rc?rgg(%ce)m{drzietlegtﬁmen c?(}ré 72; gt com I;naélthe I-d($ a of the

pixels into FG objects and to track them over a number of frames, to guarantee spatio-
temporal consistency. This obtains sets of pixels determined to be FG pixels, as well as
their statistical properties, from the pixel-level background modeling 7221. In an
20  exemplary embodiment, the FG pixels are spatially merged into larger FG objects using
simple morphology and connected component detection, techniques that are well-known
in the art. These objects are tracked using correlation methods over several frames to
obtain reliable size information. Exemplary tracking techniques are discussed in, for
example, commonly-assigned co-pending U.S. Patent Application No. 09/694,712,
25  entitled, “Interactive Video Manipulation,” filed October 24, 2000, and incorporated
herein by reference in its entirety. See, also, e.g., Wren, C.R. et al., “Pfinder: Real-Time
Tracking of the Human Body,” IEEE Trans. on Pattern Matching and Machine
Intelligence, Vol. 19, pp. 780-784, 1997; Grimson, W.E.L. et al., “Using Adaptive
Tracking to Classify and Monitor Activities in a Site,” CVPR, pp. 22-29, June 1998; and
30  Olson, T.J. and Brill, F.Z., “Moving Object Detection and Event Recognition Algorithm
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method is that a history of all pixels is maintained over several franes,

i ncludi ng pixel 10 values and their statistics. A stable, unchanging pi xel

is treated as BG If the statistics of a pixel change significantly, it
will be coMQUWEYEIOHo be PG If the pixel stabilizes agBFHUSI004/0376%| revert
to being considered a BG pixel. This nethod serves to alleviate sensor noise
and to automati caIIy address changes to the background (for exarrpl e, Iin a

store, when er.s s a a e shel f
| S PR ORI R BV T 505 Lo e b

i nst ant aneou ter the scene
r e- st abi | i zesdnsiddieé aOlHirgdhdov@rapdd Hy@efagmoelhetdmdette@mwjn and tracking 7222 is

to conbine the F nt ck t a nunber of
franes, to guar aGf@gh‘écgéﬁpr %bJeC?%‘HQBIF22§ﬂBﬁ§P%’Pd%Eﬁ8§/‘% %?Pss %&Wi S8ets of

pi xel s deter rr'mBeﬁiaytservbtb sEffarapd ane bGunt dbfectaab hlsﬁﬁnmztth&ltme&begutséﬂu:na’estpr operties,
fromthe ixI-IeveI ck eIi,n I n,an 20 ex .ar

enbodi meng ? ' DeeP f‘)la}l@ °§géFeés 2?)%1’(%?‘%81’?“&3 %3@%6@@%%%@&?31% Y} ects using
si npl e mor phalodey A8 do GEHRC IR Gcage REBbjestet a8 tah AMustrhB@hdhhsddREnt, hat are

wel | -known in the art. These obj ects are tracked using correl ation nethods

over several dftEaHRASORTeEBHRG AR OPJéqtuasPom@ieshaieé s RO Al ESERBIEry tracki ng

t echni ques a'ixﬁerﬂdl%?dﬁ%§%ﬁe ﬁd?nbef Whea@%l@%tﬁmoﬁ@@%onﬂﬁébﬂéﬁfegﬁhe&néé% grending U. S.
Pat ent Application No. 712, 25°entitled, "Interactive  Video

Mani pul at i on jintergsty agfl f%ﬁt dﬁé@ﬂomﬁfor D, agpit inrthwasmnaw@éh pmleeqrmthby reference
init S enpi r %’Fﬂ&ts %ﬁere%ﬁ.?&c}p@c}@s for %i%ﬂmn&u& ‘Eﬁ&ho@lg are ﬁr{qﬂqm%rart - Time

Tracki ng of tHe Human , EEE Trans attern I ng an I\/achl ne
I ntel | i gence exavaplles of Such tshnig@s afeliscuss@IT, forGxamplorMigyrEM., and Dyer, C » " Usi ng

22:20, " Sune. 1608k SehREpUAMAN MR, Dbl Sl BRpd By O PP
Det ect i on an®rdv&EE REERJrrhting Mal,dlaviatihpp. 30320 A0 G715 KL, “The
T US20041 O34 S SRR N PRy 8 T o0l 201 o
herein insit Saxﬁartyllmﬂ, Yolliftd) Eiptdnl ¢tdl., SASpstern for ¥gdeo SﬁlﬁéIH&CSam&ltoﬁ@ a nunber
o et one sORy Bt R R 0 T2, 281 Rk SRS 2L, 200 Gount ob] et
"confusers" (@MQ-RI-TRIGIPRY, MGy 600t Bipiont £.J d@tBl MdvengalarRbCREficatis an@ct i on of
Tracking from Real-Time Video,” 1998 DARPA TUW, Nov. 20-23, 1998; and Haering,
N., et al., “Visual Event Detection,” Video Computing Series, M. Shah, Ed., 2001. Each
20  of these references is to be considered as being incorporated by reference herein in its
entirety.
Returning now to Figure 5, the step of calibration 72 is followed by a step of
initializing the system 73. This step permits a user to enter various parameters relating to
how the system will gather, respond to, and report data. First, a user may superimpose
25  one or more lines of interest on the image; these lines will serve as one or more tripwires.
The lines may be of anty orientation and may be placed almost anywhere in the image; the
exception is that the lines may not occur too close to image boundaries because the object
(e.g., person) crossing the line must be at least partially visible on both sides of the line
for detection to occur. In an illustrative embodiment, it is assumed that the tripwire is on

30 the ground in the image; that is, detection occurs when the bottom portion of an object
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notion; and to account for occlusions of objects. In an illustrative

enbodi nent, determ nations regarding an object are nmade based on one or
nore of: its size; its internal notion; the nunber of head-1ike protrusions
(e.g., if PUOYIOFONPH the objects of interest); and fac@CHAS2WHPHHOI( f or
exanple, again, in the case in which people are the 10 objects of interest).
Techni ques for performng such functions are known in the art, and exanples
of such techgg gues ar.e. di sr%uses%dl.i n, for eéaml)é dﬁ‘xlmét n, I\r/l . 9&39 Dyer, C.,
"Long-range SpEitdRSPRRSERRLOREE e HumaPee SHETAN g S R A AT SPERSar al  FI ow
Curves, " Pr aeightlabdk thairbind f@keadhrime. Maui , Hawai i, pp. 303-309, 1991;
Gavrila, DM, "T Vi sual Anal ysis of. Human venent. A Survey " CVIU,
Vol . 73, No. 1, p &‘C%E@ré‘%‘?terié ) ﬁ&a@y‘“ﬁ!@%?‘ﬂﬂ% %élfneL‘inﬁf"SE,"F i, "A
System for \Cfgeieaioﬁ,wrdﬁedl;t}oh afe&ssiagehclVin ds @bﬂitg@in foréSalviigtdtioh (flReparple, " O(F)eobgt ics
Institute rnegi e- on University, Tech. Rept..No, . Rl - TR-00-12, My
2000; Li pfonio ‘}Qﬁeﬂfnegﬁle%"rl?e,rson RS ARATPafsBPOsed t&@@i"? }tﬁﬁﬁl@%&mw acki ng from
Real - Ti me Vi g@n 4 pkQ9%itRARRAs BUts O Wrea )2 Brd3nsith@9 B thaasleddogr i ng, N, et

al ., "Visual Even? Det ection," Video Conputing Series, M Shah, Ed., 2001.
Each 20 of these Febedimented thisinyeptigpmasipdpdseiapepsdifferat tygesiohEBMet at ed by

reference herel . i Mal j: . (e I D, step of
Cal i br at 1 on T34 e e o O ol Ry S i s

step pernits dewadkat follpwethe eantopnef apa o1 arcargionsris 2 seshat itngsimdar Yeowet he syst em
will gat q%r » i8S H%e.tn%ed ﬁcrt'%e ra%ﬂl%fetlinggrts@ éilt;:aﬁ\;ideo F\ag‘é ma??cin%fﬂg §! Mpose 25

one or nmore lines of interest on~the | nage; ese serve as one or
nmore tri pw r esiti-segment tiipyvas thatis niade gf ofanmye tban cep tivdar sgmemtdFyrtiyrivee, pl aced

al nost anywherge in t.he | e 1h exception is.that.the lines.ymy not occur
too cl ose to%lldr%}%gg) “Brc?ur}?gg? i eﬂsler | %%rﬂ résetahséngg%ﬁng‘évfrg’ %et.hgg .C?ntrﬁgr‘ § %h(gggcr 0ssi ng

t he |i ne nustrigydreahayl eamptisepfatultipdd” Ipgrallel stifdiees diat may, Horsixawple abquitaen!| i ne  for
detection to pccyr. In an _ill.ustrative . enbodjnment, .it i ssuned .t hat the
Tt o 1o o RRGdS b B e R PRHGE SR i e el BB ur o whon
t he bott am paifdel OthepTariationdBagbd possitle a¥kIE AtbhOmO&htidn RGd 114520 h&87604
(e.g., a person's legs) crosses the line, Ina nore general enbodi nent, the
user may set ™R ght above the ground for each |ine.

Embodiments of this invention may include a graphical user interface (GUI). In
such embodiments, the user may initialize the system by literally drawing a tripwire ona
video image, or an image that is a snapshot from a video stream (e.g., such a "snapshot”

20  maybe a frame of a video stream or may be separately acquired). This may be done using
a “point and click” interface, wherein a user may select a point on an image using a
pointing device, such as a mouse, and then drag a tripwire along the image, thus
designating the tripwire. Other components of a tripwire rule, such as directionality (left-
to-right, right-to-left, either), object type (human, vehicle, animal, etc.), object speed, etc.,

25  may also be selected using a “point-and-click” interface. For example, directionality may
be selected as options on a graphical menu selected using, for example, a pointing device,
such as a mouse; object type may be selected from a list or pull-down menu using, for

example, a pointing device, such as a mouse; and so on.
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O her paraneters that may be initialized include a tinme interval of active
detection; a direction of crossing each line as a criterion for event
detection (for exanple, 5 to determ ne when a person enters an area, as
opposed t oWhasPH97ls desired to determ ne when a per sBATAISEHEP3T6MHt er s or
exits the area); and sensitivity of the detection. Enbodinents of this

i nvention may include various different types of tripwires. For exanple, a

video tripwi re need pot_be straight;. one.o re curved tripw res may be
drawn that foll owif‘?\t erch’i’l‘i?l8ﬁlpf8¥‘ ﬁaémB?]g%‘foéq%euﬁ?rotﬂsge]leﬁ Vé“%‘@ P8 n a
simlar vein,oplonk0 Thésd@Ptidnsidptaintife WRA dath &l colerted and AAY enclidpGAt ars agprent ; a

video tripwre ,mag)écorrpri se a nulti-segnent tripwre that is nade up of
more than ond™EA&4r segment. Furthermore, a video tripwire need not nerely

conprise a single,t rl&ég}ﬁ.groﬁlyvﬂﬁnE%lec(gﬂw%%ﬁéfal, Fbjéis@e Mterdsk) RIM;F € may conpri se
"multiple" parallel tripwres that may, tor exanple, require an object to
cross all of the erilgagsingeslyiwhen tyaertmasepeplesioder or within a particul ar

period of 15 ti e, r i.ations maybe possible, as well, and the
invention is not Ii ﬁn%ééglé apg{otsﬁﬁe%sé exanpl es. Enbodi nents of this invention

may i nclude a graphilegingwabrwhentiefdiaeg high Gigree of tanfidause n therloetiioresftas, t he user
may initialize the systemby literally drawing a tripwre on a video inmage,
or an image that is ®@*¥Mapshot froma video stream (e.g., such a "snapshot"”

20 may be a frane.oflogingicdBUetetticadmtifics;"y be separately acquired). This

maybe done using a "point and click” interface, wherein a user may sel ect a

poi nt on i mage®u tor§ , cVeind t hen drag a
i h i * ud3king &g snapelioht orisEpating A whole vidge laroyad g dsfestieweverihd t hen d

tripwre al ong J-Qe,iHIRIRis nidhiShat SQHISRRLL BsedaNGhilH hRMWith Sy bédfAfTuigOMPONENT S

of & tripuire Ul e i e e e - 1 of t

ei ther), obj eddeotgrpéhet bpnsingidevicghitarhes or whithyady, begndepgndenslyjgensrateheed, etc., 25

may al so be sel ec } . " DO -click! | f npl e,

directionality rra;;ﬁéjsggﬁogggg%ogg%a%h;)bgpﬁ%nh@%% Cghgéeg{)%a?‘ggﬁo egéglﬁlﬁu%s%l ected

usi ng, for exadepleesnt mlepmyroinpasedeiesaibed actenybuchgs & hnmers erossihg £virtualy pe maybe

sl oot 1otk 5h Bl 00 Dl e SRR BB 10,
Anot _her f unctwidntextfand midéo @la daabaseand/@ndisg froe-mbih® ajmeticutapemal @ldtessyar i ous
 oggi ng Video event rules may encompass more complex activities involving other virtual video
features, such as areas of interest, along with other classes of activities, such as loitering,
leaving a bag behind, or stealing an item, and other types of response, such as activating a
20  Digital Video Recorder (DVR) or sounding an audible alarm.

After initialization 73, the system operates to collect and analyze data 74. If the
user has entered a time window, the system starts processing when it is within this time
window. When it detects a tripwire event (of a particular type, if specified by the user), it
is logged along with accompanying information; types of accompanying information will

25  become apparent below in the discussion of data reporting. In the context of some
applications, a tripwire event may trigger an alarm or other response 76 (e.g., taking a
snapshot).

An embodiment of an exemplary technique for performing analysis and detecting

tripwire events is shown in Figure 11. FG objects are first determined from the video

30  using object segmentation 740. Object segmentation 740 may, for example, comprise
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options. These options determ ne what data is collected and may i nclude, but

are not limted to: |ogging only when people (or, in general, objects of
interest) cross; 5 1logging only when two or nore people cross; |ogging
al | crossi M§s2005958%di ng only when there is a high degr eBCHUSH0HIF76MNce in
the detection of a crossing; 1logging only detection statistics; 10 taking

a "snapshot" or creating a whole video around a detection event. By a

"snapshot, " it i t stilld i e is created ich.may sinply be a
particular Vide 2?&?%?%2?535%’%{1 hnglllﬁlég?(g%rﬁd ‘ﬁsrc'ésrsr%cf‘atb&’d' V\];g:g %cﬁg{%?ﬁﬁ Be

i ndependent | ¥Goejeetiathextestedié¢ sedetatiing ifst cvprilapo M Bne repreemtivgiamdgwirV42 may be
considered a,video event rule. A videq event. ryle may. c rise a prescribed
action (such®§disguss g 1%?%?‘5?131@Waemq\9§1WBth “H’i% tflp%bevﬁl%g'arei " &° prescri bed
direction) aagudedotRGhitkRagoun@SAWBRE! if sterthida td GO gpwikeif Ble@®btom Wi t h t ext
and video to a database and sending an e-mail to,a particular enai

address) . > VPeEEn el/enebischpwEantgf Rl fpak & lﬁ#ﬁ@“wﬁgﬁa@? HELPPEEHRS i nvol ving
ot her Vi rt uaknei i 89 riphfa bne™3. Iible ASvaTR MR if dnlit R68i8Es in @lsRRMeW t h ot her
classes of activities, such as |oitering, |eaving a bag behind, or stealing
an item anddetien are geneidersd tobe sy events hpdizestienaf prpatinengiesied 6 apl gi t al Vi deo
Recor der ( DVR)sOfro it BGuifle BHAL Q& diellonafe ] cdnflidridth b@@%we 73, the
system operates to collect qné'anajy;e data 74. 1f the user has entered a
time window, evast Kysifeonessingrin sither disesen regresanthipivire exenigi then the processtime

wi ndow. VBen gihs EkESF Seryah Tl PTE LSRR etk AR RULBE G MR offr SPECTT i €d
by the user), 1Tt 1s logged along wt cconpanyi'ng i nformation; types of
acconpanyi ng stem4# wabt perfomvick] th@tadidiominmqaipipar4smaybddodepénformbd flickcussi on of
data reporting..ln t context. of .s . applications, .a Lripw.re. event may
Cri gger an ansvineopisd AP oo G RER phfln i sk it 10

enbodi ment obf eshcax€ep] acar, 4 eodkna e cdrpd bipe sthlon"wapgn,adval ytealkr thatla det ect i ng
tripwire events.is sho i n Fig@re 1%. FG oQ!gﬁts aneffirﬁt determ ned from
the video 36°HY HE 8%"}{\&:1 PATRAE ARISR (B PRI BH PR SBYNBHEEEI BHC 740 may,

for exampke, nt@bERSdt&R If such inquiries 746 return positive results, or if no such inquiries are

made, then the process determines that a tripwire event has occurred 747. Of course,
should such inquiries 746 be made and return negative results, then it would be
determined that no tripwire event has occurred.
Several methods for implementing the determination of direction of a crossing
20 744 are possible. As a first example, it may be implemented through the use of optical
flow methods to objects detected as crossing the tripwire; the use of optical flow methods
could also serve to obviate the need for object segmentation. As a second example,
trajectory information may be used from object tracking (in step 7222 of Figure 10). Asa
third example, it may be implemented by setting up secondary (dummy) tripwires on
25  either side of each actual tripwire entered by the user and determining in what order the
secondary tripwires are crossed when the actual tripwire is crossed.
Calibration 72 is of particular importance in the execution of step 74, particularly
if only a particular type of object is of interest. For example, if people are the objects of

interest, calibration 72 permits step 74 to discriminate between, for example, people and
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-15 WO 2005/ 050971 PCT/ US2004/ 037604 steps 7221, 7222 and 7223 shown in
Figure 10 and di scussed above. The location of a FG object is then tested
741 to determne if it overlaps a line representing a tripwire 742 As

di scussed WORAS/05PH1an exenpl ary enbodi ment in which trPEUPSR4/37@4 ar e

al ways assuned to be on the ground, an object is determned to cross a
tripwwre if the bottom 5 portion of the object overlaps a tripwire line. If

it is deternm,ne at_r verl ocecurs. .there | O tripwr nt 743. If
there 15 ovelPap Mtk M MEloPe GRAT mit il Lk bR R PR o ar
consi dered t ary)¢hahpegpd.r € events, the direction of crossing is tested 744,

and those crossifgs t.occurri {n the, specifi di rectpon_are not
considered to be \?Eei“pé]ﬁ%r Bas e\?‘éﬁ?@g‘%?{ caf‘?thpt?rpl?)esrsef’?fgeg P Wt hgr By ecti on
represent tr eawiplagy @wbinfent sk intdator)h ORESES qildly Sk spgent Perkdssiafa st ep 744.

| f step 744 has ,been perfor d yields a positiyve result, or (f step 744
is not perf pg‘ﬁ%}H‘fa Tsﬁ’é‘ﬁtegﬁ‘ﬁi(gﬁgp 13111; %‘Ehfifl‘ﬂe’étssug‘ﬁ’@yﬁﬁf?“%?l“@b? é’rf)eé"rﬂF‘i)r nmed. Such

i nquiries m g on dnd br B¥8 MAivGdual dbEdckiche mdEbeatishaéd) Summad ihfofkdtidh may
characteristic of an object of concern (e.g., a car, a truck, a blue car, a

bl ue st ati oningigesne oamersof thedelosiing Rmbes of detepons mumberef people (9r agfer 5

particul ar obj;e&lof{ertht) deRetP@nhbed Bﬁﬁulf?-?éé&"{inﬁlﬁf—&ﬁ‘e%t) détediibrRNS SRy at e 15
nunber, etc.). If such’inquiries 746 return positivé results, or if no such

i nqui ri es ar multipiedersonsenothirebisets eisisresiberess minrdigneondy), mumber phiepde event  has
occurred, {47 (olb?gts)ct?ﬁélﬁg m eaﬁ%{:}%&:aﬂg {)} ea%l IFtHL pgrkcg&l{l%gl?hlp £ u@g?ect@ﬁ'gmé eturn

negative resu I't ermne no tripwre event has
occurred. Sewadat, amdohooismére timerhstograemstof any or hid ofitbe prepddivegt iBteilopn di r ect i on of

a crossing .0 .7 r ihle. a fd xan it . i ppl enent ed
t hrough t he égéle g%cgiﬁﬁnggfn%iu? Y gr\lﬁ e Oﬁeoocfg{ et% %1102\81]?%0 ngd’ 815‘%‘:3%%59‘5% OgP ossing the
tripw re; thpeopkéotjdctsh@bssiol sifel of vbjevEt)tadsng, agionedomh@osmpshvs ot Wdeobvi at e t he

need for obj fagt se nttatioggl:} ‘§§ a second exanple, trajectory information
maybe used f ST BBFEMS TIRKIGH 1R step 7222 of Figure 10). As a third
exanpl e, 16t may lRgirggabkan® g edwhymmedctdenghotspf BROANSTeyor(iflgdiEplgys,tii | pwWi res on

25 either side of each actual tripwre entered %t%at,he user and,determ ning
in what or def? PREPAYEEBAGEIT FIEUFWr Fhawys SrBmary BEEEaioh SPHECTASER tripwire

is crossed. &pltipwied 1208pahidink § cOfidd AntHliSpatiRtlat MRAatie) &R sérfentshévs@xecut i on of
step 74, par E/ildgoulz%rolf%iw area including tripwire 124. Also included is a caption 125 giving the
period during which surveillance has been occurring (i.e., a time window) and during
20  which crossing events have been logged. Summary information 121 includes numbers of
crossings and their directions. In this case, the user has further specified that the specific
crossing times and dates should be displayed 122,
Figure 13 shows individual information about particular crossing events; these
crossing events happen to correspond to the specific crossing times and dates 122 in
25  Figure 12. In the display of Figure 13, the user has chosen to display a snapshot of each
crossing event, along with its time and date. In particular, the snapshots 131 and 132
correspond to crossing events in the area shown in video 123 of Figure 12. In a further

embodiment, the user may be able to click on a snapshot or a button associated with a

snapshot to view a corresponding video taken around the time of the crossing event.
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if only a particular type of object is of interest. For exanple, if people
are the objects of interest, calibration 72 permts step 74 to discrimnate
bet ween, for exanple, people and -16 WO 2005/ 050971 PCT/ US2004/ 037604

obj ects t ha¥0 380 Ther smaller (e.g., cats and m ce) oPOIAISA¥H/037604].
groups of people and cars) than people. Wen data has been gathered, it can
then be reported to a user 75. In an exenplary enbodi nent of the invention,
a user can query the systemfor. resul.ts.usin . graphj cal user_.interface
(G, Th e hs BaOOdal S R amHar oL B AR ay e B BabEHestSRAT o on one
or nore indi vidllgadngdeTHightmgrisscibese eddnSﬁhhﬂﬁﬁda, cefiutfimmnder bNpedpRAbLIEN May

i ncl ude one or nore_of the follow n of detections er of people
(or other oHj"&RFreoNyis PeTAitgddQqmyer Ei‘é”trg’(ff’retge 111??51??68?6 oA Aers ‘E’é?g‘gﬁ’

(mul ti - obj ectdosd§tPutdolg@inentty. - remﬁ cts MELbWéHat 6f PREEATS: iflnPlem@hfigya Obj ect's of
interest) cross sinultaneously), er of people 10 (objects) crossing in

each dired i dnileatngdetsetion systesp. ﬁlés W@@éﬁﬁnhgtlwsﬁweﬁ that ﬁ‘élé‘?o weEedbned tine

wi ndow, and QqRfeMfs lﬁmlﬁdiﬂﬁalmo%ﬁleﬂaﬁaﬁe me@?eeoﬁremﬁkd thidh Hﬁ%n&ﬁ&%ed' ng.
Details on a single detection may include one or nore o% t he foll ow ng:
time, directifohexamplebedogfor ajempile Feidjerrers)the pamerd kg to b 2dibpftedpy ect (s)
crossing, an i pund me of the
det ecti on. 1%h%?§3%%gﬁ€g%gﬁﬁéggﬁgﬁgP 55%% Zﬁig?%gﬁ%gﬁ%n Qg?m% JE{ratlve
reporting di spleayigoughithe eamale«bﬁpmisylaxebﬂmdinrrémedbﬁrgmu@bemfmmsfosummry

i nformati a tri S corridor. In
this part fbguljeéf}mﬁf@%ﬁgé? aﬁgir?régt?ﬁmom rmétgrrf1 S onalﬁ%‘{zp%d OP% J(}grfglg G 1-[t he area
i ncl udi ng tr|emmdrread&erktheAstsemmaycnhsaderded-lsasaide&pﬁanmthbaﬁ) vipusliydgtettike peri od

during which sur.veill ance be ..a tinme w ndow and

dur | ng 20 whi RS YR Ee B SLRE e etat e Rimb R on - 121

i ncl udes nunbﬁteﬁlanaqullﬁﬁ@ﬁ%aﬁgﬁea@dﬂdkdyﬁﬁll lor diel’lﬂ@) iwHih mhynmiaké Sorcasies t he user
has further geé{fled tha& t he . specific .crossin tlnes and(gates shoul d be
di spl ayed 122 siiagen gndigp H’SR%“Q%&SWEIGWTOPW’B%) I?eBr?ne?B%tS $5<tedeul ar

Crossi ng 1y erdufieillbfR $Bgine (425 Thitidlg BULRIilRARD BB sys@nc@atéc&&waﬁ nwmﬁ@e specific
crossing tines and dates 122 in 25 Figure 12. In the dISP of Flgure 13,
the user has HqugEhe Plama?esaﬁriapalgegrhsrﬁéﬁé%teravneé@efnnany people have entered.

This may involve face detection, as mentioned above, if the camera is situated so as to be

able to record faces. The system then determines whether the number of people who
entered is permissible 143. In the illustrated embodiment, only one person is permitted to
20 enter at a time; however, in more general embodiments this could be any selected
number. If one person (the permissible number) enters, then no response is necessary
144, On the other hand, should more than one person (more than the permissible
number) enter, a response is triggered 145. Such a response may include, for example,
sounding an alarm, taking a snapshot, or recording video surrounding the entry. An
25  added advantage of a system using either of the latter two responses is that it may provide
useful evidence in tracking down a person using a stolen card, in the case of a system

with a card reader.
The embodiments illustrated and discussed in this specification are intended only
to teach those skilled in the art the best way known to the inventors to make and use the

30 invention. Nothing in this specification should be considered as limiting the scope ofthe
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crossing event, along with its tinme and date. In particular, the snapshots
131 and 132 correspond to crossing events in the area shown in video 123 of
Figure 12, In a further enbodinent, the user nay be able to click on a
snapshot or"Q2¥§08H associated with a snapshot to vi e/ WEBMHEI60Ndi ng

vi deo taken around the tinme of the crossing event. -17 WD 20051050971
PCT/U82004/037604 An exanpl e of an application of the inventive video
tripwire is t etectlo "t ! descrlbe event in
whi ch a cert ?lselﬁu e afbo C(n g‘f({ eérh%dlglﬁgts O{étggglﬁ%%on maé' ? glt 0 enter
an area (or tdte/ahedse)d alaﬁhemneddad ormm&ted),tdvnéfost dapymhg)ﬁfom t}m\nmvemhms aky to al so

try. Fig f thod £ | efrent 5
V2l Loati ny acPlevrhoegERaRis R oeal ¥ aRasuR aafle Tominis R eHRBE RA: - vi deo

surveil | aﬂce urﬁ&@ﬁé@thhﬁwiﬂﬁiﬁﬂmsd:o@doﬂﬂ% aumbaﬁmsdmseqmvﬁmmasthé ﬁv&ﬁl_olﬁhiaﬁ to record
entries thro an entrance e,. oor or a turnstile.

Furt her nor%, %HCEW*&“W%&WSB%“@Q%WE ‘as di scussed above. The system
begi ns by detecting that a person is entering, or is about to enter,

t hrough the entrance 141. This maybe acconplished by any nunber of neans;
for 10 exanple, one may have to enter noney, enter a code on a keypad, or

swi pe a card through a card reader, or the system may use a vi deo-based
detection nethod to visually detect the opening of the entrance (this would
have the advantage of not requiring an interface with external equipnment
(card reader, keypad, or the like), which may nmake for easier installation
and inplenentation in sone environnents). Wien an entry is detected, 15
surveillance begins 142. During this surveillance, the system detects

obj ects noving through the entrance and anal yzes themto determ ne how many
peopl e have entered. This may involve face detection, as nentioned above,

if the canmera is situated so as to be able to record faces. The systemthen
det erm nes whet her the nunber of people who entered is permssible 143. In
the illustrated enbodi nent, only one person is permtted to 20 enter at a
time; however, in nore general enbodinents this could be any sel ected
nunber. |If one person (the perm ssible nunber) enters, then no response is
necessary 144. On the other hand, should nore than one person (nore than
the perm ssible nunber) enter, a response is triggered 145. Such a response
may include, for exanple,
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soundi ng an alarm taking a snapshot, or recording video surrounding the
entry. An 25 added advantage of a systemusing either of the latter two
responses is that it may provide wuseful evidence in tracking down a person
using a stolen card, in the case of a system wth a card reader. The

enbodi nents illustrated and discussed in this specification are intended
only to teach those skilled in the art the best way known to the inventors
to make and use the 30 invention. Nothing in this specification should be
considered as limting the scope of the -18 WD 2005/050971

PCT/ US20047037604 present invention. The above-descri bed enbodi nents of the
i nvention nag be nodified or varied, and el enents added or omtted, w thout
departing froém t h& I9RPSHPYVER SYSEREN CpRifsig at ed by those skilled in the art in

light of the,ahRMs de6REBIAASn Vided § rgfore to be understood that, within
t he scope ofathe %IainEBang ?%e%? ea P@aﬁ%nts, the invention may 5 be

practi ced ot heompwgter $ylvem, asleimga giaphichlyusdeisteriabe do gath aBdpromess data Based deo

tripwire system conprising:; .a sensing device prqdycing, video output;. and a

conput eSS VR T SeieRGY fn h reihe o] /Y oML EraPhiselNER RCEARE Y ocess

dat a bage@putersysiat HissieR 1A bRI¢bssb® th WRlkkréih QA tghhRANSdeP thiélitk GLadapRd WA Ch

graphi cal user interface the conputer system displ atys .téhe processed dat a,
v

wher ei n esableia yieaphdiawl a plywtity eftdéddodeipwires erdatgeastionen ¢s1 image g6 eaid videalr aw a
pl urali Vi i PV I 0 f Vi i f 1 i deo
Gutput 5P 2 AERno! GRILESE BBl SR a Rl el o PR | RPRe il e
requi ri nig Muraligsd ividgo aiipwitdseo péduk &l 4 pecidied vtddeo tripwires to occur in a
specified order. 2. The video tripwire systemaccording to Claim1l, wherein
sai d graphical user interface conprises a point-and-click interface. 3. The

video tripw be Sy$heEMAREARhRirE%ybem@bidirg toMeifRi 1 WhGeiROlit 'g@a?ﬂi‘c&ll hek

interface conprises at |east oné nenu. 4. "The video tripwre tem
accor di rijerfase Chmprises 2 pantard-nlidainttrigecaphi cal user

3. The video tripwire system according to Claim 2, wherein the point-and-click

interface comprises at least one menu.

4. The video tripwire system according to Claim 1, wherein said graphical user

interface includes at least one menu adapted to enable the user to enter the tripwire rule.

5. A video tripwire system comprising:

a sensing device producing video output; and

a computer system, including a user interface, to gather and process data based on the
video output received from the sensing device,

wherein the computer system displays processed data on the user interface,

wherein the computer system includes software permitting a user to enter a plurality of
video tripwires,

wherein the software permits a user to enter a tripwire rule in which a response is

triggered when the plurality of video tripwires are crossed in a specified order.

6. A method of implementing a video tripwire system comprising:

-20 -



interface includes at | east one nenu adapted to enable the user to enter the
tripwwre rule. 5. Avideo tripwire systemconprising: a sensing device
produci ng video output; and a conputer system including a user interface,
to gather and process data based on the video output received fromthe
sensing device, wherein the conputer system displays processed data on the
user interface, wherein the conmputer systemincludes software permtting a

user to enter..a.plurality af ideo Lripwr rei.n the software permts
a user to ed?‘&l?l“ﬁn% ﬁW%@ Ipgipding ﬁnt\ﬁﬂ’i’%ﬁg\fgrq‘f@s%%@ FIBWIES| gger ed when t he
plurality ofeneridga thipwipevhileSvirién HeQfpREe nile & wpREMWIRE ths flafalitbof A Met hod

of inplenenting a video tripwire systemconprising: -20 initializing the
syst emtripHpLaIp pigseedtiepisprsifiedsirdaral ity of video tripwires; entering a

tripwire r ulo%taiﬁ’i@%é%%ﬂpﬁlkhgseéggg}ﬁ%\fi&r ule is violated when the plurality of

tripwires are cro Ired order; obtaining data froma sensing
devi ce; analayzlyrigg theedalabBtainbd donethe fseringt dewicsen determitie if the thipvidetudy msne 1 f
the tripwire rqlﬂee cras been violated; and triggering a response to a

vi ol at i %an yiolateds ang | pwire rule. 7. Avideo tripwire systemconprising: a

sensi ng devitﬁggepihg\éirégpglgsquraWlatgﬁt@iheqﬂgwﬁ.eglggrput er systemreceiving the
out put data and conprising: a user interface; at |east one processor; and a

conput er -r eadabl e medi um cont ai ni ng software inplenenting the method of
claimé6. 8. 7A Vi g\eo.dtr' wi.re system cong_ri sing: a sensing device to produce
vi deo out put’ and* REQHPNESYSTCEIPF A8l udi ng a graphical user interface to
gat her and prefassddadedrdddng output data; and

a computer system receiving the output data and comprising:
a user interface;
at least one processor; and
a computer-readable medium containing software implementing the method of

claim 6.

8. A video tripwire system comprising:
a sensing device to produce video output; and
a computer system, including a graphical user interface to gather and process data based
on the video output received from the sensing device, wherein the computer system displays the
processed data on the graphical user interface, and wherein the graphical user interface is
. adapted to enable a user to draw a plurality of video tripwires on at least one of a video image of
the video output or a snapshot taken from the video output and enter a tripwire rule including an

order and a time period for crossings of the plurality of video tripwires.

9. The video tripwire system according to claim 8) wherein the graphical user

interface comprises a point-and-click interface.

10.  The video tripwire system according to claim 8, wherein the point-and-click

interface comprises at least one menu.
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on the video output received fromthe sensing device, wherein the conputer
system di spl ays the processed data on the graphical user interface, and
wherein the graphical user interface is adapted to enable a user to draw a
plurality of video tripwires on at |east one of a video inmage of the video
out put or a snapshot taken fromthe video output and enter a tripwire rule
including an order and a tine period for crossings of the plurality of

video tripwres...9. The video tripwre systemaccording.to claimg@, wherein
Uhe'gr apht ohl- usBHe vIFHE ditpREE syl tesliame oo oo et e pfiadastio. “re
Vi deo fdtérpuok iR \Rl¢s ht6BasacOh ehiudiabted € éiabled usthieeientieBpwie Afle.and- cl i ck

interface conprises at |east one nenu. -21 11. The video tripwire system
according to claim8 , wherein the graphical user interface includes at

| east ; - t e koW le. 12. A
method of | 1ol eraning o B RRh oy e R b R i 11 &1 Zing the

syst em i ncinitihliagyg tendystempincudpgur al ity of video tripwires, entering a

tripwire rule, . ere%jﬁ] t(g_e&}rilpwire rule is violated when the plurality of
video tri pwPHedneA RN SISoANBVE  eci fi ed order and within a specified

period of tieHﬁ'ring QR Al Ade, diertid {h‘ért‘?cijﬁ\vi%ﬁ?é RYidlaYd GBen BRPNENH Gt he data
obtai ned fromthé sensing device to determne if the tripwire ful e has been

vi ol at &ufleo inipdviresiatpyessedyine spesifiot suler andawithin b apécafiedaferipdef timppwi re rul e.
13. A vi deoolgtrlj Wicffafs stemco er{csj ng: a sensing device to provide output
data; and a c%ﬁ%ﬁtg g%/lrg?g?‘ﬂf(? I'8C& ve the out put data and conprising: a
user i nterf agtyzingthe ldeasdbtaimel oo clRssasing devdcatoCdutgthigy if tieagiphire nife tiagim
i ncluding software inplementing the nethod of claim30. 14. A

conmput & aRlaetiadnedi um to i npl enent a video tripwire system the

triggering a response to a violation of the tripwire rule.

13. A video tripwire system comprising:
a sensing device to provide output data; and
a computer system to receive the output data and comprising:
a user interface; .
at least one processor; and
a computer-readable medium including software implementing the method

of claim 30.

14. A computer-readable medium to implement a video tripwire system, the
computer-readable medium comprising software, the software comprising:

instructions for receiving from a graphical user interface a plurality of video tripwires to
superimpose on a video image or a snapshot from a video stream;

instructions for receiving, from the graphical user interface, a tripwire rule including:

instructions for receiving, from the graphical user interface, an order of a
crossings of the plurality of video tripwires; and

instructions for triggering a response to the crossings of the plurality of video tripwires

based on a detected order of the crossings and the tripwire rule.
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conput er -r eadabl e nedi um conprising software, the software conpri sing:
instructions for receiving froma graphical user interface a plurality of
video tripwires to superinpose on a video imge or a snapshot froma video
stream instructions for receiving, fromthe graphical user interface, a
tripwire rule including: instructions for receiving, fromthe graphical
user interface, an order of a <crossings of the plurality of video

tripwres; d instructions fqr triggering a response to .the crossings of
the plurality"of n@‘ie&8'6‘pf“}ﬁf'b%d$’é§meg’§ ‘%ﬁlagn b‘g’tfﬁglﬂ%&oﬁ‘m%‘fﬂg'of t he crossings
and the tri pwétruetiéns for recéi@inkrond bR aiHMAl Bder iftadial|diREbAARYAST thdtripwdiem 14,
further conprising: instructions for receiving fromthe graphical user

i nterfa@eSd8directionality of the tripwire crossing. 16. The
conmput er -readabl e nediumas in claim 14 7 further conprising: instructions
for receiving fromthe graphical user interface a sensitivity of detection
for the trilpw r dhercompuegreadable hbdiumaspnitiaim tipdualdreompdingn as in cl ai m 14,
further conprising: jnstructions for receiving fromthe graphjcal user
interface a la?wegrrsoﬁqarqw% omHRe graphigilruser Miee AFERHINGHY oh dedketip o | ty

i ncl udege @ffviRfcréssitigngl € direction including left to right or right to left
as seen froma particular end of the tripwire or a bi-directionality. 18.
The conputer-readable mediumas in claim O, wherein the instructions for

receiving framt raphi cal er interface.t ripwire.rule further
conprise: i n@t r uglte“legﬂglg'f‘t(?freiag%’i? fefliym al‘sr"bﬁl\ai%gﬁqff‘ﬁtb%icfﬁlpnﬂ%'r interface, an
obj ect type ihffuctift® foffe0&i®ingFonPihe lofphRhlhiset intetf0¢ a Miré@dnhlity Fvd thegipwd®. The
conput er-readabl e mediumas in claim 14, wherein the instructions for

r ecei vi #gssingomhicth direptiapity anclydes ong af @ pingledlirepiéon inclydingdeft to aght pr wright to
conpri sgg ,l I ' r VAR aTo? A t-he.araphi cal user interface, an
obj ect lgfﬁg%agﬁbglréﬁ{ é}gﬁﬁ%@%rsesnfi ﬁ’g?eﬁ#l‘g‘? ﬁ%géfﬁ?r(gfkﬁlg{agl ‘'video tripwires. 20. The
video tripwire systemaccording to aim1l, wherein the tripwire rule

conprises regui ri;g_l% a crossing, of the pluralit video tripwires tq occur
in a specifi® or cpgputer-rea bloe medium as in cﬁalr‘\ﬂ ?‘;—, wherem the glstructlons (%or
receiving from the graphical user interface the tripwire rule further comprise:
instructions for receiving, from the graphical user interface, an object type for the

| crossings of the plurality of video tripwires.

19.  The computer-readable medium as in claim I‘t’ wherein the instructions - for
receiving from the graphical user interface the tripwire rule further comprise:
instructions for receiving, from the graphical user interface, an object speed for the

crossings of the plurality of video tripwires.

20.  The video tripwire system according to Claim 1, wherein the tripwire rule
comprises requiring a crossing of the plurality of video tripwires to occur in a specific order and

within a specified time period.
21.  The video tripwire system according to claim S, wherein the software permits a

user to enter a tripwire rule in which a response is triggered when the plurality of video tripwires

are crossed in a specified order, within a specified period of time, by a specified object, wherein
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wWithin a specified tinme period. 21. The video tripwire systemaccording to
claimb5, wherein the software permts a user to enter a tripwire rule in
whi ch a response is triggered when the plurality of video tripwires are
crossed in a specified order, within a specified period of tine, by a
specified object, wherein -23 the specified object is located in a
specified area of the video output, noving in a specified direction, and
engaged LViLY. T 0 i

eaRCC L\ RBPSAAES, BELY 1 X ol TPAPOIG0L L SR 9 % 80,
mhen t hdirgtion,adndteygagkd ir a gwtified activétycr ossed in a specifled order and within
a specified period of tine. 23. The video tripwire systemaccording to claim
S, wherein the tripwire rule further requires the specified object to be
located in ayspecifid giliRues B l&rﬁé‘ntiﬁ'g@%d%b‘%ﬂﬂ%wre Qsﬂrsteﬂihﬁ‘ccwdﬂ?goté ElaftiyV & €
system according to claim8 , mhereln the tripwire’rule further requires

t he spemhtlleedthemlewtre rge e viatrgedyetien theeplarpbtyi 6f eipwarss iavd trpssedSn aTpecified
conput er re%%abke medi as .in §£a|n114 wherein the instructions for
rece|V|ﬂré1 ¥ ‘WﬂPﬂ&saFﬂg]ﬁEEP g interface, a tripwire rule further
conprises instructions for receiving, fromthe graphical user interface, a

time interval for_detecting. the crossings of the nultiple video tripwres.
24 23.  The video tripwire system according to claim ®, wherein the tripwire rule further

requires the specified object to be located in a specified area of the video output.

24.  The video tripwire system according to claim § , wherein the tripwire rule further

requires the specified object to be engaged in a specified activity.

25.  The computer-readable medium as in claim 14, wherein the instructions for
receiving, from the graphical user interface, a tripwire rule further comprises
instructions for receiving, from the graphical user interface, a time interval for detecting

the crossings of the multiple video tripwires.
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