WO 03/ 090085 PCT/ US03/ 12204 5 SYSTEM AND METHOD FOR MONI TORI NG A COVPUTER
APPLI CATI ON BACKGROUND REFERENCE TO RELATED APPLI CATI ONS 10 The present
speci fi cavoos/odmspased on and clains the benefit of Provi conmsbs/fppication
60/ 373,959 filed April 19, 2002, the entire contents of which are herein
incorporated by reference. TECHNI CAL FI ELD 15 The present disclosure
relates to conputer applications. Mre specifically, the present

di sclosure relates to a nmethod and systemfor real tinme transaction
nonitoring of a conputer application. DESCRI PTI ON OF THE RELATED ART 20
The Java (TM 2 Platform Enterprise Edition (J2EE) is the standard for
developing nulti-tier enterprise applications. J2EE bases enterprise
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disclosure relates to a method and system for real time transaction monitoring of a computer

application.

DESCRIPTION OF THE RELATED ART
20 The Java (TM) 2 Platform, Enterprise Edition (J2EE) is the standard for developing
multi-tier enterprise applications. J2EE bases enterprise applications on standardized, modular
components, provides a set of services to those components, and handles many details of
application behavior automatically, without complex programming. .
Servlet technology provides web developers with a simple, consistent mechanism for
25  extending the functionality of a web server and for accessing existing business systems. A servlet
can almost be thought of as an applet that runs on the server side -- without a face. Java servlets
have made many web applications possible.
There are two kinds of Enterprise Java Beans (EJBs), "Entity Beans" and "Session
Beans". Java programmers are already familiar with objects. An entity bean is an object with
30  special properties. Standard Java objects may be permanent, that is, the objects come into

existence when they are created in a program. When the program terminates, the object may be



method is called, a progranis thread stops executing and control passes
over to the server. Wen the nethod returns fromthe server, the | ocal
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20 Modem, service-oriented enterprises are built upon a complex web of hardware and
software components. Web applications built for these enterprises may be layered,
interconnected, and often highly distributed. The very architectural nature of web applications
may present a serious challenge in isolating and resolving problems that address the management
issues of health, availability and performance.

25 One of the factors considered when monitoring the availability and performance of web
applications and underlying application server infrastructure is the use of real-time transaction
monitoring versus synthetic transaction monitoring. Synthetic transaction monitoring proactively
monitors web applications and allows prevention of error or failure before detection by an
end-user. However, synthetic transaction monitoring does not address issues of performance and

30  availability of real-time transactions. In other words, synthetic transaction monitoring does not
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present disclosure includes selecting the conputer application, inputting
condition information, nonitoring the conputer application and generating
an al ert wbes/ogosondi ti on of the conputer application sarcsfises12204
predeterm ned condition information. 10 A systemfor nonitoring a conputer
application according to an enbodi nent of the present disclosure includes
an interface device adapted to allow a user to selected a conputer

appl i cat i QR 4R1PRoNRR LG inRNSndifoh HPiereP REild &H@ButingfaQlivaRtapPitagitd a

noni toring device adapted to nonitor the selected conputer application,
wherein t he i Micspidangly i exouidebeybensfiaipkty prayidep enathaghand systemni@r mosHodse t he

sel ected I m ned 15 condition
|nfornat|on aseHﬂ%ﬁRggﬁﬁh%ﬁ$1@?éﬁﬁ%hﬁ%ﬁﬁ%gﬁl ﬁgperforned by the nonitoring
device. A conputer system according to an enbodi nent of the present

di scl g u&ﬁgpag gg S a processor and a program storage device readabl e by
the c @ em enbodying a programof instructions executable by the
processor to pemkdbdfsreidndrisd £ainfubst aﬂmmaﬁmdcwdﬁg?&am@ﬂwmm appki cati on,
the method steps including selecting the conputer. applicatjon, inputting
condi ti oN’I'F%?Pkff?ﬁé‘tsi'iﬁdnc“ﬁﬁ?ﬁF?‘%Fﬁ‘?‘ﬁﬂ‘etcﬁ@pl%t&hiﬂﬂ‘%%méﬁﬁﬂ"lt@ﬁ 9BHSRd gener at i ng

an al ert i, whenis, %Hﬁdrtnlg% Qinpul® 2R nSInd gaﬁlratﬁgfah QRrt $Heh 8 EbiRBtion of
predeterm ned condition information. BRI EF DESCRIPTI ON OF THE DRAW NGS 25

A nore co&pb@hmﬂappﬂé@ﬂ@tW@Wﬁﬁﬂﬂﬁk@npm@%@ﬁ@ﬁ@ngéb@@mpé and many of the -

better understo y re eren omﬁng escrlptlon when
consi der ggtedent diamssectindindesiah hmtrfnee ammmpa’mw tagllow marsérrig sgleaidiier @mputeFi gure 1

shows an ex e of a conmputer system.capahl e of | ement.i ng the nethod

30 and sy@’&’ggﬁ) 8P q 'FFe‘“?ﬁ‘@ér%ﬁ’g&? ais Cé’ﬂ%ﬁ P “20%‘%53?“5% OppE osSs) 12204

Figure 2 id@pedid 1ﬂW1x€bh afetseue&twsdnﬂ}ﬂ&dr AgplRatidt, MckeinQhe MteRfatOddvitg gancegiep Ut er

application accord gﬁto an enbodi mrent of the present dlsclosure Figure 3
1

is a flownchet tvhmq%l ap Pﬁ@eéelgqt@pCOWU%P@élﬁtwg satistighprGee™munss| i cat i on

accor gy ”gco%&uoﬁ%&%‘a% PRRE 0Pk résbﬁopﬁlg%ﬂﬁormg%@}f&%&l%y the hbdltdrigg4 is a flow
chart 1llustrating a step of inputting condition infofmtion accordlng to

an enbodi dere. of the present disclosure;

A computer system according to an embodiment of the present disclosure includes a
processor and a program storage device readable by the computer system, embodying a
program of instructions executable by the processor to perform method steps for monitoring a
20  computer application, the method steps including selecting the computer application,
inputting condition information, monitoring the computer application and generating an alert

when a condition of the computer application satisfies predetermined condition information.

BRIEF DESCRIPTION OF THE DRAWINGS
25 A more complete appreciation of the present disclosure and many of the attendant
advantages thereof will be readily obtained as the same becomes better understood by reference
to the following detailed description when considered in connection with the accompanying
drawings, wherein:
Figure 1 shows an example of a computer system capable of implementing the method

30  and system of the present disclosure;



Figure 5is a flowchart illustrating a step of nonitoring a conputer
application according to an enbodi nent of the present disclosure; Figure 6
is a fl owvolnanpooss | ustrating a step of generating an al er trcaamsos/tizng to an
10 enbodi nent of the present disclosure; Figure 7 is a block diagram
illustrating a systemof nonitoring a conputer application according to an
enbodi nent of the present di sclosure; Figure 8 is a block diagram
illustrating a.nonit HaTo R o My 1s| %H?] ter Abo1iddEo@r €SENt
di scl osure; aﬁd UFE 2 e J?’g*’ |slﬁ88tgﬁ>ﬁ<§5qr}e of “an raltlgen gl eerrvég acoor di ng
to the prasemningdd Slﬁ:élﬁbcui’naent oftBE“ﬁﬁdshrElesBES@Rl PTION In descrl bing preferred
enbodi nent s of the ent disclosure il]u ated in the

specific term'ig E/) ﬁo 'I'lgﬁ"éﬁatf"&a SESBQ%SG%F& acomtputer%{/l\%'\t/‘%"accgfamgpresent

di scl osur g, élﬁbtﬂﬂﬁenl 3Pthie Eteemladclt)m@e limted to the specific termnology so
selected, and it is to be understood tha‘t each BECIfI ¢ el.enent .incl udes

al | tethnical BEeurdisadiprschapiliusirapensicaof npujtiag spngition pfommation gecordipedo |

shows an gx 4@k oPthE PRI BlscioMité,em whi ch may inpl ement the nmethod and
system of the present disclosure. The system and nethod of the present

di scl osure mayF rb‘ee5nsqﬂoewemteldlstrﬁutghétepefmp@forraggmmmﬁtrépeltsmqn@aw@ng
runni ng OE)p en%ﬁ H]tﬂe{ fiM gg@n lgglosegearrpl e, a 25 mainfrane, personal

conput er sefver etc. The software application may
be stored on at‘il;meqfthmgﬂomdtaa illosxaaltlhg aattepesf ghlemting anhedert aenording ts gt em
for exanple, floppy disk, act di sk, hard disk, etc., or may be renote
from the E‘Bh‘ﬁ{ﬂ‘e’t‘ "Ez)/’é’tp&'?f“&ﬁ]&fc %3W&essible via a hard wired or wireless

connection to guRetMeh Kiock lagR¥AiMMtRtinga by ofdfi@itoringh Berhjuteraipplidation
Internet. 30 An exanple of a conputer system capabl e of i npl enenting the

present neschusdnendn embodynen 3 FFOUSSNOISFIRNe3/ 12204 systemis shown in Fig.
1. The conput eg;, L?llé%tlseﬂ]&,?gcﬁ{%rﬁgtlfu&rﬂﬁgg%hit%t@e%@&c@@i‘dﬁ%(% fBdnbobfthdsie a

central process ng unit , menory 104, for exanple, Random Access
Menory (R} presenpdiseibewe;iand er f ace 106, a display unit 108, a (LAN) | ocal

T e, L T
| 18, for exanple, a keyboard, nouse etc. As shown, the system 100 maybe
f:lozﬂe(itzgd l;FQTEIIdl%t) %Esstct)l{l%%o%ew ce, f o_r, exanple, a hard disk, 120, via a
In describing preferred embodiments of the present disclosure illustrated in the drawings,
specific terminology is employed for sake of clarity. However, the present disclosure is not
20 intended to be li'mited to the specific terminology S0 selected, and it is to be understood that each
specific element includes all technical equivalents which operate in a similar manner.
FFigure | shows an example of a computer system which may implement the method and
system of the present disclosure. The system and method of the present disclosure may be
implemented in the form of a software application running on a computer system, for example, a
25  mainframe, personal computer (PC), handheld computer, server etc. The software application
may be stored on a recording media locally accessible by the computer system, for example,
floppy disk, compact disk, hard disk, etc., or may be remote from the computer system and
accessible via a hard wired or wireless connection to a network, for example, a local area

network, or the Internet.

30 An example of a computer system capable of implementing the present method and
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The system and nethod of the present disclosure invention relate to the
area of Information Technology (I T) nmanagenent. Traditional |IT nanagenent
noni t ors wetmosdess nachi nes and operating systens, but negTrusv3/mmmd tor a
custoner's custom zed application 10 software. The system and net hod of the
present disclosure conplenent traditional |IT managenent sol utions by

provi di ng performance nonitoring for EJBs and Servlets that nmake up the
cust oner ' g emst Y2 GfriRAPThE @nhfdfer SRtdn R fered I RnENIH Ryl 100k AGEcIode t he
present di'sclosure provide a managenent solution with an internal view of
t he appl i & edntohpiopessing ainit 6P HaAH enepsy tP4nr cxangial Randam Agsess Mymard

per for mng& 53 )Rﬁmtin@r@%ﬁbas,%i]sgag uhit P8, 2 1SVIGH D& hrka REFSRGHIMRARHPT 2
real tinme perspective. Sincet ystem and nethod provide for real-tine
moni t or i ngnoblievén, «ClusK arterfaed | 8 plnetratrk ovrgrollethid 4sarsintemahbies 1 Ligeni ode any

det ect_ perfor.mance.or avail abilit robl ens o n_pff endi honme
or renot BOFEATRY geavécé,s 1 QB E"éfﬁ‘m‘?’ %‘Fﬁ’gar at's Sgsegac' %Srsmoe“(’: ?1%39&%2&2@%}?@% and
met hod of cohh€:tare s Qnta sz oy, Srpranplea Haat diskpn2a, oia nignkared. managenment 20
of real-tinme and applicati ong(?g)gci fic trapsactions froma health and

per for mance st didpsem and psi dbs Preseit| djsclaspie Lyt gAY Retididnbnl
moni tori nﬂfcﬁ‘ﬁmﬁ&ﬁ'ﬁ@@ﬁ%l’o&n ATYrnfahAddniehe TeRIM T 1TOhan@em@htVinBhitor@ RethdksOr @
connection pool. A method for nonitoring a conputer application according
to an embwelihimestandoperaéng syslemariut diaydiob pniory & cystames's citedized appligatien 2. The
met hog, i n¢l.udes I LN r Loatd hijofed,
520, [hpultiVRES S Pl nd ARAGATRELR! wroliht BRI EE] LB font Greo By

appl i cat i mmag&adntasidtigs g p@viding parformiaped movitoming for GABN anid Servists thatmakenect ed
conput er S@gpl i catjon satc; sf i.eag. Br e%gt erm ned condition information, S26.

At step CUSPRETS SPTPRIZET YR T OBENEH Tt ored i s selected by a user. Were
the user KknowsThelsh@erdRid h&Bdd hetphdtntidssclosurdproridah imang@mentselutisewitivay
sinmply enter the application via an input. 30 device,. ﬁ\t;lch as % kea¥1board.
The appl i trmad Mieys) hs@prlicatimnin pides g managshafranspchpnalavatahylity and peglprmange \ur

03/ 09998501"?@-5]%%9;15(031%%91% syRMBINeSspedtlve dh@ o dehil it getpBetiva. §ino¥he Byatem Of the
sel ecting step according to an enbodi ment of the present disclosure, At

st ep S30, andheetbohpuride fapgsitimgmanitorieg ¢fevemetstastied applicaiprse the gystermprd nay

be done Vi, 2y8q K&y RRREDASHIRLEL: ARANSt oy GANRIRing AR IELRE hotle BRY be
sel ected froma ris t conput er app t?' ations available for nonitoring via
a user i nieafotamerfavdi sdrvivi, bt a drabdsesonndsedn.i n 5 nore detail bel ow. The

computer appli ﬁ]aétslysotan g}]i&/mgﬁoda oF t}%r};[r&rerﬁ ilsAGsuké }\)/rgvi SRt mgrrlito?‘ing gr{dvnlla%tagenfént

20  of real-time and application specific transactions from a health and performance standpoint.

More specifically, the system and method enable monitoring of transactions within the context of
a servlet, an EJB or a connection pool.
A method for monitoring a computer application according to an embodiment of the
present disclosure is illustrated in Figure 2. The method includes selecting the computer
25  application to be monitored, S20, inputting condition information, S22, monitoring the computer
application, $24 and generating an alert when a condition of the selected computer application
satisfies predetermined condition information, S26.
At step S20, the application to be monitored is selected by a user. Where the user knows
the application that is to be monitored, the user may simply enter the application via an input

30 device, such as a keyboard. The application may be an enterprise java bean or a servlet, for
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nonitoring interval indicating a period of tinme that the conputer
application is to be nonitored nmay be identified in step S32. A wait
nunber i reoeadeegs a nunber of nonitoring intervals duri ngPCBusod1®206t at us
of the application remains in a state prior to generating the alert may be
input at step S34. That is, the alert may be generated only after the
predeterm ned condition information 10 is satisfied for nmultiple nonitoring
interval s hus .1 ndi. j i i fi i 0N

|t or mat ; SAMPSg Sehftag nafadh AoTphd AR3LEl BBl QU B0 of ARk R A e 11
is genergted: dimjosine. anttey $30, tib campyerSpplicalidrato be sonidred isegle@36 Therdnapi dual s
to whomthe alert should e sent e identified. Steps_S3 S y be

i npl enent ¥d0f Eaai‘?yé’ff?‘diaﬁ%qg?d %’f)wf’ RF BF FEPRvGH |hecfcljt<l;1°rrl1 I?aﬁ/%ﬁts‘% g?/dltfgoér,l g)ﬁsigps uch
as a keyb@affedtpysaRs ailabR YoriRonitdfhevie atued intataee, vhigh ajthbeadbcribee in
interface. I'n such an _enbodinment a |ist of all servers running conputer
appl i cat i BaE dstilibgloar cbe copPpisearphisptiondyayHhe an gRiERrss ya bepn H e Sg’é"gfi". fter
the user selieehs hf’i‘erszﬁril\’cﬁéatin%‘atwélﬁd SAtinlat 2 COHEREr :PPRIali6RIsHtOBSmbBRANY  ON
that server nmay be displaye 0 the user. The user may then select the
desired appybeodtitiond insiepiSdt A kavwimberiindicativamewnbenel negoieringigise/alsdutinge at | on
of the application be nmonitared, . Th -Ar, i i f: y

al so pr ov‘fv’&l'éﬁﬁt;%trlr'f)f’ Iét%? BPRAiGELn rﬁrgﬁﬁf ori Sﬁaég?rﬁ(%é(?g%}{e%ﬁ%‘ %gé%ﬁlﬂm%ﬁg@ﬁ agﬁd t he
i nf or mat i @&p $3AY ANt cheialea ivaychie @bseratkoonly dfer ik pretietersiseivondifibreingdraptiorf
inputting condition information 522 .is further. described.wth reference
to FiQuris stsigd 1ot apyltely manparing peryals, hys, dpqicatng g mpye; Rergpler{ pyodlem.

i mpl ement gd, ¥t LIS hBEHE fca@RFPHERIduAP R bE aleHtN by ehebftertDNAddoNBeh it i§ i S
noted that a conputer application may include 25 several nethods and each
one may beenawsisidtesy dd entared 8t igp S36 Thatie ageprS3¢agdividyadste whom thgalert shauld eyent |
or paramefer... 9f ;@.didral ity of paraneters related to the sel ected method.
These paranepers may i nclude an average execution tine for the nethod
during the norStesiS3og $3tnery\balimplamentekyiadinaceipetof infnmeftienevid ayinpuh devirst hod
during_the nitoring interval, m ni num.executign 1] f _ hod
duri ng t h&°HBH }ieéﬁ'lr"?"‘h Oli“ﬁcfué?’\?élln?y@e Wé’?ellnn(?a&}dﬁ%lg 4 Fqlﬁcaé%%g%tﬁrﬁg |'té‘2 |Cﬁgﬁ how 30
many ti mesmbdi@marhhrdofasservtyokasing uohpgertapplicatonst ddintagstpe theaderamnay be met hod
thread count. -6 WO 03/090085 PCT/ US03/12204 indicating the nunber. of

t hreads i AvRJRYSAGC TR asse AREHNEUIST Friet e eRshALIghatA C?W‘ﬁ?r\%’BPl.lcaﬁ*ﬂ’? P2 may
sel ect al |, par @R} &L§ b8 Bisgﬁ%’edstﬁltﬁ‘é:ﬁsef? MEheQfsed MAEHE scld2 R desifedippifatiod Or
nonitoring. The user may set threshold values to establish a status of the
met hod or wipeitikeatingm adivange thesyeat Banordegaionf thepplicagan tokemagnatored- Thep s44,

That b& ' El%ﬁhigeﬁ%&r ﬁﬁérﬁ%g {EﬁQy %S ﬁrg@itdgfaromthQO HR& mdHbring interval, the wait number

and the information regarding individuals whom the alert is sent.

The step of inputting condition information, S22, is further described with reference to

Figure 4. At step S40, the user may select a specific method implemented by the selected
computer application to be monitored. It is noted that a computer application may include

25  several methods and each one may be monitored. At step S42, the user may select at least one
event, or parameter, of a plurality of parameters related to the selected method. These parameters

may include an average execution time for the method during the monitoring interval, a
maximum execution time for the method during the monitoring interval, a minimum execution

time for the method during the monitoring interval, a method invocation count indicating how

30  many times the method was invoked during the monitoring period and a method thread count
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5 set a threshold value or values indicating various states of the
application. For exanple, for the average execution tinme paraneter, the

st at us i swoasmlospr ovi ded that the average execution tineprcrasngi2above a
predetennined first threshold, or a warning level. A warning status results
if the average execution tine is between the first threshold and a second
threshold, a mnor level. Myj or status is designated if the average
execution i S th sho n threshold, a
critical ‘U%Fﬁ@’:‘ﬁ*‘d%"‘é’?a‘fid@e? “H’é) Inéglé Ocd}rjlutm%ﬁﬁem%mt%ﬁ afévraégjfe]heeufgcutl on
time is abpsect DEpaidhididls bhﬁ@%(ﬂcd@neﬁaﬁi@réﬁf thdae ppramateBtf@r mornimyinfave

different first, second and third threshold val ggl a first
threshol d val ddene napsetdyeshaldealiestossablishaishps ﬁfﬂeﬁé’a oh#Ppligatiag¥iht t han

a first t,{agﬁﬁg&%& ShNEpdrhett s'i@%@ﬂ“ﬂa‘??‘seﬁ)%dcﬂ&lédtéﬁ%a&ﬁ% théliseay540 to
S44 may a e inplemented via graphical user interface. The user rnay 15

choose a sei @msmjd nethedatues mélcmmvtaupmtaﬁqs@mm applisetiest Fopgample, fastthrods
per f or med \/|er1 e ex thlOl] tl%}ce'éjgr e?emti'%]s%tuéal 3151109 Heckt-ﬁ%ﬁh#%@{aﬁg%cﬁ%nqﬁl]eeh

| east oné® pa aret e se ser
i nput t heishbrsbye Sﬁemiﬂfdmaﬁd firdvithirekhb g asimdrdmg tvel A Wammgamlmssredues ifale

paraneter via the graphic user_interface e ste f i toring the
conput er APPEF éé‘i"f‘%‘ﬁ‘ ﬁ"gef%ett th%gat s Ol\ﬂnalnﬁ arsg‘foélﬁéﬁ%@n?d; "2’6°’F€§?}re 5.
In step SHo@jor gt){ﬂ@m&s%@att&ih?f& aQérBod dXSEULR BN Kotk &ed they/deCortiatiRsifd firftia
conput er ppI ication. The dynam c watchers do not alter the appl.ication

code B ahirddueshelds piriarloelust The srsusip pesignated grticabif the prsrags XRUINOR GMethe
applicati gn, . iQwtHeQRGH" Q06 tgé 89&&&@5%@/&% Qiffefint $itEPecordZand third

notification nessage I's generate pon occurrence of each of the events. In
a pref er racksh@divaldesreRtust dnﬁrSd;masﬂmld vabie dbrethe gem@ea@txe@man i vestaniobe

message V\%l\?fggant ?‘%} {] xﬁ%t?gepholg vahllé) E)r hset 2a§(m|119 egutlér?gmé E\% ? xecutjon of the

nmet hod b RECut Toh 0 ends an 4) the method is
accessed by a gifisesad .o Shemapilsd be::atplmmrms/wgephmyusenmmﬂaee dﬁh@sbndhy;ati ng

a type of the application, suc ent erprise rSery
t hreaf | oA € atlFsHy MABoq fﬂ%eaﬁ‘otlﬁ%ff??rf’??\fo gd’ftsﬁ‘éerai Oéjétpegom%rfg eame of

the appli cadlc@Rompiter aﬁ)bﬂﬂﬁ%tlblmme'ﬁ%rh&@ s¢ledhadst 6@ pﬁﬂﬁﬁleﬁe’t Rldted tb tH¥Beledted®nd
time of the nmethod. Since the @%namc wat chers are inserted in the b%
d by

code of tethad Appisecamey Ban inpyethe firsttiecond pnd therd thresoliglelyios c3r8 selpde

the dynan :ﬁal%& \h?ﬁ] Pi[ag}{i!cgqlsé@%rfgde -7 WO 03/090085 PCT/ US03/ 12204
i nformatidn on the f tioning of the conputer application. The real tinme

i nformation isT lu:ssm‘pujf mantomﬂf{auhe computenapplication istfiyghes desgeibedowiefefdrensedd t he
jserveréo onwhi he a§§{’fe at | on .'at% eﬁsugrn'ur{&rteé\ ntgﬁﬁﬁ?lé)??%%@ehgf Q@tc@m{pﬂt@ uded

inth nof’if”f’fecat &P ynam ¢ wat
application. The dynamic watchers do not alter the application code or affect performance of

the application, but merely monitor the application for the occurrence of certain events. At step
S52 a notification message is generated upon occurrence of each of the events. In a preferred
embodiment the dynamic watcher generates a notification message when: (1) the application is
25  loaded, (2) the execution of the method begins, (3) the execution of the method ends and (4) the
method is accessed by a thread. The notification message may include data indicating a type of
the application, such as an enterprise java bean or servlet, a thread ID indicating the thread that -
invoked the application, the name of the application and time information indicating the start
time or end time of the method. Since the dynamic watchers are inserted in the byte code of the

30  application itself, the notification messages generated by the dynamic watcher provide real-time
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be published. That is, the data may be sent outside of the selected
application being nonitored to 5 be evaluated to determ ne whether an

al ert showbdsbeogenerated in the generating step, S26. Thecstusps/ w204
generating an alert, S26, is further described with reference to Figure 6.
In step S60, the data included in the notification nessaged generated by
the dynam c watcher or watchers is processed to determne a value for the
sel ect ed nﬁ%ﬁmﬁ%a%rﬁm W.OR%L%mEesmaﬁér g,l?cquorf onfhemmlﬁqemf&wnen%stu@m&Z of
Figure 2 can be determned using th a included in the 10 notification
nmessage, ialthahouddsirotas the netyalrbenfhmleofdhﬂﬁﬂwr pigywhigh ghefapphation & rveng.one
notification For | nmessa ma

indi cate a st a/{_{?ﬁ{)ggé?thefdata 1nc¥1fdﬁnpd1ethe\:M®tlfﬁc£t§ons g%% ed%gtl £ Canlcgvr?%%_grsrgélge Ry
i ndi cat e ldpabemed.tTHreisahe ddremagtdrest.outtlie ofbh@sdmtddfapp:laiatlmfbemg&ﬁcﬁﬁlgeﬂ to

t oget her can be used to determ ne the execution ti of the met

order X o begvelupipd Wé‘%‘@t‘ﬁé@ef‘ﬁf%“@?é%ﬂ‘rﬁﬁ gf"i‘eﬁ?}e‘{ 'é‘ng $ﬁ“ﬁﬁaﬂﬁ$ﬁt€8¢(§§ﬁtl on tine
or a maxi mm epeegidh '0@Qenlzéatﬁl{; BRalelt 2661 Serttet @RcrideByithefelslcd rf;gmpa.rﬁﬂ to
ot her execution times detern ned duri ng the nonitoring interval. hi step
S62, the e 3. ok demdhcludedde thedhop fieatine mepsagesl generplad byl thecdynpraictwatehshet d
IeveI or S C rovi de
an i ndi catt SR s PRRS VG BBt ) RA B HARABHEEISE ATIAREE Sl

sel ect ed foanamabti@ig, inAtters 82D oBFuee de:beﬂamdeahnmad iusingmlmbedaa; ifabud20 imhled her

t he status ar. condi tion of éq E catlo satdg es the1 COﬂdItlf?n.

i nf or ht i BHICABPEes@gelheueh s wglgazcgw {aaﬁo mie taR e Bptiiicpton

par amet ersedheh FoelxaipRMN fidt M’tﬁ@icithfn@l%@'gé’mhﬁiﬁﬁicﬁte 23GBAEAIfAthdiR WMild h, a

determ nation is made regardi ng 8enerat| n the alert. For exarrple if the
average et nYHiceioRempEagemat imfligate dre ditinecefjthe mgthed The o nofificatioes a

probl em glngssﬁgéq g%{hrer shom Ghed RE dSERRRAIR Sxecli@iSn Bine dhe MaBioA! 8F brded t& hen

generated at Step S On the other hand where the 25 status of each

par anet erdeltc’smmrmthel thaﬁ &eeution tigeds daigEnmrepadion meew a gnagpm@e gxechiiort hj s
case, , 1o Pe %ﬁe L‘iegl 9) dq}%u.gs% %{débfﬁ n’@grgd ttcbgth&reg)(g&% &%}MI ?c{ &r&%‘%ﬂe .860 to
process icatl on nmessages rom e nex toring

i nterval ,mfnoroxegamf}k/ﬂ The user may desi gnate t he status of the conputer

appl i cati on under S ener ated. A s 0 itoring
a conput er apgl’ “%Bl\lg?%ﬁp%ﬁag'ber(gjeﬁﬂ ! jeCE 8“6?‘8‘5&%“05'8?)‘%?&&?? ﬁfh la l'éYfP
descri bedewid Rsd @i QNENLRCH 6 thl GUCRd Farahbtels 8 6¥ia€ £h id@¢atin of Be btstuasaps ed to
allow a user to select -8 WO 03/090085 PCT/ US03/ 12204 _the conputer

appl i cat i WRlieasiopaihopiredie theaalgoted PITAPEEr B APYM defrBintiey trnadgas to
moni t 'rkghetﬁe@\{h&&atz of ﬁorfa@lﬁmtcﬁ%é QopTRRdnQidle dROMAHERE iAlBRhitoal MR The .

interface device may a
specifically, based on the status of each of the parameters with relation to the threshold levels

associated therewith, a determination is made regarding generating the alert. For example, if the
average execution time has a status of critical, this likely indicates a problem and an alert should
be cenerated, Yes at S64. The alert is then generated at step S66. On the other hand where the
25  status of each parameter is normal, no alert need be generated, No at step S64. In this case, no
alert need be generated and the process may return to step S60 to process data included in
notification messages from the next monitoring interval, for example. The user may designate

the status of the computer application under which the alert is generated.
A system 70 for monitoring a computer application according to the present application is

30  described with reference to Figure 7. An interface device 72 is adapfed to allow a user to select
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venerate an alert when the condition of the conputer application nmatches
predeterm ned condition information. 5 The interface device 72 nay be

i mpl ementwd oasmsyr aphi cal user interface allowi ng the uger/usos/easi!y

i nput selection and condition information. According to one enbodi nent of
the present application, the interface device 72 allows the user to input
selection information to select a server on which a desired conputer
oLt B Pk PP oA TRy AL CRESRERRLLC
the ser Veﬂwl& 140is b&lpﬁﬂal’lbhﬁmﬁdr thIht@mpﬁteﬂ' aﬁﬂi&yatlahsﬂfh@imfede dévieeTd inay hl@g
interval indicating a period of tiner durin t he conput er

appl i cat i 8HCIAE whiltloVed dRFoRdiion & the ﬁ%ﬂ‘*f“t%lﬂ*?ﬁlé?a“f’ﬂ&]aé%!’t°? wEEderrEmingd nber
of noni t ogd RGPkl RERiodUr i Ng which the condition of the server satisfies
the predetermned condition information prior to generating the.alert. As
not ed &bove, iThaovayrfiee.deviseTanrage suglementedaista gaphisel yser igteniaeliondng e al ert
to ensure 1§ep { ag‘ldymﬁl(t%gegrﬁ]n and Q&{dfxt% n%g'gat% ;\%c rB% "ﬁp € e%%od%enk% cl‘in .
perS|stenf. provi ehtIficati on nformation I ndicating
i ndi vi duabﬁsdnﬂa]\q\vhamohhﬁe ateefate d@ncsemhllomm uaditb mibuttsﬂecnah iférmasorge neleat ed.

The condition information jnput by the. user cl ude i for tion

sel ecti ng?® &V é‘éié‘fl“‘ga"eéesﬁ‘féicﬁ’ﬂﬂ’“ﬁ?f applisptipnp H“?‘“éf lrﬁ%?srqb%yf FEREAt E%t by t he
sel ect ed smwlﬁéc@wdrsﬁgmmnffwmamﬂalliy@fédag)uteirmhamhsmmn 1Sfle &gvepCt  at

| east one of a plurality of paraneters related to the 20 nethod to be

noni t 49 edto bpaestopdr dhetiesr Sray glsp prryiderd AYBIOHBR INgSHEd iRGIGHNE p REFIGIR, timge
met hod dgﬁn% %&mﬁ]ﬁﬁthg‘e&h{nﬁéﬂ z@gnéamﬁ A raﬁlmo?edmﬂmzygawaqmw% Hdﬂggnﬁé)ﬁlet he

nmet hod du e nonitorin interval, a mninum execution tine for the
met hod dunimigert bfe nexiauty peridds nduring whicholie dondiiemtdfothe cesayer sangfiesatheng a

nunber - of ;[ede lmmehi COHF'HOH 1 OI'Hla‘ZlQIyOII'iOeI' (8} %gﬁ’e::a %ﬁ&he a nAg g%m@gbovle nlE gﬁlg%g and a

met hod t hP'&ad®'¢o reads "handl'rng a
request 25d\dthl‘aLd’bgs toheainprior ltd)gdnﬁlgtmg'lthe atlto enblne tlhanhw;frahiemdemrﬁﬁm‘a’ﬁ’ceaifso
allows_the user to jnput at | east one . thresho each
sel ect®d PSrRREFHE ?‘é‘quB‘rS‘séeé‘f ejﬂlﬁ Fenay alse Bfoﬁ’gied‘%e“f‘h‘éa“(‘?Bﬁ’bfo f"éﬁlloné’ﬂfﬁﬁ“@étl on.
In a pref aredendtbMBRY alers R\BKtheh REE TR Hbrl i€ glesat@t. € est abl i shed for
each of the paraneters. A status % be associated with each of these

B

t hreshol d | evel & congifipminfasmatiensnpri by the usepmay igHadedaforpriion selectipgatdsrst e i s

bel ow a ch foat (hrﬁﬁﬂ%ﬂb IoP\(]?elthodE q;nﬁfefrﬁﬁltea ByShe %el\é@fé@'a&gpﬁt@ﬁ/ %phc%rﬁfdﬂar ni ng
st at us resuts I f e val ue of e paranmetér is between the first threshold

| evel - andm@)nnel’@lgV\(THBBl/S@Qﬂ@bBGSCP@T(?CU&)@Sl p94f a plabindof aramdiers eklatedfcetheed to
as a no{nelh%g ?cl) be morI) Rlred t’ﬁtels'lespalrz'lsmggrg &pu%% ?19 av efragté b—:ﬁec\{xﬁhﬁl gm%fforttng method

during the monitoring interval, a maximum execution time for the method during the monitoring
interval, a minimum execution time for the method during the execution time, a method
invocation count indicating a number of times the method is invoked during the monitoring
interval and a method thread count indicating a number of threads handling a method request
25 during the monitoring interval. The interface device 72 also allows the user to input at least one
threshold level for each of the selected parameters for determining a status of the computer
application. In a preferred embodiment, several threshold levels are established for each of the
parameters. A status may be associated with each of these threshold levels. Normal status may
be designated when the parameter is below a first threshold level, referred to as a warning level.

30 A warning status results if the value of the parameter is between the first threshold level-and a
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paranmeter is between the second threshold and a third threshold, referred
to as a critical value. The status is designated critical if the value of
t he par areoes/v®sabove the third threshold. Each of the paraset/enes may
have different first, second-and third threshold values. Thus, a first
threshold 5 value for the average execution tinme paraneter may be different
than a first threshold value for the nmaxi mum execution tinme paraneter. The

moni t or i n&mgfavtw‘ee of rbf%nﬁcdds OnfiBHIeLAr Mdi6r SRR isCRLikfled TR VERRIJrAhd NY

device is described in further detail wth referencé to Fi gure 8. An
i nserti onpatewétoas BOWeestbe sesommt thtegladd ansipethird fineshpld, wdarsH dg ag imréIC@lh@ll@yt e

gg\o/l? c gf 8;[)';]!%5%,3 l\ﬁgc L‘{cl1§?£ <rr1tlcalt % t?le yal D rf%ms %%{e];er s‘%lbbé’e t{lé ttﬂ{riil h'?e%ﬁ<§18 I @a@

east one dynam'c watc e of t he
sel ect ed mephodetetheay hd\}m:amlcnt\i\'ﬁdtQbmndgmeﬁaﬂmhcidtvnmesca‘hus;mﬁmﬁagms upon

t he occurrence of certain events in the ter atiqn re
speci f1 calalye fof We A i Frecuian EW%Par@‘E?férr’H‘Eyel?r@ HEt t€¥"€aérft6f\re%@%%%§5 fohhen
(1) the cmgpw;\elqunag(ycm%tﬂ,g@pdmsnétavoked (2) the selected nethod starts
execution (3) t sel ected net hod ends execution and (4) the nethod is

accessed by a tlhmeamtonrrméevm7|4fls esad foononi BT HespplisatiomyTherponiigengidaviee is
| ndi cat | n@escrhbeﬁ in mf Eel 190 rcfgr%%%eggﬂﬁﬁea 4 Aﬁ'ﬁm?é?ﬂcﬁfﬁe@fcg §b Eﬁer‘l]saa\’f%ask?%ﬂ@ or

servl et, | ca at -1 nvoked e application,
t he nane éfainbevagpel intade byte c@deabftﬁersdeateﬁ@phmtmmnMomchpccaﬁcahlg, thbmsegtiemt tine

or end tine.of the. nmethod. A publi.cation.deyice 82 is_ad d to puyblish
Che” Ol & PP A0St e HasHiNe B Rt BhemBimae S Rate of we R g et Be
devi ce mayyaRNdws R ERFtQSIRERELHRE nfessal ?&Q}p@ﬁ'ﬂ& dcBErkende6if deftainf@ent2@ the
notificati on nmessage to the user intertface 80. In a preferred enbodi nent,

publ i cat i nHuer ARl SAYT dhrasasyifisehethe dyramuc ‘détf%Fr%“eFH%g anQfifiatiap Mestasgs ce 80

usi ng Usey, [at g aghphef %@katlow BivoleRgS) ttlé gaéétée mahei@;t%r@ewn@ﬁkmh@g the
data i ncl u& in the notification nessagi] be sent romTﬂ?e i shing
§§@‘§f@

devi ce 828@ﬂ®tqdheuhcmit andf geasutdedandd4)rthe st Oéai:WCPﬁ@?Cl by ¢ H¥rgadn tion
gener Edmeééa en ay[ ﬁé]u{lf: ?a m&@;{%m%!%%@oﬁh (1:1@&[0 &éh IJH?] eH%ﬁ{rlsé J}t/%efaﬂ%? 12

may t hen proc a|n I'nt notification nessage

det erm nesev‘abu,ue&m dad D ealcﬂatlmjthe thecas dlatiovaad ﬁamapﬂuiaeom theTilmng Oﬁbet @phnanam i on
may requi re col ]l ection from sever on nessages. For
exanpl e, HYr§ ‘F’?‘B‘é‘f‘ ‘Bh‘“ﬁ’é%tglétdg gt B‘Bﬁtgrreé’tdgﬂle(ﬁé em? %cli begi nni ng of
execution of sglegiedol®RiRes2 RAGpAIAS PlisiNGE ddth Bl n R foERpeticThethe].
gener at ed upon endi ng execution of the selected nethod. Thus, mﬁgsed on

t hese tonrlvett i5f {he upbgntign dﬁ\é‘%&@j‘ésset‘%éafé)&é’&fﬁﬁﬂoﬂﬁng|t?réherr€§‘abec dPrified. In
addi tbon, ik Afidemhall. A6t HeMBE AR RY 80208 a preferd® QARG RS/ 12204

accomplished by sending the data to the interface device 80 using User Datagram Protocol. More
specifically, a datagram including the data included in the notification message may be sent from
the publishing device 82 to the interface device 72 for each notification message generated by the
at least one dynamic watcher.

25 The user interface 72 may then process the data included in the notification message to
determine values for each of the selected parameters. This determination may require collection
of data from several notification messages. For example, a notification message is generated
upon the beginning of execution of selected method and another notification message may be
generated upon ending execution of the selected method. Thué, based on these two notification

30 messages the execution time may be determined. In addition, in order to determine an average
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execution tine it is necessary to average the execution tine of all
i nvocations of the selected nethod during the nonitoring interval. The
val ue of weab/osw®bect ed paraneter may then be conpared torchasohirrshol d
| evel or |evels associated with each selected paranmeter in order to
determ ne a status of the conputer application. Based on the status, the
interface device 70 may 5 generate the alert. The alert may then be sent to
an individuals identified via the interface device For . exa If a
FBre g

val ue of PIFEUURR B ISV ShaYartes HesexsBEva tpe T eflinvecttigng o gebl, the

status of ;thgq 99&%‘%@510@1@(911%@@5#91” IS 15 VAILE S cacT MR teiPNrainREl /@) MeAbSET | OUS
problemin the execution o he conputer application and the alert is

gener at edsonHoweherthe trpshald idvel erdpysds aspociatedioitivgach eleaied parameferiarosdaster s
bel ow t hede]:ctéx{nsngefé[ ert oq"ﬂle co ﬁ}{t@#ﬁ)lpﬁgatlgﬁ" E gttgﬁllg], éﬁé{]ﬁteﬁ?&%&ﬁé 76“191a¥ ed.

application’is |on|n not be genera
The usgr payratase gératrhe alelnmayttmxm sérm to @amdmpwaisaxdetté‘ned vaderintetfice devitee al ert

is to be generated. It is ted that the s f or ni.t.orin ut er
appl | cati S Smstakt ol B P e e THECh B e TR eV g Bt er
appl i cati arudiop GuSSRhuad A¥flicatifi isSERIEAL | ThieMRQdhdent aGkribieproblemeint the

appl ication, the systemfor nonitoring a conputer 15 application may be

i npl enment eCuEnD FlergmipHLer FRACHIoR ang Breialeaits gmertsdy Eowsverarhers thearlig @8 wi t h
the Uni CENRLGF 1h%@eﬂ %neﬁé% bel?‘xg b 109 %Esholfd%veﬁf&‘?%h ?arain@teia tl{ér(,%hﬁﬁ{e?d

enbodi nent, a user er ace | ows the user to noni performance of
sel ected apaﬂ)ilcziltimtls mncslonsumhl reallyBd@the algridecdywt bd generatgdpTlpyuser rmytd‘iﬁlgnathe

applicatign rve Mor e eC|f| a r face may enploy a
form whi che ?a?uqim etdbh %awme runrier \A(/;lbch t¥1{: alelq?srtgz)g ?1}62%(?% Wbl ogi ¢ I nsi der

Expert Agent, J® rs anéd Agemt sys%hefof ﬁ)lbﬂit(ﬁlhgmsorﬁ}hl&r Hgbicapncutdeptidlyadplsmenmt et or

EJB, that is, the sel ected application e Expert Agent is
moni t or i n§ie negad fag @oryoripg B§g‘g8“t5reapﬁ]6‘f‘?f‘?‘b ‘é‘d‘s?fa Bvee added, nodified and

renoved. Only fhhep &ﬂ‘chelnﬂ)toam@BﬂﬂofEﬂd?;ﬁesgﬁ@h}ﬂi;é@lﬁan\ﬂhé éys@mtfbﬂnM&dah@ga donfpRtey €r S
bei ng nonitored l)y t he same Agent may be all owed. Fi ure 9 shows,_ an

exanple ofPRAigatRyEHY banaplg@?lv@rasa@&srla F‘H‘chﬁ 6P?1r?é“%5€%ﬁ? apd ggrigeqvigh th o5

Management;,pl.ock M%QCL»hem%H%r QQE}l}JUﬁlg(éﬁtmf@rrex%ﬂﬁgem%reff&fed%m&%&t Mghspher e
or Oracle91 AS, Is shown connected to an Agent 202, which connects with an

I nsi der Pintdrfashelowaig: use to hionitentheysplormeanct offelSeted enpliggipns, speliad E/BPand | sher
206 con nece:[x 'vie tadgn cs)yc Ivlétﬂs ttfléj pﬂ a%%n L&C olgle %Qg ca\ﬂg ehlsgr Ql%%:% ﬁ}ai\%ﬁl@(ﬁn

I nstrunen connec InS| 210
and a C as §oxhﬂadeh n%;(zbonﬁﬁ: d ﬂﬁgldebj,ecttl’ﬂpxbselnﬁng hédeﬂ@dmsldMaﬁagetrA@nd ot he
| nsi d%‘(r) P/LSI}Z,LAtS fﬂi‘g form %ﬁév&t‘set é \Kye\%{oiéicad%pl%ged s:erjil:l'et or EJB, that 1s, the selected application
that the Expert Agent is monitoring. Servlets or EJBs to be monitored may be added, modified
and removed. Only the servlets and EJBs deployed within the Weblogic servers being monitored
by the same Agent may be allowed.
Figzure 9 shows an example of an Agent and server according to the present disclosure. A
25  Management block 200, such as Unicenter Management for Weblogic, WebSphere or
Oracle9iAS, is shown connected to an Agent 202, which connects with an Insider Publisher 206 -
within an Application Server 204. Insider Publisher 206 connects with an Instrumented Object,
208, which connects with an Instrumented Class 212 which connects with both and Insider

Manager 210 and a Class Loader 214.

30 Insider, that is the Insider Manager and the Insider Publisher together, work as an
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WO 03/ 090085 PCT/ US03/ 12204 instrunentation agent for Agent. It may run in
Application Server's Java Virtual Machine (JVM which is where all EJB and
servl et s woa3nenss Agent may conmmuni cate with I nsider usi mgTiUses/12ed agr am
Protocol (UDP) publish/subscribe nodel. Insider architecture may be

divided into two parts, byte code instrunentation and publi shing
instrunmentation to publish 5 data to Agent. As a class, or application,

gets | oadggd, Llnt;Lntdh@n J(\éh\(l fok ?\?bxﬂeﬁt lﬂ%m, m@ﬁ;ﬂemonlsen@nsimv@wmMa@Mﬂ@m c
wat chers into t hese ¢l ass EJBs, JSPs/ Servl ets and stand al one

Java cl asE¥8) vgush i wheiedlliEAB RS SETVIRES areru- dentady onypnigetmvith Weideiyt e code
by insert] N, G tato
Agent by %q\?\% @X[‘ﬁ g QQt% | rsPPX@%}QﬁELﬁ)&C@Q&[ﬁ%g gﬁ{)? %Pgubs%rﬁﬁ%egmﬂ hod,

wher e | nsdidiged opens mmUIDI?te%odé(mstnomnttdmen apppublisitingmsts@nangation Fopublielver y
not i f|5c on nessage received frombyte code instrumentation it may send
out a da?eﬁ‘b'ipa/?heﬂtacket The second nethod is a CASM EJB net hod where CASM

EJB acts as a AJLEM8Sdr apSISRAGS QetS Blaléd i@ the NIV Indi&@ SndylihiSregRivdnd énses get t he
nmet adata of the instrunented 15 objects, or nonjtored a(g) plications. This

servi ce n@¥pamicsw tehprrdpiodhgse glast et f’a%%IBgtJéssfsewl&rﬁ apfisiapd BlPniayaclasseie

present SgéR&Hécﬂn%mﬁmqvlsﬁé}%yﬁﬁs%méﬁﬁh@eyt@ééde%%rmﬁx@qymnygfbbmr way for
an adminrstrator to configure and nodify one or nore conputer systens. The

present dwstchassure may be conveniently inplenented using one or nore 20

conve ?(5 I onal ?Iﬁ 0&!: %Lag@aldglgs%scﬁtaqb %ﬁgrﬂlbngmé{hgﬁé q{rﬁrme?l%’dvg‘p%ﬁy ogr amred

according to hin esent specification propriate

sof t war e Emﬂislﬂgulfsambeneaﬂod whoe Ipmmnapmsl a L@P Sédkbt edhpampdicatimmserselhd®ed on

t he teachi n?s of. the resent dl(gﬁl o?bure ep{)re§§nt . di SClcﬁ re may al so
be. | npi enBRGH B PHEMST eSS PO R B RV P Bar AR e SR Lhr at od
circuits adtagdym bitiet CheREDhd REBthaB iCPOASIIEIB Reth@ Whdrk CASM BIB/ suid asenal
conmponents. 25 Nunerous additional. nodjfications and ¥ar| ations é)f the
present diegBesbEEOEsRIeE Ice Ageitpes this sefyiggiogset the metadaig of the dnstpmgate

therefor eol%@ct?%x Hgﬁtﬁfrédt %ﬁcatnlaﬁé TstsBivite 1S a6 Q mlgjllytsﬁ% ApRepded C| a' ns,

the present di'sclosure may be practiced of her than as specifically
descri bedpHeiskinpol datR WO 03/ 090085 PCT/ US03/ 12204

The present system and method thus provides an efficient and convenient way for an
administrator to configure and modify one or more computer systems.
The present disclosure may be conveniently implemented using one or more
20  conventional general purpose digital computers and/or servers programmed according to the
teachings of the present specification. Appropriate software coding can readily be prepared
by skilled programmers based on the teachings of the present disclosure. The present
disclosure may also be implemented by the preparation of application specific integrated
circuits or by interconnecting an appropriate network of conventional components.
25 Numerous additional modifications and variations of the present disclosure are
possible in view of the above-teachings. It is therefore to be understood that within the scope
of the appended claims, the present disclosure may be practiced other than as specifically

described herein.
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What is clainmed is: 1. A nmethod for nonitoring a conmputer application
conprising: selecting the conputer application; 5 inputting condition

i nf or mat iwn;03/0m85 t ori ng the conputer application; and 'geagnsos/mpoan al ert
when a condition of the conputer application satisfies predeterm ned
condition information. 10 2. The nethod of claim 1, wherein the conputer
application is selected based on selection information input by a user via
a user interface. 3. The nethod of claim2, wherein the conputer

appl i cat i Wihat is cdgimedfs:an enterprise java bean and a servliet. 15 4. The

met hod of claim 3 wherein the selecting step further conprises: selecting
a server on which the conputer application operates; selecting at |east one
conput er appl ilcaA nethofl f@manitpling a¢onippten Appoapmteempappd:i cati ons runni ng on
t he sel ected se{ﬁver ho beql%on‘i?fborted; 20 inputting a nonitoring interval

i ndi cating a p&rrYE BF CATRIET 8RR IAY ™ Whi ch the conputer application is

noni t gr ed; andnﬁmﬁﬁggdnaﬁoainwtimnber i ndi cating a nunber of nonitoring
intervals during which the condjtion of the conputer application satisfies
the predet er niMeHEAHeCPBRUeTAPBHGHPRAAd prior  to generating the alert. 25

5. The net hod '&Bﬁrﬁ!i@é Jgﬂoa4en mra%ﬂdia&?oﬁﬁ@&rmultérapwcsmga&sq:agﬁ tion

i nformation further nprises. selecting at |east one nethod of a

pl ur al i t yprodeterpineddtonditiorf infommatidny t he sel ected conputer application to be
noni tored. 30 -13 SUBSTI TUTE SHEET (RULE 26) WD 03/ 090085 PCT/ US03/ 12204
6. The nmethod of claim5, wherein the step of inputting condition

i nforroati on f W tTiermethod of claim 1, wherein the computer application is selected based on

selection information input by a user via a user interface.

3. The method of claim 2, wherein the computer application is one of an enterprise
java bean and a servlet.
15
4. The method of claim 3 wherein the selecting step further comprises:
selecting a server on which the computer application operates;
selecting at least one computer application from a plurality of computer applications
running on the selected server to be monitored;
- 20 inputting a monitoring interval indicating a period of time during which the computer
application is monitored; and
inputting a wait number indicating a number of monitoring intervals during which the
condition of the computer application satisfies the predetermined condition information prior
to generating the alert.
25
5. The method of claim 4, wherein the step of inputting condition information further
comprises: .
selecting at least one method of a plurality of methods performed by the selected

computer application to be monitored.
30
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conprises: selecting at |east one paraneter of a plurality of paraneters
related to the selected nethod to be nonitored, wherein the plurality of
par anmet erwoioaobasses an average execution 5 tinme of the netrloodsdsriizng t he
nmonitoring interval, a mninmmexecution time of the nmethod during the
nmonitoring interval, a maxi num execution tinme of the nmethod during the
nmonitoring interval, a nethod invocation count indicating a nunber of tines
the nethod is invoked during the nonitoring interval and a nmethod thread
count i ndi cat iglte methdseaf claim 5t Whezeinl thelstepdif inpyttiag nesditanh infoquan fattier ng t he
nmoni t ori n&mil nterval. 10 7. The method of claim®6, wherein the step of

i nputting CONArti on i nformation further conprises: inputting at |east one
t hreshol d | eveleletiing  édastromi paragetar cftagilurslitg bf pdiemetérs kedaed toaheselezdect ed

par anet er . ‘1}5 8.. The .'mstdhog af cl qi m. 7, .wher ei n.tpe nonitoring step further
conpri ses™FHedfa hefgonered) wharein thyplurality of pargimeters eludes 3p aygrage eFqutioR ¢ he
conputer @&RPbf hakietdddOriPME hdhitdritg inteQRPY htkimaRRxb&Aibh Gfhe oM MRIbLA he
dynani c wat cher generates a notification message upon detection of any one
of a pl ur &ringyghegnomipsiag nteryals heaxipyp axesutign fme o the grethodalugng thee et hod' of
claim 8§, 0 p ' : Wl %J*ﬂ'%ﬁ’“ ' ut er
applicati ?é‘/gfﬁﬁog![n r"{tit?ﬁal’% gﬁllggf%g‘?%gﬁ%gjgicg@ e cﬂgﬁgﬂ%@% tgﬁfﬁhggg})on,

endi ng t hmvoledldgongthe meinfiouhgohtetviabandarmpeth sl thepp tauotindicatingrachuanberstsi ng t he
met hod vi Al §{n]z{n§ﬁld'a25th%9'r T@sﬁﬁiumt rhgd of. claim9,. wherein the notification
message goh@raiadiig? PRLod raueshiurng e monitelipg ie¥dhat 2 i ndi cating a type of
the computer application, a thread ID indicating the identity of the
thread that inyoked the cofputer applicatiagn, a nane. indicating a nanme of
t he conput er %pﬁf’d‘é"’c‘{;‘wfic%ée hergip thestepe! inppiing cendghen pormiondughee of a
start tiggmpRek:an end time of the selected nethod of the computer

application. 30 -14 SUBSTI TUTE SHEET t(RULE 26) WO 03/090085 PCT/ US03/ 12204
inputting at least one threshold level for determining a status of the at least one

selected parameter.
15
8. The method of claim 7, wherein the monitoring step further comprises inserting at
least one dynamic watcher into byte code of the computer application to monitor the
computer application, wherein the dynamic watcher generates a notification message upon
detection of any one of a plurality of events in the computer application.
20
9. The method of clai.m 8, wherein the plurality of events includes loading the
computer application, starting the selected method of the computer applicétion, ending the

selected method of the computer application and accessing the method via a thread.

25 10. The method of claim 9, wherein the notification message generated by the
dynamic probe includes data indicating a type of the computer application, a thread ID
indicating the identity of the thread that invoked the computer application, a name indicating
a name of the computer application invoked, and time information including one of a start

time and an end time of the selected method of the computer application.
30
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11. The method of claim 10, wherein the nonitoring step further conprises:
publishing the data included in the notification nessage generated by the
dynam c watosheooss5 12. The met hod of claim 11 wherein thecgarses/ai2ng step
further conprises: processing the data included in the notification
nessage to determ ne a value for each of the sel ected paraneters;
conparing the value of each of the selected paraneters to the at |east one
threshold Ilevel of the selected paraneter to determ ne a status of the
conput er appl ildaflihe methad df d@imghn whereinthe mhwitcaing istep firther ¢cdngprisesat us of t he
conput er application jndicates t.h t lert is to nerated. 13. A
cystem for ot bt TTRghEou bRk B sl Beiof Freesa ptreel o9 T PAYER ace

devi ce adestled. to all ow a user to select a conputer application to be 15
noni tored and to input condition information; and a nonitoring device
adapted to nonitor the selected conputer application, wherein the

interface deviige THe ARIAkSBcIdm Al \Qﬁ&eim%eﬁerﬁt%@keﬁ)'f&%e%orﬁﬁ}%&?' ected
computer application deternined based on a result of the nonitoring
perforned by thiecepsis thedathipclyded in dheqiptifiedtion snesisge edeterming e yalve fetiea¢ton
infornathgqngﬂm%é Ihgesystem of claim 13, wherein the interface device
conprises a grap |gal usef interface allowing a user to input information.
15. The syst emooipamigahervaluk ofwhabhrafithe selected paremétarsao theat least ahd thwshdlhe user to
select a2 rver .runnin lurality of conputer applications and to

sel ect atleYezgg egé:l SRR egerr T geﬁ?fml%eaat%(%'hs ‘?fﬁ]& Wg{eb?ﬁﬁﬁ?tlof‘ya conput er
appl iwat i ons rgendthtiy thealtrh@haathesthrasl ofthé Yeipdtér ablicatidiinbiosterkhatHe dlerti Nput a
nonitoring interval .indicating a period of time during which the selected
conput er BHHPS 8REREA is to be nonitored. 30 16. The system of clai m 15,
wherein the interface device allows the user to input a -15 SUBSTI TUTE
SHEET (RULE 26) WD 03/090085 PCT/US03/ 12204 wait nunber indicating a
number of noni 1bri Aystanhos megiteringardopguighinplication cemprdsing: on of the conputer
appl ication sahiigbigs & RLRIFIHIBIAeEIebd b BmbitUpPRati8 ! OF 10

generating the
15  monitored and to input condition information; and

a monitoring device adapted to monitor the selected computer application, wherein the
interface device generates an alert when a condition of the selected computer application
determined based on a result of the monitoring performed by the monitoring device satisfies
predetermined condition informa’gion.

20 '
14, The system of claim 13, wherein the interface device comprises a graphical user

interface allowing a user to input information.

15. The system of claim 14, wherein the interface device allows the user to select a
25  server running a plurality of computer applications and to select at least one computer
application from the plurality of computer applications running on the selected server to be
monitored and to input a monitoring interval indicating a period of time during which the

selected computer application is to be monitored.

30 16. The system of claim 15, wherein the interface device allows the user to input a

—15-
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alert. 5 17. The systemof claim 16, wherein the condition information
conprises nethod information indicating at |east one nethod of a plurality
of met hodwasB@dmgst he sel ected conputer application to beamusos/ored,
paramnmeter information indicating at | east one paraneter of a plurality of
paraneters related to the selected nethod to be nonitored and threshold
information indicating at |east one threshold |evel for the at |east one
sel ected 10 paraneter for determning the status of the conputer

appl i cat i wait nuirBber Tiivicatys s swmbh of inghitaring intetkiadls dirimgtvidctpthecerdition of the
paraneters in | udes_an a during the
noni t ori ng TR qfcanon Say&:e%ug‘%péeidéggﬂ&%é;&n?fﬁe% Y?I)m{alggn Pmérngg ﬂarn| BY ' he
moni t or i ngeﬂtnterval a maxi mum execution tinme of the nethod during 15 the
nmonitoring interval, a nethod invocation count indicating a nunber of tines
the method is invoked during the nonitoring interval and a nmethod thread
count § ndi cat i g TheRLHIEHf Mim ftehvBaes thadditibdinforitiOebniRREaRsthelr | Ng t he
nonitoring interval. 19. The systemof claim 18, wherein the nonitoring
devi ce f uinformatieningicptingt leag oneymethad af 4 plumaliged method sestbydhe sslecieder ¢ dynani ¢
watcher s g fud QoK 630 hoBliorel parafif eﬁﬁ&maﬁamumnggmagt%ﬂe i on, wherein
t he dynam ¢ ‘wat c rs generate a n cat1 on nmessage on occurrence of
each of apararucterd tha)PllUﬂltEWéW'GmﬂﬂS rdlatedcto mlmslebpte&ppthod & bmpmwmzﬂ and

publi cati t bljsh da ded the not|f.ication
nmessages E?‘Bcsg‘?lﬁ mfa%f’?é“?éza%%ﬂlcfem%ﬂﬁ a]‘iir%eve{skj’é r# g’f‘“é’f‘ %fg wher ei n
t he plar apdrintetof foed@étnsniBOMP Elakie ofmadomlg:tafappllibenomorrput er application,

begi nni ng execution of the sel ected nethod, ending execution of the

sel ected nethod and accessing of the conputer application by a thread. 30
21. The syst emgofrielsitdth 8slaiEr, hérefniiRe N@hlidyiof BirhRBcRBSHRARE an HRPARE SES
data -16 SUBSTI TUTE SHEET éRULE 26) WO 03/ 090085 PCT/ US03/ 12204

i ndi cat i ngreautiopgiene pf tha@ethop duringthe siepitaring infppyel & BNRIBNM reqution Hime (o

i ndi cati n@ne%ﬁw‘d%ﬂk% {n¥ nmnltoxrxrtkqn{enfaﬁa%a%(lﬁﬁkn E)&\f Kﬁ'lqlr%é"@f HOAPHLF Burin
application, a name Tndicating a name o e cte conmput er application
i nvokbd, thaddnitomng mfeorahatmetiodi lnmcemhnrpgumnmilmmaa gsumber of times tha chethodend

time of t Qei\néo%g(? &Sr?n% tﬁ'?ﬁa'&ﬁ%n% inttprgail%gg}l) }"r{[e bd %&ldic(c:)@rlitiiﬁ)d%ating a number of

threads handling a method request during the monitoring interval.

19. The system of claim 18, wherein the monitoring device further comprises:

20 _an insertion device adapted to insert dynamic watchers into the byte code of the
selected computer application, wherein the dynamic watchers generate a notification message
upon occurrence of each of a plurality of events in the computer épplication; and

a publication device adapted to publish data included in the notification messages to

the interface device.

25
20. The system of claim 19, wherein the plurality of events comprise loading of the
computer application, beginning execution of the selected method, ending execution of the
selected method and accessing of the computer application by a thread.
30 21. The system of claim 20, wherein the notification message comprises data
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5 22. The systemof claim 21, wherein the publication device sends data
corresponding to each notification nessage generated by the at | east one
dynam ¢ vaoaBepoos® the interface device. 10 23. The syst e@orafSoshizom 22,
wherein the interface device processes the data corresponding to each
notification nessage to determ ne a value for each sel ected paraneter and
conpares the value of each selected paraneter to the threshold val ue the
selected paraneter to determ ne a status of the conmputer application. 15
24. The sipdicgtingoftypsd cfithe @Bctedpammiter application, e thireasid Ddedicating dheeriderditeot he al ert
when the , stat f the co | j. ion is.a.predetermn status. 25.
A conput etP € Esh;}es“rl@ﬁ%?é'bvr‘%g?d. tﬁ'f g(}g%!:igu(?% aﬁ@%@%‘%@%? ;m%W§‘°a‘6‘%é‘ nﬁ’rm ggorfgﬂnqsgggtf ége devi ce
readabl e doynpukee apgiegpiinanvokyd taadrtime risfoshyating irgluding @haof dtart tims bridigt érdns
executable b he processor to perform nmethod steps for nonitoring a

conput er t"ﬁb%ﬁﬁ’ﬁé"t‘ céeﬁl,m"ttﬁf@ ‘PFé‘i"n%B‘%i%ﬁ?ﬁ%‘r?ﬁri sing: selecting the conputer
appligation; inputting condition information; 25 nonitoring the conputer
application; and generating an alert when a condition of the conputer

appl i cation sak? g%p éléSte"b?’fég"é'F'ezrl nivhesein dhsrryblicagian feyicssardsidats coxgspording

conput er ] 0 | SR : i QR el ected
30nEas ed %ﬁ%ﬁ@é@h@ﬁ%éﬁf%gﬁ%‘%g%]deéygtﬁ%ﬁ%y a H@&I%g&g&%g]?@?tﬁﬁ%cr%f ace. -17
SUBSTI TUTdevBEEET ( RULE 26) WO 03/ 090085 PCT/ US03/ 12204 27. The conputer
system of claim 25, wherein the conputer application is one of an
enterprise java bean and a servliet. 5 28. The conputer system of claim 27,
wher ein t he sed3edhe Bgstan efrldimr2Rhehereianiy ineface desied protdshg tiee & ver on whi ch
the conputer application operates; selecting at |east one conputer
appl i cat i AFRYM"E “bF"lﬁE&P‘i‘fgﬁ“ﬂT MESSAgS P E?teranﬁmaé% gcach F‘“ﬁ"rﬁ’i‘i TR he
sel ect ed §RIRIpale®He&alk®Bf 20K Sflicted parameter to the threshold value the selected

parameter to determine a status of the computer application.

15 24. The system of claim 23, wherein the interface device generate the alert when the

status of the computer application is a predetermined status.

25. A computer system comprising:
a processor; and
20 a program storage device readable by the computer system, embodying a program of
insfructions executable by the processor to perform method steps for monitoring a computer
application, the method steps comprising;:
selecting the computer application;
inputting condition information;
25 monitoring the computer application; and
generating an alert when a condition of the computer application satisfies

predetermined condition information.

26. The computer system of claim 25, wherein the computer application is selected

30  based on selection information input by a user via a user interface.
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inputting a nmonitoring interval indicating a period of tinme during which
the conmputer 10 application is nonitored; and inputting a wait nunber

i ndi cati ngoa3pmuser of nonitoring intervals during which tag/usosimziod i on of
the conputer application satisfies the predeterm ned condition information
prior to generating the alert. 15 29. The conputer system of claim 28,
wherein the step of inputting condition information further conprises:
selecting at |east one nethod of a plurality of nmethods perfornmed by the
sel ected conputer application to be nonitored. 20 30. The conputer system
of claim 29, rein the s in Kng.condition i.nformation, further
conpri ses: seﬂggtﬁﬁﬁoéf) mF'ésggtFm%%%lab"g?gawgf 'g}" tg g%m%q?ﬁrag?lfclag}mb‘ls OPLPLATet er s
rel at ed tentérhsegedaaeheand aweiviad t o be nonitored, wherein the plurality of
paranmeters includes an average execution time of the nethod during the
monitoring interval, a mninmum execution tinme of the nmethod 25 during the
moni t 0§ i NG i N2, Ve .copiiBedy e B ¥R RN T, Whelekn e Sflectifie stop hb@er Quipkisg. t he
nonitoring interval, a nethod invocation count indicating a nuiber of tines
the method is SCleRURKEWISHPD WhIChHiE CRBRPEAPPHEtOAORETIES: and a net hod t hread
count indicati ' ; ring the
noni toring infggﬁgwgﬂg%ﬁgT?E%ﬂgngg u?ﬂ?“@@??%#?%ﬂyﬁﬁgﬁﬁﬁgﬂ?ﬁﬂﬁggéfn t he
step of i rwpoingiondhecssledied sagver to UeBmSUBEH, TUTE SHEET (RULE 26) WO 03/ 090085
PCT/ US03/ 12204, _information further..c rises; Jdnpufting,at |east one
threshol d | evef™ tg?g? 8mgfnnlgérg§rtv£]dxﬁ%ca§g? appiof opgjélﬁl%rf@f‘% g’flgﬁ’ the$QMBFIT ni ng a
st at us0 of agphieataripuibeitoredyphd cati on. 5 32. The conputer system of claim 31,
wherein the nmonitaring step, further conpri ses .nserting at.|least one
dynani ¢ wat chefP{'HPg? %9‘3 au l?ft’]é“dbclat'%%“'g%%8?@?"‘59[515‘&“3‘5‘?’869“‘?‘3 Yieh 6t he
conput er  aialtion @ tREompier Hplicdide sAXRRThEpréddisified 8RB iffordatilgriok cat i on
nmessage upon detection of any one of a plurality of events in the conputer

appl i cat i Brgenerptimgthe 3igE. conput er system of clai m 32, wherein the plurality
of events includes |loading the conputer application, starting the sel ected
met hod of the conputer application, ending the

.15 29. The computer system of claim 28, wherein the step of inputting condition

information further comprises:
selecting at least one method of a plurality of methods performed by the selected

computer application to be monitored.

20 30. The computer system of claim 29, wherein the step of inputting condition
information further comprises:
selecting at least one parameter of a plurality of parameters related to the selected
method to be monitored, wherein the plurality of parameters includes an average execution
time of thc method during the monitoring interval, a minimum execution time of the method
25  during the monitoring interval, a maximum execution time of the method during the
monitoring interval, a method invocation count indicating a number of times the method is
invoked during the monitoring interval and a method thtead count indicating a number of

threads handling a method request during the monitoring interval.

30 31. The computer system of claim 30, wherein the step of inputting condition
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sel ected nmethod of the conputer application and accessing the nmethod via a
thread. 34. The conputer system of claim 33, wherein the notification
nessage gwoasab@es by 15 the dynami ¢ probe includes data ipadiusas/ing a type
of the conmputer application, a thread ID indicating the identity of the
thread that invoked the conputer application, a nane indicating a nanme of
the conputer application invoked, and tinme information including one of a
start tine and an end tine of the selected nmethod of the conputer

appl i cat ilform@@nIEtheTpempstseput er system of cl ai m 34, wherein the nonitoring

step further ri ; RA(): t tia.e O | tification
nmessage genergfpgg'%}?ﬁﬁséogé;ﬁyﬁﬁdga fé&gtfgxﬁtggé’tlgag{ &%ﬁggggdngﬁ%ﬂégasfsgt emof claim
35, wher aieteriininggenansadfitmocostpetsr dpplicéion. conpri ses: 25 processing the data
included in the notification nessage to determne a value for each of the
sel ected paraneters; conparing the value of each of the sel ected paraneters
to thg at | easb. quecddiguesiipddn of @aial 3 Dfwhefein the eaitarthgsep damtee cortyrisdet er m ne

a status of the conputer application; and enerating the alert when the
status ofingeREngca iaasionr WG walehes inte byl ﬁ%é’g ﬂFF‘fS‘PP‘E'ﬁ‘g“"BF‘@“P n ?%'am?‘gmt o be

gener at edy, E&megﬁﬂﬂcxﬁg@wﬁﬁ%ﬁﬁhé @rllagi@\@tcher generates a notification message upon

detection of any one of a plurality of events in the computer application. .

10 33. The computer system of claim 32, wherein the plurality of events includes loading
the computer application, starting the selected method of the computer application, ending the

selected method of the computer application and accessing the method via a thread.

34. The computer system of claim 33, wherein the notification message generated by

15  the dynamic probe includes data indicating a type of the computer application, a thread ID
indicating the identity of the thread that invoked the computer application, a name indicating

a name of the computer application invoked, and time information including one of a start

time and an end time of the selected method of the computer application.

20 35. The computer system of claim 34, wherein the monitoring step further comprises:
publishing the data included in the notification message generated by the dynamic

watcher.

36. The computer system of claim 35, wherein the generating step further comprises:
25 processing the data included in the notification message to determine a value for each
of the selected parameters;
comparing the value of each of the selected parameters to the at least one threshold
level of the selected parameter to determine a status of the computer application; and
generating the alert when the status of the computer application indicates that the alert

30 s to be generated.
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