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not commercially practical as they argely use bit-by dpr ocessi ng.
described by F. Bao, R. Deng and P. Feng, in “An efficient and practical

scheme for privacy protection in the e-commerce of digital goods”, Proc. of
ICISC’'2000 (International Conference on Information Security and
15 Cryptography), LNCS, Springer-Verlag, 2001, which exploits an anonymizer
service and some cryptographic techniques. Bao claims to provide a system,
whereby a customer is able to buy a digital object from an online merchant

without the merchant knowing which object is actually sold to the customer.

20 In the scheme of Bao, the merchant encrypts all his/her digital objects
and puts them on a free-download server so that any customer can freely and
anonymously download any of them. To actually obtain the downloaded
digital objects, the customer must pay for the decryption of the digital object.
By some cryptographic techniques, the customer can ask for “blinding

25 decryption” so that the merchant cannot get to know what is the decrypted
object.

However, except for the scheme of Bao the majority of prior attempts
are too complicated in complexity to be implemented in reality, and are largely
30 just theoretical solutions. That is, they are not commercially practical as they

largely use bit-by-bit processing.
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decryption. Those numbers can be used for presumedly sale auditing on how
well each digital object sells. But for royalty purpose, those numbers are
inaccurate.
15
It has not previously been thought possible to provide for trade in
online goods, such that a merchant is unaware of what product a consumer

has purchased, but is able to obtain statistics regarding products sold.

20 OBJECT OF THE INVENTION
It is therefore an object of this invention to develop a practical system'
that enables a customer to purchase digital products online from a merchant
in private, such that the merchant is unaware of what product the customer
has purchased.
25
A further object of the present invention is to provide a system whereby
the merchant is able to obtain accurate details of which products have been
purchased without compromising the secrecy of the customer.

30 SUMMARY OF THE INVENTION
With the above objects in mind the present invention provides in one
aspect a method for trading digital goods online between a merchant and
customer including the steps of:



Wth the above objects in mnd the present invention provides in one

aspect a nethod for trading digital goods online between a nerchant and
cust oner woaldwdiong t he steps of: 3 the nerchant encrypt cascidigit al
good with respective unique keys to create encrypted goods; the nerchant
encrypts each respective unique key w,th a comon key to create respective

encrypted keys; 5 the nerchant maki ng“t he. encrypted goods and the
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downl oadi gg,0B&réMe oirfstedREagnd respective encrypted key; the customer
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a conbi ned key, andheemershant eheryptsieactd reegecative uhimueekehanith ahe

mer chant renovesliquyotpmmn tencr¥ tion fromthe conmbi ned key using the comon
key to crelPEOR REYSPIABRICdRE é/):ﬂfv@oerl?ém edK§Y%et urns the customer encrypted

key to ghe custonerthelfetdifart UnhKIAG the esicrphtadt fodsuah@TRE reBpétRieed key to
obtain the respective unique key and uses the tespective unique key to

decrypt tércrypliedikeys ayadableta theneugipatesy red arrangenent the merchant woul d
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processed even when the 25 compn encryption is renoved. The digital goods
coul d include one ohengonnegiadsing foaustomersepcryption to the respective

10 encrypted key to create a combined key, and returning the combined key to
the merchant;
the merchant removes common encryption from the combined
key using the common key to create a customer encrypted key, and returns
the customer encrypted key to the customer;
15 the customer decrypts the customer encrypted key to obtain the
respective unique key and uses the respective unique key to decrypt the

digital good.

In the preferred arrangement the merchant would only remove the
20 common encryption following payment from the customer for the goods in

question.

As the customer has added a customer encryption to the encrypted
key, the merchant is unaware of what key is being processed even when the

25 common encryption is removed.

The digital goods could include one or more digital products, for
example a set of books or a book and music combination.

30 In the preferred arrangement each digital product will be individually
encrypted, although in some circumstances it may be desirable to group
products together. This individual encryption ensures a customer only
receives a single good for each purchase.
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encrypted key;

the customer adds a customer encryption to the respective
encrypted key to create a combined key, and returns the combined key to the
merchant;

15 the merchant removes common encryption from the combined
key using the common key to create a customer encrypted key, and returns
the customer encrypted key to the customer;

the customer decrypts the customer encrypted key to obtain the
respective unique key and uses the respective unique key to decrypt the

20 digital good.

If the merchant wishes to obtain sales statistics then the merchant
collects transcripts from when the common encryption is removed, and
forwards the transcripts to the auditing centre;

25 the auditing centre reviews the transcripts and obtains the
parameters;
the parameters being able to identify what goods were sold.
In yet a further aspect the present invention provides a system for
trading digital goods online between a merchant and customer wherein said
30 goods are encrypted using parameters provided by an auditor, said customer
obtaining said encrypted goods using blinding decryption such that said
merchant is unable to identify said digital goods, said merchant providing



forwards the transcripts to the auditing centre; 25 the auditing centre
reviews the transcripts and obtains the paraneters; the paraneters being
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transcripts of sale transfers to said auditor, said auditor using said

transcripts and said paraneters to identify goods transferred. BREIF
DESCRI PTI i d 2 provide a diagramatic
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i nvention provides a systemto allow an online nerchant to sell products
wi t hout kingentian warksh products a customer actually buys and further allows
the nerchant to di scover how many and what products have been sold,
through the help of a trusted party auditing centre without 15 conprom sing

the privacy OfFig_bﬁe 8 p3bVAaES an Dvensaw fleWchartaphe priieRed embvdimeft. gi t al
products, including books, video, nusic, article, map, nmgazine, etc, in
digital form The preferred enbodi nent actually includes two aspects,

firstlyah j nmer chant such that the nmerchant does not know
what iiosgpgh[ﬂbEﬁﬁ%Eggs %Irrrert?N and secondly, how to |l et the nerchant

di scover the shhepsadsint #iviedtion pedvides a system to allow an online merchant to
sell products without knowing which products a customer actually buys and
further allows the merchant to discover how many and what products have
been sold, through the help of a trusted party auditing centre without

15 compromising the privacy of the customer. The system is applicable for any
digital products, including books, video, music, article, map, magazine, etc, in

digital form.

The preferred embodiment actually includes two aspects, firstly how to
20 blind the merchant such that the merchant does not know what is sold to the
customer, and secondly, how to let the merchant discover the sale statistics

data.

To better understand the system we refer to Figures 1 and 2 which

25 provides an analogous example.

If we firstly consider the first aspect, namely how to blind the merchant
such that the merchant does not know what is sold to the customer, and refer
to Figure 1.
30
Suppose the merchant has four books (not shown) for sale. The
merchant puts the four books into four separate boxes (1, 2, 3, 4) and locks
the boxes (1, 2, 3, 4) with different locks (9, 10, 11, 12). The merchant then



To better understand the systemwe refer to Figures 1 and 2 which 25

provi des an anal ogous exanple. If we firstly consider the first aspect,
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merchant can unlock the lock (13) but can’t see what is inside the box (6)
since it is still locked by the customers lock (18). The customer can then

15 unlock their own lock (18) and get the key to unlock box (2), then unlock the
merchants lock (10) to get the 2™ book B.

Rather than the customer paying for each individual transaction the
system could also be used with a membership model. That is, a customer
20 pays a certain amount of money that allows for a fixed number of digital goods

to be obtained within a set time period.

Continuing the analogy and considering the second aspect, namely

how to let the merchant discover the sale statistics data and referring to

25 Figure 2. The same procedure as shown in Figure 1 is used, however this

time the boxes (5, 6, 7, 8) that contain keys are from a sale auditing centre.

The sale auditing centre paints numbers (19, 20, 21, 22) on the boxes (5, 6,

7,8) with a sort of special ink, which can only be seen by the auditing centre.

No other person can see the numbers (19, 20, 21, 22). The merchant

30 periodically collects all the transacted boxes and sends them to the sale

auditing centre for statistics data. The sale auditing entire is then able to

provide statistics as to which boxes where purchased by customers and
hence which products were sold.



to be obtained within a set tinme period. Continuing the anal ogy and
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enabl es the custonmer to retri evgﬁt he digital bject. 15 In considering the

descri pt i B¢ GUSEQBEBHENCHRIOBLAcKQ thipegiorer.q e customer is then able to

decrypt the key which in turn enables the customer to retrieve the digital
object.
15
In considering the description a Customer may be considered as any
party who buys digital objects online. A merchant may be considered as any
party who sells digital objects online. A digital object provider may be
considered as any party who provides digital objects to the merchants, and an
20 auditing centre may be considered as a trusted party who conducts sale
auditing.

Each merchant may sell digital goods from several providers and each
provider may have several digital objects.
25
The preferred system does have a number of Security Requirements
which include:
1) A customer is able to buy a digital object from a merchant
without disclosing to the merchant what the object is; furthermore, the
30 merchant ideally cannot even tell which provider the sold digital object
originated from.



party who buys digital objects online. A nerchant nmay be considered as any
party who sells digital objects online. A digital object provider may be
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mer chant obdihg twaobjEctebe payiaglfonbnlglonpr ovi der the sol d digital object
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The transaction transcript here refers to the ciphertext for blinding
decryption, which is given to the merchant by the customer., as it is the
ciphertext of the key that is used to encrypt the digital goods, instead of the

15 ciphertext of the digital goods.

The model given above is general. We can also consider the situation
where the merchant wants to know how many copies of each digital object are
sold. That may be considered as a special case of the above situation where

20 each provider has only one digital object.

Referring now to Figure 3, and considering the previous analogy. The
main steps of the preferred system are shown namely:
a) The merchant (23) obtains (35) system parameters from the
25 auditing centre (24). These parameters may be considered like the boxes
with invisible numbers on them, such that only the auditing centre can see the
number and will be defined shortly.

b) The merchant (23) obtains (26) the digital goods from the
30 providers (25).

C) The merchant (23) encrypts (27) the digital goods with a
conventional cryptosystem and encrypts the keys with the parameters from



where the merchant wants to know how many copi es of each digital object are
sold. That may be considered as a special case of the above situation where
20 each pwowsdersihas only one digital object. Referring neeTiSGoEFIguoe 3,
and considering the previous analogy. The main steps of the preferred
system are shown nanely: a) The rrerchgnt (23) obtains (35) system
paraneterg fromthe 25 diting centre 4).. These paraneters nmay be
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c) The nesenwan{29)23) encrypts (27) the digital goods with a conventional
cryptosystem and encrypts the keys with the paranmeters from 9 the
auditing centre. Then the nerchant puts the encrypted digital goods on the

free-dognl oad gprverhé 28kstcther (dng dswnibads ¢INL gat er'f&zﬁte‘éi”dfbftalngéc‘ids! on
server (29). 5 dg The custoner (30) downl oads (31) the encrypted digital
goods fr&eely nronymyaHslis| y. e) The customer (30) pays (32) for the keys
that are used to encrypt the digital objects. The nerchant (23) renoves
their encryption (32) 10 enabling the custoner (30) to decrypt the

requi red digite) obJestcustomeng30prpayan{32)23) thet Reydehatr ars usedt & of the
bl i ndi ng decrygti on .in step (e%ei nto the transcript database (33%. 15 g)
The ner ch@Rérvpote digitalsokigats. ¢ Hiae meirBant (33 removas theiepragtiotdder e (24)
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is not required and steps (f) and (g) are not

f) The merchant (23) puts the transcripts of the blinding decryption

in step (e) into the transcript database (33).

15 9) The merchant (23) sends (34) the transcripts to the auditing
centre (24) for provider-based sale statistics recovery.

It will be understood that if a merchant does not require sales statistics,
then a sale auditing centre is not required and steps (f) and (g) are not
20 necessary. Similarly steps (f) and (g) may be combined, such that transcripts
are forwarded directly to the sale auditing centre and the transcripts database

is omitted.

Now considering the steps in more detail.
25 Denotations
Assuming there are totally n providers, and that a merchant has m
digital goods My, Mz, ...M,. We Denote the fact that M; is from the jth
provider by M, e Provider j.

30 System Parameters
The auditing centre picks primes p, g1, Gz,...q:
such that 2'>n
and



20 necessary. Simlarly steps (f) and (g) may be conbi ned, such that
transcripts are forwarded directly to the sale auditing centre and the
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the earlier anal oggle may be consi dered the boxes wi thin which the unique

keys aré elfgiansyiaddne pyitefhe nerchant to encrypt the mdigital goods and
t he keys the

Let g, be a generator of Z’, and let

g=(g,)’modp and Q=]]q..

i=1
10 Apparently g has order Q.

The auditing centre keeps ¢1, @, ... , g: secret and publishes
p’ Oand g1) QZy “esy gn
as the systems parameters, where

15 g,=g“modp, e = H(qj)b"f , bjis the j-th bit of / in binary format.

j=1

It is these system parameter g; which enable the sale auditing centre to
provide sales statistics to the merchant, and following on from the earlier
analogy may be considered the boxes within which the unique keys are

20 locked.

For the merchant to encrypt the m digital goods and the keys the
following steps can be taken:
1. Randomly choose m numbers sy, s, ...,Sm.

25 . Compute ry, 2, ...,rm it Mie Provider._j, r=(g ;)" mod p.

2

3. Generate the keys by hashing r, K=MD5(r) for i=1,2,...,m.

4. Encrypt M; by key K, C=AES(M, K for i=1,2,...,m.

5. Randomly pick a secret number d and computes e=1/d mod Q
6. Encrypt r; with e, Di=(r) ® mod p.



foll ow ng steps can be taken: 1. Randomy choose m nunbers s,, s2, ...,sm

25 2. Compute rl, r2, ...,rn : if ME Provider j, r_(gj)S1 nod p. 3.
Gener at e Wioen3kayd9 by hashing r;, K:I\/D5( r;) for 1=1,2,..., PCT/SGo1Bmaoypt M
by key K;, G =AES(M, K;) for i=1, 2, ,m. 5. Randomly pick a secret

nunber d and conputes e=1/d nod Q 6 ncrypt r, with e, D;=(r;) e (rjm]g p.
11 For the en lon rr ener at romgl, where I S receive rom
the auditing cERtte TR T fmﬁh@ BRET G rabelipa o he
Simlarl yau@hn? %ﬁtérhelzt%ﬁvﬁwa‘?ﬁé’rﬁétlcsm%a@rtﬁ@rsa'n% Bfﬂerka['é‘)% Silahg, BEr chant.

Only the audi center knows the order. The center ks the’orter with
j, and kebd3s tBeasann@torder sdtie drdekds nwidtnawre byuitiet megchanit eOntyi thes t he g;

to the rrerch ust ubllshe al | enter .tel what | is,
but - keepsagaiing sdler st PE M Ipd cenfer, ke heGrie Wih i, fedine

di gi t al 5080i€s of £EG¢R I@ﬁl@s\“ W‘f’fenl thet&Uditing E&ritet bﬁm@ﬁﬁé'g‘?t@tl’f&r‘ﬁe‘?&ﬁnt@)r refers
to the | ocked box containing digital goods fromprovider, and OO refers to

the | ockeltisb@ublighiasaathione). the ceaterrells ydat i is,Heutf keapswinegoriessegrety i s t he

et chant - anednrsaph §F SRt fo brehek nd il BBt RY RS P ant oo

not know Wbﬁtth@]preﬁloaganaﬁi@d \M!]réfbﬁ toutietlockp oo eonta d@ldﬁﬁaw ods si nce
t he cent e{ is the only party can 15 conpute the order of and has the

list to |I'AR WPHQ%JV\/?F‘H E]J refﬁfﬁr tod'@@r'??ﬁqdo?f”bmﬂtﬁ@”&ﬂ E‘ﬂet‘ﬁy 'yoods t he

foll ovvlmg steps may be followed: The custonmer anonynously downl oads <Bl,
G, D1 and goes through the follow ng blinding decryption. 20 7. The
cust oner randoh ;hepfutlbmrag s’@pr&,tURanﬂecammptm &-Dj./ Rleas® Qdte that The

customer ﬁé r?e %2%% order as Bj %l}thﬁown%ec hrr?grtchant does not know what j is
associated with U since the merchant does not know what Dj is encrypted.
The auditing center can discover j since the center is the only party who can

15 compute the order of U and has the list to link orders with j.

For decryption of the digital goods the following steps may be followed:
The customer anonymously downloads <B;, C; D>, and goes through
the following blinding decryption.
20 7. The customer randomly picks a secret R and computes S=1/R mod Q.
8. The customer gives U=(D,-)S mod p to the merchant.
9. The merchant computes V=U" mod p and returns V to the customer.
10.The customer computes K=MD5(V" mod p) and M=AES™(C, K).
where B; can be, a short description of the digital goods, such as an
25 abstract which assists the customer in deciding whether to purchase the

goods or not, and is likely to be downloaded for free.

If we compare this to the previous analogy then R is like the padlock

and S is like the key for R. Step 8 refers to locking D into a box, where U is

30 the ciphertext of D. d is the merchant’s key, and Step 9 refers to removing the
merchant’s lock from box U.



9. The nerchant conputes V=Ud nod p and returns V to the custoner. 10. The
custoner conputes K1=MD5(V ' nod p) and M =AES" 1(C,, K). where B, can be,
a short dweasioptsion of the digital goods, such as an 25 alrstrrssot/oethd ch
assists the custoner in deciding whether to purchase the goods or not, and
is likely to be downl oaded for free. gd we conpare this to the previous

anal o t hen R s like t adl ock i he ke for R Step 8
r ef ergyt o | ocki nd“gjl%t'éq'gep ”"%hg?ee 9’(%& gﬁyftgvlbﬁp'ﬁeﬁ ash fepction 4 i s the
mer chant ' gnfedYhadiish §t6Rg néss a@@Stot 8 Wﬁhgqlmé%lts')mrﬁhé@t%ﬁ %g from box

U. WO 03/ 044619 PCT/ SA017/ 0021 I'i K& openin ox by key
R M5 |dormemdne|mmennerohanwanmptsa@ﬁe@g@allgmgisrre'léma@mpcsmcmldedtasone (128

bits). Th t hant t th i tal
goods, e B0EH P HER arEa 0L o RO R Ak R By Rhe inafy Ok B8y i ¢ or
security kGARANGES {Abvaied Eﬁgtyan Stémjaﬁdlsay 1DBLbiINER) ﬁéda&nﬁﬂ@bf@cr yption
St andard) i's 128-bit. So the ac key encrypt digital i's

M =AES - ' enaypt m};ltalsmq@ igéG r MsARS (6 f@wthﬁ deetypkonTHE witekey K. 8, 9 and
10 constitute blinding decryption of r;. Since pis constructed in a
speci al way, any party who knows gl, g2, ... , qt can detect 10 the order

of any el ementThé stgs 7,8, ngahdjaoczidmntdn@mndmg dueeyption ehangmcehgis or der of
an element of <g> with non-negligible probability unless they know ql, q2,

., qt.COStUsiRd in AesSPESial MaYg 8NY @RIy, Who kngwsafhe Ghar ge derfdiigietesl e
Audi t | r ng s tain statistics on wmany
di gi tall?8 %%O%%P ?’X%"xaéiﬁmgﬁgéﬁgr Qaetth o(%tg?P F'ﬁ@d ey &H‘Qrﬁ 'Eﬁrbq'ﬁqes t he
bl i ndi ng r i SCl i e o al t step 8 of
all the t?’g’%ﬁg{?b@i@"%ﬁg’ Whﬁ&op—r}?gqhg@% péo%bﬁ% h?%gnqvﬁé"’cent re
whi ch U i g,f.r.omWddourdeeve aesime.q, g0 . kKnepardifhr élanou h , Qqt, can
efficiently degtde each Us order b@wbzo C?I?é\%kl ngg J
Sale Auditing
15 Whenever the merchant wants to obtain statistics on how many digital
goods from each provider are sold, the merchant submits all the blinding
decryption transcripts, i.e., all the U's received at step 8 of all the transactions,
to the auditing centre without telling the centre which U is from whom. The
centre, who knows g, @, ... , @ can efficiently decide each Us order by
20 checking

?
U%% =1mod p for =1,2,....t

(f U?% =1mod p, Us order has factor g

If a U has the same order as g, it means that this U is for a sale of a
25 digital object from the i-th provider.

The sale auditing is realized on the assumption that the merchant
honestly conducts the step 2 of the scheme.

30



Uul19' =lnodp for j=1,2,...,t . (If u@'" =1 nod p, Us order has factor Q)
If a Uhas the sane order as g;, it neans that this Uis for a sale of a
25 di gi t aWoaBjoesiof romthe i-th provider. The sal e auditi rgTissoneediozed on
the assunption that the nmerchant honestly conducts the step 2 of the
schenme. 30 WD 03/044619 PCT/ S&1 /00 13 Performance Anal ysis Conputation

Cost of diting Centre Generating therequired p, q,, 92, ... , qt is not
i nf easi bl ?”Pf"%&?ebé"@(\!ﬁbg by first picking more than t primes, say 2t
primes, then pegki i opf 4 b el t 2qtines of 5

t heir product %Ieusﬂ%?h?ﬁecggﬁ?egﬁglé can be érqueg]aet%?q@t%i rletqg'r%(rj idhera?’i S

obt ai ned. g»,The, @ri®»oetmfeasilslef ilccanbe dionethy fifse pibkirgy mprethar t pises) deal |y

th [ f h q; should be 256-bit f ity .reasons, _which wll be
expl ai nedSRheLPIMBse MaTBIEKIN f GiHBREY 3nd copdiieing Aumedashia Admas,ef of p 10

and t hegn i1d b dni ; P ent is
16 noo HERBroBLORHIAY 1(PTHe isRBUfRl GIf 68 Tofipa Lt 2RRinRiSMEnedEn © 1D

24, the sybepnocess iseffpient duedattha densityl dfprirpesvi ders while p has 6145
bits. In testing for the speed of the exponential conputation nodul o on
such large nunbers on a PentiumlIll 933MHz CPU with 256M nenory using

RedHat 7.0 15 ppenpthdgizs)sileathtdehofidwd S56ubf o€ s€RrAPk&asohdewhicty age time
for conducting an exponential conputation nodulo 4097-bit nunber with

ful | - si zewdkioRepigines latasoJihemankerchifierefiie, determines otatasizemlimver i s
cbout o 10° 28N ndPRh b Bralda56 Skt bhRSghelh: o A MRS | cac
t o short e16ttheesysat cahesuppbrl 65536eprboidats d@ilephae409 bs deVhed ¢t g0 el enent
shoul d not be much | onger than that of an exponent conputation with
full -si ze2®xihEndfstem can support about 16 million providers while p has 6145 bits.
In testing for the speed of the exponential computation modulo on such large
numbers on a Pentium Ill 933MHz CPU with 256M memory using RedHat 7.0
15 operating system the results are acceptable. The average time for conducting
an exponential computation modulo 4097-bit number with full-size exponent is
about 0.3 second. The time for 6145-bit number is about 1 second. The time
is basically linear with the length of the exponent when the module size is
fixed. Therefore smaller exponents lead to shorter time, and the total time to
20 determine the order of an element should not be much longer than that of an

exponent computation with full-size exponent.

Computation Cost of Merchant The most common computation the

merchant conducts is the decryption operation V=U” mod p. The encryption

25 operation D=(r)° mod p is conducted only once for each digital products M.

The decryption operation is as often as the transaction takes place. Hence

we want to reduce the cost of V=U mod p as much as possible. So we

choose d a 160-bit number. A 160-bit discrete logarithm is safe against all

current algorithms for computing discrete logarithm. The exponential

30 computation with 160-bit exponent is much cheaper than that with a full-size
exponent when the module has thousands of bits.



Comput ati on Cost of Merchant The nbst conmmon conputation the nerchant
conducts is the decryption operation V=()' nod p. The encryption 25

oper at i orwD;03(#46)® nod p i s conducted only once for each dacgisGal/o@ioduct s
M. The decryption operation is as often as the transaction takes pl ace.
Hence we want to reduce the cost of V=tJd nod p as nuch as possible. So we

choose d a 160-bit nunber bi t h‘} r | ogarithmis safg agai nst all
current al gori CRMPYIStiopGast Pﬁ%‘lﬂtgmeétﬁotﬁdgﬁ tatipps é&qb@)u%ﬁ'iq 30

tat f
galrrlp?s?z:aﬁr%y(&pc‘)):eﬁt%vﬁ E‘%@%H& al e%é;ggﬁhousggggn%P?Qh%m%r{%p%gl%’MGlg
LPJ:CZ'/D S)GOl mmmm ex@orrputt amatin Q¥st pick sroall dﬁebed&mﬁb it his p@sau?le?tr?e%ns

s a AY choose one o
choaner bOTRHIE NG BTmas starhio GRS g i PeralelIRISone Gasiiuse it 1<
possiblg to conpute U=(D;)s nod p and to dowmnload C, in parallel in sonme

cases. 5 Security Analysis For a security analysis, we show that all the
f our requbSeeudity Anabysisl above are fulfilled. They are based on different

conput ati onal assunptiaops such as c retelo arithns o

Factor i ng | ar gEot ARl apalvSisows Sl thebal T o enuementmapts

di scl osedafbge BFd Yafiled?” Theg (dr8MhaeRi & fffdrant iohAF agsiiHPidrisON ¢ hat

there are many custoners agdar hat nmany di g?t aﬁﬁggoﬁg are engagﬂég({i I n the

t ransact i sugh as compating disceeteyogardhmgsirdactoring dargaligtegacs efcod i s

downl ogded, 15 the privacy protection cannot be achi eved. Wat is achieved
Is actually the wunlinkability simlar to the anonynous feature of digital

cash. More¢) INeMteativn ofitheldidtémirds diddlosu@ custoners and the first
custoner buys A and the second custoner buys B, there is no way for the

mer chant to telhephivaey peotectioniaeitieved is based on the assumption that there
are many customers and that many digital goods are engaged in the

transactions. If there is only one customer and only one good is downloaded,
15 the privacy protection cannot be achieved. What is achieved is actually the
unlinkability similar to the anonymous feature of digital cash. More precisely,
if there are only two customers and the first customer buys A and the second
customer buys B, there is no way for the merchant to tell who buys A and who
buys B.
20
There are two cases. One is that A and B are from the same provider.
The other is that A and B are from different providers.

For the first situation, the security is information-theoretically
25 guaranteed, i.e., the merchant cannot tell who buys A and who buys B even if

he has infinite computing power.

For the second situation, the security is based on the difficulty to

factorize Q. So far the most efficient factoring algorithm is the so-called

30 number field sieve algorithm that has complexity Lq(1/3, ¢), which is
dependent on size of Q. But Q is large enough to resist the number field
sieve algorithm. Elliptic curve factoring algorithm is dependent on the size of
the smallest prime factor q of Q, but it has complexity L,(1/2, c), larger than



buys B. 20 There are two cases. One is that A and B are fromthe sane
provider. The other is that A and B are fromdifferent providers. For the
first sitwavs/oneid he security is information-theoreticall pcTR60gMareant eed,
i.e., the nmerchant cannot tell who buys A and who buys B even if he has
infinite corrputl ng power For the sec;d situation, the security is based

on the dIffIC ctorize So the nost, efficient factoring
al gori t hmtfat @ HBJVVEB% %W'HG%@P ye?'!ip'%q 8\%‘%’96{?6@('?9@99445{“ Hhe

conpl exi t y shga%écﬁcoﬁ')putﬂgg db@ kS fa&@P@%‘ﬁ'& é’@rr%‘ll%@t BrflmQ falbtlr Khd S56ar ge

enough to resist the nu |e d sieve orit ptic curve
f act ori ng bit| gabouni 0% IVHESeyuMsnt(rmihom-h’estmchens,}ber-sbeomiméaﬂss)t Thatrie factor

Rt sco1/ gt 10 REMaE S iciplbare 1pEh 1t SuREer of i Arres 1ROV ¢ cur ve
factori ng nahesri fidian suéwe a@&tthﬁ@t qd |§@6ﬁ§'@bﬂ§h ¢Rat 100 MiPE-P6ar® isnaRse

smal | est prinme factor , Is about 108 MP -years

(m | 1ion- iagseptable wq@elevgbf@omvg@ap@tectmt is about 1/1000 of that of
factoring a 1024-bit nunber of two prinme factors by 5 nunber field sieve
algorithm 1t is considered that 108 MPS-years is an acceptable security

llevel for 2prTNeeYisPoReeehh@btaih o tyeoﬁelaigmro%éat MPbRe trafidactione di gital
object in one transaction If the custoner could obtain d fromU and V in

the step 9 of thihe cosiomrmeouldhebtainsibiem db@nd dbinathe step Ghef dhei t al

i scr et RHeie, Bk ydBRstienpbl Btk pie Boisafode 4bRBheichy” BHRS
possi bi | i tﬂyemThlutsamr@l epaivaient lto tcbnimmn@ dndmlr@mgstntmstwmspecﬁfyta find D
.1, D, 2, k +1 such that D, k=D; k+1 nmod p. In

that case,!6PHRt d\a%tt&feﬂl%ﬂilnsmﬂaatnpﬂsa_lbwtyg. t5h91§e‘€fm§ﬁ§o§§'bﬁ®9lfﬁg & of
them But fdiRnRsPPafiiboher i@ t NEngUh,,D B,1,S Ne9ip9Ibhe | such that

D;1D;3...Diy=Di1 mod p. In that case, the customer can obtain k+1 digital
15 goods by paying k of them. But the probability to find such D’s is negligible
due to the size and randomness of n, r, ...,rmn. A similar attack is that the
customer finds k+1 of D/s such that they are all C-smooth and the number of
the primes smaller than C is no larger than k. However, such a C must be too
large to make the attack feasible due to the randomness of D;’s.
20
3) The auditing centre can conduct sale auditing
In step 8 of the scheme the customer blinds the ciphertext by U=(D,')S

mod p. As long as S is co-prime with ¢i, @, ... , g, U has the same order as
that of D). Similarly, as long as s; is co-prime with g1, go, ..., gy, the D; has the
25 same order as that of gy, where M;e Provider_j’. Since qi, @, ... , q: are kept

secret by the auditing centre and the factorization of Q is infeasible, neither
the merchant nor the customer can know any of g, @, ... , g That means

the probability that U has different order from that of gy is negligibly small.

30 The above analysis is based on the assumption that the customer does
not deliberately violate the protocol in order to undermine the sale auditing.
He could do it by asking the merchant to conduct blinding decryption on D;
and (DrD;mod p). In that case he could obtain both D;and D;, but the auditing



due to the size and randommess of r1, r2, ...,rm A simlar attack is that
the custonmer finds k+1 of D1's such that they are all C snooth and the
nunber ofwobbesdprd nes smaller than Cis no |arger than k. peioseveeo2isuch a C
must be too large to nake the attack feasible due to the randomess of
Dl's . 20 3) The auditing centre can qgnduct sale auditi ng In step 8 of the
schene the c bl i nds he CI rt As |ong as S
is co-pri ﬁ@n T‘j? beq@'SQU' ed bl‘,]tt faﬁé%”%fﬁ Cgegﬁgt%;,go@, Daénoq Bht TB? D.
Simlarly, Fi hasthe
S5 s Y ggfitéégﬁéﬁﬁﬁessolut,ﬁ),rf% \Al)%erl_gF hgcrjig\ﬂ)? ﬁ%tre sel%et é‘tranci&ﬁ @e 0
are kept te-enedunbjort h¢0al}|‘d+{0|,1}(;an@keep fsadretheef pezwquaimg@m u@éte@il s

i nf ea5| bI e, neither the nerchant nor the custoner can know any of ql, g2,

. , Oflﬁ?égqh‘i’?angf”tﬁé“%'b/o@ébl lity that U has different order from that
of gj, | negl '29%0,9]@5 smal | . 30 The above analysis is based on the

assunpti orf it hat custoner does not deliberately violate the protocol in
order to underm ne the sal e auditing. He could do it by asking the

mer chant  twherenauet] Jayi y¥damg b5 és thepj-ihobit of ADLin Enary(fotmBt forgd1)...,4n t hat
case he coul d obtaia both D; and D;, but the auditi ng 16 ‘centre would be
m sgui ded by the transcript of decrypting (D1- %) The counter

;1

nmeasur e sdNiEi R 23 o2 aretwe Iﬁ’@eﬁlﬁag‘@tﬁ ?(%ﬁtfﬁa'él‘éea eet b¥% haghingrtheme- t o- one
f fi , . = 1.+2+1
o e k8 o BT, ) s B Sl

fJ(qj )b demﬂrdbxabilit)s 3ihe Thet todtidf thfs §dlidion iis thatrtaeyp hasnet hdver 51 | e
bit+, %érare two checking bits o by hashing them In this case,

if a cu forms maliciously as above, he would be caught wth
probablllty 3/4 The cost of this solution is that the p has to have 512

4) The auditing centre can never obtain any digital object
Although the auditing centre can recover the order of U, i.e., to “trace”
U, there is no way for the auditing centre to “decrypt” U. The secret key K; is
15 beyond the auditing centre’s reach forever.

Whilst the method and system of the present invention has been
summarised and explained by illustrative application it will be appreciated by
those skilled in the art that many widely varying embodiments and

20 applications are within the teaching and scope of the present invention, and
that the examples presented herein are by way of illustration only and should
not be construed as limiting the scope of this invention.



10 nore bits. 4) The auditing centre can never obtain any digital object

Al t hough the auditing centre can recover the order of U i.e., to "trace"

U thereweosissmy for the auditing centre to "decrypt"” UPCTReoB@RI®kt key
K; is 15 beyond the auditing centre's reach forever. Wilst the nethod and
system of the present invention has begn summarised and expl ai ned by
illustrative application it wll be aggreciated by those skilled in the
art that many wi dely varying enbodi nents and 20 applications are within the
teachi ng and scope of the present invention, and that the exanples

pr esent ed T GLAIMSDEF INNG dHE FSiNd A REAS FORHOWSUl d  not be
construed as limting the scope of this invention. WO 03/044619

PCT/ SG01/ 00210 17 THE CLAI M5 DEFI NI NG THE | NVENTI ON ARE AS FOLLONG: 1. A
met hod for trag ngetlbdi foRltr igitdl | g dee b batwadrs Ranterafght aHgt omer
including the steps of: 5 said nerchant encrypting each said digital good
wi th respégsiomeripelyding tkeptepsoofer eat e encrypt ed goods; said merchant

Coapetli ve enorgp a Y B BB RANSAE el B WA ReLe SR0EE 0o

and each %aislto tRkatespegptetegesds;ypt ed key avail able to said customer; said
cust oner downl oadj %one sai d encrypted good and respective encrygt ed key;

sai d customer &8 MEeEhals EHFBPUIBACPHPT i A t'ESRaFIYer HBjsE k¥ WHRCRypt ed
key to creg @nﬁgm BFé%lté‘?é/spe%ﬂge bﬁéﬁ/b@d‘ﬂe ’i d conbined key to 15 said

mer chant; said nerchant renoves common encryption fromsaid conbi ned key
usi ng sai d comsaid kegrchant meakingaeacist saitr erergpigot gdoepndaadch esaidns sai d

10  respective encrypted key available to said customer;
said customer downloading one said encrypted good and respective
encrypted key;
said customer adding a customer encryption to said respective
encrypted key to create a combined key, and returning said combined key to
15 said merchant;
said merchant removes common encryption from said combined key
using said common key to create a customer encrypted key, and returns said
customer encrypted key to said customer;
said customer decrypts said customer encrypted key to obtain said
20 respective unique key and uses said respective unique key to decrypt said
digital good.

2. A method as claimed in claim 1, wherein said merchant removes said
common encryption following payment from said customer for said digital
25 good.

3. A method as claimed in claim 1 or claim 2 wherein said digital goods

may include one or more digital products.

30 4. A method for trading digital goods online between a merchant and

customer including the steps of:



custoner encrypted key to said custoner; said customer decrypts said
custoner encrypted key to obtain said 20 respective unique key and uses
sai d respwotiswetcuni que key to decrypt said digital good. per/SSomeehod as
claimed in claim1l1, wherein said nerchant renpoves said comoDn encryption
foll owi ng paynent from said custoner B?r said digital 25 good. 3. A nethod
as clainmed in claiml or claim2 wherefn said digital goods nay include
one or nore digital products. 30 4. A nethod for trading digital goods
online between a nmerchant and custoner including the steps of: 18 said
mer chant encr ygalﬂrrge@aant eacipting eaen sg@dagmltgoqdew@crem@tlua.we keys to

create en chant obtains paraneters froman auditing
centre; g(]g)égo &eg Ce%@@ﬁ&%ﬁé each said respective unique key with a 5
comon key andsaialrﬁgrohanﬂomarr@rmtramtére fone ahauditimesdnts encrypted keys;

sai d mer chant naklng each said encrypted good and each said respectlve
encrypt ed key a9 |%?*@ﬁtoe@%m’ﬁt'%ﬁ%ﬁa'dszﬁﬁpe@ﬁly@o%@filuﬂom ¥ @y one

said en Q@j sh§ g&pér‘é%et ACIYRbAR: Hé%pe%t%eéﬁ(irgpt%ﬂ% S addi ng

a custoner encry es ec I've ~ éncr crea
conbi ned key, said Mrumaritng\akmgj eamhﬂ)lsa&ﬂ dneyymed goodi arcdoémrnt 'saihi d

mer chant renoves common encrypt.i from sal d conbi ned key wusing said
comon ke{PSPECHYREDETYRIEd kY o%‘@r"agﬁ’c fePerand returns said 15

e B G o o
encrypted key;

10 said customer adding a customer encryption to said respective
encrypted key to create a combined key, and returning said combined key to
said merchant;

said merchant removes common encryption from said combined key
using said common key to create a customer encrypted key, and returns said

15  customer encrypted key to said customer;

said customer decrypts said customer encrypted key to obtain said
respective unique key and uses said respective unique key to decrypt said

digital good.

20 5. A method as claimed in claim 4, further including the steps of:
said merchant collecting transcripts from removal of said common encryption
and forwarding said transcripts to said auditing centre;
said auditing centre reviews said transcripts and obtains said
parameters;
25 wherein said parameters are able to identify what goods were obtained
by said customer.

6. A method as claimed in claim 4 or claim 5, wherein said merchant
removes said common encryption following payment from said customer for
30 said digital good.



respective uni que key and uses said respective uni que key to decrypt said
digital good. 20 5. A nethod as clainmed in claim4, further including the
st eps of :weas/oh4rer chant col l ecting transcripts from renoveCTSGoB@R2T common
encryption and forwarding said transcripts to said auditing centre; said
auditing centre reviews said transcrig s and obtains said paraneters; 25
wherein said paraneters are able to idéntify what goods were obtained by
said custonmer. 6. A nethod as clained in claim4 or claimb5, wherein said

merchant renoves said common encryption follow ng paynent from said
customer flor Fomethed as glaimeddooene ofolaimsduiost.oviraeircsaid/digtal goods7. A

el nde ontrp e S B ripe BIBalRrcbubs: °s Torhod S cl ai med i n any one of

clainms 4 to 7, wherein said 5 paraneters are: and where q are
primes 2r > nunber of providers b,1 is the jf-th_ bit of i in binary fornmat
15 8. A method as claimed in any one of claims 4 to 7, wherein said

5 parameters are:

g =g"modp
where
€ = H(Qj )bij
Jj=l1
and
10 p= 2H g, +1
i=l
and where
g are primes
2' > number of providers
bj is the j-th bit of /in binary format
15
9. A system for trading digital goods online between a merchant and

customer wherein said goods are encrypted using parameters provided by an
auditor, said customer obtaining said encrypted goods using blinding
decryption such that said merchant is unable to identify said digital goods,

20 said merchant providing transcripts of sale transfers to said auditor, said
auditor using said transcripts and said parameters to identify goods and
transferred.

10. A system as claimed in claim 9, wherein said merchant encrypts said
25 digital goods.

11. A system as claimed in claim 9 or claim 10, wherein said customer

obtains said encrypted goods following payment to said merchant.



9. A systemfor trading digital goods online between a nmerchant and
custoner wherein said goods are encrypted using paraneters provided by an
audi t or, ve@bzlosaemdt oner obt ai ni ng said encrypted goods. uspP@mSGdi/madiong
decryption such that said nmerchant is unable to identify said digital
goods, 20 said nerchant providing tra@cri pts of sale transfers to said
auditor, said auditor using said trafScripts and said paraneters to
identify goods and transferred. 10. A systemas clained in claim?9,
wherein said nerchant encrypts said 25 digital goods. 11. A system as
clai ned i nlZl aiAngystam casiichmimed whangi ang adfdclaires ddo 1 bbivhienain ssaid
encrypted goods,.fol |l ow ng paynent to said nerchant. 20 12. A system as
cl ai mred ir&éﬂ&%‘?{g & clains 9 to 11, wherein said paraneters are:

and where q are prinEs:L%@ng(;@pnurrber of providers b;/ is the j-th bit of i
in binary format

where

5 e=]1@,)"
Jj=l

and

p= 2ﬁ‘1i +1
i=l

and where
q are primes
10 2" > number of providers

bjis the j-th bit of /in binary format



