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(57) Abstract: There are provided systems and methods for an authorization and access control system for access rights using relation-
ship graphs. A service provider may provide an authorization and access control system that allows users within the service provider
and/or customer entities to assign and change access rights or permissions to computing resources. When providing control of these
access rights, the service provider may utilize relationship graphs, queried and generated using a graph database, to visualize and de-
termine access rights that are inherited through different relationships and policies defining these access rights. The relationship graph
may show edges for nodes that correspond to related objects, such as actors, groups, and resources. Paths over the relationship graph
may be used to determine access rights that may be inherited by users. Once determined, these access rights may be established and/
or updated with computing systems.

[Continued on next page]



WO 20237129786 A | [ MW IE 00000 0 T

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, CV,
GH, GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,
TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, ME, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI,
SK, SM, TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN,
GQ, GW, KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))



