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800

Provide images of various types of spoofing materials used for
spoofing a face recognition system. The various types of
spoofing materials can include, for example, but are not limited | 805
to, images of 3D masks, images printed on paper, and images
depicted on electronic displays.

v

Perform data preprocessing on the images. The data
preprocessing can involve, for example, but is not limited to, 810
image contrast enhancements, normalization, cropping (e.g.,

random central cropping), data augmentation, and so forth.

v

Apply an image contrast enhancement to the images by
randomly adding one or more Gaussian distributed 810A
instances to an original RGB value in a RGB color space.

v

Apply an image contrast enhancement to the images by

adding one or more Gaussian distributed instances to a

Hue, Saturation, and Value (HSV) domain (cylindrical— 810B

coordinate representations of the RGB color space) and

multiply some Gaussian distributed coefficients to further
adjust S and V (brightness).

v

Normalize the image (e.g., regarding size or some other
characteristic).

v

Perform cropping (e.g., random central cropping) on the 810D
images.

810C

FIG. 8
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v 800

Train a liveness-based face recognition system using the
images preprocessed by step 810 to form a deep learning
based model. Step 815 can involve training the deep learning [ 815
based engine.

v

Freeze all layers except for the last fully connected layer. | 815A

v

Perform multi-task training involving a liveness detection
task and a face recognition task. In an embodiment, all of
the weights of the layers can be unfrozen during the multi-

task training

v

815B

Receive an input image of a person to be recognized. 820

v

Perform a multi-task operation jointly involving liveness
detection and face recognition for a particular application, 825
using the deep learning based model.

v

Perform one or more actions based on a result of the multi-task
operation. For example, the one or more actions can be
directed to one or more of the following: identifying the person

and also determining that the person is live; traffic 830
enforcement; facility access control; physical system (e.g.,
workplace machine) access control; and login access control
(e.q., to secure/private data).

FIG. 9 v
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