,e3eiivtveTl h BACKGROUND OF THE | NVENTI ON [0001] Field of A Thlg
The present invention relates to a personal identification ”mmmmmmﬁmmmr
identifying and checking bionmetrics information specific~to a prg;g@n and,
nore pazticul arly,toapersonalidentification apparatus,a persona
identification systemand a nethod for personal identificat mmﬂ”lmwummm
regi stration and setting of registered personal information a
dat abase for personal .identification is sinplified to itx~proweotobe
per f or TeAREARATU2gi ST EAEM oAND [ UBDRPD DEGBr PBRSONAGS IDRETRELSBEIONrt I n
general, a personal identification apparatus and an identificationsystem
thereof utilizing bionmetricsiriformation (bionmetrics data) that is
different fromperson to person for checking the face, fingerprint or voice
print ofgxriSsSoiD ave st ayledrionvari ous apparat~zs as aut hentication
units for verifying a person to be identified to achieve security control
1 0003] . Such identification systens utilizing bionetrics information are
categorized into two types , i . a. , averification 1 type and an
i dentifi §%fn type. A verification type system checks an input ZD agai nst
stored bionetrics information, and an, identification type system checks a
person ng efic?doip lggtfnhar\l/'{lgn'the hi ghest match rate w thout using an ID.
Ther ef or'e;S 1% 9 Aowr t hat™ & person is only required to press a button to
be identified in the case of an identiLiEatign tyge sxstgnl [ 0004] When
such a persondi®§ T3 catTHR bhPAr ST tRETE bPefaPel  Brometri cs
i nformation specific to human bei ngs nust, pbe registered in advance as a
dat abas & Gt ifer A | JBRPRFREYP| 0fCTTo ¥ Ts’t%f“lﬂ on‘%]f“hi cS§ PR Ration in
advance, people to be registered are jnvited to a place for acquiring
i nf or matiiGet i B gy IR EPR 0 FREFITHF a Tgidst PEESER pPdfess™PER each
i ndi vidual. [0005] In thiscase, however, registering operationsare required
for allpgedpl@karle FegiRtetonl dAanthéipaspre aRP IS ey IPEréanflst visit
a designated place at a designated tine to performthe registering
oper at | ¢@entifissatiohsy spesnand memeshednt oy Pars anadubresditicetip®at e a
dat abase for both the registx'ation manager and the people to be registered
Especiial | yhiah inwrisdvmtiien handcaetwfnginof derad fdtestdbnpeyspvemt
i ncreases regi stering operations enornously, which has xesulted in a
pr obl eming drdwett itago twushrvarespevedatikbasediny pe.rsbadsjdentibhderisnch
circunstances, the invention provides a personal identification apparatus,
a personal s:iceritifiexhtti®nimnyssiem el penEehoanceé pErsegabtrdémbnfication in
whi ch bionetrics information of people to be identified can be acquaired
and accymuwioetled each tinme identification is used, e. g. , at each operation
of unl ocking a door only by registering IDinformation or the like in
advance Deistdragt irrgict etiaRéhetdd det ri cs i nformati on of the people to be
identified and in which registration data of the people can be efficiently
lgmg\ﬁt_} g:\ll basee ernkhaill,0g gakaohhlsideattidliatedonl @802 rSUMYARYJOEnTHE

identification systemthereof utilizingbiometrics information
(biometrics data) that is different from person to person for
checking the face, fingerprint or voice print of a person are
installed in various apparatus as authentication units for
verifying a person tobe identified to achieve security control.
[0003]

Such identification systems wutilizing biometrics

information are categorizedinto two types, i.e., averification



The invention is characterized in that a person is identified by providing
an input unit for inputting identification information for identifying the
person to be identified, an acquisition unit for acquiring bionetrics
information of the person to be identified, and a storage unit to which the
identification information is input fromthe input unit and in which the
identification information and the bionetrics information is stored in
association with each other when the bionmetrics information is acquired by
t he acqutypei anduant idé00OBlcAsianregpet, Aivereticestiod drypet isyrs tand
identification 3 information of a person to be identified is collected in
associ at cbhackstin eaghaotitengedab tt sterelich pensoni ¢ o hefddetidi edinper f or ns
a control operation such as unlocking of a door by storing the

i denti figatidmntDfOESBL bR Bie (R el $0R U@ Bepbdeshidy ad ddiafdvanee in the
storage unit and by inputting the identification information such as an ID

usi ng t Nead PRYLL I HGH A8 tERN- KBYS: 1 thYCLTHEREY APET #hi0R FRgl od s
provi ded in ich a prelimnary personal dictionary is created using the

i dentifigaty i nf or L O }gg? i anet 1 i r i,on that .tine _as | og
dat a; aﬁﬁgéﬁgo *?%?a?ﬁégrg na %ﬂg¥$5ﬁg' J%Q%Bbe cﬁgﬁ gksﬁy%agsggfgting t he
identifi ion dnfarmati on and bhionetrics, i nforpmation of each person using
the i den?c??:)lecéfd‘le(%C litﬁf%éir A&t ron Caalsseaollfe?/nflo('!rle?%]egfcfaﬁjc%’?ité' % P’E&efnhe
preHlﬁrTﬁi%ﬁferation period. [0009] Therefore, a registration nmanager can

be freed an operation of registering bionmetrics information in advance
in tvhich a registeri operation_ is required to be perforned for each of
TR PR BT

peopl e to be reyrdfEf SRRAMEEen¥AE S CALREE ARPAFFIUHT 2OPEYEEGE i me and
| abor required for both of the people to be registered and the registration
manager PR FBFF A PFRISH sEPEFLEACantP t HVgeRer BE&npger B De
registration data_at natural attitudes and identification timng of the
peopl e FEDES FHERS LB ARR 2 anclairbunt dpeersand ) §dessisicagénnan
appar at u9, whi ch ensur esi nprovenent of recognition performance at the tine of
i dent i f ileatiswisder hoomayrfge theformahient he adyhsceat beaphanagebecan see
the state of use of a person at the tine of registration during the
prel i m magyl sopered izgre finvatadi to ragd acehfonmraperr icay iafproprtigreky advi se
the person to be identified of a proper way of use when there is any
pr obl embe 00e@d]sEeredxanyleer fiorh Danurdiet s eyt 1en ap rerplsey e muabeh or

individual.

[0005]

Inthiscase, however, registeringoperations are required

for all people to be registered, and the people to be registered

must visit a designated place at a designated time to perform

the registering operations. Thus, it has been time—-consuming

and troublesome to create a database for both the registration

manager and thepeople tobe registered. Especially, anincrease

in the scale of an identification system increases registering

operations enormously, which has resulted in a problem in that

too much man-power is required.

[0006]



a dedi cated nunber assigned for identification. An enployee nunber is
advantageous in that it is easy to input because it is a nunber famliar to
t he person. A dedicated nunber is advantageous in that the nunber of the
digits of the ID can be smaller than that of a normal enpl oyee nunber.

fooi 2~ Referring to operations , a prelimnary operation may be perforned
in which no identification based on identification informata.on is carried
out and, in this connection, there are three patterns of prelimnary
operation. ( IndeBassagbk ofimcpertsorces, althewethvenbiem pregsdgsquéred on

t he person w thout judging whethex an ZD has been regi stered or not.

Securit pdredrmail iIiddiiY icasa diceapee ata s, denpebsoabilohdest AL caetonut usi ng
an I D, although the person is reguired to input an 1D. (2) It is judged
whet her sgisddy hagdbeenmeegoat a5 dpbek onafer SN O f 104t 86, iif Wescht he
person is allowed to pass with 5 an i mage acquired on the person. If not,

the persanmes NQts #hFOWRGLEOn REGSe ol L8 b i@@ﬁtf’fié@%aﬁrﬁéé’f)qﬁ&éééken as a

| og. No password is used, and security is at the mediumlevel. (3 ) Wen

a.n b %5’1%[ gﬁggﬁ%ﬁ?ﬁﬁg?a&%ﬁt&?ﬁﬁefdeﬁﬁff'£££¥18ﬁ'1§EsEHPLé;.;’§P', £Q ack eve high

securit since prelimnary registration can be generated

i ty. TOBIS] “rhs,” ! i &t fcar be generate
eqistr SPRRA aP pabra To T e BB r AT SR e LB Ron Tt B

and managenent of. unr.egi s-ered people. can be_inproved., lt. is therefore
poss! bl 8% oSt FhCE Tar AR 1 LRrToh Steheni i st AR BrRe | o
regi stration having ap efficient_registrati.on capability requiring .less
Line andPfERBBRRRTRoR | S ORRORLE VA dUR REEBITELRSn Hbardt (94
systens. [0014] A prelininaréhoperation period may be provided when a

dat abas &P Si&Rtt PofsitrultedReaRBoPL e nEs dP € et iat <L R4y BEE PP R HRd for a

person who is added during an actual operation.
based on the log data thus accumulated.

[0007]

SUMMARY OF THE INVENTION

The invention is characterized in that a person is
identified by providing an input wunit for inputting
identification information for identifying the person to be
identified, an acquisition unit for acquiring biometrics
information of the person to be identified, and a storage unit
to which the identification information is input from the input
unit and in which the identification information and the
biometrics information is stored in association with each other
when the biometrics information is acquired by the acquisition
unit.

[000B]

As a result, biometrics information and identification



[0015] Identification information is data for identifying a person to be

I dentified such as the nane, the position of the person in an organi zation,
the contact and the ID nunber. Zt is information that can be regi stered by
a registration manager instead of the person in advance. 6 f0016] The

I nput unit may be constituted by an input device such as secret code keys
or touch panel. [0017] A face ~.nmage acquisition unit, fingerprint
acquisition unit or voice print acquisition unitmybe used as the

acqui si t iBRoamitlop00AB] 2 BReFSOMN ¢k i At oriferitdidf lies! i b oFfal PeReEN itthe face
of a person to be identified, and it is also possible to use informata.on
speci f i caspothetpensoitlsagbhasHeamgaeprtime thd pemathore had degitdd imd nt
information that allows the pexson to be identified. HRZEF DESCRI PTI ON OF
THE DRAW&ESoking .2 donisr@l dépenttibewunh s tateck imge fiaddnd i biy Gadoirdmg
apparatus; Fig. 2 is a block diagramof a control circuit of a face inage
i denti fi€Réi DieSYst elhtEbA. 19 d hhdisisrlcES tAeCpatE6h OpYatiidentaffiadcent er

apparatus; Figs. 4A and 4B illustrate contents of data required in an

actual opghal/a@Re in the storageunitandby inputting the identification
information such as an ID using the input unit such as ten keys;
apreliminaryoperationperiodisprovidedinwhichapreliminary
personal dictionary is created wusing the identification
infoxmation and biometrics information at that time as log data;
andanofficial personaldictionary canbe createdbyassociating
the identification information and biometrics information of
each person using the identification information as a key for
identification after the preliminary operation period.
[0009]

Therefore, a registration manager can be freed from an
operation of registering biometrics information in advance in
which a registering operation is required to be performed for
each of people to be registered in advance. This makes it
possible to save time and labor required for both of the people
to be registered and the registration manager to perform the
pre-registration and to generate personal registration data at
natural attitudes and identification timing of the people to
be registered that are encountered in daily use of such an

apparatus, which ensures improvement of recognitionperformance

at the time of identification.



Fig. Sillustrates identification information and | og information during a
prelimnary operation; 7 Fig. Gillustrates pre-registration data with a
prelimnary TD set therein; Fig. 7 illustrates identification information
and log information v~rith a prelimnary ID set therein; Fig. 8 is a flow
chart show ng processes and operata.ons for generating personal dictionary
data; Fig. 9 is a flow chart showi ng processes and operations in a
prelimnary operation period of the face inage identification apparatus;
Fig. 10 isoaofl ow chart show ng processes and operations utilizing a
prelimnary TD in the prelimnary operation period of the face inage

identificationpappaeat Usincn€nEimbgibdrd s Aanmexhgepatapeespacd brare ew of a
rnaj or part of a fingerprint identification apparatus representing another

embodi meqg Q%et e i&‘;g%}dé;&?- a DERLBTREREN o J&Ei?ﬁffﬁﬂ?ﬁ%&%@' MENTS

f 00197 A preferred e ment of the invention w now be desCribed with

ref erence tfiz%:bl%agrav% gﬁatféﬂ’ %réiﬂo"‘ﬁnaf & .Er,r.agje_he mangge can .
i dentifi i 'onappar at usprovi déd at ~an | mage agqU|S|t|on end?of a“face i mage

identification systemfor.identifyin opl.e hy raphi ng_the faces .
In Fig. alpl?r%p’f%\%gehaﬁ‘gv%ﬁ%nﬂﬁ i%eaﬁ%org%acg&fradt?g-&%%%l%sdaﬁ?oﬁpagaegs a unit
8 f ox' identif%ing geo e to, be identi%ied t o manage openi ng and

cl osi ngdfBHdoF UeRaf BReR BRFF RghRddRY tPhGRF88m for exanple. The apparatus
has a function of acquiring identification data and a function of acquiring
aut hent i %%h data axed is mounted in, a position on a surface of the door

at the height of the faces of the people. It has an illumnator 12 for
illumnating tier example, an ID number may be an employee number or

a dedicated number assigned for identification. An employee
number is advantageous in that it is easy to input because it
is a number familiar to the person. A dedicated number is
advantageous in that the number of the digits of the ID can be
smaller than that of a normal employee number.

{0012]

Referring to operations, a preliminary operation may be
performed in which no identification based on ldentification
information is carried out and, in this connection, there are
three patterns of preliminary operation.

(1) Passage of apersonisallowedwith an image acquired
on the person without judging whether an ID has been registered
or not. Security is low in this case because no identification
is carried out using an ID, although the person is required to
input an ID.

(2) It is judged whether an ID has been registered for

a person or not and, if yes, the person is allowed to pass with



faces in an upper part thereof, a camera 13, a man-detecting sensor 14,
identification result display LED s 15, an identification start button 16
and an fixation mark 17 in an internediate part thereof and secret code
keys (ten keys) 18 in a lower part thereof. f0020] A plurality o

a.lluma~,ating LED s are arranged as the illumnator 12 to illumnnate a
position at the height of faces in front thereof . This makes it possible
toclearly illumnate irregularities of the face of a person who has

appr oac kedinage esauia et n the peby onnpr 6o . fidteprprage 1adl a1 hged
performance of the canera 13. [0021] ,A CCD canera or the like is used as
t he canerapd8st @mphat dgreapho f date pemeges 1sWedteraaper Son. apjr passesrtihe
camera 13 in front thereof, the nman-detecting sensor 14 which nmay be a

zef ~ect ii@l udagpe drd ragath Siepshs sleteipd smédhikm al@esson has approached. Wen
the identification start button 16 is then pressed, the canmera 13 starts

phot ogr aphi ng (33sed vﬂl%rfiahuﬁg%ﬂta%asstvf&‘td bherendSked | e@uest thotan
identification of a person to be identified, and identification is started

based opcan A4 W5 AoHiFethigd ddusritye, the result of identification
i ndi cating whether there is a match for the person under identification or

not is C{‘dtoﬁ%t to be displayed by the identification result display LED s
15. On the'identification result display LED s 1S, eithe~' of two LED s in

O et horoig i OB I R P YA S AN SiF UL cBh JAGORIEDE 24" BT U
even if no biometrics information has been acquired at the time
of initial registration of people to be registered, the
performance of identification and management of unregistered
people can be improved. It is therefore possible to construct
an identification system with improved automatic registration
having anefficient registration capability requiring less tine
and labor in applications to various recognition apparatus and
systems.

[0014]

A preliminary operation period may be provided when a
database is newly constructed, and it may alternatively be
provided for a person who is added during an actual operation.
[0015]

Identification information is data for identifying a
person to be identified such as the name, the position of the
persen in an organization, the contact and the ID number. It

is information that can be registered by a registration managex

instead of the person in advance.



result of identification to be recognized at a glance. [0022] When
identification as described above is used, the secret keys 19 may be used
in substitution for or in conbination ra'ith the identification start
button 16 to perform authentication. coo2p ldentification data thus
acquired is introduced to a center apparatus 21 to be described |l ater

provi ded at an authenticating and nonitoring end through a connection cable
or on a wireless basis to judge the identification data is adequate or not.
| 0024] TheO&pparatus 21 may be provided in the vicinity of the face inmage
identification apparatus 11 and configured as a control unit for the face

i mage identifiTia iiowpwuappaiatusy bk costeatduvédier ag pnowt ddriase aucént er
apparatus . A plurality of the face imge identification apparatus 11 may
be connexd egedépet heodenkeysappatahos gdnelD [002y Fig. 2 shows a bl ock
diagram of a control circuit of the face inmage identification systemthat
is contrpdded; and managed by the center apparatus 21 urh~.ch controls each
of the units provided in the face image identification apparatus 11. A CPU

22 of the centgersARPALAlS 212G NS uaaeh @iﬁg@&%:@ﬁ\ei £8qAEEPEILAT tO
processi ng steps of a program stored therein and stores resultant control

P : | o a _ . g
pﬁz)?olgp al‘.ghlg‘%gg;/'%l%% prdf20L o 4¥s | FRGE LAFRLLALe 49ASAUHES 401 5 RIS,

unit.
[0018])

Biometrics information is information on the face of a
persontobeidentified, anditisalsopossibletouseinformation
specific to the person such as fingerprint information and voice

print information that allows the person to be identified.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a front view of a face image identification
apparatus,;

Fig. 2 is a block diagram of a control circuit of a face
image identification system;

Fig. 3 illustrates a control operation of a center

apparatus;

Figs. 4A and 4B illustrate contents of data regquired in
an actual operation;
Fig. 5 i1llustrates identification information and log

information during a preliminary operation;



the canera 13 and stores it in the nenory 23 . The acquired inmage is

di spl ayed on a nonitor 26 for nonitoring through a display control section
25. foo027~ A first input/output control section 27 controls input and

out put data of each of the illumnator 1.2 , the than-detecting sensor 14,
the identification result display LED ~ g 15 and the identification start
button 16 provided in the face imge identification apparatus 11, and a
second i nput/output control section 28 controls input froma keyboard 29
for nonitoringFagtheft i didtlivenraftesz ap AT IRSAFAC addmmunidzdta onwisdet ion 30
has a communication in' ~erface function for transmtting i nput data from

t he secrpretofd@nkeys ID8 ska tther@RW;22. 11  [0029] A xegistration file DB
is provided as a database file when a face inmage is registered, and data of

characterist~. giguant iflilestebtesl A6 nivTEIR 0fi 2R Gh ARANEAA dro R1 Neg st er ed
is stored in the sane. [0030] The CPU 22 checks face image ,information of

a personlﬁ_@opﬁalt%at LiiedapRotagraphed Wit Rthencammxa ~. 3 agai nst
information that has been registered in advance and al'l ows or disallows the

person to enteg; gf 2 aaf&%%iaa§%dsﬁaw£§§tlsf§&éé of éﬂfryﬂeleactaﬁ)'n%n

[ 0031] Aprocess updating registration a set or each "person
for generating personal dictionary data;

Fig. 9 is a flow chart showing processes and operations
in a preliminary operation period of +the face image
identification apparatus;

Fig. 10 is a flow chart showing processes and operations
utilizing a preliminary ID in the preliminary operation period
of the face image identification apparatus; and

Fig. 11 is an external perspective view of a major part
of a fingerprint identification apparatus representing anothex

embodiment of the invention.

DESCRIPTION QF THE PREFERRED EMBODIMENTS

[0019]

A preferred embodiment of the i1nvention will now be
described with reference to the drawings.

Fig. 1l shows aface image identificationapparatusprovided
at an image acquisition end of a face image identification system
for identifying people by photographing the faces. In Fig. 1,

a face image identification apparatus 11 is provided as a unit



to be identified will now be described. fig. 3 shows a data processing
operation of the center appara C-s 2X in which an image is first acquired
with an i mage acquisition section 31. Theface i mage (acquired data) fetched
into the inmage acquisition section 31 is checked by an identification
section 32 against registration data xecorded in a registration data file
38 in advance ~ ID of the registered person + (face inmage + characteristic
gquantities) X n}. fhe result of authentication and historical data of the

i mage i sfomniatpobif vy steopirmnagbag d¢ecti bre@xq mamdédenepkognafahist ori ca
data (the date and tine of acquisition + face inmage + ~. 2 characteristic
quant i t i @sostindpof @rdddieu s €g ibt edft eirdentarid eat t bng airsold,nad f gxshpked in a
historical data file 34. [0032] At each access for identification,

opti m zegh& apPdairdata hofuslet fonpatkicds irsS nexti daateditaeivhhgatesul t ant
hi storical data by an optim-.zed candi date extraction section 35 and is

stored ighd@R eRhLAL 28 £aNY Halig Hahankhhe 3@188CHath Ba [A0RShndBET eaf ter,
when an update of a registered person is due or requested or when there is
a reques I.m nacy. | ty f eqdi e (S n
R R A L
personal__.YD,+ (face im ~- _char.act er.i st.i ¢ antiti fromthe
optim zeOdE (I:%élr?d §8Fe ®dat ggfl??se b la(rITLd]mrlenaa sorog"lté ?ﬁg }r‘gégl‘é‘ﬁ‘gﬁ%‘ﬁ %?a stored
inther qjstnation dat a fil% gg. zt .chgoses the gten1of ggtg hfying t he

hi gher pAGH ty* &% KERSFefrstr kPFSROdat 8 SRUCFRgHEt ef ST REW Fed¥ st rati on
data thus obtained in the reg~.stration data file 38 as_registration data
new y géﬁ@ﬁ&?éd1§Pteﬁqﬁﬁg¥ﬁﬁﬁaﬁF?§ti6ﬁ?u?%033f5?ﬁﬁ¥, ﬁﬁpasacg%ireﬁnat
access for identification is_accunulated in the optim zed candj date data
ile 36,l&ﬁ@?&ﬁhQﬁﬁj?ﬁ|%£ﬁ?i1hH§F€”i%69§H§r§PeElFFgﬁPBpT?ﬁFz 4 Harkft dat e
data anal the registered data only at the tinme of data updating or

prel i m AREEIMEGistteatiadt ARGTeotr 85AsFEFEETY ROPRekRER SEPRLKBNTN3LE data
file 38. [0035] Referring to the operation of registering a person to be

i dentifileda tieweredpiagity att?‘iel?r?c’rfanager makes arbitrary setting for
registrat7.on based on historical data that is obtained at the tinme of
daily ad€ég88lwhen the face inmge identification apparatus | | is used.
Since this.elimnates a need for performng a registering operation for
each un2denti &i edugedsdry, ofedildtyrmadinehddie searc armnagdd a3 erite y
performed. [0036] Specifically, to generate the registration data,

i dent i f Ltatmonaitefrot Aetd dri lofmimater sopos btheniaferithief hedgbhs sfofate{in the
registration file DBin Fig. 2 and in the registration data file 38 in Fig.
3) . Eath firoret therperfsonThos e kakeitti pos eib pertfoochsaalyoint it irgpes at i on
such as unl ocking of a door by inputting the identification information
such asianegDlurthiebeofnphe furd ofichpassomewhechas amuheo&elysd ltthe
bionetric informati on of the person to be identified is collected in

associ atiperyal i ) et dentinddreatiineniraker kyena cdu Pt Shd PeaEidrmance

opexati oz~period is provided to create a prelimnary personal dictionary
usi ng the tdentihhieathgn information and the bionmetrics information at that
time as log data. An official personal dictionary is created by associating
t he ideﬁ@621jication informati on and bionetrics information of each person
using the identification information as a key for identification after the
prelimnary 14 ccoPeaaki@n cRernd.-1dke | s 1 HSEST Q5L tRASSamtr® 3 OB L @
pre-registration operation that 1s an operat~.on performed by

photograph face images. When a person approaches the camera
13 in front thereof, the man-detecting sensor 14 which may be
a reflection type infrared sensor detects that a person has

approached. When the identification start button 16 is then

pressed, the camera 13 starts photographing based on a judgment



a registra' G onmanager for all people to be registered to register

bi onmetrics informati on of each of the people in advance. [0037J A
description will now be nade with reference to Figs. 9A and 4B on the
contents of each itemof data required for generating registration data for
each person to be identified. Fyg. 4A shows personal dictionary data that
is recorded as a database required for registering each person. ID
information for identifying the person to be identified, attribute

i nf or mattloat atide be oh@td | squed Orifvat |ialents friegitsiteer edt as pelreopertsonal
dictionary data. [0038J The ID information is information that is assigned

an | D nuideitipled demd {3en0ifDEaDLEE AR Stk tédbaised @PbaliviRE 8haBY W th
other data for identification using the IDinfox'nmation as a reference. As

the attrd i e-daf OTA®LL 08 ¢ 19N PLESEEL Al 1D IBLdOF: ASRGLALEILY th the
person are registered |nclud|ng the nane of the person, the person’s

posi t omﬂ&%ogggfg zf'ﬂg | D ddie ﬁqxth%hgexg% ofBALN; aad.dat e ol hi rth and

t he cont act is case, the Infornation and attri ute

|nfornat|on |s sRre-n P %yaﬁéqﬂ_ # % Ehf'E@Eh%gf%ng%rngtﬁ%sgl%h'Ch can

be i nput and’reglste a regi nanager i'n-advanc as shown

Fi t t t to b
ot St er PRI dTae h PBGHAT A e 3 LD P RAOn COP PRBENLEY Ehe
le t b t d t h ttribug f t Th ttribut
7 or et HaGeb8 P e, R4 S S TS T HELFBROI SLLB SR ER 6. th

bi onetrics |nfornat|on to be described later or after such association is
carri ed Bis rqqkﬁﬁ) judgement in blue or red, thereby allowing the

result of identification to be recognized at a glance.
[0022]

When identification as described above is used, the secret
keys 18 may be used in substitution for or in combination with
the identification start button 16 to perform authentication.
[0023]

Identificationdata thusacquiredis introducedtoacenter
apparatus 21 to be described later provided at an authenticating
and monitoring end through a connection cable or on a wireless
basis to judge the identification data is adequate or not.
[0024]

The apparatus 21 may be provided in the vicinity of the
face image identification apparatus 11 and configured as a
control unit for the face image identification apparatus 11
instead of being provided as a center apparatus. A plurality
of the face image identification apparatus 11 may be connected

to the center apparatus 21.
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Referring to the bionetrics information, data of an inmage of the face of a
person photographed with the canera 13 of the face inage identification
apparatus 11 , data of characteristic points which are obtained as a set of
uni que points as a result of an analysis of the photographed i nage data,
and raw i mage data actually acquired fromthe person are registered. Either
of the inmage data and the characteristic point data nay be used al one as
the bionmetrics data. Alternatively, both of the data may be used. [0041] To
gener ate[peesonal dictionary data, as shown a.n Fzg. 5, a prelimnary
operation intended for unregistered people is perfornmed using

pre-~rega. strafzgn dalkbw£@ bleErdaL AgagvaRca exelwdingibEaMetd# Ghe
information. During the prelimnary operation, prelimnary operation data

|5 accuml gl eduy. a58REk 2 EAG LD YOL ALK REAL 00 dodekdedd afli WBaged

pre-registration data wth bionetrics I nformation photograp

camera 13, 16, cangoLheoreglatLabhon,TRaager GLeal gs hersonal, d,g.gf i onary

data by socrating ccunulat'éd prelimnary operation data W the ID
i nformation..[0042 description wW.l,l now.be made on an_exanpl e of

ext r act PO H ISRt B P EC B P R GBRHE: AUERAS LaaR B SER R G Oradist r ati on i s
e~ctracted from ] data acquired with the canera 13. First, it .is
checked usi ng ‘{nﬁﬁgggu‘?fﬁﬁ ﬁgﬁteaa?%l?%%‘?lﬁ%rﬁ‘t ﬁgn?‘ﬁoiﬁf%‘_f‘?ﬁﬁl&ﬁuﬁé& ches
the perspon to be identit~.ed. If yes , the registration naqggg% checks the
acqui r e FHEe® PREGE IGRC? §TEFESEN DF bRRE i PLREdAiat FoRe &Ll e,
the registrati on nanagex obser~res the face i mage data and extracts

bi onet r i i HiOFHRt TRt hartseenEred daFdelndantPMPEt Bdn by checking: (1)
whet her thﬁhgfrson's eyes are closed or not; (2) whether the person faces

forward 130 (3) whether the image is blurred or not; (4) whether the

entire face is shown ox not; and
An image capturer 24 acquires an image photographed by

the camera 13 and stores it in the memory 23. The acquired image
is displayed on a monitor 26 for monitoring through a display
control section 25.

[0027]

A first input/output control section 27 controls input
and output data of each of the illuminator 12, the man-detecting
sensor 14, the identification result display LED’s 15 and the
identification start button 16 provided in the face image
identification apparatus 11, and a second input/output control
section 28 controls input from a keyboard 29 for monitoring
authentication.

[0028]

An RS232C communication section 30 has a communication

interface function for transmitting input data from the secret

code keys 18 to the CPU 22.

11



(5) whether the face image is too small or not. [0043] Thus ,

regi strat~.on.data can be generated even for a person whose bionetrics

i nformation has not been registered yet. By identifying and confirmng the
person through the a.nput of the ID information when the person uses the
identification apparatus , 17 bi ometric informata_on acquired at that
time can be added to generate new registration data of the person. [0044]
In this case, since the registration nanager can see the state of use of
the persbPO2Blbe ident~,f,ied in progress, an appropriate way of use can be
advised to the person Lobe identified when there is any problemin the
state of use. AOMAH]stHee ik Enflerdftis@rdwsidet akiaiittdbasetiicld Bhen
information shown in Figs. 4A anal 4H, and a prelimnary ID nay be set as

shown i na Fage Hnadiel emMdgig e ddieamd abitaioatYa i t&0f sexagpkariegekai n
prelimnary IDs are input to increase the identifying capacity or used

when songr peopl e t Dndige | SENLA EH §6b Na)e 0 He e dild 1R g sPe@B-eahaue
forgotten the real ID nunbers, [0046] In this case, since the people can be

i medi atgly @associated with the prelimnary IDs as shown in Fig. 7
personal dictionary data can be generated by recording bionetrics
information in association with the prelimnary ID information of each of
the people to be registered. [0047] Processes and operations for generating
persona1[¢5§6fonary data will now be de9cribed with reference to the flew
chart in Fi 8. Wien a registrati on nmanager generates personal data, all

The CPU 22 checks face image information of a person to
beidentifiedphotographedwiththecameral3againstinformation
that has been registered in advance and allows or disallows the
person to enter or exit a room based on the result of
identification.

[0031]

Aprocess of updating registrationdata set for eachperson
to be identified will now be described.

Fig. 3 shows a data processing operation of the center
apparatus 21 in which an image is first acquired with an image
acquisition section 31. The face image (acquired data) fetched
into the image acguisition section 31 is checked by an
identification section 32 against registration data recorded
in a registration data file 38 in advance {ID of the registered
person + (face image + characteristic gquantities) X n}. The
result of authentication and historical data of the image is
managedbyahistorymanagingsection33, andone logofhistorical

data (the date and time of acquisition + face image +

12



18 face i mages associated with an zD or prelimnary IDfromare retrieved
fromlog data recorded until that tinme based on information on the ID or
preli2~ninary I A (step nl) , and the registration rmanager extracts face

i mge data that can be used for registration fromthem!step n2). [0048] At
this time, it is checked whether there is face imge data that can be used
for registration. Wien there is face inage data.that can be used for
registration (step n3), attribute informati on associated with the ID

i nf or mat¢ioir astéheatt efguiaemdd iesst €p fivk Yhe rebarlrtet f ieead i FDcemfioniat i on
and attribute information is associated with bionetrics information to be
integratpsd thgsew t Bt68E@P1ASH; habdotheallnggrakedepgrsonal data is

regi stered aspersonal dictionary data. Thus, the registration manager
generategyd£gf stration data of an unregis tered person, and the generated
registration data is used as a database for identification thereafter (step
né) . [0049] | S, f t : | D_taf:qr i en
recorded or tﬁgggﬁ#glﬁ%ggggg%F%aggeggﬁgq? gpggdnogglﬁég% fggﬁaggaggtration,
" egi Str allon eannal, Des Al 94 Qo IET $L0L G d D PTOCESR, LELUTg 0 the
prel a. mnary~operati proc%ss arter the regis ratton nanager ~’s 5o

i nfornmed, (steps _n7_ and. n8). 050] processesand operationsduri t he

brel | m A BRErRE S grd capdP e P R R YRREF TR C2 AT b baF R us 11

wi |l now be descrjbed with rg%eren e to_the flowchart in dig. 9. Wen a
person é&mﬁ?i???%mﬁﬁe%nC?Wﬁﬁ ate Tabyet +URnEPf PRGRI 6M8pparatus 11 and
presses tk~e identification start button 16 (step nll), the CPU 22 acquires
i mages d0%34 face of the person to be identified imediately after the
press on the identification start button 16 with the canera 13 , Based on
the acquired fHECsafgs dahgn phaciarepiseanegiptepediRgrPofist HEef ace to
slice parts having high likelihood of being the face, extracts

char act @t stegugaihadi tdeswhent i dncelisuch asavheteyier, noséimpdanbuth to
serve as characteristics for identification, and per fornms aprocess of
recogni ziegd tUrseirayon ¢ N i demtedistebsd cheekspy, sugh bophemiztsg

i nformat 5. on agai nst personal dictionary data registered iri advance (step
nl2). [@@Stalattitdn saduimn 37 phigdnsf opliémpersiorandibe tiedéataf { tlesui t abl e
for identification is extracted fromanoz~gtheplurality of acquired inmages
and i s peceided ID 4 HEaeptinages coauwh clod el shal @ fudrei36 g9t e m N BPm.

the optimized candidate data file 36 and reads out the
registration data stored in the registration data file 38. It
chooses the item of data having the higher priority as new
registration data and registers the new registration data thus
obtained in the registration data file 38 as registration data
newly generated after the optimization.

[0034]

Thus, data acquired at access for identification is
accumulated in the optimized candidate data file 36, and new
registration data is generated from optimized candidate data
and the registered data only at the time of data updating or

preliminary registration and is registered in the registration

13



[0052] In this case, the CPU 22 fudges whether the identification results
in a mtch. If the identification results in a match to allow the person to
be identified (step nl14) , it judges that recognition was successfully
perfornmed to determne a right 20 person and perfornms normal processes
such as unJ.ocking of a door to allow the person to be identified to pass
(step nl5). [0053) On the contrary, when it is judged that the
identification results in no match, since the person cannot be identified,
t he persaatd ofbecigentified is pronpted to input a password in order to
keep security (step nl6). Wien a password is input, it is j udged whether
the passygggsis correct or not (step nl7). VWen it is judGed that the
password is correct, the person is pronpted to input IDinformation (step

n18). Vhen | D Ad¥OF FRLE O ichiel pbtatl b éﬂie%%sj redgesy Whelned, thepdD

information is correct”or not (step nl9) 4] If no I'Dinformation is

ZEE“Le?L%%&%“%eé?deﬁﬂ 5?‘%E‘s*?;ldﬁo?“qﬂ?‘%%fr?g?i*s'SR%%%l%‘fFagsﬁE@w‘%ﬁ the CPU

22 confi th t correct formatio a en, i.nput at t tep nl9
it subtgg?(;]uer% Stra nes]?a\ﬁ/nedtzﬁergc %?5% EIEICE Eail:h'%joaltntl GES aa@if‘eph%%acqui r ed

mbe-han Ly g gr-cep ot en (o i) L e o
s ldent ]l a”d NI NS A Lo MBOE, Al A d AL SERL 980G e
opt i nszéPparatus 1 19) ming
a registering operation for each wunidentified person,
registration management can be efficiently performed.
[0036]
Specifically, to generate the registration data,
identification informationof aperson tobe identified is stored
(in the registration file DB in Fig. 2 and in the registration
data file 38 in Fig. 3). Each time the person to be identified
performs a control operation such as unlocking of a door by
inputting the identification information such as an ID with the
input unit such as the secret code keys 18, biometric information
of the person to be identified is collected in association with
the identificationinformation. Apreliminary operationperiod
is provided to create a preliminary personal dictionary using
the identification information and the biometrics information
at that time as log data. An official personal dictionary is
created by associating the identification information and

biometrics information of each person using the identification

information as a key for identification after the preliminary
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21 candidate data file 36 as log data ( step n22 ) ; and normal processes
such as unl ocking the door are perforned to allow the person to be
identified to pass (step n23). [0056] On the contrary, when the quality of
the characteristic point data of the acquired image is judged to be
unusabl e image quality as a result of the judgnment on whether it has

qual ity usable for registration, since no adequate i mage data has been
acquired, the person to be identified is instructed or pronpted to retry
(step n24perb0Q57] Maehod.secdhd ismgdlexsfiars t penssdpecat ton dwit a
subsequently perforned by the person to be identified accordingly, inmages
of the face-okgtiberpeisanoperbeibdenhati sl st eomeypi red deyr fdreneghigra 13,
and the CPU 22 extracts characteristic quantities of the face such as the

eyes, nose el trutlilor Ba SEFYE £38 2ANAFAGE BS £6etEed s t&hedd th e stthee: f ace
based on the acquired face image data. Thereafter, the sane processes as

the prOCB§§ﬁét§Ec§t@BfB%%a%E@n'6EeéaéheoﬁekﬁgrE%@p&%cghdhﬂgah%ethe | mage
quality (step n25). [005S] A description will now be nade with reference to

t he flomq 851 in Fig. 10 on processes and operations using a prelimnary
ID during a prelimnary operation of the face inage identification

apparatus 11. Andé:gé?l;g@fgn ﬁff%&?’%et Qna'géS v%.zth reference to Figs.
4A and 4B on the contents of each item of data required for
generating registration data for each.ﬁerson to be identified,

Fig. 4A shows personal dictionary data that is recorded
as a database required for registering each person. ID
information for identifying the person to be identified,
attribute information and biometrics information is registered
as the personal dictionary data.

[0038]

The ID information is information that is assigned an ID
number for identifying the person and that is registered along
with other data for identification using the ID information as
a reference. BAs the attribute information, other pieces of
information associated with the person are registered including
the name of the person, the person’s position in an organization,
the sex, the year, month and date of birth and the contact.
[0039]

In this case, the ID information and attribute information
is pre-registrationdata (identification information) which can

be input and registered by a registration manager in advance,
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and steps n38 to n42 in Fig. 10 will not be described in order to avoid
repetition because they have the sane contents of processing as those of
steps nll to nl5 and steps n21 to n25 in Fig. 9 which have already been
described, and a description will be made on steps n36 and n37 which are
different. [0059] The CPU 22 pronpts a person to be identified having no
real 1D informatyon or a person who has forgotten the real 1D nunber to
input prelimnary IDinformation of the person. The identifying capacity is
i ncr easeds bghproviiai Agat-héBpr eFPHI RERYPLE. f GHEt FEF1ESEEH1RB6IENEGEE0] When
the person to be identified inputs prelimnary ID information accordingly,
t he CPU @2t¢rmipess thmopdaltodie yeodfs telfedpi rladviamgreyand dedigymms she |f the
information is regarded corx'ect, it is associated with the real ID, and

t he per s ins cautateindn odtegkclas fathe glbpler sormhe FéghetebDetrdlmmatiah i s
input or if the prelimnary IDinformation is judged to be incorrect at

this tinghe theransept anseoivat 8heCt Ethe aRArithe PrieERIMaidRdmalpybbor the
next identifying operation (step n37). [0061] Fig. 11 shows a fingerprint

i dent i fi.cati Ofe APRHIRNUSH 1D SHERIISRANIINYs ARALRAR RRDAINBRbEE 1 BS
invention.” The fingerprint identification apparatus 111 has a fingerprint

acqui si t:ﬂrﬁ%ﬁx‘r‘a{{f&ﬁ E‘o@e@?eé‘c%?ﬂeé“ﬂ@e&e o a@Re P @talé%org?l.ia\r,l\\ﬁ%% iﬁbOdy 1172

to read the pattern of a fingerprint at the tip of a finger en the tip of
t he fingg&ﬂf%&ngu@n the sane . The use of such a fingerprint
identification apparatus 111 also al.~ows a person to be correctly
identifH%%4H¥jjudged because

Referring to the biometrics information, data of an image
of the face of a person photographed with the camera 13 of the
face image identification apparatus 11, data of characteristic
points which are obtained as a set of unique points as a result
of an analysis of the photographed image data, and raw image
data actually acquired from the person are registered. Either
of the image data and the characteristic point data may be used
alone as the biometrics data. Alternatively, both of the data
may be used.

[0041]

To generate personal dictionary data, as shown in Fig.
5, a preliminary operation intended for unregistered people is
performed using pre-registration data registered in advance
excluding biometrics information. During the preliminary
operation, preliminary operation data is accumulated by
associating ID information included inthe pre-registrationdata

with biometrics information photographed with the camera 13,
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characteristics identifying the person can be obtained in the sanme way as
that of the face imge identification apparatus 11. [0062] Wen the
fingerprint identification apparatuslllisused, since it is difficult for a
regi strati on manager to check whether IDiriforma' tionz~;~atches aperson
frominmage data of a fingerprint, authentication is passed when a certain
nunber of characteristic points required for identification are acquired
fromcharacteristic point data. Therefore, inmage data is riot essential in
the case2dfl Bhej ¥e@tpEration 0UeREI9%As CaestriShBAT 8pB9 &, A hiEPa T Fartlp
operation period is provided in which identification information of people
to be regivsizsediasineditst aredmizhahddaresl nchdny whech thicondetd e th
information of a person to be identified is collected in association with
t he i denthti cat iafoirnfadriemt.i on each tinme the person to be identified
performs a control operation such as unlocking of a door by pronpting the
person toobnput the identification information such as an ID from an i nput
unit such as ten keys. An official personal. dictionary can be created by
associ ating thg dglantidi £t 90 1 AW HbeBhd 8N odNgh RixamBlkl 66 ekt radtifoer Mati on
of each person using the identification information as a key for

i denti fi gatyONcAT#Lle g dy drl RALY: BRATBL I QN P0G e ghY S JTBKES sist
possible to omt an operation of registering bionmetrics information in
advance | i t gisstrat i qggﬁy- t fo a sgparat
register%%8¥%%g?%trgﬂ&?n1§1&ghcgEFg? al 'ﬁg%%léﬁﬁﬁ béﬂ%eglstefgdg?'This
makes it possible to save tine and | abor required for both of the people to
be identified and the registration manager to performthe pre-registration

and to gener atI:eiPse ,Solr%anl.s ch® Ik%&:lr@stirggt %taacc%gired image data whether

the ID information matches the person tobe identified. 1If yes,
the registration manager checks the acquired face image data
to extract biometriecs information. For example, the
registration manager observes the face image data and extracts
biometrics information that seems to serve identification by
checking:

(1) whether the person’s eyes are closed or not;

(2) whether the person faces forward or not;

(3) whether the image is blurred or not;

(4) whether the entire face is shown or not; and

(5) whether the face image is too small or not.
[0043]

Thus, registration data can be generated even for a person
whose biometrics information has not been registered yet. By
identifying and confirming the person through the input of the

IDinformationwhenthepersonusestheidentificationapparatus,
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natural attitudes arid identification timng of the people to be registered
t hat axe encountered in daily use of such an

appar at us, whi chensur esi nprovenent ofrecognition performance at the tine of
identification. [0064] Referring to the correspondence between the

i nventive configuration and the configuration of the above enbodi nents |,
the personal identification apparatus of the invention corresponds to the
face image identification apparatus 11 and the fingerprint identification
appar at usidildt of c t hefenhadiioentequiSedi bar kizatt hemenpah bei bddedr ésponds t o
the secret keys 18; the acquisition unit corresponds to the canera 13 and

the i mage eS| 1EQNregetitont3dn BReasSber age pBirkosorresponds to the
registration file DB, the optim zed candidate data file 36 and the

registrafdégg ata ,2 5 file 38; the judging unit, generation unit and
prelimnary operation step correspond to the CPU 22 and the optim zing

cal cul ation sectign 3g, sLheafhrstsddientiid:calion NapLB0d dhedd tal

a.dentification stéep corréspond to the-optim ze ate data
ond. e SESPL% A COIL L CBLLOR LG IC NS aREgud LOBH LEpBRLLED BheP
practiced based on the technical ideas s forth in the a en%g%ighains and
e ot FEFEF 1S HEY S0 hr APPAT O She° AB5YS ERBId RERREr

when there is any problem in the state of use.

[0045]

The ID information is not limited to the ID information
shown in Figs. 4A and 4B, and a preliminary ID may be set as
shown in Fig. 6. Referring to the preliminary ID, for example,
certain preliminary ID’s are input to increase the identifying
capacity or used when some people to be identified have no real
ID or the people have forgotten the real ID numbers,

[0046]

In this case, since the people can be immediately
associatedwith the preliminary ID’s as shown inFig. 7, personal
dictionary data can be generated by recording biometrics
information in association with the preliminary ID information
of each of the people to be registered.

[0047]

Processes and operations for generating personal
dictionary data will now be described with reference to the flow
chart in Fig. 8.

When a registration manager generates personal data, all
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[ 0065] For exanple, although the configuration of the above enbodi nents is
separated into the section fox acquiring face i nmage data and authentication
data and the center apparatus 21 for authenticating the sane, the invention
is not limted to the same, and an integral configuration may be provided
in which the data acquisition section has the identification and

aut hentication functions in itself alone. Furthex, although a face imge
has been referred to as an exanple of bionmetrics information, a

confi gur@ddon e Hen S5 Dyes Wi ihiah 1 Rer pe1titibe rydent ifkiopdai-s | udged
fromfingerprint information or voice print information. [0D66] 26  The

i nvent i an BKESe & t £POSSIYE ddk PMd cSPIORENALE AN Bhat! 6Gir%d Shh 8ga bhaMet ri cs
information 1 n advance in“which the registration nanager nust performa

separ at & Leglal o400, 0PEral k9N " Advadae Ly 3| (Peapl s fo bear pabster ed

zt is theretore possi Saveé tinme an requited for of the
peop~.e to be identified and the_ reqistration nager, t erformthe
pr e- r egi 't Toh- =My q@%e?ﬁ?éaﬁggsgﬂ‘é? Jrné%qersrt‘:éra%% %ﬂaga 3 &° H3khr al
attitudes and identifjcation timng,of the_people to be registered that are
encount €r¥d FSPIRETZI IR BFOR RN 2pPRI 3¢ ls, which ensures inprovement of
recognit5.on performance at the tinme of identification. [006p Further, the
i nventi diPGfdldes it possible to construct an identification systemwith
inproved automatic registration having an efficient registration
capabi J. ity r@duithilsg times dines ol ¢5edrhididietsdPian 1rakrsasin@gegni ti on
appar atus and systens . 27 Wiat is clainmed is: 1. A personal
i dent i f idedte tha amear be ws &dof o deatlisttyiartg om .peWben thenr be drams Logge
~.nforma'ta.on, conprising: an input unit fox inputting identification
i nf or madiagre ftdrat det ideiumed heoparepis toabion déntep i vdl) , anthcyouseti on
unit for acquiring bionetrics information of the person to be identified,
and a stiorfag@matiidn 4 9swvhighet lve tihdighnd TDi ioafi o ot 1drod setheonretrieved
(stepn4) ; theretrievedID informationandattributeinformation
is associated with biometrics information to be integrated
therewith (step n5); and the integrated personal data is
registered as personal dictionarydata. Thus, theregistration
manager generates registration data of an unregis+tered person,
and the generated registration data is used as a database for
identification thereafter (step n6).
[0049]

When is found at step n3 that no ID information has been
recorded or there is no face image data that can be used for
registration, registration cannot be carried out. Therefore,
the process returns to the preliminary operation process after
the regilistration manager is so informed (steps n7 and n8).

[0050]

Processes and operations during the preliminary operation
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is input fromthe input unit and in which the identification information
and the bionetrics information is stored in association with each other
when the biometrics information is acquired by the acquisition unit. 2. A
personal identification apparatus for identifying a pexson from bionetrics
information, conprising: an input unit for inputting identification
information for identifying the person to be identified; an acquisition
unit for acquiring bionmetrics information of the person to be identified; a
j udgi ngofinithef afagaidgmage whdeherd fibetaoguiapgad Haitorsetrli ceil hf oowatieon has
been registered or not; and a storage unit which accepts input of the
identifigatbenbknf anfat reffelreadet ke HRABUE 1k thaen ihhgibudgi.ng unit judges
that the bionetrics informati on has not been registered and in which the

bi ometrics inferoRptign I eddied heacguansi then 4Hd t f-3St kg el N
association wth the identification 29 information. 3. A personal

o onti fical < ob. ; ! ; o B .
Laentt 'f%égt??éégﬁi‘% eaz'ﬁ?:ggt%%ﬁ%sdifgnﬁgargs%'e@@ne X"ﬁ@fx‘éiﬁ&?&@ﬁ%&%’ﬂ's

identifie ase Icatio nformati on 1 nput fromthe input

ni ¢ when, L] A9 DIy | udoes SRtad el AN TR JTr TRU gahas ot

been registered. 4. erso id tion appar at for Tdentifying a

PSR A e BB i TR LI D A B BT,
time of the identification start button 16 with the camera 13. Based
on the acquired face image data, the CPU 22 scans the position
of the face to slice parts having high likelihood of being the
face, extracts characteristic quantities of the face such as
the eyes, nose and mouth to serve as characteristics for
identification, andperforms a process of recognizing the person
tobe identified by checking suchbiometrics informationagainst

personal dictionary data registered in advance (step nl2).

[0C51]

At this time, an image of the person to be identified
suitable foridentificationisextracted fromamongtheplurality
of acquired images and is recorded in the optimized candidate

data file 36 (step nl3).

[0052]

In this case, the CPU 22 judges whether the identification
results in a match. If the identification results in a match
to allow the person to be identified (step nl4), it judges that

recognition was successfully performed to determine a right
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identification of the person when the person is identified by inputting
identification infoz~mation; a generation unit for generating personal data
based on the bionetrics ,information collected by the first identification
unit; and a second identification unit for identifying the person based on
the bionetrics information collected by the first identification unit and
the personal data generated by the generation unit. S. A personal
identification apparatus for identifying a person, from bionetrics

i nf or mat pensoacmpd ipeirfgrmd 1dnmEel piros eisfear sath as wol d et ng @ fuaidodor
collecting biometrics information of the person to be identified when

i dentifi€at hohownfenplir@dn $ol Bputided tgeiedaticoRpadsi t(sfref gamgr.ati ng
personal data based on 30 the biometrics information collected by the
bi onetri¢gokajornmation collecting unit; and an identifa.cation unit for
identifying the person based on the bione'tr'ics information collected by

the bi omet i cSohnfor 1B 8. FOlARA | 0g ihigand e et sanak [ata sgener at ed

by the generatlon uni t personal ide i cation systen1 entlfylng

a_person, L fi gﬁ; REShD AR 00 COUBEINg:e BoCEILEr, ADRR! Ths 11

comuni cali on an Snnectt o W sona enti |ca Ton appal atus havi ng
an input_unit _fo entlflc i nfor t|on and .an acqui sition
ni T oXPSERT 1 hg b S ’E?ﬂc%é’ Aareree e s TpRRTRpaSR PE e PR ea.

t he centernﬁg ar at us h a st ?ge unit to which the identification

i nf or matTo 'ﬁEEFrF Eplﬁgﬁ una,t and in which the identification

i nformation and the blOﬂEtrICS information is stored in association with

each ot her whefPER& PR IFELFY d§ FHIBr mdtiloh] Load ylietd® b e RES8¥§Esi ti on

uni t.
is correct or not (step nl7).

When it is judged that the password is correct, the person
is prompted to input ID information (step nl8).

When ID information is input, the CPU 22 judges whether
the ID information is correct or not (step nl9).

[0054]

If no ID information is input or if the ID information
is judged tobe incorrectat this time, the persontobe identified
is so notified (step n20).

[0055]

When the CPU 22 confirms that the correct ID information
has been input at the step nl%, it subsequently judges whether
characteristic peint data of the acquired image has quality
usable for registration (step n2l).

When it is determined that the data has adequate quality
suitable for registration, the person is didentified and

confirmed; the acquired image data is recorded in the optimized
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7. A nethod of personal identification for ident~. fying a person from

bi onmetrics information, conprising: a bionetrics information collecting
step for inputting identification information and collecting bionmetrics
information of the person; a prelimnary operation step for generating
personal data that is tentatively registered and used based on the
information collected at the bionetrics information collecting step; and 31
an identification step for identifying then person based on the personal
dat a genexrd bdate dilte i b B fiamdrog dpbz dsitep rs22dpy andnomakphodeskeper sonal
identification for identifying a person froth bionetrics information,

conpri siswgeh aa d ivislocHengi theaddon stepdaformeantid Wiligw hdepeesepnby
inputting identification, information and collecting bionetrics information

of the pessen; 1@eﬁfgfhgun@5ypgggrqgtgg sbep.for generating personal data
that is tentatively registered and used based on the information collected

at the fj d@ﬁekdentlflcatlon step; and a second identification step for
identifying the person based on the personal data generated at the

IorAle:I IAmAInary A a‘k’ @&%\rfzw}’ﬁy K0S BA R R RS “RPAPR R RTAD A@ AHL A

- A A%Ldlﬁ% ég% of the acquired image is judged to be unusable image
quality as a result of the judgment on whether it has guality
usable for registration, since no adequate image data has been
acqguired, the person to be identified is instructed or prompted
to retry (step n24).

[0057]

When a second image acquisition operation is subsequently
performed by the person to be identified accordingly, images
of the face of the person to be identified are acquired by the
camera 13, and the CPU 22 extracts characteristic quantities
of the face such as the eyes, nose and mouth to serve as
characteristics in identifying the face based on the acgquired
face imagedata. Thereafter, the sameprocessesastheprocesses
at stepn2l and later are performed according to the image quality
(step n25).

[0058]

A description will now be made with reference to the flow
chart in Fig. 10 on processes and operations using a preliminary
ID during a preliminary operation of the face image

identification apparatus 11. In this case, steps n3l to n35
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acquisition surface 113 on a top surface of an apparatus main
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M 10% & ;Qnée i O(V glgf)flcqu%/tkt{ll é/rleogblos ra{tlon manager to check whether

ID informationmatches aperson from image data of a fingerprint ,
anthentication is passedwhen a certain number of characteristic
points required for identification are acquired from
characteristic point data. Therefore, image data is not
essential in the case of a fingerprint.

[0063]

As described above, a preliminary operation period is
provided in which identification information of people to be
registered is registered in advance and in which biometrics
information of a person to be identified is collected in
association with the identification information each time the
person to be identified performs a control operation such as
unlocking of a door by prompting the person to input the
identification information such as an ID from an input unit such
as ten keys. An official personal dictionary can be created

by associating the identificetion information and biometrics
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operationinadvance for all people toberegistered. Thismakes
it possible to save time and labor reguired for both of the people
to be ildentified and the registration manager to perform the
pre—registra'ti'on and to generate personal registration data at
natural attitudes and identification timing of the people to
be registered that are encountered in daily use of such an
apparatus, which ensures improvement of recognition performance

at the time of identification.

[0064]

Referring to the correspondence between the inventive
configuration and the configuration of the above embodiments,
the personal identification apparatus of the invention
corresponds to the face image identification apparatus 11 and
the fingerprint identificationapparatus 11l of the embodiments.

Similarly:

the input unit corresponds to the secret keys 18;

the acquisition unit corresponds tq the camera 13 and the
image acguisition section 31;

the storage unit corresponds to the registration £ile DB,

the optimized candidate data file 36 and the registration data
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[0065]
For example, although the configuration of the above
embodiments is separated into the section for acquiring face
image data and authentication data and the centexr apparatus 21
for authenticating the same, the invention is not limited to
the same, and an integral configuration may be provided in which
the data acquisition section has the identification and
authentication functionsg in itself alone. Fuxther, although
a face image has been referred to as an example of biometrics
information, a configuration may be employed in which a person
to be identified is judged from fingerprint information or voice

print information.

[0066]
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therefore possible to save time and labor regquired for both of
the people to be ildentified and the registration manager to
perform the pre-registration and to generate personal
registrationdataatnatural attitudesandidentificationtiming
of the people to be registered that are encountered in daily
use of such an apparatus, which ensures improvement of
recognition performance at the time of identification.
[0067]

Further, the invention makes it possible to construct an
identification system with improved automatic registration
having an efficient registration capability requiring less time

and labor whenused invarious recognition apparatus and systems.
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for identifying the person to be identified;

an acquisition unit for acquiring biometrics information
of the person to be identified; and

a storage unit to which the identification information
is input from the input unit and in which the identification
information and the biometrics information is stored in
association with each other when the biometrics information is
acquired by the acquisition unit.

2. B personal identification apparatus for identifying
a person from biometrics information, comprising:

an input unit for inputting ldentification information
for identifying the person to be identified;

an acquisition unit for acquiring biometrics information
of the person to be identified;

a judgingunit for judging whether the acquiredbiometrics
information has been registered or not; and

a storage unit which accepts input of the identification
information from the input unit when the judging unit judges
that the biometrics information has not been registered and in
which the biometrics information acquired by the acquigsition

unit is stored in association with the identification
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judging unit judges that the biometrics information has not been

registered.

4. A personal identification apparatus for identifying
a persgson from biometrics information, comprising:

a first identification unit for collecting biometrics
information of the person to be identified at the time of
identification of the person when the person is identified by
inputting identification information;

a generation unit for generating personal data based on
thebiometrics informationcollectedby the firstidentification
unit; and

a second identification unit for identifying the pexrson
based on the biometrics information collected by the first
identification unit and the personal data generated by the
generation unit.

5. A personal identification apparatus for identifying
a person from biometrics information, comprising:

a biometrics information collecting unit for collecting
biometrics information of the person to be identified when
identification information is input;

a generation unit for generating personal data based on
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an identification unit for identifying the person based
on the biometrics information collected by the biometrics
information collecting unit and the personal data generated by

the generation unit.

6. A personal identification system for identifying
a person from biometrics information, comprising:

a center apparatus in communication and connection with
personal identification apparatus having an input unit for
inputting identification information and an acquisition unit
for acquiring biometrics information of the person to be
identified, the center apparatus having a storage unit to which
the identification information ig input from the input unit and
in which the identification information and the biometrics
information is stored in association with each other when the
biometrics information is acquired by the acquisition unit.

7. A method of personal identification for identifying
a person from biometrics information, comprising:

a biometrics information collecting step for inputting
identificatiocon information and collecting biometrics
information of the person;

a preliminary operation step for generating personal data
that is tentatively registered and used based on the information

collected at the biometrics information collecting step; and
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that is tentatively registered and used based on the information
collected at the first identification step; and

a second identification step for identifying the person
based on the personal data generatedat the preliminaryoperation

step.
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