;e3e.xP.u\ : 06TPI R214/05/2003 1 Method of and device for generating a key.
The invention relates to a nethod of generating a key for controllingotbeys
_access to information on an information carrier, which key conprises an

M bit nmaster key originating froma read and/or wite apparatus which
cooperates with the information carrierqand an information carrier key
-originating fromthe information carrier. 5 The invention further rel ates
toar gmgﬁ(yf%d‘ﬁrebfc? fgpﬁ@ﬁe@& ggg)l_udi ng nmeans for cooperating with an
informatiTon carrrer, turtfer 1 nCludi'ng means adapted to generate an Mbit
master key for generating a key for controlling the access to information
on an information carrier. The invention further relates to an information
carrier having a 10 i i rrier key for controlli mmmﬁms to
information on the mHMﬂMlmmH\mrl er. The nmethod in acc\mmm t he
i nvention can be used I n a,GoRy prot ection system ai ned at pr.gygsati ng
illegal copying of information by storing this 15 information on an

‘openi ng. par agr aph | s TR e Fisish ey e Of etk Res fopgpBRpiiog e -
Appl i cafcba] 1Einrfaddifort &t infoRnskictocatrRA! whieh ey Rtnrtisk8 LA -1 nikRy ®E8§ | N9

i1l egal copying of information fromone information carrier to another”
Thi s medrigihtingrfrém aussad and/os ywerite rappasiasseyhitiy coeperates ovitlo the diemmmetionfcarrier

confi dent;i al i t.he information to transmtted is encrypted and can
subseqL?é’ﬂtqwlnE%h&é’ePfﬁfr& Ky Fqglgtx%mgﬁﬁorgftgq HI?OEB?‘Q%C%“’E;ener ated. Said
et hﬁd can al so be ufrhé imegdiiom fisrfes 2t1aR4 16 AGRES aBl A Glte MMAFAud RIS ENCe
of the correct key is required in order toof%aln access to ‘given information

syst ensineansdhr geopematingxwithian infarmatiers eyrrieoturthies irnlelling ragans adaped $6 ng an
M bi t t K i ginati f . i i.nf ti ier. k
or i g nek TR PoMBarRfchbater ERdind )6 B0 tnlalis e et e Bbitero!

t he accgssan ifoiiRionndagfiemt i on on the information carrier. This Mbit naster

key forms part of the so-called shared secret, which nust remain a secret
in order to assure Tha/n¥sntionsurther Falatesde agdnfosmagienicarigriavikthaon t he

i nf QrMat | ri LS, [, &8 i nf.or ion. e
o I R <y By 5 b 8 4585 SRR o 8L Tt O
information is copied fromthe one information carrier which carries the
key to another information carrier ) this information carrier key is not

passed on. 5 As aresult of this, it is not possible to generate a correct

key by neans of the - {i° 1 t.{, 08 £ @eleE , this
information carrier gg?ltr%#ﬁ e npﬁgrggﬂ%é;wggpgn@@\%ﬁ%?webqw r?ﬁg%{%’ﬁ key.
protection system aimed at preventing illegal copying of information by storing this

15 information on an information carrier in encrypted form.

A method of the type defined in the opening paragraph is known from,
inter alia, European Patent Application EP-A 0 644 474. Said document describes a method
20 of preventing illegal copying of information from one information carrier to another. This
method can be used in systems where, for example for reasons of confidentiality, the
information to be transmitted is encrypted and can subsequently be decrypted with the aid of
the key to be generated. Said method can also be utilized in so-called access systems, where
the presence of the correct key is required in order to gain access to given information
25 systems, such as for example data bases.
To this end, a key comprising an M-bit master key originating from a
device and an information carrier key originating from the information carrier is generated in
order to control the access to the information on the information carrier. This M-bit master

key forms part of the so-called shared secret, which must remain a secret in order to assure



If ‘a recordi ng of information is to be read froman illegally copied
information carrier the key, required to allow this) cannot be genauaisedo3
because the relevant 10 information carrier key will not be found on the
information carrier. This is in contradistinction to the so-called
identifiers R associated with the relewant information recordings ) which
can usually be found on the illegally copied information carrier. On
+ accou Ol¥or{dn &f MR matiof daftidrd8 $ed uting
tinme gﬁ aéggr%%%gé%e{niosnaltolr ﬁhﬁlé{ﬁ rrastaelr key %rs ugggagig(gg%%%}\%i% y smal |
ML5 bidforraaticr fremythieasmet infomratiohaxakriertat the wtheerie adegiltmamer.eadi | y '
conprom sed. Conpragj sing i.s,to be understood to neans the disclosyre of
the content of the WESR{iHe IBERIMAHN {rckPBicth EPR{HE e AROrmaRoR CarRsE RAER As a
resul | geats khdifler {F6rARIn! caPRSY, Rhis KRN rRARBHTRATERREP is YBi Phstdae
know tgélg{gstct)ﬁg tﬂrs %ﬂcg?%r mast er I?e(;/a?fit '] slst ﬁen possi ﬁrlre t\gyrlrsaﬁ%e éﬁsfl eg%r}'
co[d edsi £ rashk of mhisy ites inon possibleao gengrateas calrect Keyehy mearsrafithe éabt-nntibned he

case that the Mhit ster key, which is part,of the shared secret, .is no
onge marEEtaTier. Comequen b dbiaraiol Faisiel cahiti o FUREIIREC P & ggrice
whi ch fBRNrifPtis kepubstantial cost and inconveni ence for the user of the
information? In existing cryptographic systens for secure communi cation the
key material is replfacedordigglofiinfprmatiorsiscto beyrsad feoni finrillegedypopiddr oadcast
systens) the key .materjal is replaced at. the instant th 25 the k

mat or ISPISRRR CATEET ks HSQuEEis giov Ship; seimol Bb 2hheraidimetmios e rabent ¢ ne
! ni(?mihﬁﬁnht%rﬁé){%ti'g?&gﬁ if kbt Hélri‘éhﬁ& bhQhe HfomrhMiGcdrAEQrTHS iOm t he

repl acenent of y material poses a problem because material encrypted

wi t h tchatradigiinctipn netlks sexrcalled identifiens| Rupssociatedkwitlt thesrelevanhinformation
contradi stinction, to, for. exanple, broadcast syst in which.the data
br 0ad SERSTRS WERp £3n wiBely b6 Thuer “oieabe Eomes Mamelon Gatite
decryption. 30 It |onaRebilirofiRiteely ésttidtfonk brathitAidnb %Pé&@'dﬁd@le' Il egal

copying of information fromthe one information carrier to the other using
a consameutiog tynesargpmpatasivelyngmale M-bitymaster kay isotsebvA comparativelyhsmalbl-

rial e i top canrier is. rom.se e copy. .
or bt et R BLRR Bkl Bk Rk EPeR R KesaBpt SPBbRIRE: olfpoRitng is
14/ 0542 ®@inderbbokdnb Smed, the escleRLRO6f the cdatat dadeckey inthhhe gived SfforMatids
characterized in that the Mbit master key is selected froman N-bit string
by detcarrifirip hackedn dsperesylt ofthischaskingn dhee K{bbﬁ ragtar deshitbieroraes knowmeWith
i dentif | ' I LLh..a recor di [ .o O e
it or it Ehaiclifs BEufS SRBCHBRAY i35 Berpdss % {8 mefl FleBH WHistf 4T
def i nafifobmatitre carwicb &ey mhas Midechdeg corlppbmisedal | y greater than M By sel ecting

the Mbit master key froma conparatively |arge shared secret, the N-bit
st49 ng, in dependenHkthsrcass thaidhe M-birmaster kaye (Which isspast phtheshafedrsegret,
recor qj i.nf t] i i CARLI - LAk f

i que R afteck B RLRE L BuRf oBRelediy 1B ek Bl polprofict A5, MTRGRRE' 1oy
conpr amtail supsahtisinedspand iconvenienoebfer thd uichofshe adomhtidnbilf exBdhgr keys

wll not result in i diate loss of the copy protection. If one or a small
nunbercrwtoswei@eﬁygew OF/SBEUre PRETENIEALNY tﬁ%?‘ﬁ)’ MeRAl w%eﬂtres@argbs@i bl e

t hat I (e ]! | f; h dj ich
w1 e st BRP el BRAScH SmOREe KBy i i [ et SERIChR Al 1.
| t23 s thekey ass¢ridl aised udtil etem s been adislikely wb dichoompromisad X Wheaahe iivegtiomn

be copi ed because it is not possible to, predict, whether onpronj sed M bit
mast eris RRRG 10L0PY RIOkHPB At StRTe A ROrmAHAR ngglacempent o ahe, keimagrial bpsesot
possi BAeLac] j i thfa ol ty fi I e
crypt ?gﬁggﬁﬂ?gaghﬂ%ues g%lgﬁ’ﬂgd asht}{?&%lc{:{(l ons@ﬂ@r%ﬁt@?ed}a@ﬁiTgs '
conpr anicontradistinaioa toy for éxanyse nbrodcasbiystdmes fevhichabe Bhtaibroadrastan the past
will 20 he even | ess harnful for, té\ai copy .protection. The present invention
enabl et 0 lgagerdte profeqiert agHnyt dHegal deeyPUAR enabl es this | arge shared
segfhet to be used for the generation of keys of limted key |length. The
conputing tine required for generating the key and subsequently encrypting
or decrypting the i if Brametheyrobjen of thesinventiomia pricludes illegabsepyingdf t he si ze
of the shared secret it wll take a 25 Iqgnger tine before it can he . .
conpr oIBHACE TR dt ghe SHMTBRITLFHEED (o Besther WIRE BeOTRRRLUEY BRLMbit  hen
only T skl kiyiardti @f aile RDIARENED InflridiNE £ PRYedRidChnfbiiafn crrldiqs COPY
protection systemrather than in an abrupt |oSs of the copy protection. The
i nvent campromisedt the capy protesioh systdnh eemaine dgmtact with @ah ac¢aptadbde prababidityise can




- be made of a | arge shared secret, nanely the N-bit string fromwhich the
M bit master key is 30 selected for each recording of information t@/b82003
protected against illegal copying. Thus, it is possible to have a | arge

"~ shared secret and yet to conply with restraints inposed on the permssible
size of the Mbit nmaster key. Another wvariant is characterized in that, in
addition, said nunber p is dependent upon the information carrier key.
14/05/2003 4 Since glia,pubelnPnlaRAN: cpaidgn&wh teinly d{'c‘fxﬁragb&ﬁgdon
the information carrier key'it IS possi enerate a Targe nunper of
uni quanh*zhémthe dfbitemastery key Anseidvesd fram anN-bis stmxlngrtgzod&mmndxgl znnmhhtr p,aind

i denti R i s associ at ith 5,a recaqrdi.n uence, nunber.
associ ?W“F‘F]BP%%tlﬁi‘ff}‘gfe’\lg’v&B? Adentificg Uiléa% € c%l%arrs%qrdmg ot
possi tihﬁarﬁ{au&? 'Bﬁrtﬁé ??f%% ﬁ/ c%@f LadiB5y} Bdad yth% N-bRE Cg;ﬁ'gﬁ{ dihBiti0

I nf or mati on. e 'informatio one re I'ng“can be copi ed
i | | 2galefped hytthgenumeber pth being submntlax}dagr&tem#n M. conpromi sed, wi thout

enabl i ng recordi ngs shortl ortI after 10 this to. be
Copted 111 ogal Iy PBYSEIBIE e - BE rafster xR a FOpE RGO KB b £ o1
R and {h8¢ rtﬁE‘N @it%ﬁgqﬁed‘é‘p%n&ﬁh@%h a ﬁentﬁ“lérSR SwRRREYS QsdoBRtM R APEr . R 'S
a date/tine d, RTs related to other information assoclated with the
recor d‘ccrgdmg cbﬁﬂmfdrmatwaroraam infermatiomacarsien, addrgernuniizer of aindqueddrbit friaster R i s
present on the 15 inpformation carrier. By storing the identifiers R on the
i nf or VS 6P PEEEPFAST: | s possible to copy also the respective identifiers
R yden the informat el KA the %Bvdrﬁagéht%i aoxﬁ;sroﬁﬁﬁﬁg Wf ﬁﬁ@b?(ﬁ sl ﬁlnhﬁer%rstﬁet he

information carrier usually stores a |arge nunber of identifiers each
r el at esglectedavi- bm mpsien tkeps Wik qot msng in mnedmdﬂse of thet ¢npycprotectién.alf @DeRIror

CD- RWj nf ti R b ated t. di
sequertanimpepe! of e S Ely-PR BB ekt Bad BRBeoiBised e enBe s ¢
nast erprk@pud eécoecﬂﬁgs matie et tHese k@y-‘som fiture AbdoRdingé whednywill 8& n@bzaermé ein

t he case of prerecorded CD- ROM or CD-Audi o information carrier)

| dent iqopiad iHegally by meangoé dhese M-hitamester keyse i nf ormation on the | nf ormati on

ier. A further arl S erlzed in th |det|f| Rls
géent in the 25 rg @Ed’/o ?bﬁp?dg&w 1&3&/%' etﬁ o) gglg{( ]
I nf or gt ¢dpiledCBEJaLSY it ik ot Pessitle s pfdddt Wheklfer R RagRbmised IV it RrasteAREY @f a
wite apparatus which cooperates with the information carrier the apparatus

can belqnetQmpremiseds Meblif mafmeheyowllc@ﬂ- usedr Thishs npepessitle beeause thet number p
Car ri 8L gefioly HagD :ri%e xaﬁ% g%'idg}ﬁgw@ : c)imﬁ{} n%&!cﬁ a@FiB?ﬁ ?\S&%oas 305 &

urther varrant 1S carac erl ze i'S dérive
unanbu esdust yhibycompgroyrisigg sdiotle iofl antatdei gurmbertod the htﬂemecf whbiti rasster keys will

20 be even less harmful for the copy protection.

The present invention enables the use of a large shared secret and enables
this large shared secret to be used for the generation of keys of limited key length. The
computing time required for generating the key and subsequently encrypting or decrypting
the information can thus be limited. As a result of the size of the shared secret it will take a

25 longer time before it can be compromised completely. Compromising of a single M-bit
master key will then only result in a gradual degradation of the copy protection in the copy
protection system rather than in an abrupt loss of the copy protection.

The invention is inter alia based on the recognition of the fact that use can
be made of a large shared secret, namely the N-bit string from which the M-bit master key is

30 selected for each recording of information to be protected against illegal copying. Thus, it is
possible to have a large shared secret and yet to comply with restraints imposed on the
permissible size of the M-bit master key.

Another variant is characterized in that, in addition, said number p is

dependent upon the information carrier key.



The nunber p can be obtained by performng a so-called hash function) which
preferably forns part of the shared secret, upon an identifier R as¥o¥eed
with a recordi ng sequence nunber and present on the information carrier.
The use of a hash 14105/ 2003 5 function nakes it inpossible to relate the
Mbit key to the visible identifier R4 As |l ong as the operation of the
one-way hash function remains a secret it is inpossible to relate the input
of a hash functi OnS'irféettﬁ@n%bﬂg[S dgﬁeﬁdblmbhﬁﬁpdfrﬁmeqa&miﬁerqb%av&n%bzed in
that i nunbers p are determ ned, namely a first nunber pl through an ith
nunbenfqrmatian ccaerierikey ibist paspifle targengeates darge Apmbgmef ynigue NYi-it mastesst ri ng,
determ ned by reading out the N-bit string froma position gl defined by

t he flfelyé‘t nunber p 1, through an M-bit substring) determ ned by reading
out the N-bit stri nGotHepWafamasichiraftefizedRf thaeshi®Ydértgiet R isnakib@ateRiwitaf t er
which the Mbit master key is forned by conbining the i substrings. 10 Wen
t h® M bicording sequeres/ nimbetet er mi ned by conbining the substrings read from

the Nebit string the nunber of diff.erent hi ter keys that are

bossi ble is | noreabidosiating s eptler Roth & s R pealie PSRty nuner
of t hgossiBlectt Schetd hhothBShEDit kX ter Wey Ifohedcll récordsny 6f inform@ichARA rhless of
the copy protection. This conbination can be effected by concatenating the

i subenly ithgyinfomeatiogeaf onetrererdingseandesseapifdeillegaldy i therease thay ongtMthit ngs i n

d he . I\, bj.t. . ' i
e or Tae R FylrOidn Wi ARG EOUAL Yecoldfigd fAte SOHG"vothrl & BRAAY 3RS 11
fupt hiis dorsd u@tﬁ@d iiegaldy.f or selecting the Mbit nmaster key froman N bit

string, the Mbit naster key being selected in dependence upon _an
identifier R whi cr?osssbla%e@p@@@érmtlwsalméz%wmm@edﬂenuﬁ%rl?gﬂndcshe on the

i nf or ' rjper dgt. L0l ependi. ng._ on €y :

i dentg?{”@?&%?g egi?gh%yguﬁlg%ﬁ ?ag%dg H§5£3%<{59r§ ? (rj(%ig rboe% g %@s?%tggﬁedg%@n&lsby t he
nunbefelfted b beienghfothaioandskedidtyd QrithathereddrdimgM Anot her variant of the read
and/or wite apparatus is characterized in that, .in_addition, said nunber

i s dependent on thé fHEF Yatiaw s chararterizedein thehiaid Adentiigt Rofs prgpent on they
agegorgdance ampth the invention is characterized 25 in that the information
carrier carries an identifier R associated with a recording of information
on the informati on Byastorigg thelidemiicaan® ar ther infrpeativa cafridrhie is posible oo wi | |

descr P v g Eneebybvmidin el e uRaelon St by ahyndl hist s,
e i By Pl I imoRIRR Qb Shallf ofta Prad RnBE, O fendnB3 R 2eRRaYy'

showsam irifbimationarecanding . Fioguaxemglesinahs caser afoal CArE/ ar CB-RV¢ infopmadons adapt ed

t enerate an M.. . -
309 carrier, an {zlentlfxer R can be related to a recording sequence number. In that case it is

possible to generate another M-bit master key for each information recording. Alternatively,
for example in the case of prerecorded CD-ROM or CD-Audio information carrier, an
identifier R can be related to a part of the information on the information carrier.

A further variant is characterized in that said identifier R is present in the

25 read and/or write apparatus which cooperates with the information carrier.

If the identifier R is present in the read and/or write apparatus which
cooperates with the information carrier the apparatus can be related to the information
carrier. The relevant information carriers can then be read and inscribed only in this
apparatus.

30 A further variant is characterized in that the number p is derived
unambiguously by applying said identifier R to a hash function.

The number p can be obtained by performing a so-called hash function,
which preferably forms part of the shared secret, upon an identifier R associated with a

recording sequence number and present on the information carrier. The use of a hash



I

bit master key, Figure 5 shows an information carrier having an information
carrier key 5 for the generation of a key. A first variant of the HE@HIW3in
accordance with the invention is described with reference to Figure 1, in
which an Mbit master key 12 is derived by determning a 10 nunber p and by
reading an N-bit string 11 froma posi®ion q defined by the nunber .0) the
nunber p bei ng derived unanbi guously by neans of an identifier Rrelated to
a r ecop@biiéh ARARER HAPHTHIETo Adlste REECHEBI 1R 181hé MsHIEBALRITics H .M ASlonk asTthe

met hod can be used in the case that inforimation is recorded on the ,

i nf or neperasinncelr the ene-wayrkpsh fundtion gameinsfasecrat ivisrmpassiblestor wsdate theoinpuhef
informa&li%fucatlrjrierth 15 Irg the first case information is recorded on the

i nf or nAff REYM L the OUMmEt, apparatus 4 the identifier Ris selected with
,the aid of a recordianfirgef veiag i thdiedtegadcnhahedi RYMbOLY i deteduitaice
nunber generating neans adapted to generate this recording sequence nunber

( wh c hndnagdjita; finsenurpberam theough) aick cRIMBAT Ry ihidiak i BYbssripgs aneglaterminedsor di ng

.sequence r ndo . r e t t hi s,

dant | prragty AR bt sPobRBE SRS kY SPAEA Bl e NRICSSH ot 4 idiongey 6
The | dgfinellitgr thifirst dusitien ey, eROhgesh M-t dubseinghdsteriined by feling sutehsecond
step 7. Using a hash function and keeping it a secret ensures that the
nunber Nebit ainingtirame adwsitipad; fdebpedbk tegnh Nesher pii afterwhithetheuMpbit mester fkey
hash f i | . ¢ ich is applied to a shared secret in the
forn1o#qﬁhhﬁfB?fb§Pbﬁﬁﬁﬂ%$q§%§&ég'hird steppgo. The nunber p defines the 25
pogOtion q from whi WhenhBe Wit mastéd key ik Metesminidby combildng tiee ganeimise t he

Mbit master key 12. After the Mbit, master key 12 has been read out it is
combi neadiram theNihit ringthe Rumbsr oledifierspt Mqpitamaster keysthat ags nossibimis

e . ) . . . . v 12 i
(11 en Dokl Bhhg o M0, CorhrofRtiR BFEliol d il Mhfbtr JEE NN M0 7 %, 01
carri emaftey kéys willcharplyl result trothe abeqoridsshefshe topy brarectidn. Vitds aombitatios cap

15. Thjs %0 second hash functjon can b§ t he sanme. hash function as _the first
C

hash fbhEHPGR! BY canratedatipg theok subsizingecBesidasa ¥Hs AORGsSIPle B 60 thedevent h
st 1 WS I B mERS Sk when a hash function is used the
poglgti%ur?sglr%ls:ﬁ?&sdtjcggolgﬁ?égg%htﬁé ﬁg%ﬂkrglt Steyf ng 11 in a random manner each
time that the recor @hageskapdorceritaiagparatusin acosiannt evith Genneentéont isy, t he

M bi t ster . key to b enerat ed and associ ate 4/ 05/ 20 7 with the
dent | FREASHEIATE P AP e SPRTRET T e e S N AT SSIeRI e Wbl BB o
the M Bomm SRALEHE stlf*i‘?%, ARSPCHRNBAeMKED belig defeRul ihi RbefdiRY ivpen A dE/FRrdi NG

sequence nunber X+ In the second case, information is read fromthe

"i nf or nRt mdnclcisrassoerated wither federding demfgniatiom arheheiinfarmatipn aarrier; byer 1 i s
th applied.to the first hash fupct.i.on. j a an_ei.ght 20. After

t ndOns BeriEiiech BREyerin Srpaoigatn eurHit it End bRaersine il B st e ke,
2 in KpesiionTBERRE By B SuinMer E?N Beifg SubRRitiaf( fg‘réhté’r #aad hash function 16.
By nmeans of the key 18, which is the output of the second hash function 16,
it is possible to rdadthengariaftorfrthe iread amdéerewriteapnanatus i oharactexizedciarthater 1
in a corrcﬁft man@er. l?‘ secs\(,)éw vcflr&t ant. of ft he et hod iE accordance with the
i nvent PoPAqIEOT GRISLRIPRE B, dPRIGEE 8P She IO OR fAESE X6Y (i s case, the
nunber p is not derThednfymaRéearrieP i ¥édoaddnbe witleitel invertidR fsThhfRtekized!

hash function 8 as shown in Figure 1 but 3% in addition, applying the
i nf28r mift theh thednformatiqe garvier gamies anjidentifies $hagsgeigtedowits ajgegorging eh 22. Here,

t he nu . al so ' . ition g fromwhich the NNbit string 11 is
read i%@%‘ﬁ% ggﬁétogﬁgnélggaﬁggit master key 12. The Mbit master key 12
becones available via a step 21 15 for the encryption or decryption of

information. In a third variant, described with reference to Figure 3, the
identifier Rand the information carrier key 2 are not used to derive a

'si ngl e nunber p but der | S. d wathe id i fi .
together with the i r#hgﬁeré@ é%‘el}:géropre &g@ﬁé@f’&:"gﬁg‘bb"?&é’ﬁ pgarzeg??lf?gl Fﬁ gjt?" r?ﬁsh
fursgt i elucBlatelilty meimudf e follevingsiesdriptiohi ofithe embodiikehtd withieferendectosthe p!
‘and p2. The nupber pl is applied to the NNbit string via a step 23. In the

pr esen@ceompany g rawings, ¥ Whigh: i s divided into a first part 31 of the N-bit
string and a second 3 I i T i fl fined by
t he nunber pl defi nggg]grtﬁ lcgrb“s{s %ﬂ%&%ﬁh@t (ﬁ]tﬁ% %ﬂ"{cﬂgﬂ ?l&r%g{lénggrvﬁhb%%of t he

N-bit Saventigni s read fromposition gql. The nunber p2 is applied to the
N-bit 25 string via a step 24. The position q2 defined by the nunber p2
defines a Qbit subﬁlg‘ilfﬁgjfﬁ@wsna peeqnd (vRHaecond part 32 of the N-bit string
is read fromposition g2. The Mbit master key is subsequently determ ned
by applying) via a step 27, the O bit substring 25 and, via a step 30, the
Qbit substring 26 to an XOR function 28. After the XOR function has been

e o N R o ”~ . ~Nr~N o




8 conprom sing of one or a small nunber of the selected Mbit master keys
is even less likely to result in the abrupt |oss of the copy proted#4/06R003 t
will be obvious to those skilled in the art that the above nethod can be
extended to nethods in which nore than two nunbers p are determ ned so as
to increase the 5 nunber of different Mbit master keys that are possible
even further. In another variant the different identifiers R are stored
- separately from t heFigiife0s ¥B6WS A thRtVatfani,n the apparatus or in another

devi ce which cooperates with the apparatus. An information carrier can then
only be read on a dfigere 4sbows atl'ééF? aP{/Qr atnite apparafuscadapteditp fgeaeraterrmMe
storeg. in th%appar atus the associated information carrier key should al so
10 be S4BT ¥ such a way that the identifiers R can be related to the
rel evant informati opigGay §isBows kb ihfoermatien chiried MaviRgdLinfoidi#idni dArfdiateyer
devi ce .whi ch cooperates wth the apparatus this can be effected, for
exdnplifer, thergeaeration f |ackysnart card. Mreover, the access to a given
i nformation recording can be linked to a PIN code to be entered externally.
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25 position q from which the N-bit string 11 is read in order to generate the M-bit master key

12. After the M-bit master key 12 has been read out it is combined with an information

carrier key 2 via a fourth step 13. The information carrier key 2 is combined with the M-bit

master key 12 via a fifth step 14. These two parts, the M-bit master key 12 and the

information carrier key 2, are applied to a second hash function 16 via a sixth step 15. This
30 second hash function can be the same hash function as the first hash function 8. The output

of the second hash function 16 via a seventh step 17 is a key 18.

In the present case, when a hash function is used the position q will step
through the N-bit string 11 in a random manner each time that the recording sequence

number is incremented. Consequently, the M-bit master key to be generated and associated
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carrier. key (14) for controlling the access to information on the
of a hash function to the input. Consequently, it is not possible to derive the input from the

30 associated output. Another feature of a correct hash function is that a slight change of the
input results in a substantial change in the output.
Figure 4 shows a read and/or write apparatus 4 adapted to read the
information carrier 1. In addition, this apparatus is adapted to record an identifier R related

to a recording sequence number on an information carrier. The apparatus has drive means 44
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recorded on the information carner 1 by the read/write head 45. In addition, the recording
20 sequence number is transferred to selection means 66 via a signal line 7. These selection
means, which include the N-bit string, are adapted to select the M-bit master key from the
N-bit string, for example in a manner in accordance with the method described with
reference to Figure 1. The selected M-bit master key 12 is subsequently transferred via a
signal line 67, for example in order to be combined with the information carrier key 14 for
25 the generation of the key 18. The apparatus further includes memory means 64. Via a signal
line 65 the identifiers R are stored in the memory means 64. Instead of the identifiers R it is
also possible to store the recording sequence numbers in the memory means 64. The value of
the recording sequence numbers can be incremented upon a subsequent recording of
information. In the case that the identifiers R are not additionally stored on the information
30 carrier it may be desirable to also store the information carrier key 2 or another string
characterizing the relevant information carrier 1 in the memory means 64.
The apparatus further has tracking means 55 coupled to the read/write
head 45 in order to receive the tracking error signal from the read/write head 45 and in order

to control the tracking actuator 51. During reading the read signal is converted into output
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to the drive means 44, the positioning means 59, the address detector 58, the tracking means
55 and the read means 57. For this purpose, the system control unit 62 includes a control
15 circuit, for example a microprocessor, a program memory and control gates for carrying out
the procedures as described hereinafter. The system control unit can alternatively take the
form of a logic state machine in logic circuits.
Figure 5 shows an information carrier 1. The information carrier 1 stores
an identifier R associated with a recording sequence number. The function of the identifier R
20 is to generate the M-bit master key. The information carrier further stores an information
carrier key 2. The function of the information carrier key 2 is to generate the key 18
together with the M-bit master key 12.
Although the invention has been elucidated herein on the basis of the
above embodiments, it obvious that it is possible to use other variants in order to achieve the
25 same goal. Moreover, the invention is assumed to reside in any novel characteristic feature

and/or combination of novel features.
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associated with a recording of information on the information carrier, and by reading the N-

bit string from a position defined by the number p, N being substantially greater than M.

10 2. A method as claimed in Claim 1, characterized in that, in addition, said

number p is dependent upon the information carrier key (14).

3. A method as claimed in Claim 1 or 2, characterized in that said identifier
R is associated with a recording sequence number.

15
4, A method as claimed in Claim 1, 2 or 3, characterized in that said

identifier R is present on the information carrier (1).

5. A method as claimed in Claim 1, 2 or 3, characterized in that said
20 identifier R is present in the read and/or write apparatus (4) which cooperates with the

information carrier.

6. A method as claimed in Claim 1, 2, 3, 4 or 5, characterized in that the
number p is derived unambiguously by applying said identifier R to a hash function (8).

25
7. A method as claimed in Claim 1, 2, 3, 4, 5 or 6, characterized in that i
numbers p are determined, namely a first number p, through an i® number p;. in that i
substrings are determined, namely an M;-bit substring, determined by reading out the N-bit

string from a position q; defined by the first number p;, through an M;-bit substring,
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9. A read and/or write apparatus as claimed in Claim 8, characterized in

that, in addition, said number p is dependent upon the information carrier key (14).

15
10. A read and/or write apparatus as claimed in Claim 8 or 9, characterized
in that the apparatus further includes memory means (64) for storing a recording sequence
number and/or identifiers R.

20 11, A read and/or write apparatus as claimed in Claim §, 9 or 10,

characterized in that the apparatus further includes selection means (66) adapted to determine
i numbers p, namely a first number p, through an i number p;, further adapted to determine
i substrings, namely an M,-bit substring, determined by reading out the N-bit string from a
position q; defined by the first number p,, through an M;-bit substring, determined by

25 reading out the N-bit string from a position q; defined by the i number p;» and finally
adapted to form the M-bit master key (12) by concatenating the i substrings.

12.  An information carrier (1) for use in the method of Claim 4, the information carrier

having an information carrier key (14) for controlling the access to information on the
30 information carrier, characterized in that the information carrier stores an identifier R

associated with a recording of information on the information carrier.

13. An information carrier as claimed in Claim 12, characterized in that the

identifier R is associated with a recording sequence number.



